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SUBJECT: IRAQ: EVOLVING YEMENI ATTITUDES TOWARD A POSSIBLE 
WAR 
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1. (C) Summary: ROYG policy and Yemeni street opinion 
publicly oppose a war in Iraq 

more nuanced. The public line articulated by Saleh and 
senior officials strongly denounces war and advocates 
concerted Arab action to prevent it 

expression of support or sympathy for Saddam Hussein. Most 
Yemenis remain more concerned with day-to-day matters 
including the poor economy and the upcoming parliamentary 
elections 

removing the Baathi regime if/if this is accomplished with 
minimal impact on civilians. UNSC-related diplomacy which 
has received dramatic coverage in the West has received 
minimal public and media attention in Yemen. Nevertheless 
popular reaction could be vehement and emotional if war 
seemed to drag on 

high-profile incident. Contacts almost universally express 
hope that the war will be finished quickly. End Summary. 


2. (C) Media statements from ROYG leaders continue to 
oppose war in Iraq. President Saleh has used domestic media 
to maintain a high public profile out of the Non-Aligned 
Movement Summit in Malaysia 

the upcoming Arab Summit \"should not be merely a verbal 
phenomenon that repeats words of condemnation and 
denunciation.\" An editorial this week in the official daily 
al-Thawra said 

confrontation and it is the real test for the capability of 

the Arabs and Muslims to defend themselves.\" At the same 
time 

the Iraqi people and not Saddam or the Baathi regime. 
Numerous influential Yemeni contacts told the Ambassador this 
week that the removal of Saddam will be good for the region. 
Several predicted that only significant civilian casualties 

would elicit a vehement popular reaction in Yemen. 


3. (S) Powerful military commander of the northern region 

Ali Muhsen Saleh al-Ahmar recently told the DATT that the 

Arab people would prefer no war 

about how the \"American occupation\" would be viewed. He also 
said that there could be flashpoints of reaction here in 

Yemen 

it. 
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Pol/Econoff that he wished the war would be over with 

quickly 

further delays. This sentiment was echoed to Acting Pol/Econ 
Chief by a leading NGO human rights activist who said \"get it 
over with already.\" Several journalist contacts expressed 
suspicion about American motives in going to war and echoed a 
familiar line in regional media: that the timing of the 

Middle East Partnership Initiative announcement in December 
created questions in Arab minds about what America is \"really 
trying to do\" in this region. 


5. (U) At the same time 

fairly low-key in recent days. For example 

weekly opposition newspapers 

on Iraq 

demonstration was held in Taiz. UNSC diplomacy and the 
prospect of a new UNSCR has received understated media 
attention in Yemen (far less than the President\'s daily 
statements on Iraq) 

do not see efforts by France et al. in the Council as likely 

to forestall conflict. 


6. (C) Yemeni public reaction is opposed to a possible war; 
however 

concern for internal Yemeni matters and the Palestinian 
issue. With parliamentary elections coming in two months\' 
time and a worsening economy 

with how to feed their families. 


7. (C) Comment: President Saleh and other government 
leaders are playing up their opposition rhetoric 

as a means to keep the \"street\" in line. However 

underlying reality in Yemen is a studied balance of support 

for the Iragi people and conspicuous non-support for Saddam. 
Those Embassy contacts who urge a quick end to a war they see 
as inevitable appear to be fatigued by the limbo imposed by 

the last several months\' wait 

what a prolonged war would mean for internal Yemeni issues 

like the parliamentary elections. End Comment. 


HULL 
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1. (SBU) Summary: The Turkish Ministry of Finance\'s top 
budget expert told us the process of enacting the 2003 budget 
could take as little as two weeks. But the Government is 
delaying submission of the budget to parliament 

expert 

needed to reach the 6.5 percent of GNP primary budget 
surplus. This expert confirmed that the IMF position still 
shows a 1.5 percent of GNP or $3 billion shortfall towards 
this primary surplus target. By not moving quickly to pass a 
2003 budget which the IMF can support 

itself in a vulnerable situation vis a vis the markets. One 
foreign bank told us of indications that one of the major 
European bank lenders to Turkish banks is already limiting or 
pulling its lines. End Summary. 


Budget Process \"A Matter of Two Weeks\" 


2. (SBU) Turkey\'s 2003 budget could be enacted into law in 
as little as two weeks 

Deputy DG for the budget Ahmet Kesik. Kesik outlined the 
four-step process for us: 


-- The \"Higher Planning Council\" (a subset of Cabinet 
ministers and econ agency heads) must meet and approve the 
budget law (status: done); 


-- The full Cabinet must approve and submit the budget to 
parliament (status: Cabinet has discussed but not yet 
submitted it to parliament.) 


-- The Parliament\'s Budget and Planning Commission approves 
the budget 

the full parliament (Kesik said this could take as little as 

two days); 


-- The full parliament votes on the budget 
article-by-article (the 2003 budget law has about 50 
articles 

agree to limit debate.) 


3. (SBU) Kesik added that the reason the full Cabinet has 
not yet approved the budget was the impasse with the IMF. He 
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confirmed that the IMF sees the draft budgetary measures they 
would accept as yielding a 5.0 percent of GNP primary surplus 
(the IMF cannot accept the GOT\'s proposed delay of the 
\"Direct Income Support\" for farmers 

of GNP) 

in its existing draft. (The 1.5 percent of GNP gap is about 

$ 3 billion). 


4. (SBU) Comment: The current interim budget expires March 
31. The GOT could in theory pass another interim 
continue negotiating with the IMF over the full year primary 
surplus measures 

scenario: a conflict with Iraq 

and an unhappy bond market. On the IMF front 

there is still no progress on closing the 1.5 percent of GNP 
primary surplus gap. In fact 

this week 

tax cuts for certain sectors (milk products and funeral 
services.) IMF staff believes the GOT still hopes to move 
the USG off our conditionality language 

need to take difficult budget measures required by the IMF. 
End Comment. 


An Initial Sign of Trouble with Foreign Bank Confidence 


5. (SBU) Barclays Bank Turkey managers Matt Vogel and Burak 
Ince told us 2/27 that they see signs 

rumors 

Turkish banks has pulled or at least limited credit lines to 
Turkish banks. The sign is that over past two days several 
Turkish banks approached Barclays seeking short-term \"repo\" 
(i.e. 

lender to Turkish banks and the sudden 

for these repo deals indicates that one of the three major 
European lenders (currently Dresdner 

West LB) has stopped lending. 

6. (SBU) Comment: Turkish banks may want to continue to 
roll-over their T-bill lending to the GOT 

absence of a U.S. package or an IMF agreement 

ability to do so has funding constraints 

credit lines are an important element in these constraints. 
PEARSON 
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ADVISERS SUCH AS AUGUSTIN KATUMBA 

BOSHAB HAVE GAINED THE ASCENDANCY OVER MORE \"MODERATE\" 
FIGURES SUCH AS VITAL KAMERHE 
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MBEMBA. KABILA HIMSELF IS NOT AN INNOCENT VICTIM IN THIS 

STORY. HE HAS NOW SURROUNDED HIMSELF WITH A NEW BREED OF 
HARDLINERS--NOT HIS FATHER\'S CRONIES 

SOPHISTICATED GROUP OF HAWKS. IN THE PAST 

TO SHOW GREATER APPRECIATION FOR THE LONGER-TERM CONSEQUENCES 
OF HIS CHOICES 

INTERNATIONAL COMMUNITY. THESE DAYS 

ADVISERS\' ADVICE SEEMINGLY WITH LESS REGARD FOR THEIR BROADER 
IMPACT 

POWER. END SUMMARY. 


INCREASING HARDLINE TENDENCIES 

2. (C) OVER THE PAST YEAR 

HAS INCREASINGLY BEEN FAVORING THE VIEWS SHARED BY THE 
\"HAWKS\" AROUND HIM. IN THE PAST FEW MONTHS ALONE 

HAS TAKEN SEVERAL ACTIONS IN LINE WITH THIS MODE OF THINKING. 
EXAMPLES INCLUDE THE ATTEMPT TO EXPEL CONGOLESE LIBERATION 
MOVEMENT (MLC) REPRESENTATIVES FROM KINSHASA IN JANUARY (REF 
B) 

(REF C) 

TROOPS TO THE BENI-BUTEMBO REGION--PUTTING THEM BEYOND THE 
LUSAKA CEASEFIRE LINES. 


3. (C) INGENERAL 

TIME IS ON KINSHASAVS SIDE IN THE REUNIFICATION PROCESS 

THE OPPOSING BELLIGERENTS CAN BE OUTMANEUVERED 

AND PERHAPS EVENTUALLY DEFEATED MILITARILY. INTERNATIONAL 
PRESSURE CAN BE FENDED OFF BY SIGNING AGREEMENTS IN SUN CITY 
AND PRETORIA 

SECURITY) REMAIN THAT KINSHASA CAN MANIPULATE WITHOUT 
APPEARING TO BE THE HOLDOUT. IN KEEPING WITH LONGTIME 
CONGOLESE POLITICAL NORMS AND PRACTICES 

DOUBTLESS MOTIVATED IN NO SMALL PART BY A DESIRE TO KEEP 
THEIR JOBS AND THEIR ACCESS TO WEALTH AND POWER. DESPITE 
NATIONALIST RHETORIC--MODERATES ARE DENOUNCED AS 
\"TRAITORS\"--SOME MAY IN FACT PREFER TO RULE UNCHALLENGED IN 
PART OF THE COUNTRY RATHER THAN SHARE POWER WITH OTHERS IN A 
NEW NATIONAL GOVERNMENT. 


WHO HAS KABILA\'S EAR? 

4. (C) OVER THE PAST TWO YEARS 

MANY OF THE \"OLD GUARD\" OF ADVISORS AND MINISTERS APPOINTED 
BY HIS FATHER. ONCE-POWERFUL INDIVIDUALS SUCH AS MWENZE 
KONGOLO 

BEEN SIDELINED. (YERODIA OCCASIONALLY RESURFACES TO SUPPORT 
THE GOVERNMENT IN HIS BAS-CONGO HOME REGION 

BEEN RUMORED--VERY SPECULATIVELY--AS A POSSIBLE GDRC VICE 
PRESIDENT.) 


Column 3 

5. (C) AMONG THE NEWER BREED 

APPEAR TO BE ON KABILA\'S OWN PERSONAL STAFF: CABINET DIRECTOR 
EVARISTE BOSHAB 

PIERRE LUMBI 

SPOKESMAN MULEGWA ZIHINDULA 

WITH THE AMBASSADOR 

THREE OF THESE INDIVIDUALS. 


--BOSHAB IS FROM KASAI 
BACKGROUND 
OCTOBER 2002 SHUFFLE. 


--KAPUTO 

POLICY MATTERS 

AND IS A POLITICAL SCIENCE PROFESSOR BY TRAINING. GOVERNOR 
OF BANDUNDU AND ORIENTALE PROVINCES IN THE MOBUTU ERA 
VITAL KAMERHE\'S DEPUTY AT THE GREAT LAKES PEACE COMMISSION 
UNTIL OCTOBER 2002 

CAPACITY. HE IS CONSIDERED THE PROTEGE OF AUGUSTIN KATUMBA. 


--LUMBI 

OCTOBER 2002. AN EARLY CIVIL SOCIETY LEADER (HE FOUNDED A 
SELF-HELP NGO IN 1978 WHEN SUCH ORGANIZATIONS WERE STILL 
TECHNICALLY ILLEGAL) 

MINISTER IN 1992-3 AND THEN POST & COMMUNICATIONS MINISTER IN 
THE KENGO WA DONDO GOVERNMENT. 


6. (C) PERHAPS MORE IMPORTANT THAN THESE FORMAL ADVISERS IS 
AUGUSTIN KATUMBA 

WAS SUSPENDED IN OCTOBER 2002 (FOLLOWING THE RELEASE OF THE 
UN PANEL REPORT ON PLUNDERING THE DRC\'S RESOURCES). KATUMBA 
LONG CONSIDERED KABILA\'S RIGHT-HAND MAN 

INVOLVED IN ALL INTER-CONGOLESE DIALOGUE NEGOTIATIONS SINCE 
SUN CITY. THIS HAS ENABLED HIM TO TRANSLATE THE HARDLINE 

VIEW INTO ΤΗΕ GDRC\'S NEGOTIATING POSITIONS AT THE VARIOUS 
ROUNDS OF TALKS. CURRENT RUMOR HAS IT THAT HE MAY REPLACE 
JEAN MBUYU AS KABILA\'S SPECIAL SECURITY ADVISOR AND CHIEF OF 
THE COMMITTEE FOR STATE SECURITY. 


7. (C) REGARDING MILITARY MATTERS 

LISTENED TO ARMED FORCES CHIEF OF STAFF 

LIWANGA MATA 

ARMY COMMANDER GENERAL FRANCOIS OLENGA AND AIR FORCE 
COMMANDER GENERAL JOHN NUMBI. OLENGA AND NUMBI ARE SIMILAR 
IN THAT THEY ARE BOTH POLITICAL APPOINTEES WITH NO 
PROFESSIONAL MILITARY BACKGROUND 

ARE REPUTED TO BE CORRUPT. THE TWO ARE RIVALS 

FOR THE OPPORTUNITY TO TRAVEL ABROAD ON ARMS-BUYING TRIPS 
WHICH ENABLES THEM TO SKIM OFF A PERCENTAGE OF ANY SALES 
TRANSACTION. THEY STAND TO LOSE SUCH OPPORTUNITIES AND 
PERHAPS EVEN THEIR JOBS IF THE VARIOUS BELLIGERENTS\' ARMIES 
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8. (C) IN TERMS OF FINANCIAL AND ECONOMIC POLICY 

EARLIER THE FIRING OF FINANCE MINISTER MATANGULU SENT 
SHUDDERS THROUGH THE DONOR COMMUNITY. UNTIL RECENTLY 
MATANGULU HAD SUFFICIENT INFLUENCE OVER KABILA THAT ENABLED 
THE FORMER TO V'HOLD THE LINE\" ON PUBLIC EXPENDITURES. HIS 
OUSTER--OVER THE ISSUE OF MAINTAINING FISCAL DISCIPLINE--HAS 
RAISED SERIOUS QUESTIONS ABOUT THE GDRC\'S INTENT TO ADHERE TO 
IFI-APPROVED ECONOMIC POLICIES. IT IS NOT CLEAR THAT THERE 

IS ANYONE LEFT AMONG KABILA\'S CLOSE ADVISERS WHO IS PREPARED 
TO CARRY ON MATANGULU\'S ROLE AND PROVIDE SOUND 

ADVICE ON ECONOMIC AND FINANCIAL MATTERS. JEAN-CLAUDE 
MASANGU AS CENTRAL BANK GOVERNOR IS STILL MAINTAINING A 
STABLE MONETARY POLICY 

RUMORS THAT HE HIMSELF IS LESS THAN SQUEAKY CLEAN. 


MODERATES 
9. (C) THOSE WHO PUBLICLY EXPRESS A MORE \"MODERATE\" VIEW 
APPEAR TO HAVE WANING INFLUENCE. SUCH FIGURES INCLUDE: 


--THEOPHILE MBEMBA 

SINCE THEN INTERIOR MINISTER 

PRETORIA NEGOTIATIONS IN DECEMBER 
VISIBLE ROLE IN THESE NEGOTIATIONS SINCE. 


--ANDRE KAPANGA 

IN NEW YORK 

ADVISER 

HAS BEEN MARGINALIZED; HE WAS ILL-INFORMED ABOUT KEY 
DECISIONS SUCH AS THE ABORTIVE MLC EXPULSION ORDER. 


--VITAL KAMERHE 
AND EXTERNAL PEACE PROCESSES 
SAMBA KAPUTO IN THESE TALKS. 


--MULEGWA ZIHINDULA 
2002 
DEMONSTRATED SIGNIFICANT INFLUENCE ON KABILA\'S DECISIONS. 


--LEONARD SHE OKITUNDU 

KABILA\'S TIME 

MATTERS. HIS STAFF HAS COMPLAINED TO EMBOFFS SEVERAL TIMES 
IN RECENT MONTHS ABOUT BEING MARGINALIZED. 


COMMENT 


10. (C) OVER THE PAST YEAR 
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SIGNIFICANT EVOLUTION TOWARDS HARDLINE POLICIES ON THE PART 
OF THE GDRC. KABILA HIMSELF IS NOT AN INNOCENT VICTIM IN 

THIS STORY 

CURRENTLY LISTENING. HE HAS NOW SURROUNDED HIMSELF WITH A 
NEW BREED OF HARDLINERS--NOT HIS FATHER\'S CRONIES 

YOUNGER 

KABILA APPEARED TO SHOW GREATER APPRECIATION FOR THE 
LONGER-TERM CONSEQUENCES OF HIS CHOICES 

REACTION OF THE INTERNATIONAL COMMUNITY. THESE DAYS 
TAKING HIS ADVISERS\' ADVICE SEEMINGLY WITH LESS REGARD FOR 
THEIR BROADER IMPACT 

TO STAY IN POWER. END COMMENT. 


HOOKS 
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PARIS OF THE WEST 

SEX-TOURISM INDUSTRY AS \"THE BANGKOK OF THE WEST.\" NOT 
SURPRISINGLY 

INVOLVES WOMEN WHO ARE TRAFFICKED INTO THE SEX TRADE. IN 
FEBRUARY 2003 

PROSTITUTION RING IN WHICH MINOR GIRLS WERE BEING FORCED TO 
ENGAGE IN NUDE DANCING AND PROSTITUTION. MONTREAL POLICE 
CONTACTS REPORT THAT AFTER THEY STARTED TO CRACK DOWN ON 
PROSTITUTION AND SEXUAL EXPLOITATION OF MINORS 

MOVED BUSINESS OUT OF MONTREAL TO QUEBEC CITY AND NIAGARA 
FALLS. IN ADDITION TO TRAFFICKING FOR THE SEX TRADE 

AND CANADIAN IMMIGRATION OFFICIALS HAVE SEEN INCREASED 
SMUGGLING IN PERSONS--SOME OF WHICH CAN BE CONSIDERED 
TRAFFICKING--FROM COSTA RICA 

LOCAL 

ACTIVELY ENGAGED IN COMBATING ALL FORMS OF TRAFFICKING IN 
THE PROVINCE. END SUMMARY. 


2. (SBU) THE QUEBEC-BASED SEX TRADE. \"LET YOUR FINGERS DO 
THE WALKING 

ENTENDRE WHEN IT COMES TO THE 20 PAGES OF ADVERTISING FOR 
ESCORT AGENCIES IN THE 2003 PHONE BOOK. THESE ADS 

17 PAGES IN 2002 AND 2 IN 1998 

BUSINESS THE SEX TRADE HAS BECOME IN QUEBEC. WHILE THE 
CRIMINAL CODE OF CANADA PROHIBITS SOLICITING FOR THE 
PURPOSES OF PROSTITUTION 

\"PROCURING AND LIVING OFF THE INCOME OF PROSTITUTION 
ESCORT AGENCIES ARE ABLE TO MANEUVER AROUND REGULATIONS. 
ASIDE FROM ESCORT AGENCIES 

STRIP CLUBS WHERE 

TOUCH THE DANCERS. MANY TRACE THE GROWING SEX INDUSTRY IN 
QUEBEC TO A 1999 CANADIAN SUPREME COURT DECISION THAT 
LEGALIZED \"CONTACT DANCING 

CLUBS ARE ALLOWED TO TOUCH THE BREASTS 


Column 3 

OF THE DANCERS. ACCORDING TO A 2002 ARTICLE IN THE GAZETTE 
THESE LAP DANCES 

AROUND $10 A PIECE AND BRING IN ABOUT 50% MORE REVENUES FOR 
CLUBS THAN THEY EARNED BEFORE THE 1999 LEGISLATION. 


3. (SBU) A PROFILE OF THE VICTIMS. WHILE MANY OF THE WOMEN 

WHO WORK FOR STRIP CLUBS AND ESCORT AGENCIES DO SO 
WILLINGLY 

HAVE UNCOVERED HUNDREDS WHO ARE COERCED INTO THE BUSINESS. 
WHEN ASKED FOR A PROFILE OF THE GIRLS HE ENCOUNTERS 
MONTREAL POLICE INVESTIGATOR THAT POST INTERVIEWED DESCRIBED 
THE FOLLOWING SCENARIO. VULNERABLE RUNAWAY GIRLS 

WHOM ARE MINORS 

THEN 

BECOME DANCERS IN STRIP CLUBS. IF THE GIRLS PROTEST 

ARE TOLD THAT THEY OWE THE MEN THOUSANDS OF DOLLARS FOR THE 
INVESTMENT THEY HAVE MADE BY TAKING CARE OF THEM. THE 
CARETAKERS THEN ACQUIRE FALSE IDENTITY CARDS FOR THE GIRLS 
TO SHOW THAT THEY ARE OVER 18 AND SET THEM UP IN BARS AND 
CLUBS THROUGHOUT QUEBEC AND IN NIAGARA FALLS. ONE GIRL 
REPORTED THAT SHE EARNED $300-$400 A DAY 

$25-$50 OF HER EARNINGS. THIS SCENARIO MATCHES THAT OF THE 
JUVENILE PROSTITUTION RING BROKEN UP BY MONTREAL POLICE IN 
FEBRUARY 2003. THE GAZETTE REPORTED THAT THE TWO 
RINGLEADERS WOULD BEGIN BY DATING THE GIRLS AND BECOMING 
THEIR LOVERS 

MONTREAL AND TORONTO. WHEN DANCING DID NOT GENERATE ENOUGH 
REVENUES 


4. (SBU) POSTYS POLICE CONTACT REPORTED THAT MOST OF THE 
GIRLS HE ENCOUNTERS ARE CANADIAN. HOWEVER 

OTHER POST CONTACTS 

PAST YEAR IN WHICH FOREIGN WOMEN AND GIRLS WERE TRAFFICKED 
TO QUEBEC FOR THE SEX TRADE. IN ONE CASE 

WERE BROUGHT TO CANADA FOR THE EXPRESS PURPOSE OF NUDE 
DANCING AND PROSTITUTION. IN ANOTHER CASE 

TRAFFICKED TWO MINORS INTO CANADA FOR PROSTITUTION. 
ACCORDING TO A CANADIAN IMMIGRATION OFFICIAL 

APPREHENDED AND SENTENCED TO TWO YEARS IN PRISON BEFORE 
BEING DEPORTED TO INDIA. 


5. (SBU) WHO ARE THE RINGLEADERS? MOTORCYCLE GANGS ARE THE 
KINGPINS BEHIND PROSTITUTION 

AGENCIES IN QUEBEC. ACCORDING TO THE CRIMINAL INTELLIGENCE 
SERVICE CANADA 2002 REPORT 

AND MOST CRIMINALLY ACTIVE OUTLAW MOTORCYCLE GANG IN CANADA 
WITH 35 FULL CHAPTERS. IN ORDER TO HAVE GIRLS PLACED IN 

CLUBS AND AGENCIES 

MEMBERS TEND TO USE THE MOTORCYCLE GANGS AS MIDDLEMEN. WITH 
INCREASED POLICE ATTENTION ON THE MONTREAL SCENE (WITHIN THE 
PAST SIX MONTHS 
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JUVENILE SEXUAL EXPLOITATION) 

INTO MARKETS IN QUEBEC CITY 

2003 

GIRLS BEING SENT FROM QUEBEC TO WORK AS STRIPPERS AND 
PROSTITUTES IN NIAGARA FALLS. THE HANDLERS TAKE LARGE CUTS 
OF THE GIRLS\' EARNINGS 

IN QUEBEC CITY 

WHICH GIRLS HAVE BEEN SOLD FROM ONE HANDLER TO ANOTHER. 


6. (SBU) PROTECTION EFFORTS. ON JULY 28 

AMENDED THE CRIMINAL CODE AND THE CANADA EVIDENCE ACT TO 
ENHANCE THE PROTECTION OF MINORS WHO ARE VICTIMS OF SEXUAL 
EXPLOITATION. THE LEGISLATION IS ONE STEP IN SATISFYING 
CANADA\'S COMMITMENT TO THE JANUARY 2002 UN PROTOCOL ON THE 
RIGHTS OF CHILDREN. AT THE GRASSROOTS LEVEL 

SEVERAL SOCIAL SERVICE AGENCIES 

PUBLIC SOURCES 

INVOLVED IN THE SEX TRADE. ONE ORGANIZATION IN MONTREAL 
\"PASSAGES\" IS A SHELTER FOR 18- TO 30- YEAR OLD WOMEN. MANY 
OF THE WOMEN WHO COME TO THE SHELTER ARE INVOLVED IN DRUGS 
AND PROSTITUTION. HOWEVER 

SHE RARELY SEES THE YOUNG WOMEN INVOLVED IN SEX TRAFFICKING 
RINGS; SHE SPECULATED THAT THE HANDLERS OF THESE WOMEN 
MONITOR THEIR ACTIVITIES CLOSELY AND PREVENT THEM FROM 
ACCESSING AVAILABLE SOCIAL SERVICES. IN THE OPINION OF 

POST\'S POLICE CONTACT 

TRAFFICKING RING 

GIRLS 

THEY ARE IN LOVE WITH THEIR "PROTECTOR." COERCED INTO NUDE 
DANCING 

A SEAMY WORLD IN WHICH DRUG USE AND ADDICTION IS PREVALENT. 
NEEDING INCOME TO SUPPORT THEIR DRUG HABITS 

IT EVEN MORE DIFFICULT TO BREAK OUT OF THE SEX TRADE. 


7. (SBU) SMUGGLING. IN 2002-2003 

IMMIGRATION OFFICIALS HAVE ALSO SEEN CASES OF SMUGGLING TO 
AND THROUGH CANADA 

\"TRAFFICKING.\" MEXICANS 

HAVE BEEN THE MAIN ORGANIZERS. IN 2002-2003 

MEXICANS FILED CLAIMS FOR REFUGEE STATUS IN CANADA AFTER 
HAVING BEEN SMUGGLED ONTO FLIGHTS TO MONTREAL. TO DATE 
ORGANIZERS BEHIND THIS RING HAVE NOT BEEN APPREHENDED. IN 
ANOTHER CONTINUING CASE 

BEEN TRAVELING TO CANADA ON FALSIFIED CANADIAN VISAS. AFTER 
ARRIVING IN CANADA 

U.S.-CANADA BORDER AND FLEE TO THE U.S. SIDE. THIS OPERATION 
HAD BECOME SO ORGANIZED THAT SOME OF THE GROUPS WERE MET AT 
THE AIRPORT BY TOUR BUSES WHICH DROVE THEM TO THE BORDER. 
WHILE THE ROYAL MOUNTED CANADIAN POLICE RECENTLY ARRESTED 
THE KINGPIN OF THIS OPERATION 

AN ONGOING BATTLE WITH COSTA RICAN SMUGGLING. IN OTHER 
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INSTANCES 

CHINESE CITIZENS TRAVELING AS IMPOSTERS ON JAPANESE 
PASSPORTS. EACH PERSON REPORTEDLY PAID UP TO $30 

HIS/HER FAKE PASSPORT. OFTEN TO GUARANTEE FULL PAYMENT 
ORGANIZERS WOULD HOLD THE CUSTOMERS\' FAMILIES HOSTAGE IN 
CHINA OR SUBJECT THEM TO FORCED LABOR. FINALLY 

IS STILL UNDER INVESTIGATION INVOLVES A RUSSIAN DUO 
SUSPECTED OF SMUGGLING ALIENS OF VARIOUS NATIONALITIES FROM 
CANADA TO THE UNITED STATES BY HIDING THEM INSIDE A TRACTOR 
TRAILER TRUCK. THE DUO CHARGES EACH FOREIGN NATIONAL $3 
AND TRANSPORTS 3-10 PEOPLE TO THE UNITED STATES ON EACH 
TRIP. IMMIGRATION OFFICIALS ARE ON THE LOOKOUT FOR THESE 
MEN. 


POLICE CONTACT: AGENT SERGE MORIN (YOUTH AND STREET GANGS 
PORTFOLIO) 
ALLEN 
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OF THE EMERGENCY AND ARE NOT DOING ENOUGH." THE TRUTH IS 
POSSIBLY THAT IN ETHIOPIA THE UN AGENCIES ARE GEARED FAR 

MORE TOWARD DEVELOPMENT THAN EMERGENCY RESPONSE. GIVEN THE 
WIDESPREAD DETERIORATION IN THE HUMANITARIAN SITUATION 
HOWEVER 


SPECIFICALLY 


- NAMING A RESIDENT HUMANITARIAN COORDINATOR TO FOCUS ON 
IMPROVING THE EFFICIENCY AND OVERALL EFFECTIVENESS OF UN 
OPERATIONS IN RESPONDING TO THE PRESENT CRISIS IN BOTH 
ETHIOPIA AND ERITREA; 

UNCLASSIFIED 
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- PRIORITIZING ASSISTANCE TO THE ESTABLISHMENT OF A 
NATIONWIDE NUTRITION SURVEILLANCE SYSTEM. WE ARE SIMPLY NOT 
GETTING THE \"WARNING\" DATA WE NEED TO RESPOND AS REQUIRED; 


- THE UN (AND THEIR PARTNER NGOS) SHOULD TAKE ADVANTAGE OF 
FOOD DELIVERIES (WHERE LARGE NUMBERS OF BENEFICIARIES OFTEN 
WAIT FOR HOURS TO RECEIVE THEIR RATION) TO IMPART MOTHER- 
CHILD CARE HEALTH TRAINING AND NUTRITION EDUCATION MESSAGES. 
IN PARTICULAR 

FOR IMMUNIZATIONS AGAINST MEASLES AND OTHER CONTAGIOUS 
DISEASES SUCH AS TYPHUS 


IN MY MANY YEARS IN CONGRESS 
APPROPRIATIONS FOR UN AGENCIES AND AM HONORED TO BE 
REPRESENTING MY COUNTRY TO THE UN AGENCIES ON FOOD AND 
AGRICULTURE HERE IN ROME. FOR ME 
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AFRICAN COUNTRIES FOR HAVING NEVER BEEN COLONIZED. IT IS 
TRULY BLESSED WITH A RICH CULTURE 

KNOWLEDGE. BUT THIS PRESENT CRISIS 

COULD SETBACK YEARS OF DEVELOPMENT GAINS. WE ALL NEED TO 
INTENSIFY OUR EFFORTS. 


UNCLASSIFIED 


UNCLASSIFIED PTQ5097 
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TAGS: EAID 

SUBJECT: LETTER TO U/SYG KENZO OSHIMA 

MALLOCH BROWN AND UNICEF EXECUTIVE DIRECTOR CAROL BELLAMY 
FROM AMBASSADOR TONY P. HALL ON THE PRESENT CRISIS IN THE 
HORN OF AFRICA 


| AM MOST OPEN TO DISCUSSING THIS PERSONALLY IN 
GREATER DETAIL WITH EACH OF YOU AND CAN BE REACHED HERE IN 
ROME AT 39-06-4674-3500. SINCERELY 
HALL. END OF LETTER. 


2. US MISSION ROME WOULD BE GRATEFUL IF USUN NEW YORK COULD 
PASS THIS TEXT ALONG TO OUR RESPECTIVE UN COLLEAGUES. 


3. ORIGINAL SIGNED LETTER TO EACH WILL FOLLOW. HALL 
UNCLASSIFIED 
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MFA Director General for Multilateral Political Affairs 
representing Turkey. It offered to host bilateral 

discussions on this during the last half of the week of March 
3. DCM told MFA that he would convey this request to 
Washington. This request followed a February 26 meeting at 
MFA on structures for coordinating humanitarian assistance 
with military needs 

Summary. 


Humanitarian Aid Coordination: 


3. (SBU) Mission Disaster Relief Officer (MDRO) 
by Polmiloff 

(DART) 

Liaison Command (MCLC) 

Ozturk 

Organizations 

February 26. 


4. (C) MDRO told Ozturk that the USG is eager to establish a 
mechanism that would bring together Turkish and American 
civilian and military authorities 

organizations 

to Iraq with military needs. Although the U.S. side is still 
considering the most appropriate way to structure this 


Column 3 

coordinating body 

be the best location 

presence there. Pending establishment of this body 
suggested that U.S. and Turkish civilian and military 
authorities begin meeting regularly on these issues in Ankara. 


5. (C) Ozturk agreed that there is a need to coordinate 
closely 

on the scope of our cooperation and the structure of a 
coordinating entity 

relationship with any Turkish activities in northern Iraq. 

He proposed a follow-up meeting on this issue on or about 
March 7 

in this meeting. 


6. (S) In a telephone conversation with the DCM on February 
27 

Political Organizations 

meeting and said that the GOT would like to hold further 
talks on humanitarian assistance at a senior level 

a Memorandum of Understanding on this issue might be 
necessary. He said that Ambassador Daryal Batibay 
Director General for Multilateral Political Affairs 

another official of similar rank 

discussions on this during the last half of the week of March 
3. DCM told Ugdul that he would convey MFA 

Washington. 


NGO Access and Other Issues 


7. (SBU) NGO Access: At the February 26 meeting 
reiterated that the GOT plans to allow NGOs with genuine 
humanitarian aims to transit the border if there is a need 

for their assistance in the area beyond Turkey 

in Iraq. The GOT does not plan to levy customs or other 
duties on humanitarian goods transiting Turkey destined for 
Iraq. He said NGOs were welcome to apply to MFA for permits 
but cautioned that the first application could take several 
weeks to be approved. Ozturk contrasted this arrangement 
with more restrictive rules for NGOs intending to provide 
assistance within Turkey or the immediate border area in Iraq 
(see reftel and septel). We responded that the USG 

in Washington 

procedures and that we expected the International Rescue 
Committee and possibly other NGOs to apply to MFA soon. 
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8. (C) Use of Iskenderun Port by UN Agencies: We raised the 
issue of World Food Program (WFP) access to the port of 
Iskenderun. WFP told us that it had been directed by MFA 
several months ago to plan on using Iskenderun for import of 
relief supplies 

military use. It emerged last week that U.S. military and 
private use of Iskenderun could preclude WFP use of the port. 
It also appears that Mersin will not be fully utilized by 

the military. Ozturk told us he was aware of the issue and 
was working with WFP on alternatives. 


9. (C) Humanitarian Daily Rations (HDRs): MDRO asked MFA 
whether the GOT needed any further information to approve our 
request to site HDRs in Turkey. Ozturk responded that the 

only outstanding issue was the actual warehouse location for 
the HDRs 

near future. 


10. (C) Turkish Red Crescent (TRC) Role in Northern Iraq: 
MDRO pointed out that the International Committee of the Red 
Cross would have the mandate for coordinating aid in zones of 
conflict 

an ICRC mandate to operate in northern Iraq 

in GOT plans. Ozturk responded that TRC and the GOT would 
work with ICRC on this issue. He also contended that the 
Turkish military would not manage Turkish camps in northern 
Iraq 


Comment and Action Request: 


11. (C) Despite its professed openness to NGOs providing 
assistance to Iraq 

instinctively prefer to define relationships with them in 
advance 

could deter NGOs from even considering delivery of aid 
through Turkey. 


12. (S) Embassy requests Washington guidance ASAP on 
Turkey 

framework for humanitarian assistance next week 

as to whether the U.S. is willing to have a senior-level team 
address these issues 

horizon. 

PEARSON 
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6. (C) At a February 20 dinner that included Foreign Minister 
Edgar Gutierrez 

Vice President Reyes and his remarks praising the Castro 
regime. The Foreign Minister said he 

surprised by Reyes Lopez\' comments 

about his trip to Cuba. The Ambassador told Gutierrez that 
the Vice President\'s remarks 

vote 

pique over decertification. He added that a Guatemalan 
abstention in Geneva would undermine Guatemala\'s hard-won 
credibility on human rights 

to throw this away simply to annoy us. Gutierrez 
acknowledged that Reyes\' statements had been unhelpful 
assured us that the GOG would consult us on the human 
rights situation in Cuba before President Portillo makes any 
decision on the UNCHR vote. 


7. (C) The Ambassador reiterated these arguments to President 
Portillo on February 25 (ref B). Portillo candidly said the 

FRG was flirting with CUBA to annoy the USG 

decertification (which hurts the FRG\'s electoral chances) and 
perceived USG blocking of a Rios Montt candidacy. The 
Ambassador\' urged Portillo not to squander the prestige the 
GOG had acquired in the last two years on Cuba and said the 
USG would ask the GOG to vote yes on a Cuba human rights 
motion. Portillo was non-committal 

make a decision after things had calmed down. 


8. (C) Comment: Cuba is not a significant domestic issue. VP 
Reyes! flirtation with Cuba probably is in fact a poke in the 
eye of the USG. We will continue to engage the GOG on this 
issue. 

HAMILTON 
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balance of power\" in the region--a fundamental objective of 

the 1995 Framework Treaty on Democratic Security in Central 
America. The measure is also required as a confidence 
building measure and will serve to shore up the Central 
American Integration System (SICA) 

Framework Treaty and will oversee implementation of the 
inventories. Guatemala Foreign Minister Gutierrez said 
ratification was a tough sell among some of his counterparts. 
Once implemented 

will strengthen arguments for reducing the size of the 
Guatemalan military. The Ambassador mentioned the measure 
during recent consultations with SouthCom Commander General 
Hill 
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going forward 
enlisting an entity 
Board 


2. (U) The Foreign Ministers of Guatemala 

Honduras 

Minister of Costa Rica and Ambassador Moises Cal of Belize 
met in Panama City on February 19 

model format for arms inventories. Ratification was the 
major hurdle in the approval process for the arms inventories 
begun in August 2001. The model format requires disclosure 
of information about the composition of naval 

security force units as well as their installations 

material and equipment. The model format provides official 
definitions for the types of weapons 

aircraft to be inventoried. In some cases 

ship-borne radar 

information. If this initiative goes forward 

disclosures among Central American neighbors could greatly 
enhance mutual confidence on the isthmus. There are 
exemptions in the agreement 

information that by its nature is reserved in the 

Constitutions of member states. In the case of Guatemala 
Ministers of Defense routinely cite article 30 of the 
Constitution when refusing to provide a wide array of 

military information 


3. (C) Foreign Minister Gutierrez told the Ambassador that 
ratifying the model format was very difficult and that four 
of the Ministers in the meeting almost refused to sign. 
Gutierrez was surprised and pleased with the positive 
outcome. 


4. (C) Comment: This appears to be a step forward in the 

initiative of Honduran President Maduro as reported by 

Ambassador Palmer and as discussed December 2002 and February 
2003 during the Chiefs of Mission Conferences. Whether or 

not the Guatemalan military hides behind its Constitution 

the value of the inventories as confidence building measures 

would be greatly enhanced if they could be independently 

verified. Ambassador Hamilton mentioned the model format in 
discussions with Combatant Commander Hill of Southern Command 
February 23 

Inter-American Defense Board or a similar entity could verify 

the inventories. 

HAMILTON 


5992 

EconCouns 

Roberto Castaneda 

and CACIF Vice President 
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President starting March 3. Castaneda agreed that 

Nuetze was \"out of line 

leaders told the Ambassador on February 25: they are 
concerned over apparent escalation of agitation against the 
government and have the perception that situation could 
spiral out of control. Calm and leadership 

passions 

Ambassador. Castaneda promised to look into this and get 
back to us. 


Archbishop Sees Difficult Negotiations Ahead 


5. (SBU) Archbishop Rodolfo Quezada Toruno told Ambassador 
in a courtesy call on February 26 that it would be very 

difficult to resolve the conflict 

to mediate by both sides. Three early rounds of meetings 
during the week of February 14 were getting nowhere 

February 24 

positions 

represented at the dialogue table by the Ministers of 

Education 

consider an increase to the education ministry\'s budget 
Quezada asked strike leaders to reconsider their demand for 
2.8 billion queztals and submit a more realistic proposal. 

He had not received a response when Ambassador and LabAtt 
called on him 

could offer would be an increase of 1 billion 

to raise the consumption tax 

impossible. That would permit a salary raise of 2-300 

quetzals per month ($25-38) and money left over to improve 
schools. Quezada Toruno noted that the Education Ministry 
budget currently comprises 11% of the budget 

amount after payment of government debt. Minister of Finance 
Eduardo Weymann publicly defended the level of that budget 
saying it was now 40% higher than in 1999. 


6. (SBU) On other issues 

(three times) for his early visits to human rights defenders 
including the Archbishop\'s Office on Human Rights (ODHAG) 
for the important signal that sent of U.S. interest. 

Quezada\'s most difficult decision 

office in June 2001 

plaintiff in the Gerardi case. The Ambassador praised that 
decision as the right one 

the justice system had revealed the truth of the Gerardi 

killing. Quezada said no 

Supreme Court ruling that the appeals (but not the original 
verdict) be re-done. Asked by the Ambassador for his view on 
the complicity of Mario Orantes 

years for his role in the crime 
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with the vast majority of the clergy 
than he is saying. 


Comment 


7. (SBU) The teachers\' strike occurs at a moment of weakness 
for the GOG and the governing FRG: 


-- GOG intervention to save another failed bank (supposedly 
to protect cronies) and continued efforts to pay off the 

ex-PACs (former civil defense patrols whose votes the FRG 
wants) contrast with its inability to meet teachersY demands. 


-- The GOG seeks to stay in the good graces of the IMF 
large part so it can attract more foreign bond buyers 
(proceeds will go to projects that help the FRGVs 2003 
campaign) 


-- Just as the GOG\'s cave-in to ex-PACs in 2002 probably 
encouraged the teachers to strike 

to the teachers would make it difficult to fend off a 
transport strike (due to shrinking profits on bus fares due 
to fuel price increases). 


-- Portillo has hitherto absented himself from the strike 
issue 


-- With the election campaign to begin formally in May 
is no incentive in other parties to oppose the strike. 


8. (SBU) While strike leaders now tell us that the GOG\'s new 
flexibility had brought dialogue \"back from the brink 
divisions over money and many other issues remain on the 
bargaining table 

strikers during this month out of class. PortilloWs overdue 
intervention to mollify protesters is typical of his crisis 
management 

earlier this week. Unfortunately 

dealing with protests by announcing half-measures and 
unfulfilled commitments have deepened skepticism and 
prolonged protests to the point where they reach the crisis 
point 

popular support 

Portillo and the FRG 

help shape public opinion in the provinces. 


9. (SBU) While a major inconvenience to travelers and 
serious drain on commercial activity 

to date directly threatened U.S. citizens nor has it risen to 
a level of a threat to Guatemalan democracy. We will 
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continue to monitor protests with a view to U.S. citizen 
security and other U.S. interests. 

HAMILTON 
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imports/exports 


Lockheed Martin 


Type of Assistance: General Advocacy 
Status: on going 
Local Company: not available 


Parent Company: Lockheed Martin Corp. 
Dr. 


Value: not available 


Other Information: to sell comprehensive airspace 
management systems 


Sony Music/Universal Studio 


Type of Assistance: Continuous advocacy for 
International Property Rights (IPR) protection 


Status: new improved IPR law to be presented in 
parliament 


Local Company: Not available 


Parent Company: Sony Music Entertainment (India) Pvt. 
Ltd. Span Center 

Mumbai 400054 

Value: not available 


General Electric International 


Type of Assistance: Business outreach and market 
development 


Status: successful business meetings held 
Local Company: General Electric International Operations 
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Co. Inc 
Liaison Office 
110-001 India 


Parent Company: Not available 

Project Value: not available 

Other Information: Business outreach and market 
development for GE power systems 

Capital. 

Warburg Pincus US 


Type of Assistance: Continuous advocacy for expediting 
dispute. 


Status: Ongoing court case 


Local Company: Northpole Lanka Ltd. 
Colombo 10 


Parent Company: Warburg Pincus LLC 
New York 


Project Value: $7.73 million 


Other Information: Commercial dispute with local 
insurance companies. 


Type of Assistance: Commercial advocacy 
Status: tender awarded 


Local Company: IBM World Trade Corporation 
Mawatha 


Parent Company: IBM Corporation 
White Plains 


Project Value: $1.1 million 


Other Information: IBM business partner awarded a tender 
to provide 1 


World Water 


Type of Assistance: Commercial Advocacy 
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Status: on going 


Local Company: Not available 


Parent Company: World Water Corp. 
Pennington 


Value: US $ 19.2 million 


Other Information: solar power units to provide 
electricity and water 


Coastal Engineering Consultants 


Type of Assistance: Commercial advocacy 


Status: tender awarded to another bidder 
informed. 


Local Company: Not available 


Parent Company: Coastal Engineering Consultants 
3106 S. Horseshoe Dr. 
Value: US $ 3 million 


Other Information: Consultancy in coastal reconstruction 
Mihaly Coal Power Project 


Type of Assistance: Trade dispute 
Status: On-going 


Local Company: Not Available 
Parent Company: Mihaly Coal Power Project 
Value: US $ 300 million 


Other Information: to build a coal fired power plant 
GE Harris 


Type of Assistance: Tender advocacy 
Status: tender awarded but project delayed up to now. 


Local Company: Not Available 

Parent Company: GE Harris 

Value: US $ 10 million 

Other Information: central computer system for the entire 


hydro generated network 
Wills 
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options described above. Exporters must exchange the 
first 50 percent of revenue at 800:1. They then deposit 
the second 50 percent in the Reserve Bank and apply for 
permission to use it for qualified imports 

if granted -- an effective rate of 1420:1 currently on 

the parallel market). The blend rate would be over 
1100:1. If exporters are unsuccessful convincing the GOZ 
to allow them access to the second 50 percent held in 
forex within 60 days 

percent at 800:1. 


Comment 

4. (SBU) If true 

Companies tell us 800:1 is the minimum effective rate 
needed to restart exports. However 

still in operation have grown accustomed to sheltering 
earnings offshore and enjoying a market rate of 1400 or 
higher. Since the GOZVs export-unfriendly budget 
statement in November 

have found a new niche offering tax-evasion assistance 
for exporters. The GOZ will have a difficult job drawing 
them back to the fold. 


Sullivan 
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CRIMES DO NOT JUSTIFY CRIMINAL TREATMENT. 


USE / PROCUREMENT OF GOVERNMENT SOFTWARE 


5. WE HAVE RECEIVED NO COMPLAINTS/INFORMATION REGARDING 
GOVERNMENT USE OF PIRATED SOFTWARE. 


UNCLASSIFIED 
PAGE 04 ROME 00834 01 OF 02 280639Z 


LEGISLATION 


6. ITALY AMENDED THE IMPLEMENTING REGULATIONS TO THE 2000 
COPYRIGHT LAW IN EARLY 2003 TO PERMIT ROUTINE EXEMPTIONS FROM 
THE SIAE STICKER FOR BUSINESS SOFTWARE. THE ITALIAN 
PARLIAMENT APPROVED THE 2001 EU DIRECTIVES OMNIBUS BILL 

WHICH DELEGATED AUTHORITY TO THE GOI TO INTEGRATE EU RULES 
GOVERNING COPYRIGHT INTO THE ITALIAN LEGAL CODE. IN 2002 THE 
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ITALIAN GOVERNMENT PASSED LEGISLATION 

MINISTRY OF INDUSTRY 

NEW SPECIALIZED ADMINISTRATIVE AND CIVIL IPR COURT SECTIONS 
ALLOCATES FIVE MILLION EURO TO THE MODERNIZATION OF THE 
ITALIAN PATENT AND TRADEMARK OFFICE 

THE RATIONALIZATION OF ITALY\'S PATENT AND TRADEMARK LAW. THE 
COMING YEAR WILL TELL WHETHER THESE INITIATIVES WILL BE 
EFFECTIVELY IMPLEMENTED. 


SIAE: WHERE DO THE COLLECTIONS GO? 


7. WE REMAIN CONCERNED BY THE INEFFECTIVE ANTI-PIRACY 
EFFORTS OF SIAE 

IPR INDUSTRIES ARE WORKING INTENSIVELY -- WITH ACTIVE SUPPORT 
FROM EMBASSY ROME AND CONSULATES MILAN 


UNCLASSIFIED 


UNCLASSIFIED PTQ7210 


PAGE 01 ROME 00834 02 OF 02 280639Z 
ACTION EB-00 


INFO LOG-00 AGRE-00 AID-00 AMAD-00 CEA-01 CIAE-00 COME-00 
CTME-00 DINT-00 DODE-00 ITCE-00 DOTE-00 SRPP-00 EXME-00 
EUR-00 E-00 FAAE-00 UTED-00 VC-00 FRB-00 H-01 
TEDE-00 INR-00 ITC-01 LAB-01 LOC-01 L-00 VCE-00 
AC-01 NSAE-00 NSCE-00 OES-00 OMB-01 OPIC-01 PA-00 
PRS-00 ACE-00 SP-00 SSO-00 SS-00 STR-00 TEST-00 
TRSE-00 USIE-00 DRL-01 G-00 SAS-00 /009W 

TM 3CCCEC 280639Z /38 

O 280545Z FEB 03 

FM AMEMBASSY ROME 

TO SECSTATE WASHDC IMMEDIATE 8502 

INFO EU MEMBER STATES COLLECTIVE 

AMCONSUL FLORENCE 

AMCONSUL MILAN 

AMCONSUL NAPLES 


UNCLAS SECTION 02 OF 02 ROME 000834 
SIPDIS 

DEPT FOR EB/IPC WILSON 

DEPT PLS PASS TO USTR ALVAREZ 

LOC TEPP 

USDOC FOR 4220/MAC/EUR/SED/DDEFALCO 


E.O. 12958: N/A 
TAGS: KIPR 
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SUBJECT: MISSION ITALY INPUT FOR 2003 SPECIAL 301 REVIEW 


UNCLASSIFIED 


PAGE 02 ROME 00834 02 OF 02 280639Z 
-- TO IMPROVE ENFORCEMENT AND EDUCATION. SO FAR 
BEEN MORE AN OBSTACLE THAN AN ALLY. 


8. INACCORD WITH ARTICLE 11 OF THE 2000 COPYRIGHT LAW 

IS RESPONSIBLE FOR ANTI-PIRACY EFFORTS IN ITALY. BECAUSE 

SIAE RECEIVES ALL REVENUES FROM ITS STICKER 

REQUIRED FOR COPYRIGHTED MATERIALS UNDER THE LAW (WITH THE 
EXCEPTION OF BUSINESS SOFTWARE) 

FOR THESE EFFORTS. HOWEVER 

EFFORTS SOLELY AT INSPECTING LEGITIMATE COPYRIGHTED GOODS TO 
ENSURE THAT THESE CARRY A SIAE STICKER. SIAE HAS DONE 

NOTHING 

COPYRIGHTED GOODS. 


9. INDUSTRY AND EMBASSY EFFORTS AT IPR EDUCATION AND 
ENFORCEMENT 

EFFORTS HAVE IMPROVED THE SITUATION 

ENFORCEMENT AND 

SIAE HAS THE NATIONAL RESPONSIBILITY AND THE RESOURCES. WE 
HAVE PRESSED SIAE TO INVOLVE ITSELF IN EDUCATION AND 
ENFORCEMENT EFFORTS 


WIPO TREATIES 


10. ITALY HAS NOT YET RATIFIED THE 1996 WIPO COPYRIGHT 
TREATY NOR THE WIPO PERFORMANCE AND PHONOGRAMS TREATY. 


OPTICAL MEDIA PIRACY (CDS 


UNCLASSIFIED 
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11. OVER THE PAST YEAR 

ALMOST UNCHANGED 

LARGER VENUES TO SMALL-SCALE OPERATIONS USING COMMERCIAL CD-R 
BURNERS. PIRACY ACCOUNTS FOR AN ESTIMATED 23 PERCENT OF THE 
OVERALL MARKET IN ITALY 

ITALY. BURNED DVDS ARE QUICKLY REPLACING PIRATED VIDEOS. THE 
ESTIMATED LOSS TO THE U.S. MOTION PICTURE INDUSTRY DUE TO 
AUDIOVISUAL PIRACY IN ITALY IS ESTIMATED TO BE 140 MILLION 

USD. DVD PIRACY IS EXPECTED TO GROW IN 2003 

GREATER VIGILANCE BY THE POLICE AND DETERRENT SENTENCES BY 
THE COURTS. ILLEGAL IMMIGRANTS ARE OFTEN EMPLOYED TO SELL 

THE PIRATED GOODS ON STREET CORNERS THROUGHOUT ITALY. THERE 


Column 3 
HAS BEEN INCREASED MEDIA COVERAGE OF THE ISSUE 
ARE BEGINNING TO HAND DOWN SERIOUS SENTENCES FOR PIRACY. 


COMMENT 


12. THE IIPA RECOMMENDS THAT ITALY REMAIN ON THE WATCH LIST. 

IPR INDUSTRY REPRESENTATIVES HERE SHARE THAT ASSESSMENT. WE 
AGREE. AS ITALY BEGINS TO IMPLEMENT ITS TOUGH COPYRIGHT LAW 
THE SITUATION IS IMPROVING 
NEED TO KEEP OUR MARKER DOWN AND VISIBLE. END COMMENT. 
SEMBLER 


UNCLASSIFIED 
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intentions are good 

scale of the issues confronting it in the pharmaceutical 

area. Giusti argued that advancement of U.S. pharmaceutical 
interests remains hampered by continued divisions within the 
industry. Differences over the relative weight accorded to 
such issues as prolonging the reimbursement lifecycle of 
older off-patent brands has divided such industry leaders as 
Eli Lilly and Pfizer 

like-minded companies to form a new \"Association of Research 
Based Pharmaceutical Companies\" (AIFD) in January. Now 
completing its registration procedures 

an introductory foray into Ankara later this week. 

Meanwhile 

regular gatherings of the industry 

sessions \"there is very little dialogue.\" End Summary. 


2. (SBU) A New Association: In a February 27 meeting with 
P/E Chief and Commercial Specialist 

Manager Roberto Giusti (joined midway through the meeting by 
Akzo Nobel General Manager Edward Lysen) outlined the goals 
of the new research-based association (of which he is Vice 
President). (Note: The Group\'s ten members make up 20 
percent of the sector 

million USD in investment in Turkey in the past two years. 

End Note.) They stressed that neither IEIS (the Drug 
Manufacturers Employers\' Association) nor TISD (the Turkish 
Drug ManufacturersY Association) makes representation of 
innovation or of research-based interests their top priority 

and that AIFD aims to fill that gap. Pointing to \"big 

picture\" in Turkish healthcare expenditure 

that while the total is deficient (closer to that of Bulgaria 
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than that of Greece) 

it 

that while imported drugs routinely face price 
discrimination 

far above comparable world prices for their \"copy drugs\" (or 
generics). As a result 

IMF) has targeted new and innovative products 

price discrimination against them. (Thus 

are subsidized 

stressed that the new association is not overtly seeking an 
end to the subsidies 

issues on which he suggested Pfizer is focused. Rather the 
group believes these \"business interests\" should be lower 
priorities than the industry\'s \"legitimate entitlements\": 

full implementation of intellectual property rights and the 
discontinuation of disciminatory practices against imports. 
In Giusti\'s view 

reimbursement lifecycle is not the key issue; rather the 
issue is their \"inappropriateness\" at a time when data 
exclusivity is not provided and when price discrimination 
continues to exist. 


3. (SBU) Continued Differences: Giusti noted that the 
association\'s members are not exclusively foreign 

include three Turkish research-based firms. Founding 
companies include Novartis 

Lundbeck Astrazeneca 

Outside the new organization are those with \"other 
interests\": generic manufacturers 

in the current reimbursement system 

separate meeting with Pfizer\'s Pricing Director Feyza Tevruz 
earlier in the month 

touched upon 

all of Giusti\'s criticism of the reimbursement system: while 

it agreed the system was \"not perfect 

it.) Giusti also expressed frustration with the lack of 
transparency in the GOT\'s reimbursement decisions 

that some other foreign firms had benefited from their access 
to decisionmakers to win special breaks. Part of the 

problem 

industry 

roundtables (like that of late November at the Consulate) on 
a more regular basis. Lysen echoed the point 

his past assignment 

been extremely helpful in keeping the industry informed about 
developments and on the same page in their advocacy efforts. 


4. (SBU) Still too Early: Giusti and Lysen echoed what Tevruz 
and Pharmacia-Upjohn Country Director Muhittin Bilutay 


Column 3 

suggested earlier in the month: the time is only now becoming 
ripe to press the new Minister of Health on the data 
exclusivity and price discrimination issues 

given staff changes in the Ministry. Giusti was hopeful that 
the new government would be more open to the industry\'s 
position than its predecessor. The Ecevit government 

argued 

predisposed to back domestic industry at the expense of its 
foreign counterparts. That may not be true of AK: he 
suggested that the governments intentions are \"good 

that it is not aware of the extent of things that need to be 
changed. Giusti said he will make an initial trip to Ankara 

this week to introduce the new association and distribute the 
new issue paper it has prepared (copy e-mailed to desk and 
Embassy Ankara). Bilgutay similarly indicated that the 
industry is just now beginning to raise the price issues that 
have seriously harmed it in Ankara. The Import subcommittee 
of the Pharmaceutical Manufacturers Association (PMA) planned 
to meet with the Health Ministry\'s new Director General of 
Pharmaceuticals in mid-February to raise its concerns about 
import pricing 

adhere to the action plan her predecessor had adopted to 
address the issue. Bilgutay stressed the seriousness of the 
situation 

margins on imports from 36 to 16 percent (10 percent profit 
and 6 percent cost) 

reimbursement cycles 


5. (SBU) A Tender Trap?: Bilgutey also flagged his concern 
that new tender regulations may apply to purchase of 
pharmaceutical products 

already low reimbursement prices. Neither Giusti or Tevruz 
raised this issue 


6. (SBU) Comment: Serious divisions persist among U.S. and 
other international companies active in the Turkish market 
though there is underlying agreement that intellectual 

property issues need to be addressed 

PhRMA\'s latest submission. Given the positive feedback on 
the roundtable Mission organized in November (the third in 

the past year) 

regular basis 

monthly session Giusti suggested. A goal at some of these 
sessions would also be to encourage dialogue between American 
and Turkish pharmaceutical companies 

American-Turkish Council has also attempted to organize. End 
Comment. 
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issued by Vietnam\'s Ministry of Post and Telematics. 
Contents of some software relevant to cultural and 
sensitive information must be checked and vetted by 
VietnamVs Ministry of Culture and Information. 


B. WHAT ARE THE DOCUMENTATION REQUIREMENTS FOR THE 
ELECTRONICALLY DELIVERED IMPORT OF DIGITIZED PRODUCTS 
OVER THE INTERNET OR OTHER NETWORKS (I.E. SOFTWARE 
MOVIE DOWNLOADS)? 

Vietnam is not capable at this time to manage this 

issue. Related agencies still leave this issue open. 


C. IS THE IMPORT OF REFURBISHED COMPUTER HARDWARE 
PARTS 

PERMITTED? IF YES 

REQUIREMENTS? IS SPECIAL LABELING REQUIRED? WHAT 
VALUE SHOULD BE SHOWN ON THE INVOICE? HOW ARE DUTIES 
AND TAXES ASSESSED? 

The said goods are in the list of goods prohibited to 

import into Vietnam in the period 2001-2005 issued by 

the Government of Vietnam. However 

not quite clear in fact in Vietnam. Parts and 

accessories are not permitted 

refurbished or used computers are imported into 

Vietnam. Vietnam Customs agrees to import on a case 

by case basis. In case of permitting to be imported 

such goods are subject to 5% import duties and 5% 

Value Added Tax. 


D. IS THE IMPORT OF USED COMPUTER HARDWARE 

AND ACCESSORIES PERMITTED? IF YES 

DOCUMENTATION REQUIREMENTS? IS SPECIAL LABELING 
REQUIRED? WHAT VALUE SHOULD BE SHOWN ON THE INVOICE? 
HOW ARE DUTIES AND TAXES ASSESSED? 

The same as the preceding. 


E. ARE DUTIES AND TAXES ASSESSED ON THE RE-IMPORT OF 
REPAIRED COMPUTER EQUIPMENT? HOW SHOULD THE 
COMMERCIAL INVOICE APPEAR? 

Taxes are not levied on sum of value 

added value of the repair contracts (based on repair 

bills). I.e. Goods imported into Vietnam that have 

to brought abroad for repair or maintenance 

being reimported to Vietnam 

duties. If there is any added value making usage 

value increase is subject to pay import duties and 

VAT with respect to the added value. Commercial 
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invoice indicating the consolidated value and 
declaration paper on temporary export for 
repair/maintenance are very important to be basis to 
define tax rate. 


F. SOME COMPANIES ALLEGE THAT CERTAIN COUNTRIES (SUCH 
AS GREECE AND SOUTH KOREA 

CROSS-BORDER 

ACCOMPANIED BY A PHYSICAL SHIPMENT. IS THIS TRUE FOR 
YOUR COUNTRY? IF SO 

(PLEASE GIVE CONTACT INFORMATION) 

ACTIVITY ENFORCED (PLEASE SPECIFY THE NAME OF THE 
APPROPRIATE LAW OR REGULATION)? 

This issue is still out of control of VietnamVs 

management capabilities in this industry. 


(ORIGIN: 6430/ITA/ITI/OITEC/DKRIZ) 
REGARDS. BURGHARDT 
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Ertugrul Ozkok wrote in mass appeal Hurriyet (2/27): 
\"Characterizing the pending parliamentary decision as a 
choice between war and peace is a historical distortion of 
the facts. The parliament will vote on whether to allow the 
stationing of American troops in Turkey 

our troops to abroad. . The fact of the matter is that 
regardless of the Turkish parliamentVs decision 

possibility of stopping the war from happening. Thus Turkey 
should ask the following question to itself: Can Turkey stay 
out of the war if the parliament declines permission? . | 

will be very clear on this matter: The rejection of the 
permission by the Turkish parliament will only pave the way 
for Turkey\'s full engagement in the war. When Turkey tries 
to stay out of it 

completely out of Turkey\'s control and influence 

eventually force Turkey to engage in an armed conflict in 
northern Iraq. The final chance for Saddam to work for a 
peaceful settlement will be available when Turkey decides to 
allow the US to open a northern front. This is the only way 
to show the insane dictator that the situation is indeed 
serious. . If Turkey decides to stay out of it 

be a very high cost for us to pay in the next 50 years.\" 


\"Turkey\'s future requires a 'yes\' to the decree\" 

Fikret Ertan wrote in Islamic-intellectual Zaman (2/27): 
\"Evidently the military power that Iraq has built is not 

only the responsibility of the US but also the European 
countries 

does not justify a debate on the legitimacy of an operation. 
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The future of Turkey is a more important and genuine issue 
than the legitimacy debate 

discussion. . The fact is that Turkey\'s situation today and 

in the future is directly linked with the approval of the 
parliamentary decree [allowing US troops into Turkey]. The 
parliamentarians should think and act with responsibility.\" 


\"We are going to war\" 

Can Dundar argued in mass appeal Milliyet (2/27): \"This is 
like raping a girl 

US 

action. We are given assurances that it is going to be 
something enjoyable. In fact 

girlVs arms while she is being raped. . It is so sad to see 

the AKP leadership working to attain permission for the 
deployment of American troops. They are acting under 
threats and blackmail from Washington 

President Bush himself. Bush clearly told Ministers Yakis 
and Babacan that without Turkey\'s permission for US troops 
Turkey would suffer the consequences: the US acting together 
with northern Iraqi Kurds; the termination of IMF support; 
and the passage of an Armenian resolution in the Congress. 
In sum 

and pass the permission from parliament.\ We have been 
living under the shadow of the very same blackmail: a 
Kurdish state 

matter is that the US will leave eventually 

have to live side by side with Kurds and Armenians. If we 
manage to take this trump card from the US hands 

possibly overcome this dilemma. It is possible to turn the 
region into a center of attraction where everybody -Turks 
Kurds 

brotherhood. This is the only way not to bow to the 
aggression for the sake of pennies.\" 


PEARSON 
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because IPR piracy in many product categories remains 
rampant in Vietnam 

strengthening of VietnamVs IPR legal regime. While Vietnam 
did conduct some law enforcement actions against IPR 
violations over the past year 

exception rather than the rule. At the same time 

access barriers 

products" continue to impede the availability of legitimate 
product 
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3. (U) Chapter two of the U.S.-Vietnam Bilateral Trade 
Agreement (BTA) 

2001 

regime and enforcement practices up to international 
standards by December 2003 

WTO TRIPs standards 

of satellite signals 

The BTA covers the fields of: copyright and related rights 
encrypted satellite signals 

known marks) 

circuits 

varieties. The BTA incorporates by reference the major 
substantive provisions of the principal international 
conventions governing IP 

Agreement. The BTA also commits Vietnam to join the key IP- 
related conventions (it is not already a party to) by 2003. 
Vietnam\'s leadership has expressed consistent and strong 
support for implementing fully Vietnam\'s commitments in the 
agreement 


4. (SBU) The BTA is viewed by many 

leadership 

regime reform and WTO accession. As such 

commitments 

steps Vietnam must take to integrate into the world economy 
and get access to world markets and capital necessary for 
Vietnam\'s economic growth. In short 

Vietnam for the first time with clear links between IPR 
protection and Vietnam\'s ability to access and compete in 
world markets. 

5. (SBU) In addition 

pressure on Vietnam in the IPR area. First 

Vietnam to accede to a number of international IPR 
conventions 

into multilateral commitments to protect IPR. In addition 
many of Vietnam\'s partners in WTO accession talks have 
already indicated that they expect Vietnam to accord their 
companies and nationals the same treatment in areas such as 
IPR as that pledged to the U.S. in the BTA. Thus 

has created strong expectations and commitments for Vietnam 
in the IPR area vis--vis all of Vietnam\'s trade and 
investment partners 

for Vietnam as it reforms its IPR regime. 
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6. (U) Vietnam began extensive legal reforms to bring its 
IPR laws and regulations into compliance with BTA (and 
therefore TRIPs) standards even before entry-into-force of 
the BTA. In 2002 

strengthening its legislative IPR regime. The following 

were developments on legal and regulatory reform in the IPR 
sector over the past year: 


-- A May 17 

Official Letter No. 1901/TM-QLCL) regarding protection of 
Vietnamese trademarks in foreign markets. This official 
letter seeks to coordinate efforts of ministries and 

People\'s Committees to publicize law and regulations related 
to IP and to research and disseminate legal regulations on 
the registration of trademarks in other major markets 
including the U.S. 

registration of international trademark protection under the 
Madrid Agreement. 


-- A June 7 

Official Letter No. 2209/TM-QLTT) regarding establishing 
guidelines for combating IPR violations. This official 

letter tasks the Market Management Bureaus (MMB) with 
increasing the number of inspections related to imported 
counterfeit goods; requires MMB to consult with the Ministry 
of Trade before issuing a decision on a case involving 
foreign goods; and tasks MMB 

agencies 

inspection and settlement of IPR cases. 


-- A June 11 

on copyright royalties. This decree establishes guidelines 
governing royalties for authors and owners of works. The 
decree provides specific grades and/or percentages for each 
genre and scale of work. 


-- A July 22 

Letter No. 4029/VPCP-QHQT) requests the Ministry of Culture 
and Information 

provide the Prime Minister a report on Vietnam\'s accession 
to the Berne Convention 

Rome Convention. This official letter also tasks the 

Ministry of Agriculture and Rural Development 

coordination with other ministries 

Minister a proposal regarding Vietnam\'s accession to UPOV. 


-- A December 18 

Circular No. 92/2002/TT-BTC) provides guidelines for the 
collection of fees related to registration of new plant 
varieties. New varieties protection charges and a fee scale 
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are listed in the collection levels table issued with this 
circular. This circular is part of GVN preparations for 
joining UPOV. 


-- A December 6 

Rural Development Decision No. 143/2002/QD-BNN) details the 
procedures for conducting tests for distinctness 

and stability of varieties of rice hybrids 

soybeans 

-- A January 24 

Information and Ministry of Construction joint circular no. 
04/2003/TTLT/BVHTT-BXD) on copyright issues related to 
architectural works. This circular provides definitions of 
owners of architectural works and details the scope of 
owners! rights. Registration procedures for copyright 
protection are also introduced. This is the first time this 
issue has been addressed by the GVN. 


-- A regulation issued by the Ministry of Agriculture and 
Rural Development on the uniformity and stability tests of 
new plant varieties. 


7. (U) In addition 
are in the draft stage including: 


-- A draft decree on the Protection of Layout Designs of 
Integrated Circuits was submitted by the National Office of 
Industrial Property (Ministry of Science and Technology) to 
the Prime MinisterVs office in 2002. The Office of the 
Government is currently revising the draft. The GVN expects 
to promulgate the decree in early 2003. 


-- The Ministry of Justice 

funded technical assistance providers and the Japanese 
International Cooperation Agency (JICA) 

of revising the Civil Code provisions related to IPR. The 
draft revision is likely to be submitted to the National 
Assembly this year. 


-- The Supreme People\'s Court continues to revise a draft 
Civil Procedure Code which will include procedures necessary 
for IPR enforcement. 


8. (U) While significant progress on the legal and 
regulatory regime continued at a rapid pace over the past 
year 

street level 
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software and trademark violations. Hanoi 

other major cities in Vietnam are rife with music CD 

and DVD shops 

pirated. Also rampant are video rental shops in which all 

the videos rented are pirated. Trademark violations are 

also prevalent 

carrying unlicensed versions of famous trademarks available 
at small shops and stands throughout the major cities. None 
of these areas of piracy appeared to be reduced over the 
past year. In one exceptional trademark case (reported in 
June 02 - see ref (B)) 

Technology (MOST) fined a Hanoi candy shop approximately USD 
460 for infringing the Mars candy trademark and ordered and 
oversaw the removal of the infringing labels from 328 
packages. 


9. (SBU) Although nearly all unlicensed showing of U.S. 
films on Vietnam\'s state-owned television stations ended 
following implementation of the U.S.-Vietnam Copyright 
Agreement in December 1997 

television stations still violate this from time to time. 

These exceptions 

cinemas as well as private cafes sporadically show pirated 
films 

retail sales of pirated DVD 

of the same films. In one case 

distributor\'s application to distribute the film V'The Last 
Castle\" in Vietnam was rejected by the Ministry of Culture 
and Information\'s censorship board 

only widely available in local DVD shops but was also shown 
at a state-owned movie theater in HCMC. (Reftel (C)) 


10. (U) In terms of consumer and business software for PC\'s 
piracy appears to be the norm. Anecdotal evidence and 
industry sources suggest that Vietnam Government agencies 
use mostly pirated software on PC\'s in government offices. 
U.S. companies engaged in sales here of such software 
complain that 

to nothing 

refuse to buy legitimate product because they have no budget 
for software and because of the ready availability of 

pirated versions. Alternatively 

government agencies purchase a limited number of legitimate 
copies 

exceeding the limitations set by the licensing agreement). 
Computer hardware retailers reportedly complain to U.S. 
software companies that the PC market in Vietnam is so 
competitive and their margins so slim 

token licensing fees for software would not only wipe out 

their profits but basically all their sales. 
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11. (SBU) Despite the commitment at the highest levels of 
the Vietnamese Government to creating a body of law on IPR 
consistent with international norms and meeting Vietnam\'s 
international commitments 

Vietnam is just beginning to establish institutional 
experience in enforcing IPR. Thus far 

really known and/or understood well by a few Ministries in 
Hanoi particularly the Ministry of Science and Technology 
(MOST) 

(NOIP) which oversees patents and trademarks and the 
Ministry of Culture and Information (MOCI) 

copyrights. However 

for \"administrative\" enforcement of IPR laws 

limited to issuing administrative findings and occasionally 
issuing warnings either by letter or orally to small 

retailers of pirated material. They have no law enforcement 
arm and cannot conduct raids or seize goods. At the local 
level 

completely uninformed on Vietnam\'s own laws and how to 
implement them. From the police to the courts 

judicial system is relatively unaware of the rights of IPR 
holders or how to prosecute 

rights. Currently there are no procedures in place to 
provide recourse or compensation to rights holders whose 
rights have been violated. The Market Management Bureau 
enforcement agency within the Ministry of Trade 

some IPR enforcement 

complaints from IPR holders. 


12. (SBU) In October 2002 the HCMC Market Management Board 
(MMB) conducted a well-publicized illegal software raid in 
Vietnam. The MMB 

or 7 (of the probably hundreds) of local computer shops 

selling pirated software 

The results of this raid demonstrate clearly some of the 
weaknesses in Vietnam\'s enforcement regime. The MMB teams 
seized only disks clearly labeled Microsoft 

blank CDs and blatantly pirated software of non-Microsoft 

origin 

among the various MMB teams - particularly with respect to 

the officials\' understanding of what they were authorized to 
seize. Only nominal fees were levied (12 million Dong per 
violator 

been no follow up by local authorities 

quickly re-opened. (Reftel D) 


13. (U) Vietnam\'s agencies do from time to time engage in 
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publicized enforcement campaigns that target unlicensed 
goods 

violations 

content." MOCI reported that in the first nine months of 

2002 its inspectors carried out 12 

identified 2 

suspended the business licenses of 96 companies as a result. 
They confiscated 215 

videotapes. 


14. (U) Given the relative poverty of Vietnam 

capita GDP of around 400 dollars 

U.S. IP product is still relatively small. While losses to 
piracy are as high as 100 percent of the market 

value remains a tiny fraction of losses faced by U.S. IPR- 
related companies in the rest of the region. In addition 
some types of products 

products\" 

regulations that impede market access. That said 
economy has much potential and 

population of 80 million 

the major economies in the region. 


15. (SBU) One striking development over the last year has 
been evidence of a growing awareness in many sectors of 
Vietnam\'s economy of the value of IPR protection for 
Vietnamese products both in Vietnam and abroad. While this 
understanding is still only evident among a small percentage 
of the population 

agricultural exporters 

developers 

been multiple news articles and seminars touting the value 

of brand names. Also 

author threatened a lawsuit against a publishing house that 
had published the author\'s work without authorization. These 
groups are a long way from representing a critical mass in 
Vietnam 

international pressure on the GVN to develop effective 
enforcement capabilities in line with its international 
commitments on IPR. 


Technical Assistance helpful in Building Enforcement 
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Capacity 


16. In 2002 Vietnam received considerable IPR-related 
technical assistance from a number of foreign donors 

as well as multiple USG agencies including the Departments 
of State and Agriculture 

and Trademark Office and the U.S. Copyright Office. (For a 
more complete discussion of IPR-related technical assistance 
in Vietnam see reftel (E).) This assistance included 
conferences 

review/comments on draft pieces of legislation. In 2003 
Vietnam will continue to receive a significant level of IPR 
related technical assistance. Of particular note 

Support for Trade AcceleRation (STAR) Project 

funded technical assistance program specifically addressing 
BTA implementation issues) plans to provide the following 
technical assistance to the GVN: 


-- Support MOCIVs development of regulations on optical disk 
production and distribution; 


-- Provide detailed comments on the Ministry of Justice\'s 
redrafting of the Civil Code chapter on IPR (Note: The 
Civil Code establishes the legal basis for IP protection in 
Vietnam); 


-- Support GVN efforts to meet the requirements necessary to 
accede to key IP conventions; 


-- Support GVN efforts to develop a civil procedure code - 
particularly with respect to issues related to IPR 
enforcement (such as provisional measures 

relief 


-- Support public education programs to raise awareness with 
regard to the importance to Vietnam for improving the 
protection of IP rights. 


17. (SBU) Vietnam will remain a market in which IPR 
violations are of concern for at least the foreseeable 

future. That said 

into place over a short period of time an IPR regime that 
meets world standards is impressive and rare for a country 

at VietnamVs stage of development. U.S. policy should 
continue to work toward ensuring Vietnam\'s commitments are 
translated into good law and regulation in the near term and 
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effective enforcement in the medium term. This can be most 
effectively achieved in Vietnam with a combination of 
support for IPR reform and pressure at senior government 
levels to translate good IPR law and regulation into real 

IPR protection. Further USG funding for technical 
assistance in IPR 

capacity for IPR enforcement in Vietnam\'s law enforcement 
and judicial organs 

At the same time 

officials at every opportunity to address IPR piracy in 
Vietnam 

sufficient for Vietnam to meet its obligations -- it must 
enforce those laws. 


18. (SBU) RECOMMENDATION: Embassy believes it important to 
maintain pressure on Vietnam to enforce IPR 

continue to recognize the progress Vietnam has made on legal 
reform in this area. For that reason 

be maintained on USTRVs Special 301 Watch List in 2003. 
Burghardt 
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Summary and introduction. 


U.S. Delegation Opening Remarks 


2. (SBU) In its opening remarks the U.S. delegation 
encouraged the GVN to look at textile negotiations as a 
normal part of the process of building a trade relationship 
with the U.S. While the U.S. is in the process of 
integrating quotas under the Agreement on Textiles and 
Clothing (ATC) 

member countries. The U.S. has textile agreements with 
every major Asian supplier 

The U.S.- Vietnam Bilateral Trade Agreement (BTA) 
came into effect in December 2001 

integrating Vietnam into the world economy and boosting 
Vietnam\'s textile and apparel exports to the U.S. by almost 
1600 percent. Vietnam has become a top twenty supplier to 
the U.S. in some categories and a top ten supplier 
(capturing 5 percent or more of the market) in others. The 
U.S. delegation congratulated Vietnam on it success 
noted that it is that success that necessitated holding 
textile negotiations now. Ultimately the need for 
negotiations should not be a surprise to the GVN 
delegation argued 

both during BTA negotiations and after the BTA came into 
effect. The U.S. delegation highlighted the importance of 
these talks to the USG 

almost a year after the BTA to request negotiations 


Column 3 
reminded the GVN that it is in both sides\' interest to 
conclude the negotiations quickly. 


GVN Opening Remarks 


3. (SBU) The GVN acknowledged the positive impact the BTA 
has had on both indirect and direct trade between the U.S. 
and Vietnam and noted that there are now 700 U.S. companies 
doing business in Vietnam in a wide range of sectors. The 
GVN reminded the U.S. side that Vietnam had extended MFN 
treatment to U.S. imports two years before the BTA took 
effect and was ahead of schedule in implementing some of its 
BTA commitments on services. The best way to continue 
encouraging bilateral trade is to continue Vietnam\'s quota 
free period 

exports to the U.S. were only significant in the last half 

of 2002 

(about 1.6 percent of U.S. textile and apparel imports). 

Under the BTA 

trade barriers consistent with WTO rules. Textile quotas 
should be considered a type of trade barrier 

argued. 


4. (SBU) The GVN highlighted its status as a developing 
country and downplayed the size of its textile industry 

noting that it is not as well developed as China\'s or 
Pakistan\'s industry and that 

Vietnam\'s textile exports in 2002 was high 

value of textile exports to the U.S. is modest compared to 
ASEAN countries and the rest of the world. For example 
Cambodian textile exports to the U.S. in 2002 were worth 
more than USD one billion; Vietnam has not reached that 
level yet 

Vietnam\'s textile exports are not damaging the U.S. domestic 
industry or U.S. trade partners in the Western hemisphere. 
Although in 2002 the U.S. textile industry declined 

slightly 

from other countries such as China (which already accounts 
for about 20 percent of global textile exports). 


5. (SBU) The GVN also argued that Vietnamese textile exports 
have also benefited both the U.S. and its trade partners. 

In 2002 Vietnam imported about USD 32 million worth of U.S. 
cotton (almost a third of Vietnam\'s total cotton imports). 
Additionally 

invested in Vietnam\'s textile industry in Vietnam. 


U.S. Tables Draft Agreements 
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6. (SBU) On the first day of talks 

tabled three draft agreements for the GVN to review: 1) a 
textile and textile product agreement; 2) an agreement on 
market access for textiles and textile products (accompanied 
by a proposed tariff schedule for U.S. textile exports to 
Vietnam); and 3) a visa arrangement for textiles and textile 
products. The U.S. side tabled proposed quota categories 
and levels (Annex B of the main textile agreement) during 
the second day of talks. 


Labor provision 


7. (SBU) Section 15 (A 

agreement discusses the protection of worker rights. The 
U.S. delegation explained that this draft labor provision 
broadly encompasses three labor-related negotiating 
objectives contained in the Trade Act of 2002 including: 1) 
promoting respect for worker rights and the rights of 
children consistent with the core labor standards of the 

ILO; 2) seeking provisions in trade agreements under which 
parties will strive to ensure they do not weaken provisions 
in domestic laws in order to encourage trade; and 3) 
promoting ratification and full compliance with ILO 
Convention 182 on the Worst Forms of Child Labor. Every 
textile agreement the U.S. has entered into since passage of 
the Trade Act has included a labor clause 

preference programs. 


8. (SBU) The U.S. side went on to note that the draft labor 
provision specifically reaffirms Vietnam\'s commitment to the 
ILO declaration and highlights U.S.-Vietnam cooperation 
under the 2000 USDOL-Ministry of Labor 

Affairs (MOLISA) MOU on labor cooperation. The provision 
does not create new mechanisms or monitoring systems 
require new factory visits or link quota levels to DOL 
reporting on the labor situation in Vietnam. The provision 
utilizes the mechanisms established in the MOU giving USDOL 
and MOLISA an opportunity to meet and report on the steps 
the GVN is taking. The U.S. delegation emphasized that the 
labor provision is intended to be a positive reaffirmation 

of Vietnam\'s commitment to labor rights and an opportunity 
to demonstrate further cooperation on this important issue. 


9. (SBU) The GVN delegation argued strongly for removal of 
the labor provision from the textile agreement. The GVN 
highlighted its cooperative efforts with both the ILO (which 
opened a representative office in Hanoi on February 17) and 
the USG 

important agreement on labor cooperation between the U.S. 
and Vietnam.\" The GVN argued that any additional bilateral 
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cooperation activities should be done in the context of the 

MOU and thus there is no need for another agreement on 

labor. Other countries that have signed trade agreements 
containing a labor provision do not also have such an MOU 

the Vietnamese delegation added. The labor clause in the 
Cambodian agreement is an exceptional case and Vietnam does 
not want to be the \"second exceptional case\". 


10. (SBU) The GVN repeatedly stated that it sees labor and 
textiles as two very distinct issues and noted that the WTO 
does not link the two issues. The delegation also pointed 
out that while a textile agreement is a short-term issue 
labor rights will be addressed over the long run. In 

addition 

importers already include provisions to ensure full 
compliance with labor standards. The GVN also pointed out 
that in the context of the anti-dumping case against 
Vietnamese frozen fish fillets 

noted that Vietnam had already taken steps on labor 
consistent with international labor principles. 


Market access 


11. (SBU) The U.S. also provided the GVN the draft text of 

an agreement relating to market access for textiles and 

textile products (and an annex containing proposed tariff 
rates). The U.S. delegation emphasized that such agreements 
are very important to the U.S. domestic textile industry and 
have become a standard feature in U.S. textile agreements. 
The USG believes it is imperative to include this as part of 

the textile negotiations with Vietnam because the BTA does 
not include commitments on market access for U.S. textiles 
although the U.S. has granted Vietnam MFN rates. 


12. (SBU) The U.S. delegation explained that many concepts 
in the draft market access agreement are the same as those 
used in WTO accession negotiations. The U.S. proposed this 
agreement for several reasons: 1) to establish tariff 

bindings for Vietnamese imports of textiles and related 
products from the U.S.; 2) to obtain a commitment from the 
GVN that if it offers rates lower than its bound rates to 
another trade partner 

to the U.S.; and 3) to discipline Vietnam\'s use of non- 

tariff measures that would impede access of U.S. textiles to 
Vietnam\'s market. The U.S. delegation pointed out that the 
proposed tariff rates are drawn from tariff rates Vietnam 

has offered other trade partners. 


13. (SBU) The GVN strongly opposed negotiating a market 
access agreement alongside textile negotiations 
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suggested such negotiations should be done in the context of 
Vietnam\'s WTO accession negotiations and yet affirmed its 
willingness to negotiate market access \"anywhere and 
anytime.\" If the main objective of a textile agreement is to 
protect the U.S. domestic textile industry 

negotiate market access in this context 

U.S. hasn't done this with other countries. The textile 
agreements the U.S. has negotiated with 7 or 8 non WTO- 
member countries (most of which have a higher level of 
economic development) do not include market access 
commitments 

Assembly establishes Vietnam\'s tariff schedule and the 
legislature must approve any changes to it. 


14. (SBU) Noting reports that the GVN has just concluded 
negotiations with the EU to revise the two sides\' textile 
agreement 

the revised agreement contained tariff bindings and if the 
GVN would provide the USG with a copy of the agreement. The 
GVN responded that it had taken 5 to 6 rounds of 
negotiations to reach agreement with the EU 

agreement had not yet been submitted to either government 
and noted there was not yet an official text. The GVN 
acknowledged that the amended agreement did contain some 
tariff reductions 

exchange for Vietnam receiving GSP benefits from the EU. 
The U.S. has not offered GSP to Vietnam 


Quota levels 


15. (SBU) The U.S. delegation submitted a draft Annex B 
containing proposed quota levels for 41 textile and apparel 
categories as well as suggested growth rates. The U.S. side 
explained that the quota levels proposed for 2003 were based 
upon the latest trade statistics available - the twelve- 

month period ending in November 2002 - plus a 5 or 10 
percent increase depending on the category. The U.S. 
delegation emphasized that this proposal was an opening 
offer and invited the GVN to make a counter offer. The GVN 
responded that they need time to examine the U.S. proposal 
and noted only that the GVN would prefer to use trade 
statistics from the last six months of 2002 

more indicative of the growth in the sector due to the BTA. 


Visa Arrangement 


16. (SBU) The draft Visa Arrangement agreement tabled by the 
U.S. delegation would establish a visa system to be used by 
the GVN to track and manage its quota. The U.S. side noted 
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that visa arrangements and customs cooperation are common 
elements in U.S. textile agreements. The GVN delegation 
asked for more time to review the visa arrangement proposal 
and note the ongoing cooperation between Vietnamese and U.S. 
Customs. The GVN suggested arrangements dealing with 
customs procedures should be handled in the context of a 
bilateral agreement on customs cooperation. 


Concluding Remarks and Next Steps 


17. (SBU) In concluding the negotiations 

repeatedly that the drafts tabled by the U.S. were 
\"complicated 

to discuss all of the documents in detail 

quota categories and limits set forth in the draft annex B. 
The U.S. delegation responded forcefully that before the 
negotiations adjourn 

for the next round of negotiations and the GVN needed to 
provide the U.S. with a counter offer on quota levels. 
Without these two things 

pressure to impose quotas unilaterally on Vietnam. The GVN 
referred to the Minister of Trade\'s proposal that the next 
round take place between March 20 and April 20 (reported 
septel) but said the exact date would have to be determined 
after consideration of both side\'s schedules. 


18. (SBU) On February 24 

from both the America\'s Desk and the Import-Export Office to 
strongly reiterated the US delegation\'s request for a GVN 
proposal for specific dates for the next round of 
negotiations and for a counter offer on quota levels. 
Econoff emphasized that the GVN needed to provide this 
information by the end of the week of February 24-28. On 
February 28 

April 7-12 for the next round in Washington. MOT also 
informed econoff that they would not be able to provide a 
counter offer on quotas at this time as they are currently 
collecting comments from business community and would 
provide it to the Embassy V'as soon as they can.\" 


19. (U) The following were the members of the U.S. textile 
delegation: 


David Spooner 
USTR Special Textile Negotiator and Head of Delegation 


Caroyl Miller 
USTR Deputy Textile Negotiator 


Katharine Mueller 
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USTR Assistant General Counsel 


William Clatanoff 
Assistant USTR Representative for Labor 


James Leonard 
USDOC 
Donald Foote 
USDOC 


Philip Martello 
USDOC 


Richard Crichton 
U.S. Customs 


Robert Boynton 
State 


Ana Valdes 
USDOL 


Jessica Adkins 
Economic Officer 


20. (U) The following were the members of the GVN textile 
delegation: 


Le Van Dao 
Ministry of Trade (MOT) 
Dept 


Nguyen Hong Duong 
MOT 


Nguyen Van Binh 
MOT 


Le Van Thang 
MOT 


Luong Hoang Thai 
MOT 


Phan Thi Dieu Ha 
MOT 


Duong Phuong Thao 
MOT 


Nguyen Duc Nhat 
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MOT 


Nguyen Thi My Hanh 
MOT 


Do Thu Huong 
MOT 


Do Thuy Lan 
MOT 


Cao Quoc Hung 
Ministry of Industry (MOI) 
Cooperation Dept 


Nguyen Hoang Phuong 
MOI 


Nguyen Thi Man 
Ministry of Planning and Investment (MPI) 
Commerce and Services Dept 


Nguyen Thuy Huong 
MPI 


Nguyen Tat Thanh 
Ministry of Foreign Affairs (MOFA) 
Multilateral Economic Cooperation Dept 


Nguyen Huong Tra 
MOFA 


Pham Phuong Anh 
MOFA 


Nguyen Thu Do 
Office of the Government 
Cooperation Dept 


Tuong Cong Sinh 
Customs 


Le Xuan Hue 
Customs 


Ha Huy Tuan 
Ministry of Finance (MOF) 
Cooperation Dept 


Bui Thanh Hai 
MOF 
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Nguyen Manh Cuong 
MOLISA 


21. (U) USTR Spooner cleared this cable. 
BURGHARDT 
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position. Gruettner was the CDU chairman of the CDU 
donation scandal investigation committee and did a good job 
helping restore respectability to the party. Though 

competent in several policy areas 

in social policy. Gruettner is originally from Offenbach 

and was Offenbach Commissioner for Social Affairs from 1991- 
1995. 


New State Secretary 


5. (SBU) Oda Scheidelhuber\'s appointment to State Secretary 
in the Interior Ministry 

Hesse region 

support in recent elections. Koch was criticized 

for not promoting a woman to a minister position. 
Scheidelhuber is considered by some to be one of two token 
women in the cabinet. As Regierungspraesidentin in Kassel 
Scheidelhuber is known for making the north Hesse district 
administration more service-oriented. 


Other Changes in the Hesse Cabinet 


6. (SBU) Jochen Riebel is now Minister for Federal 
(Bundesrat) and European Affairs and becomes the state\'s 
representative in Berlin 

to Gruettner (see above para 4). (Note: By splitting these 
two functions 

Koch has stated publicly that this change is not an 
expression of any lack of confidence in the minister and 
that RiebelVs portfolio will be strengthened according to 
the Bavarian model. Many doubt this. Riebel is seen as 
lackluster 

political future. His new role will be more representative 
than substantive. 


7. (U) Successors for Stefan Gruettner and Oda Scheidelhuber 
have not been announced yet. The following positions remain 
unchanged (all are CDU): 


Karin Wolf 
President. 
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Volker Bouffier 
Christean Wagner 


Wilhelm Dietzel 
Karlheinz Weimar 
Silke Lautenschlaeger 


Comment 


8. (SBU) Koch was apparently driven by internal party 
pressure to change the geographic balance of the cabinet. 
Frankfurt 

the previous Koch administration. The overall number of 
ministries has been increased to ten 

the League of Taxpayers. The number of female ministers was 
reduced by one 

by the CDU women\'s caucus. The new cabinet has more 
representatives from cities 

Scheidelhuber. Koch was also criticized previously for not 
having adequate representation of the more liberal wing of 
the Hesse CDU 

Scheidelhuber. Despite winning an absolute majority in 
February elections 

ahead of him. Fifty-three of the new state parliament 
members won their constituencies directly. Koch will thus 
have many \"little kings\" to deal with. 


9. (U) This message was coordinated with Embassy Berlin. 
BODDE 
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FINANCIAL COMMITTEE OF THE SUCCESSOR STATES 

HARMLESS AGREEMENT ABSENT RATIFICATION OF THE SUCCESSION 
AGREEMENT WOULD REPRESENT A \"USURPATION OF LEGISLATIVE 
PREROGATIVE.\" METELKO-ZGOMBIC ECHOED HIM LATER. 


BAD FAITH IN VIENNA 


3. (C) BOTH REPEATED THEIR WELL KNOWN VIEW OF WHAT HAPPENED 
IN VIENNA. IT COMES DOWN TO BAD FAITH BEING SHOWN BY 

BELGRADE AUTHORITIES AT THE TALKS. FOR THE GOC TO SECURE 
PARLIAMENTARY APPROVAL OF THE AGREEMENT NOW THE AGREEMENT 
WOULD HAVE TO BE REVISED. ROGIC SAID AT THE VERY LEAST THIS 
WOULD INVOLVE AMENDING THE INCORRECT INFORMATION ABOUT THE 
DEPOSITS IN THE NBY JOINT VENTURE BANKS BEFORE THE CROATIAN 


Column 3 

PARLIAMENT TAKES UP THE MATTER. HE CONCEDED THAT ANY EFFORT 
TO OBTAIN COMPENSATION FOR THE \"MISSING\" MONEY WAS PROBABLY 
VOUT OF THE QUESTION." WHILE UPSET WITH THE FRY NEGOTIATORS 
IN VIENNA 

HE ALL BUT CALLED THE GOC\'S TOP NEGOTIATOR 

INCOMPETENT. HE SAID THE OTHER NEGOTIATORS IN VIENNA 

POSSIBLY THE SLOVENES 

PROBABLY HOODWINKED TOO. 


4. (C) ROGIC ACKNOWLEDGED THAT \"DEPOSITS\" DID NOT EQUAL 
RECOVERABLE ASSETS. WHEN ASKED IF THE GOC WAS INDULGING IN 
CONFIDENTIAL 
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SEMANTICS 

CAN BE ERODED BY BAD MANAGEMENT 

ONLY BE DECREASED BY TRANSFERS. THE NBY 

HAVE RECORDS OF THOSE TRANSFERS AND PRODUCE THEM. WHEN WE 
TOLD HIM THAT OFAC DECIDED NOT TO CONDUCT AN INVESTIGATION OF 
THE NBY ACCOUNTS 

THAT THE U.S. PARTICIPANTS PLAYED AN IMPORTANT ROLE IN VIENNA 
AND SHOULD PLAY A ROLE IN UNRAVELING THE MYSTERY IN THE NBY 
ACCOUNTS NOW. HE IMPLIED THAT THE ONLY PARTICIPANTS WHO KNEW 
WHAT WAS GOING ON IN VIENNA WERE THE AMERICANS 

AND POSSIBLY THE SLOVENES. 


UNFAIR KEY? 


5. (C) AT THE MFA 

LINE. FIRST 

DEAL STRUCK IN VIENNA WAS BASED ON A LIE -- THAT THERE WAS 
OVER $600 MILLION IN JOINT VENTURE BANK ACCOUNTS TO BE 
DISPERSED TO THE SUCCESSORS WHEN NO SUCH MONEY EXISTED. 
BASED ON THE FALSE INFORMATION -- AND THE FALSE PROSPECT THAT 
CROATIA STOOD TO GAIN OVER $200 MILLION WHEN THE MONEY WAS 
DISTRIBUTED -- CROATIA HAD ACCEPTED A PROBLEMATIC KEY. 
CROATIA WOULD RECEIVE ONLY 23 PERCENT OF THE SFRY\'S ASSETS 
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ACTION EUR-00 


INFO LOG-00 COR-01 NP-00 AF-00 AID-00 CIAE-00 COME-00 
INL-00 DODE-00 DOTE-00 SRPP-00 DS-00 EAP-00 EB-00 
FAAE-00 FBIE-00 VC-00 TEDE-00 INR-00 IO-00 LAB-01 
L-00 VCE-00 M-00 NSAE-00 NSCE-00 P-00  IRM-00 
SS-00 DSCC-00 PRM-00 DRL-01 NFAT-00 SAS-00 SWCI-00 


DE 3D3606 281912Z /07 
O 280936Z FEB 03 
FM AMEMBASSY ZAGREB 
TO SECSTATE WASHDC IMMEDIATE 9564 
INFO AMEMBASSY BELGRADE PRIORITY 
AMEMBASSY BRUSSELS PRIORITY 
AMEMBASSY LJUBLJANA PRIORITY 
AMEMBASSY LONDON PRIORITY 
AMEMBASSY NICOSIA PRIORITY 
AMEMBASSY ROME PRIORITY 
AMEMBASSY SARAJEVO PRIORITY 
AMEMBASSY SKOPJE PRIORITY 
AMEMBASSY VIENNA PRIORITY 
DEPT OF TREASURY WASHDC PRIORITY 
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SIPDIS 
CORRECTED COPY (TEXT) 


E.O. 12958: DECL: 02/27/2013 
TAGS: PREL 
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SUBJECT: UNBLOCKING SFRY ASSETS: GETTING HOLD HARMLESS 
LOOKS REMOTE 


WHILE IT ASSUMED 28.5 PERCENT OF THE SFRYVS DEBT. 
METELKO-ZGOMBIC SAID THAT THIS ASYMMETRY WAS UNFAIR WHEN THE 
DEAL WAS STRUCK 

CROATIA STOOD TO GAIN. AFTER ALMOST $545 MILLION TURNED UP 
MISSING 

UNACCEPTABLE. 


LEGAL ROAD 


6. (C) THE LEGAL ADVISOR 

BASICALLY UNCHANGED IN THE ALMOST SIX MONTHS SINCE WE HAVE 
BEEN DISCUSSING THE ISSUE 

GOVERNMENT WAS TAKING. SHE EMPHASIZED THAT THE GOVERNMENT 
WAS PREPARED TO FIGHT THE OFAC UNBLOCKING INITIATIVES IN U.S. 
COURTS. ON THE PROPERTY AND INTERESTS IN PROPERTY THAT WERE 
UNBLOCKED ON FEBRUARY 25 

NOT SOUGHT AN INJUNCTION IN COURT 

TAKEN AS INDICATION THAT THE GOC WAS ROLLING OVER. THE GOC 
STILL ASSERTS THAT $40 MILLION OF THE $102 MILLION THAT WAS 
UNBLOCKED BELONGED TO THE SFRY AND SHOULD BE DISPERSED TO ALL 


Column 3 
THE SUCCESSORS. TOGETHER WITH OTHER SUCCESSOR STATES AND 
THEIR U.S. LAWYERS 
HAVE BEEN APPROACHED. THE INSTITUTIONS -- J.P. MORGAN 
OF NEW YORK 
THE SUCCESSOR STATES IF BELGRADE AUTHORITIES SOUGHT TO 
WITHDRAW THE MONEY. BASED ON THESE ASSURANCES 
DECIDED NOT TO FILE AN INJUNCTION NOW 
CONFIDENTIAL 


PAGE 03 ZAGREB 00450 02 OF 02 281912Z 


7. (C) ON THE NBY ASSETS 

DECISION TO UNBLOCK THEM THIS SPRING CONTINUED TO BE 
INEXPLICABLE TO HER. MANY COUNTRIES HAD FROZEN SFRY ASSETS 
AND WERE NOT IN SUCH A HURRY TO UNBLOCK THEM NOW. THESE 
COUNTRIES -- SHE WOULD NOT IDENTIFY WHICH -- WERE NOT 
PRESSING THE SUCCESSOR STATES 

SUCCESSION AGREEMENT TO COME IN TO FORCE. WHY WERE THE 
AMERICANS IN SUCH A RUSH? IF FREEZING THE ASSETS WAS SUCH A 
HEADACHE FOR U.S. AUTHORITIES 

POSSIBLE FOR THE BANK OF INTERNATIONAL SETTLEMENTS (BIS) TO 
ARRANGE TO HOLD THE MONEY PENDING A SUCCESSION AGREEMENT? 
SHE STRESSED AGAIN THAT ONLY BELGRADE AGREED WITH THE U.S. 
DECISION ON THE PHASED UNBLOCKING. 


COMMENT 


8. (C) TO HEAR IT FROM THE CROATIANS 
TURN INTO A FOOD FIGHT -- OR AT LEAST A VERY LUCRATIVE 
PROPOSITION FOR CROATIAVS 
STATES\' 
THE GOC IS PAYING UP TO $500 AN HOUR FOR LEGAL COUNSEL. BOTH 
TECHNICAL EXPERTS RATHER THAN POLITICAL PLAYERS 
METELKO-ZGOMBIC WERE NOT IN VIENNA 
ACROSS AS COMPLETELY CONVINCED OF THE RIGHTEOUSNESS OF THEIR 
CAUSE -- THAT THE NEGOTIATIONS UNFOLDED UNFAIRLY. THEY 
STRESSED THAT ALL THE OTHER SUCCESSORS 
ANGRY TOO -- AND URGED US TO TALK TO THEM DIRECTLY 
PARTICULARLY THE BIH AND MACEDONIAN REPRESENTATIVES ON THE 
JOINT FINANCIAL COMMITTEE. 

CONFIDENTIAL 
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9. (C) ANOTHER POSSIBILITY RAISED BY THE SERBIAN AND 

MONTENEGRIN AMBASSADOR HERE IS THAT THE GOC LOOKED AT ANNEX G 
OF THE SUCCESSION AGREEMENT -- WHICH CALLS FOR COMPENSATION 
FOR THOSE WHO LOST PRIVATE PROPERTY AND ACQUIRED RIGHTS 
INCLUDING DISPLACED ETHNIC SERB REFUGEES -- AND REALIZED THE 
FINANCIAL IMPLICATIONS: THIS GOVERNMENT COULD BE TAKING ON 


Column 3 

FINANCIAL OBLIGATIONS FAR IN EXCESS OF THE $50 MILLION IT 
STANDS TO GAIN FROM RATIFYING THE ASI AND RECEIVING CROATIA\'S 
SHARE OF THE NBY ASSETS. INDEED 

WHAT THE GOC HAS BEEN TELLING US OVER MANY MONTHS ABOUT ITS 
FINANCIAL CONSTRAINTS IN COMPENSATING ETHNIC SERBS FOR LOST 
PROPERTY AND TENANCY RIGHTS 

SOMEBODY NOT WORKING ON INSTRUCTIONS FROM ZAGREB. WE ASKED 
METELKO-ZGOMBIC IF THE GOC HAD OTHER CONCERNS IN THE ASI -- 
APART FROM THE MONEY MISSING IN THE JOINT VENTURE BANKS -- 
AND EVEN MENTIONED ANNEX G. SHE SAID NO. WE DO NOT QUESTION 
HER PERSONAL EARNESTNESS 

ABOUT THE GOC\'S APPROACH TO THE ASI. 


10. (U) BELGRADE MINIMIZE CONSIDERED. 
ROSSIN 
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INFO LOG-00 NP-00 AF-00 AID-00 CIAE-00 COME-00 INL-00 
DODE-00 DOTE-00 SRPP-00 DS-00 EAP-00 EB-00 FAAE-00 
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TO SECSTATE WASHDC IMMEDIATE 9563 

INFO AMEMBASSY BELGRADE PRIORITY 

AMEMBASSY BRUSSELS PRIORITY 

AMEMBASSY LJUBLJANA PRIORITY 

AMEMBASSY LONDON PRIORITY 

AMEMBASSY NICOSIA PRIORITY 

AMEMBASSY ROME PRIORITY 

AMEMBASSY SARAJEVO PRIORITY 

AMEMBASSY SKOPJE PRIORITY 

AMEMBASSY VIENNA PRIORITY 

DEPT OF TREASURY WASHDC PRIORITY 
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SUBJECT: UNBLOCKING SFRY ASSETS: GETTING HOLD HARMLESS 
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REF: A. (A) STATE 50887 
B. (B) ZAGREB 275 


CLASSIFIED BY: NICHOLAS HILL 
REASONS 1.5 (D) AND (D). 


SUMMARY 


1. (C) THE RACAN GOVERNMENT IS DIGGING IN ITS HEELS ON THE 
SUCCESSION AGREEMENT 

HOLD HARMLESS BEFORE THE USG UNBLOCKS DISPUTED NBY ASSETS 
THIS SPRING. THAT IS THE INDICATION WE RECEIVED IN SEPARATE 
MEETINGS WITH THE GOC\'S REPRESENTATIVE ON THE FINANCIAL 
COMMITTEE OF THE SUCCESSOR STATES AND THE TOP LEGAL ADVISOR 
AT THE MFA. THE AMBASSADOR PLANS TO DELIVER DEMARCHE (REF A) 
TO THE FOREIGN MINISTER EARLY NEXT WEEK. 

ZAGREB FOR MUCH OF THIS WEEK. THE CROATIANS TOLD US THAT THE 
MEETING OF THE SUCCESSOR STATES\' FINANCIAL EXPERTS ON 
FEBRUARY 13 UNDERSCORED THAT THE GOC\'S HARD LINE HAD WIDE 
SUPPORT. THEY CLAIMED OTHER SUCCESSOR STATES NOW WISH THEY 
HAD NOT RATIFIED THE SUCCESSION AGREEMENT (ASI) SIGNED IN 
VIENNA IN JUNE 2001. END SUMMARY. 


2. (C) WE SPOKE TO ZDRAVKO ROGIC 

CROATIAYS NATIONAL BANK 

METELKO-ZGOMBIC 

FEBRUARY 26 CONCERNING USG PLANS TO UNBLOCK DISPUTED SFRY 

ASSETS. THEY BOTH INDICATED THAT THE GOVERNMENT HAD 

CONSIDERED OUR REQUEST FOR A HOLD HARMLESS PRIOR TO THE 

UNBLOCKING OF NBY ASSETS IN THE SPRING AND HAD CONCLUDED THAT 
CONFIDENTIAL 
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IT WAS IMPOSSIBLE 

$50 MILLION. BOTH INDICATED THAT IT WAS A MATTER OF 
\"PRINCIPLE.\" ROGIC 

FINANCIAL COMMITTEE OF THE SUCCESSOR STATES 

HARMLESS AGREEMENT ABSENT RATIFICATION OF THE SUCCESSION 
AGREEMENT WOULD REPRESENT A \"USURPATION OF LEGISLATIVE 
PREROGATIVE.\" METELKO-ZGOMBIC ECHOED HIM LATER. 


BAD FAITH IN VIENNA 


Column 3 


3. (C) BOTH REPEATED THEIR WELL KNOWN VIEW OF WHAT HAPPENED 
IN VIENNA. IT COMES DOWN TO BAD FAITH BEING SHOWN BY 

BELGRADE AUTHORITIES AT THE TALKS. FOR THE GOC TO SECURE 
PARLIAMENTARY APPROVAL OF THE AGREEMENT NOW THE AGREEMENT 
WOULD HAVE TO BE REVISED. ROGIC SAID AT THE VERY LEAST THIS 
WOULD INVOLVE AMENDING THE INCORRECT INFORMATION ABOUT THE 
DEPOSITS IN THE NBY JOINT VENTURE BANKS BEFORE THE CROATIAN 
PARLIAMENT TAKES UP THE MATTER. HE CONCEDED THAT ANY EFFORT 
TO OBTAIN COMPENSATION FOR THE \"MISSING\" MONEY WAS PROBABLY 
VOUT OF THE QUESTION.\" WHILE UPSET WITH THE FRY NEGOTIATORS 
IN VIENNA 

HE ALL BUT CALLED THE GOC\'S TOP NEGOTIATOR 

INCOMPETENT. HE SAID THE OTHER NEGOTIATORS IN VIENNA 

POSSIBLY THE SLOVENES 

PROBABLY HOODWINKED TOO. 


4. (C) ROGIC ACKNOWLEDGED THAT \"DEPOSITS\" DID NOT EQUAL 
RECOVERABLE ASSETS. WHEN ASKED IF THE GOC WAS INDULGING IN 
SEMANTICS 
CAN BE ERODED BY BAD MANAGEMENT 
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ONLY BE DECREASED BY TRANSFERS. THE NBY 

HAVE RECORDS OF THOSE TRANSFERS AND PRODUCE THEM. WHEN WE 
TOLD HIM THAT OFAC DECIDED NOT TO CONDUCT AN INVESTIGATION OF 
THE NBY ACCOUNTS 

THAT THE U.S. PARTICIPANTS PLAYED AN IMPORTANT ROLE IN VIENNA 
AND SHOULD PLAY A ROLE IN UNRAVELING THE MYSTERY IN THE NBY 
ACCOUNTS NOW. HE IMPLIED THAT THE ONLY PARTICIPANTS WHO KNEW 
WHAT WAS GOING ON IN VIENNA WERE THE AMERICANS 

AND POSSIBLY THE SLOVENES. 


UNFAIR KEY? 


5. (C) AT THE MFA 
LINE. FIRST 

DEAL STRUCK IN VIENNA WAS BASED ON A LIE -- THAT THERE WAS 
OVER $600 MILLION IN JOINT VENTURE BANK ACCOUNTS TO BE 
DISPERSED TO THE SUCCESSORS WHEN NO SUCH MONEY EXISTED. 
BASED ON THE FALSE INFORMATION -- AND THE FALSE PROSPECT THAT 
CROATIA STOOD TO GAIN OVER $200 MILLION WHEN THE MONEY WAS 
DISTRIBUTED -- CROATIA HAD ACCEPTED A PROBLEMATIC KEY. 
CROATIA WOULD RECEIVE ONLY 23 PERCENT OF THE SFRY\'S ASSETS 
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AMEMBASSY ROME PRIORITY 

AMEMBASSY SARAJEVO PRIORITY 

AMEMBASSY SKOPJE PRIORITY 

AMEMBASSY VIENNA PRIORITY 

DEPT OF TREASURY WASHDC PRIORITY 
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WHILE IT ASSUMED 28.5 PERCENT OF THE SFRYVS DEBT. 
METELKO-ZGOMBIC SAID THAT THIS ASYMMETRY WAS UNFAIR WHEN THE 
DEAL WAS STRUCK 

CROATIA STOOD TO GAIN. AFTER ALMOST $545 MILLION TURNED UP 
MISSING 

UNACCEPTABLE. 


LEGAL ROAD 


6. (C) THE LEGAL ADVISOR 

BASICALLY UNCHANGED IN THE ALMOST SIX MONTHS SINCE WE HAVE 
BEEN DISCUSSING THE ISSUE 

GOVERNMENT WAS TAKING. SHE EMPHASIZED THAT THE GOVERNMENT 
WAS PREPARED TO FIGHT THE OFAC UNBLOCKING INITIATIVES IN U.S. 
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COURTS. ON THE PROPERTY AND INTERESTS IN PROPERTY THAT WERE 
UNBLOCKED ON FEBRUARY 25 

NOT SOUGHT AN INJUNCTION IN COURT 

TAKEN AS INDICATION THAT THE GOC WAS ROLLING OVER. THE GOC 
STILL ASSERTS THAT $40 MILLION OF THE $102 MILLION THAT WAS 
UNBLOCKED BELONGED TO THE SFRY AND SHOULD BE DISPERSED TO ALL 
THE SUCCESSORS. TOGETHER WITH OTHER SUCCESSOR STATES AND 
THEIR U.S. LAWYERS 

HAVE BEEN APPROACHED. THE INSTITUTIONS -- J.P. MORGAN 

OF NEW YORK 

THE SUCCESSOR STATES IF BELGRADE AUTHORITIES SOUGHT TO 
WITHDRAW THE MONEY. BASED ON THESE ASSURANCES 

DECIDED NOT TO FILE AN INJUNCTION NOW 


7. (C) ON THE NBY ASSETS 
DECISION TO UNBLOCK THEM THIS SPRING CONTINUED TO BE 
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INEXPLICABLE TO HER. MANY COUNTRIES HAD FROZEN SFRY ASSETS 
AND WERE NOT IN SUCH A HURRY TO UNBLOCK THEM NOW. THESE 
COUNTRIES -- SHE WOULD NOT IDENTIFY WHICH -- WERE NOT 
PRESSING THE SUCCESSOR STATES 

SUCCESSION AGREEMENT TO COME IN TO FORCE. WHY WERE THE 
AMERICANS IN SUCH A RUSH? IF FREEZING THE ASSETS WAS SUCH A 
HEADACHE FOR U.S. AUTHORITIES 

POSSIBLE FOR THE BANK OF INTERNATIONAL SETTLEMENTS (BIS) TO 
ARRANGE TO HOLD THE MONEY PENDING A SUCCESSION AGREEMENT? 
SHE STRESSED AGAIN THAT ONLY BELGRADE AGREED WITH THE U.S. 
DECISION ON THE PHASED UNBLOCKING. 


COMMENT 


8. (C) TO HEAR IT FROM THE CROATIANS 

TURN INTO A FOOD FIGHT -- OR AT LEAST A VERY LUCRATIVE 
PROPOSITION FOR CROATIAVS 

STATES\' 

THE GOC IS PAYING UP TO $500 AN HOUR FOR LEGAL COUNSEL. BOTH 
TECHNICAL EXPERTS RATHER THAN POLITICAL PLAYERS 
METELKO-ZGOMBIC WERE NOT IN VIENNA 

ACROSS AS COMPLETELY CONVINCED OF THE RIGHTEOUSNESS OF THEIR 
CAUSE -- THAT THE NEGOTIATIONS UNFOLDED UNFAIRLY. THEY 
STRESSED THAT ALL THE OTHER SUCCESSORS 

ANGRY TOO -- AND URGED US TO TALK TO THEM DIRECTLY 
PARTICULARLY THE BIH AND MACEDONIAN REPRESENTATIVES ON THE 
JOINT FINANCIAL COMMITTEE. 


9. (C) ANOTHER POSSIBILITY RAISED BY THE SERBIAN AND 
MONTENEGRIN AMBASSADOR HERE IS THAT THE GOC LOOKED AT ANNEX G 
CONFIDENTIAL 
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OF THE SUCCESSION AGREEMENT -- WHICH CALLS FOR COMPENSATION 
FOR THOSE WHO LOST PRIVATE PROPERTY AND ACQUIRED RIGHTS 
INCLUDING DISPLACED ETHNIC SERB REFUGEES -- AND REALIZED THE 
FINANCIAL IMPLICATIONS: THIS GOVERNMENT COULD BE TAKING ON 
FINANCIAL OBLIGATIONS FAR IN EXCESS OF THE $50 MILLION IT 

STANDS TO GAIN FROM RATIFYING THE ASI AND RECEIVING CROATIAYS 
SHARE OF THE NBY ASSETS. INDEED 

WHAT THE GOC HAS BEEN TELLING US OVER MANY MONTHS ABOUT ITS 
FINANCIAL CONSTRAINTS IN COMPENSATING ETHNIC SERBS FOR LOST 
PROPERTY AND TENANCY RIGHTS 

SOMEBODY NOT WORKING ON INSTRUCTIONS FROM ZAGREB. WE ASKED 
METELKO-ZGOMBIC IF THE GOC HAD OTHER CONCERNS IN THE ASI -- 
APART FROM THE MONEY MISSING IN THE JOINT VENTURE BANKS -- 
AND EVEN MENTIONED ANNEX G. SHE SAID NO. WE DO NOT QUESTION 
HER PERSONAL EARNESTNESS 

ABOUT THE GOC\'S APPROACH TO THE ASI. 


10. (U) BELGRADE MINIMIZE CONSIDERED. 
ROSSIN 
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already been achieved 

thin with criticism by the political parties. According to 
Pun 

the people \"on its own\" if necessary. 


DEMAND FOR CODE OF CONDUCT DETAILS 

5. The National Human Rights Commission (NHRC) criticized 
both the GON and the Maoists for failing to make details of 
the ceasefire and code of conduct public. Nayan Bahadur 
Khatri 

process should not be limited only to the GON and the 
Maoists 

people of Nepal. According to press reports 

Narayan Singh Pun 

peace talks 

exchanged drafts for a code of conduct 

details 

to press accounts 

Bahadur Mahara 

February 27 to finalize the code of conduct 

disagreements over the re-deployment of the army. 
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6. The NHRC also denounced the GON and the Maoists for 
failing to respond to the draft it submitted to both sides 
outlining its own proposed code of conduct. The draft had 
called for a revocation of the Terrorist and Disruptive 
Activities Act 

the use of weapons by the insurgents and security personnel. 


7. Girija Prasad Koirala 

(NC) 

lasting peace 

Koirala 

accused the GON of creating further confusion by its refusal 
to make public a code of conduct 

to announce a negotiating team. Koirala said the most 
desirable solution to the current problem should come from 
the framework of the current constitution 

merely be an agreement between only two sides. Koirala also 
told the audience of foreign and national news media that 
his party was not willing to recognize the government under 
Prime Minister Lokendra Bahadur Chand 

that dissolved the Deuba Government last year. 


PRACHANDA READY TO FIGHT TO THE END 


8. Maoist leader Prachanda issued a statement on February 
25 

the GON did not create a conducive environment for peace 
talks. Prachanda accused the GON of violating the ceasefire 
not only by continuing to arrest his cadres and carrying out 
search and patrol activities 

intensifying such operations. Prachanda criticized the GON 
for its delay in preparing a negotiating team and for its 

failure to take any \"concrete or positive steps.\" 


9. Prachanda has continued to contact members of political 
parties 

Girija Prasad Koirala 

reportedly was contacted by Prachanda on February 25. 
Koirala said the Maoist leader told him to play a key role 

in the talks and reiterated that there had been no secret 
agreements made prior to the announcement of the ceasefire. 
A diplomatic colleague also reports that Maoists have 
approached his embassy 

them with a number of European missions. 


10. Krishna Bahadur Mahara and Dinanath Sharma 

the Maoist negotiating team for the peace talks 

former Prime Minister Sher Bahadur Deuba. According to 
Deuba 
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support. Deuba told the local press that his party would 
neither help the Maoists nor fight against them 

expressed concern over their sincerity and the possibility 
that the insurgents were using the ceasefire to rebuild 
their forces (Note: It was under Deuba\'s government that 
the Maoists walked out of the third round of peace talks 
last year and launched surprise attacks on army 
installations. End Note.) 


RNA READY TO BATTLE IF TALKS FAIL 


11. Colonel Deepak Gurung 

Army (RNA) 

the ceasefire 

with Maoist insurgents if necessary. Gurung 

February 25 at the RNA\'s first press conference since the 
ceasefire was announced 

ceasefire 

Gurung said the RNA would not spare anybody if they are 
attacked 

not have the capabilities to win against the RNA. He also 
said the army would not return to the barracks until peace 
is completely restored. 


12. Gurung described some of the ongoing projects the RNA 
is currently involved in 

buildings 

during the insurgency. According to Gurung 

running health camps in the mid-western regions 

provide medical treatment to Maoists as well as civilians. 

The army\'s barracks in Dang 

Districts 

been rebuilt. 


PRISONERS THREATEN HUNGER STRIKE 


13. Prisoners in Nakkhu Jail in Kathmandu have threatened 
on February 25 to go on a hunger strike if the GON does not 
meet the Maoists\' demands for the release of its imprisoned 
cadres. The prisoners 

protests within the jails 

strikes if their list of demands 

Lokendra Bahadur Chand through facilitators 

seriously. The memorandum insists the GON create a 
conducive environment for peace talks 

on the whereabouts of missing Maoist cadres 

propaganda against the Maoists. (Note: Government officials 
have explained publicly that Maoist cadres who have been 
arrested for serious crimes cannot be released without 


Column 3 
following formal legal procedures. End Note.) 


14. In Jhapa District 

suspected Maoists immediately after they were released from 
the Jhapa Jail. According to press reports 

two suspected Maoists still imprisoned in Jhapa. 


MAOIST THREATEN JOURNALIST 


15. Maoists reportedly have issued a death threat to a 
journalist who wrote an unfavorable article about the 
insurgents. Rabin Prasad Thapalia 

weekly Ruprekha 

and orphans 

religious festivals. The Maoists 

\"terminate\" Thapalia if he did not retract his story and 
publicly apologize. According to Thapalia 

apology in the paper 

inadequate. The insurgents allegedly have warned Thapalia\'s 
family that if he returns to his village in central Nuwakot 
District he will be killed. 


16. According to reports from Accham District 

confined a journalist to his village in Darna. Deepak 
Bahadur Thapa has been restricted to his village and cannot 
leave without permission from the Maoists. No reason was 
given for his confinement. 

17. The ReportersY Club Nepal 

journalists 

denouncing the Maoists for their treatment of journalists. 
Rishi Dhamala 

journalists should not be threatened or punished for what 
they report 

respect the role the press plays in the peace process. 


IG KILLED BY MAOIST SPECIAL FORCES 


18. A report submitted on February 21 by the team 
investigating the murders of Krishna Mohan Shrestha 
Inspector General of the Armed Police Force 

bodyguard (Ref A) 

Maoists was responsible for the murder. The report states 
that seven people were involved with the planning of the 
murder 

allegedly had planned the murder for some time 
Shrestha\'s activities and taking note of his daily routine. 


MAOISTS ADMIT KILLING; PLEDGE HELP 
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19. Maoists reportedly have admitted to mistakenly killing 
two children and seriously injuring another at a primary 
school in northwestern Baglung District on February 18 (Ref 
B). The insurgents have pledged to help the injured child 
with medical treatment and also gave twenty-six dollars to 
each of the guardians of the deceased children. Villagers 
said 

corpses to the families and instead buried them near a local 
stream. Villagers later helped to dig up the children\'s 
bodies so that the families could perform a proper burial. 


20. Maoists in Parbat District issued a statement on 
February 22 denying that they are responsible for looting 
and extortion in the district. The insurgents have also 
warned criminals not to call themselves Maoists. Looting 
incidents reportedly have increased in Tanahun District as 
well 

Maoists are involved. Maoists are also suspected in the 
February 22 shooting death of a man in Dang District 
they accused of stealing. 


WAR WITH THE PALACE? 


21. Maoists held a mass meeting in Bara District on 
February 26 where they reportedly proclaimed that the war in 
the future would be between them and the Royal Palace. The 
insurgents said the ultimate goal is to gain control over 

the central government. Jamin Prakash Shah 

Commander 

GON had failed to form a negotiating team because it is not 
serious about the talks. 
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However 

insignificant. Likewise 

banks asked borrowers to repay immediately between 25-40 
percent of their outstanding balances. However 

banking sources have told us that borrowers have no ability 

to repay since commerce has slowed to a halt and companies 
are conserving every kyat on hand to pay employees and other 
current expenses. Wevve heard rumors as well that banks have 
sold or are trying to sell some of their real assets in an 

effort to bolster cash reserves. 


5. (C) All in all 
make the total outflow over the last two weeks roughly 230 
billion kyat (about 200 percent of estimated cash on hand in 


Column 3 

all private banks at the beginning of the crisis). In 

response 

kyat in loans to the three most troubled banks (AWB 

KBZ). The Central Bank also allegedly loaned 20 billion kyat 

to three second-tier banks (MUB 

However 

General Manager) have raised some questions as to whether all 
of these Central Bank advances ever were actually made. 


Wages Will Be Paid 


6. (C) The limited exceptions to the withdrawal limits 

described above were not adequate to bail out most companies 
facing payroll on February 28. Despite this 

were nervously optimistic that they would be able to pay 

their workers on time. Garment firms 

export-oriented industries 

These industries have cashed in some of their dollar reserves 
(at a relatively poor exchange rate) to get enough kyat to 

pay salaries. Other firms with kyat revenues are following 

the same model 

from private lenders using these assets as collateral. 

Traders are cutting back on their purchases this week 

cost to commerce 

bottom line as of the end of February 28th 

seen or heard any evidence that employers have failed to meet 
their obligations. 


7. (C) The mad dash to cash in dollars combined with people\'s 
high expectations and the disappointing reality have had a 
strong impact on the dollar/kyat market. After dipping 

briefly to 800 kyat last week 

expectations of firm government action 

February 25. When withdrawal limits did not come off 

when employers realized they were on their own 

value dropped rapidly to 950 kyat/dollar on February 27 

where it remained through February 28. 


How Long Can it Last? 


8. (C) Economists 

how long the crisis will last 

that a solution is in the offing. Though Burma has suffered 
nearly every economic indignity imaginable 

is relatively uncharted waters. Bankers continue to hope 
that at a minimum the GOB will be willing to add new money to 
meet demands for liquidity. Even the most optimistic 
observers 

take the correct steps to fully heal the patient (e.g. 
liberalizing the conditions under which the banks operate) 
when and if the bleeding is stanched. 
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THE CONTAINERS TO THE ICD ONCE THEY HAD BEEN 
INSPECTED AND LOCKED IN KOLKATA 

ALSO STIPULATED THAT 

THE TERMS OF THE WORLD BANK LOAN 

FOR OPERATING THE ICD INCORPORATE AN INDIAN MANAGER. 
ACCORDING TO NEPAL\'S LEAD NEGOTIATOR 

OJHA OF THE MINISTRY OF INDUSTRY 

SUPPLY 

PART 

REQUIREMENTS AND CUSTOMS CLEARANCE PROCEDURES. 


6. NEPAL AND INDIA HELD SEPARATE BILATERAL 
NEGOTIATIONS ON THE REGULATION OF TRANS-BORDER 
MOVEMENT OF MOTOR VEHICLES (RTMMV) 

GARNERED FEW RESULTS. THE NEGOTIATIONS FOCUSED ON 
TWO AREAS OF CONCERN: PASSENGER TRANSPORTATION AND 
CARGO TRANSPORTATION. 


7. ACCORDING TO DR. MADAN BHATTARAI 

FOREIGN AFFAIRS JOINT SECRETARY FOR SOUTH ASIA 
REPRESENTATIVES OFFERED DIRECT BUS SERVICES TO 11 
MAJOR NEPALI CITIES FOR INDIAN BUS OPERATORS. 
HOWEVER 

STOOD FIRM IN BARRING DIRECT ACCESS FOR NEPALI 
VEHICLES TO MAJOR CITIES LIKE DELHI 

PATNA 

POKHARA. IN TERMS OF CARGO TRANSPORTATION 
REQUESTED THE FREE PASSAGE OF CARGO VEHICLES WITHIN 
NEPAL. NEPALI TRUCKING COMPANIES AND THEIR 
ASSOCIATIONS EFFECTIVELY PRESSURED THE GON DENY THE 
INDIAN REQUEST. NEPALI TRANSPORT COMPANIES FELT 
THREATENED 

PORTS WOULD NO LONGER REQUIRE TRANSFER TO NEPALI 
CARRIERS AND NEPALI OPERATORS HAVE LITTLE CONFIDENCE 
THEY WOULD RECEIVE RECIPROCAL TRANSIT RIGHTS IN 
PRACTICE. 


COMMENT 

8. OBSERVERS HERE ARE SKEPTICAL OF AN EARLY 
RESOLUTION TO THE PROBLEMS RAISED DURING THE NIRA AND 
RTMMV NEGOTIATIONS. INDIA\'S NEGOTIATING TACTICS ON 
NIRA LEVERAGE NEPAL\'S DEPENDENCE ON INDIAN PORTS 

ITS LIABILITY TO THE WORLD BANK FOR THE CONTAINER 
DEPOT. DUE TO THE OPEN BORDER 
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SECURITY CONCERNS DO NOT STAND UP TO SCRUTINY AND 
APPEAR TO BE ANOTHER MEANS TO DEFLECT NEPAL\'S 
REQUESTS FOR RECIPROCAL COMMERCIAL BUS OPERATIONS. 
IN WHAT APPEARS TO BE ANOTHER CALCULATED MOVE 

HAS TIED CONCESSIONS ON CARGO TRUCKS TO OPENING THE 
CRITICAL ICD FACILITY TO RAIL TRAFFIC. THE 

DIPLOMATIC MANEUVERING OVER THESE AGREEMENTS COMES AT 
THE EXPENSE OF NEPALESE CONSUMERS AND EXPORTERS 
FACE HIGHER COSTS. CONTINUED DELAY ONLY BENEFITS 
INDIA 

DEEPER CONCESSIONS. 
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trafficked within Nepal 

India. Though trafficking is prevalent in many castes and 
ethnic groups 

at risk are members of lower castes and ethnic groups 
traditionally resident in Nepal\'s hilly regions. 


Discrimination based on caste and ethnicity 

in Nepal 

Gender-based discrimination is widespread 

tradition and sometimes supported by law. Women and girls 
from lower castes or V'hill ethnic groups therefore can be 
subject to double or triple marginalization 

their vulnerability to exploitative practices such as 

trafficking. 


Additionally 

government control in some of the country\'s remote areas. 
Economic insecurity 

danger as a result of the armed conflict have displaced 
thousands of women and children from the poorest sectors of 
society. Threats of abduction by the Maoists have compelled 
large numbers of children to leave their homes to avoid 
forced conscription. Death of one or both parents has 
lowered an already poor standard of living for many 

children 

themselves on the street. NGOs report that trafficking is 

on the rise in these vulnerable populations. 


-- B. The Ministry of Women 

(MWCSW) has identified 26 high-priority districts for anti- 
trafficking interventions 

hilly 

originate in these high-priority districts. Women and 
children who have migrated to Kathmandu and other urban 
areas to find work also reportedly have been trafficked. 
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Nepali trafficking victims are most often taken overland to 
India for work in that country\'s sex industry and for bonded 
labor. Some victims are also trafficked to Hong Kong 
Arabia and other countries in the Middle East. 


-- C. No significant changes in the direction or extent of 
trafficking have been reported in the last year. 


- D. Nepal\'s Institute for Integrated Development Studies 
(IIDS) conducted a study entitled \"Status and Dimension of 
Trafficking Within Nepal" with UNIFEM support under the 
South Asian Regional Initiative for Gender Equity 
(SARI/Equity) program in 2002. Supported by The Asia 
Foundation 

Development (CeLLRD) completed a baseline survey in five 
districts. 


Also in 2002 

Girls with Special Reference to Prostitution 

and Sexual Abuse Among Street Children in Kathmandu 
Border Trafficking of Boys and Internal Trafficking Among 
Children Engaged in Prostitution. 


-- E. Not applicable. Nepal is not a destination country 
for trafficking in persons. 


-- F. Government officials 

organized criminal groups and \"marriage brokers\" are the 
main traffickers in Nepal. Though most are Nepali 

have links with brothels in Mumbai and other cities in 
India. The traffickers typically target high-vulnerability 
groups like those listed in para A. NGOs have found that 
once prevention programs are instituted in a district 
traffickers move on to other locations. 


In general 

women and girls from Nepal are poverty 

employment opportunities in the countryside 
ignorance about the dangers of prostitution 
disharmony 

Contributing factors to the smaller phenomenon of 
trafficking of boys for exploitative labor include poverty 
and lack of alternative employment opportunities 

a traditional pattern of male migration for employment. 


NGOs estimate that approximately half of victims are lured 

to India with the promise of a good marriage and/or job 

many others are sold by family members. A small number are 
kidnapped. No firm numbers are available. 


Nepal and India have an open border. Traffickers typically 
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move their victims overland on secondary roads or via public 
transportation. 


-- G. Political will to combat trafficking exists at the 

highest levels of government 

faith effort to seriously address the problem. The MWCSW 
has instituted a National Task Force Against Trafficking to 
coordinate government response 

UNDP and other international organizations to increase GON 
capacity to prevent trafficking and prosecute offenders. 
Directly and through district-level task forces 

Ministry coordinates with NGOs to rehabilitate and assist 
victims. There are programs in place to train police forces 
and the judiciary to deal effectively with trafficking 

cases. 


The MWCSW has drafted strengthened anti-trafficking 
legislation to assist in the prosecution of offenders. The 
legislation has not yet passed. 


The current Assistant Minister for Women 

Social Welfare 

recognized anti-trafficking activist and head of a well- 
known NGO in the field 

ranking police officers in the country 

Thapa 

of national and regional anti-trafficking initiatives. 


- H. There is no documented evidence that government 
authorities or individual members of government facilitate 
trafficking 

in such activities. However 

immigration officials 

and corruption 

some trafficking cases. There have been no reported 
instances of prosecution or conviction of government 
Officials on trafficking-related charges. 


-- |. One of the poorest countries in the world 

lacks the resources to address many of the underlying causes 
of trafficking. Under-funded government welfare agencies 
are generally incapable of delivering effective outreach 
programs or assistance to trafficking victims. As a result 
anti-trafficking efforts have been primarily the domain of 
NGOs and bilateral donors. 


Institutional capacity to address the trafficking problem is 
weak. In particular 

resources 

to corruption. 
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Political instability has also hampered GON anti-trafficking 
efforts. Several governments have come and gone in rapid 
succession 

in May 2002 

draft legislation to increase penalties for trafficking- 

related offenses has yet to be passed 

Plan of Action\" to combat trafficking has yet to be 
implemented completely. 


3. (SBU) PREVENTION 


-- A. The Government of Nepal has acknowledged publicly 
that trafficking is a problem. Prime Ministers 

party leaders 

stated publicly that trafficking is a national problem. 

Former Prime Minister Sher Bahadur Deuba affirmed during his 
tenure that \"the government has taken trafficking as a 

serious problem 

stronger laws to prosecute traffickers 

government must address the underlying causes. 


-- B. The MWCSW has primary responsibility for the 
development and coordination of the GONVs anti-trafficking 
efforts. In addition 

Task Force Against Trafficking that includes personnel from 
the National Planning Commission 

Ministries of Labor and Transportation Management; Home; 
Foreign Affairs; Law 

Education and Sports; and Health. The ILO 

representative NGOs are also members. 


Additionally 

Women and Children Service Centers as part of their 
community policing efforts. The Centers operate with a 
combined mandate of law enforcement 

awareness. 


--C. The MWCSW 

local 

trafficking in persons. The GON has prepared radio 
programs 

and signboards aimed at preventing trafficking among 
vulnerable groups. WVillage Vigilance Committees\" (VVCs) 
have been established as pilot projects in some districts 
training local residents to recognize possible trafficking 
cases and rescue potential victims before they can be moved 
across the border. Though no statistics are available 

GON reports that the VVCs have been successful in stopping a 
number of attempts to traffic girls to India. 

-- D. Under a new GON initiative 

2003 
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attend an orientation session explaining worker rights 
safety issues and relevant regulations. A labor office will 
be established at the airport to reinforce the message. The 
12-point program also abolished a five-year-old rule 
prohibiting Nepali women from working in Gulf countries. 
The ban was imposed in 1998 after reports of hardship and 
abuse from returning women workers. Women\'s activists had 
voiced concerns that while the law did not prevent Nepali 
women from clandestinely departing from India for work in 
the Gulf 

their destinations and prevented them from attending 
orientation classes 


The MWCSW publishes a newsletter addressing issues of 
concern to women and children 

districts to emphasize to parents the importance of sending 
their children to school. Encouraging children to stay in 

school is also a large component of the government\'s 
campaign to eliminate child labor 

out under the auspices of a USDOL-funded Timebound Project. 


Government-initiated income-generation projects have been 
introduced in more than 3900 villages 

credit loans 

banks to support women entrepreneurs in almost all districts 
of the country. 


--E. The GON is unable to support financially most 
prevention programs 

efforts. The government makes its personnel readily 
available to take part in anti-trafficking training 

programs 

programs and training 

initiatives to the best of its ability. The Ministry 

technical assistance from the Center for Population and 
Development Activities (CEDPA) and funding from USAID/W 
prepared a national Informal Education and Communication 
(IEC) strategy. The MWCSW provides additional funding in 
priority districts. 


-- F. The MWCSW fosters a collaborative relationship with 
donors and NGOs in joint pursuit of anti-trafficking goals. 

For example 

the Millennium Against Trafficking of Girls and Women (JIT)\" 
is a collaborative effort of the MWCSW 

Against Trafficking and other donors. In addition to 
cooperative work on the JIT and IEC 

worked collaboratively with CEDPA and the ILO to establish a 
Documentation and Information Center on trafficking and 
developed software to manage information. An Office of the 
National Rapporteur has been set up with input from UNDP. 


Column 3 


-- G. Nepal\'s open land border with India does not allow 

for stringent monitoring. One NGO has had some success at 
monitoring the border independently 

training for police and immigration officials to help them 
identify potential trafficking victims at border crossings. 


-- H. See para B for information about GON anti-trafficking 
task force. The Commission for the Investigation of the 
Abuse of Authority investigates public corruption. 

-- |. Ata South Asian Association for Regional Cooperation 
(SAARC) Summit held in January 

India and other South Asian countries 

Convention on Preventing and Combating the Trafficking in 
Women and Children for Prostitution. Together with other 
SAARC countries 

regional body to fight trafficking and other transnational 
crimes. Nepal and India have agreed to form a Joint Cross 
Border Committee Against Trafficking. 


Nepal is a party to the Convention on Elimination of All 
Forms of Discrimination Against Women (CEADAW) 
Convention on the Rights of the Child 

Convention 

Immediate Action for the Elimination of the Worst Forms of 
Child Labor 

Convention on the Abolition of Slavery. 


-- J. The GON\'s National Plan of Action to combat 
trafficking was developed in consultation with the ILO 

and relevant government agencies. It has not yet been fully 
implemented. 


-- K. The MWCSW\'s National Task Force Against Trafficking 
is responsible for developing anti-trafficking programs 
within the GON. 


4. (SBU) INVESTIGATION AND PROSECUTION OF TRAFFICKERS 


-- A. No new anti-trafficking laws have been enacted 
though draft legislation exists and is expected to be 
brought before a new session of Parliament 
unannounced national elections. 


The Human Trafficking Control Act of 1986 is the current 
anti-trafficking legislation. It prohibits: 

- Selling of a human being for any purpose; 

- Taking any person to a foreign territory with an 
intention of selling that person to a third party; 

- Involving any woman in prostitution by enticement 
allurement 
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- Abetting 
out any of the above acts. 


The 1986 Act is flawed in several ways. It does not 
criminalize the separation of a minor from his or her legal 
guardian with the intent of trafficking the minor 

it criminalize the receipt of a trafficked person. Under 
the terms of the Act 

perpetrator are outside Nepali jurisdiction. The Act makes 
no provision for the compensation or protection of 
trafficking victims. Victims are often reluctant to 

testify 

no legal protection for witnesses. Local police cannot 
investigate trafficking complaints without permission from 
prosecutors 

to flee. 


-- B. The 1986 Act provides for jail terms of up to 20 

years for traffickers 

Approximately 38% of traffickers receive minimum sentences 
when convicted. 


-- C. Penalties for rape vary with the age of the victim. 
If the victim is under 16 

are possible. For victims 16 and over 

to five years. In either case 

convicted rapist to give half of his property to the victim. 
NGOs state that victims are not detained 

deported. If the victim is a foreigner 

handed over to the concerned Embassy. 


- D. During ΕΥ 2002 

to the police. 2002 prosecution statistics are not yet 
available. (Post will provide them septel prior to March 
publication of TIP report.) 


-- E. Government officials 

organized criminal groups and \"marriage brokers\" are the 
primary perpetrators of trafficking in Nepal. They note 

that parents and other relatives of trafficking victims are 
often complicit as well. 


-- F. By its own admission 

trained manpower necessary to investigate effectively cases 
of trafficking. While no legal restrictions prevent the 

police from conducting covert operations or electronic 
surveillance 

procedural inertia prevent the techniques from being 
utilized. 


-- G. As part of an anti-trafficking initiative begun in 
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1996 

number of personnel in the investigation of trafficking. 

However 

and administered by NGOs. The GON supports programs to the 
best of its ability by providing facilities and making its 

personnel available to attend. 


-- H. In October 

Development Fund for Women (UNIFEM) and NGOs hosted a 
regional workshop for senior police officers to enhance 
cross-border anti-trafficking collaboration. Several follow- 

up meetings involving Nepal and India have taken place. 


-- |, Nepal and India 

bilateral extradition treaty 

being updated to address transnational crimes more 
effectively. Nepali law does not prohibit the government 
from extraditing its own nationals 

occasion to do so in connection with trafficking. 


-- J. Post has no evidence that 

authorities facilitate 

in human trafficking. However 

report that individual local officials and border police 
sometimes accept bribes in exchange for allowing the 
traffickers and their victims to cross Nepal\'s border with 
India. The Commission for the Investigation of the Abuse of 
Authority (CIAA) has the power to investigate incidences of 
corruption by public officials. 


-- K. No GON officials have been prosecuted for involvement 
in trafficking or trafficking-related corruption. 


-- L. Nepal ratified ILO Convention 29 on Forced Labor on 
January 3 

September 13 

Convention 105. 


Nepal has not ratified the Sale of Children Protocol 
supplements the Rights of the Child Convention; or the 
Protocol to Suppress and Punish Trafficking in Persons 
Especially Women and Children 

Convention Against Transnational Organized Crime. 


5. (SBU) PROTECTION AND ASSISTANCE TO VICTIMS 


-- A. Questions regarding residency status and relief from 
deportation do not appear to apply to Nepal 

a destination country for international trafficking in 
persons. For victims of internal trafficking 

facilities are limited 
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-- B. The GON provides limited funding to local NGOs to 
provide assistance to victims of trafficking with 
rehabilitation 

does not fund foreign NGOs. Bilateral and multilateral 
donors 

local and foreign NGOs to provide victim assistance. 


-- C. The government of Nepal does protect the rights of 
victims. Trafficking victims are not detained 

deported 

for violations of other laws. 


-- D. While the GON has not actively encouraged trafficking 
victims to file civil suits or seek legal action against 
traffickers 

a criminal complaint 

cost to the victim. The Nepal Police have initiated a 
\"Women\'s Cell 

and domestic violence. 


- E. There is no provision for the government to provide 
protection to victims or witnesses. 


-- F. As part of the new foreign employment initiative 
announced in January 2003 (see Prevention 

intends to open an Embassy in Kuala Lumpur and to appoint 
labor attaches to Malaysia and UAE 

concentrations of Nepali workers. The government has also 
initiated a request for Saudi Arabia and Malaysia to open 
consular sections in Kathmandu. A welfare fund will be 
established to assist workers injured on overseas jobs. 


Government representatives at Consulates in India 
destination country for most of Nepal\'s trafficking victims 
do not receive special training in protection. However 
they assist with the repatriation of victims to Nepal if 
cases are brought to their attention. 


-- G. In May 1999 

Development Center 

center for women returned from being trafficked and for 
women at risk of being trafficked. Most \"safe houses and 
rehabilitation centers are run by NGOs. 


-- H. There are more then 40 national-level NGOs working on 

the issues of trafficking. With the GON\'s endorsement 

NGOs conduct public information and outreach campaigns in 

rural areas. They also provide prevention education 

finance 

representative NGOs are members of the MWCSW\'s National Task 
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Force 

services to victims and assist in the implementation of the 
National Plan of Action. 


6. (U) OMB Reporting Requirements: One FS-03 officer spent 
14 hours drafting and clearing this year\'s TIP report. One 
FS-01 officer spent one hour 

minutes 

FSN-11 USAID employee spent five hours researching 
information. 


MALINOWSKI 


6017 

\"donations\" from the international community to support the 
peace process had succeeded in raising as much as USD 1 
million. When told that the extortion demand had been 
accompanied by a signed letter from Maoist leader Prachanda 
that appeared authentic 

of the letter 

demanded the money 

would be taken against any errant cadre violating the 
directive against extortion. Pun told the Ambassador he 
would pass a copy of the extortion letter 

additional information 


2. (C) Poloff advised Coca-Cola Country Manager N.N. Singh 
of Pun\'s offer and asked for permission to pass a copy of the 
extortion letter received by Coca-Cola 

name and any other identifying information excised from the 
text. Poloff also asked if she could pass on the name 
(assumed to be a nom de guerre) of the extortionist. Singh 
expressed concern that even passing on the Maoist alias could 
be dangerous 

including two U.S. Embassy guards 

discussing the matter with Coca-Cola\'s regional office in 
Bangkok 

release a copy of the letter--even without identifying 
information--or the name of the extortionist to the Maoists. 
Poloff agreed not to supply the information. Singh said he 
would attempt to parry any future demands for funds by saying 
he had not received authorization to pay from Coca-Cola 
corporate headquarters. 


3. (C) Comment: Singh\'s reaction indicates just how 
successful the Maoists have been in intimidating the local 
population. Even members of the well-connected business 
elite like the Country Manager for the largest multinational 
firm in Nepal are too fearful to take action against 
low-ranking Maoist couriers--ceasefire or no ceasefire. We 
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will continue to explore 

their respective bilateral business chambers 

a joint public statement condemning the continued extortion. 
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2. (C) As the NSC meets and Parliament prepares to debate 
Iraq policy on March 1 

challenge by President Sezer and Parliament Speaker Arinc 
who are cooperating on the issue of the constitution\'s art. 
92 international legitimacy clause. The odd-fellows alliance 
between the Kemalist Sezer and the Islam-oriented Arinc is 
fueling the already pronounced 11th-hour uncertainty and 
promoting further delay in the run-up to the floor debate. 


-- Sezer has repeatedly asserted that a second UNSC 
resolution authorizing force against Saddam is necessary to 
achieve the \"international legitimacy\" necessary for 
Parliament to act. Arinc declared Feb. 24 that he opposes 
acting on a proposal absent the requisite V'international 
legitimacy\" as required by art. 92. Arinc\'s stance resonates 
with the great majority of the AK parliamentary group. 


-- According to Advanced Strategy Center executive director 
and close observer of State affairs Faruk Demir 

trying to leave the strong impression in the public\'s mind 

that AK Party 

majority 

an affirmative vote absent a new UNSC enforcement resolution. 
Demir predicted that 

representatives on the NSC try to put additional pressure on 
the government to increase AK\'s internal splits and 
uncertainty 

-- Murat Yetkin 

for the daily Radikal wrote Feb. 28 that the military has 
reversed course and now signaling its unease about the 
\"haste\" with which the AK Government brought its petition to 
Parliament. According to Yetkin 

the impression that AK wants to pull the country into war 

over the objections of the military and the President.\" 
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3. (C) The political ground continues to shift as the various 
players maneuver for tactical advantage: 


-- Akif Beki 

Kanal-7 news 

Sezer\'s comments yesterday amounted to a step back 

the formal decision completely in Parliament\'s hands. He 
predicted that the NSC is likely to strengthen GOTVs hands 
somewhat by underscoring the need to protect Turkey\'s 
national interests -- and that Parliament will pass the 
petition. 


-- Former ambassador to Washington Nuzhet Kandemir 
senior figure in right-of-center DYP 

that the NSC will not go beyond its January decision and will 
avoid pushing the GOT or Parliament in a specific direction 
thus leaving all the public responsibility for the decision 

in the GOT\'s and Parliament\'s (i.e. 

predicted that Parliament will approve the resolution. 


-- Hasan Cemal Guzel 

President Turgut Ozal and now a leading columnist for daily 
\"Tercuman\" 

nationalist MHP and a State Minister in the 1999-2002 Ecevit 
government 

legitimacy in separate discussions with us Feb. 26-27 and 
predicted that the resolution will pass. 

-- Sami Selcuk 

High Court of Appeals 

powerless to formally challenge a parliamentary \"decision\" -- 
as in this case on Iraq -- before the Constitutional Court. 
Nevertheless 

cautioned us Feb. 24 that 

by-laws or incorrectly applies them \"in any way\" 

will have grounds to take the decision to the Constitutional 
Court. 


-- Opposition CHP shares Sezer\'s Kemalist outlook and is 
committed to voting en bloc against the Government's draft 
resolution. Offering a representative view 

retired senior diplomat and now a CHP M.P. 

that he and his colleagues would not support \"America\'s dirty 
war\" against Iraq. He also expressed sympathy and support 
for the Arinc-led anti-war faction in AK. His public 

comments are more pointed than but not different from those 
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he and other senior CHPers 
Oymen and Inal Batu 

the past month. 


-- M.P.s in both AK and CHP do not appear to be motivated by 
any concern over a possible financial collapse in the event 

of ano vote. As reported ref B 

Serdengecti intimated to us that AK in particular does not 
appreciate how serious the situation is 

it can manage its way through without either the U.S. 
assistance or the IMF program. \"Their lack of awareness 
makes me very scared 


-- On the other hand 

Fethullah Gulen-connected (Islamist) ISHAD businessmen\'s 
association and well connected with Gul 

Turkish State and Government is fully aware of the economic 
considerations at stake 

by what it perceives as weak USG assurances that an 
independent Kurdish state will not emerge in a post-Saddam 
Iraq. According to Gunay 

conciliatory (pro-US) view 

hardliners in the military leadership 

Chief Buyukanit; and 2) FM Yasar Yakis 

traditionalist Turkish State suspicions of the U.S. 


4. (C) We will have to await the NSC decision 

evening of Feb. 28 

precision whether the March 1 debate will lead to a vote or a 
further postponement. As our contacts suggest 

driving the delay is 

Turkish State regarding USG intentions in northern Iraq; 2) 
the internal dynamics of the AK power struggle. 
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sensitivity 

purpose is not to found an independent Kurdistan. 
We have showed in the past that we could work in 
coordination with Turks. Even a minor 
intervention will cause clashes. Any intervention 
on any pretext will cause clashes. No one should 
think that we are bluffing.\" Zebari said that 
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there was nothing that required the Turkish army 
to enter the region 

care of anything needed in the region. He said 
there was no discrimination against Turcomans 
and that they were their co-citizens and 
partners. Talabani\'s spokesman 

expressed that they were against Turkish army 
penetration into the region 

whether or not they would enter Kirkuk 

said \"our forces will remain as part of Iraqvs 
forces.\" 


5. Milliyet/Turkiye: Turkish armed forces\' 
military build-up in the region continues. 

Military convoys carrying ammunition and military 
equipment from various towns are first destined 
for Cizre and Silopi townships. Three convoys -- 
consisting in total of 25 trucks 

TIR trucks carrying armored vehicles and 
artillery -- passed through Cizre yesterday. 
Preparations for a possible refugee influx into 
Turkey continue. It is said that 75 teachers will 
be assigned to tents to be set up for refugees 
on the Turkish side of the border. 


6. Milliyet: It is reported that the 

infrastructure improvement projects at Incirlik 

AB have been expedited 

of heavy-duty machines were seen digging a three 
meter deep pit in the size of a soccer field. It 

is said that the excavations were made for 
building new hangars. An increase in the number 
of tents at the site allocated for ONW soldiers 

was also reported. The number of \"giant tents V" 
increased to three during the weekend. It is said 
that these giant tents will be used as a 

revolving door by the US troops when the Turkish 
national Assembly authorizes deployment of US 
forces in Turkey. It is also reported that the 
ground where the US tankers are located has been 
hardened 

completed. 


7. Cumhuriyet: It is reported that the United 

States has asked the Turkish government to double 
the capacity of Incirlik AB or else build a new 

base similar to the one in Incirlik in Batman. In 
addition to the current issues and hot 
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developments in the region 

strategic talks are also taking place between the 
two governments. 

The US wants to use Turkey as a \"central logistic 
base\" for its plans to shape the Middle East and 
Caspian and Balkan triangle in the 21st century 
and therefore wants to use almost all Turkish 
ports and airports from which military aircraft 
could operate. It is reported that the US has 
made the following demands from the Turkish 
government. 

- Sign a new agreement for doubling the capacity 
of Incirlik AB. 

- If that doesn\'t work 

and the installations around the base. 

- During the use of airports and ports by the 
Turkish military 

warehouse space. Therefore we should work on a 
rental arrangement for the areas surrounding the 
bases. 

- We should also work on the railway and roads to 
facilitate our transportation. 

8. Bolge: As the possible war on Iraq 
approaches 

disclosed how they are going to provide for 
citizensY security. The people of Adana do not 
know what to do in the case of an attack by Iraq 
using weapons of mass destruction. Civil defense 
authorities said they had determined the type of 
precautions to be undertaken in case of an 

attack 

approval from the governor\'s office 

couldnt announce it to the public. 


9. Turkiye: A spokeswoman for the WomenVs 
Platform of the Human Rights Association\'s 
Diyarbakir chapter said the number of sexual- 
harassment and rape cases in Mardin has increased 
recently. She said a 12 year old girl was 

recently found to have been trafficked and 

serially raped 

investigation caused detention of many government 
officials 

Akdeniz 

guards in Mardin 

by her own family. A girl named Semsiye was also 
killed; her head was bashed in with stones 

having a forbidden love affair. 
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10. Evrensel: 2500 Petrol-Is Union members in 
Batman who did not receive their overtime pays 
for four months will go on strike today and press 
for 700 contracted workers whose contracts will 
end in March to be put on permanent payroll. The 
union\'s Batman chapter president 

Sozen 

800 billion ($620 thousand. 


11. Sabah: Adana mayor 

report 38 pieces of real estate and 583 

square meters of land in his statement to the tax 
office faces a court hearing on March 13. If 
Mayor Durak fails to persuade the jury about the 
shortcomings in his statement he will face an 
imprisonment term from 3 to 8 years and will be 
banned for life from public service. As a result 
of a tip-off 

investigation in 2001 and his file was submitted 
to Chief Public Prosecutor\'s Office of Adana. 
HOLTZ 
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shopkeepers are affected most from the 

preparations for the war because of stagnation in 
commerce because missile defense systems had been 
deployed behind Batmanvs industrial site. 


8. Cumhuriyet: While US preparations for the war 
on Iraq are intensified 

have already started to suffer. The oil tankers 
bringing oil from Northern Iraq to Turkey form 
long queues at the border. Tanker drivers claimed 
that 130 km trips required all of 10 days because 
of intensified traffic due to US convoys. In the 
meantime 

badly from the war are merchants 

because of the uncertainty added to the existing 
economic crises they have no customers and have 
closed their doors. 


9. Radikal: In addition to military equipment 
brought to the Iskenderun port under the 
modernization program 

Antares (Norwegian-flagged) unloaded 310 pieces 
of military equipment and 52 military vehicles. 
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Activities were also seen at warehouses rented by 
Americans. 


10. Milliyet: The Executive Board President of 
Adana\'s Environment and Consumer Protection 
Association 

Associations\' Representative for Adana 

Remzi Umit Akay 

would not only kill people but also damage the 
ecosystem because of the chemical weapons that 
would be used. Akay said that war was a crime 
and Turkey should not become a partner in this 
crime 

death in this war would feel that every bomb was 
thrown at their conscience. 


11. Bolge: The President of Mersin\'s Chamber of 
Maritime Trade 

because of its position 

to Asia 

of Mersin was the most important sea gate of the 
Eastern Mediterranean and Turkey. It was 
expressed that the tourism potential in Antalya 
should be carried over to the Mersin region and 
the maritime transportation between Antalya and 
Mersin should definitely be established. In order 
to enliven sea tourism in the province 
Lokmanoglu opined that the 500-yacht-capacity 
Mersin marina and 200-yacht-capacity Kumkuyu 
marina currently under construction should be 
completed as soon as possible. Lokmanoglu also 
said that in addition to its rich natural 

resources 

important for its proximity to other historical 

and tourist sites such as Kapadokya and Hatay. He 
added that fast ferryboat transportation between 
neighboring countries such as Lebanon 

Israel. 
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leaders expressed in their letter that Turkey 

aimed at diminishing the V'democratic government" 
formed in northern Iraq 

clashes with Turkish soldiers if Turkish soldiers 
came. 

In Erbil 

to oppose the presence of Turkish forces in 
northern Iraq. The Vice President of the IKDP 
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Group 

Turkey 

Kurds 

integrity of Iraq. We can provide our own 
security.\" 


5. A commission to improve relations between 
Turkey and BarzaniVs IKDP was formed by Iraqi 
opposition groups. Cuneyt Mengun from the 
Turcoman Front was also included in this 
committee. After the commission\'s meeting with 
Barzani 

Erbil was ordered stopped by Mesut Barzani. Sami 
Abdurrahman 

as afraid of threat by Saddam as afraid of 
Turkey. He said Saddam killed many Kurds 
Turkey would kill Kurdish people\'s ambitions and 
hopes. 


6. Hurriyet: Per the agreement between Turkey 
and the United States 

soldiers will be deployed in tent cities to be 

set up in Gaziantep 

Batman 

will come via Iskenderun port -- will be 
concentrated in Gaziantep and then dispersed to 
their stations via Sanliurfa highway 

eventually enter northern Iraq through the Habur 
border gate. It is reported that the US has 
promised financing for the resurfacing of the 
Gaziantep-Urfa highway after the conclusion of 
the war. 

The designated tent-city centers are: 1) 
Gaziantep airport and its adjacent area 
Malatya\'s Erhac airport and its adjacent area 
Diyarbakir airport and its adjacent area 

Mardin airport and its adjacent area 

airport and its adjacent area 

of Sirnak -- mainly to be used for soldiers who 
arriving by sea via Iskenderun. 


7. Milliyet/Hurriyet/Turkiye/Milli 
Gazete/Sabah/Radikal: 

A 48 

\"Capella\" docked at Iskenderun port yesterday but 
did not unload. After the Navy vessel 

ships named \"Gute\" and \"Rozana\" also approached 
the docks. The American Delegation rented a 52- 
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bed capacity 

Batman. Fifteen doctors in various specialties 
work at the hospital. The US delegation visited 
some of the doctors in their private offices 

too. 


8. Turkiye: An Antonov-124 Russian cargo plane 
brought Patriot missile ramps that will be 
installed at Diyarbakir and Batman airports. The 
teams who had come to Turkey for installing the 
Patriot missile systems will start work in the 
coming days. A military convoy of 40-50 vehicles 
carrying five heavy cannons (mortars) 
ambulances 

traveled from Adana to the southeast yesterday. 


9. Cumhuriyet: Teachers Union\'s Diyarbakir 
chapter president 

although the ratio of the schools constructed in 
the region increased progressively the number of 
students per classroom was still very high. He 
said there was an average of 60-70 students ina 
class 

teachers. Demirtas said 1200 teachers had been 
appointed to the region 

retirements and transfers there was still a big 
shortage of teachers 

had heating problems 

need for another 1200 school janitors. 


10. Hurriyet: 26 persons charged of raping a 12 
year old poor girl were arraigned in a secret 
session at the 1st Felony Court of Mardin. Two 
women who allegedly were involved in trafficking 
the girl were also charged. It is claimed that 

the girl recognized all the persons who allegedly 
raped her. The inmates apparently stated in their 
interrogations that they were wealthy 

and mature persons living in Mardin and 
Kiziltepe 

attempt to do such a thing. They claimed that 
they saw the girl at the court for the very first 
time 

tried to extort money from them by blackmail. The 
sub-governor\'s secretary -- who is one of those 
accused of having raped the girl -- defended 
himself saying that many people apply to his 
office for assistance 


Column 3 

couldn\'t help may have tried to take their 
revenge from him by such an accusation. The 
hearing was adjourned to an unspecified date. 


11. Milliyet/Turkiye/Sabah: Because of heavy 
rainfall in Reyhanli township of Hatay 

of water in the Asi River has swelled 

dramatically and villages are flooded. Tayfur 
Sokmen 

Karcancik villages are on stand-by for evacuation 
should the water level rise even further. 


12. Radikal: The Bush Administration has chosen 
Eric Edelman 

to become the new U.S. Ambassador to Ankara. 
Edelman 

Finland previously 

will take up his posting this summer 

SenateVs confirmation of his nomination. 
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behind the NSC\' after having failed to obtain solid 
guarantees from the U.S. Papers say that the U.S. has given 
Turkey no guarantees of blocking the establishment of a 
Kurdish state 

regarding the economic aid package. \"Vatan\" claims that the 
voting was delayed due to strong opposition among AKP 
deputies. Dailies expect 38 

troops deployed in Turkey to pass into northern Iraq 

the remaining 7 

Turkish troops will set up a 30 km security zone inside 
northern Iraq. Northern Iraqi Kurdish groups 

fact that Turkey and the U.S. are close to a compromise 
staged protest demonstrations against Turkey in Erbil. KDP 
leader Barzani reportedly said at the Iraqi opposition 
conference in Sulaimania that Turkey should not interfere in 
the Kurds\' internal affairs. Meanwhile 

a warning for Turkish citizens to leave Iraq in order to 

avert ‘likely risks Some NGOs and labor unions will stage 
a large rally against the war in Ankara on Saturday. 

Cyprus: UN Secretary General Annan 

suggested that Papadopoulos and Denktas take the third plan 
to a referendum on March 30 

to The Hague on March 10 to sign an agreement. Denktas 
rejected Annan\'s offer 

‘traps.\' \"Hurriyet\" believes that Annan 

the largest obstacle to a compromise 
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the Turkish Cypriot leader. Papers report that about 70 
Turkish Cypriots attended a rally against Denktas 
demonstrators carrying placards saying "Rescue us 
‘We are all Cypriots 

chance.V 


EDITORIAL OPINION: US-Turkey on Iraq 


\"There is a chance to delay the war 

Fehmi Koru suggested in Islamic-intellectual Yeni Safak 
(2/28): VEven the founding principles of the Turkish 
republic have been forgotten. Oddly enough 

the possibility of preventing a war during the Gulf crisis. 

. There is not much difference regarding the essential 
principles and sensitivities about the situation today and 
the 1990s. Yet | am still looking for an authorized 
representative who will stand up and ask the very basic 
question: What has Turkey got to do with somebody elseVs 
war? . The parliamentarians better listen to the warning of 
President Sezer very carefully and wait until international 
legitimacy has been ensured. The authorization debate at 
the parliament must be postponed until the next UN 
resolution. V 


\"The US weighs the importance of Turkey and the Kurds\" 
Sedat Ergin analyzed the reasons for the anti- Turkish 
sentiment among some Iraqi Kurdish groups in mass appeal 
Hurriyet (2/28): \"There are certain factors and reasons for 
the hostility 

1) the Barzani factor: The threatening 

remarks mostly come from KDP leader Barzani 

leader Talabani. This is explained by the fact Turkey\'s 
border are is under the control of Barzani. 

2) the psychological factor: Kurdish groups will be 
uncomfortable if the Turkish army enters northern Iraq. They 
will consider the presence of a colossal foreign military 

force -- around 40 

their aspirations for sovereignty. 

3) Domestic policy considerations: The Kurdish leaders 
might be trying to address the public at home by making 
threatening remarks against Turkey. 

4) the Turkey-US deal: The timing of the Kurdish threats 

is also very important. 

They came after details about the political and military 
agreements discussed by Turkey and the US were leaked to the 
press. It is clear that Kurdish leaders were disappointed by 


Column 3 

the guarantees given by the US to Turkey. 

5) the federation problem: Kurdish leaders might be 
disappointed by the references to a federation in the 
political agreement between Turkey and the US. Barzani was 
planning to form a federation on an ethnic basis in the post- 
war era. He may very well be disappointed to see the 
obstacles placed in front of his goal. 

6) the future of the peshmerges: Once the unified Iraqi 
army is formed 

dissolve their local forces. The Kurdish leaders must have 
been bothered by the fact that after the war the US is 
planning to take back the weapons distributed to the Kurds 
and by the fact that this operation will be carried out the 
observation of the Turks. The Iraqi Kurds are uneasy with 
the control mechanisms set up by Turkey. 

7) the deterrent effect of Turkish troops: The Turkish 

army says it will go into Northern Iraq for humanitarian 
activities. The Iraqi Kurds 

differently. They know that the Turkish army will be present 
in northern Iraq to avoid “undesirable developments.Y The 
presence of the Turkish army will restrict the movements of 
the Kurds and will block their aspirations for independence 
or for acquiring control of oil-rich regions. 

8) Turkey-US plan not compatible with Kurdish plans: The 
plans for a post-war Iraq designed by the US and Turkey are 
not compatible with the plans of the Iraqi Kurds. The Kurds 
will have to give up certain privileges they acquired during 
as a result of the power vacuum 

sovereignty status 

prefer that Saddam Hussein stays in power. 

9) Bargaining tool: It is possible that the Iraqi Kurds 

are deliberately aggravating the tension with Turkey in 
order to win more support from the US. They hope to change 
the balances in their favor after the war. 

10) Suspicions about US intentions: Just like Turkish 
decision-makers 

intentions in a post-war Iraq. They are afraid that the US 
will abandon the Kurds by giving major concessions to 
Turkey. 

11) The US needs the northern front and wants to increase 
its strategic cooperation with Turkey to topple Saddam 
Hussein. Thus 

more than the importance of the Kurdish groups in the eyes 
of the US. Nevertheless 

possibility that the situation might change after the war.\" 
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ordinary Nigerian. When asked about the Christian- 
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dominated South 

candidate 

Christian from the Southeast 

victory. While he recognized that religion worked against 
him in the South 

surmounted. 


3. (C) When Ambassador brought up the reported mid-January 
rapprochement between Buhari and Babangida 

palpably agitated. Buhari said he met Babangida in Sokoto 
where the traditional leader of all Nigerian Muslims 

Sultan of Sokoto 

Though the two supposedly parted on good terms 

still seemed miffed. Since Babangida had wronged him (the 
1985 coup and Buhari\'s nearly four-year incarceration) 
Buhari felt it was incumbent on Babangida to be contrite. 
Nonetheless and despite their troubled history 

expected IBB\'s public support. Buhari said 

not expect his former rival to help finance his campaign 
although he would be grateful if he did. 


4. (C) Buhari castigated President Obasanjo\'s handling of 
communal violence. Buhari said none of the recent 
outbreaks in Jos and Kaduna was large enough to warrant 
military intervention. The retired general gave three 

levels of police engagement before the government should 
consider using the army. First 

with batons 

the peace. If ineffective 

called. If neither prove effective in quelling violence 

then Mobile Police (MOPOL) 

and firepower 

up civilian police deployment should the military be 
summoned. Citing the 2001 massacres in Benue 

criticized Obasanjo for being too quick to \"use the 
sledgehammer\" of the military. Buhari said Nigeria needed 
an organized approach to containing communal violence and 
conflict. 


5. (C) Noting that communal strife is sometimes based in 
religious conflicts and expressing USG concerns over the 
politicization of religion 

statement attributed to him in which he called on Muslims 
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to vote only for Muslims. Showing agitation again 

called the attribution a misrepresentation then provided 
his version of what happened. Attending a book launch in 
Sokoto last April 

advent of British colonialism 

North. Even during British rule 

the North\'s legal fabric. Speaking in Hausa 

his Sokoto audience that under ShariVa 

stable and peaceful. Now that ShariVa had found its way 
back into the Nigerian legal system 

to vote for candidates who would uphold their traditional 
values. Buhari said a reporter 

neither spoke Hausa nor was present 

article published in \"This Day" on the book launch. 
According to Buhari 

asked why he said Buhari called on Muslims to vote only for 
Muslims the reporter replied the statement was what \"he 
thought (Buhari) meant.\" 


6. (C) Buhari said he had no interest in politicizing 
religion and that he wanted to avoid election-related 
violence. He was interested in signing an electoral Code 
of Conduct and he liked the idea of publicly condemning 
political violence in a joint statement with the other 
parties. Buhari thought the Independent Election 
Commission (INEC) should coordinate such a statement. 
(NOTE: In a published statement a week later 

on his supporters to eschew violence in the election 
campaigns. END NOTE.) 


7. (C) Turning to the economy 

lack of leadership. \"Despite receiving more revenue than 

any previous government 

argued. Buhari cited government waste and corruption as 
primary causes of Nigeria\'s economic woes. Expressing 
disgust with the Obasanjo Administration 

don\'t need 25 Ministers and 60 Advisers with 5-10 cars 

each. We are too wasteful.\" He then wondered how Obasanjo 
could justify such expenses when the GON \"cannot afford to 
pay soldiers and police.\" 


8. (C) Buhari said his Administration would immediately 
reform the GON. Ambassador noted that 80% of the GON\'s 
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budget in 2002 went to civil service salaries and 

maintaining the government. Sule Hamma responded by saying 
a Buhari government would monetize many of the entitlements 
going to senior civil servants. For example 

providing cars and drivers or residences and household 

staff for senior officials 

salaries. This would reduce administrative costs by 

reducing the number of GON employees and allowing the GON 
to function more cost efficiently. 


9. (C) Buhari said reforming the petroleum industry was 
also high on his list of priorities. He pointed to massive 
inefficiencies under the current government and questioned 
why refineries were idle and in disrepair. He wondered 
aloud whether official corruption had a hand in this 

asking if \"Abacha was once blamed for this 

responsible now?\" Buhari also questioned the slow 
development of Nigeria\'s natural gas fields 

Nigeria has no more trains today than it did in 1984. 
(COMMENT: This 


10. (C) On amore positive note 

and the Gulf of Guinea region could provide the United 
States with a more reliable supply of petroleum than the 
Persian Gulf States. In recognition of this potential 

hoped U.S. companies would share in the costs of increasing 
Nigeria\'s production capacity. 


11. (C) Asked how he would handle Nigeria\'s debt and 
issues of economic reform 

Obasanjo Administration\'s performance. The President had 
been completely ineffective in gaining relief for Nigeria\'s 
foreign debt 

forgotten the lessons of his term as military Head of State 
and was 

greater debt and insolvency. 


12. (C) Calling on the international community to help 
Nigeria with its debt 

help us 

holds less than USD 1 billion of Nigeria\'s USD 30 billion 
debt. Because of its small portfolio 
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other creditors was correspondingly slight. Moreover 

USG and more significant creditors would not take up 
Nigeria\'s cause until Nigeria clearly enacted reform. If 
Nigeria hoped to get relief 

reforms enhancing transparency 

increasing accountability. The GON would have to renew its 
formal arrangement with the IMF. 


13. (C) Buhari and Hamma reacted negatively to the 
prospect of another round of IMF negotiations. Hamma 
called the IMF\'s structural adjustment programs a \"policy 
of impoverishment.\" He remarked that the IMF based its 
advice on numbers cooked up in Washington and New York. He 
said the IMF should devise their programs for economic 
revitalization using case specific information and keeping 

in mind a particular country\'s political and socio-economic 
context. Buhari interjected that 

military Head of State 

recommendations to devalue the Naira nor attempted to 
liberalize the economy. Ambassador Jeter told Buhari that 
before granting any sort of relief 

require credible reform 

would lend credibility. Finally 

relief would only be possible if the GON demonstrated that 
the money saved would lead to poverty reduction among the 
rural and urban poor. 


14. (C) Buhari expressed misgivings about privatization. 
He was uncomfortable with the privatization of some state- 
owned enterprises. In all cases there was a need for 
competent regulatory agencies to prevent the \"drive for 
profit from wrecking the economy\" 

impoverishing the people. Buhari felt that 

good regulation would attract more capital than premature 
privatization. 


GON FINANCIAL WOES WILL LIMIT BUT NOT END FOREIGN 
DEPLOYMENTS 


15. (C) Turning to foreign policy 
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characterized Nigeria as the \"indispensable player in West 
African security" and expressed worry over the fate of an 
ECOWAS force in Cote d\'Ivoire that did not have Nigerian 
military support. Buhari asked that the USG V'understand 
the reality of the Nigerian economy.\" Calling Nigeria 
\"bankrupt\" 

expend resources on foreign ventures when there was so much 
work to be done at home. However 

\"absolutely necessary\" Nigeria would act to help insure 
sub-regional stability. 


16. (C) Buhari took pains to assure the Ambassador he had 
no intention of exploiting Nigeria\'s religious divide as an 
election issue. However 

to clear his name regarding the \"vote Muslim\" statement 
which will make his explanation seem like an election ploy. 
Convinced he has a lock on the Northern electorate 

hopes he can win by convincing Southerners that he is not a 
religious bigot 

However 

economy back on track appear out-dated and statist. 
BuhariVs reputation for fighting corruption is second to 

none in Nigeria. His antipathy for the IMF probably 
indicates an inability to work with that institution. 


17. (C) Overall 

prospects. Despite his claims to the contrary 
Southerners and Christians believe he is an instrument of 
the North. Many also find his staunch support for Sharia 
worrisome. While he did not come across as an extremist 
he will be portrayed as one by his opponents in the South. 
His reputation as a stern disciplinarian will prove a 
double-edged sword 

Nigeria is drifting without purpose but pushing those who 
believe that Nigeria has more freedom under Obasanjo 
despite the incumbentVs shortcomings. END COMMENT. 
JETER 
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AGAINST SADDAM AND INSISTS THAT IRAN PLAY A ROLE IN 
POST-CONFLICT RECONSTRUCTION. KHATAMI'S VISIT 
GENERATED LITTLE PRESS COVERAGE 


PARLIAMENTARY CHAMBER PRESIDENT CASINI AND THE POPE. 


SUMMARY. 


END 
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2. (C) MFA GULF AFFAIRS OFFICE DIRECTOR PROVIDED US LATE FEB. 

27 WITH AN ORAL SUMMARY OF THE OFFICIAL MESSAGE KHATAMI-FRERE 
HAD DELIVERED TO PM BERLUSCONI THE DAY BEFORE. IN ASKING FOR 
THE APPOINTMENT WITH BERLUSCONI 

THAT THE IRANIAN ENVOY WOULD BE BRINGING A MESSAGE FROM 
PRESIDENT KHATAMI. 


3. (C) PRESIDENT KHATAMI\'S MESSAGE INDICATED THAT: 


- IRAN WOULD BE AGREEABLE TO MILITARY ACTION TO DISARM 
SADDAM 
RESOLUTION. 


- HOWEVER 

STABILITY POSED BY DISARMAMENT ACCOMPLISHED VIA \"UNILATERAL 
ACTION.\" UNILATERAL ACTION WOULD NEITHER CREATE A MORE 
STABLE IRAQ NOR RENDER THE REGION MORE SECURE. 


- IF SADDAM'S DISARMAMENT OCCURRED UNDER THE AUSPICES OF THE 

UN 

ESPECIALLY REGARDING RECONSTRUCTION ACTIVITIES. SUCH 
CONFIDENTIAL 
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ACTIVITIES WOULD BE ABLE TO OCCUR IN A CLIMATE OF TRUST AND 
COOPERATION WITH NEIGHBORING COUNTRIES. 


- IRAN WAS AWARE OF THE U.S. NEED TO MAKE SURE SADDAM DID NOT 
POSE A FUTURE THREAT; BUT IRAN NEEDED A GUARANTEE THAT IT 
WOULD NOT BE EXCLUDED FROM POSTWAR SCENARIOS. 


4. (C) KHATAMI-FRERE ALSO INFORMED BERLUSCONI THAT HIS 
BROTHER PLANNED TO SEND VICE PRESIDENT NABAVEH(SP) TO BERLIN 
PARIS AND ANKARA NEXT WEEK TO CONSULT AND PRESS IRANVS VIEWS 
OF THE SITUATION. 


5. (U) THE OFFICIAL PRESS STATEMENT INDICATED THAT KHATAMI 
HAD ALSO CONVEYED AN INVITATION FOR BERLUSCONI TO VISIT 
TEHRAN. IT ALSO ELLIPTICALLY NOTED IRAN\'S HOPE THAT ITALYVS 
UPCOMING EU PRESIDENCY WOULD FURTHER IMPROVE IRANIAN-EU 
RELATIONS 


6. (SBU) KHATAMI STRESSED THE SAME ELEMENTS IN A SHORT 

MEETING WITH PARLIAMENTARY CHAMBER PRESIDENT CASINI FEB. 27 
EMPHASIZING IRANYS CONCERN OVER THE POTENTIAL OF UNILATERAL 
U.S. MILITARY ACTION TO DESTABILIZE THE BROADER REGION AND 
URGING A GREATER FOCUS ON THE POST-WAR SITUATION 

TO CASINIVS DIPLOMATIC ADVISOR. IN RESPONSE 

IRAN ΤΟ PURSUE A MODERATE LINE ON ANY POSSIBLE MILITARY 
ACTION; HE ALSO PRESSED KHATAMI TO STOP SUPPORTING HEZBOLLAH 
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AND SIMILAR TERROR GROUPS AND TO CURTAIL ITS NUCLEAR 
PROGRAMS. KHATAMI REPORTEDLY ALSO CALLED ON THE POPE FEB. 27. 
SEMBLER 


CONFIDENTIAL 
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succeeded merely in handing state-owned enterprises over to 
Obasanjo\'s political allies 

would focus on rebuilding Nigeria\'s social and physical 
infrastructure 

the bodies charged with combating corruption 

Independent Corrupt Practices Commission (ICPC) and the Code 
of Conduct Bureau and Tribunal 

support all bodies that were \"constitutional\" but felt that 

Nigeria had plenty of laws on the books to fight corruption; 

again 

top and impartial enforcement of existing laws. COMMENT: The 
constitutionality of the ICPC has survived all challenges to 

date 


4. (C) Buhari said he was interested in visiting the U.S. and 

key European countries during a to-be-determined 10-day period 
before the elections. DCM repeated the message he had given 
to Baba-Ahmed earlier; a visit would be welcome but reception 
at the highest levels was not possible. Buhari understood and 
said it was essential for Nigeria\'s most important partners to 

get to know and \"understand\" him. DCM concurred 

Buhari had a \"formidable\" reputation from his earlier stint as 
Head of State. \"Yes 

replied 


5. (C) Recommendation: That Buhari be received by A/S 
Kansteiner should the proposed trip take place. While other 
candidates may have been received at the DAS level 

a former Head of State and Obasanjo\'s only real opposition. 
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6. (C) Sule Yahaya Hamma was once Sani AbachaWs political 
counselor. Now 

organization. The campaign itself is yet to take off. Its 
principal had gone on the Hajj and just returned to Nigeria 
with a cold and without a voice. Notwithstanding this lack of 
domestic campaign activity by the candidate 

to believe that Buhari will win. 


7. (C) According to Hamma 

all 19 Northern states except Adamawa (VP Atiku Abubakar\'s 
turf) and will get at least 25% of the vote in Adamawa 

Ondo 

one other Southeast state 

states. Hamma counts on a heavy Northern voter turnout to 
produce the overall margin for victory. Hamma does not 
perceive a divide between Northern Muslims and Northern 
Christians 

suffered at the hands of the Obasanjo Administration for their 
regional identities. He claimed that neither Obasanjo nor 
Atiku understood the depth of antipathy toward the incumbent 
government. Hamma expressed concern 

ballot boxes and tallying votes in \"counting and collation 
centers\" would give the ruling PDP the means to rig (by 
switching ballot boxes). 


7. (C) We have not been able to confirm Hamma\'s allegation 
that INEC plans to establish \"counting and collation centers\" 
but would agree that offsite tallying increases the risk of 
fraud. Nonetheless 

\"you only rig where you are strong.\" Practically 

that one can inflate vote totals to enhance the margin of the 
candidate favored in a particular area. One risks unrest 
however 

whose voters know they overwhelmingly voted for the other 
contestant. Rigging to strength can have a net percentage 
effect of near zero nationally if practiced by all. This 
phenomenon explains why most international observers felt the 
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1999 presidential election 
sides 


8. (C) Although we cannot rule out a Buhari presidency 

does not seem highly likely. Incumbents have certain inherent 
advantages that challengers need energy and determination to 
overcome. In Nigeria 

far 

energy 

by most observers as significantly less than the resources 
Obasanjo and Atiku can marshal. Of course 

margins of the Hajj to raise money 

somewhat improved 

outspend him regardless. Meanwhile 

the starting blocks fully two weeks after the February 13 
Obasanjo/Atiku launch. 


9. (C) The rationale for a Washington meeting for Buhari has 
more to do with engaging his support base than with engaging 
him. Many Buhari supporters are deeply suspicious of the USG. 
Buhari has been a Mission contact for many years. It is in 

our interest now to engage with him at a senior Washington 

level 

him. History and the nature of BuhariVs base suggest that a 
Buhari presidency probably would not be as favorably inclined 
toward us as the Obasanjo Administration has been (or would 

be) 

on his supporters. Even if he loses 

remain substantial. Finally 

Buhari from meeting Andrew Natsios in Nigeria and hearing the 
USAID Administrator\'s message on the importance of non-violent 
elections. However 

violence in the upcoming elections were made by the Ambassador 
during a separate meeting with Buhari (Septel). 
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undertook a comprehensive review of the project. Company 
officials cited concerns over the availability of 

sufficient gas reserves to make the project economically 
viable. 


4. (SBU) Minister Fage admitted that the main problem lies 
in disappointment in some quarters over the lower-than- 
expected quantities of new 

reserves discovered thus far in the areas offshore Nova 
Scotia. Estimates of the recoverable portion of this gas 
field have been declining from the 1.2 trillion cubic feet 

of gas originally projected. EnCana\'s had initially hoped 
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to begin supplying gas to the U.S. northeast by 2006 
the company now has no idea of the new start-up date. 


5. (SBU) Despite the obvious bad news to Nova Scotia\'s 
developing energy sector 

industry observers that that EnCana\'s delay was primarily a 
business decision. The minister acknowledged that 
uncertainty over the size of the gas reserves was making 
Deep Panuke less attractive than EnCana\'s other investments 
elsewhere 

He also speculated that the company 

existence last year through a merger between PanCanadian 
and Alberta Energy Company 

priorities and moving those with a quicker return on 
investment to the top of the list. 


6. (SBU) Taking a long-term view 

in the industry who believe that Deep Panuke may follow the 
model of the Sable Island project 

languished in the doldrums for years before the discovery 

of new reserves and changing economic conditions propelled 
the project into the production phase. Just how long the 
delay will be for Deep Panuke 

depend on world energy prices. Equally important will be 
the results of EnCana\'s various exploratory drilling 

activities in the Nova Scotia offshore areas 

those of other companies determined to find economically- 
viable natural gas there. Fage said he expected that there 
will be 8-10 new exploratory wells this year 

total value of work commitments to the level of C$1.5 

billion. 


7. (SBU) COMMENT: While some of FageQs comments about Deep 
Panuke may reflect the provinceQs forced optimism 

overall prospects for the offshore energy sector in 

Atlantic Canada remain very strong. The Minister displayed 
eagerness to get the message across to senior USG officials 
that this region can play a vital role in producing secure 
long-term energy supplies for North America. Fage will be 
traveling to Houston and Washington in March 

attending the Offshore Technology Conference in Houston in 
May. CG offered to help arrange appointments for him with 
appropriate USG federal officials. The Minister promised 

to get back to us with his schedule. (END COMMENT) 
KASHKETT 
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the U.S. Energy Information Administration (eia.doe.gov 
under \"country analysis briefs\"). 


CELLUCCI 
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children for the purpose of updating school student contact 
list. 


- RSO is planning a visit to the Alternate Command site for 
the EAC members on Friday 


- Monthly radio checks will be coordinated by RSO through 
IPC. RSO and IPC will discuss current radio maintenance 
procedures and discuss alternative methods of radio 
maintenance. 


- RSO office will update the inventory of all Mission armored 
vehicles. 


- If war occurs 
transportation through GSO. 


- All Mission drills need to be reviewed and scheduled ASAP. 
-- Duck and cover 

and fire drills need to be scheduled immediately. 

-- The RSO should review all drills and make suggestions of 
drills that need to be urgently performed. 

-- Check date for last ENS and Radio check drills. 


- Embassy currently has a satellite phone and two Iridium 
phones available for use in case of emergencies. 


- RSO staff is carefully tracking demonstrations against 
American interests 


- Draw-down list should be reviewed and HR should review 
their preparedness for voluntary/ordered departures. 


- Town Hall meetings should be held on regular basis to 
include family members and FSNs 
town hall meetings for American communities. 


- Embassy community is reminded to review and familiarize 
itself with the Mission website including the Crime and 
Security Section. 


- Consular should consider some type of backup system for 
notifying the American community of emergency events 
primary system fail. 


- RSO/CLO are working on security awareness briefings for 
domestic employees. 


- RSO will review the Embassy access policy and suggest 
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changes/improvements to Country Team. 


- Tripwires requiring immediate EAC action: 
-- Significant Intel and surveillance reports. 
-- American kidnappings and increased violence directed at 
Amcits. 
-- C-12 aircraft mishap 
-- Delayed responses from Government Officials or local 
Law Enforcement in wake of hostile environment. 


4. Refs B and C detail EAC meetings 

assessments and preparedness. Ref D covers Security 
Management and Consular issues in detail 

Readiness and Post Communications including drills and 
off-site capability. Ref E 

section 900 was completed and sent to DS on 12/13/02. 


5. The Ambassador stressed that EAC members should fully 
review the EAP and be prepared for any contingency in the 
coming weeks given the possibility of U.S. action against 
Iraq. He underscored that the security of the Embassy and 
its personnel is his top priority. 

Palmer 
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as generally positive. 


4. According to Morales 

Vivanco\'s departure had raised Morales\'s concerns about 
over-broadening the commission\'s mandate to include crimes 
linked to private security forces. This new Portillo letter 

however 

on crimes linked to state agents. The Ambassador and Morales 
agreed that Vivanco\'s memorandum and Reed Brody\'s inclusion 
in upcoming negotiations were other positive developments. 
Morales said he is eager for Vivanco and Brody to come in 

March to push the GOG and the human rights community toward a 
consensus. 


Resource Request 


5. Morales said he appreciates the Embassy\'s moral support 

but that the PDH also needs resources in order to continue 
expanding its work. The Ambassador pledged to strengthen the 
PDH through USAID assistance 

assuming many of MINUGUA\'s functions in the coming years. 
Morales thanked the Ambassador and said the USG \"brings good 
luck\" to his institution. 


Security 
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6. The Ambassador asked if Morales had been receiving 
threats and Morales responded that he had not 

his auxiliary Ombudsmen had 

Huehuetenango 

and Morales talked about ways to improve the \"culture of 
lawfulness 

have cultural roots. Morales said threats reported by the 
human rights community have dropped off since public 
discussion of the CICIACS began in mid-January. The 
Ambassador said we will remain engaged on human rights 
workers\' security and asked Morales to let him know if the 
situation worsens. 


Press Coverage 


7. The Ambassador\'s brief session with the press following 
the meeting was widely documented and produced the following 
quotes in leading daily Prensa Libre: 


-CICIACS: It is an encouraging sign that the President 
responded to the Ombudsman and demonstrated his willingness 
to form a commission. 


-(Upon his return in March) We hope that (Vivanco) can obtain 
agreements quickly. It is because of this dialogue that we 
have reason to be cautiously positive. 


-Decertification: We have seen improvement 

still much work to be done. What we see as important is that 
all the institutions involved are ready to cooperate. It is 
probable that the government will form a commission devoted 
to this topic. It is difficult to talk about advance steps 

at this time; we will probably review the counternarcotics 
efforts in September. 


Comment 


8. Morales was more optimistic than we expected about the 
GOG response and Vivanco\'s mission. He will be an important 
ally in our efforts to moderate NGO skepticism so as to 

prevent the \"perfect from becoming enemy to the good\" on 
CICIACS. End Comment. 
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investigated\" by the police 
internal ANPP feud. Police deny initial press reports that 
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the case was being treated as an armed robbery gone bad 
although they have not ruled out that possibility. ANPP has 
publicly offered 2 million naira for information on the 

culprit; the police have a similar reward of 100 

Uche defected from the PDP in 2002 and was the immediate 
past Commissioner for Lands 

Udenwa\'s government. His wife and brother reportedly were 
\"shot at but not hit\" the day after Uche was attacked. 


4. (C) COMMENT: Not all this violence is directly tied to 
elections and electoral politics. The fighting in Warri has 
more to do with a struggle between two local power brokers. 
END COMMENT. 


5. (SBU) There have been at least two other meetings between 
representatives of the majority of new parties since Ref B 
but with no resolution. Dr. Alex Ekwueme 

candidate and one of the only people most feel would have a 
chance against Obasanjo 

willing to leave the PDP. Ekwueme continues to fight the 
PDP\'s nomination of Obasanjo in court 

original suit was thrown out on a technicality. Chief Gani 
Fawehinmi 

press about the possibility of his taking on the role of 
coalition candidate 

27 there has been no public backing of his candidature by 
the other parties. Gani\'s best chance to get the nod is 

that 

recognition value countrywide of any possible coalition 
candidates. 


6. (C) As noted in Ref B 

support Obasanjo. Numerous \"secret\" meetings have been held 
between Obasanjo\'s camp and that of various factions within 

the AD. Some factions within the party are still holding 

out against the alliance and have railed against the party 
leadership for not choosing their own candidate before the 

INEC presidential deadline February 21. The decision is 
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dragging out and any indication from the PDP that they will 
contest against incumbent AD governors could limit the level 
of support the AD party structure is able to offer to 
Obasanjo. 


7. (C) The National ID Card registration period has started 
with many of the same problems seen during the voter 
registration process. After the scheduled two weeks 

reported 24 million people have been registered 

program has already been extended for an additional two 
weeks. The process has been marred by numerous stumbling 
blocks: limitations on the computerized photograph storage 

to 500 pictures at a time 

selling of cards 

lack of pay 

problems in some Muslim communities with women not willing 
to remove facial coverings for pictures 

belief that the traditional henna painting of fingertips 
precludes taking thumbprints. A suit has been filed over 

the process 

of 18 rather than 10 years and up as required by the 
implementing legislation. 


8. (C) COMMENT: The National ID Card is unlikely to provide 
results any more accurate or reliable than the discredited 
voter registration process a few months ago. Besides people 
being turned away from registration for not knowing their 
blood type or having fingers roughened from labor in the 
fields or even having an anglicized surname 

be some public resistance to the program that will likely 
skew results further. That said 

years and hundreds of millions of dollars to begin this 
National I.D. Card program 

accepted throughout Nigeria 

traditionally viewed this exercise as a way of undercounting 
Northern Nigerians and thereby diminishing their influence 
and resource entitlement in Nigeria. 

END COMMENT. 
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9. (U) International 

man in Jigawa State being sentenced by a Sharia court to a 
cross amputation (right hand and left leg) for stealing. 
Haruna Mohammed 

stealing 86 

days to appeal the sentence. His lawyers appealed the 
following day. We have not been able to independently 
confirm this sentence. 


10. (SBU) In a follow-up to an event reported in the Human 
Rights Report for the last two years 

Government has filed charges against a traditional ruler and 
6 others for actions during the riots in Kaduna in October 
2001. Alhaji Ahmadu Mohammed Yakubu 

will be tried on a count of \"inciting disturbance 

the others are being indicted on heavier counts of criminal 
conspiracy 

JETER 
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carried a full-page story: \"Effects of a War against Iraq 
will be Less Dramatic for Honduras\": 


The Honduran Private Council for Business 

Industry Chamber of Commerce and the Forum for the 
Strengthening of Democracy hosted a conference with Giovanni 
Reyes 

Cooperation for the Latin American System. He was invited to 
speak on V'Economic Capacity for Central America to prosper 
by liberalized trade during a possible war\". 


VI don\'t think that the same economic problems will arise 
because of a war as occurred after September 1 1 
circumstances are different. And it will also benefit the 
regional economy 

out 

soon as possible\". 


YI do not discount that this conflict could have an impact 

on the commercial value of Central American products -- that 
is why farmers and governments should plan to export less 
bulk coffee and switch the industry to processed coffee 
because it offers added value. 


Column 3 


2. Also in daily \"La Prensa\"- 2/18 

columnist Gloria Leticia Pineda: \"War and Peace\": After 
receiving a lot of e-mails 

wouldn\'t be as fanatically opposed as they are now if a 
country other than the U.S. was the one calling for war- Why 
do they have such sympathy and consideration for Saddam 
Hussein? There are sincere people that seek peace to avoid 
harm to people 

hypocrites pretending that they are neutral. There are many 
people in America and Europe who are opposed for acceptable 
reasons 

United States and would like to see it on its knees. But 

what do Honduras and the world gain with a United States on 
its knees? History has not taught us anything: there were 

no seriously coordinated efforts to stop Hitler and the 

world paid a high price in blood. 


\"The dream of peace is not an easy thing to achieve. A 
Syrian runs the presidency of the United Nations Council. 
Libyan has a high position as the leader of the committee on 
VDefense of Human Rights. These nations do not view the 
U.S neutrally; both Syria and Libya are under suspicion of 
being terrorist countries. Besides 

educated man such as Alejandro | (King) 

States wont leave its military forces to die of illness as 
Napoleon did to his eighty thousands soldiers. Already U.S. 
medical doctors have been sent to the war zone. Only a 
miracle can stop this war. Pray for it. 


3. TV talk show \"Frente a Frente\" 2/25 - Renato Alvarez 
director and anchor 

Narcis Serra 

Minister of Defense and the former Vice President of Spain 
during the administration of Felipe Gonzales 

Secretary of State Powell as saying made recently during his 


SIPDIS 

trip to Asia that with or without the United Nation\'s 

blessing 

commented: \"The Spanish government\'s recent decision to 
support the U.S. in an invasion of Iraq is only the 
government's position not that of the Spanish people. They 
have held strikes 


\"Without any doubt Saddam Hussein has to be disarmed - 
because we cannot allow a country that invaded Kuwait and 
prosecuted a bloody war with Iran resulting in thousands and 
thousands of victims. This country must not have 
destructive and dangerous weapons 

great number of Iraq\'s military weapons were destroyed 
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since then more weapons have been deactivated and destroyed. 
Why not continue with an inspection system that guarantees 

the international world that this problem is under control 

without declaring a war 

civilian and military casualties 

feeling of humiliation that the Islam world feels toward the 

U.S. Why not continue with a method that maintains this 
country under control without a war. 


4. Another \"Frente a Frente\" talk show invited Ambassador 
Rafael Leiva Vivas 

the Ministry of Foreign Affairs 

university professor of International Relations 

and evaluate a possible U.S. and Iraqi conflict. 


After both commentators discussed historical issues of past 
wars and conflict 

between the U.S. and Iraq based in many respects on articles 
provided by PAS to both the invitees and the journalist. 
Rafael Leiva Vivas commented that the U.S has the right of 
self-defense as it is established under the rules of the 

United Nations because they were attacked by terrorists. 


5. Many other TV and Radio stations also have used the 
Washington File as supporting documents when they have 
commented on the conflict or when they have invited experts 
to talk about the U.S. and its allies. 
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United States to be surprised by the fact that health care 
education and cultural services would be largely absent from 
the Canadian offer. 


3. (SBU) EconCouns subsequently discussed Canada\'s views on 
modalities with Multilateral Trade Deputy Director Allison 

Young on February 28. Young said she had checked with the 
Canadian delegation in Geneva that morning 

though only Bulgaria was still raising concerns about the 
Chairman\'s text on modalities. She said Canada hopes the 
modalities will be accepted at next weekVs special session of 

the Negotiating Group on Services and is ready to work toward 
that end. 


4. (SBU) Neither Young nor Vinet had any particular comments 
on the U.S. request 

healthcare services had not been included. 

CELLUCCI 
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trafficked persons 


--D. Canada is a western 

strongly promotes women\'s participation in economic and 
political decision-making 

children in school. 


--E. The GOC has implemented programs aimed directly or 
indirectly at preventing trafficking into Canada. For 

example 

strategic transit points throughout the world to deter the 

illicit transit of migrants to Canada. Canada recently 
adapted a \"one person 

believes 

Canada\'s previous policy 

passports of adults and a photograph of the child was not 
required. Under the new policy all Canadian passports must 
include a photo of the holder 

own passports. The GOC also seeks to stop the spread of 
trafficking in developing countries by funding initiatives 
proposed by the Canadian International Development Agency 
(CIDA - equivalent to the U.S. Agency for International 
Development). (See 17-! below) 

--F. The GOC supports NGO\'s 

elements of civil society concerned with the issue of 
trafficking 

conferences. SWC supports community-based action to address 
trafficking by providing funding for educational forums. 


--G. The government adequately monitors the borders 
Canada is a large country with thousands of miles of 
coastline 

difficult to prevent. There were two instances in recent 

years when boats were discovered trying to smuggle trafficked 
persons from China into British Columbia. The movements of 
known immigrants into Canada are monitored by CIC through a 
databank. 

--H. The GCC set up an interagency working group in 1998 
initially for the purpose of consulting on the UN Convention 

on Transnational Organized Crime and related protocols (the 
Convention and two related protocols were ratified by Canada 
on May 14 

some of the domestic issues and challenges in respect to 
trafficking in persons. The International Crime and 

Terrorism Division in DIFAITYs Global Affairs Bureau leads 
this group. Other agencies represented are SWC 

HRDC 

(See above 

coordinating national efforts to combat trafficking in 

persons. 
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The federal government does not have a national 
anti-trafficking or public corruption task force. There have 
been several joint task forces of federal 

local authorities that have focused on trafficking rings in 
specific areas for a limited period of time. For example 
Operation Trade in Toronto was a massive 

investigation of traffickers who had purchased young women in 
Thailand 

work as sex slaves. In Montreal 

established a task force which focuses 

growing problem of juveniles being coerced into the sex 
trade. 


--|. CIDA is providing funding for programs which seek to 

stop the sexual and labor exploitation of children in 

developing countries 

in Africa; Nicaragua and Peru in Latin America; and Haiti in 

the Caribbean. Through the South East Asian Fund for 
Institutional and Legal Development (SEAFILD) 

supporting the Illegal Labour Movements: Trafficking in Women 
and Children project addressing trafficking in the Mekong 

delta area. SEAFILD also funds the Support for the 
Development of Protocols for Repatriation of Trafficked Women 
and Children Project 

Exploitation (FACE) in Thailand 


Other federal agencies provide funding to international 
organizations to assist in combating trafficking. CIC 
example 

Organization for Migration (IOM) to assist in a case study on 
migrant trafficking originating in Nicaragua. DIFAITYs Human 
Security Program recently made a grant of C$200 

Latin American NGO 

Honduran street children at risk of falling victim to human 
traffickers. A portion of this grant will be used for the 
voluntary repatriation to Honduras of approximately 100 
juveniles who had been transported to Canada by drug 
trafficking gangs and forced to work as street dealers. 


--J. Canada does not have a national action plan to address 
trafficking in persons. 


--K. The interagency working group on trafficking (see 17-H) 
is responsible for developing government anti-trafficking 
programs. 


Paragraph 18. Investigation and Prosecution of Traffickers: 
--A. The Immigration and Refugee Protection Act (Bill C-11) 
was passed by Parliament and signed into law by the Governor 
General in 2001. The Act entered into force June 11 


Column 3 

when regulations to implement the Act were finalized. 
While there have been no prosecutions under C-11 to date 
significance of the bill is that 

is in place in Canada specifically prohibiting and punishing 
trafficking in persons. In Part 3 

Enforcement 


118. (1) No person shall knowingly organize the coming 
into Canada of one or more persons by means of abduction 
fraud 

118. (2) For the purpose of subsection (1) 

\"organize\" 
recruitment or transportation and 
Canada 

119. A person shall not disembark a person or group 
of persons at sea for the purpose of inducing 
abetting them to come into Canada in contravention of this 
Act. 


--B. The potential penalties for trafficking in persons are 
set out in Paragraphs 120 and 121 of the Act. They state: 


120. A person who contravenes section 118 or 119 is 
guilty of an offence and liable on conviction by way of 
indictment to a fine of not more than $1 
imprisonment 

121. (1) The court in determining the penalty to be 
imposed under subsection 117 (2) or (3) or section 120 
take into account whether (a) grievous bodily harm or death 
occurred during the commission of the offence; (b) the 
commission of the offence was for the benefit of 
direction of or in association with a criminal organization; 
(c) the commission of the offence was for profit 
not any profit was realized; and (d) a person was subjected 
to humiliating or degrading treatment 
to work or health conditions or sexual exploitation as a 
result of the commission of the offence. 


--C. The penalty for sexual assault is up to 10 years 
imprisonment. The penalty for sexual assault using a weapon 
threats against a third person 

is up to 14 years imprisonment. The penalty for aggravated 
sexual assault is up to life imprisonment. 


--D. No cases have been prosecuted under the new 
anti-trafficking provisions in the short period since they 

took effect. The government has prosecuted and even convicted 
a few human traffickers and smugglers for related offenses 

but penalties imposed have been minimal. For example 

Toronto prosecution brought as part of the Operation Trade 
investigation 
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mastermind of a sex slave operation to less than two years of 
house arrest. This situation is likely to change as law 
enforcement officers and prosecutors become more 
knowledgeable about investigating and prosecuting cases under 
the new anti-trafficking law. 


--E. Reports show that traffickers operate at all levels - 

as freelancers 

international organized crime syndicates. Marriage brokers 
sometimes serve as a front for traffickers. Government 
officials are not involved in trafficking. 


--F. The government actively uses modern anti-crime methods 
to investigate cases of trafficking 

not been a sustained focus on preventing or prosecuting 
trafficking in persons. After the new anti-trafficking law 

took effect 

trafficking on a nation-wide basis. 


--G. In the past the government has not provided specialized 
training for government officials in the investigation and 
prosecution of trafficking 

the new anti-trafficking law it now plans to provide such 
training. 


--H. The GOC cooperates with other governments in 
investigating and prosecuting trafficking 

hoc basis. Canadian and U.S. law enforcement authorities 
have cooperated on cases in the past 

investigation into smuggling from China through Toronto and 
on to New York City that resulted in the arrest of 11 people 
in Canada and 30 in the U.S. 


-|. The GOC has rarely (if ever) extradited human 
traffickers to other countries because Canada did not have a 
law against trafficking in humans. With the implementation of 
the new anti-trafficking law 

extradite traffickers. 


--J. There is no evidence of government involvement in or 
tolerance of trafficking at any level. 


—-K. N/A 


--L. Canada ratified ILO Convention 182 in 2000. Canada 
signed the Sale of Children Protocol supplementing the Rights 
of the Child Convention in 2001. In 2002 

Convention on Transnational Organized Crime 

Optional Protocol to Prevent 

Trafficking in Persons 

the Optional Protocol against the Smuggling of Migrants by 
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Land 


Paragraph 19. Protection and Assistance to Victims: 


--A. There are a number of programs and services in Canada 
that can assist trafficking victims 

specifically aimed at such victims. These include health 

care 

victims are eligible to apply for permanent residence status 

in Canada under humanitarian/compassionate provisions of 
Canadian immigration law. In addition 

can make claims for Convention refugee status. The Canadian 
Immigration and Refugee Board introduced Gender-Related 
Persecution Guidelines in 1993 that may be relevant to some 
trafficking cases. The new Immigration Act (Bill C-11) states 
that the best interests of the child may be considered in the 
context of applications for permanent residence on 
humanitarian and compassionate grounds and certain decisions 
taken by the Immigration Appeals Division. 


--B. The federal government does not provide funding or 
other support to NGOVs for service to victims. Services and 
assistance for crime victims are normally a provincial 

matter. Victims of trafficking are eligible to apply for 
assistance from victims\' assistance funds maintained by the 
provincial governments. Many victims are eligible for refugee 
status 

aware of and can exploit this fact. 


--C. Victims of trafficking may be detained 

deported. This is a source of frustration for federal and 
provincial authorities who need to obtain the assistance of 
victims in prosecuting traffickers. Many police and 
immigration officers view foreign prostitutes brought into 
Canada by traffickers as illegal immigrants and petty 
criminals 

beginning to change 

education. 


--D. The government sometimes encourages victims to assist 
in the investigation and prosecution of trafficking 

is a difficult task. Victims often come from countries where 

the police are corrupt and dangerous and may even be part of 
the trafficking network. In addition 

English or French or understand their rights or what the 

police want from them. Victims are therefore often reluctant 

to cooperate with the police in a prosecution. 


A victim who is a material witness against a trafficker is 
permitted to obtain a humanitarian and compassionate visa to 
remain in Canada 
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Under Canada\'s Criminal Code and victims\' compensation 
programs at different jurisdictional levels 

trafficking can obtain damages for injuries suffered. In 
addition 

recently enacted legislation giving those provinces the power 
to sue pimps and other sexual exploiters of children in order 
to recover the cost of treating their victims. 


--E. Protection for trafficking victims is available 

it is anew concept. Such protection is needed 

gangs and organized crime groups that frequently resort to 
violence and intimidation are heavily involved in human 
trafficking. Many law enforcement officers do not view 
foreign prostitutes or illegal workers as victims of 
traffickers 

require additional protection from organized crime. 


--F. Government officials do not receive specialized 
training for providing assistance to victims of trafficking. 


--G. As there are few if any Canadian victims of trafficking 
repatriated to Canada 
provide assistance to such persons. 


--H. The following NGO\'s work with trafficking victims in 
Canada: 

- The Coalition Against Trafficking in Women (Vancouver 

- The Global Alliance Against Trafficking in Women (Victoria 
BC) 

- Philippine Women Center (Vancouver 

- Kid Friendly Society of British Society (West Vancouver 

- Multicultural History Society of Ontario (Toronto 

- Toronto Network Against Trafficking in Women (Toronto 

- Metro Toronto Chinese and Southeast Asian Legal Clinic 
(Toronto 

- Save the Children Canada (Vancouver 

- Kelowna Women\'s Resource Center Society (Kelowna 

- Prostitution Alternatives Counseling and Education Society 
(Vancouver 

- Federation Des Femmes Du Quebec (Montreal 

- Alberta Association of Sexual Assault Centers (Calgary 

- Prostitutes Empowerment 

(Victoria 

- Saskatoon Communities for Children Inc. (Saskatoon 

- Passages Women\'s Shelter (Montreal 

- Migrant Agricultural Workers Support Centre (Leamington 
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3. (SBU) The Export Development Corporation 

said that they are \"not that strongly contemplating\" a firm 
decision to take private corporations off cover and are not 
planning to put anything in writing. He added that he 
believes 

draw a line in the sand that continues for an indefinite 
period. \"Actions speak 

anything publicly. EDC believes the next step is the letter 
to President Megawati 

that. 


4. (SBU) Comment: Today\'s conversations in Ottawa confirm 
the view (Ref B) that GOC action and decision making on this 
issue are driven by the Canadian Embassy in Jakarta. EDC 
does not have a presence in Jakarta and DFAIT appears to be 
relying on the Ambassadon\'s judgment. EDC 

a private company 

proprietary matters that would be expected of a banker 

talking about a client. There seems to be a strong 

inclination on the part of the GOC to await the response to 

the joint letter to Megawati before moving on to other steps. 
End comment. 
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area of Women and Democracy 

advocacy 

office 

We plan to continue our training program for women through 
the forthcoming parliamentary elections of 2003. Finally 
the area of civic education 

translation of a civic education textbook that the Ministry 
of Education plans to use in an upcoming pilot project in 
Jordanian schools. 


In October the Post sponsored a conference for civic 
education activists from a dozen Arab countries 

Jordan 

strengthening civic education in schools and universities 
throughout the Arab world. 


Public Affairs and USAID plan on signing a PASA agreement 
funding human rights and democracy activities in coordination 
with an interagency committee at Post. 


ii. USAID Programs 
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USAID programs address human rights issues by promoting a 
transparent 

good governance 

institutions. 


The good governance program 

aimed at improving the ability of Jordanians to influence 
public policy. The program focuses on 

establishing E-government and judicial reform. The budget 
for good governance programs in 2002 exceeded 4 million USD. 
USAID programs work to increase the advocacy ability of 
business associations and NGOs. USAID provides technical 
assistance to private sector and civil society 

large part on women\'s business groups and organizations) 
which seek to participate in public policy making. The 2002 
budget for these programs was approximately 400 


Throughout its 2002 programs USAID supported women in areas 
such as economic participation (1 

health care (12 

(1 

C. Human Rights Reporting 


In addition to the annual Human Rights Report and 
International Religious Freedom Report 
reports human rights developments via the political and 
public diplomacy sections. During the year 
developments in specific cases 
conviction in the State Security Court and subsequent pardon 
and general developments in areas such as honor killings and 
improved labor conditions at the Qualifying Industrial Zones. 
For more information on these and other cases 
our annual Human Rights Report. 


GNEHM 
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more than two months behind Jordan\'s normal budget calendar 
delayed by the difficulty the GOJ faced in compressing 
expenditure growth and finding new sources of income given 
weakness in revenue growth. The budget will likely meet the 
deficit targets agreed with the IMF in the May 2002 stand-by 
program (an IMF team is currently in town). That Marto was 
able to announce a budget that meets the IMF targets despite 
the intense pressures currently on Jordan is a demonstration 

of the government\'s ongoing commitment to sound economic 


policy. 


3. (sbu) The main features of the budget 
summarized in the table at the end of this report 
follows. 
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4. (sbu) An increase in the overall deficit to JD316 

million from JD259 million in 2002. As a share of GDP 
represents an increase to 4.3% from 3.8%. An increase is 
however 

(allowing for differences in Jordanian and IMF accounting). 
After taking into account rescheduling of JD100 million of 
debt service by Paris Club and other creditors 

government will need to borrow an additional net JD216 
million 

expects to raise the bulk of this by issuing government 
securities in domestic markets. The GOJ will also welcome 
new concessional foreign debt (e.g. PL 480 food loans) that 
helps finance budgetary expenditure. 


5. (sbu) Total expenditure increases by JD157 million to 
JD2 

total will fall as a share of GDP from 34 percent to 33 
percent according to Finance Ministry projections. This 
means another year of increasingly painful austerity for GOJ 
ministries and agencies. Of total spending 

JD2 

the government has little discretion (salaries 

supplies 

military and security budgets receive the bulk of the 
increase in discretionary spending 

increase in military and security service salaries ordered by 
King Abdullah during 2002. The education and health 
ministries also receive significant increases (see Table II 
below). The remaining JD502 million is planned for capital 
spending on roads 

other government buildings. As was also the case last year 
the total includes JD70 million (1% of GDP) in 
still-to-be-identified cuts in ministriesY budgets. 


6. (sbu) Anticipated domestic revenue from tax and non-tax 
sources represents 2596 of GDP in 2003 

This is up from JD1 

share of GDP. Tax revenues are slated to rise by 7.296 after 
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stagnating in 2002 due to a fall off in customs and General 
Sales Tax (GST)revenues. In 2003 

by JD11 million to JD690 million. Tax increases will also 
have to compensate for an expected decrease in the 
governmentVs so-called \"oil surplus\" (the difference between 
what the GOJ pays Iraq and what it receives from selling the 
oil to the refinery company) due to higher global energy 
prices. 


7. (c) Marto\'s public presentation did not provide detail 

on how an increase in tax receipts would be accomplished. In 
a private meeting 

the measures agreed within the government are 1) an increase 
in the basic GST rate from 13% to 15% and in the lower GST 
rate from 2% to 5% that would raise JD30 million in new 
revenue 

products that would raise JD40-50 million (although prices 

for some products would remain below OECD averages) 
imposing a 5% tax on interest income 

income withholding tax on imported goods that will improve 
efficiency of income tax collection. Marto said the 

government had agreed 

these measures between March and July 2003. All of them 
generated hot debate within the government 

the principle of increasing taxation of upper and middle 
income groups and minimizing the impact of new measures on 
the poor had been accepted 

influence of the business community on the KingYs economic 
thinking. 


8. (sbu) The final major budget element is foreign grants 
for which the budget stipulates an increase to JD322 million 
from JD278 million received in 2002. This amount includes 
approximately JD70 million ($100 million) in 
still-to-be-identified foreign grants. Marto told the 
Ambassador that a portion of the identified grants -- 
approximately JD57 million -- will be used to finance Social 
and Economic Transformation Plan (SETP) spending also 
included on the expenditure side of the budget. This will be 
supplemented by JD55 million in SETP grants received in 2002 
but not yet spent 

JD112 million. Any additional SETP spending would be 
financed by additional grants received above the JD322 
million. 


OBSERVATIONS 
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9. (C) Following are embassy observations about the budget 
informed by our conversations with Marto 
Mohammed Abu Hammour 


-- Despite the \"emergency\" label 

budget. It does not take into account expected revenue 
losses (including of the oil surplus) and expenditure 
increases consequent to a military conflict with lraq. 

Rather 

difficult year with or without a war. If there is a war 

Marto will count on extraordinary U.S. assistance to make up 
for budget shortfalls 

Washington. 


-- The budgets achievability depends on the observer\'s 
confidence in the governments ability to impose additional 
spending cuts (at least the JD70 million figured into the 

deficit) and revenue measures over the course of the year 

well as to raise $100 million in so far unidentified foreign 
grants. Past performance gives a measure of confidence (see 
reftel for the heroic measures taken to bring the 2002 

deficit within striking distance of the IMF target). As in 

the past 

infrastructure will likely bear the brunt of cuts. 


- However 

surrounding a conflict with Iraq and the slowness of progress 
on the Palestinian issue -- plus the years of fiscal 

restraint the country has already endured -- the political 
difficulty of tough decisions (which may be equivalent to at 
least 2-396 of GDP) is likely much more intense than in past 
years. Parliamentary elections by summer will bring 
increased pressures from political leaders for fiscal 
generosity 

make austerity even harder to bear. 

-- The budget does not make bold structural changes: it\'s 
business as usual on both the revenue and expenditure sides. 
On revenues 

growth. In 2002 

revenue 

that was not reflected in greater consumption (see Table IV). 
Greater utilization of direct income taxation to supplement 
the GST (which the minister prefers as being relatively easy 
and inexpensive to administer) could provide greater 
stability and diversification in the tax system 

help make the tax structure more progressive. On 
expenditures 

over-generous military pension system (the length of service 
requirement has been extended) 
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make this system less generous and thereby decrease its 
disincentives to employment and productive use of resources. 


-- Recurring expenditures under SETP projects are not yet 
a budgetary issue 

far 

projects (about JD40-50 million in 2002). But an increase in 
recurring expenditures in future years underscores the need 
for a more fundamental approach to revenue and expenditure 
reform. 


-- The budget does not include spending on critical 
infrastructure projects 

Samra power plant project 

pipeline 

government hopes that these will be financed by the private 
sector through \"build-own-operate\" arrangements. The 
government is likely however to be under considerable 
pressure to provide financial guarantees for these projects 
which would increase its sovereign debt levels. 


10. (c) Inthe end 

exercise given the overwhelming impact a military conflict 
would have on JordanVs finances. It serves 

highlight the fiscal pressures on the government as well as 
the need for structural changes in revenues and expenditures 
in order to put the governmentVs finances on a sustainable 
track. Emergency assistance provided by the U.S. or other 
countries to help Jordan adjust to a conflict should provide 
opportunities to leverage such changes. Our bottom line is 
that the King\'s and governments support for the sound 
economic policies supported by the IMF remains intact 
that this commitment is likely to be tested in 2003 as never 
before. 


11. (c) The budget also serves to highlight the political 
pressures on the finance minister. Marto confidentially and 
frankly described the growing fatigue with fiscal discipline 
he perceives on the part of the King 

other ministers. We believe the King continues to value his 
service 

only criticism of Marto from the vast majority of his other 
economic and political advisers. The alternative to Marto is 
a less experienced minister who would be picked for his 
readiness to spend and take on new debts. We can help to the 
extent that we find ways to counterbalance the pressures on 
Marto by expressing support for him and his policies. 
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TABLE | 
Jordan\'s 2003 Budget: Basic Features 


(JD millions) 


2003 2002 2001 
budget estimate actual 
Revenues 1803 1752 1719 
Domestic Revenue 1764 1680 1638 
Tax Revenues 1074 1000 996 
Non-Tax Revenues 690 679 642 
Other Revenues 39 73 81 


Foreign Grants 322 278 249 
Current Expenditures 1939 1852 1789 
Current spending 1799 1660 1568 

(non-interest) 
Interest Payments 210 192 220 
Unidentified cuts -70 Ë š 


Capital Spending 502 437 404 


Balance -316 -259 -224 


Rescheduled Interest 100 75 69 
Borrowing need -216 -184 -156 


Note: GDP 7350 6780 6260 


TABLE Il 
CURRENT EXPENDITURE BY MINISTRY/GOVT. DEPARTMENT 


(JD millions) 
2003 2002 
Budget Est. 
Royal Court 23 21 


Parliament 
Administration 
Defense and Royal Med. Services 427 997 
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Interior 182 165 

Justice 20 16 

Foreign Affairs/Palestinian Affairs 21 20 
Finance * 859 796 
Industry and Trade 3 3 
Planning 2 2 

Tourism and Antiquities 2 2 
Municipal 

Energy and Natural Resources 3 3 
Public Works and Housing 9 7 
Agriculture 10 10 
Water/Jordan Valley Authority 6 6 
Environment 1 0 
Education 276 248 
Health 126 116 

Social development 5 5 
Labor 2 1 
Information 3 2 

Culture 3 2 
Transport/Civil Aviation/Meteorology 11 10 
Post and Telecommunications 1 9 
The Royal Geographic Center 1 1 
TOTAL 2009 1852 


* Includes pensions 
transfer payments. 


TABLE Ill 
CAPITAL EXPENDITURES BY MINISTRY/GOVT. DEPARTMENT 


Finance * 170 
Planning/National Planning Council 101 
Public Works & Housing 47 
Water/Jordan Valley Authority 46 
Interior Ministry/Public Security 23 
Health 23 

Education 12 

The Royal Medical services 10 
Post and Telecommunications 10 
Interior Ministry/Civil Defence 9 
Agriculture 9 
Transport/Civil Aviation Authority 8 
Tourism & Antiquities 7 
Social development 5 
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Energy/Natural resources Auth. 3 
Min. of Tourism/ Antiquities Dept. 3 
Foreign Affairs 3 
Interior 2 

Water and Irrigation 2 
Other 12 


TOTAL 502 


* Finance Ministry capital budget includes spending 
counterpart of foreign aid for equipment purchases (e.g. 
military) 


TABLE IV 
STRUCTURE OF REVENUES 
(JD millions) 
2003 2002 2001 
budget estimate final 


Total Domestic Revenues 1 


Tax Revenues 1 
Income Tax 201 196 195 
Customs duties 190 220 228 
General Sales Tax 604 511 503 
Other Local Taxes 79 74 70 


Non-Tax Revenues 690 679 642 
Licenses 33 32 32 
Fees 226 225 215 
Receipts from Govt 
institutions 139 139 137 
Revenues from Govt 
Services 28 24 25 
Miscellaneous 292 283 257 
GNEHM 
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now with \"thousands\" rounded up; why not target the human 
rights record of Saudi Arabia before Iraq... As the smoke 
cleared 

marching into Baghdad if America adopted a \"fair\" policy on 
the Israel/Palestinian crisis. This 

view of most Palestinians. 


ENNAB: YOU WALKED ON THE MOON BUT 
NOW YOU CANNOT EVEN WALK ON THE EARTH 
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3. (C) Dr. Ennab delivered his arguments with composure and 
in a somewhat detached fashion. America is the greatest 
power on Earth for many reasons 

moon 

on Earth without angering the rest of the world.\" As Ayesh 
left the room to take a telephone call 

PolOff 

it would be probably be good for Jordan. But 

win the Arab street on anything 

a guy like Saddam 

problem.\" Palestinians care about their brethren while other 
Arabs care about refugee inflows resulting from Israeli 
polices 

the Iraqi regime has effectively managed to convey support 
for Palestinians while portraying itself as a \"victim\" of the 
very same western \"humiliation\" that has beset the 
Palestinians. The result here is a shift in focus away from 
Saddam\'s crimes and toward the motives of the USG. 


4.(C) Ayesh and Dr. Ennab 

articulated their \"East Banker\" and \"Palestinian\" 
perspectives. Despite different starting points 

the two arrive at a conclusion which is held nearly 
universally here: the US must move forward on the 
Israeli/Palestinian crisis before it will be able to quell 
growing anti-American sentiment 

the need for military action in Iraq. 


5. (C) BIO NOTES. Hosni Ayesh is a former senator originally 
from Nablus. Prior to his appointment to the senate he was a 
teacher (in Nablus) 

a book on democracy in the Arab world. On February 18 

was selected to be on the Council of Trustees for the newly 
formed National Center for Human Rights. Ayesh occasionally 
appears on Al-Jazeera and contributes to Al-Rai newspaper. 
He pushed his points aggressively with PolOff. Dr. Ennab is 
an East-Banker and former parliamentarian from Ajlun. He is 
now a retired dermatologist 

contact. Dr. Ennab was composed 

at ease when discussing the controversial topics of Iraq and 
the Israel/Palestinian conflict. 
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unclear at this point to what extent if any this 
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acknowledgment of the pervasive use of Roundup Ready will 
assist Monsanto in pursuing its patent claims. 


TRIPS Compliance: Data Confidentiality 


15. On December 17 

10 

of the industrial property law fully in line with TRIPS. The 
law provides data protection for 10 years from the date of 
patent registration for products utilizing new chemical 
molecules or new biological organisms or until the first 
release of the information by the patent holder 

minimum guaranteed period of protection of one year. For 
products not utilizing new molecule or organisms 

of protection is five years or until the first release of 
information by the patent holder with a one-year minimum 
period of protection. For data generated after patent 
registration 

patent period or one year from when the data was divulged 
whichever is longer. USTR is evaluating whether or not the 
legislation is TRIPS compliant. 


Treaty Ratification 


16. Itamaraty has confirmed that the GOB does not currently 
have plans to ratify the 1996 WIPO Copyright Treaty or the 
WIPO Performances and Phonograms Treaty. 


Recommendation 


17. Post believes that the lack of tangible improvements in 
IPR protection and enforcement in the last year manifestly 
precludes lowering Brazil\'s Special 301 status. We concur 
with industry submissions that suggest that retaining Brazil 

as a Priority Watch List country will appropriately highlight 

for the new government the importance of the issue in our 
bilateral relationship 

policies and actions in this area. Nonetheless 

that 

announcement highlight the USG\'s recognition of the positive 
intentions expressed by the Lula administration regarding IPR 
and the USG\'s desire to work collaboratively with it to 
improve its IPR regime in the coming year. 

GOUGHNOUR 
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conference participants. Post would appreciate any 
input the Department could provide prior to March 26. 


Wahba 
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unnamed 

may be unhelpful 

up those sectors it specifically set aside under the terms 
of its accession to the WTO in 1996; they are in fact 
\"unbound 

duration. End comment. 


3. (C) According to Al-Nasibi 

to license new foreign banks because it is the \"most 
over-banked country in the world 

of banks per capita\" -- foreign banks outnumber national 
banks 

are permitted to open representative offices here. (Note: 
This is a well-worn argument of the UAE Central Bank 
since 1987 has largely enforced a ban on new foreign full- 
service banking operations. End note.) Al-Nasibi also 
stated that the UAEG would continue to give preference to 
UAE nationals -- in effect denying national treatment to 
foreign investors -- in the services sector to encourage 
citizens to invest in their country. 


4. (U) According to press reports 

the UAE delegation to Geneva for the March 3-6 WTO services 
negotiations. Representatives from the UAE Labor Ministry 
Central Bank 

and the Federations of Chambers of Commerce will also attend. 
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POWELL\'S REQUEST OF THE ARAB SUMMIT TO ADVISE SADDAM TO SEEK 
EXILE AS A SHAMELESS DIPLOMATIC PLOY. END SUMMARY. 


2. CRITICIZING ARAB ATTITUDES TOWARDS THE UAEVS INITIATIVE FOR 
IRAQ PRESENTED TO THE ARAB SUMMIT 
GOVERNMENT \"AL-ITTIHAD\" EDITORIALIZED ON 3/02: 


V... ZAYED ADVISED THE ARAB LEADERS OF THE EXPECTED EARTHQUAKE 
AND 

ADVICE DURING THE PREVIOUS DECADES 

CONCEQUENCES OF THEIR ACTIONS 

IN THE FIRST PLACE ...\" 


3. REMARKING ON THE DECISIONS MADE AT AND THE U.S. ATTITUDE 
TOWARDS THE ARAB SUMMIT 
EDITORIALIZED ON 3/02: 
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V... GIVEN THE U.S. ATTITUDE OVERLOOKING THE INTERNATIONAL ANTI- 
WAR MOOD 

JUSTIFICATION FOR ITS ATTACKS 

INTO CONSIDERATION THE DECISIONS MADE BY AN ARAB SUMMIT IN SHARM 
AL SHEIKH 

ABOUT ANY OF THEIR DECISIONS" 


4. COMMENTING ON THE UAE\'S INITIATIVE ANNOUNCED TO THE ARAB 
SUMMIT 
EDITORIALIZED ON 3/02: 


V... THE UAEVS INITIATIVE CALLING ON SADDAM TO STEP DOWN AND 

LEAVE IRAQ WITH INTERNATIONAL GUARANTEES TO PROTECT HIS DIGNITY 

IS A PRICE THAT SHOULD BE PAID TO AVERT WAR AND IS THE CHEAPEST 

PRICE TO SAVE THE PEOPLE 

CONCEQUENCES OF ANY OTHER CHOICE ARE WELL-KNOWN BECAUSE THE U.S. 
IS DETERMINED ON PLAYING TO THE VERY END TO TOPPLE THE IRAQI 
REGIME.\" 


5. COMMENTING ON THE ARAB SUMMIT AND THE AMERICAN DISDAIN FOR 
IT 


V... THE IRAQIS ARE THREATENED BY ANOTHER \'TRANSFER\ WHEN 
DISCUSSING THE EFFECTS OF THE ANTICIPATED BUSH-BLAIR WAR THAT 
COULD LEAD TO THE EMIGRATION OF TWO MILLION IRAQIS. ACCORDING TO 
STATISTICS 

ANOTHER MILLION AS A RESULT OF THE AMERICAN PLANS TO BOMB IRAQ 
WITH THOUSANDS OF MISSILES. THE WHITE HOUSE IS PLANNING ON 
TRANSFORMING IRAQ FROM AN ARAB COUNTRY INTO AN AMERICAN TERRITORY 
IN THE HEART OF THE ARAB WORLD AND THEN APPLYING THIS \"MODEL\" IN 
THE REGION ... THE LEAST THAT COULD BE SAID ABOUT THE 

INSTRUCTIONS SUBMITTED TO THE ARAB SUMMIT BY COLIN POWELL 
SECRETARY OF STATE 


SIPDIS 

PLOY TO IMPOSE CERTAIN OPINIONS ON THE SUMMIT. THIS MUST URGE 
THE ARABS TO TAKE A STRONG STAND IN THE SUMMIT FOLLOWING U.S. 
DISDAIN OF ARABS AND ANYTHING THEY REPRESENT ... THE SUMMIT IS 
REQUESTED TO ASSERT TO THE U.S THAT THE ARABS HAVE REACHED A 
POINT WHERE THEY KNOW WHAT WORKS BEST FOR THEM. WHAT IS REQUIRED 
IS A UNIFIED ARAB ATTITUDE AND NOT A RAMBLING STAND FED BY THE 
U.S TO ACHIEVE ITS GOALS AND THOSE OF ISRAEL. WITHOUT THIS 
CHANCE WILL BE LOST 

NO NEED FOR ANY SUMMITS SINCE THE U.S. WILL BE POSITIONED IN THE 
ARAB REGION CONTROLLING EVERYTHING. THE CURRENT IRAQI CRISIS 
AFTER THE PALESTINIAN CRISIS 

CRISES IN THE REGION.\" 


6. NOTING SADDAM\'S ATTITUDE TOWARDS THE ANTICIPATED WAR 
IN-CHIEF OF \"AL-BAYAN\" KHALED MUHAMMAD AHMAD WROTE ON 3/01: 
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V... AT A TIME WHEN THE WHOLE WORLD 

PARTICULAR 

IRAQI NEWSPAPERS PUBLISHED SADDAM'S ORDERSV TO HIGHLY RANKED 
OFFICIALS AND SENIOR MILITARY OFFICERS TO LOSE WEIGHT OR ELSE 
LOSE PART OF THEIR WAGES AND OTHER PRIVALAGES ... SADDAM HAS 
PUSHED THE ARABS INTO MANY WARS; THE WAR WITH IRAN WHICH ENDED 
WITH IRAQ\'S DEFEAT 

WITH THE COMPLETE COLLAPSE OF IRAQ. HOW DOES SADDAM WANT TO END 
THIS THIRD WAR 

AND ARE EVEN UNABLE TO STOP IT!N" 
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Ref: None 


CONFIDENTIAL ABU DHABI 01032 
SIPDIS 
CXABU: 
ACTION: POL 
INFO: DCM P/M ECON RSO AMB 
DISSEMINATION: POL 
CHARGE: PROG 
APPROVED: AMB:MMWAHBA 
DRAFTED: POL:STWILLIAMS 
CLEARED: DCM:RAALBRIGHT 
VZCZCADI566 
OO RUEHC RUEHZM 
DE RUEHAD #1032 0611428 
ZNY CCCCC ZZH 
O 021428Z MAR 03 
FM AMEMBASSY ABU DHABI 
TO RUEHC/SECSTATE WASHDC IMMEDIATE 8647 
INFO RUEHZM/GCC COLLECTIVE" 


1. (U) Classified by DCM Richard A. Albright 
for Reasons 1.5 (B) and (D). 


2. (C) Despite widespread public opposition to a 
U.S.-led war on Iraq 

quiet thus far. Other than a few very well- 
organized and very small demonstrations 

been no other public gatherings. This is in 
contrast to the onset of the Al-Aqsa intifada in 
October 2000 and the Israeli incursion into Jenin in 
April 2002 

but very peaceful demonstrations. In a recent 
meeting with the Ambassador 

and Presidential son Shaykh Hazza bin Zayid Al- 
Nahyan predicted that at most there would be a few 
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peaceful demonstrations should it come to war. He 
added that the authorities had not received any 
requests for demonstrations 

security services had learned a lot from the 

publicly sanctioned demonstrations during the 
Palestinian Al-Aqsa intifada. Hazza explained that 
the services had placed agents in the demonstrations 
to pinpoint potential troublemakers. 


3. (SBU) During a visit to the American University 
of Sharjah on February 23 to open an exhibition of 
Ground Zero photographs 

by a small 

protestors (mostly Arab expats) carrying gruesome 
pictures of maimed Palestinian and Iraqi civilians 
as well as placards condemning war on Iraq. The 
Ambassador stopped to chat with these students as 
well as with another small group of Emirati women 
protestors toting candles. The head of the student 
council delivered remarks at the exhibition\'s 
opening ceremony critical of U.S. policy towards 
Iraq but also very critical of terrorism 

Laden and Al-Qaida. 


4. (SBU) APAO and Regional Information Resources 
Officer found that it was \"business as usual\" during 
a visit to UAE University in Al-Ain. Several U.S. 
citizens working at the university commented that 
they had personally neither experienced nor 
witnessed an increase in anti-U.S. sentiments among 
the student population. In fact 

Americans noted that the university administration 

is taking steps to circumvent anti-Americanism 

going so far as monitoring and 

censoring presentations and speeches of foreign 
visitors for any anti-U.S. rhetoric. 


5. (C) COMMENT: We believe there will be some 
public demonstrations should the U.S. opt for war 
particularly without UN cover 

probably remain non-violent. Our non-official 
contacts are almost overwhelmingly opposed to a 
military option. As elsewhere in the region 

are careful to note their support for the Iraqi 
people but their absolute disgust with SaddamVs 
regime. 


WAHBA 


6055 
IRRELEVANT AS FAR AS IRAQ IS CONCERNED\" AND BECAUSE THE COUNTRY 
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RISKED LOSING CONSIDERABLE INVESTMENT POTENTIAL FROM GULF STATES 
SUCH AS KUWAIT 

THESE COUNTRIES HAD ONLY RECENTLY BEGUN TO INITIATE SERIOUS 
INVESTMENT OPTIONS HERE SINCE THEIR BREAK WITH SUDAN FOLLOWING 
THE 1991 GULF WAR. 


4. (C) COMMENT: SUDAN'S PRESIDENT OMAR BASHIR DECLINED TO 
PARTICIPATE IN THE ARAB LEAGUE SUMMIT AT SHARM AL-SHEIKH 
\"INTERNAL ISSUES RELATED TO PEACE AND SECURITY IN SUDAN.\" 
FOREIGN MINISTER ISMAIL LED SUDAN\'S DELEGATION AND READ A 
STATEMENT FROM PRESIDENT BASHIR THAT DID NOT GO BEYOND THOSE 
INNOCUOUS REMARKS QUOTED ABOVE. PUBLIC SENTIMENT IN SUDAN 
GENERALLY SUPPORTED BASHIR\'S DECISION NOT TO PARTICIPATE IN THE 
ARAB LEAGUE SUMMIT. WHILE THERE IS WIDESPREAD PUBLIC OPPOSITION 
TO A U.S.-LED ATTACK AGAINST IRAQ 

WITH BASHIR\'S POSITION THAT THERE ARE MORE PRESSING ISSUES THAT 
NEED TO BE ADDRESSED AT HOME. END COMMENT. 


MILLINGTON 
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Office\" 

basis for releasing the pirated goods. 


3. (u) Later that same day 

with the Jordanian delegation to the Joint Economic Committee 
meeting in Washington 

Salah Bashir assured the USDEL that such a practice was not 
in conformity with Jordanian law. He pledged to review the 
complaint upon his return to Amman. 


FOLLOW UP ACTION 


4. (u) Following up 

distributor 

complaint. We then met throughout January with officials in 
the Trade Ministry 

House 

Library 

the USG\'s concerns over the possibility that GOJ offices had 
sanctioned the importation of unauthorized EA software. GOJ 
officials reiterated that such activity would not be in 
conformity with Jordanian law. The final decision maker in 
this case 

activity had taken place in the past 

culprit was lack of communication among Customs 

Library 

not be a problem in the future. 
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COMMENT 


5. (u) Jordan has an overall good track record with regards 
to interdiction of unauthorized A/V material and software. 
During our trip to the Syrian border 

interdiction warehouse and saw the daily \"take\" of pirated CD 
music and games - maybe two dozen copies confiscated from 
individual travelers. The biggest hurdle to better 

interdiction in the first instance is that CD\'s are easily 
concealed and transported - several hundred can be brought 
over in a shoebox by a taxi driver. The GOJ has asked for 
additional periodic training for line officers at border 

points on IPR issues 

interdiction will never be air-tight. 


6. (u) Jordan is an importer of pirated goods but not a 
producer. We are looking at an institutional level for ways 
to improve IPR enforcement in the kingdom. In the case of 
the EA issue 

communication among Customs 

Censorship Office. It also means looking at current IPR 
legislation to find ways to beef up the National Library\'s 
ability to initiate enforcement action. This could mean 
instance 

currently 

found in shops. It has no authority at border points or even 
on the street. We will work with the Library and other 
entities in coming months to improve these and other aspects 
of Jordan\'s IPR environment. 

GNEHM 
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Classified By: Ambassador Richard H. Jones 


1. (C) In a conversation on the evening of February 27 Czech 
Ambassador Jana Hybashkova (please protect) told the 
Ambassador that her country had a field hospital that it was 
prepared to deploy to the AOR for possible duty in Iraq upon 
US request. She said that all the internal political 

approvals had already been obtained (as a byproduct of 
obtaining the approvals for the Czech contribution to the 
CJTF-CM). The only reason her government had not yet come 
forward to offer the hospital was financial. Recent 

increases in its contribution to the CUTF-CM and an upcoming 
contribution of SOF forces for Afghanistan have depleted the 
Czech military\'s discretionary financial resources 

completely. Hybashkova doubted that they could even pay for 
transport. However 
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prepared to help with transport/expenses 

hospital would be made available. She added that the 150-bed 
unit could handle 500-600 casualties per day. It had seen 
action in Kosovo and Afghanistan already; the members of its 
staff were proven performers. 


2. (C) Comment: We have shared the above information with 
CFLCC and been advised that it is interested in this 

prospective offer. CENTCOM and/or Embassy Prague may wish to 
pursue the matter with Czech authorities as appropriate. 

JONES 
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provide a quick response for the support of 
vulnerable households (HHs) and individuals 
through cash transfers for labor-intensive 
public works co-ordinated by local 

authorities V" to enable the beneficiaries to 
purchase food. 

- The chronically ill 

receive free cash allowances to purchase food 
(see GMB distributions/sales system below); 
the able-bodied work for their cash/food. 
Separate registers for each of these two 
categories of beneficiaries are maintained at 
the local (village/ward/district) level. 

- Benefiting HHs receive ZWD 1500 per month 
for 15 days of work (equivalent to 3 
persons/HH working five days each per month). 
The amount is based on the official controlled 
price of maize (ZWD 560/kilogram) 

fact that this income is only meant to 
supplement other sources of income (and is not 
meant to satisfy total food requirements). 
Participants are paid weekly in urban areas 
and monthly in rural areas. 

-Both beneficiaries and projects are selected 
by traditional and conventional authorities at 
the local level. M/PS 

allocations to each district based on need 
population estimates and drought intensity 
reflected in various past and on-going 
assessments. On average 

ZWD 1 million is provided to each ward in each 
district per month. 

- To date 

58 rural districts 

country 

HHs on a monthly basis. The GOZ estimates 
that approximately double this number (2.7 
million HHs) are eligible for participation in 
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this program. 

- No special food purchase arrangements are 
organized for program beneficiaries 

\"once they receive their allowance 

everybody else to purchase food (via the GMB 
sales/distribution system below).\" 


-B. GMB Grain Distribution: 

- The GMB grain distribution is headed a 
National Task Force 

of National Security 

Force is responsible for government grain 
purchases/imports and allocation of available 
stocks to the different regions of the 

country. 

- Grain distribution is decentralized through 
similar GMB and local government Task Forces 
at the provincial 

village levels. 

- The distribution system varies for urban and 
rural areas. In urban areas 

flows from millers to retailers for subsequent 
sale to consumers through normal commercial 
channels. 

Due to perceived problems with this system 
(e.g. 

conditional sales and black marketeering) 
Mhishi stated that the GOZ is now looking at 
the formation of Food Distribution Committees 
to provide food directly to vulnerable urban 
HHs \"to ensure transparency and 
accountability." [Note: In response to an FAO 
query on food availability in one Harare 
suburban area 

area as a private sector \"free-for-all\" 
situation under which it was next to 
impossible to accurately trace food supplies. ] 
- In rural areas 

existing GMB depots and fixed and mobile 
\"selling points 

commercial channels. \"Beneficiary\" registers 
are maintained at the local (ward) level by 
local authorities. In response to a 

follow-up question 

government program beneficiaries excluded 
beneficiaries also receiving food aid through 
WFP and other donor assistance. 

- Mhishi described the major constraints to 
this system include: 

1) inadequacy of grain supplies (leading to 
severe shortages 
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marketeering and other abuses noted above); 
2) transport problems (delays in rail 

transport 

transport assets); 3) cash shortages 
(particularly to pay transporters); and 4) 

lack of GMB capacity to properly monitor 
system operations. In response to a query on 
the status of the proposal that of the U.N\'s 
new Relief Information & Validation division 
assist the government in meeting these program 
monitoring requirements 

\"this was part of a broader proposal that was 
still being considered.\" 


4. The Director of Nutrition (M/H&CW) then 
provided a brief summary report on the status 
of the on-going national Nutritional/Expanded 
Immunization Program survey. Training 

was completed in late-January/early-February; 
data collection is complete in all districts 
except Binga which is expected to be completed 
this week. Data entry is in progress in all 
districts 

end-February. Data analysis and report 
writing will be completed in early-March 

a final draft report expected o/a March 17. In 
response to a query from SCF/UK on the need 
for a more comprehensive \"livelinoods\" 
approach to vulnerability assessment (as 
opposed to relying too heavily on nutrition 
data alone) 

survey was being closely co-ordinated with on- 
going Vulnerability Assessment Committee work 
which would complement the nutrition survey 
results with other household-level data. 


5. This discussion was followed by a 
presentation by WFP Country Representative 
Farrell summarizing 

situation of the on-going international food 
assistance program for Zimbabwe. Most of this 
information was the same as that reported in 
reftel A. Additional highlights included: 

- Despite a slower than hoped for start 
operations were generally going well now 

a solid program pipeline projected through 
April 2003. 

- WFP projects a shortfall of 73 

and June (approximately half of which is 
cereals). This projection 

disputed as not adequately reflecting reduced 
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beneficiary requirements as a result of the 
March/April harvest. Farrell\'s response was 
that while current beneficiary numbers may 
decrease during this period 

allocations would be required for heretofore 
uncovered groups 

populations in commercial farming areas that 
were becoming increasingly vulnerable. 
Farrell also indicated that WFP would continue 
to reevaluate its projected numbers of 
beneficiaries over the coming months. 

- Despite a current serious bottleneck at the 
Beitbridge border post (due to GOZ 
road/parking rehabilitation work) 

expected to be able to meet its import targets 
and pipeline requirements. 

- A major problem was lack of (government) 
market supplies of food in rural areas; in 
many areas 

becoming the V'vast majority" of available 
supplies. In this regard 

need for more specific and detailed 
information on GOZ/GMB distributions and 
future import plans and schedules. In 
response 

\"count on\" government figures already provided 
through April 2003 

information at present on GOZ imports beyond 
that time. 

- The GOZ expressed their concern that there 
were no additional international aid supplies 
indicated beyond June 2003 (when the next 
\"hungry season\" begins). 

- In response to the stated preference for 
wet/blanket (vs. dry ration) supplementary 
feeding for children by the M/H&CW 

indicated that it was starting to phase out 

its dry supplementary feeding ration over the 
next few months in response to the increased 
coverage (and preference) for wet/blanket 
supplementary feeding programs through 
bilateral NGO programs. In the course of this 
discussion 

stated that two UNICEF handouts on 
supplementary child feeding activities 
throughout the country were inaccurate (UNICEF 
maintains that they were compiled with full 
Ministry knowledge and participation). 


6. Following these major presentations 
U.K. announced a new British Pound 5.35 
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million contribution to the Zimbabwe relief 
effort. Approximately British Pounds 4.1 
million of this contribution would be used to 
help cover the costs of transporting 
Zimbabwe\'s share (64 

100 

regional food crisis to Zimbabwe 

balance of 1.25 million to be used by WFP for 
additional cereals. Thanking the British for 
this additional contribution 

noted that the Norwegians were also 
contributing to the transport costs of this 
South Africa maize. 


7. Other Points: 

- In response to queries regarding the 

likely crop harvest prospects 

stated that reliable information on the 

current season harvest will not be available 
until the formal mid-season crop 

assessment is completed in March. 

- In response to a British query following-up 
on various policy issues raised at prior 
meetings 

Economic Stimulus Package approved by 
government (see septels - documentation 
expected this week from the Ministry of 
Finance) partially addressed several salient 
issues such as the exchange rate 

and farmer producer prices for controlled food 
commodities. The UNHC also noted that 
discussions were on-going on other issues 
(e.g. 

etc.). 

- The UNHC also made the following 
announcements: the Special U.N. Envoys\' recent 
trip report focusing on HIV/AIDS impacts on 
the food crisis is available (see reftel C); 

no start date has yet been set for the joint 
GOZ/UN commercial farming area survey 
although the questionnaire to be used has been 
agreed upon; a Humanitarian Principles 
workshop proposed for last week had been 
postponed due to the unavailability of key GOZ 
participants; and that a group was working on 
plans for a major Humanitarian Roundtable for 
Zimbabwe for March/April 2003. 

- Finally 

joint UN/GOZ/Donor Meetings would be held 
every three weeks (instead of bi-monthly) 

with the next meeting scheduled for March 17. 
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8. Comment: While this meeting demonstrated an 
improved flow of information 

discussed was already known by most 
participants 

any serious import discussed. However 
meeting\'s dynamics suggest an increased ease 
and familiarity of all parties with each other 

and with the issues on the table. It remains 

to be seen 

of less frequent such meetings will produce 

any more productive results. SULLIVAN 
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Regional Meeting\" in Harare. A High Court judge opened the 
conference 

Justice 

South African NGO Molo Songololo presented research 
methodologies for data gathering on sexual exploitation. 
Participants acknowledged the need for additional research 
and data-gathering on trafficking in southern Africa. 


D. The GOZ supports programs that promote the rights of and 
opportunities for women and children. The Ministry of Social 
Welfare in particular runs three programs focused on enabling 
children to stay in school. 


E. The GOZVs capacity to effectively support prevention 
programs is badly hampered by a shortage of resources. 


F. The GOZ and civil society groups communicate on the issue 
of trafficking in persons 
programs or proposals to date. 


G. Zimbabwe\'s borders are porous; the Department of 
Immigration exercises little control over who crosses into 
and out of Zimbabwe. Provided with evidence of trafficking 
we suspect law enforcement agencies would respond 
appropriately. 


H. The GOZ has no multi-agency working group or task force on 
trafficking. It has a public corruption task force which is 
ineffective. 


|. See 3. C. 


J. The GOZ does not have a national plan of action to address 
trafficking in persons. 


K. The GOZ has not designated a responsible official to 
develop anti-trafficking programs. 
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3. (SBU) Investigation and Prosecution of Traffickers: 


A. While no laws specifically address trafficking in persons 
common law prohibits abduction and forced labor 

August 2001 Sexual Offenses Act makes it a crime to transport 
persons across the border for sex. 


The Zimbabwe constitution provides that \"no one may be held 
in slavery or servitude or be made to perform forced or 
compulsory labor.\" 


The Zimbabwe Criminal Code prohibits corruption of children 
and young persons 

child or a young person to reside in or to frequent a 

brothel. Similarly 

the seduction 

person. The code even prohibits allowing the child or young 
person to consort with 

the employment of any prostitute or person of known immoral 
character. Punishment for these offenses is a fine or 
imprisonment for up to 2 years or both. 


The Zimbabwean Immigration Act penalizes any person who by 
bribery induces or attempts to induce any immigration officer 

to violate his or her duties under the Act. The Act 

criminalizes forgery of travel documents for the purposes of 
entering 

contravention of the act. The Act penalizes anyone who 
hinders or obstructs any police officer or immigration 

officer in executing his or her duties under the Act. 


B. There is no penalty specific to trafficking in persons. 

C. There is no minimum penalty for rape or forcible sexual 
assault. Individuals convicted of one of these crimes must 
be imprisoned 

by precedent. Sentences for rape convictions typically range 
from four or five years to fifteen years 

circumstances of the particular crime. 


D. The GOZ has not prosecuted any cases of trafficking to 
date. 


E. There was no information available concerning traffickers. 
F. No specific cases of trafficking were reported. 


G. See 4. F. 
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H. See 4. F. 


l. There were no reports of extradition from Zimbabwe of 
those charged with trafficking in other countries. 


J. There was no indication of government involvement in 
tolerance of trafficking 


K. See 4. J. 


L. The GOZ ratified ILO Convention 182 on December 11 
Conventions 29 and 105 on August 27 

signed or ratified the Optional Protocol to the Convention on 
the Rights of the Child on the Sale of Children 

Prostitution 

or ratified the UN Protocol to Prevent 

Trafficking in Persons. 


4. (SBU) Protection and Assistance to Victims: 


A. No specific victims of trafficking were identified. 
B. See 5. A. 
C. See 5. A. 
D. See 5. A. 
E. See 5. A. 


F. There was no indication that the GOZ provided specialized 
training for government officials in recognizing 

or assisting trafficking victims within Zimbabwe or through 
Zimbabwe\'s foreign missions. 


G. See 5. A. 


H. No NGOs reported working with trafficking victims. At the 
time of writing 

trafficking and reported that local police had been very 
cooperative. 


6. (U) Post point of contact for Trafficking in Persons is 
Political Officer Audu Besmer (office phone 263-4-250-593 
extension 291; fax 263-4-253-000 

besmeram@state.gov). The estimated hours spent per officer 
in preparation of this report are as follows (Ref): Polfsn 

15 hours 

hour review 

SULLIVAN 
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for Tamil civilians. Ponnambalam 

the LTTE leadership 

concerned about how it will raise taxes and how it will 
be able to distribute any funds donated by the 
international community. The LTTE believes it has a 
right to tax the people in the north and east and wants 
to make sure that its right to do so is acknowledged by 
the GSL. 


4. (C) Ponnambalam further reported that the issue of 
normalcy for Tamils 

IDPs and the military security zones in Jaffna 
paramount importance to the LTTE. He commented that the 
LTTE had considered postponing the talks scheduled to 
take place in Japan March 18-21 

working towards normalcy quickly enough. Particularly 
the ministry responsible for resettling IDPs had no 

plans and was just permitting a bad situation on the 
ground to get worse. Multiple families claiming the 
same house 

security zones 

a decade were among the problems Ponnambalam cited. 
Based on this assessment 

Balasingham will hear a chorus of voices 

Prabhakaran\'s 

government to implement further humanitarian 
improvements. The hard-line LTTE cadre will argue that 
they are unable to see improvements on the ground and 
will push Balasingham to get concessions from the Sri 
Lankan military. 


5. (C) Other observers add that although the stated 
purpose of Balasingham\'s visit is to prepare for the 

next round of talks there are a number of bonuses to the 
trip. Perhaps most importantly 

Perera the director of a well-regarded local think tank 

is that Balasingham will expose the LTTE to the views of 
the international community. He commented that many of 
the cadre isolated in the LTTE controlled Wanni 
northern Sri Lanka 

their preexisting views while Balasingham will expose 
them to new trains of thought. Kethesh Loganathan of 
the Center for Policy Alternatives 

tank 

more moderate view of the LTTE\'s struggle 

questions how much influence Balasingham will have on 
the second tier of LTTE leadership. 


6. (C) All of the interlocutors agreed that having 
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Balasingham in the Wanni would increase the 
international community\'s access to Prabhakaran. Tomas 
Stangeland 

commented that Prabhakaran tends not to meet with 
representatives from the international community when 
Balasingham is not present. The Norwegian Embassy has 
confirmed that Norwegian Foreign Minister Jan Petersen 
is scheduled to meet with Prabhakaran on March 14. The 
Sri Lanka Monitoring Mission has also confirmed that 
Tryggve Tellefsen the new Head of Mission is scheduled 
to meet with LTTE leadership on March 5. Some Tamil 
National Alliance MPs are scheduled to meet with 
Balasingham on March 7. Other likely visitors include 
representatives from UNICEF and lan Martin 

Amnesty International 

issues. (Note: The press is speculating on numerous 
possible visits 

place. For example 

Akashi 

meeting with Balasingham and Prabhakaran 

the Japanese Embassy 

does not plan to visit Sri Lanka again before the next 
round of talks.) 


7. (C) Comment: Balasingham attended two rounds of 
peace talks without first visiting the Wanni. Observers 
have commented that this isolated the hardcore LTTE more 
from the peace process and limited what Balasingham 
could commit to. Now everyone supporting the peace 
process sees Balasingham\'s visit as crucial in 
forwarding the peace agenda. At the same time that the 
LTTE is expecting Balasingham to get the GSL to deliver 
on its demands during the talks 

that Balasingham will be able to drag hard-line LTTE 
cadre into the peace process. End Comment. 


8. (U) Minimize considered. 


WILLS 


2. (C) AK and Public Opinion: strong anti-war sentiments 
dominated the Turkish public 

legislature on both sides of the aisle (including AK) 

proving to be too much for an inexperienced AK 
Government/Party to manage. AK leader Erdogan showed little 
of the decisive leadership on which he prides himself; he did 
too little 
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group. P.M. Gul\'s high-profile regional diplomatic efforts 

to find a V'peaceful solution" to the crisis won AK kudos from 
the voters but also hardened the resolve of anti-war voices 
in the public 

intellectuals across the spectrum had argued that Turkey 
could spike the US war effort with a no vote. In the 
aftermath 

democracy. 


3. (C) Erdogan 

on the rise of Parliament as an semi-independent foreign 
policy decision making node under the leadership of Speaker 
Bulent Arinc 

Arinc\'s outspoken cooperation with both President Sezer and 
the opposition CHP -- which voted en masse to reject -- 
undermined AK party discipline and emboldened fence sitters 
to side against their party leadership. Minutes after the 

vote 

staffer separately observed to us privately that a 

rejectionist appeal by former Islamist P.M. Erbakan to his 
many one-time followers and sympathizers in the AK cadre also 
helped spook some AK members. 


-- On behalf of the Party of Ataturk 

Onder Sav -- who Arinc pointedly granted procedurally dubious 
leeway to speak on substantive issues -- charged that the USG 
in engaging in a \"disgusting and shameful war\" and declared 
that U.S. ships off Iskenderun belong to \"the enemy.\" 


-- A well-connected former M.P. who had visited the floor 
shortly before the vote related to us afterwards that Erdogan 
and Gul 

sensitivities and hoping to outflank parliamentary and 
Turkish State rivals 

successful vote by allowing a number of their colleagues to 
side with the opposition. \"They miscalculated 


-- Contacts in AK and elsewhere note that the AK group is now 
wracked with tension and divided 

Erdogan-Gul and Arinc. While observers say that this may not 
ultimately lead to the break-up of AK 

management problem for Erdogan in particular. 
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4. (C) Turkish NSC issued a noncommittal statement after its 
Feb. 28 meeting designed 

on the AK Government and Parliament by depriving them the 
cover of an ecumenical \"State\" commitment to support the USG 
(ref D). Moreover 

generals in recent days allowed the impression to build of 
their WconcernW that the AK Government was \"rushing\" 
Parliament to a vote; although they issued a denial 

came hard on the heels of months of military criticism of AK 
for foot-dragging on a \"political\" decision the General Staff 
(TGS) claimed it needed to act. In fact 

simultaneously encouraged the Government to make maximal 
demands on the U.S. while intentionally aggravating the 
implementation of the site preparations process 

further tension and pressure to the mix (ref E). President 
Sezer 

public challenge to the constitutionality of the AK 
Governments petition 

and CHP to press the case in the legislature. 


-- In post-vote conversations 

been picking up before the debate: that Sezer and the 
generals were trying to create the impression that they were 
preventing AK from dragging Turkey into an unpopular war -- 
thereby inducing further hesitation on the part of some AK 
elements. (Our General Officer contacts at the TGS have been 
telling us for months now that the military clearly sees the 
imperative of total support for the U.S. 

government must step up to its responsibility. TGS appears 
to have miscalculated. Our contacts expected a yes vote on 
March 1 and must have been suprised at the outcome.) 


-- A senior journalist 

M.P. close to Erdogan noted that 

the military was focused primarily on undermining Erdogan and 
AK. The journalist asserted that the militaryVs intent was 

\"to kill two birds with one stone\" -- AK and USG policy in 

Iraq. 


5. (C) The Kurdish issue was of abiding importance in the 
calculations and the surreptitious political effort led by 
senior elements of the military 

bureaucratic allies (refs F-G). This suspicion about U.S. 
policy toward the Kurds -- regardless of our cooperation and 
statements -- colors the military and bureaucracy views of 
our efforts; they allowed a public campaign (ref H and 
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previous) to suggest the USG is working against Turkey with 
the PKK. The resurgence of tensions between Turkish 
security forces and ethnic Kurds in southeastern Turkey is 
according to numerous Kurdish and other contacts -- including 
iconoclastic CHP deputies -- a direct result of the Turkish 
militaryVs fears of separatism in the region (ref | and 
previous). There is an element of the self-fulfilling 

prophecy here; several Turkish Kurdish figures with ties to 
both Islamic (AK) and Kurdish nationalist circles had 

privately criticized USG policy for siding with \"Kemalist 
Turkey.\" They expressed happiness that the petition failed 
thereby paving the way for greater USG cooperation with Iraqi 
Kurds -- instead of the Turks. 


6. (C) Erdogan signaled publicly March 2 that the Government 
will not revive the defeated proposal 

other unspecified alternatives. Most likely 

reconsideration of U.S. deployments to Turkey will have to 
wait until at least March 11. On March 9 

for Parliament in the special election in Siirt province 

prelude to his eventual assumption of the prime ministership. 


7. (C) The defeat in Parliament is widely understood in 
Ankara as tantamount to de facto vote of no confidence 
against a Government that has been left badly shaken. 
Though victim of their own leadership shortcomings and 
tactical ineptitude 

the plate and at considerable risk pushed to support the USG 
-- only to succumb to the pressure of traditional State and 
political rivals and to be publicly humiliated in the 

process. Many of those rivals are found in the military 
leadership and other official circles that have long 

professed to be the USGVs best friends in Turkey. The 
anti-war nexus has scored a tactical political victory while 
risking harm to the bilateral relationship. Whether that 
damage and drift can be limited or forestalled depends upon 
whether all elements of the corporate Turkish entity -- 

elected Government and unelected State alike -- pull together 
rather than seeking partisan advantage at a watershed moment 
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in Turkish history. 
PEARSON 
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the GOT doesn't try again 

further." Goldman Sachs Turkey analyst Buchanan agreed that 
some investors were still hoping parliament\'s March 1 vote 

was not final 

yet dead. Turkish banks 

this morning 

market 

contain the liraVs depreciation. 


The March 4 Auction 


4. (SBU) Turkish Treasury Deputy U/S in charge of public 
finance Hakan Ozyildiz told us this morning that Treasury 
will go ahead with its March 4 T-bill auction as planned. As 
or Friday COB 

quadrillion 

3.9 quadrillion. Thus 

afford to limit the successful bids in the March 4 auction to 
keep interest rates as low as possible (informally 

believes Treasury will try to raise TL 2.5 quadrillion in the 
auction). 


PM Gul Shows Determination on Budget 


5. (SBU) At 9:10 local time March 3 

conference and read a televised statement flanked by Deputy 
PM Sener 

Finance Minister Unakitan. Gul said the GOT would submit the 
full-year 2003 budget to parliament on March 3 

budget exceeded the 6.5 percent of GNP primary surplus 
target. The highlights of the statement follow: 


-- \"Any development that might distort budget balances 
including the primary surplus target 

healthy tax system 

to meet the primary surplus. In addition 

any further tax amnesties or other reschedulings of public 
sector receivables. (Note: This is a commitment in the draft 
LOI which IMF staff insisted on 

refused to commit to 
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-- \"A direct tax reform bill will be sent to parliament 
soon.\" 


-- \"Our government believes in the independence to the 
Banking Regulatory and Supervision Agency (BRSA) 
continue to support BRSA actions.\" He added that banking 
sector reforms and restructuring will continue. 


-- Privatization is at the top of our agenda. The 
privatization plan for TEKEL (state tobacco and alcohol 
company) will be submitted to the Higher Privatization 
Council in the coming days.\" 


-- \"A detailed timetable regarding redundant state 
enterprise employment will be announced.\" 


-- Decreasing the inflation rate is also a top concern. The 
GOT together with the Central Bank have set an inflation 
target of 20 percent. The Central Bank will exercise monetary 
policy to achieve this target free of any political 

pressures. 


New Fiscal Savings Measures in the Budget 


6. (U) PM Gul also distributed a list of fiscal saving 

measures at the press conference 

previously announced together with new measures. (Embassy is 
obtaining the list and will report septel). 


7. (SBU) IMF resrep told us March 3 that the new measures do 
result in a budget yielding a 6.5 percent of GNP primary 

surplus 

budget impasse at about 2:00 am March 3; the gap between the 
two had been 1.5 percent of GNP (about TL 5 quadrillion or $3 
billion). 


-- The IMF had agreed to include in the budget the 
GOT-suggested measure of delaying into 2004 the 2003 \"Direct 
Income Support\" payments to farmers (worth TL 1.5 quadrillion 
or 0.5 percent of GNP). Comment: The World Bank is opposed 
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to this measures because it guts a key agricultural sector 
reform 

loans to Turkey. End Comment. 


-- The GOT had come up with new tax increases - mainly a 
doubling of a special tax on vehicles and real estate tax 
increase (worth about TL 2.4 quadrillion or 0.67 percent of 
GNP. 


-- The GOT had also come up with a series of new 
expenditure cuts 

public investment projects (worth about TL 1.1 quadrillion or 
0.33 percent of GNP). 


IMF Mission Chief Statement also Helps 


8. (U) Shortly after PM GulVs televised statement on March 
3 
following statement: 


-- \"The steps announced by the government are welcome. The 
budget 

surplus of 6.5 percent of GNP. Discussions are continuing on 
other aspects of the Fourth Review.\" 


Central Bank Statement Provides Further 
Confidence 


9. (SBU) The Central Bank also released a statement at 
market opening March 3. Its warning of a possible 
intervention to address extreme exchange rate fluctuations 
was effective in dampening down lira sell-offs 

Securities trader Murat Golkan. Central Bank market\'s 
department chief Ozcay told us at noon that the Central Bank 
had not intervened to date and didn\'t plan to do so. The 
statement reads in part: 


-- \"As a result of the parliament\'s decision on the subject 
of deploying Turkish and foreign troops to the border 
fluctuations should be expected in the foreign exchange and 
interest rate markets. 
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-- \"The Central Bank will closely monitor all market 
developments and 

the markets functions effectively.... If there are extreme 
fluctuations in the exchange rate because of a drop in the 
market\'s liquidity or speculative moves that hurt stability 
the Central Bank could intervene in the exchange rate from 
either direction.\" 


Comment - 2003 Financing Gap 


10. (SBU) As markets begin to refocus on the economic 
fundamentals 

over a 2003 financing gap are likely to re-emerge. The 
Turkish Treasury\'s financing assumptions for 2003 include an 
average interest rate on new TL borrowing of 45 percent for 
year. Interest rates need to start coming down soon 

for the government\'s financing scenario to be credible. 
PEARSON 


6066 
DECLARED IT AS VTHE WISEST SOLUTION\' FOR THE CURRENT CRISIS. END 
SUMMARY. 


2. NOTING THE CONFLICTS BETWEEN ARAB LEADERS DURING THE SUMMIT 
SHARJAH-BASED PAN-ARAB VAL KHALEEJ\" EDITORIALIZED ON 3/03: 


Y... BEFORE COMPLAINING ABOUT OTHERS 

RESOLVE ALL CONFLICTS BETWEEN THEMSELVES AND COVER UP ALL THE 
HOLES THAT ARE GROWING DEEPER AND WIDER. THE (AMERICAN) POLICY 
OF DIVIDING THE ARABS WILL NOT WORK IF IT HAD NO GROUNDS 

IS WHAT IS HAPPENING IN THE ARAB REGION...\" 


3. COMMENTING ON THE UAE INITIATIVE PRESENTED TO THE ARAB 
SUMMIT 
EDITORIALIZED ON 3/03: 


V... ANY THOROUGH AND OBJECTIVE READING OF THE UAEVS INITIATIVE 
WILL TREAT IT FAIRLY AND SHUT UP WHOEVER THINKS THAT THE UAE IS 
INTERFERING IN IRAQ\'S INTERNAL AFFAIRS ... THIS INITIATIVE PLACED 
BEFORE EVERYONE 

ESPECIALLY THE IRAQI LEADERSHIP. IT ALSO PROVIDES AN ARAB AND 
INTERNATIONAL SHIELD FOR A PEACEFUL BREAKTHROUGH THAT WILL SAVE 
THE SOULS OF MANY WHO ARE ON THE VERGE OF DESTRUCTION...\" 


4. DESCRIBING ARAB ATTITUDES TOWARD THE UAE INITIATIVE PRESENTED 
TO THE ARAB SUMMIT 
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ARAB\" EDITORIALIZED ON 3/03: 


V... WHAT IS STRANGE IS THAT THE VIEWS PRESENTED IN THE UAE 
INITIATIVE REGARDING THE EXILE OF THE IRAQI REGIME AS THE FASTEST 
AND SHORTEST WAY OUT OF THIS CRISIS WERE NOT RECEIVED WITH THE 
ATTENTION THEY DESERVED ... THE ARABS HAVE LOST THEIR CHANCE TO 
IMPLEMENT THIS CHOICE 

ARAB HANDS UNDER AN INTERNATIONAL UMBRELLA. THIS WILL CUT THE 
MEANS FOR THE U.S. AND OTHERS FROM PLOTTING THE WORST SCENARIOS 
EVER AGAINST IRAQ AND THE REGION. WHAT WE ARE AFRAID OF IS THAT 
SUCH SCENARIOS TURN INTO FACTS IN A COUPLE OF WEEKS 

VIFV WILL HELP." 


WAHBA 
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Iraq before start of commercial operation of the system a 
truck unloading facility 

and a custody transfer metering facility located directly at 
the Iraq Jordan border on Iraqi territory (these facilities 
will be owned 

government)... V" 


3. (sbu) Action request: We believe there is a distinct 
possibility that such a project as currently composed could 
run afoul of U.N. and U.S. sanctions on Iraq. Thus before 
proceeding with any advocacy on Petrofac\'s behalf 
appreciate Washington guidance on our ability to speak on 
behalf of this company. 

GNEHM 
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papers also highlight details of King Abdullah\'s 
speech to the summit meeting. Majority of editorial 
commentary March 2 reiterates the King\'s remarks 
stressing the need to \"use all means to spare this 
region a war\". Other commentaries focus on the 
success of the summit in achieving a \"unified\" Arab 
stand against a war on Iraq. 


Editorial Commentary on The Arab Summit 
-- VSerious talks at the Sharm el-Shaikh summit\" 


Columnist Tarek Masarweh writes on the back page of 
semi-official 

(03/03): \"The categorical Arab agreement against the 
war says something more serious than that. It is 
saying that the American and British presence on Arab 
territories is 
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occupation. Since Kuwait 

reject the war that the United States and Britain mean 
to wage against Iraq 

their territories.is an abuse of security treaties 

which were approved for the purpose of protecting 
(these countries) against outside aggression 

for the purpose of becoming bases and launch-pads for 
aggression against neighboring countries.\" 


-- \"The summit\'s decisions 


Columnist Sultan Hattab writes on the op-ed page of 
semi-official 

(03/03): \"The United States does not want advice on 
what it needs to do from the Arab summit. It rather 
wants the Arab summit to help carry out American 
schemes. Since this did not happen 

that the United States will either respond to the 
summit\'s decisions or completely ignore them 

its attention to its bilateral contacts and 

relationships with Arab countries and to what has 
already been achieved in those areas and not stated in 
the summit\'s communiqu.. The war is coming and the 
Arab summitVs decisions are powerless and lack action. 
They have come too late.\" 


-- The summit of fears and contradictions and 
agreement\" 


Chief Editor Taher Udwan writes on the back page of 
independent 

(03/03): \"The only value of the Sharm el-Shaikh 
communiqu is that it has shown all the Arabs 
rejecting the war. Despite the fact that American 
armies will in reality launch operations from Arab 
territories 

impression that the United States is abusing its 
security agreements with the Arab countries to serve 
its own wars and interests that contradict the 
interests and desires of the Arabs. Arab leaders had 
their backs against a wall and they would not have 
been able to survive the failure of the summit 
meeting. They had no choice but to agree to the final 
communiqu. This shows that the Arab countries feel 
that the war on Iraq carries so much danger for 
themselves that they have to put aside their conflicts 
and disagreements. Everyone in Sharm el-Shaikh was 
realistic 

recent speech where he said that Iraq would be the 
beginning of change in the Middle East. This means 
s 
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that America\'s intervention in the future of Arab 
regimes will not be limited to Iraq and Palestine but 
will affect other Arab countries.. The summit can be 
described as a summit of pressures 

conflicts and contradictions 

towards a unified stand of rejecting the war. This 

in itself 

legitimacy for its war.\" 


Editorial Commentary on President Bush 02/26 Speech 
-- VNothing but a promise\" 


Columnist Dr. Musa Keilani writes on the op-ed page of 
centrist 

Jordan Times (03/02): \"U.S. President George W. 
BushVs promise to turn his attention to Palestine 

after Iraq . reminds us of a similar pledge by his 

father in 1990 ad of what actually happened since 
then. Indeed 

pledge by arranging the 1991 Middle East peace 
conference in Madrid where what was then described as 
historic peace talks began between the Arabs and 
Israel. What do we have in our sights today to expect 
a situation different under Bush the son? We have yet 
to see a commitment on the part of Bush Jr. to ending 
the Israeli-Palestinian conflict 

unlikely that Washington has new ideas to advance this 
quest. Bush\'s promise is not worth much unless 
accompanied by a clear outline of the process that 
would lead to the realization of the quartet\'s 

"roadmap for peace\'. We do appreciate that the 
ultimate point in that ‘roadmap\' is a Palestinian 

state. But we have no idea what it would take for the 
Palestinians to get there. More importantly 

no assurance that pressure would be applied on Israeli 
to accept reason 

a desire for peace based on the genuine rights of the 
Palestinians.. Until and unless we see concrete signs 
of a paradigm shift in the U.S. approach and 
Washington\'s acceptance of the truth that it is its 

blind backing for Israel that has distorted any 

sincere and honest search for peace 

that Bush\'s promise is nothing but just that - a 
promise. \" 


-- VBush and the ‘post-war speech\'\" 


Daily columnist Urayb Rintawi writes on the op-ed page 
of center-left 
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(03/02): \"The ‘post-war speech\' delivered by the U.S. 
President at the American Enterprise Institute 
sketched the outlines of U.S. strategy in the Middle 
East and highlighted the principles of "post-Saddam 
Hussein lraqV.. A federal 

serving to bring security and stability to the region 
providing the example for political reform for the 
entire Middle East; an Iraq that will be able to 

export oil to world markets and add a modern ruling 
regime to the Middle East. An Iraq of this kind 
cannot be under occupation and military rule 

we are talking about a short transitional period. An 
Iraq that lives under American generals or even 
civilian rulers could become an agent for the 
Americans 

instability in the region and a source for a new wave 
of terrorism. Our problem with the “American vision\' 
of Iraq lies in three aspects: The first is that the 
advancement of Iraqi democracy will not replace the 
need for advancement on the Palestinian political 
track. The second is that U.S. policy in general has 
always been characterized by pragmatism and a short 
attention span. It is not unlikely that Washington 
would renege on all its pledges and promises at the 
first signs of a crisis or resistance. The third 

aspect is that U.S. foreign policy is greatly 

influenced by domestic calculations and considerations 
that are determined by opportunist pressure groups 
that have their own interests to serve.\" 

GNEHM 
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1920\'s. He also said the US should not worry extensively 
about ShiaVs striving for independence 

possibilities of a federal system consisting of three states 
(North 

opined that the first two years will be the most critical 

part of the reconstruction; in any case the basic 
requirements for success would be democracy 

tolerance. 


4. (C) In the 2/22 meeting 

that Kuwait wanted to play a significant role in the 
reconstruction of Iraq 

Nasser on USG deployments of humanitarian relief personnel 
who represent the first wave in our efforts to begin the 
process. The Ambassador invited Shaykh Nasser to identify a 
GOK representative for our teams to meet with 

agreed to consult with Shaykh Sabah Al-Ahmad to identify the 
appropriate interlocutor. A few days later Nasser called the 
Ambassador to say that Minister of Commerce and Industry 
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Salah Al-Khorsheed had been designated 

agreed to set up meetings for the appropriate USG personnel 
to meet Khorsheed once they had arrived in Kuwait. (NOTE: 
Khorsheed is expected to resign his post in the next few 
months in preparation for elections to the National Assembly 
expected later this year. END NOTE.) 


5. (C) On 2/28 Shaykh Nasser expanded on his earlier 
thoughts 

mid-2002 about his \"vision\" for a rail 

transportation hub (and extending across the Iraqi and Saudi 
deserts all the way to Jordan 

al-Arab into Iran) where raw materials and labor from China 
and the Far East 

with the capital and energy resources of the Persian Gulf to 
produce intermediate and finished products for Asian and 
European markets. Nasser said that the reconstruction of 
Iraq could be an excellent opportunity to advance his ideas 
which he continues to refine and develop. He again 
reiterated his desire to meet with the appropriate USG 
officials to share his ideas and to see how they could be 
coordinated with USG plans for Iraq\'s reconstruction. 


6. (C) Shaykh Nasser noted that Kuwait has about USD 178 
billion of compensation claims still before the UN 
Compensation Committee; about USD 115 billion of those 
represented claims of the Kuwaiti Government. Nasser said 
the government expects to receive about USD 35-40 billion of 
the claimed amount. He said that the GOK should be inventive 
about collecting the claims 

investments in infrastructure development and joint projects 
of interest to the GOK -- building gas 

pipelines 

compensation debt to the GOK. 


7. (C) Ambassador encouraged Shaykh Nasser to ensure the GOK 
interest in this regard was made public; this could help to 

begin rebuilding goodwill between the Iraqi and Kuwaiti 

peoples 

Nasser agreed with the Ambassador and said he\'d consult with 
the Foreign Minister and the Crown Prince on this point. The 
Ambassador suggested that it might be desirable to create 
some type of international forum to advance long-term 

projects; EconChief added that such a committee could call 
upon the expertise of IFI\'s and others to flesh out the 

technical details of proposals and projects. Nasser agreed a 
joint team would be a good idea 

involvement initially 

the USG (as the \"custodian\" of Iraq in the aftermath of a 
military strike) to define the scope and outline of 

development plans. 
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8. (C) ACTION REQUEST: Post understands LTG (ret.) Jay 
Garner 

Humanitarian Affairs 

(Humanitarian Assistance) 

(Reconstruction) 

will soon be setting up shop in the region. We intend to 
introduce these officials to Al-Khorsheed and to Shaykh 
Nasser at their earliest convenience. Post requests guidance 
on any more appropriate interlocutors 

that should guide our discussions with the GOK on Iraqi 
reconstruction. One caveat: so far 

only official who has been eager to engage on this topic. 

The extent to which his views represent the GOK\'s is unknown. 
JONES 
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\"your staff can\'t get a liter of milk at the controlled 
price of Z$80.\" 


2. (U) Comment: It\'s not rocket science. 
Sullivan 
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do not appear prepared yet to place it on the \"main table.\" 
Makoni dismissed recent speculation that some moderate ruling 
party figures might form a third political party. Most of 

his ruling party colleagues 

a \"broader political consensus.\" Makoni insisted 

that \"with all due respect to the courage and conviction of 

our MDC counterparts 

emerge from within ZANU-PF. That may be the case 
Ambassador commented 

allowed to go on 

simply will want ZANU-PF to go. Makoni concurred with that 
assessment. The Ambassasor noted the slew of press reports 
that two primary factions have formed within ZANU: one led 
by Speaker of Parliament Emmerson Mnangagwa 

working to position himself as Mugabe\'s successor 

other one comprising those who oppose Mnangagwa but who 
appear not to have settled on a single candidate. Makoni 
nodded but offered no comment. 


4. (C) According to Makoni 

that 

Although the Zimbabwean president regularly insists that the 
party must choose his successor 

for this in ZANU-PFV's history. In the late 70\'s 

Ndabaningi Sithole left the presidency of ZANU-PF 

group of party insiders met under a tree in Mozambique and 
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chose Mugabe as the successor 

subsequently rubber-stamped by a party congress. The lesson 
Makoni said 

succession until Mugabe gives the go-ahead 

yet taken. Makoni said the ruling party\'s old guard actually 
comprises a very small group: Mugabe 

Muzenda and Msika 

Defense Sydney Sekeramayi 

defense forces chief Solomon Mujuru 

Resources Joyce Mujuru. Makoni described the latter four as 
open-minded individuals who realize the depth of Zimbabwe\'s 
crises and the need to address them. lt is really the first 

three 

\"crust keeping the rest of us down and that we need to break 
through.\" 


U.S.-Zimbabwe relations 


5. (C) Raising recent press reports of looming U.S. 

financial sanctions on Zimbabwean leaders 

whether it was possible to forestall such a move by having Wa 
quiet conversation with us.\" The Ambassador replied that he 
is always willing to talk to anyone but cautioned that 

any discussions to lead to improved bilateral relations 
between the United States and Zimbabwe 

willingness within ZANU to address all issues of mutual 
concern 

government. Makoni took the point but cautioned 

elaboration 

issues were addressed first. 


Comment 


6. (C) Among his senior ZANU-PF colleagues 

breath of fresh air. He never feeds us his party\'s tired 

rhetoric 

facing Zimbabwe and has good ideas about how to resolve them. 
As Finance Minister 

challenges and the required solutions earned him a dismissal 
from Cabinet and lingering distrust from party hardliners. 

Since his departure from Government last fall 

Makoni has begun to gain popularity with many ZANU stalwarts 
who see him as their only hope of maintaining the ruling 

party's hold on power. Even his public comments of last week 
published in the independent \"Daily News\" that ZANU-PF must 
talk to the MDC to resolve the country's crisis were 
ground-breaking. While acknowledging that succession is the 
informal topic du jour among ZANU-PF insiders 

adroitly avoided addressing his own role in such discussions. 
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He seemed much more relaxed than the last time we saw him; 
life in the private sector 

lingerie manufacturing/retail business 

him. 

SULLIVAN 
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applied\" language in Article IV(h) of the cover MOU 

side agreed to the tax relief language that is based on that 
agreed to in the Site Prep MOU. The Turks agreed to the USG 
position that we not pay taxes on official expenditures. 

Below is the agreed upon text for the section of the MOU 
pertaining to taxes (cover MOU 


\"For the sole purposes of the present MOU 

expenditures by or on behalf of the U.S. for the services 
rendered and commodities provided to the forces of the 
Sending Party in Turkey as covered by Turkish Tax Law No. 
6426 dated 1954 

taxes 

Regarding personal expenditures of the members of the Sending 
Party forces provisionally deployed in Turkey for the 
purposes of this MOU 

fees in force shall not be affected 

shall be subject to the taxes 

purchases and services chargeable under Turkish laws and 
fiscal regulations." 


4. (S) While the US team conceded on this point and agreed to 
delete the language in the scope on this subject 

Lino laid down the marker that she was accepting deletion of 
this phrase (and deflecting a GOT threat to revive and 

present 

annex) with the mutual understanding that combat troops have 
an inherent duty to provide for assistance to civilian 
populations in combat zones 

Bolukbasi replied by stating that the subject of humanitarian 
assistance had been discussed on a military-to-military basis 
and whatever arrangements would be made would fall under the 
aegis of Turkish legislation and regulation on the subject 

(i.e. 

implementing arrangement would be devised to regulate the 
understandings between our militaries on this question. 
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5. (S) The US delegation pressed hard to include \"as 
available\" in the text and sought clarification that \"in 

Turkish territory\" did not exclude northern Iraq (ref a). 

The Turkish side stressed the importance they attached to 
receiving NBC assets to protect the Turkish population 
against a WMD attack. The Turks wanted to try to work in 
language in the MOU that would have committed us (\"to the 
maximum extent possible\" was their wording) to provide NBC 
equipment and assets to the Turkish population to protect 
them against a possible attack. The team stressed that the 
US was committed to doing everything possible to defend 
Turkey against a WMD attack and to helping the Turkish 
population in the event of an attack 

had a limited supply of NBC equipment and the equipment that 
would be brought into Turkey would be tied to the US forces. 
In the end 

accept the US language. Following is the agreed upon text 
for para 2(b) of the Operations Annex: 


\"The Sending Party may deploy Nuclear 

Chemical (NBC) assets (detection 

(personal 

mitigate NBC risk in case of an Iraqi Weapons of Mass 
Destruction (WMD) attack in Turkish territory. The Sending 
Party will also provide NBC support 

feasible 

Any personnel exposed to NBC contamination should be 
decontaminated at the location of the incident or at a 
facility with decontamination capability. V" 


6. (S) The Turks held firm in insisting that the US pay a 
price the same as the actual cost (unspecified and \"top 
secret\") paid by Turkish forces. The US remained equally 


SIPDIS 

firm on its position that we were prepared to pay the same 
price for similar fuel-related services minus any taxes. The 
two sides adjourned at 1300 without having resolved the 
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issue. In a follow-on meeting with U/S Ziyal 

Pearson suggested that they agree to a concept that would 
ensure that the US paid a fair and reasonable base price 
(minus taxes) for fuel-related services 

compromise language that met both parties needs (ref c). 
Ziyal said he would have to ask the Prime Minister 

large sum of money involved. Just after the Ambassador 
arrived back at the Embassy 

GOT side had accepted our language but asked for US 
confirmation that we could seal the deal on this basis. As 
of the writing of this cable (3/3) 

off in responding to the TU acceptance of this language until 
the remaining issues in the other two MOUs are worked out 
and until the situation becomes more clear following 
Parliament\'s March 1 rejection of a motion that would have 
allowed the US to deploy troops for operations against Iraq 
(ref d). 


7. (S) Principles: The US team continued to argue that we 
needed language before the beginning of para 7(b) in the 
operations annex (the part that discussed activities in 
northern Iraq) that maintained reference to northern Iraq and 
allowed us to maintain flexibility in light of the situation 

on the ground (ref a). The Turks agreed to accept some 
language to this effect 

the second sentence at the beginning of the annex (vice 
before para seven 

the flexibility of the US position on location 

agreed 

included to note that the activities discussed in the annex 
were to take place in both Turkey and in northern Iraq. 
Following is the agreed upon text that appears at the 
beginning of Annex C of the MOU: 


\"This Annex covers the Receiving Party and the Sending Party 
relations in Turkey and in the Northern Front and sets forth 
principles for activities in Turkey and in northern Iraq in 

the event of operations under this MOU.\" 


8. (S) Tick 3: Ambassador Lino deployed the compromise 
language provided in ref a. After reviewing the text 
Ambassador Bolukbasi erupted 

limit Turkey\'s ability to fight terrorism. He added that 
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fighting terrorists -- particularly PKK/KADEK -- was one of 
Turkey\'s national priorities 

perceived to be an attempt by the US to limited TurkeyVs 
ability in this area. Lino noted that our intention was not 

to limit Turkey\'s ability to combat terrorism 

clarify the language that the two sides had agreed upon ad 
ref the previous night. Bolukbasi said that if that was the 
US position 

started to leave. Lino responded that it would be more 
useful for the parties to continue in order to reach an 
agreement as soon as possible. Bolukbasi declined and said 
he had to consult with his authorities on this matter of 
national importance. After approximately 45 minutes 

a private meeting with Bolukbasi which she requested 
reiterated that the USG appreciated the importance that 
Turkey attaches to combating terrorism. She told Bolukbasi 
that in light of the importance of the issue 

agree to text that the parties had agreed to ad ref the other 
evening 


9. (s) Tick 4: This was by far the most sensitive issue in 

the negotiations on activities in northern Iraq and the most 
difficult to resolve. During the 2/26 morning session 

Turkish side rejected both of the alternatives presented by 

the US (ref a) as being too restrictive. The Turkish side 

then presented the US side with two sets of proposed language 
-- neither of which were acceptable to the US. After 
considerable back and forth in which both sides agreed in 
principle that the aim was to devise language that met both 

of our needs while respecting each others\' red-lines 

Turkish side left the room and came back nearly 30 minutes 
later with language that came closer to meeting USG needs. 
After some editing and refining and a small group meeting 

the US side said it could agree to the text ad ref 

it would have to clear it with senior US military authorities 
before it could be inserted into in the MOU. After clearing 

the language with CENTCOM DCOM Gen Abazaid and JCS DJS LTG 
Casey 

was acceptable. 


10. (S) Below is the agreed upon text for para 7(b) of the 
Annex C (Operations): 
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Activities in Northern Iraq: 


(1) The Parties will be responsible for providing logistic 
support along national lines. 


(2) All units will remain under their national command 
all their plans 
coordinated and de-conflicted. 


(3) Receiving Party SOF will not be involved with any armed 
engagement against Iraqi forces or any Iraqi opposition group 
except in situations requiring combating terrorists 

including PKK/KADEK 

self-defense or in circumstances enshrined in paragraph (4) 
below. 


(4) Armed conflict between Iraqi opposition groups or 
attempts by them to cross the Green Line (de facto line as 
depicted in Appendix-4) shall be closely monitored by Sending 
Party forces and the Parties will exchange necessary 
information on opposition group activity across the Green 

Line in a timely manner. Close coordination shall be 
maintained for any follow up action when required in such 
emergency situations involving hostile activities contrary to 
the principles in this section of the MOU that should be 
repelled in accordance with mutual commitments enshrined in 
paragraph (5) below. In such cases where either Party 
believes a violation of these principles is occurring or is 

about to occur 

Party. In cases where the Sending Party concludes that it may 
not be able to prevent such hostile activities in a timely 
manner 

assistance as required under these circumstances. Receiving 
Party authorities shall evaluate the situation and any 

follow-up action that may be required under the circumstances 
shall be considered and decided jointly by the Sending Party 
and the Receiving Party 

that shall establish tactical and operational requirements in 
the area for the security of the respective units. Execution 

of any follow-up action will be based upon the agreed 
arrangements. 


(b) Operations to ensure security and safety of all Iraqi 
opposition groups would be a Sending Party responsibility 
but the Sending Party shall coordinate this mission with the 
Receiving Party 
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groups shall be allowed to use force or engage in hostile 
activities against each other. When JSOTF-N needs to make 
coordination or contact with the Turkoman 

Receiving Party SOF to make that coordination and contact. 


(6) Representatives of the Receiving Party will be allowed to 
be present at planning meetings of the Sending Party with the 
PUK and KDP groups concerning training 

provision of weapons and equipment by the Sending Party. 
Support to these groups (training 

distribution of weapons and equipment) will be coordinated in 
a timely manner with the Receiving Party authorities. 


(7) Provision of weapons and equipment shall be commensurate 
with the needs of self-defense and execution of the missions 

to be assigned to these groups. No heavy weapons shall be 
provided and all weapons distributed for these purposes shall 

be registered with a view to ensure their return at the end 

of the operations. Receiving Party LNOs may observe the 

entire process from registration to distribution and be 

provided copies of the registration forms. 


(8) The PUK and KDP settled north of the Green Line will be 
trained and organized with a purpose of defeating Iraqi 

forces when serving with Sending Party SOF. All such 
training and organizing by the Sending Party SOF with PUK 
KDP and other groups may be observed upon request by assigned 
Receiving Party SOF LNOs. Receiving Party SOF LNOs will 
request to observe training to the respective Sending Party 
Operational Detachment Bravo (ODB) commanding officer. All 
military operations south of the Green Line by Sending Party 
trained and organized Kurdish elements will be under Sending 
Party command and control. The Sending Party undertakes to 
provide timely information in advance to the Receiving Party 
in this respect for the purpose of coordination with the 
Receiving Party SOF. 


(9) The officers assigned to the JCC (Diyarbakr) and 

requested 

Accommodations and messing for these officers shall be met by 
their respective commands. 


(10) During an emergency (casualty evacuation 

evacuation 

systems can be used to assist in resolving the emergency and 
saving lives. 
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(11) Receiving Party and Sending Party SOF units in northern 
Iraq deployed to the same areas will have separate HQ 
locations 

battalion and company level. 


(12) The Sending Party will provide timely information on 
Turkish citizens in the custody of Sending Party forces in 
northern Iraq. The Sending Party will make those Turkish 
citizens available to Turkish authorities and 

by the latter 

expeditiously for their joint interrogation and debriefing. 


11. (U) This message has been cleared by Ambassador Lino and 
EUCOM J5 Maj. Gen Kohler. 
PEARSON 
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Erdogan is Prime Minister and a new government is formed 
disccussion of a new decree could slip to at least March 20. 
98 AKP deputies either voted against the bill or abstained 
and the government is seeking to avoid further steps that 
could increase tension in the party ranks. The Siirt 
elections will prove advantageous for AKP 

reports 

confidence and gain time to see the attitude of the UNSC. 
PM Gul said on Sunday that the bill would not be taken to 
the parliament again unless Turkey is given guarantees 
regarding the rights of the Turkomen and the weapons to be 
given to the Kurds. Monday\'s \"Cumhuriyet\" argues that the 
motion was rejected due to the rivalry between Erdogan and 
Gul 

failure to provide guidance regarding deployment of foreign 
troops at last weekVs meeting. Some columnists see a kind 
of parallel between the attitudes of Arinc and Gul. They 
blame the U.S. for refusing to concede in political and 
economic negotiations 

debates regarding the future of Iraq. They also note the 
fallacy of Erdogan\'s assumption that he was in firm control 
of the AKP parliamentary group 

Speaker Arinc\'s influence in the party. Comments stress 
that the U.S. will not easily forget Turkey\'s refusal 

many expect a gradual decline in Washington\'s support: The 
Congress might shift to a hard-line position against Ankara 
and it will be tougher to stop initiatives like the Armenian 
genocide issue. The refusal of the motion has stripped the 
Turkish military of a legal framework for an incursion into 
northern Iraq 
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seek closer cooperation with the Kurds. Observers claim 
that TGS Chief General Ozkok and Prime Minister Gul explored 
the possibility of an extraordinary NSC meeting this month 
during OzkokVs call on Gul on Sunday. Monday\'s papers 
report Secretary Powell as saying that the U.S. will 

continue its economic support for Turkey 

consultations between the two countries about the future of 
Iraq. \"Milliyet\" says PowellVs statement has eased concerns 
in Turkey. AKP leader Tayyip Erdogan said on Sunday that 
his government is reviewing its options to allow U.S. troops 
into the country 

win permission. Erdogan said Turkey\'s relationship with the 
U.S. is strong enough to ride out the problem. Erdogan also 
appealed to financial markets for calm on Monday. Prime 
Minister Gul said on Sunday that parliamentary refusal to 
allow U.S. troops in Turkey would not damage friendly 
relations with the U.S. Gul also warned Iraq not to exploit 

the Turkish parliamentary decision as encouragement to delay 
cooperation with UN arms inspections. 

Cyprus: Weekend papers report that UN Secretary General 
Annan will meet with Cypriot leaders Denktas and 
Papadopoulos at the Hague on March 10 to get their final say 
about taking the third UN plan to a referendum on March 30. 
If his proposal is rejected 

from the Cyprus negotiations. Although Annan said he has 
received positive signals for a referendum from Athens and 
Ankara 

The Hague but would not accept the proposal. Annan\'s 
revised Cyprus plan 

Cyprus 

step forward in favor of the Turks. 


EDITORIAL OPINION: Iraq/Turkish parliament\'s decision 


\"The voting at the parliament\" 

Yilmaz Oztuna wrote in mass appeal-conservative Turkiye 
(3/3): \"The parliamentary vote is a reflection of the 

national will 

the decision. . It is possible to sum up the criticism of 

the parliament\'s decision as follows: The decision does not 
reflect Turkey\'s future interests 

perspective based on Turkey\'s future security requirements. 
The government failed to enlighten the parliamentarians 
about the facts. The Speaker of the Parliament acted as if 
he were the opposition leader. The president made certain 
discouraging remarks 

not take an active position on a very crucial matter. . We 
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were all caught very unprepared. This decision will 
certainly have an impact domestically as well as 
internationally.\" 


\"The decree crisis\" 

Hasan Unal advised in Islamic-intellectual Zaman (3/3): \"The 
parliamentVs decision deserves respect 

from criticism. Unfortunately 

the issue badly 

carrying out an intense negotiation process with the US. 
The parliamentarians should think of the issue in a very 
broad perspective. Their action will not be enough to stop 
the war 

war 

formulated by ideological considerations 

reaction in the streets.\" 


\"Turkey\'s decision\" 

Fehmi Koru argued in Islamic-intellectual Yeni Safak (3/3): 
\"The Turkish parliament was asked for permission for the 
deployment of foreign troops 

stand against the war by almost one hundred percent. What 
is peculiar is not that the permission failed 

that the request was brought before parliament in the first 
place. . Turkey\'s decision enhances the values of democracy 
and boosts hope for a settlement without war. Let\'s hope 
that now the US begins to think with common sense 

under the principles of international values 

and the supremacy of law.\" 


PEARSON 
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Trafficking in Persons\" for 2002-2003 

states to ratify international and regional anti-crime 
conventions 

persons 

trafficking victims 

enforcement officials to view trafficking as a crime 
discourage the demand for trafficked persons in their 
countries. The ECOWAS Plan mandated that states establish an 
operational National Task Force on Trafficking by June 2002 
and begin national awareness campaigns. 


Since the ECOWAS conference 

been in prevention through public outreach campaigns. 
Several high-level GOG officials have responded publicly to 
implement Ghana 
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raise public awareness on the issue. The Vice President 
formally launched Ghana 

in Persons three months ahead of the ECOWAS deadline at an 
ILO-sponsored conference on child trafficking in Ghana. This 
conference was attended by a high-level delegation 

five ministers. The Ministry of Justice leads the Task 

Force 

Ministries of Manpower Development and Employment 

of Women and Children 

Immigration 


In other examples of public outreach 

and Children\'s Affairs and some Members of Parliament seized 
the opportunity presented by commemorative events such as the 
OAU Day of the African Child (June 16 

Children 

of trafficking in children. A Supreme Court Justice has been 
quoted in the press warning of the dangers and penalties for 
exploiting children. The Justice 

Multi-Sectoral Child Protection Committee 

branch of the committee in the Brong-Ahafo Region. 


Government and law enforcement officials have participated 
extensively in public awareness outreach campaigns as well as 
training programs sponsored by the USG and 
local/international NGOs. Last Spring 

RSO recommended a rising Ghana Immigration official to attend 
an International Visitor Program on Human Trafficking. 
Several months after the program 

top to become the Director of Ghana Immigration. Impressed 
by the program 

officers to sensitize them on the issue of trafficking. 

Officials from the Ministry of Manpower Development and 
Employment 

ILO/IPEC training and awareness projects on combating child 
labor - the most common form of human trafficking within 
Ghana. GOG officials have worked side-by-side with NGOs in 
distributing posters and bumper stickers 

theatrical messages in local communities 

school art and essay competitions. Officials from the 
Department of Social Welfare attended an ILO/IPEC 
\"train-the-trainers\" workshop on child labor monitoring in 
December 2002. 


Second 

protection - focusing on rescue and rehabilitation of 

internally trafficked children. ILO/IPEC and the Ministry of 
Manpower Development and Employment are currently embarking 
on an initiative to return street children (many of whom are 
runaway trafficking victims) back to their homes in the 

north. This Street Children initiative is part of the 
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government 

the World Bank. Out of the 30 children selected for the 
project 

and the Ministry are looking for ways to provide more 
counseling and education to the children before attempting to 
repatriate them to their communities. As the Ministry 

Social Welfare Department has limited resources such as 
children 

is tapping into the (also limited) resources of local NGOs. 


The International Organization for Migration 

PRM 

return child trafficking victims who are working in fishing 
villages in the Brong-Ahafo Region. The programs seeks to 
encourage fishermen to release the children in exchange for 
training or equipment that would enable them to fish without 
the use of children. It is interesting to note that many 
organizations are seeking to address domestic trafficking 
outside the formal legal system. The problems listed in the 
following paragraph may explain this. 

Prosecution efforts have been the slowest to materialize. 
Many government/law enforcement officials and NGOs complain 
that the lack of specific laws against trafficking impedes 
prosecution of traffickers (who are prosecuted under other 
laws 

Ghana 

criminal code to define trafficking in persons as a crime. 
The Ministry of Justice has explained that the delay in 
enacting the legislation is due to a decision to draft 

in-depth stand-alone legislation criminalizing trafficking 
rather than amending existing laws. The first draft 

among other things would establish specific penalties for 
trafficking is nearly completed. It is scheduled to soon go 
to stakeholders for comments 

for action by Fall 2003. (COMMENT: Even if Ghana enacts 
anti-trafficking legislation soon 

traffickers will likely be slow in coming. The judicial 

system in Ghana is completely under-resourced 

lack information technology capability 

creating an incredible backlog of cases waiting to go to 
trial. END COMMENT) 


H. (U) There is no evidence that Government authorities 
individual members of government forces 

condone 

operations. 


|. (U) The Government is limited in addressing the problem of 
trafficking by both culture and resources. Child trafficking 

in Ghana is difficult to define. Children from rural 
communities are commonly sent by their parents to work as 
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housemaids for distant relatives in cities. Given the severe 
poverty that many rural families face 

work for well-off relations in the city 

the child will receive some vocational training or education 
is regarded as a genuine attempt to improve that child\'s 
opportunities. The idea that sending children to live with 
extended family under these circumstances is \"trafficking\" 
would make no sense to many Ghanaians. Other 
exploitative forms of trafficking 

trafficking or situations where the children are recruited by 
professionals who traffic them for profit 

problems by the Government 

are not equipped with adequate training or financial 
resources to deal with the problem. 


A. (U) With the adoption of the ECOWAS Plan in October 2001 
the GOG has openly acknowledged that trafficking is a 
problem 

begun to address the problem on a coordinated and systematic 
basis (see para 16 


B. (U) See para 16 


C. (U) A local NGO 

(AFCHD) 

on their efforts to combat child trafficking within Ghana 

and on their new rescue and rehabilitation centers for 

rescued children. They have held numerous workshops for local 
leaders 

enforcement 

discussing the consequences of trafficking and child labor. 
They report an overwhelming response to their efforts. 

Families and trafficked children are seeking out the 

assistance of the ACFHD. There are even some local fishermen 
who have volunteered to return trafficked children who work 

for them to their families. 


The ILO International Program the Elimination of Child Labor 
(ILO/IPEC) has specific programs to combat trafficking. They 
also use radio and television programs in local languages to 
sensitize communities in what they call \"recruitment areas.\" 
ILO/IPEC is currently working on flyers of information - 
designed to address the cultural underpinnings of child 
trafficking - to pass out to communities 

transportation owners and officials 

completed by Spring 2003. In addition 

the Ghana National Drama Company to portray a television 
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drama on trafficking using nationally recognized stars. This 
film will also be used in sensitization and training 

programs. 


U.S. Embassy in Accra funds several gender-based NGOs through 
its Democracy and Human Rights Fund. These organizations run 
empowerment and education workshops on violence against women 
and children. INL program funds 

UNDP office in coordination with the Embassy 

several NGOs as well as the Women and Juvenile Police Unit 
(WAJU) 

police training and community outreach on abuse of women and 
children. Although these projects are not specifically 

targeted at trafficking in persons 

tackling the underlying culture that supports crimes against 
vulnerable populations 

children. All of the above efforts have been successful in 

the sense that real needs are being addressed 

that NGOs and local authorities are starting to feel pressure 

on their resources to adequately deal with rescue 

rehabilitation and reintegration of trafficked children to 

their homes. 


D. (U) The Government of Ghana has agreed to pay ten percent 
of the cost of an ILO/IPEC program called \"Combatting 
Trafficking in Children for Labor Exploitation in West and 
Central Africa 

and NGO officials in the rehabilitation of trafficked 

children and a public relations campaign. In addition 

GOG supports programs designed to empower women and children 
that indirectly help prevent trafficking. Certain components 

of the Government\'s National Poverty Reduction Program are 
designed to alleviate child poverty and improve childrenVs 
access to education 

programs which serve to educate women on the importance of 
children\'s education. 


E. (U) The Government does support programs (see above) 
though scarcity of resources is always a problem. 


F. (U) The Government\'s relationship with NGOs 
organizations 


G. (U) The Director of Ghana Immigration is committed to 
combating human trafficking and has begun training officers 

to detect human trafficking. However 

the required resources to adequately monitor and control 
Ghana\'s lengthy land borders. The lack of sufficient data to 
monitor immigration patterns 

lack of communication infrastructure between border posts and 
their regional offices. 
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H. (U) See para 16 


|. (U) See para 16 

Development and Employment has conducted studies on child 
labor with the ILO which touch on the problem of trafficking 

in children. 


J. (U) The GOG does have a National Plan to Combat 
Trafficking as well as a National Task Force made up of the 
Ministries of Justice 

and Women and Children 

Immigration 

has had a slow start after the initial inauguration 

part because of changes in directorships in important 
Ministries such as Manpower Development and Employment. 
However 

GOG-ILO/IPEC Steering Committee to Combat Trafficking at a 
lower 

trafficking programs nationwide. 


K. (U) The Ministry of Justice has the lead on developing 

the new law against trafficking. The Ministry of Manpower 
Development and Employment takes the lead on the program 
level to combating child labor as well as child trafficking. 


A. (U) There is no specific provision in Ghanaian law 
outlawing trafficking in persons. There are laws against 
slavery 

\"defilement\") 

fraudulent documentation 

under these statutes. However 

currently finalizing a draft law criminalizing human 
trafficking that will soon go out to stakeholders for 
comment. It is estimated the draft legislation will go to 
Parliament in the Fall 2003. 

B. (U) There are currently no specific penalties for 
trafficking 

six months to 25 years (see above). 


C. (U) In June 1998 

legislation to protect women and childrenVs rights. The bill 
doubled the mandatory sentence for rape 

by 5 to 25 years in prison. It also banned the practice of 
ritual servitude 

marriage 

and prostitution involving children. There is no specific 
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penalty for trafficking in persons 
penalty is envisioned for the trafficking law being drafted. 


D. (U) Traffickers have been prosecuted under statutes listed 
in para 18 

to many years in prison. Sentences for rape or defilement 

for example 

on sentencing of traffickers is not kept separately from 

other data on sentencing for rape 

offenses for which traffickers can be prosecuted. 


E. (U) Within Ghana 

from rural areas and move them to the locations where they 
will work (see para 16 

many as ten children at one time. Internationally 

trafficking groups are reportedly taking advantage of Ghana\'s 
growing international air links by moving Nigerian women 
through Ghana to Europe as a way of avoiding stricter airport 
controls in Nigeria. 


F. (U) Local law enforcement does not use any special 
techniques in the detection or investigation of trafficking; 
however 

of trafficking by police through tip-offs by local residents 
and arrests have been made (under the related offenses 
mentioned above). 


G. (U) The National Plan to Combat Trafficking includes a 
training component for police and immigration officials. 
Presently 

traffickers and trafficked persons through the detection of 
fraudulent documentation. In the past year 

Immigration Service (GIS) has been successful in stopping 
child traffickers in the north of Ghana. INS Accra and Post 
RSO recommended three candidates from GIS and the National 
Police to participate in the International Visitors\' Program 
for training in connection with human trafficking. The 
candidates traveled in the Spring of 2002. This program 
inspired the GIS official 

rose to Director 

Accra 

in Ghana 

documents such as passports and visas. GIS has been 
receptive to such training 

Consular officials on many occasions when they have had 
questions about travelers going to the U.S. who they suspect 
may be victims of trafficking. Many government officials and 
law enforcement agencies have attended training sponsored by 
local and international NGOs in the past year. 


H. (U) See para 16 
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its neighbors in the ECOWAS sub-region. In addition 
Immigration has been very receptive to training in the 
detection of fake documents and other techniques to prevent 
trafficking and various forms of illegal immigration (see 
above). 


|. (U) We have no examples of the extradition of accused 
traffickers. 

J. (SBU) There is no evidence of government involvement in or 
tolerance of international trafficking. However 

difficult to assess the Government\'s position on domestic 
trafficking. It is commonplace for poor children from rural 
areas to go to cities to work as domestic help for extended 
family relations. This is not viewed as \"trafficking\" and is 

not illegal in Ghana 

children improved opportunity. 


K. (U) We are unaware of any Government officials involved in 
trafficking. 


L. (U) Ghanaian Parliament ratified ILO Convention 182 in May 
2001. Ghana ratified the UN Convention on the Rights of the 
Child in 1989 

The Government passed a Children\'s Act in 1998 

specifies the rights of children in Ghana and codifies the 

law in such areas as child custody 


A. (U) Any protection or shelter given to the victims of 
trafficking 

case-by-case basis 

the authorities do try to reunite trafficked and abused 
children with their families. NGOs have sought to provide 
services the police and social services cannot by 
establishing a few crisis centers. However 

the problem grows and trafficking victims seek assistance 
the limited resources for providing such assistance becomes 
more strapped. 


B. (U) See para 17 


C. (U) If they are arrested 

trafficking are prosecuted on an occasional 

basis 

documents. In 2000 

PRC nationals with fake U.S. visas who were being trafficked 
through Accra from Hong Kong to the United States. The PRC 
nationals were prosecuted for possession of counterfeit 


Column 3 
documents and sentenced to six months in a local prison. 


D. (SBU) We are unaware of trafficking victimsY being 
encouraged to seek redress against traffickers. 


E. (U) The Government does not provide specific protection 
for victims of trafficking beyond those available to all 
crime victims or witnesses. 


F. (U) Aside from Ghana Immigration 

seminars 

Much of the specialized training for officials in the past 

year has been sponsored by NGOs with outside donor funds. 
The Women and Juvenile Unit (WAJU) of the National Police 
using INL funds 

well as community outreach initiatives on trafficking and 
domestic violence issues. 


G. (U) Repatriated victims of trafficking are given 
assistance on an ad hoc basis. Though the Government has no 
formal program to provide assistance to victims of 
trafficking per se 

violence 

extremely few. The Department of Social Welfare has a few 
children 

inappropriate and inadequate to deal with trafficking 
victims. Many NGOs 

are beginning to step in where official resources are lacking 
to provide safe havens 

home. 


H. (U) Several NGOs 

trafficking victims. African Centre for Human Development 
Save the Children UK 

Action for Street Children 

Documentation Center 

Aid 

and support for street children. These organizations 

well as the University of Ghana\'s Center for Social Policy 
Studies 

broader agenda 

kids 

trafficking and abuse 

reunification. 


3. (U) Embassy point of contact for this report is PolOff 
Kerry Schnier; telephone (233-21)-775-348 
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(233-21)-776-008. 
PERGL 
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AGAINST TURKISH INTERVENTION IN IRBIL 


Classified by DCM Robert Deutsch. Reasons 1.5 b and d. 


(C) Patriotic Union of Kurdistan (PUK) Ankara rep Bahros 
Galali called Operation Northern Watch POLAD March 3 to 
report that in Irbil 

people\" had marched from the regional parliament building to 
the UN compound in a peaceful demonstration earlier in the 
day protesting the possibility of Turkish military 

intervention in northern Iraq. Galali said that some 
participants burned Turkish flags and that the GOT was 
already complaining about the activity. We will try to learn 
more and report as more information becomes available. 
PEARSON 
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calling for an extraordinary summit 

new content or energy. He said the Egyptians were totally 
passive. The Sharm al-Sheikh Summit 

potential to \"split the Arab League 

decided not to let that happen. Syrian President Bashar 
al-Asad 

completely supported Iraq\" throughout the discussions. 
Jordan 

the language of the communique.\" 


2. (S) Responding to the AmbassadorVs question about the 
UAE\'s suggestion that Saddam Hussein and the Iraqi leadership 
resign to prevent a war 

\"just came out of the blue 

text 

commented that members of the Iraqi and UAE delegations 
exchanged heated words outside the plenary session. 


3. (S) The Ambassador gave Muasher a copy of the 
US/UK/Spanish draft UNSCR on Iraq and outlined the U.S. 
rationale for introducing the resolution. Muasher asked 
whether the U.S. planned to call for a vote on the resolution 
even if the U.S. determined that the draft resolution would 
not receive nine votes or would be vetoed. The Ambassador 
responded that the U.S. was hopeful that it could secure the 
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votes necessary to pass the resolution. Muasher said his 
appraisal was that there were not nine votes for a new 
resolution. 


4. (S) Ina conversation before the Summit last week 
Abdullah told the Ambassador that he really did not want to 
go to the Summit because he felt it would be divisive and 
nothing good was likely to come out of it. Muasher\'s 
description of the wrangling and divisions at Sharm al-Sheikh 
seem to confirm that the King\'s fears were well founded. 
GNEHM 


8. (C) DCM briefed the EAC on the guidelines for Embassy 
response to a possible Iraq contingency that would require a 
temporary closure and reduced or modified Embassy staffing. 


9. (C) A declaration of StandFast would entail immediate 
closure of the Embassy and curtailment of all but essential 
operations. American staff performing essential functions 
would reside in the Embassy or the Alternate Command Center 
while all other staff will remain in their residences. DCM 
circulated a classified staff list designating each 

employee\'s StandFast location. The Embassy would be closed 
to the public 

essential operational travel (e.g. 

authorized by the Chief of Mission). FSN staff performing 
essential functions would be admitted to the Embassy on the 
basis of an Access List updated daily by the RSO. 


10. (U) A declaration of MoveSafe would entail a less 
restrictive limitation on the movement of American personnel 
outside their residences or the Embassy compound. Embassy 
operations may be shut down or curtailed to a limited degree 

if designated by the COM. Travel would be allowed only in 
armored vehicles. Non-essential American and FSN staff would 
be allowed access to the Embassy in accordance with the level 
of Embassy operations and the COM\'s assessment of security 
conditions. 


11. (C) DCM briefed the EAC on plans for daily situation 
reporting should hostilities occur between Iraq and coalition 
forces. He asked that each section provide information to 
the Political/Economic section early for inclusion in a daily 
sitrep to be sent out via classified e-mail or cable by 
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mid-afternoon. 


12. (U) RSO held an intruder drill on February 27 that 
showed some deficiencies in staff knowledge on how to 
respond. More intruder drills will be held in the immediate 
future. RSO also conducted ongoing destruction drills with 
various sections. All sections were reminded to minimize 
their burn time. 


13. (U) EAC noted the success of weekend radio notification 
by RSO and Post One of several peaceful demonstrations in 
Sanaa (2/28 

location of demonstrations and to avoid non-essential travel. 
EAC also announced an intensified schedule of radio checks 
in the coming days. EAC emphasized the importance of 
everyone carrying their radios at all times. 


14. (C) EAC emphasized that everyone should report 
information gained on possible demonstrations or incidents 
related to demonstrations to the RSO. DCM reminded staff to 
remain vigilant regarding security violations 

during this busy time. EAC members were reminded to read and 
comment on posi\'s updated Emergency Action Plan. RSO asked 
EAC members to caution their staff to be more mindful of 

their driving habits 

aggressive driving that could draw adverse attention from 

ROYG police and/or pedestrians. 

HULL 
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no U.S. package is not priced in. It would lead to a second 
sell-off 

points 


3. (SBU) Comment Continued: Looking ahead 

domestic debt redemption of TL 5.2 quadrillion (about $3.5 
billion) is a concern. The Treasury may well use up some of 
its cash reserves of TL 4.2 quadrillion to take care of the 
March 5 redemption 

the larger March 19 redemption. The \"safety valve\" may be 
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for Treasury to use moral suasion with the state banks 
(especially Ziraat) to step up and buy more GOT debt. End 
Comment. 


IMF Resrep: Financing Gap a Concern 


4. (SBU) IMF resrep told us March 3 that Fund staff are 
reviewing the the financing assumptions behind the 2003 
budget (basically 

percent 

maturity) 

effect of an Iraq operation. Fund staff cannot recommend 
their Board approve the Fourth Review 

funding gap in 2003 

March 3 press statement says the GOT draft budget achieves a 
6.5 percent primary surplus 

sufficient for the GOT\'s funding needs 


February Inflation Data: Credibility of 
Macro Framework May Be Questioned 


5. (U) At market close March 3 
Institute released the February inflation data: 


February January 


Consumer Prices 2.3pct 2.6 pct 
Wholesale Prices 3.1 pct 5.6 pct 


6. (SBU) Comment: The February inflation results are in 
line with market expectations 

higher food prices in winter) should reduce them. The 
government-controlled price increases of January affected 
February CPI 

two straight months of high inflation may start to have a 
corrosive effect on market acceptance of the GOTVs 
macro-economic framework. We\'re two months into the year and 
the aggregate WPI is nearly half of the year-end target. We 
will check the Central Bank\'s next inflation expectations 
survey (due out in mid-March) to see if expectations are 
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affected. 
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he described as perhaps two topics pre-selected from the 
WEHAB agenda and one topic selected from among other 
competing areas of interest to CSD participants. He noted 

in particular that Canada thought the topics of \"sustainable 
cities\" and \"information technology\" should be on future CSD 
agendas for consideration 

contained in the WEHAB formulation. 


3. Furthermore 

built into the revised CSD agenda after the first cycle (two 
years). This would allow participants to evaluate the 
effectiveness of changes adopted and to make whatever 
adjustments 

Cellucci 
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2. (C) Political Minister Counselor and PolMilOff met with 
Foreign Affairs Political Director Jim Wright on March 3 to 
discuss Iraq. Wright was defensive about the Canadian 
non-paper at the UNSC on \"Bridging the Divide.\" He confirmed 
that Canadian PermRep Heinbecker would be meeting that 
afternoon with the 10 non-permanent members of the UNSC 
(E-10) 

Wright said this meeting was completely at the E-10Vs 
initiative 

The E-10 

unwilling to budge from their positions and are putting the 
onus on the E-10. 


3. (C) Wright said that PM Chretien has been in contact with 
Presidents Fox of Mexico (whom he visited last week) and 
Lagos of Chile 

ideas. He noted that popular opinion was overwhelmingly 
against war in both Mexico and Chile. Wright said that he 
and other GoC officials have also been in frequent contact 
with France/Germany/Russia about their proposal 

told them it is a non-starter because of being open-ended. 
Wright underscored that the Canadian position is very 
different 

recent UNSC open meeting. Canada wants the Security Council 
to consider the full range of options 

to act quickly. 


4. (C) Wright also raised the February 28 White House 
statement that U.S. goals in Iraq included both disarmament 
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and regime change. He noted that Prime Minister Chretien 
speaking in Mexico City immediately after the White House 
statement 

being a U.S. goal in Iraq. Chretien responded that this was 
a dangerous concept 

where do you stop" Wright said that Chretien had been put 
in an awkward position 

not be helpful in the Security Council 

the focus on disarmament. Wright praised a speech by 
Ambassador Cellucci and an interview with Deputy Secretary 
Armitage 

hitting all the right notes on Iraq. 


5. (C) On Canadian military participation in Iraq 

said the GoC position has been consistent throughout. Canada 
has supported U.S. efforts to bring pressure to bear on Iraq 

but it also wants the UNSC to live up to its unique 
responsibilities. For Canada to now say that it would 
participate militarily 

decision 

and said that the GoC would quickly make its decision once 

the Council has acted. 


6. (C) COMMENT: The GoC is relishing its chance to encourage 
consensus at the UNSC 

Canada has heard our message 

that its proposal is too little 

multilateralism is an article of faith in Ottawa 

believes it is defending the authority of the United Nations. 

So long as Security Council members are willing to listen 
Canada will continue trying to \"bridge the divide.\" 

CELLUCCI 


2. (C) In the context of the recent SARI/E-sponsored Energy 
Information Administration (EIA) regional workshop in 
Kathmandu 

coordinator 

(REO) had a private dialogue with Water Resources Minister 
Dipak Gyawali and Secretary for Water Resources Keshab Chand. 
Gyawali (in typically outspoken fashion) sharply criticized 
India\'s policy on regional energy trading 

was not just resistant to cross-border cooperation 

\"resistant to economics. Gyawali stated that as long as 
India continued to view water and energy in purely strategic 
(and not economic) terms 

bilateral energy trading 

Nepal to develop its energy exports. 
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3. (C) When asked about Nepal supplying India's enormous 
future power needs 

states provide free (or nearly free) power to certain favored 
customers 

obviously the demand will be infinite.\" The Minister cited a 
recent example where India had cut back on minuscule 
purchases of a few kilowatts of power in border areas. \"So 
if they don\'t need five kilowatts 

need 40 


4. (SBU) Gyawali conceded that although Nepal currently 
enjoys a surplus of supply for its grid 

situation to turn around in 2-3 years. Nepal will need more 
run-of-the river projects in the 100-MW range 

storage capacity to deal with seasonal variations. Joint 
ventures have the greatest potential for mobilizing the 
necessary capital 

know more about both the irrigation and power systems of 
Uttar Pradesh and Bihar in order to estimate the scope for 
future cooperation with India. (The Minister left soon 
thereafter for an official visit to Patna 


MEA Mandarins Circling the Wagons? 


5. (C) In a subsequent conversation 

General Janak Lal Karmacharya of the Nepal Electricity 
Authority (NEA 

Ministry) told SARI representatives that Nepalese officials 
were still upset over the treatment meted out to the Nepali 
delegation at an aborted U.S.-Nepal-India hydropower 
partnership meeting in New Delhi in November 2002. (Note: 
the event was aimed at technical management improvement 
power trade. India boycotted the meeting 

Nepalis had already arrived.) However 

should take a long-term view 

cooperation 


6. (C) Department of Electricity Development Director 
General Lekh Man Singh told us that progress on the Arun III 
cascade project 

glacial. The GOI still had to agree in order for Nepal to 
activate a USD 10 million Asian Development Bank credit to 
update technical and engineering studies which could 
eventually lead to ADB financing of the project. Further 
Indian MEA officials had attempted to block the Australian 
West Seti project (750 MW) on the grounds that India should 
not pay foreign exchange for Nepali power when there were 
still possible hydro sites to develop in India. According to 
Singh 

with Indian ForMin Yashwant Sinha succeeded in getting this 
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decision reversed. He believed that the MEA mandarins might 
try again to short-circuit the project when it gets to the 

Power Purchase Agreement (PPA) stage. 


Divide and Conquer Strategy Appears Anachronistic 


7. (C) COMMENT: India\'s preference for dealing with its 
neighbors on a bilateral basis extends well beyond the issue 
of energy 

program. There will be little immediate impact on the 
prospects for a regional power pool or bilateral work in the 
hydropower sector 

SARI/E programs aimed at this aspect to date. If one of 
SARIVs objectives is 

atmosphere for energy trading negotiations between India and 
Nepal 

there is much more to SARI. From Nepal\'s perspective 
provides numerous other benefits in training and technical 
information sharing with regional counterparts with or 
without India. Further 

bilateral efforts. We therefore support SARI/EVs 
continuation 

may need to be revamped in favor of sector reform 
initiatives. The door must be left open for India to 

re-think its bilateral-only approach. 


The Emperor Has No Clothes 


8. (C) COMMENT CONTINUED: However 

concerned over India\'s apparent unwillingness to collaborate 
fully in regional efforts which stand to bring much-needed 
long-term benefit to poverty-stricken Nepal. Indeed 
indications are multiplying that India will resist 

participating in any forum organized by the U.S. that has 

only South Asian countries as participants. The hamstringing 
of Nepal\'s efforts to realize its enormous hydroelectric 
potential by its only market is a major obstacle to Nepal\'s 
development prospects. This is particularly costly at a time 
when low standards of living and lack of economic opportunity 
in the countryside are fueling an insurrection that is 

sending Nepal backward. 


9. (C) ACTION REQUEST FOR DEPARTMENT AND NEW DELHI: There is 
a considerable U.S. investment to protect in this regional 

initiative. We believe the U.S. has a strong interest in 

promoting regional cohesion and alleviating South AsiaVs 

crushing poverty. It would therefore be in the U.S. interest 

to try to wean the GOI 

anachronistic insistence on bilateral approaches to regional 
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problems -- which has long been a source of irritation to 
India\'s smaller neighbors 

Embassy New Delhi may wish to consider how best to further 
the objectives of SARI and other USG-sponsored regional 
initiatives through a discreet but consistent dialogue with 
decision-makers in MEA and other GOI power centers. 
MALINOWSKI 


6086 
Tafataona Mahoso criticized the United States and Britain 
for appearing to be \"arm-twisting\" the United Nations to 
sanction the war against Iraq. Under headline \"Sinister 
motives fuel assault on Iraq: \"Britain and U. S. arm-twist 
U. N. to bless illegal war 


2. \"An impressive number of international summits and 
conferences have come out clearly on the side of 
peace and against the threatened U. S. - UK war on 
Iraq. A few weeks ago 
its position against war. . .All these are 
impressive expressions of world opinion 
together with the millions of demonstrators who took 
to the streets on 15 February on all five continents 
of the globe. But there is now a need for the key 
members of the coalition 
ahead beyond the current stalemate between U. S 
weapons of mass destruction 
the moral power of the loose anti-war alliance on 
the other. First of all 
war in Europe and America are opposing it just so 
that history will count them as having expressed 
doubts about it but having failed to stop it. This 
is particularly true of the white liberals in North 
America. They know that the U. S. military- 
industrial complex stands to make huge profits from 
weapons and oil if the war takes place. However 
they wish Bush and Blair would not wage the war 
without first bribing the U. N. to bless the war. 

This is where the African Union and NAM stand out. 
They see the war as a most horrific holocaust 

whether or not the U. S. and UK manage to bribe the 
U. N. to bless it. In other words 

North oppose only the Bush-Blair means of waging the 
assault on Iraq. They would go quiet if Blair and 

Bush succeeded in making the proposed genocide 
legal. The view from the South 

is that Iraq is only a sacrificial lamb 

means to an end; just as Yugoslavia was also a means 
to an end. 


VThe real objectives of the war are: To bring 
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western and central Asia firmly under the unipolar 
system dominated by the U. S. 
possible coalition or alliance of the future which 
could bring Russia 
especially if Namibia\'s proposal to make India a 
permanent Security Council member were to succeed; 
To bring all major oil reserves under U. S. control; 
even Sudan and Nigeria will not be spared; To wage 
war on the old U. N. system before its Security 
Council mechanism is captured by a coalition of 
emerging powers and used to neutralize the U. S.-UK 
alliance. . .; To use the oil power so obtained as 
means of controlling the allies of the U. S. who may 
be threatening to declare their independence from 
their post-Second World War dependence on North 
America. Now 
alliance against war should be to stop the 
aggression before it happens. . .So the loose 
alliance needs to become tighter and immediately 
announce that a unilateral war on Iraq will mean: 
That the majority of U. N. members would decide to 
forfeit U. S. contributions to the budget of the 
same and move the U. N. headquarters out of the U. 
S. for good; That the majority of the U. N. members 
would immediately change the U. N. Security Council 
system by creating new permanent members such as 
Brazil 
seek to tighten their anti-war alliance until it can 
impose some trade sanctions against the U. S.; That 
the coalition would agitate for the removal of U. S. 
military bases from member states 
South. 


\"These ideas follow from a logical analysis of the 
situation. In Yugoslavia 

war on Europe 

for the cost. Many thought that would be the last 

war in which the U. N. was arm-twisted to bless an 
illegal war. But it was not. Over Afghanistan 

world at first went along with the "war on 

terrorismV until that war became terrorism in 

itself. Now 

out of the blue. The attempts to justify it have 

been the weakest the world has ever heard compared 
to those for the Gulf war 

Afghan war. But the current attempts are costing 

the U. N. very dearly. The whole system has been 
commandeered to make the war on lraq appear to be 
the only business of the U. N. that is worth doing 

at present. This should not be tolerated. V" 
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pro-government weekly the \"Sunday Mirror\" dedicated 
its March 2 editorial to calling on the Non Aligned 
Movement (NAM) to transform into \"a reasonable 
balanced and objective counter-force\" in 
international issues. \"In this regard 
NAM for a peaceful resolution to the Iraq arms 
crisis becomes even more relevant 
stated. 


2. VThe NAM 
defend the freedom of those countries in the 
developing world that did not want to be constrained 
by allegiance to any of the super-powers of the 
time 
Today 
demise of the Soviet Union 
the only superpower. However 
has not made the world a safer place to live in and 
smaller nations 
become even more vulnerable. Therefore 
even more relevant as it now has to protect its 
members from being swallowed up by the one 
increasingly dictatorial superpower 
In this lopsided world order 
world divided on lines of wealth 
faith is real 
Because of the diversity of its nationalities 
offers the only hope for a reasonable 
objective counter-force. But in order for that hope 
to be translated into reality 
required to strengthen their solidarity with each 
other. 


V. . .In order not be misunderstood 

proclaim loudly and clearly that for which the 
movement stands. First 

supremacy of the United Nations while demanding that 
the world body be reformed so that its structures 

and actions follow modern concepts of democracy 
which the developed world has been preaching to the 
rest of the world. NAM should further affirm its 
adherence to the rule of law 

agitating for 

and human security. In this regard 

for a peaceful resolution to the Iraq arms crisis 
becomes even more relevant. NAM reiterated its call 
to Iraq to comply with resolution 1441 of the U. N. 
Security Council 
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the planned unilateral military actions of the U. 
S. 
world into catastrophe for no better reason than to 
secure for themselves the rich oil fields of the 
Gulf region. In the final analysis 
only be aware of the economic motives of the latest 
imperialist wars of the U. S. and its allies 
should demand responses to the needs of the majority 
of the people of the world.\" 


SULLIVAN 
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Standard\" carried an article by its United States- 
based stringer 
U. S. of creating policies that could give President 
George W. Bush unilateral powers to \"declare war on 
any country he regards as harboring terrorists.\" 
\"For instance 
terrorist state and therefore excluded from 
participation in the multi-lateral organizations in 
which the U. S. has a stake 
weekly column \"Americannotes.\" Excerpts of the 
article printed under headline \"The two sides of 
terror\" follow: 


2. \"The U. S. has designed two weapons for the war 
against terror. The first weapon is called the Patriot Act 
that allowed the U. S. Government to coordinate the 
activities of twenty-one spy agencies. Sharing information 
enables them to take quick action against possible threats. 
The second weapon is the Bush Doctrine - which is very 
contentious. Defense Secretary 
security advisor 
supporters. The doctrine would allow the U. S. to attack 
and destroy any nation 
U. S. president decided. It means that one man 
the approval of Congress can declare war on any country he 
regards as harboring terrorists. A memo 
to communications between an Israeli think tank and the 
Bush cabinet 
can go after Syria 
important for the Third World is that the U. S. may declare 
any country a terrorist state. This can be done for any 
number of reasons that have nothing to do with terrorism 
against the U. S. For instances 
itself declared a terrorist state and therefore excluded 
from participation in the multi-lateral organizations in 
which the U. S. has a stake. . . .\" 
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Since we consider protection of intellectual property as 
an important tool to encourage and promote human 
creativity and productivity 

international standards and fulfilling international 
agreements in the area of intellectual property 
protection. We also make our contribution to 
international cooperation initiatives. 


In this context 

our existing capabilities and resources 

adopt relevant international agreements and create an 
environment to promote foreign investments where a 
certain level of intellectual property protection is 

ensured. However 

difficulties about implementation and enforcement of new 
legislation. Moreover 

concerned and if some people face unemployment and short- 
term losses of income in a developing economy 
difficulties are further complicated. 


So far 

our trade partners in the framework of our international 
commitments 

Organization TRIPS Council during the review of our 
legislation. In this connection 

importance to comments of the United States Government 
and its \"Special 301 Review". 


In the context of 

satisfactory level of cooperation with the US Government 
up to now and we expect this to continue. We are also 
pleased with the interest of the US companies and the 
concerned specialized associations in the implementation 
and enforcement of intellectual property protection in 
Turkey. 


After a preliminary study of the points raised by these 
associations 

comments mentioned in their submissions 

to assure you that they will receive Turkish 
GovernmentVs due consideration and our relevant 
authorities will study them in detail with respect to 
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their technical aspects. We hope to submit our 
substantial comments later after this study. 
Nevertheless 

observations at this stage. 


Regarding the comments of IIPA and IACC 

aware of certain problems of implementation and 
enforcement. Despite our known efforts to improve the 
capacity and expertise of law enforcement authorities in 
this field 

should also take into account the economic situation in 
the aftermath of a severe financial crisis. Since 
immediate implications of enforcement of intellectual 
property protection are unemployment and loss of income 
for some segments of society 

becomes very sensitive. As we all know 

intellectual property protection and development issues 
is a widespread matter of debate in various 

international fora. We should also bear in mind that 
some copyright violations concern educational materials 
and this requires a special attention. Nevertheless 
appreciate the relatively balanced approach of these two 
associations and again we assure that these comments 
will receive our due consideration and appropriate 
measures will be taken accordingly. 


As for the comments of PhRMA 

issues have a special dimension in the context of 
international trade regulations. Public health is such 
an issue that it cannot be regulated only by trade 
concerns. Special considerations of governments in 
health and social policies should be given due respect. 
As we know 

Doha Development Agenda Negotiations is on this very 
issue and there is a growing global concern on the 
relationship between public health and intellectual 
property protection. 


Compared with other social policy issues 

policies have a particular significance 

cases it is a question of life and death. It is not a 
surprise that health issues have a priority among others 
for governments. That is especially the case for 
developing countries with populations more vulnerable. 
Therefore 

require flexibility more than other trade issues. 
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The comments of PARMA will also receive our due 
consideration and of course appropriate measures within 
the limits of possibilities will be taken accordingly. 


We expect that the US Government will take into 
consideration our good will on this issue prior to the 
finalisation of the \"Special 301 Review". 


End Text. 
Pearson 
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NIGERIA 
2002) 


\"GOVERNMENT FIGURES CITE 2.7 MILLION ETHIOPIANS CURRENTLY 
AS HIV POSITIVE 

MAY BE BETWEEN 3 AND 5 MILLION. THE GENERALLY POOR HEALTH OF 
ETHIOPIANS AS A RESULT OF DROUGHT 

HEALTHCARE 

PROGRESS RAPIDLY TO AIDS. LOOKING AHEAD 

MILLION WILL BE INFECTED BY 2010 BECAUSE OF THE HIGH CURRENT 
RATE OF ADULT PREVALENCE 

LEVELS 

MORE ACTIVELY.\" END QUOTE. 


4. THE REPORT DRAWS A NUMBER OF CHILLING CONCLUSIONS: 


-THE PROFESSIONAL CLASSES IN ETHIOPIA ARE PARTICULARLY 

VULNERABLE BECAUSE ADULT PREVALENCE RATES ARE HIGH AND 

RELATIVELY FEWER ELITES ARE CONCENTRATED IN A SMALL NUMBER 
UNCLASSIFIED 
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OF KEY POSITIONS; 

-THE DRAG OF AIDS ON ECONOMIC GROWTH WILL FURTHER REDUCE THE 
ABILITY OF THE GOVERNMENT TO HANDLE THE RISING SOCIAL AND 
HEALTHCARE COSTS; 

-THE FURTHER DETERIORATION OF GOVERNMENT INSTITUTIONS COULD 
WEAKEN ETHIOPIAVS ABILITY TO CONTINUE TO PLAY A REGIONAL 
LEADERSHIP ROLE; 

-RISING SOCIAL TENSIONS OVER AIDS COULD EXACERBATE REGIONAL 
AND ETHNIC TENSIONS WITHIN ETHIOPIA. 


HUNGER AND HIV/AIDS - \"THE MOST FEROCIOUS ASSAULT ON WOMEN 
EVERV (STEPHEN LEWIS 
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5. WFP PASSED ALONG TO US MISSION THIS WEEK COPY OF A WFP 
EXECUTIVE DIRECTOR JIM MORRIS/UNAIDS SPECIAL ENVOY STEPHEN 
LEWIS REPORT RELATED TO THEIR VISIT TO SIX SOUTHERN AFRICAN 
DROUGHT-AFFECTED COUNTRIES JANUARY 22-29 

SUMMARIZE THEIR PRINCIPAL FINDING AS FOLLOWS: (QUOTE) 


UNCLASSIFIED 
UNCLASSIFIED PTQ7274 
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ACTION SSO-00 


INFO LOG-00 AF-00 AID-00 ANHR-00 E-00 UTED-00 TEDE-00 
10-00 NEA-00 NSCE-00 OIC-02 PM-00 P-00 55-00 
TEST-00 SA-00 PMB-00 PRM-00 SAS-00 /002W 

ττττττττττττττττττ 3E8CDE 040821Z /38 

P 040726Z MAR 03 

FM AMEMBASSY ROME 

TO AMEMBASSY ADDIS ABABA PRIORITY 

SECSTATE WASHDC PRIORITY 8540 

USDA FAS WASHDC PRIORITY 2576 

INFO AMEMBASSY ASMARA 

AMEMBASSY NAIROBI 

EU MEMBER STATES COLLECTIVE 

IGAD COLLECTIVE 

SOUTHERN AFRICAN DEVELOPMENT COMMUNITY 

SECDEF WASHDC 

USEU BRUSSELS 3153 

USMISSION GENEVA 

USMISSION USUN NEW YORK 


UNCLAS SECTION 02 OF 04 ROME 000876 
SIPDIS 

AIDAC 

FROM U.S. MISSION IN ROME 


AMEMBASSY ADDIS ABABA FOR AMBASSADOR BRAZEAL AND USAID 
DEPUTY DIRECTOR FREEMAN 
UNCLASSIFIED 
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USAID/W FOR ADMINISTRATOR NATSIOS 
WINTER 

D/OFDA MCCONNELL 

STATE FOR P U/S GROSSMAN 

DEWEY 

USDA/FAS FOR U/S PENN AND CHAMBLISS 
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USDA/FAS NAIROBI FOR KESSLER 

USMISSION GENEVA FOR AMBASSADOR MOLRY AND USAID/KYLOH 
BRUSSELS FOR AFRICA WATCHERS AND USAID/LERNER 

NSC FOR JOWORKEN AND AFRICA DIRECTORATE 


E.O. 12958: N/A 

TAGS: ΕΑΙΌ 

SUBJECT: THE LETHAL COMBINATION OF HUNGER AND HIV/AIDS IN 
ETHIOPIA AND SUB-SAHARAN AFRICA 


VTHE WORLD KNOWS THAT HIV/AIDS IS FATAL. THE WORLD ALSO 
KNOWS THAT SOUTHERN AFRICA 

PREVALENCE RATES ARE FOUND 

SHORTAGES AFFECTING MILLIONS OF IMPOVERISHED PEOPLE. BUT THE 
WORLD CLEARLY DOES NOT YET REALIZE THE IMMEDIATE AND LONG - 
TERM IMPLICATIONS OF A CRISIS CAUSED BY THE CONJUNCTION OF 
HIV/AIDS WITH CHRONIC POVERTY 

GOVERNMENT POLICIES AND NATURAL RESOURCE DEGRADATION 
URGENT NEED IT SIGNALS FOR A PROFOUND SHIFT IN HUMANITARIAN 
AND DEVELOPMENTAL STRATEGIES. 


IN THE SIX COUNTRIES CURRENTLY SUFFERING FOOD SHORTAGES IN 

SOUTHERN AFRICA 

LIVES AND LIVELIHOODS OF MILLIONS OF PEOPLE AND UNRAVELLING 
UNCLASSIFIED 
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THE SOCIAL FABRIC OF SOCIETY TO THE EXTENT THAT THE 

STABILITY AND SECURITY OF THE REGION AS A WHOLE IS AT RISK. 
ONLY RECENTLY HAVE THE GOVERNMENTS OF SOME OF THE MOST 
AFFECTED COUNTRIES IN SOUTHERN AFRICA BEGUN TO COMPREHEND 
THE CRISIS THAT IS UPON THEM - A REALITY THAT HAS DRIVEN 

SOME POLITICAL LEADERS IN THE REGION TO SPEAK OF THE THREAT 
OF EXTINCTION. IT HAS TAKEN THE LOUD EMERGENCY OF A SEVERE 
FOOD SHORTAGE AFFECTING 15.1 MILLION PEOPLE TO DEMONSTRATE 
TO THE UNITED NATIONS AND ITS PARTNERS THE INSIDIOUS 
POTENTIAL OF HIV/AIDS TO UNDERMINE ENTIRE SOCIETIES AND 
NATIONS AND TURN CRISES INTO CATASTROPHES.\" END QUOTE. 


WILL WE BE WRITING A SIMILAR COMMENT ABOUT ETHIOPIA ONE-TWO 
YEARS HENCE? 


NEXT STEPS FOR UN AGENCIES FROM BOTH THE MORRIS/LEWIS AND US 
MISSION PERSPECTIVE 


6. SOME KEY RECOMMENDATIONS FOR THE UN AGENCIES FROM THE 
MORRIS/LEWIS REPORT ARE AS FOLLOWS: 


A) THE UNITED NATIONS MUST PROVIDE A POWERFUL AND ENERGIZING 
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LEADERSHIP 
PROGRAMS 
URGENTLY AT COUNTRY LEVEL. NOTE: US MISSION ADDS THAT THIS 
NEEDS TO BE DIRECTLY REFLECTED IN THE UN COUNTRY DEVELOPMENT 
FRAMEWORK (UNDAF). END NOTE. 

UNCLASSIFIED 
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B) UN SHOULD CONSIDER REVISITING PREVIOUS METHODS OF SHORING 
UP GOVERNMENTS AND POPULATIONS IN CRISIS -- INCLUDING DIRECT 
CASH ASSISTANCE TO COMMUNITY-BASED ORGANZATIONS THAT 
SUBSIDIZE SOCIAL SECTORS 

ORGANIZATIONS AND INSTITUIONS THAT ARE LOSING THE HUMAN 
RESOURCES AND SKILED PROFESSIONALS REQUIRED TO FUNCTION 
EFFECTIVEY. 


C) DUE TO HIV/AIDS 

AND THOSE REQUIRING NUTRITIONAL UPPORT CAN BE EXPECTED TO 
INCREASE OVER THE LONG TERM. THERE ISA 

NEED TO EXPLORE AND INSTITUTIONALIZE ALTERNATIVE MECHANISMS 
THAT PROVIDE ACCESS TO SUFFICIENT FOOD AND ADEQUATE 
NUTRITION. THIS SHOULD BE DONE IN WAYS THAT ENCOURAGE 
PARTICIPATION IN PROGRAMS DESIGNED TO OPTIMIZE SELF-RELIANCE 
AND STIMULATE LOCAL AND REGIONAL PRIVATE-SECTOR CAPACITY TO 
MEET DEMAND FOR FOOD. 


D) THE UNITED NATIONS SYSTEM MUST CONTINUE TO ADVOCATE AND 
UNCLASSIFIED 
UNCLASSIFIED PTQ7277 


PAGE 01 ROME 00876 03 OF 04 040822Z 
ACTION SSO-00 


INFO LOG-00 AF-00 AID-00 ANHR-00 E-00 UTED-00 TEDE-00 
10-00 NEA-00 NSCE-00 OIC-02 PM-00 P-00 55-00 
TEST-00 SA-00 PMB-00 PRM-00 SAS-00 /002W 

TM 3E8CE8 040822Z /38 

P 040726Z MAR 03 

FM AMEMBASSY ROME 

TO AMEMBASSY ADDIS ABABA PRIORITY 

SECSTATE WASHDC PRIORITY 8541 

USDA FAS WASHDC PRIORITY 2577 

INFO AMEMBASSY ASMARA 

AMEMBASSY NAIROBI 

EU MEMBER STATES COLLECTIVE 

IGAD COLLECTIVE 

SOUTHERN AFRICAN DEVELOPMENT COMMUNITY 

SECDEF WASHDC 
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USEU BRUSSELS 3154 
USMISSION GENEVA 
USMISSION USUN NEW YORK 


UNCLAS SECTION 03 OF 04 ROME 000876 
SIPDIS 

AIDAC 

FROM U.S. MISSION IN ROME 


AMEMBASSY ADDIS ABABA FOR AMBASSADOR BRAZEAL AND USAID 
DEPUTY DIRECTOR FREEMAN 
UNCLASSIFIED 
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USAID/W FOR ADMINISTRATOR NATSIOS 

WINTER 

D/OFDA MCCONNELL 

STATE FOR P U/S GROSSMAN 

DEWEY 

USDA/FAS FOR U/S PENN AND CHAMBLISS 

USDA/FAS NAIROBI FOR KESSLER 

USMISSION GENEVA FOR AMBASSADOR MOLRY AND USAID/KYLOH 
BRUSSELS FOR AFRICA WATCHERS AND USAID/LERNER 
NSC FOR JDWORKEN AND AFRICA DIRECTORATE 


E.O. 12958: N/A 

TAGS: ΕΑΙΌ 

SUBJECT: THE LETHAL COMBINATION OF HUNGER AND HIV/AIDS IN 
ETHIOPIA AND SUB-SAHARAN AFRICA 


SUPPORT GOVERNMENTS TO TAKE A MORE PROACTIVE LEADERSHIP ROLE 
WITH RESPECT TO COMBATING HIV/AIDS. THE REPORT RECOMMENDS 
THAT POSITIVE LEGISLATION BE INTRODUCED THAT PROTECTS WOMEN 
AND THAT SOCIAL REFORM BE ENACTED THAT ADDRESSES THE BURDEN 
OF CARE CARRIED BY WOMEN. THE ROLE OF THE HIGHEST LEVELS OF 
GOVERNMENT IN LEADING A VISIBLE EFFORT AGAINST HIV/AIDS AND 

IN SUPPORT OF WOMEN CANNOT BE UNDERESTIMATED AND SHOULD BE 
ENCOURAGED. 


E) UNITED NATIONS AGENCIES NEED TO COMMIT THEMSELVES TO 
REVIEWING THEIR EMERGENCY AND DEVELOPMENT PROGRAMS IN AREAS 
OF HIGH HIV PREVALENCE THROUGH THE \"LENS\" OF HIV/AIDS. 
MOREOVER 
PARTNERS AND DONORS FOR THE NEED TO FULLY INTEGRATE HIV/AIDS 
INTO THEIR ACTIVITIES. 

UNCLASSIFIED 
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7. IN US MISSIONVS VIEW 
STRUCTURING EFFECTIVE HIV/AIDS STRATEGIES 


F) THE GLOBAL FUND TO FIGHT HIV/AIDS 

MALARIA - IS A KEY RESPONSE INSTRUMENT IN THE EVOLUTION OF 
GLOBAL HEALTH PROGRAMS PRODUCING MORE EFFECTIVE RESULTS. THE 
UN IS URGED TO ASSIST 

ROLE 

COUNTRY COORDINATION MECHANISM (CCM) IS IN PLACE. 


G) ALL MAJOR UN INTER-AGENCY MEMORANDA OF UNDERSTANDING 
(MOUS) (BETWEEN UNICEF 

REVIEWED TO ENSURE AND EXPAND THE COLLABORATION RELATED TO 
TARGETING FOOD INSECURE HIV/AIDS-PRONE OR AFFECTED 
POPULATIONS IN EMERGENCY SITUATIONS. 


H) BOTH THE UN AND THEIR NGO PARTNERS NEED TO QUICKLY 
INTENSIFY AND EXPAND ACTIVITIES TO STRENGTHEN HIV/AIDS 
INFORMATION CAMPAIGNS 

SERVICE PROVIDERS TO BETTER MANAGE THIS PANDEMIC. 


l) UN PARTNERS NEED TO COME TOGETHER IN ESTABLISHING 

STANDARD INDICATORS AND METHODS FOR INCORPORATING HIV/AIDS 

IN FOOD SECURITY 

AND BETTER ESTIMATES OF THE MACROECONOMIC EFFECTS OF AIDS IN 
COUNTRY ARE NEEDED IN ORDER TO FULLY UNDERSTAND AND ADDRESS 
ITS DEVASTATING IMPACT. 


J) UN AGENCIES (WFP 
ALONG WITH WORLD HEALTH ORGANIZATION (WHO) TO ACCELERATE THE 
UNCLASSIFIED 
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REVIEW OF EXISTING MATERIAL ON \"HIV/AIDS AND NUTRITION\" AND 
DEVELOP JOINT UN GUIDELINES. 


K) UN AGENCIES ARE URGED TO BECOME FORCEFUL ADVOCATES WITH 
PARLIAMENTARIANS AND OTHER STAKEHOLDERS IN EVERY COUNTRY TO 
DEVELOP NATIONAL POLICIES FOR ORPHANS AND INNOVATIVE 
COMMUNITY-BASED PROGRAMS TO PROVIDE CARE AND SUPPORT FOR 
CHILDREN AND FAMILIES IN NEED. 


8. MY RECENT TRIPS TO SOUTHERN AFRICA (REFS B AND C) AND TO 
ETHIOPIA HAVE BROUGHT HOME TO ME THE RECENT COMMENT OF DR. 
PETER POIT (UNAIDS CHIEF) THAT \"HIV/AIDS IS RAPIDLY WIPING 

OUT DECADES OF DEVELOPMENT AND CONTRIBUTING TO REGIONAL 
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INSTABILITY. THE CASE FOR INCREASING ACTION AGAINST THIS 
EPIDEMIC HAS NEVER BEEN STRONGER OR MORE URGENT.\"1 SEE A 
GROWING NEGATIVE SYNERGY BETWEEN AIDS AND FAMINE 
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had priced in the deal 

as cosmetics.\" Indeed 

canvassed last week there was little doubt that approval 
would come 

U.S. assistance (which all saw as critical to the 
sustainability of Turkey\'s debt) would function. 


3. (SBU) A Silver Lining: Coupled with concern about how 
Turkey will cover its financing gap without assistance 

however 

previously there was a perception that the government was 
stalling in its negotiations with the IMF in anticipation of 
completion of the U.S. assistance package 

belief that the government has put itself at the mercy of the 
IMF 

exception. ATA Invest Board Member Mehmet Sami and Chief 
Economist Altug Karamenderes told us on March 3 that 
continuance of the IMF program 

assistance 

The two saw in Prime Minister Gul\'s morning press conference 
an indication that he understood this reality 

that indications of progress on the IMF agreement will help 
blunt the voteVs negative impact on Turkish markets. 


4. (SBU) Sustainability: Both Sami and Karamenderes 
questioned 

sustain this policy in the medium term 

figures Gul announced in meeting Turkey\'s 6.5 percent primary 
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surplus target 

also noted that they represent a shift from AK\'s earlier 
populist stance to agreement to squeeze savings out of the 
public sector 

Critically 

demand 

increased military spending 

the government far short of its revenue targets. The 
cascading challenges 

lead the government to \"give up\" and abandon the program at 
some point this summer or fall. Alternatively 

suggested 

restructure its domestic and foreign debt 

case scenario 

phlegmatically. \"Opportunistic investors are out there 
waiting 

its past stigma. 


5. (SBU) Comment: The vote came as a shock to Istanbul 

markets and observers 

government\'s quick moves on the IMF front have dampened some 
of that impact 

ironically if a second vote were successful the end result 

would be the best of all possible worlds: unblocking of large 
American assistance 

the IMF program further than it was previously willing to go. 

End Comment. 
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tendencies 
bring back the death penalty. 


6. (SBU) (((Note: The president is also known to 
treasure her familyVs role in Sri Lankan politics. This 
factor also tends to reinforce the conclusion that she 
will not support the death penalty. After all 

her father 

put in place the first moratorium on the use of the 
death penalty in Sri LankaVs history. After 
BandaranaikeVs assassination in 1959 

was re-imposed. Her mother 

served as PM subsequently 

death penalty only sparingly. End Note.))) 


7. (C) Human rights groups are rapidly becoming 
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mobilized against the possible return of the death 

penalty. M. Remadious 

Human Rights and Development 

his group had recently met and discussed ways to protest 
against the death penalty. Remadious said further 
meetings were planned. Dr. P. Saravanumuttu 

director of the Center for Policy Alternatives 

well-known local NGO 

strongly against the death penalty and would participate 
in upcoming meetings on ways to prevent its re- 
imposition in Sri Lanka. (Note: Sri Lanka is a 
predominately Buddhist country and some Buddhist groups 
oppose the use of the death penalty citing religious 
strictures. Many Buddhists 

clergy 

with the use of the death penalty 


8. (C) In pushing for the death penalty 

GSL seem to sense a vote-winning issue. Interior 
Minister Amaratunga 

as a way to highlight his anti-crime 

to a public that is believed to favor strongly the 
return of the death penalty. Our guess is that 
Amaratunga\'s effort may come up short inasmuch as he 
probably cannot count on President Kumaratunga\'s 
support. That said 

issue cautiously as the death penalty is popular with 
the public at large. END COMMENT. 


9. (U) Minimize considered. 
WILLS 
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one thing 

mishandling of this vote is causing lack of confidence in the 
government which is not easily forgotten.\" This lack of 
market confidence in the GOT translates into higher interest 
rates on T-bills 

questions. Also included in this report are the details of 

the 2003 new budget measures announced March 3 - including 
cuts to military spending 

delays to the World Bank-supported \"Direct Income Support\" 
for farmers 

End Summary. 
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Markets - Interest Rates Higher 


2. (U) At mid-day March 4 

though T-bills were trading at a much higher rate 
anticipating the high yields in today\'s T-bill auctions (see 
below). 


-- The benchmark (most heavily traded) T-bills were trading 
at 62.50-63 percent in compounded terms. 

-- The lira appreciated slightly from March 3 close 

at TL 1 

-- The Istanbul Stock Exchange rebounded slighlty from 
yesterday\'s 13 percent sell-off 

noon. 


3. (SBU) Akbank (Turkey\'s largest private sector bank and 
largest T-bill investor) General Manager Zafer Kurtul told us 
March 4 that PM Gul had called him 

bank general managers 

the likely market reaction to the parliamentary vote. Kurtul 
told us he said to Gul that the GOT needed to show the 
markets a fiscally responsible budget (comment: this advice 
may have helped prompt GOT agreement with the IMF later that 
evening). Kurtul opined to us that the ramifications of the 
March 1 vote are not over: \"not getting the U.S. package is 
one thing 

mishandling of this vote has caused major market lack of 
confidence and that will not be easily forgotten.\" 


March 4 Treasury Auction 


4. (SBU) Turkish Treasury released the results of its March 
4 auctions at 2:00 PM local time. The total amount raised 
(about TL 2 quadrillion) and the yields were within market 
expectations. However 

significantly higher rate to roll-over the domestic debt 

this will add to debt sustainability concerns already in the 
markets. 


Compounded Yield Amt Sold 


1-Year Bond 62.5 TL 1.65 quad 
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7-Month Bill 58.5 TL 0.36 quad 


Details of Fiscal Saving Measures 


4. (U) Following are the fiscal saving measures released by 
PM Gul on March 3. They represent all fiscal measures agreed 
with the IMF on the 2003 budget. This list includes an 

earlier set of measures announced January 8 

changed the fiscal impact of such measures in line with IMF 
experience (for instance 

now TL 750 trillion 

8). 

5. (U) Among the highlights of the new measures are: public 
investment cuts of TL 2.6 quadrillion (note: the World Bank 
will share with us later the list of cut projects) and 

military spending cuts (TL 450 trillion); delay of the 

\"Direct Income Support\" (DIS) payments to farmers (TL 1.4 
quadrillion); and two new taxes on real estate and vehicles 
(TL 1.750 quadrillion). Though not a fiscal saving measure 
but still significant 

definition of primary spending all \"foreign-financed 
investments\" (these are foreign export credit agency-financed 
goods imported by line ministries 

construction equipment and vehicles.) This category of 
primary spending was included in the budget for the first 

time 


Table of New Fiscal Measures for 2003 


trillion TL % of GNP 


Expenditure Measures 


Personnel 


Civil Servants 
(limit new hires to 
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35 
Public Workers 
(postpone bonuses) 
Limit pharmaceutical 
benefits 


Investment 4 
(stop new car purchases 
cut foreign-financed 
purchases 
of investment projects) 


Other 1 
cut military spending 450 
transfer unspent mil 
appropriations from last 


year 270 

cut health and education 50 

other cuts 414 
Transfers 3 


Civil servant pension 


fund restructuring 764 0.2 
Self-employed pension 

fund restructuring 350 0.1 
Other Employee pension 

fund restructuring 190 0.1 
Other Transfers 2 


incl: cut transfer to Cyprus 50 
postpone \"DIS\" to farmers 1 


new reg on tax rebates for 294 0.1 


exports 


Expenditure sub-total: 9 


Revenue Measures 


- Tax Amnesty 750 0.2 
- New tax on real estate 650 0.2 
- New tax on vehicles 1 


- Revenue claw back of 
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municipalities 275 0.1 
- Cancel earmarking of revenues 
return to central budget 1 
- eliminate lags in corporate 
tax collection 780 0.2 


Revenue sub-total 5 


Total Savings TL 15 
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February 26 

are constantly patroling within the port 
maintaining military equipment and vehicles that 
are going to be sent to Batman 

border within the next few days. 

The mayor of Iskenderun 

America originally was going to modernize the 
Turkish ports 


3. DUTY CALL FOR DOCTORS 

(Milliyet) Municipalities in 7 provinces in 
Southeast Turkey have sent letters to doctors 
notifying them that in case they are called for 
duty under a human aid campaign 

to be ready to go within 12 hours of notice. The 
letter also mentioned to bring personal items to 
last for 7 days. 


4. SIX ARRESTED IN YUKSEKOVA 

(Evrensel) Six people have been arrested in 
Yuksekova province of Hakkari for allegedly being 
members of PKK/KADEK. An operation was carried 
out by the police following an incident on 

February 19 

at a transformer station belonging to TEDAS 
Turkish Electric Company. 


5. TWO JOURNALISTS ARRESTED 
(Evrensel) Hamza Ozkan working for V'Azadiya 
Welat\" newspaper in Van 
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working for \"Voice of Free Women\" were arrested 
on charges of aiding PKK/KADEP. 

In Diyarbakir 

People? magazine claimed he was kidnapped by 
people who introduced themselves as police and 
was thrown off a cliff. In his statement 

said that he was forced into a car and that 

during the ride 

accused of throwing a molotov cocktail at a 

police car and acting within the framework of 
supporting Abdullah Ocalan 

He added that a gun was pointed to his head to 
make him admit to the mentioned offenses. Dusun 
said he would notify the public prosecutor. 


ECONOMIC AND AGRICULTURAL DEVELOPMENTS 
6. AMERICA RENTS WAREHOUSE IN NUSAYBIN 
(Dunya) An American delegation that came to 
Southeast Turkey prior to the outbreak of a 

possible war rented many places in Nusaybin. The 
delegation came to Nusaybin 

near the Syrian border of Mardin 

the region. They investigated 

Cukobirlik;(Cukurova Integrated Textile Plant) 
yesterday morning and rented 16 warehouses for 
USD 30.000 

The delegation later went to a village near Bagok 
Mountain to continue investigations; it is 

reported that they wanted to rent the village 

where missile batteries would be deployed. 

HOLTZ 
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to lapse but which will be continued 

re-exported goods 

to give the government lottery a monopoly 

tro-tro drivers 

absence of an increase in the VAT; we had been told by a 
senior minister it would go up 5 percent. In fact 
Osafo-Maafo did announce a 2 1/2 percent increase 

it in the speech so deftly (under the National Health 
Insurance Scheme)that not even trained economic analysts 
caught the fleeting mention of an increase in levies on 
\"expenditures and transactions 

alerted by an official who knew where in the speech it had 
been inserted. 
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4. (U) The Minister also announced increases in two taxes on 
petrol: the road maintenance levy and the debt recovery 
levy; together 

than 10 percent on top of January\'s near doubling of the 
price. 


5. (C) Protectionist tariffs on rice and frozen chicken were 
also added to the package at the last minute 

before the speech. According to a source at the central 
bank 

said to be upset with these tariffs for a number of reasons: 
it didn\'t like being blindsided 

protectionism seems regressive 

the decision raises governance issues. Particularly so 

the view of our central bank source 

nearly certainly the work of Kwabena Darko 

very well connected chicken farmer (comment: we concur in 
this assessment). These tariffs will raise the cost of 

living for ordinary Ghanaians. 


6. (U) The IMF agreement limits the GoG\'s ability to offer 
more in salary increases than can be afforded with these new 
revenue measures but without increased borrowing. The 
mutually agreed upon limit is 22 percent. Since the increase 
at the bottom end of the scale was nearly 29 percent 

workers will be asked to settle for somewhat under 20 
percent. Workers certainly do not know this yet 

negotiators trying to boost the minimum wage increase did not 
realize (or perhaps accept) the zero sum nature of what they 
were doing. The more successful they were 

workers might get later. 


7. (U) Comment: We may be entering a contentious period. 
There is unsettled business left over from the petroleum 
increases; people are expecting pay raises. Given Ghana\'s 
current situation 

unpleasant reality--the government simply cannot afford more. 
Furthermore 

to recently have termed a VAT increase on the heels of the 
petrol hikes \"political suicide 

the GoG no real choice. 


8. (U) Comment Continued. While no one noticed the VAT 
increase in Osafo-Maafo\'s address 

their pockets (store clerks will receive instructions on 

collecting it) 

non-transparent manner in which it came about. They may also 
notice the smallish bump in gas prices. Additionally 

electricity and water rates were scheduled to go up March 

1st. The stakes are high; ng the line on government borrowing 
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is a firm IMF condition on renewal of Ghana\'s HIPC program. 
However 

prices save two modest labor marches and the usual radio talk 
show froth. The agreement on the minimum wage has also seen 
little protest. Fiscal discipline must balance with domestic 
political concerns--so far the government is keeping its 

balance. End Comment. 
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AKP officials urging Washington to take a step forward to 
help the government convince parliament and the electorate 
regarding permission for foreign troop deployments on 
Turkish soil. Parliamentary speaker Arinc said that the 
motion permitting U.S. troops must not be presented to the 
assembly again in the same form. U.S. teams in Turkey for 
modernization of air bases and harbors have suspended work 
until permission is voted by the parliament 

Diplomatic sources think that if a second vote by parliament 
is delayed 

and airspace. “Negotiations with the U.S. continue. The 
parliamentary decision is merely a stage in this open-ended 
process 

of Kurds staged an anti-Turkish rally in Erbil on Monday 
burning Turkish flags and chanting V^ YesY to U.S. troops 
`NoV to Turks.\" Papers quote a high-level MFA official as 
saying that a sovereign Kurdish state would be regarded by 
Ankara as a cause for war. \"Hurriyet\" recalls that in March 
1991 

shelter and food while the international community chose 
only to observe the tragedy. \"Radikal\" claims that 
"diplomatic sources\' have said that the U.S. participation 

in the latest Iraqi opposition meeting held in northern Iraq 
encouraged the Kurds to display this kind of reaction to 
Ankara. 


Cyprus: Turkish Cypriot leader Denktas has urged the UN to 
draft a new Cyprus plan through consultations with the two 
sides on the divided island. Denktas said he was in no 

hurry 

case. He is expected to visit Ankara this week before 

meeting with Annan and Papadopoulos at The Hague on March 10 
to discuss the referendum issue proposed by the UN Secretary 
General. Reports comment that Ankara was skeptical about 
the referendum issue as well. As a guarantor state 

is concerned about putting a ‘reluctant signatureV on the 
ambiguous document. \"Cumhuriyet\" cites the Greek Cypriot 
daily \"Fileleftheros\" interview with Tom Weston 

the U.S. Special Coordinator for Cyprus voiced satisfaction 
about the attitude of Ankara 
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Erdogan 


EDITORIAL OPINION: Irag/Turkish parliament\'s decision 


\"The Ankara-Washington line for a second decree\" 

Hasan Cemal wrote in mass appeal Milliyet (3/4): \"It seems 
that the AKP administration is going through a kind of brain- 
storming to determine the best possible atmosphere to re- 
introduce the authorization decree to the parliament. There 
is speculation about a second decree to be introduced in the 
event that certain steps are taken by the Bush 

administration with respect to the Turkomen and Iraqi Kurds 
as well as some new economic gestures. Another fact here is 
that the Turkish military is unhappy about the denial of 
permission by the parliament. . The chances for introducing 
a second decree are very small prior to the election in 

Siirt province on March 9. Yet the fact of the matter is 

that the chances might be completely gone if Washington 
closes the door to Turkey.\" 

\"A proud yet strategically short-sighted decision\" 

Erhan Basyurt commented in Islamic-intellectual Zaman (3/4): 
\"The parliament made a proud decision 

the risk of being short-sighted in terms of Turkey\'s 

strategic interests. The decision validates Turkey\'s 
concerns about northern Iraq. The recent anti- Turkey 
demonstrations and other signs indicate that the Iraqi Kurds 
will focus more on achieving independence. . It would be 
wrong 

authorization decree in the short term. Leaving it to the 

flow of time and waiting until certain issues are clarified 

looks like a more reasonable approach at this stage. In 

that respect 

decree might be an easier task if the UNSC passes a second 
resolution on March 7.\" 


\"Who is behind the anti-Turkish sentiment: Kurds or the US?\" 
Fatih Altayli argued in mass appeal Hurriyet (3/4): \"The US 
has started playing its "Kurdish cardW in an ugly way. It 

is the US who deliberately provokes the anti-Turkey 
sentiment in northern Iraq. Evidently this is part of US 
planning 

burning the Turkish flag. The timing of these events is 
worth thinking about. . Oddly enough 

parliament\'s decision prevents an American-Turkish 
intervention in northern Iraq 

Kurdish groups want. Thus they should be thanking the 
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Turkish parliament instead of burning the flags. . The US is 
playing a dirty game in northern Iraq." 
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are too high. The contracts are onerous and unfair. You 
have already earned a profit; therefore 

earn another cent on this project it will have been 

profitable for your company. Turkey is suffering from these 
contracts and we ask that your company make a \"gesture\" to 
make the contracts more fair." 


3. (C) Two company representatives told econoff the Minister 
went so far as to make what they considered to be veiled 
threats if they did not make a \"gesture.\" Guler noted that 
the companies still needed to obtain operating licenses from 
the Energy Market Regulatory Authority (EMRA) 

not sure how difficult that would be." The Minister 
reportedly also stated that there was pressure for him to 
open an investigation on these contracts 

would not have to do. Company reps said that 

did not respond to these comments during their meeting 
were one hundred percent confident that their contracts -- 
which had reviewed and approved by five GOT agencies -- were 
rock solid 

international standards. 


4. (C) Doga 

Minister 

not be able to comply with his request and they could not 
change the terms of the contract. One rep suggested to 
econoff that they had entered the meeting willing to be 
somewhat flexible 

cent per kilowatt hour (kWh). However 

became clear that Minister Guler was looking for a cut in the 
range of 4-5 cents/kWh in the tariff 

what was possible. One BOT rep had explained in the meeting 
that by cutting the tariff to that extent 

not meet its debt obligations. He said the Minister seemed 
to believe the companies could use past profits -- already 
paid out to shareholders as dividends -- to pay off lenders 
and therefore earn no further profit on the project. 


5. (C) Each of the BOT companies defends their tariff rates 
which are currently in the range of 10-12 cents/kWh 
following arguments: 
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-- The average electricity price through 2019/2020 (when the 
plants will transfer to the GOT) is actually a reasonable 6-7 
cents/kWh 

the contracts. 

-- The BOT companies entered the Turkish market in the early 
1990 

construction costs were higher 

capital was greater. 

-- The GOT cannot simply force contractual changes whenever 
it believes a company has earned too much profit. 


6. (C) For now 

in changing their position. Each of their contracts has a 
\"buy-out\" clause 

under certain conditions. Trakya and Doga reps have told 
econoff that 

eventually enter into buyout negotiations with the Ministry 
of Energy. 


7. (C) Comment: As noted reftel 

electricity prices a top priority; hence the pressure on the 
BOTs. However 

plants -- the high price BOTAS pays and charges for gas 
inefficient distribution networks 

rates are also important factors. Although we recognize the 
GOT 

oppose any effort to force contractual changes. Not only 
could such an effort result in legal questions 

likely have a lasting 

climate in Turkey. Post understands that an OPIC 
representative will meet with EMRA President Yusuf Gunay this 
week in Houston to discuss this issue; we will continue to 
follow up with GOT officials here. End comment. 
PEARSON 
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labor courts 

severance);\" and reforms to permit social security coverage 
for domestic workers (paid for by workers 


-- Labor Justice: Moreira said that President Portillo had 
just called and asked him to emphasize the need for all three 
branches of government to cooperate to address labor rights 
issues. Moreira is seeking a meeting with the Supreme Court 
president to discuss the need for labor justice streamlining 
(which will require legislation) and cooperation on specific 
cases cited by the GSP petitions (e.g. Finca Maria Lourdes); 
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-- Minimum Wage-Setting Process: Review the current system 
for fixing the minimum wage 

private sector as being unilateral on the part of the 

Executive; 


-- Internal Reforms: He has named a third vice minister 

for administrative affairs 

regulations. Also hopes to achieve a collective bargaining 
agreement with ministry workers. He wants to develop a 3-5 
year plan which includes budgetary needs to address the needs 
of the informal sector 

reforms to the labor code; 


-- Civil Service Reform: Analyze the problems of multiple 
government personnel systems 

next government to consider; 

-- Public Employee Recreation Fund: He hopes to spin this 
off to an autonomous institute; and 


-- Union Registration: He will offer an amnesty for fines 
during a six-month transition period. 


5. (SBU) Moreira agreed that the Finca Maria Lourdes case 
like the DYMEL case resolved in 2002 

egregious non-enforcement of court decisions. Responsibility 
for addressing these cases lies in the jurisdiction of the 
courts. He will discuss the case with the president of the 
Supreme Court. Moreira said his goal as Labor Minister is to 
make key reforms to prevent similar cases from arising in the 
future. Vice Minister Antonio Monzon told the Ambassador 
that there had been an agreement between local authorities 
fired Maria Lourdes workers and the plantation owner for 
talks about how to resolve the situation 

ministry is participating. 


Biographic Information and Comment 


6. (SBU) Moreira is a former labor leader (Secretary General 

of the state electricity utility union 

mid-90\'s) who was named on January 30 to replace ex-minister 
Victor Hugo Godoy 

Ambassador to the OAS. Like Godoy 

allegiance directly to Portillo. (Note: Godoy resigned 

under pressure from the Vice President 

constant potshots from the VP inside the Cabinet. End Note.) 
Moreira\'s relations with Reyes Lopez and Rios Montt are not 
known. 


7. (U) Prior to becoming minister 
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Portillo\'s private sub-secretary after being named in June 

2001 as GOG Commissioner for the Promotion of Transparency 
and Against Corruption (he complained publicly about lack of 
funding for that commission in February 2002 

title). At the outset of the Portillo Administration Moreira 

served as sub-secretary of Strategic Analysis under 
now-Foreign Minister Edgar Gutierrez. He is a close friend 

of the First Lady. 


8. (SBU) In May 2002 

contempt of court after failing to appear at an earlier 

hearing on charges which dogged him from his position as head 
of the business department of the electricity institute (he 
pleaded illness). He was released on bail after three weeks 
and later acquitted. (He joked to the Ambassador that given 
the difficulty of resolving the teachers! strike 

better off in jail.) Moreira is reportedly a former member 

of the Guatemalan Workers Party (PGT) and a former member of 
a Marxist group called \"January 6th.\" An economist and 

social scientist by training 

Historical Memory Project under assassinated Bishop Gerardi 
and also worked for the Myrna Mack foundation. Moreira is 38 
years old and his wife is half-British. 


9. (SBU) Moreira\'s feisty ministerial approach has already 
raised hackles in both CACIF and organized labor. CACIF is 
privately furious that 

he referred to management\'s representatives on the board of 
the national training institute (INTECAP) as hypocritical for 
being \"bloodily repressive\" to their own workers and 
characterizing the private sector in general as a \"genocidal 
oligarchy.\" An intense man 

that he is spoiling for the fight with the private sector 

which seems inevitable in an election year. His earlier 

more ambitious legislative package 

February 4 

vows to reverse anything the FRG passes that it does not 
like. 


10. (SBU) Meanwhile 

labor are not looking much better. Union leaders believe he 
was named to replace Godoy because Godoy refused to use tough 
tactics to bring the striking teachers to heel: the ministry 

has processed thousands of penalties against individual 
teachers for absenteeism during the strike 

have ruled the strike illegal 

their jobs and even pay damages (unlikely to enforced). Top 
labor leaders are also unhappy with Moreira\'s autocratic 
manner and lack of respect in tripartite meetings 

particularly concerned about his inclusion of \"no-fault\" 
severance pay in his legislative priorities. They worry that 
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management will use this tool to rid employee ranks of union 
members. 


11. (SBU) Moreira strikes us as serious about protecting 
labor rights 

on Portillo\'s support. Clearly smarting from the bruising 
(and ongoing) teachers! strike and the cool reception from 
organized labor and private sector members of the tripartite 
labor policy commission 

agenda in the short time since taking office. We will 
continue to press the minister to take steps to meet GSP 
labor conditions 

stronger allies to be assured of progress. 


Union Leader Concerns 


12. (SBU) The Ambassador also discussed labor rights and the 
GSP petitions February 13 with four prominent labor leaders: 
Jose Pinzon 

and leader of the main labor federation (UGT); Nery Barrios 
Secretary General of the other main federation (UASP); Julio 


SIPDIS 

Coj 

Carlos Mancilla 

also a member of the UGT. The union leaders complained about 
the lack of political will to support freedom of association; 
urged the USG to incorporate strong labor protections into 

the CAFTA to replace those under GSP 

applying GSP conditions to leverage progress from the GOG in 
the past. In response to the Ambassador\'s question 

union leaders said U.S. multinational firms are no better 

than local ones at respecting the right to association (he 

cited the maquila sector 

(Note: Working conditions 

significantly better than average in U.S. operations than 
elsewhere here. End Note.) 

HAMILTON 
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Under the sub-heading 

warpath might lead to Mideast peace 

Gee commented in the leading Globe and Mail (2/28): 
V'...As Mr. Bush sees it 

dispute would remove one of the grievances that helps 
fuel anti-Americanism and complicates the fight against 
terrorism. The American desire for peace 

springs from the strongest motive: self-interest. So 
after the United States goes to war 

again to the harder job of peace.\" 
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2. \"U.S. serious about democracy in Mideast\" 
Columnist Marcus Gee wrote in the leading Globe and 
Mail (2/27): V... Whatever Washington's critics may say 
there is no way that the United States is going to 
replace Saddam Hussein with a friendly thug and get 
out. Idealistic? Dangerous? Perhaps. There is always 
the danger that Muslims would see the attempt to build 
democracy in Iraq as an imperial enterprise 

off a backlash that would make anti-Americanism worse 
not better.\" 


3. V George W. Bush 

Editorialist Mario Roy wrote in the centrist La Presse 
(2/28): George W. Bush redrew the map of the Middle- 
East and undertook some spectacular political 
engineering work on Wednesday.... Everything is 
coherent with what could be called the Wolfowitz 
doctrine...the U.S. Deputy Defense Secretary and a high 
level strategist who considers it the West\'s duty to 
spread its values of liberty and democracy. But we have 
said it before: imposing democracy by force is not a 
good idea.... Moreover 

guide than America to show the way especially in this 
region where 

thoroughly detested. The fact that the Bush 
administration fails to see these pitfalls leaves us 
speechless.\" 
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dove\" 

Columnist Paul Knox commented in the leading Globe and 
Mail (2/26): \"...Mr. Bush has managed to drive the 
deepest wedge in half a century between the 

United States and Europe over an issue tangential to 
counterterrorism 

presidency. Every time his pal Tony Blair 

digs himself out of a public-opinion hole 

pushes him back in with another dose of illogic and 
mendacity. The U.S. President has single-handedly 
resuscitated the global antiwar movement - no mean feat 
in a post-9/11 world. And he\'s accomplished something 
Bill Clinton could only dream of: He\'s actually made 
people feel good about being liberals once again. That 
of course 

great tragedy about Mr. Bush\'s meltdown in the arena of 
international public opinion. His obsession with 

military action has made it easy for others to avoid 
addressing the plight of civilians in lraq 
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claim on a brighter future.... The humanitarian plight 

of Iraqis has been trotted out 

so belatedly by Mr. Bush and his allies that it lacks 

all credibility as a pretext for war. In any case 

their overwhelming focus continues to be WMD.... If the 
current crisis is defused 

focus of United Nations involvement can\'t be broadened 
from weapons of mass destruction to include a mechanism 
to address the civil 

and economic rights of Iraqis. Those who would be 
peacemongers should make that their overriding goal.\" 


2. Saddam\'s Missiles 

Editorialist Serge Truffaut wrote in the liberal Le 
Devoir (2/26): \"If not for the interview granted by 
Saddam Hussein to Dan Rather 

written by Paris and Berlin - and endorsed by Moscow 
and Beijing - had of being adopted by the Security 
Council would have been much greater. But Saddam caught 
everybody by surprise and gave the Bush-Blair 
duo...everything it wanted 

armies to Baghdad. Indeed 

during this interview not to destroy the missiles 
constitutes the motive the war side was waiting for.... 
If Hussein sticks to his guns 

Bush nor Blair will be forced to demand a vote at the 
Security Council on their new resolution. More exactly 
if Hussein decides to keep arms prohibited by the UN 
he will reduce to ashes the position defended by 
Germany 


NAM 

3. VNo friends 

Under the sub-heading 

even sympathetic leaders 

observed in the conservative tabloid 

Vancouver Sun (2/26): \"... The efforts of the NAM summit 
have been models of moderation beside the sometimes 
charged language in the meeting hall. NAM members 
include the three countries of Bush\'s axis of evil as 
well as five temporary members of the 15-member UN 
Security Council that will soon turn thumbs up or down 
on military action against lraq. Their resolution on 

Iraq 

Hussein\'s regime 

the UN and not by the U.S. acting independently with 
allies. The resolution does not preclude military 

action under a UN mandate if all else fails... 

NAM delegates wanted to take a similar stance over 
North Korea. A draft resolution negotiated in corridors 
and back-rooms over the past few days 
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would have called on Pyongyang to reverse its decision 
late last year to withdraw from the nuclear Non- 
Proliferation Treaty.... The problem for everyone - 

North Korea\'s neighbours at least as much as the U.S. - 
is that Pyongyang does have weapons of mass destruction 
and a highly competent and motivated million-man army. 
Saddam 

his dreams to acquire a mass killing machine. Erratic 
North Korea is such a dangerous proposition it has to 

be handled delicately while Iraq does not.\" 


CELLUCCI 


6105 

FINANCIAL LAW 

(INCLUDING CONVENTION ESTABLISHED LEGAL ARRANGEMENTS SUCH AS 
WTO) 

IDLO PERMANENT STAFF SPEND 100 PERCENT OF THEIR TIME 
SUPPORTING THE INSTITUTIONAL AND INTELLECTUAL DEVELOPMENT OF 
THE ORGANIZATIONS IN THE NETWORK. 


UNCLASSIFIED 
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7. IDLO HAS SENT TO THE U.S. MISSION A PROPOSAL FOR PROGRAM 
SUPPORT FOR THE PERIOD 2003-2005 REQUESTING USAID FUNDING OF 
U.S. DOLLARS 2.25 MILLION (U.S. 750 

THAT USAID MULTI-YEAR ASSISTANCE WOULD GREATLY STRENGTHEN 
THE ORGANIZATION\'S GOAL OF SECURING A MORE PREDICTABLE 
FUNDING BASE. US MISSION IS CONVINCED THAT IDLO HAS 
PARTICULAR EXPERTISE IN ISLAMIC LAW 

GOVERNMENT OF ITALY 

OUTREACH THROUGH PARTNERING WITH UNDP. THE U.S. MISSION ASKS 
THAT SERIOUS CONSIDERATION BE GIVEN TO ENHANCING USAID 
SUPPORT TO IDLO. HALL 


UNCLASSIFIED 
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intervention." Galali heard ITF reps on Turkish TV March 3 
stating the ITF had left the Iraqi opposition and claiming 
Amb. Khalilzad had promised the ITF leaders that if the ITF 
were not included in the opposition leadership council within 
ten days 
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council. The PUK also alleges that KDP \"PM\" Nechirvan 

Barzani informed Saddam of US plans and sought Baghdad\'s help 
against the Turks should Turkey intervene. End Summary. 


2. (S/NF) PUK Ankara rep Galali asked to see ONW POLAD March 
3. Galali said that after last week\'s opposition meeting in 
Salahadeen 

several of their respective politouro members (NFI) had met 
and agreed to unify their administrations and peshmerga 
forces as quickly as possible. The KDP and PUK are working 
on the mechanics of the unification 

announcements about it. While they saw this as critical to 
strengthening the Kurdish position in the end game before 
regime change 

this was a step toward Kurdish statehood and use it as a 
pretext to intervene. The KDP and PUK have not informed the 
Turks or the media of the decision. If they are asked about 

it 

Washington AgreementVs provisions for reconciliation. 


3. (S) Galali expressed concern regarding the burning of 
Turkish flags at Ref B anti-Turkey demonstration in Irbil 
March 3. He told us he had given a statement to Turkish TV 
that had been carried several times already in which he said 
that like Turkey 

demonstrate 

did not support the burning of any flags. Galali said that 

the demonstration had been organized by students and 
intellectuals and that KDP and PUK supporters took part 
although no leadership figures from either side did. He told 
us Talabani had urged Barzani to avoid provocations to 
Turkey 

shredding of another had provoked the Turks. In an 
interesting twist 

political parties 

KDP 

and carrying banners in Turkish that read \"We oppose Turkish 
military intervention 

country.\" 
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4. (S/NF) Galali continued 

indicated that the people of northern Iraq were now \"really 
afraid\" of a Turkish intervention. \"If they want to stop 
refugees 

few km of it? But the Foreign Minister (Yakis) tells the 
press repeatedly they will send 80 

the guns from the Kurds. Erdogan told CNN Turk that if the 
US sends 40 

US sends 80 

mistake 

Galali said the northern Iraqis were now sure that Turkey 
wanted to send its army to Irbil and Chamchamal 
peshmerga and prevent displaced Kurds from returning home. 
He added that no Iraqi Kurd would relinquish his gun to a 
Turkish soldier and that a Turkish intervention was a recipe 
for chaos. How 

Kurds who had been evicted from their homes in Kirkuk or 
Mosul to return 

exasperated 


5. (S/NF) Galali was upset about interviews with ITF reps 
that have aired in the past few days on Turkish television. 

In one 

distributing fake ID\'s to Kurds showing them to be displaced 
from Kirkuk so that the Kurds could take over that city. 

Galali said that Hasan Osman 

and Sanan Aga (via telephone from Irbil) had given interviews 
to NTV (Turkish TV news) March 3 

about Saddam Hussein 

city that Barzani had taken from the Turkmen; showed what 
Galali described as a \"shocking\" map identifying everything 
in northern Iraq from Diyala to Zahko as Turkmen territory; 
and claimed there were at least 3.5 million Turkmen in Iraq. 
Galali contested those numbers strongly and posited that the 
Turks were trying to use the ITF to provoke the Kurds and 
create a pretext for Turkish intervention. 
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ITF: US Promised To Reject Opposition Leadership 
Unless ITF Gets Spot in Leadership Council 


6. (S/NF) Galali told us that the ITF reps claimed in the NTV 
interview that the ITF had dropped out of the Iraqi 

opposition following the Salahadeen conferece 

Khalilzad had promised ITF leaders that if the ITF was not 
included in the opposition\'s leadership council within ten 

days 

said that when Hasan Osman was asked if the ITF supported the 
US plan for Iraq 

Galali shared with us a conversation PUK peshmerga hero and 
former \"PM\" Khosrat Rasul Ali had with ITF Chairman Sanan Aga 
on the margins of the Salahadeen conference. According to 
Galali 

being a friend of the Kurds to being so strongly opposed to 

them. Aga replied What | have said isn\'t half of what 

Ankara told me to say. In Galali\'s view 

chosen the wrong surrogates in northern Iraq. There are 
Turkmen there that everyone can work with 

Sanan Aga was with Saddam until four years ago and is not 
anti-Saddam today. 


7. (S/NF) Galali described the situation in northern Iraq as 
\"very bad\" for the KDP and the PUK. Talabani 

to work with the Turks so that the US plan will succeed 
Barzani is defiant and playing the role of defender of the 
Kurds against the Turks. \"If Barzani decides to fight the 
Turks 

PUK Says Nechirvan Went to Saddam w/US Plans 
Seeking Help vs. Turkey 


8. (S/NF) Finally 

after Amb. Khalilzad\'s early Feb. visit to Ankara 

Barzani had contacted Saddam 

presented by Khalilzad 

against Turkey should Turkey intervene in northern Iraq. 
Galali said that Barzani knew that the KDP could not hope to 
fend off the Turks by themselves and did not believe the US 
would do so for them. Comment: We have no way of knowing if 
Barzani actually contacted Baghdad or 

We note that Galali views Nechirvan with contempt and that 
the PUK keeps Barzani\'s 1996 decision to seek Saddam\'s 
assistance squarely in mind. However 
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plausible. End comment. 
PEARSON 
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addition to the TL 2 quadrillion raised from the market 
Treasury sold about TL 300 trillion to public institutions 
(primarily the unemployment insurance fund) before the 
auction. This brings the total amount raised to TL 2.3 
quadrillion. Looking ahead to the March 19 redemption of TL 
5.2 quadrillion ($3 billion) 

schedule several auctions 

auction next week. 


Status of IMF Fourth Review 


4. (SBU) On March 4 
report on the IMF Fourth Review: 


-- Timing: State Minister Babacan told the press March 4 he 
expected an IMF Board review in late March or early April 
followed by disbursement of the entire $1.6 billion tranche. 
Resrep didn\'t disagree with BabacanWs timing. In principle 
the IMF staff could wrap up LOI discussions this week 

take back to headquarters ad ref agreement on it. But IMF 
staff have questions regarding the March 9 parliamentary 
by-elections. Assuming Erdogan becomes Prime Minister 
the Gul governmentVs ad ref agreement on the LOI bind an 
Erdogan government? IMF staff project that an Erdogan 
government would take about 3 weeks to form 

slowing down the LOI and Fourth Review process (though there 
are no pending conditions requiring parliamentary action 
other than passage of the 2003 budget 


-- Budget and World Bank Problem: IMF staff are confident 
that the budget now delivers a 6.5 percent primary surplus 
but there are two budget problems: 


First 

TL 1.4 quadrillion (nearly $1 billion) in \"Direct Income 
Support\" to farmers 

delay of this program means farmers cannot rely on this new 
program 

support 
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Per WB Staff 

Babacan March 3 this budget measure would make it impossible 
for the World Bank to disburse its existing budget support 

loan programs (a total of $1.375 billion in loan tranches 

which are due to expire at end March 2003). This would leave 
the World Bank limited to existing project financing (also 
affected by 2003 budget cuts to public investment projects.) 
Babacan said he would get back to Chhibber 

staff. 


Second 

and they would need to explain to the IMF board how this gap 
will be filled (in addition to their lending) before taking 

the Fourth Review to the Board. Resrep said the size of the 
gap was still being studied. 


-- Key structural reforms. The direct tax reform bill 

appears to be on track: it has been prepared 

commented on the draft and it could in theory be submitted to 
parliament (the Foruth Review condition) soon. The TEKEL 
privatization plan should be passed soon by the Higher 
Privatization Council (another condition). Two other 
conditions require work: there is no clarity in reducing 
redundancies in the state enterprise staffing 

proposal (to offer early retirement) unacceptable because it 
fails to target actual redundancies. To remedy deficiencies 

in banking sector reform (especially the BRSA\'s agreement on 
Pamuk/Yapi Kredi connected lending rescheduling) 

will require new legislation to strenghten BRSA\'s hand by 
limiting the time for legal appeals to its decisions 

a new bankruptcy law which will improve the value of the 
BRSA\'s non-performing loan assets 

assets. 

PEARSON 
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HAS SEEN NO CREDIBLE EVIDENCE TO SUPPORT RECENT OTP CLAIMS 
THAT GOTOVINA IS \"MOVING FREELY\" IN CROATIA. ACCORDING TO 
OSORIO 

ON TECHNICAL GROUNDS IF CROATIA DID NOT SERVE THE ICTY 
INDICTMENT TO GENERAL BOBETKO 

SET TO RULE THAT THE GENERALVS HEALTH PRECLUDED A TRIAL. 

WHILE THE OTPYS FRUSTRATION IS UNDERSTANDABLE 

OF THE GOTOVINA CASE AND PILING ON OVER BOBETKO UNDERCUTS THE 
ICTY\'S CREDIBILITY WITH ITS ALLIES AND STRENGTHENS THE HAND 


Column 3 
OF REJECTIONISTS JUST AS THE TRIBUNAL ENTERS A PERIOD OF 
INCREASING TENSION WITH THE GOC OVER NON-COMPLIANCE WITH 
DOCUMENT REQUESTS RELATED TO CROATIA\'S INVOLVEMENT IN BOSNIA 
DURING THE WAR. 
END SUMMARY. 

SECRET 
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ANOTHER INTEMPERATE BLAST FROM THE OTP 


2. (C) IN SEPARATE MEDIA INTERVIEWS ON FEBRUARY 27 AND 28 

OTP SPOKESPERSON FLORENCE HARTMANN AND OTP POLITICAL ADVISOR 
JEAN-JAQUES JORIS ISSUED STATEMENTS SAYING THAT ICTY INDICTEE 
ANTE GOTOVINA WAS \"MOVING FREELY IN CROATIA 

GOC FAILED TO USE THE NUMEROUS OPPORTUNITIES IT HAD TO CATCH 
THE FUGITIVE. JORIS WENT ON TO ADD THAT THE OTP HAD PROVIDED 
\"EVIDENCE\" TO THE GOC ON GOTOVINA 

ACT. BOTH HARTMANN AND JORIS ALSO OPENLY CRITICIZED CROATIAN 
COOPERATION ON DOCUMENT SHARING 

ITS FAILURE TO DELIVER BOSNIA-RELATED DOCUMENTS DESPITE 
NUMEROUS ICTY REQUESTS. 


3. (C) ON MARCH 3 

OSTOJIC TO DISCUSS THE GOTOVINA CASE. OSTOJIC REPEATED HIS 
MANTRA THAT THE POLICE FAITHFULLY FOLLOW UP ON EVERY LEAD 
BUT ACTIONABLE EVIDENCE HAS NEVER BEEN PROVIDED (OR DEVELOPED 
BY THE CROATIANS). A SPECIAL POLICE UNIT HAS GOTOVINA\'S 
FAMILY AND CLOSE ASSOCIATES UNDER SURVEILLANCE. OSTOJIC 
HOWEVER 

NEITHER HE 

FOR COOPERATION WITH ICTY 

CONSULTATIONS 

GOTOVINA\'S WHEREABOUTS. 


4. (SBU) PUBLICLY 
IN CROATIA\'S COOPERATION WITH THE ICTY. PRIME MINISTER RACAN 
COMMENTED THAT 

SECRET 
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\"TO FABRICATE\" A CONFLICT BETWEEN ICTY AND THE GOC. 


OTP NOT PROFESSIONAL 


5. (S) IN LIGHT OF THE WAR OF WORDS BETWEEN THE OTP AND THE 
GOC 

INFORMATION SHARING AND OUR CONCERNS -- EXPRESSED REFTEL -- 
THAT THE OTP DOES NOT HAVE A COHERENT STRATEGY FOR DEALING 
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WITH CROATIA 

THOMAS OSORIO (STRICTLY PROTECT THROUGHOUT). WHILE CALLING 
THE OTP\'S HANDLING OF THE GOTOVINA CASE AMATEURISH 
CONFIRMED THAT THE OTP\'S COMPLAINTS ABOUT GOC DOCUMENT 
SHARING ARE VALID AND ARE REACHING CRISIS LEVELS. 


6. (S) ON GOTOVINA 
SAID. AS FAR AS HE KNOWS 

INFORMATION AVAILABLE DEMONSTRATING GOTOVINA\'S PRESENCE IN 
CROATIA. THERE WERE REPORTED SIGHTINGS OF GOTOVINA IN ZAGREB 
AROUND CHRISTMAS. HOWEVER 

DEVELOPED THE LEAD FROM INTERVIEWS WITH OTHER CROATIAN WAR 
CRIMES SUSPECTS 

CROATIAN POLICE WELL AFTER THE FACT. BY THAT TIME 

-- IF INDEED IT EVER WAS CREDIBLE -- HAD GONE STALE. THIS 

ERROR WAS PART OF A CONTINUING TREND AMONG OTP OFFICIALS WHO 


SECRET 
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E.O. 12958: DECL: 1.6X6: 5 YEARS AFTER CLOSURE OF ICTY 
SECRET 
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TAGS: KAWC 

SUBJECT: OTP BOMBAST ON GOTOVINA / CROATIAN NON-COOPERATION 
ON DOCUMENT SHARING 


REFUSE TO VERIFY INFORMATION WITH THE LOCAL ZAGREB OFFICE 
WHICH HAS BEEN COORDINATING THE GOTOVINA INVESTIGATION WITH 
THE CROATIAN POLICE FROM THE OUTSET. INSTEAD 

INVESTIGATORS PASS ON THOSE ERRONEOUS 

LEADS TO JORIS 

THAT HE URGENTLY CONTACTED OTP ADVISOR ANTON NIKIFOROV TO 
INTERCEDE WITH HARTMANN AND JORIS TO CORRECT THE RECORD. HE 
ALSO ASKED THAT NIKOFOROV ENSURE THAT ANY FUTURE STATEMENTS 
ON GOTOVINA ARE SUPPORTED BY INCONTROVERTIBLE FACT. 


DOCUMENT SHARING: REAL GOC \"NON-COMPLIANCE\"? 


7. (S) OSORIO SAYS THAT THE OTP VIEW OF CROATIAN COOPERATION 

ON DOCUMENT SHARING HAS CHANGED DRAMATICALLY FOR THE WORSE 
SINCE LAST OCTOBER 

SATISFIED WITH CROATIAN COOPERATION. OVER THE PAST FEW 

MONTHS 

AUDIT AND HAS DETERMINED THAT THE GOC IS SUBSTANTIALLY 

LAGGING IN RESPONDING TO DOCUMENT REQUESTS ON A WIDE RANGE OF 
ISSUES. AS REPORTED REFTEL 

TO BE THE PROVISION OF DOCUMENTS ON CROATIAN INVOLVEMENT IN 
THE WAR IN BOSNIA. 


8. (S) WE ASKED OSORIO TO ADDRESS THE CROATIAN ARGUMENT 

BANDIED IN THE LOCAL MEDIA 

TOO BROAD. OSORIO SAID THAT SUCH CHARGES ARE FALSE. 
SECRET 
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INVESTIGATORS ARE PUTTING TOGETHER THE FINAL PIECES OF THEIR 
CASES AND KNOW EXACTLY WHAT THEY ARE LOOKING FOR 

IN THE CASE OF THE BOSNIA 

TO THE POINT WHERE INVESTIGATORS ARE SEEKING SPECIFIC 
TRANSCRIPTS OF CONVERSATIONS OF PRESIDENT TUDJMAN AND 
THEN-DEFENSE MINISTER GOJKO SUSAK FROM 1993. THESE 
TRANSCRIPTS REPORTEDLY SHOW TUDJMAN DECIDING WHICH OFFICIALS 
SHOULD BE APPOINTED TO THE CROATIAN PARA-GOVERNMENT OF 
HERCEG-BOSNA AND ORDERING SPECIFIC UNITS OF THE CROATIAN 
MILITARY (HV) TO ENTER AND FIGHT IN BOSNIA. ACCORDING TO 
OSORIO 

TRANSCRIPT AND MERELY ARE SEEKING A CERTIFIED COPY FOR 
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EVIDENTIARY PURPOSES. OSORIO SAID THAT THE GOC ALSO HAS 
FAILED TO PROVIDE BANK RECORDS RELATED TO THE TRANSFER OF 
FUNDING THROUGH PRIVREDNA BANKA TO SUPPORT HV AND HVO 
OPERATIONS IN BOSNIA. 


9. (S) ON JANUARY 30 

PREMIER GORAN GRANIC 

CHIEF PROSECUTOR READ THE GOC \"THE RIOT ACTA" THE LETTER 

STATES THAT THE OTP IS \"CONCERNED AND DISAPPOINTED\" THAT 

DOCUMENTS WARE BEING WITHHELD\" AND THAT CROATIA IS \"NOT IN 

COMPLIANCE\" WITH ITS UNSC AND DAYTON OBLIGATIONS ON THE 

PROVISION OF BIH DOCUMENTATION. THE JANUARY 30 LETTER STATES 

THAT IF THE GOC DOES NOT HAND OVER THE DOCUMENTS IN QUESTION 

BY APRIL 4 

THE OTP ALSO WILL ASK THE JUDGE TO ISSUE A SEARCH WARRANT 

ARMED WITH WHICH ICTY OFFICIALS WOULD APPROACH PRIVREDNA 

BANKA TO OPEN ITS ARCHIVES. ADDITIONALLY 

PETITION THE JUDGE TO SUBPOENA THE GOC -- EITHER GRANIC OR 

KRNIC -- TO EXPLAIN TO THE TRIBUNAL CROATIAN NON-COMPLIANCE. 
SECRET 
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THE ACT OF SUBPOENAING WOULD TRIGGER A REPORT OF 
NON-COMPLIANCE TO THE UNSC 


10. (S) GRANIC REPLIED TO DEL PONTE IN MID-FEBRUARY 

AFFIRMING THAT THE GOC WOULD MAKE ITS \"BEST EFFORT\" TO FIND 
THE DOCUMENTS IN QUESTION 

EXIST. OTHER DOCUMENTS WOULD NOT BE \"EASY TO FIND\" BECAUSE 
THE INFORMATION THAT THE OTP PROVIDED WAS NOT SPECIFIC 
ENOUGH. WITH REGARD TO THE BANK DOCUMENTS 

GOC EFFORTS TO PROVIDE THE DOCUMENTS WERE COMPLICATED BY 
CROATIAN BANK SECRECY LAWS. 


11. (S) WHILE OSORIO COULD NOT CONFIRM WHY THE GOC WAS 
WITHHOLDING THE DOCUMENTS -- IT IS COMMON KNOWLEDGE THAT HV 
UNITS FOUGHT IN BOSNIA DURING THE WAR -- OSORIO AGREED WITH 
US THAT ONE POSSIBLE MOTIVE COULD BE GOC FEAR THAT THE 
DOCUMENTS WOULD CONFIRM DIRECT CROATIAN INTERVENTION IN 
BOSNIA FROM THE OUTSET OF THE WAR AS WELL AS THE INTENTION OF 
PRESIDENT TUDJMAN TO CARVE OUT OF BOSNIA AN ETHNICALLY PURE 
INDEPENDENT CROATIAN ENTITY. OSORIO BELIEVED THESE FACTS 
WOULD PROVIDE SUFFICIENT BASIS FOR THE GOBIH TO FILE A STRONG 
SUIT AGAINST CROATIA FOR WAR REPARATIONS BEFORE THE 
INTERNATIONAL COURT OF JUSTICE. 


BOBETKO CASE STILL SIMMERING 
SECRET 
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TAGS: KAWC 

SUBJECT: OTP BOMBAST ON GOTOVINA / CROATIAN NON-COOPERATION 
ON DOCUMENT SHARING 


12. (S) OSORIO DESCRIBED DEL PONTE AS BEING FRUSTRATED WITH 
BOTH THE ICTY PRESIDING JUDGE AND THE GOC ON THE BOBETKO 
CASE. DEL PONTE IS \"PISSED OFF" WITH THE PRESIDING JUDGE 
BECAUSE HE HAS NOT RULED ON THE MEDICAL EXPERT TEAM\'S REPORT 
ON GENERAL BOBETKO AND ON THE GENERAL\'S FITNESS TO STAND 
TRIAL. THE OTP\'S EXPECTATION STILL IS THAT THE JUDGE WILL 

RULE THAT BOBETKO IS UNFIT. 


13. (S) AT THE SAME TIME 
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CROATIAN COURTS FOR NOT ORDERING THAT THE BOBETKO INDICTMENT 
BE DELIVERED TO THE ACCUSED OR TO HIS LAWYERS 
SPECIFIED UNDER CROATIAN LAW. POINTING TO A FEBRUARY 13 
LOCAL PRESS REPORT IN WHICH BOBETKO RECEIVED LOCAL HDZ 
OFFICIALS IN THE HOSPITAL 
ENOUGH TO RECEIVE LOCAL GUESTS 
THE INDICTMENT. THE OTP IS PREPARING A REQUEST TO THE GOC 
THAT IT -- AS THE OTP\'S LOCAL AGENT -- FILE A MOTION BEFORE 
THE PRESIDING ZAGREB JUDGE TO REQUEST HIM TO SERVE THE 
INDICTMENT TO BOBETKO OR HIS LEGAL REPRESENTATIVES. FAILURE 
OF THE GOC TO ACT ON THE OTP\'S BEHALF WOULD BE ANOTHER REASON 
TO CITE CROATIA FOR NON-COMPLIANCE 
ACKNOWLEDGED THAT SOME COULD PERCEIVE THIS APPROACH AS \"SOUR 
GRAPES 
STATES COMPLY FULLY WITH ALL THEIR OBLIGATIONS. THIS IS ONE 
SUCH CASE. 
SECRET 
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COMMENT 


14. (C) THE OTP\'S PREDILECTION TO ISSUE UNSUBSTANTIATED 
STATEMENTS ON GOTOVINAYS WHEREABOUTS AND ITS LACK OF 
CONSULTATION WITH ITS OWN EXPERTS ON THE GROUND DAMAGES THE 
OTP\'S CREDIBILITY WITH ΤΗΕ ICTYYS INTERNATIONAL SUPPORTERS 
PARTICULARLY WITH US AND THE BRITISH. THE OTP MUST MAKE 

CLEAR TO US WHAT EVIDENCE IT HAS ON GOTOVINA. MORE BROADLY 

IT MUST DO A FAR BETTER JOB IN MANAGING ITS CROATIA PORTFOLIO 

IF WE ARE TO WEIGH IN EFFECTIVELY ON ICTY\'S BEHALF WITH 
RECALCITRANT GOC OFFICIALS. 


15. (C) THE OTP\'S MISHANDLING OF THE GOTOVINA CASE THREATENS 
TO OVERSHADOW WHAT APPEARS TO BE SERIOUS CROATIAN 
NON-COMPLIANCE OVER DOCUMENT SHARING. THE OTP\'S 
UNPROFESSIONAL BEHAVIOR ON GOTOVINA DIMINISHES THE 
INSTITUTION 

ON CAPTURING THE FUGITIVE 

MANY HERE THAT ARGUE THAT ICTY IS ONLY PURSUING A PURELY 
POLITICAL AGENDA. 

ROSSIN 


SECRET 
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THE DEPARTMENT OF FOREIGN AFFAIRS AND INTERNATIONAL TRADE 
PRESENTS ITS COMPLIMENTS TO THE EMBASSY OF THE UNITED 


Column 3 
STATES OF AMERICA AND HAS THE HONOUR TO REFER: 


(A) TO THE EMBASSY\'S DIPLOMATIC NOTE NO. 169 OF 18 
FEBRUARY 2003; AND 


(B) TO THE PUBLICATION IN THE FEDERAL REGISTER VOL. 68 

NO. 34 OF 20 FEBRUARY 2003 BY THE MINERALS MANAGEMENT 
SERVICE OF THE UNITED STATES DEPARTMENT OF THE INTERIOR 
OF A NOTICE OF AVAILABILITY CONCERNING THE PROPOSED 
NOTICE OF SALE FOR PROPOSED OUTER CONTINENTAL SHELF OIL 
AND GAS LEASE SALE 186 IN THE BEAUFORT SEA WHICH IS 
TENTATIVELY SCHEDULED TO BE UNDERTAKEN ON 24 SEPTEMBER 
2003. 


THE EMBASSY HAS THE FURTHER HONOUR TO INFORM THE EMBASSY 
THAT: 


(A) CANADA NOTES WITH CONCERN THAT THE AREAS COVERED BY 
THE PROPOSED LEASE SALE IN THE BEAUFORT SEA EXTEND 
EASTWARD OF THE 141ST MERIDIAN ON LONGITUDE AND 
THEREFORE 

ECONOMIC ZONE AND CONTINENTAL SHELF OF CANADA OVER WHICH 
CANADA EXERCISES EXCLUSIVE SOVEREIGN RIGHTS IN RESPECT OF 
THE NATURAL RESOURCES OF THE SEABED AND SUBSOPIL; 


(B) CANADA ALSO NOTES WITH CONCERN THAT THE MAP PUBLISHED 
BY THE MINERALS MANAGEMENT SERVICE OF THE UNITED STATES 
DEPARTMENT OF THE INTERIOR ON 8 JANUARY 2003 DEPICTS 
PROPOSED OIL AND GAS LEASE AREAS WHICH EXTEND EASTWARD OF 
THE 141ST MERIDIAN OF LONGITUDE AND/OR SHOW THE MARITIME 
BOUNDARY BETWEEN CANADA AND THE UNITED STATES OF AMERICA 
AS LYING EASTWARD OF THE 141ST MERIDIAN OF LONGITUDE; 

AND 


(C) CANADA REJECTS ANY PURPORTED EXERCISE OF JURISDICTION 
BY THE GOVERNMENT OF THE UNITED STATES OF AMERICA OR THE 
STATE OF ALASKA OVER THAT PART OF THE SEABED 

COLUMN OR NATURAL RESOURCES THEREOF 

REGION EAST OF THE 141ST MERIDIAN OF LONGITUDE AND DOES 
NOT ACQUIESCE IN ANY MEASURE TAKEN BY THE GOVERNMENT OF 
THE UNITED STATES OF AMERICA OR BY THE STATE OF ALASKA 
WHICH WOULD INFRINGE UPON CANADIAN SOVEREIGNTY OR 
SOVEREIGN RIGHTS IN THIS AREA. 


THE DEPARTMENT OF FOREIGN AFFAIRS AND INTERNATIONAL TRADE 
AVAILS ITSELF OF THIS OPPORTUNITY TO RENEW TO THE EMBASSY 
OF THE UNITED STATES OF AMERICA THE ASSURANCES OF ITS 
HIGHEST CONSIDERATION. 


OTTAWA 
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SELECTION CAN BE DEFENDED. RELATIVELY LOW \"VOTING\" 
OUTCOMES WILL ALSO INDICATE DELEGATES\' CONFIDENCE 
LACK THEREOF 


2. (U) THE MOST IMPORTANT JOB THAT DELEGATES WILL 
PERFORM AT THE NPC SESSION 

THE SELECTION OF CHINA\'S NEW STATE LEADERS. 

SPECIFICALLY 

LIKE \"ELECTION\" CHINA\'S STATE PRESIDENT AND VICE 
PRESIDENT 

COUNCILLORS 

COMMISSIONS (CURRENTLY 29 BODIES 

CHANGE AS A RESULT OF A RESTRUCTURING PLAN WHICH WILL 
ALSO BE INTRODUCED AT THIS NPC SESSION) 

COUNCIL SECRETARY-GENERAL 

THE CMC 

THE NPC STANDING COMMITTEE CHAIRMAN AND CHAIRMEN OF THE 
LEGISLATUREVS 14 FUNCTIONAL COMMITTEES 

PRESIDENT AND THE SPP PROCURATOR-GENERAL. THIS PROCESS 
WILL END THE TWO-PART GENERATIONAL TURNOVER OF LEADERS 
WHICH BEGAN WITH THE COMMUNIST PARTY\'S (CCP\'S) 16TH 
NATIONAL CONGRESS LAST NOVEMBER. 


3. (C) NOTWITHSTANDING THE NPC\'S CONSTITUTIONAL MANDATE 
TO SELECT LEADERS AND MEMBERS OF ΟΗΙΝΑΝ5 HIGHEST STATE 
ORGANS 

RUBBERSTAMP CANDIDATE NAMELISTS FINALIZED DURING THE 
FEBRUARY 24-26 SECOND PLENUM OF THE CCP\'S CENTRAL 
COMMITTEE. MANY OF THOSE ELECTED INTO THE PARTYVS TOP 
BODIES (I.E. 

IMMEDIATELY AFTER LAST NOVEMBERVS PARTY CONGRESS WILL 
ASSUME GOVERNMENT POSITIONS COMMENSURATE WITH THEIR 
PARTY RANK (I.E. 

COUNCILLOR). MOST OF THE REMAINING CANDIDATES ON THE 
LISTS PRESENTED TO NPC DELEGATES WERE PREVIOUSLY PLACED 
IN POSITIONS WHICH WILL ALLOW THEM TO EMERGE DURING THE 
NPC SESSION AS THE "MOST QUALIFIED\" CANDIDATES. 


EMPHASIS ON QUALIFICATIONS 


4. (C) OUR CONTACTS CONCUR 

OF THE GOVERNMENT TURNOVER DIFFER FROM THOSE OF THE 
PARTY LEADERSHIP TRANSITION. MOST IMPORTANT IN THIS 
REGARD IS THAT 

CONGRESS 

FOR THEIR POLITICAL RELIABILITY 
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THAT SOME NPC DELEGATES ARE WILLING TO VOTE \"NO\" OR TO 
ABSTAIN IN CASES WHERE THE CANDIDATES ARE UNPOPULAR. 
THIS PUTS PRESSURE ON PARTY LEADERS TO NOMINATE 
TECHNICALLY \"QUALIFIED\" CANDIDATES WHOSE SELECTION CAN 
BE DEFENDED TO NPC DELEGATES. OTHERWISE 

RISKS SEEING ITS CHOSEN CANDIDATES RECEIVE 
EMBARRASSINGLY LOW (I.E. 

RATES 

THE CENTRAL COMMITTEE\'S \"OFFICIAL\" CANDIDATES. 


PRESIDENT AND VICE PRESIDENT 


5. (C) GIVEN JIANG ZEMIN\'S PHASED RETIREMENT THAT BEGAN 
WITH HIS RELINQUISHING THE CCPYS GENERAL SECRETARY 
POSITION LAST NOVEMBER 

SESSION WILL BE HIS STATE PRESIDENT POSITION. THE 76 
YEAR-OLD PRESIDENT HAS SERVED HIS CONSTITUTIONAL TWO- 
TERM LIMIT. JIANG CONFIRMED TO SECRETARY POWELL ON 
FEBRUARY 24 THAT HE WILL 

STATE POSITION TO 60 YEAR-OLD CCP GENERAL SECRETARY HU 
JINTAO (REF B). EMBASSY SOURCES CONCUR THAT JIANG\'S 
PROTEGE 

QINGHONG 

WATCHING WILL BE THE NUMBER OF VOTES RECEIVED BY BOTH 
MEN; A LOW APPROVAL LEVEL FOR ZENG 

POSITIVE VOTE IS HIGH 

JIANG. 


STATE COUNCIL LEADERSHIP POSITIONS 


6. (C) THERE WILL BE A CONSIDERABLE TURNOVER AT THE TOP 
LEVELS OF CHINA\'S (GOVERNMENTAL) STATE COUNCIL THIS 

YEAR. PREMIER ZHU RONGJI 

LANQING AND QIAN QICHEN) 

COUNCILLORS (CHI HAOTIAN 

AND THE STATE COUNCIL SECRETARY-GENERAL (ALSO WANG 
ZHONGYU) ARE ALL WELL OVER THE MANDATORY RETIREMENT AGE 
OF 65. THE REMAINING TWO VICE PREMIERS (WU BANGGUO AND 
WEN JIABAO) AND STATE COUNCILLOR LUO GAN ARE ALL MEMBERS 
OF THE CCP\'S NEW STANDING COMMITTEE 

THEIR RETIREMENT IS NOT IMMINENT. WU YI 

STATE COUNCILLOR AND THE ONLY WOMAN AT THE TOP LEVELS OF 
CHINA\'S POLITICAL LEADERSHIP 

POLITBURO MEMBERSHIP (ALBEIT NOT TO THE STANDING 
COMMITTEE) AT THE 16TH PARTY CONGRESS. 


7. (C) EMBASSY CONTACTS ARE ALSO IN AGREEMENT THAT WEN 
JIABAO 
RESPONSIBILITIES SINCE LAST NOVEMBER 
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THEY ALSO AGREE THAT SIXTH-RANKING STANDING COMMITTEE 
MEMBER HUANG JU WILL REPLACE LI LANQING AS EXECUTIVE 
VICE PREMIER 

AND HUI LIANGYU WILL ALL BE \"ELECTED\" VICE PREMIERS. 


8. (C) WITH THE EXCEPTION OF POLITBURO MEMBER AND 
PEOPLE\'S LIBERATION ARMY GENERAL CAO GANGCHUAN 

SEEMS CERTAIN TO REPLACE CHI HAOTIAN 

CERTAINTY OVER THE NEW STATE COUNCILLORS. VARIOUS 
SOURCES HAVE SUGGESTED THAT POLITBURO MEMBER (AND 
MINISTER OF PUBLIC SECURITY) ZHOU YONGKANG (60) 

CENTRAL COMMITTEE MEMBERS TANG JIAXUAN (65) 

(63) 

CANDIDATES. HUA 

OF THE OFFICE OF THE CENTRAL COMMITTEE\S LEADING GROUP 
FOR FINANCE AND ECONOMICS 

REPLACE WANG ZHONGYU AS STATE COUNCIL SECRETARY-GENERAL. 
OF THESE INDIVIDUALS 

JU 

IMMORAL BEHAVIOR 

ASSIGNMENT LAST DECEMBER AS MINISTER OF PUBLIC SECURITY 
IS SEEN BY MANY AS REVERSING A 20-YEAR EFFORT TO 
DECREASE HIS MINISTRY\'S POWER 

RECEIVE LOW NPC VOTES. 


COMMISSIONS AND MINISTRIES 


9. (U) NINETEEN OF CHINA\'S 29 MINISTERS AND COMMISSION 
DIRECTORS ARE OVER 60. SIX ARE OVER OR NEARING 
RETIREMENT AGE. THESE ARE: MINISTER OF NATIONAL 

DEFENSE CHI HAOTIAN (73) 

TANG JIAXUAN (65) 

MINISTER OF INFORMATION INDUSTRY WU JICHUAN (65) 
DEVELOPMENT PLANNING COMMISSION DIRECTOR ZENG PEIYAN 
(64) AND STATE COMMISSION OF SCIENCE 

INDUSTRY FOR NATIONAL DEFENSE DIRECTOR LIU JIBIN (64). 

IN ADDITION 

HAS SERVED MORE THAN ONE FULL TERM. (WHILE SERVING MORE 
THAN ONE TERM DOES NOT NECESSARILY DISQUALIFY A MINISTER 
FOR REMAINING IN OFFICE 

INDIVIDUAL IS LIABLE TO BE REASSIGNED.) 


10. (C) WORKING-LEVEL CONTACTS AT THE MINISTRY OF 

FINANCE (MOF) HAVE INDICATED THAT CURRENT FINANCE 
MINISTER XIANG HUAICHENG (64) WILL BE REPLACED BY STATE 
ADMINISTRATION OF TAXATION (SAT)_DIRECTOR JIN RENQING. 
XIANG WILL TAKE OVER MANAGEMENT OF THE CENTRAL 
GOVERNMENT\'S SOCIAL SECURITY FUND FROM FORMER FINANCE 
MINISTER LIU ZHONGLI. ADDITIONAL MOF SCUTTLEBUTT NAMES 
JINYS SUCCESSOR AT THE SAT AS XIE XUREN 
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OF THE STATE ECONOMIC AND TRADE COMMISSION WHO 
PREVIOUSLY SERVED AS A VICE MINISTER OF FINANCE AND AS A 
VICE SECRETARY OF THE CCP\'S FINANCIAL WORK COMMISSION. 
IN ADDITION 

XIAOCHUAN 

DECEMBER 

BANK. 


11. (C) GIVEN EFFORTS AT THE PARTY CONGRESS TO PUT 
SIGNIFICANTLY YOUNGER CADRES IN LEADERSHIP POSITIONS 
CENTRAL PARTY SCHOOL DIRECTOR SUGGESTED THAT THE 
TURNOVER COULD BE SUBSTANTIAL 

STILL SEVERAL YEARS AWAY FROM MANDATORY RETIREMENT AND 
EVEN WITHIN THOSE MINISTRIES UNAFFECTED BY THE 
RESTRUCTURING PLAN. OTHER SOURCES DISAGREE 

THAT MANY OF THESE 60-SOMETHING INDIVIDUALS IN FACT HAVE 
BEEN IN PLACE LESS THAN A FULL TERM AND ARE THUS LIKELY 
TO REMAIN FOR AT LEAST A FEW MORE YEARS. SUPPORTING THE 
LATTER ANALYSIS IS THE FACT THAT FEW OF THE EXECUTIVE 
VICE MINISTERS WHO WOULD MOST LIKELY REPLACE OUTGOING 
MINISTERS ARE FULL OR ALTERNATE CENTRAL COMMITTEE 
MEMBERS. 


12. (C) EMBASSY CONTACTS HAVE PICKED CAO GANGCHUAN TO 
REPLACE CHI HAOTIAN 

ZHAOXING TO REPLACE TANG AND DEPUTY STATE COUNCIL 
SECRETARY-GENERAL MA KAI TO TAKE OVER FROM ZENG PEIYAN 
AT A RESTRUCTURED STATE DEVELOPMENT AND PLANNING 
COMMISSION. SOURCES AT THE MINISTRY OF CIVIL AFFAIRS 
CONTINUE TO SUGGEST THAT EXECUTIVE VICE MINISTER LI 
XUEJU 

ALTERNATE 


CENTRAL MILITARY COMMISSION 


13. (C) SINCE THE 1970\'S 

AND THE PARTY CENTRAL MILITARY COMMISSIONS HAVE BEEN 
IDENTICAL; NO CHANGES IN THIS REGARD ARE LIKELY AT THE 
10TH NPC. JIANG ZEMIN TOLD SECRETARY POWELL ON FEBRUARY 
24 THAT HE WILL RETAIN HIS CMC CHAIRMANSHIP 

SOME SPECULATION TO THE CONTRARY. REMAINING STATE CMC 
MEMBERS WILL BE THE SAME INDIVIDUALS WHO ARE SERVING ON 
THE PARTY CNC. 


NPC POSITIONS 


14. (U) PROBABLY THE LARGEST TURNOVER OF PERSONNEL WILL 
BE OF THOSE WHO WILL LEAD THE NPC. STANDING COMMITTEE 
CHAIRMAN LI PENG 
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ALONG WITH 17 STANDING COMMITTEE VICE CHAIRMEN (ALL BUT 
THREE OF WHOM ARE WELL OVER 65) AND AT LEAST 13 OF 14 
CHAIRMEN OF THE NPC\'S FUNCTIONAL COMMITTEES. THE NEW 
NPC DELEGATES MUST ALSO ELECT A NEW STANDING COMMITTEE 
(CURRENTLY 136 MEMBERS). 


15. (C) WHILE EMBASSY SOURCES AGREE THAT CCP STANDING 
COMMITTEE MEMBER WU BANGGUO WILL REPLACE LI PENG 
SOURCES ARE LESS CERTAIN ABOUT WHO WILL REPLACE THE 
OTHERS. SOUTHERN WEEKEND ON FEBRUARY 27 SUGGESTED THAT 
LEADERS MAY SEEK TO ADD TWENTY \"SPECIAL MEMBERS\" WHO ARE 
BEING TRANSFERRED TO THE NPC FROM GOVERNMENT POSITIONS 
DURING THE \"PEAK OF THEIR CAREERS" IN ORDER TO CREATE A 
MORE PROFESSIONAL 

COMMITTEE 

INDICATED THAT MANY DELEGATES ARE DISSATISFIED WITH THE 
LESS-THAN-DYNAMIC WU AS THE INDIVIDUAL WHO WILL GUIDE 

THE NPC OVER THE COMING YEARS 

VOTE FOR WU TO BE ANYWHERE NEAR AS LOW AS THAT FOR THE 
LIKELY NEW CPPCC CHAIRMAN 


SUPREME PEOPLE\S COURT AND SUPREME PEOPLE\'S 
PROCURATORATE 


16. (C) EMBASSY SOURCES CONCUR THAT XIAO YANG (64) 
PRESIDENT OF THE SPC 

GENERAL OF THE SPP 

OFFICIALS HAVE SUGGESTED THAT XIAO\'S EXECUTIVE VICE 
PRESIDENT 

THOUGH CAO IS NOT A CENTRAL COMMITTEE MEMBER. SOURCES 
OUTSIDE THE SPC HAVE SUGGESTED THAT CENTRAL COMMITTEE 
MEMBER AND FORMER MINISTER OF PUBLIC SECURITY JIA 
CHUNWANG (64) COULD REPLACE HAN. 


RANDT 
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organizations from source countries are believed to 
facilitate forced prostitution or trafficking. Their Turkish 
counterparts are believed to include former foreign 
prostitutes. Embassy contacts stress Turkish traffickers are 
typically small 

individuals 

usually through friendship or kinship ties rather than 
business ties. Uncorroborated reports of trafficked victims 
transiting through Turkey cite Israel 

destination countries. 
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C. (SBU/NF) Anecdotal evidence indicates that the overall 
numbers of foreign prostitutes in Turkey has dropped over the 
past several years. Embassy contacts cite improved economic 
conditions in the source countries and improved GOT 
engagement on the issue as reasons for the decline. However 
reports have increased of former foreign prostitutes who have 
gained Turkish citizenship acting as pimps or TIP organizers 

to bring unwitting girls into Turkey. 


D. (SBU/NF) A 2002 IOM trafficking study 

at the time of this report 

circumstances of trafficked victims into Turkey. While GOT 
has not yet provided statistical data 

by the researchers found trafficking to be only a small part 

of illegal prostitution. Economic conditions of source 
countries compelled women to come to Turkey in search of 
work. While some of these women came initially as V'suitcase 
traders 

prostitution. By some accounts 

as 200 USD per night engaging in prostitution. Following the 
passage of the anti-TIP legislation in August 2002 

Records Department has begun to keep statistics on cases 
filed using this law; it is believed initial statistics will 

be available in late spring/early summer 2003. Finally 

GOT inter-agency task force is currently drafting a National 
Action Plan and has tasked governors in 15 so-called high 
risk provinces to identify and locate potential shelters and 

to issue humanitarian visas and temporary residence permits 
to TIP victims. Once implemented 

statistics will prove an invaluable resource in determining 

if Turkey is or is not a major trafficking destination. 


E. (SBU/NF) The scope of trafficking in Turkey is not known. 
Numerous interviews with governmental and non-governmental 
sources allow us to piece together how women may fall prey to 
the traffickers 

as to how pervasive the problem may be. Many women escaping 
poverty in the former Eastern bloc come to Turkey knowing 

that they will engage in prostitution. Others come in 

response to misleading advertisements or enticements 
example to work as waitresses 

girls\" and are forced into prostitution by the groups who 

enticed them to come to Turkey initially. While a few of 

these women have obtained work permits through tourism or 
labor agencies that turn out to be fronts for traffickers 

many women enter Turkey through a valid tourist visa. 

Reports say that TIP victimsY passports are usually 

confiscated upon entry by traffickers. In cases where women 
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come on a tourist visa to engage in prostitution 

into debt to trafficking groups to pay for passport fees 

travel money 

forced into submission by frequent beatings and threats; 
often 

in source countries should victims prove uncooperative or 
testify against them. Officials state women rarely complain 
against their captors because of potential ramifications at 
home. TIP victims are closely chaperoned throughout the day 
for meals and pre-arranged outings to shops or hairdressers. 
On the other hand 

illegal prostitution appear to enjoy a large amount of 

freedom 

and obtaining cell phones. 


F. (U) Turkey is not a country of origin. 


G. (SBU/NF) Combating TIP became a GOT priority in 2002. An 
inter-agency task force 

Affairs Deputy Director General for Illegal Migration 
comprised of officials from the Ministry of Interior 
(Department of Foreigners 

Security; and Department of Organized Crime and Fraud) 
Ministry of Justice (Department of International Relations 
Foreign Relations and Educational Affairs; Directorate of 
Criminal Records) 

Social Security (General Directorate of the Status and 
Problems of Women; General Directorate of Child Protection 
and Social Services) 

Treatment Services) 

Rights and Social Aid and Cooperation Fund). 


H. (SBU/NF) Post has not been able to obtain direct evidence 
regarding the direct involvement of government or other law 
enforcement officials in trafficking. However 

credible reports of law enforcement officials receiving 
kickbacks either to smuggle aliens or to turn a blind eye to 
illegal foreign prostitution. There are also indirect 

reports of government officials turned traffickers because of 
the potential earnings. 


|. (SBU/NF) Although the GOT has ample law enforcement 
resources to fight trafficking 

adequate funding for shelters or rehabilitation for 

trafficking victims. However 

conversion of state-owned unused social training centers to 
shelters and is negotiating with NGOs 
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provide rehabilitation services to victims. 


7. (SBU/NF) PREVENTION: 


A. (SBU) While government officials acknowledge that 
trafficking occurs 

They state that Turkey has a problem of foreign prostitution 
and illegal migration 

regime for Balkan 

-- usually an automatic visa at the border for a nominal fee 
-- obviates the need for human smuggling gangs. However 
response to international pressure 

meaningful steps to combat TIP both in Turkey and in the 
region. 


B. (U) Government agencies involved in anti-trafficking 
efforts include the Ministry of Foreign Affairs; the Ministry 
of the Interior (which oversees the police 

(paramilitary rural police) 

of Labor; the Ministry of Justice; the Ministry of Health; 

and the Directorate on the Status and Problems of Women 
attached to the Ministry of Labor. 


C. (U) There have not been any formal 

anti-trafficking campaigns 

individual governors and police officials are reported to 

have engaged in public awareness campaigns against 
trafficking at the local level utilizing local NGOs. The 
Directorate on the Problems and Status of Women held a panel 
in December 2002 on the issue of TIP. The 200 plus attendees 
included NGO representatives 

MFA officials. The Ministry of Interior plans to give the 

first training program to raise awareness of the TIP issue to 

75 officers from 15 provinces by summer 2003. 


D. (U) The GOT does not support other programs to prevent 
trafficking 

finalizing a National Action Plan 

- establish a national hotline for victims; 

- establish shelters; 

- centralize the issuance of work permits under one GOT body; 
- provide legal assistance to foreigners in positions of 
witnesses or victims during the continuations of court cases 
opened under Article 201 (b); 

- provide more detailed training programs for officials on 

how to take victim statements and how to determine who is a 
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victim; and 

- increase the number of NGOs working on combating 
trafficking. 


E. (SBU) The GOT claims financial difficulties in funding 
prevention programs. However 

funding opportunities 

expanding current training programs to GOT officials to 
include an anti-TIP component. 

F. (SBU/NF) Neither Post nor IOM is aware of any Turkish or 
foreign NGO actively engaged in fighting the trafficking of 
women or aiding victims. However 

to prepare information on possible joint victim assistance 
programs. The British Council 

British Embassy 

of trafficking in June 2002. Regional scholars 

Officials 


G. (SBU/NF) Turkey borders Georgia 

Iran 

Istanbul has a large international airport and there are 

also international ports of entry by land 

through several other cities 

Erzurum 

the government expends considerable law enforcement resource 
to monitor its borders 

always successful 

occurs. Contacts report 

trafficking victims and other foreign women who engage in 
prostitution enter Turkey legally 

permits at Turkish Embassies abroad or 

obtaining one month visas at the border. Since the collapse 
of the Soviet Union 

with countries formerly in the Soviet Empire to encourage 
trade and tourism. Women who are deported for prostitution 
come back repeatedly 

names slightly or receive a passport in an entirely different 
name with the help 

officials in source countries or organized criminals. Poor 
centralization in Turkish border control or corruption may 
also aid reentry. Only the passports of women testing 
positive for sexually transmitted diseases are scanned into a 
centralized computer system. 


H. (SBU/NF) The GOT started an inter-agency task force to 
combat TIP led by the MFA Deputy Director General for Illegal 
Migration. (See number five; G for list of members of the 
task force). This task force is finalizing a \"National 
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Action Plan\" that will study all aspects of trafficking. 

Also 

task force comprised of all relevant sections of the Ministry 
to coordinate its efforts to fight TIP. 


|. (U) Turkey plays an active role in the international 
community by regularly attending conferences hosted by SECI 
USDOS 

OSCE (Stability Pact and ODIHR) 

Union to combat trafficking. Turkey has been especially 
active in the Trafficking Task Force within the framework of 
the Stability Pact/ODIHR. 


J. GOT has not yet provided copies of its National Action 
Plan in response to repeated Embassy requests. 


K. The MFA\'s Deputy Director General for Illegal Migration 
spearheads the GOT\'s anti-trafficking initiatives as head of 
the coordinating body for all agencies involved. 


8. (SBU/NF) INVESTIGATION AND PROSECTION OF TRAFFICKERS: 


A. (U) On August 3 
anti-trafficking legislation 
Penal Code. 


The text of the law is as follows: \"Those who provide 
kidnap 

other individuals with the intention of making them work or 
serve by force 

threaten 

give up their bodily organs 

their consent by deception or by using the desperation of 
such individuals shall be sentenced to five to ten years of 
heavy imprisonment and a heavy fine of not less than one 
billion liras. 


VIf the actions that constitute a crime attempted with the 
intentions laid out in the first paragraph exist 
is assumed not to have given his/her consent. 


\"If the children below the age of eighteen are provided 
kidnapped 
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housed with the intentions specified in paragraph one 
when no intermediary actions relation to the crime are 
committed 

still be applied to the perpetrator. 


\"If the crimes listed in the paragraphs above are committed 
in an organized manner 
perpetrators shall be doubled." 


B. (U) The penalty for traffickers is five to ten years of 

heavy imprisonment and a fine of not less than one billion 
Turkish Liras. These penalties may be doubled if the crimes 
were committed in an organized manner. 


C. (U) According to the Turkish Penal Code Article 416 
penalty for rape and/or forced sexual assault is at least 
Seven years. Attorney contacts note 

difficult to prove and suspects may receive lighter sentences 
for various reasons involved in the incident. 


D. (U) While final statistics regarding the implementation of 
the anti-trafficking legislation are expected in June 2003 
GOT tells us that four pending cases have been brought 
against traffickers since August 2002. At the time of this 
report 

ongoing. The first of these cases was opened at the Criminal 
Court of Ordu on November 18 

at the second Criminal Court of Van on October 10 
preliminary investigations have been also been performed. 
The public prosecutor in Ozalp/Van investigated 7 individuals 
and the prosecutor in Beykoz/Istanbul investigated five 
individuals for their activities associated with trafficking; 

the results are pending. GOT did not provide further 

details. At the time of this report 

persons have been apprehended across Turkey by local police 
for their involvement in TIP and sent to the court under 
Article 201(b). Eight individuals were taken into custody in 
Antalya 

in Nevsehir 


E. (SBU/NF) Generally 

groups from states formerly in the Soviet Empire are behind 
trafficking. Contacts repeatedly stated that trafficking 
where it exists 

may be as small as four or five people who are connected 
most often 
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former prostitutes who have gained Turkish citizenship are 
working as procurers and pimps and bring women on tourist 
visas. Traffickers posing as tourist agencies or firms in 

source countries bring women to Turkey with official work 
permits. Hotel owners are also believed to coerce women who 
work as prostitutes. 


F. (SBU/NF) Official sources tell us Turkey actively 
investigates cases of trafficking using special investigation 
techniques. Police officials in Trabzon stated they used 
primarily undercover operations against traffickers. The 
Ministry of Interior recently instructed governorships to 

issue humanitarian visas and temporary residence permits for 
victims to begin rehabilitation. Our legal contacts hope 

these visas and residence permits will allow victims to serve 
as witnesses in investigations and trials of traffickers. 
Mitigated punishment or immunity for cooperating suspects may 
be granted unofficially; under Turkish law 

policy for plea-bargaining or other confessional treatment 

for victims of trafficking. 


G. (U) The GOT has begun implementing formal training 
programs on trafficking for police and judicial officials. 

The Ministry of Justice has given several training seminars 
to approximately 600 judges and prosecutors on the issue of 
combating trafficking-in-persons between the period of 
October 2002 and February 2003. The Ministry of Interior 
recently developed a trafficking training program for 75 
police officials that will be completed by spring 2003. As 
these training programs were internally developed and 
administered 

length of these seminars. The GOT also provides special 
training to the TNP\'s Foreigner Section officials in areas 
such as visa fraud 


H. (SBU/NF) Turkey maintains security cooperation agreements 
which deal with trafficking 

Georgia 

late January 2003 

contacted by any countries regarding cases of trafficking. 
Turkey cooperates with the OSCE 

the Black Sea Economic Cooperation. GOT officials have 
attended numerous international conferences on the issue of 
trafficking 


|. (U) We have no information regarding the extradition of 
persons charged with trafficking from other countries or 
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whether or not the government allows the extradition of its 
own nationals 


J. (SBU/NF) We have no direct evidence of official 
involvement in or tolerance of trafficking at an official 

level. Contacts state there is some tolerance of foreign 
prostitution as long as it is kept within certain limits. 
Authorities may turn a blind eye in the belief prostitution 
brings an economic benefit. Places where foreign women 
congregate may provide a cover for trafficked women. One 
government source stated a current informant involved in 
trafficking was a former police officer who turned to 
trafficking crimes because of the money involved. 


K. (SBU/NF) We do not have any direct evidence of GOT 
involvement in trafficking. 


L. (U) Turkey has adopted the following conventions: 


-- ILO Convention 182 (Ratified early 2001) 

-- ILO Convention 29 and 105 on Forced or Compulsory Labor 
(ILO Convention 29 went into effect on January 27 

ILO Convention 105 on December 21 

-- Optional Protocol to the Convention on the Rights of the 
Child on the Sale of Children 

Pornography (Ratified May 9 

-- The Protocol to Prevent 

Trafficking-in-Persons 

Supplementing the UN Convention Against Transnational 
Organized Crime (Signed December 2000; Ratified January 31 
2003 and put into force February 4 


9. (SBU/NF) PROTECTION AND ASSISTANCE TO VICTIMS: 


A. (SBU) The GOT intends to provide significant assistance to 
victims in the future. In the past 
trafficked into Turkey were generally detained and deported. 


The Ministry of Interior recently instructed all 
governorships to issue humanitarian visas and temporary 
residence permits for victims 

treatment for the victim as well as to allow officials to 
begin investigation of traffickers and start legal action. 
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The GOT 

task force 

believed to be vulnerable to trafficking. The Ministry of 
Interior ordered governors in 20 at risk cities to search the 
possibility to create shelters. These governors were 
instructed to look at state-owned buildings that were not 
currently in use. The GOT has also contacted IOM in Turkey 
to prepare a proposal for the operation of such shelters; 
however 

report 


If a foreign woman is detained for prostitution 

tested for sexually transmitted diseases (STD) before 
deportation. According to the police chief in Trabzon 
woman tests positive for a STD and requests assistance 
would receive medical help. In 2002 

deported for prostitution from Trabzon and tested positive 
for STDs 

the Trabzon Police Chief 

from Trabzon in 2002. All were subject to medical tests and 
36 were infected with various diseases. 


B. (SBU) Turkey does not fund victim services 

no Turkish NGOs that provide such services. Only IOM Turkey 
has worked with source country embassies to provide travel 
documents to women who have been detained for prostitution or 
escaped from traffickers. 


C. (SBU) While Turkey plans to take more victim assistance 
measures 

for prostitution have been generally deported within two 
weeks of detention. 


D. (SBU) We have no evidence indicating that victims are 
encouraged to file civil lawsuits or seek legal action 

against traffickers. The introduction of humanitarian visas 

and temporary work permits (See para A) may show victims more 
willing to seek legal action. 


E. (SBU) To our knowledge 
protection for victims and witnesses. 


F. (SBU) The GOT has provided trafficking-in-persons training 
to judicial and police officials (see question 7 para G); 
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however 

second part of the question does not apply because Turkey is 
not a source country. 


G. (U) Not applicable. Turkey is not a source country. 


H. (U) There are no Turkish NGOs working with trafficking 
victims. To our knowledge 

has provided assistance to trafficking victims (see para B). 
PEARSON 


6117 

unify.\" While NAM came out strongly against a war on Iraq 
Vietnamese officials did not view the conference as \"anti- 
American.\" President Tran Duc Luong 

delegation 

summit. Vietnam was pleased with the emphasis on \"south to 
south\" cooperation 

in NAM. END SUMMARY 


2. (SBU) Le Hoai Trung 

International Organizations Department (MFA/IO) 

poloff on March 3 to discuss Vietnam\'s perspective on the 

13th NAM summit held in Kuala Lumpur February 25-26. Trung 
was part of the GVN delegation. (Biographic Note: Trung 

was graduated from the MFA\'s Institute of International 
Relations 

three tours in Vietnam\'s Mission to the U.N. End Note). 


3. (SBU) Trung said that the GVN delegation came away from 
the summit V'very impressed\" that NAM appeared \"more unified 
and more relevant in a V'very complicated world situation.\" 

He opined that the summit\'s focus on \"strengthening security 
and political independence\" was \"quite appropriate 

especially regarding timely issues such as Iraq 

Israel 

the last NAM summit five years ago 

was \"less contentious 

the \"tense and complicated" world security situation. 


4. (SBU) Trung noted that President Luong had stressed in 
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his remarks that during this \"difficult period" it is 

\"especially important\" to demonstrate NAM\'s \"unity against 
war.\" Trung emphasized that 

the strong stand against war should not be viewed as \"anti- 
American\" per se. He admitted that some speeches \"could be 
construed as \"anti-American 

works on a consensus basis 

\"relatively moderate.\" Trung also admitted 

\"some\" participants viewed the US actions (current or 
planned) concerning Iraq \"if not anti-Muslim 

discrimination 

Peninsula and Palestine.\" Some members also feel \"insecure 
and nervous 

of settling the Iraq issue \"peacefully and within the UN 
framework\" was one with which Vietnam agrees and has 
repeatedly stated publicly and privately. 


5. (SBU) Over the course of the two-day summit 

Luong held separate bilateral meetings with 15 heads of 
state 

relatively short 

several deliverables from these talks: 

--the opening of a Vietnamese embassy in Bangladesh; 
--Namibia\'s attendance at a conference on Vietnam-Africa 
cooperation scheduled for late May in Hanoi; 
--continuation of rice exports to Indonesia and progress on 
settlement of overlapping claims on the continental shelf; 
and 

--boosting trade with Iran. 


6. (SBU) Trung said that due to the \"complicated\" world 
situation 

issues 

more discussion on V'south to south" cooperation. In 
addition 

assistance 

Benin 

the Congo. Under this scheme 

expertise (normally in rice production) along with 
contributions from the host government and UN and/or NGO 
assistance. Trung said African nations V'very much 
appreciate" VietnamVs technical assistance. He added that 
these efforts fit well with VietnamVs goal to increase its 
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presence in Africa 

not have the capability to be an Official Development 
Assistance donor. Some foreign officials told Trung that 
the \"triangular assistance\" model could be useful as a 
vehicle for additional V'south to south cooperation. 


7. (SBU) Trung claimed that Vietnam\'s status within the 

NAM appeared to have improved over the past five years 

likely due to Vietnam\'s outreach efforts and to its own 
developing economy and \"impressive\" growth rate. As further 
evidence of the country\'s rising stature among NAM members 
Vietnam was elected as one of the NAM summitVs 25 vice 
chairs 

continue its efforts \"to make further contributions to the 
organization 


8. (SBU) Separately 

Deputy Dean of Hanoi National University\'s Faculty of 
International Studies 

useful organization for Vietnam 

complicated 

predicted that ASEAN would remain more important to 
Vietnam\'s overall interests. 

BURGHARDT 
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the merrier\" in terms of the business participants at the 
lunch. 


4. (U) Draft provisional agenda 

|. Welcoming and opening remarks 

II. Adoption of agenda 

III. Business arrangements 

IV. Working lunch with the ASEAN and US private sectors (if 
there are a number of businessmen from US and ASEAN who want 
to join) 

V. Exchange of Views on ASEAN-US Cooperation 

-- Outcome of the 8th ASEAN Summit 

-- ASEAN-US Development Cooperation: review of ASEAN-US 
Development Cooperation; the Enterprise for ASEAN 

Initiative; ASEAN-US Cooperation Plan 

VI. Exchange of views on international issues: 

-- Security issues: regional security outlook; 

international terrorism and other transnational crimes; 

South China Sea; Korean Peninsula; The Middle East. 

-- Economic issues: economic outlook; trade and 

investment; WTO and APEC development. 
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VII. Future Direction for ASEAN-US Dialogue 
VIII. Date and venue of the next meeting. 


5. (U) Action request: There will be an ASEAN SOM in 
Cambodia Sunday 

interlocutors would welcome US responses to these dates and 
proposed agendas 

share with their ASEAN counterparts this weekend. DDG An 
and staff will leave Hanoi Friday 

BURGHARDT 
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research departments had become semi-autonomous. NISER\'s 
researchers cover agriculture and rural development 

economic development 

development 

development 

call its \"half\" department is the Center for African 

Resources 

NISERVs different research units. NISER has 60 full-time 
professional researchers and its total staff numbers 400. 


7. Professor Olu Ajakaiye 

NISER staff focus on four broad areas of activity. The first 

is individual research designed mainly to sharpen the skills 
of research staff. NISER\'s review of Nigerian developments 
and its futures research also keep research staff abreast of 
developments in the various spheres of Nigerian life. NISER 
staff conduct annual monitoring research during which 
NISERVs research units audit their own performance. Lastly 
NISER provides consulting services to third parties. 


8. NISER\'s Director General expects its researchers to spend 
at least 50 percent of their time on research projects. 

NISER has a close relationship with some government 
agencies 

think-tank to other government agencies. 

9. In collaboration with the World Bank 

seminars and workshops and provided input to Nigeria\'s five- 
year development plans prior to Nigeria\'s implementation of 
the first structural adjustment program (SAP) in 1986. The 
SAP led to de-emphasis of long-range planning and emphasis 
on short-term policy management. NISER has since been 
conducting research on NigeriaVs social and economic 
development and on its prospects. NISERVs research 
documents often take the form of policy memoranda. 
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On-Going Relationship 
with Donor Agencies 


10. NISER is working on the GON\'s poverty reduction strategy 
program (PRSP). NISER hopes its research will lead to its in- 
depth understanding of poverty so to make substantive input 
to the PRSP. NISER is executing a USAID-funded project on 
legislative support to Nigerian states in collaboration with 

the Mississippi Consortium for International Development. 
Six states are benefiting from the program 

essentially involves capacity building. NISER is carrying 

out a corruption survey in collaboration with the Anmadu 
Bello University in Zaria 

And NISER is pursuing comparative research with Canada\'s 
International Development Research Center and its African 
affiliate 

Economic Research in Africa. 


11. NISER has a clear vision of where it wants to go. It 
wants to augment capacity within Nigeria\'s civil service by 
being the instrument of choice for restructuring the service 
through short- and long-term training. 


12. Comment. NCEMA and NISER potentially can play 
important roles in shaping Nigeria\'s economic policies. 

These institutions boast faculty members well grounded in 
divers aspects of economic policy. The donors who appreciate 
their activities should be able to work with these 

institutions to leverage their own resources as they seek to 
help Nigerians in the public and private sectors. 


HINSON-JONES 
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Alliance (TNA) representing Jaffna. Ponnambalam 

lawyer by profession 

first time in December 2001 and is the scion of an 
important Tamil political family. He inherited 

leadership of the All Ceylon Tamil Congress (ACTC) 
constituent element of the TNA 

who was killed under mysterious circumstances in 

January 2000. Ponnambalam told the Ambassador that he 
was certain that former deputy defense minister 
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Anuruddha Ratwatte had a hand in arranging the slaying. 
(Note: The investigation into the murder of Kumar 
Ponnambalam is continuing. Ratwatte 

president\'s 

involving multiple homicide. Ponnambalam\'s 
grandfather 

1940\'s 

political party in Sri Lanka. 


3. (C) While young for a Sri Lankan politician 
Ponnambalam is articulate 

impressive presence. Because of his abilities and 
background 

Tamil political leadership. Per the comments that 
follow 

parrot some of the group\'s views. As is the case with 
many other Tamil politicians 

this is out of true belief 


4. (C) When asked 

the current state of the peace process. In doing so 

laid blame squarely on the government\'s lap 

that it had to make much more progress on the following 
two issues 


-- Security forces in Jaffna: Ponnambalam said the 
government was not moving quickly enough to diminish the 
presence of its security forces in Jaffna. He 
understood that the government had to maintain a 
security presence 

civilians in the Jaffna area. The security zones were 
too large and civilians needed their property rights 
restored. It was positive that the GSL had given 
indications that it was willing to move forward with 
resettlement outside of the zones 

had to be done. 


-- Fishing: The government had to do more to lift 
fishing restrictions. Although the February 2001 
ceasefire accord had required the government to lift 
most restrictions by \"D-Day plus 90 days) (i.e. 

May 2001) 

fishing boats 

returning to port at night. Because the boats were 
often small 

fishermen 
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(Note: Although we have not asked the GSL about this 
specific issue 

fearful of giving too much leeway to Tamil fishing 
boats. The LTTE sometimes uses the boats to bring in 
arms 

in the north and east reliant on the fishing industry 

the government has to approach the issue cautiously.) 


5. (C) The Ambassador asked about the views of the 
Liberation Tigers of Tamil Eelam (LTTE) toward the peace 
process 

met with Tiger leaders in late February. Ponnambalam 
confirmed that he had attended the meeting 

place in the LTTE-controlled Wanni region in north- 
central Sri Lanka. S.P. Thamilchelvam 

LTTE\'s political wing 

Jaffna political coordinator 


6. (C) Ponnambalam said the LTTE officials had used the 
meeting to underscore that the group remained fully 
committed to the ceasefire and had no desire or 

intention of returning to war. That said 

very negative about the current state of the peace 
process. They related that the LTTE had taken a series 
of difficult steps in past months that had helped move 
the peace process forward. Despite its long-standing 
stance 

for an interim administration in the north and east. In 
agreeing to this 

government 

setup at this time would be politically difficult to 

sell in the south. In addition 

come out in support of federalism 

discomfort with that term given its long-time support 

for the \"Eelam\" (separate Tamil state) concept. In 

spite of all this 

fully reciprocated and that was the crux of the peace 
process\' current problems. (Note: Although Ponnambalam 
did not specifically mention it 

been vociferously complaining that the government is not 
doing enough to funnel economic assistance into the 
north and east 

regions.) 


7. (C) When asked by the Ambassador 

defended the LTTE\'s stance toward the reopening of the 
Jaffna library. (Note: Last month 

pressure from the LTTE 
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to postpone the reopening of the library -- see 

Reftels.) Ponnambalam commented that the LTTE felt that 
the government had not finished construction of the 
library 

people 

complete. Ponnambalam denied that the group had used 
any coercion to get its way on the issue. (Note: There 
have been many reports that the LTTE threatened senior 
TNA MP and leader of the Tamil United Liberation Front 
V. Anandasangaree over the issue 

Anandasangaree has denied these reports 

spending a lot of time outside of Sri Lanka of late.) 


8. (C) In an interesting aside 

that in his estimation the LTTE high commandVs 
positioning on the peace process was being strongly 
influenced by the views of its eastern cadre at this 

time. Ponnambalam said the eastern cadre were more 
hard-line toward the peace process than cadre in the 
north and did not support compromise. He explained that 
this north/east division in the LTTE was understandable 
given the ongoing communal tensions in the east 

were more pervasive and potentially more destabilizing 
than those in the north. While a strong leader 

chief V. Prabhakaran 

reluctant to press cadre in the east too much regarding 
the peace process. In taking this position 

was trying not to accentuate the north/east divide 
especially given the long-standing resentment of eastern 
Tamils 

second-class manner. 


9. (C) In response to Ponnambalam\'s litany of 
complaints 

perfect 

that the LTTE work with it. In doing this 

that the LTTE make some sort of gesture showing that it 
was still on board with the peace process. A sour mood 
was developing in many quarters and it was important 
that the LTTE do something soon. It was up to the LTTE 
to decide what it should do 

those in the south that it had forsworn violence and the 
use of terrorism. No one was asking the group to disarm 
totally 
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\"Black Tiger\" (Suicide squad units) 
abominable. 


10. (C) In response 

largely negative riff 

and the LTTE were in no mood to compromise at this time. 
It was up to the south to do something to show its 
sincerity. Tamils could not trust southerners; they had 
shown countless times in the past that they were willing 

to undermine past peace initiatives. Even within the 
current government 

other ministers routinely spoke out in favor of the 

peace process -- the rest were quiet. Until the south 
reached some consensus 

progress to be made. The Ambassador remarked that 
complete consensus in the south would be difficult to 
achieve. In dealing with its political opponents in the 

south 

the LTTE showed some more give. Ponnambalam took the 
Ambassador\'s points on board 

try to reflect such views when he met with LTTE leaders 
on March 7. (Note: Visiting chief LTTE negotiator 

Anton Balasingham has scheduled a meeting in the Wanni 
with Tamil politicians on that date.) 


11. (C) Ponnambalam\'s comments shed light on the peace 
process current difficulties. Clearly 

comments and those of other observers 

in the mood at this time to compromise with a south it 
does not fully trust. At the same time 

south are making increasingly strident comments that the 
LTTE cannot be trusted and the peace process is a waste 
of time. Given these conflicting views 

reinforce hard-liners in each camp 

in a bit of a trough after a surge of optimism last 

year. Perhaps Balasingham\'s current visit and the 
upcoming visit of a high-level Norwegian facilitation 

team can breathe some new life into the situation. The 
Ambassador also plans to visit Jaffna next week to size 
up the situation there. END COMMENT. 


12. (U) Minimize considered. 
WILLS 
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4. (C) With things as they are now 

rapidly go critical. Despite increasingly smaller weekly 
withdrawal caps (now set at 100 

roughly 230 billion kyat has fled the banks during the last 
two weeks. Due to the tightening restrictions 
withdrawals for this week will slow to at most 18 billion 
kyat (down from 30 billion last week). As the slow bleed 
continues 

banks will start to run out of cash within the next week or 
so. These failures could be delayed for several weeks 
though 

than they have been in cobbling together some new cash. 


Playing God with the Banks 


5. (C) The decision by the GOB 

to withhold Central Bank credit lines clarifies earlier 
suspicions that the SPDC rulers have no love for the private 
banking system 

existing private banks dead. To this end 

apparently conduct thorough reviews of each banks\' loan 
portfolio and operations. Though the Central Bank\'s twenty 
audit teams have yet to swing into action 

allegedly assigned a mid-level military officer as a Cadre 

for each of the teams. This inclusion of military officers 

is a sign that the final analyses of the banks may be based 
as much on political agendas than financial facts. 


6. (C) Assuming the regime has decided to review the banksV 
operations 

economist guessed that the regime would wait until the first 
major bank runs out of cash before sending in the 
military-led audit teams. In any event 

investigations will likely wait until Military Intelligence 
completes its own inquiries into allegations of embezzlement 
and illegal foreign exchange trading that hang over the heads 
of some top bankers. 

7. (C) It is equally hard to predict who the GOB will allow 

to remain standing when the dust clears. If the auditors do 
their job properly 

on the quality of its loan portfolio (now a big question 

mark) and the cleanliness of its daily operations. However 
the X-factor is the weight the GOB will give to politics and 
cronyism. For example 

banking crisis) is a logical choice for destruction or 
dismantling 

given to major construction firms for projects in which the 
GOB is involved. KBZ Bank is a logical survivor 

Chairman is close friends with Vice Senior General Maung Aye. 
However 
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least sound of any of the privates. 


8. (C) One theme that we\'ve been hearing around town is 
merger. Many are predicting that the regime will force the 
merger of many of the smaller private banks so that there is 
more competition and a better spread of deposits (before the 
crisis 

total deposits). However 

GOB is actually planning to do this 

they plan to do it. 


The Future is Hazy 


9. (C) The GOB\'s decision not to make clear its intentions 
has left the banking and business community in a bitter mood. 
No one debates the wisdom of doing an honest and thorough 
review of the banks and subsequently disposing appropriately 
of bad banks 

and properly 

However 

more expensive any final solution will be. In addition 

longer the economic paralysis stemming from the banking 
crisis continues 

economy 

unrest. 

Martinez 
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basis of national decision-making 

take decisions based on the country\'s future. Second 
mid-day March 5 

military had the same view as the GOT regarding the 
parliamentary resolution on troop deployments. Also on March 
5 

targets 

press criticism. End Summary. 


Markets Up On Erdogan and Ozkok Statements 


2. (U) At mid-day March 4 
from the lows of Monday morning March 3 and appeared poised 
to continuing strengthening. 


-- The benchmark T-bill (maturity of March 3 
strengthened 5 percentage points in morning trading 
yesterday\'s 62.5 percent to 57 percent. 
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-- The lira appreciated about one percent 
1 


-- The Istanbul stock exchange was flat in morning trading 
but analysts say it will jump up following the noon lunch 
break. 


Chief of Staff Ozkok Statement Supportive of GOT 


3. (SBU) Before meeting with Northern Cyprus leader Rauf 
Denktas in early afternoon March 5 

Ozkok issued a press statement that addressed in part the 
troop deployment parliamentary resolution. Ozkok said: 


-- \"The Turkish military\'s view is the same as the 
Governments view as reflected in our government\'s resolution 
submitted to our parliament.\" 


Erdogan\'s General Statements Underpin 
Local Market Optimism 


4. (SBU) Behind market optimism lies AK chairman Erdogan\'s 
statements on the evening of March 4 to his parliamentary 
group. These general statements 

newspapers March 5 

indicating his intention to force a second parliamentary vote 
once he becomes PM. Locals see an implied threat that those 
AK MPs who dont vote with him will \"not be fulfilling the 
responsibilities placed on us by the people.\" 


5. (U) Following are the parts of Erdogan\'s speech to the AK 
parliamentary group reported in local press as \"on the 
subject of the second parliamentary resolution\": 


-- \"Those who hold positions of responsibility must not rely 
on daily emotions when making steps forward. It is 
imperative to take decisions aimed at managing the countryVs 
future." 
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-- VI also understand my friends\' hesitations. But if we 
don't look at issues from all perspectives 

the responsibilities placed on us by the people and we can\'t 
do our duties." 


-- Erdogan also had an implied warning for the U.S. 
local press 

\"For Turkey\'s own security and the territorial integrity of 
Iraq 

intervening to address problems 

will be decided in the coming days.\" 

Deputy PM Sener Defends Macro Targets 


6. (U) On March 5 morning 

defended the 2003 budgetVs macro-economic targets against 
recent press criticism. He stressed there is no plan to 

revise the 5 percent growth or other targets. Speaking 
before the Ankara Chamber of Industry 


-- The fiscal saving measures announced by the government 
(note: a total of TL 15.8 quadrillion or nearly $10 billion 

reftel) will not lead to a contraction of domestic demand and 
will not slow the growth rate. 


-- \"There is no problem in reaching the year-end inflation 
targets\" (note: targets are 20 percent CPI and 17.4 percent 
WPI 

WPI will drop in coming months 


-- Asked about the high interest rates in the March 4 
Treasury debt auctions 

coming months and not to present debt roll-over problems. 
PEARSON 
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Olivine was sold by its local founders to Heinz 

purchased the company in a cooperative venture with the GOZ 
in the early 1980s. The deal actually took several years to 
complete 

Heinz 

status and control of management 

Heinz formally purchased the company in 1984. Olivine\'s 
primary businesses include processing oilseeds and producing 
edible and industrial oils 

manufacturing margarine 
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spreads 
such as catsup 


3. (SBU) The current economic climate has been devastating 
to Olivine. Many of its products -- cooking oil 

margarine 

considered V'essential 

controls. In some cases 

barely one-quarter of the cost of production. Additionally 
since the majority of Olivine\'s products are intended for 
the domestic market 

directed economic strategies 

forex. Olivine is also subject to increased constraints due 
to its American-based legal obligations; in a post-Enron 
environment 

some less-than-forthright tactics which are supporting its 
Zimbabwean competitors (with the sole exception of 
purchasing necessary forex on the parallel market 
below). 


4. (SBU) Labor concerns remain a constant headache for 
Olivine\'s management. The brain-drain has had a massive 
negative impact on OlivineVs skilled workforce: Olivine has 
lost 11 of 31 journeyman-level craftsmen to emigration 
within the last year. HIV/Aids has also taken its toll; the 
manager of the cotton seed processing unit died the day 
before our visit after a three-year battle with Aids 

attendance of his co-workers at his funeral actually closed 
the processing unit for the day. Finally 

inflationary pressures on Olivine\'s 2000-plus workforce have 
erupted into several major labor confrontations 

in an episode in which Olivine managers were besieged and 
held hostage in their offices by an angry mob of workers 
demanding higher wages. Currently 

a last-ditch negotiating marathon with the Works Council in 
an attempt to formalize a wage increase by the end of 
February and ahead of a GOZ-imposed six-month wage freeze. 


5. (SBU) Additionally 

dependent upon agricultural produce 

particularly hard hit by the reduction of Zimbabwe\'s 
agricultural productivity as it is forced to search farther 

afield for its inputs. Olivine has traditionally processed 
about 75% of the soybeans produced by Zimbabwe farmers. 
While an average year would see an annual yield of 120 to 
130 thousand kgs of soybeans 

indicating a total crop of less than 60 thousand kgs. 
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Olivine must necessarily make up the difference by 
purchasing imported inputs -- at real-world prices -- if it 
intends to even approach current production rates. 


6. (SBU) As with most other manufacturers 

simply trying to maintain its positions while hoping for a 
political change which will bring economic relief. Despite 
the legal and ethical implications which constrict American- 
related businesses 

forex on the parallel market -- an illegal necessity which 
has had direct impact on its bottom line. Its most recent 
purchase of parallel-market forex was in November 

1600:1 rate. That translated directly into price increases 

in mid-November 

announced. When the GOZ noticed the \"unapproved\" price 
increases 

Olivine\'s products -- and back-dated the price controls to 
the beginning of November. 


7. (SBU) Olivine has reduced its production to a bare 
minimum in efforts to keep its plant operational without 
being so unprofitable that it must close down. It has laid 
off its seasonal complement of 300-400 contract workers 
management sees no possibility of re-hiring them for the 
next production period. The soybean oil refining plant is 
running at 30% of capacity. Where it used to produce ten 
types of soap 

because of the skewed exchange rate 

profits (at the fictitious 55:1 official rate) would make it 
appear to be one of the best-performing Heinz facilities 
worldwide. Olivine\'s managers have consequently refused to 
calculate its profits at the official rate 

therefore shows no profit at all in Heinz\'s international 
figures. 


8. (SBU) Olivine has also resorted to many of the coping 
mechanisms of other Zimbabwean manufacturers: rebranding 
reformulating 

soap is price controlled at an unrealistically low retail 

level 

blue to brown 

to a sustainable level. Similarly 

moisture content of its margarine in order to produce a new 
\"spread\" which is not price-controlled and allows them to 
keep operating. Although the 750 ml size bottle of cooking 
oil is price-controlled 

oil is not controlled -- despite the fact that it is exactly 
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the same product. To be sure 

these coping mechanisms 

divert too much product to the \"industrial\" packaging 
the threat of having that 

Olivine has cut production to a mere trickle 
sustainable but which allows them to at least stay in 
business 

the prospect of shutting down completely -- and putting two 
thousand employees 

the street -- Olivine simply plows ahead 

decisions on a daily 


9. (SBU) However 

businesses -- tries to prepare for a better economic 
environment in a post-Mugabe economy. For instance 

is one of the few crops actually predicted to do well in the 
short term. In an attempt to facilitate its handling of an 
increased cotton crop 

capacity in its cottonseed production unit should the 
promise be fulfilled. Olivine is also trying to maintain 

its permanent workforce so that it can ramp up production 
with a minimum of delay should the situation improve. At 
significant cost 

for its lowest-grade employees 

meal many of its employees get each day. Olivine has also 
approached the Embassy with the request to refine any relief 
oil provided by international donors 

utilize some of its excess capacity and earn some badly- 
needed revenue. 


10. (SBU) Olivine is admittedly only one of the 
manufacturers struggling in Zimbabwe today. However 
status as an American business offers both provocation and 
protection. The only canned goods in Zimbabwe subject to 
price controls are Heinz brands; Olivine\'s CEO 

aware of this anomaly 

-- yet. Due to its position as the largest refiner of 

edible oils in Zimbabwe 

certain elements in the GOZ 

Vessential business cannot compete under price controls 
should be given to somebody who can make it. Although the 
GOZ would reportedly like to \"indigenize\" Olivine 
contractual obligations require that its 49% stake be 
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offered to Heinz on a first-refusal 

Only if Heinz refuses to buy 

to an indigenous businessman -- and then at a higher price 
than that offered to Heinz. 


11. (SBU) The alternative 

nationalize the entire business. Olivinevs CEO is keenly 
aware of that possibility 

attempts to carefully balance his operation in order to 
simultaneously avoid bankruptcy and avoid being declared an 
\"economic saboteur.\" Such a declaration 

open the door (under the current political reality) for a 
takeover which would destroy the company -- and which could 
not effectively be resisted by management 

or not. 
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the Nov. 3 election results in Siirt nullified 

setting up the March 9 denouement. He charged that CHP is 
Vfar worse than AK\" because it supports Turkish military 
repression in predominantly Kurdish Southeastern Turkey. 
PEARSON 
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audit (ref) have been making the rounds of the diplomatic 
community and the international press. Now that newspapers 
have published excerpts from the \"leaked\" report 

GOZ-linked newspaper has claimed that an official report does 
not exist. In our view 

although unlikely to be officially acknowledged. Leaking of 

the document 

at least some of the shenanigans and putting more pressure on 
Zanu-PF to correct the abuses. End summary. 


2. (SBU) In addition to recent summaries appearing in the 
newsletter Africa Confidential and the Financial Times 
report on the official LRRP land audit appeared in the 
pro-Zanu-PF weekly the Sunday Mirror. However 

week (March 2 

Denies Existence of Land Audit Report. In the text of the 
article 

such report 

invention of the enemies of the State 

official said... He strongly castigated the Sunday Mirror for 
having reproduced the \"Africa Confidential" report 

broke the story in its February 21 issue. \"It was an act of 
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mischief on your (the Sunday Mirror\'s) part to have 
reproduced that story 

leak since it does not exist 

text.) 


3. (SBU) The first of the three documents details abuses 
within both the Ministry of Lands and local government bodies 
in implementing LRRP 

-- failure of the Ministry to release state land for 
resettlement 

-- failure of the Ministry of Lands to delist some wrongfully 
acquired farms despite clear administrative guidelines 
including agro-industrial farms 

production zones 

Investment Treaties (BITs) 

-- failure of the Ministry to implement the V'one man one 
farm\" policy 

-- failure of the Ministry to implement maximum farm sizes 
for allocations of A2 plots 

agro-ecological region 

-- failure of the Ministry to act on LA3 Forms (forms by 
which a property owner subdivides his own land and offers 
land in excess of the maximum farm size to the GOZ for 
resettlement) 

-- allocation of separate A2 plots to both spouses of a 
married couple V'contrary to policy" 

-- allocation of multiple A2 plots to some 
politically-connected beneficiaries 

-- re-designation of A1 

to A2 

-- issuance of V'Certificates of No Present Interest\" to 
indigenous buyers (and thus permission to purchase) for farms 
which have already been formally resettled 

-- failure of the Ministry to promptly assess amount of 
compensation payable for improvements on acquired farms 
-- bad-faith actions of local District Land Committees in 
targeting specific inappropriate properties (including hotels 
and guest houses) for the benefit of V'local political 
heavyweights\" 

-- actions of some local politicians in interfering with 

District Land Committees and allocating land based on their 
own preferences 


4. (SBU) The first document also details inadequacies in the 
GOZ\'s implementation of support for the LRRP 

-- crop and seed input schemes 

-- fertilizer supply schemes 

-- transport for crop inputs 
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-- tillage services 

-- livestock development schemes (\"heifer loan scheme\") 
-- irrigation equipment rehabilitation 

-- and borehole (well) drilling for both potable water and 
irrigation purposes 


The lack of coherent policy regarding conservancies is 

briefly highlighted 

Workers Plight 

statistics on the number of farm workers and their current 
activities or whereabouts. The impetus behind this concern 
is revealed 

workers were not only disrupting the operations of A2 farmers 
but have also been reported to be poaching and cutting down 
trees in certain areas.\" 


5. (SBU) The Interim Report closes with a list of 
recommendations and advice for getting the LRRP back on 
track. The recommendations include 


-- \"Seed houses should be encouraged to produce adequate seed 
through the regular and timeous review of seed prices.\" 

-- \"Fertiliser producers should be encouraged to produce 
adequate quantities through the regular and timeous review of 
fertiliser prices.\" 


In conclusion 

resettlement 

model such as \"multiple allocation of plots to certain 
individuals and slow uptake.\" The conclusion acknowledges 
\"the current disgruntled feeling among the masses who 
expressed their disappointment at the lack of transparency in 
the implementation of the (LRRP) 

\"quickly re-align\" the program to \"equitably redistribute the 
land in Zimbabwe and empower the indigenous people through 
land ownership.\" 


6. (SBU) The second document 

Several Zanu-PF stalwarts are mentioned 

pro-Zanu-PF Mutumwa Mawere and lbo Mandaza 
\"purchased\" several already resettled farms. The Addendum 
states that Dr. Mandaza purchased five separate farms 
totaling over 7 

settled families to court in an attempt to evict them from 
the properties.\" War veterans Chris Pasipamire (currently 
pursuing a PhD in England) and Mike Moyo are \"violently 
evicting 36 settlers... some (of whom) have been 
assaulted..." The Deputy Minister of Foreign Affairs 
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Abednico Ncube is reportedly behind the attempt to \"acquire\" 
two established hotels. Mashonaland Central Governor E. 
Manyika (sic) is identified for allocating A2 farms above 350 
hectares -- some 

Minister of Mines and Mining Chindori-Chininga 

the 200 hectare maximum farm size -- thus preventing greater 
numbers of indigenous people from benefiting. Minister for 
Small and Medium Enterprises Development Sithembisu Nyoni 
reportedly claimed a highly-developed citrus 

livestock farm as an A2 allocation directly from Harare -- 
despite the fact that the farm was earmarked at the local 

level for youths from the National Service training program 

as an \"agricultural skills training center.\" 


7.(SBU) The most interesting part of the addendum lists 
those who have taken multiple farms. A Zanu-PF Who\'s Who 
list 

-- Minister Ignatius Chombo 

Hungwe 

Mawere 

Boniface Shamu 

each); 

-- MP Kasukuwere 

Mpofu 

-- MP S. Mahofa (four farms); 

-- Governor P. Chanetsa (four farms plus one allocated to his 
spouse); and 

-- C. Chingosho (seven farms). 


The addendum notes that \"The list is not exhaustive as the 
people interviewed were scared to reveal any information 
least (sic) they might be victimised by the multiple farm 
owners who seem to have their loyalists within the various 
land committees.\" 


8. (SBU) The third document comprises minutes of a meeting 
dated Monday December 9. The Chairman of the meeting 
President Msika 

everybody present on the developments taking place in the 
LRRP. He immediately \"expressed his utter dismay at the 
chaotic condition on the ground which contradicted His 
Excellency\'s pronouncements on the LRRP...\" After reviewing 
the Interim Report 

paralleled the suggestions of the Report itself. 


9. (SBU) A fourth document detailing a second 
meeting 
Government should continue to proffer assistance to the 
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farmers care should be exercised to prevent the setting in of 
the dependency syndrome. Already some of the farmers 
appeared to be entirely waiting on Government for support. 
The farmers should be disabused of this misconception. After 
all 

had capacity to mobilise the necessary resources. 
Furthermore 

farms had been allocated gratis. A lease document was to be 
formulated spelling out the terms of payment for the 
properties." 


10. (SBU) At some level 

unsustainable position regarding the A2 aspect of its land 
reform program. The report paints a picture of thousands of 
expectant \"settlers 

on haphazardly allocated pieces of land and waiting for the 
impecunious government to till the land and source and 
deliver all necessary inputs. Because agriculture is so 
central to the Zimbabwean economy 

choice but to continue pouring money into this failed scheme 
in an effort to restart the economy. The GOZ is responsible 
for a debacle wherein local strongmen have felt free to step 
in and manipulate the process to their advantage -- resulting 
in multiple allocations to key figures 

previously settled land 

non-farmers unequipped to run a productive farm. 


11. (SBU) The public complaints of Zanu-PF activists over 
abuses in the land redistribution program at the December 
Zanu-PF conference in Chinoyi first prompted President Mugabe 
to promise a land audit. For undertaking this initiative 
Minister Flora Buka was reportedly sidelined and the report 
was pigeonholed until it surfaced outside Zimbabwe 

to its unsourced disavowal in the GOZ press. While it is 
impossible to state unequivocally that the leaked documents 
are genuine 

consistent with other publicly available information. It is 

our view that the report is likely genuine 

will be reluctant to release it into the public domain. 
SULLIVAN 
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columnist Murat Yetkin talks about how some in the Turkish 
Foreign Ministry felt uneasy about Grossman\'s remarks 
were interpreted as threatening. Yetkin also points to 
Grossman\'s "evasiveness\' when asked by a journalist on 
February 23 whether the US would side with the Turks or the 
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Kurds in the event a choice becomes necessary. Grossman\'s 
response reportedly had a negative impact in the minds of 
some parliamentarians. \"Milliyet\" believes that Turkey\'s 
military is nervous that it may not be able to thwart a new 
Kurdish state in Iraq after a war in the absence of an 
agreement with the U.S. An Iraqi Kurdish official says that 
the U.S. has armed Kurdish military units with Stinger 
missiles and heavy weapons in advance of the war on Baghdad 
according to \"Cumhuriyet.\" "This is absolutely a 

provocation 

Kurds who burned Turkish flags during demonstrations in 
northern Iraq on Monday. 

Cyprus: Turkish Cypriot leader Denktas arrived in Ankara on 
Tuesday for talks on a UN request to hold a public 
referendum on March 30 on the revised Annan peace plan to 
unite the divided island. Dailies predict tough days for 
Denktas as political parties in the Turkish Cypriot sector 

as well as the AKP have given a green light to the UN offer. 
The EU has told Turkey that full membership in the Union 
will be difficult without a solution on Cyprus. “It will be 

much more difficult for the EU to begin accession 
negotiations with Turkey after May next year 

Cypriot side 

full member of the EU 

Verheugen. 


EDITORIAL OPINION: Iraq/US-Turkey 


\"Turkish military is uneasy\" 

Hasan Cemal analyzed in mass appeal Milliyet (3/5): \"The 
Turkish military is disturbed by the fact that the 
authorization decree (to permit deployment of American 
troops in Turkey and Turkish troops in Northern Iraq) was 
rejected by the parliament. The military wants to be in 
northern Iraq to protect Turkey\'s national security 
interests. With the decree rejected 

presence in northern Iraq has lost its legitimacy. . 
Interestingly enough 

about the Turkish army\'s intervention in northern Iraq. 
Marc Grossman 

Washington\'s view: Turkey should not act unilaterally in 
northern Iraq; and Turkey is about to lose its chance to 
participate in the Iraq process. . Along with the recent 

anti- Turkish demonstrations in the region 

to read Washington\'s message as follows: "In the absence of 
Turkish permission for a US northern front 

be helpful to Turkey on northern Iraq.V . Due to these 
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developments 

attempt for a parliamentary decision is underway. AKP 
leader Erdogan\'s latest remark to the party members 
"we cannot afford to sit and watch development" is no 
coincidence.\" 


\"Bargaining continues\" 

Zeynep Gurcanli wrote in tabloid Star (3/5): \"It is very 
realistic to believe that the AKP government is preparing to 
sit at the table with the US again 

Erdogan\'s premiership. It is also not a coincidence that 
the government imposed additional taxes immediately after 
the permission was declined by the parliament. . Most 
likely 

parliament and with the help of Erdogan\'s pressure upon the 
AKP deputies 

This will also serve Erdogan in his efforts to reclaim his 
leadership position. In sum 

the American soldiers on Turkish soil.\" 

PEARSON 
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1. (U) An editorial published on March 3 by a well-regarded 
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economic commentator lauded the recent Ministry of Labour draft 
proposal to formally establish labor unions (reftel). Salah Al 
Halyan 

editorial columnist for the Gulf News 

soon exist in this part of the world; a great move which will 
provide for improved work conditions and protection of workersV 
rights leading to higher work standards. The winds of change are 
certainly blowing in our direction 


2. (SBU) Comment: Al HalyanYs comments are indicative of the 
positive reception the draft proposals have received. While 
workers already enjoy considerable informal rights to organize 
and request redress of grievances (strikes 

are not uncommon here) 

rights present further progress towards the establishment in the 
UAE of a fully modern economy 

government leaders here. 
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ITALY'S TRANSFER TO MACEDONIA OF AN ADDITIONAL 30 MILITARY 

TRANSPORT VEHICLES (M113) WHICH REQUIRES AN END USER 
CONFIDENTIAL 


PAGE 02 ROME 00906 051739Z 

CERTIFICATE FROM THE USG. THE TRANSFER IS THE SECOND 
INSTALLMENT UNDER A FOUR-YEAR OLD ARRANGEMENT BETWEEN ITALY 
AND THE FYROM PURSUANT TO WHICH ITALY TRANSFERRED 30 M113S IN 
1998 WITH USG CONSENT. ACCORDING TO DEFMIN DIPLOMATIC 
ADVISOR FRANCESCO TRUPIANO 

CONTINUE TO PRESS THE GOI TO RELEASE THE REMAINING VEHICLES. 
TRUPIANO HAS ASKED FOR FURTHER INFORMATION AS TO WHY THE USG 
IS WITHHOLDING CERTIFICATION FOR THE SECOND M113 TRANSFER. 
AFTER POLMIN COUNSELOR EXPLAINED USG CONCERNS ABOUT THE 
FYROM\'S NONSYSTEMATIC MILITARY ACQUISITIONS 

AGREED TECHNICAL LEVEL DISCUSSIONS WITH USG AND GOI OFFICIALS 
WOULD BE USEFUL TO DETERMINE WHETHER THE TRANSFER IS 
CONSISTENT WITH MACEDONIA\'S NEEDS AND ITS NATO MEMBERSHIP 
ACTION PLAN. 


3. (C) THE \"NON-PAPER\" (PROVIDED TO DESK AND EMBASSY SKOPJE 
SEPARATELY) EXPLAINS THAT THE M113S MEET A FYROM NEED FOR 
MILITARY TRANSPORT VEHICLES 

PROCESS. THE PAPER JUSTIFIES THE TRANSFER AS ASSISTING 
FYROM\'S EFFORTS TO REINFORCE ITS BORDER CONTROL CAPABILITY 
AS REQUIRED BY NATO DURING THE JANUARY FYROM MAP TALKS. THE 
\"NON-PAPER\' FURTHER STATES THAT 

ASSIGNED THE M113S TO THE ITALIAN SASSARI SEEBRIG BATTALION 
THE TRANSFER WILL ENHANCE INTEROPERABILITY. IN ADDITION 
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PARTS FROM THE M113S ARE NEEDED TO KEEP THE REQUIRED NUMBER 
OF VEHICLES IN OPERATION 


4. (U) ACTION REQUEST. POST HAS USED ARGUMENTS PROVIDED BY 

EMBASSY SKOPJE IN E-MAIL COMMUNICATIONS (FOR WHICH WE ARE 

MOST GRATEFUL) TO ARGUE TO ITALIAN MOD THAT THE TRANSFER IS 

NOT CONSISTENT WITH MACEDONIA\'S MAP. HOWEVER 
CONFIDENTIAL 
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UNFAMILIARITY WITH THE MAP AND WITH THE MACEDONIAN MILITARY 
STRUCTURE LEAVES US SHORT OF TOOLS TO CONVINCE THE GOI OF THE 
NON-UTILITY OF THIS TRANSFER 

ARGUES THAT IT WOULD CONTRIBUTE TO STANDING UP AN IMPORTANT 
SEEBRIG CAPABILITY 

REQUEST EITHER: 

-- A WRITTEN RESPONSE 

SKOPJE 

-- OR 

(AND 

MEETINGS WITH ITALIAN DEFENSE OFFICIALS. 

END REQUEST. 

SEMBLER 


CONFIDENTIAL 


> 


2003ROME00906 - Classification: CONFIDENTIAL 


6135 
ITTIHAD\" EDITORIAL STRONGLY CRITICIZED THE ARAB SUMMIT\'S RESPONSE 
TO THE UAE INITIATIVE. END SUMMARY. 


2. COMMENTING ON THE OIC SUMMIT IN DOHA 
GOVERNMENT \"AL-ITTIHAD\" EDITORIALIZED ON 3/05: 


V... THE OIC SUMMIT IN DOHA COMES RIGHT AFTER THE ARAB SUMMIT 
WHICH DID NOT ADD ANYTHING TO RESOLVE THE CRISIS THAT FACES THE 
ARAB AND ISLAMIC WORLDS. THE SUMMIT ALSO DID NOT DEAL PROPERLY 
WITH THE ONLY INITIATIVE (THE UAE\'S INITIATIVE) THAT AIMS TO END 

THE CRISIS WE ARE ALL FACING. THIS INITIATIVE STATED CLEARLY THE 
IMPORTANCE OF TAKING A UNIFIED AND COURAGEOUS STAND 
CONTROVERSY 

CONSPIRACIES THAT THREATEN ITS PRESENT AND FUTURE ... WILL THE 
OIC SUMMIT REACH THE LEVEL OF CHALLENGES IT FACES 

REMAIN LIKE ANY OTHER ARAB AND ISLAMIC SUMMIT ?\" 


3. ASSERTING THE OIC SUMMITYS OBLIGATION TOWARDS THE PALESTINIAN 
CAUSE 


V... THE OIC SUMMIT IN DOHA SHOULD ALSO BE CONCERNED WITH THE 
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PALESTINIAN CAUSE SINCE IT IS AN ARAB AND ISLAMIC CAUSE. THIS 
SUMMIT SHOULD REALIZE THAT WHAT\'S HAPPENING ON THE PALESTINIAN 
LANDS WITH NO ARABIC OR ISLAMIC REACTION WILL LEAD TO A CRISIS 
WORSE THAN THAT WHICH OCCURRED IN 1948 ... THE ACTS OF SHARON'S 
CABINET TO KILL THE PALESTINIAN CAUSE AND PEOPLE HAVE REACHED A 
VERY CRUCIAL LEVEL ...\" 


4. DESCRIBING THE ROLE OF THE U.S. IN THE PALESTINIAN CRISIS 
DUBAI-BASED BUSINESS-ORIENTED \"AL BAYAN\" EDITORIALIZED ON 3/05: 


V... THE U.S. IS RESPONSIBLE FOR WHAT IS HAPPENING IN PALESTINE 

SINCE IT IS THE COUNTRY THAT HAS THE AUTHORITY IN THE SECURITY 
COUNCIL. WHENEVER THE WORLD COMMUNITY WAKES UP TO MAKE ISRAEL 
ACCOUNTABLE FOR ITS DEEDS 

WEAPON OF ITS VETO. IT IS SHAMEFUL FOR THE U.S. TO ASK ISRAEL 

ONLY FOR SELF-RESTRAINT IN LIGHT OF THE CURRENT ISRAELI VIOLENCE 
AGAINST THE PALESTINIANS.\" 


5. COMMENTING ON THE SITUATION IN PALESTINE 
EDITORIALIZED ON 3/04: 


Y... HOW DO WE EXPECT ISRAEL TO CHANGE THE BLOODY POLICY SEEING 

THE INTERNATIONAL REACTION TOWARDS ITS KILLING OF UNARMED 
PALESTINIANS AS MERE STATEMENTS OF CONDEMNATIONS FROM POWERLESS 
COUNTRIES THAT HAVE NO REAL EFFECT ON THE ISRAELI POLICY. SINCE 
ISRAEL HAS THE APPROVAL AND FULL SUPPORT OF THE U.S. FOR KILLING 
PALESTINIAN CHILDREN 

THE U.S. 

PALESTINIAN LEADERSHIP AND MUSLIM HOLY SITES IN OCCUPIED 
JERUSALEM... IT IS NOT ONLY THE INTERNATIONAL COMMUNITY\'S 
RESPONSIBILITY 


6. NOTING INCREASING SUPPORT FOR SHEIKH ZAYEDVS INITIATIVE IN 
THE LAST COUPLE OF DAYS 


V... WITH THE INCREASED VOICES REQUESTING A THOROUGH REVISION OF 
THE TECHNIQUES ADOPTED AT ARAB SUMMITS 

TO FURTHER DIFFERENCES ... IN THE LATEST SUMMIT 

INITIATIVE IS THE ONLY HOPE LEFT FOR ARABS TO DEAL WITH THEIR 
PROBLEMS IN AN OBJECTIVE AND RESPONSIBLE WAY 

TYPICAL COURTEOUS BEHAVIOR FOR WHICH THE ARAB PEOPLE HAVE BEEN 
PAYING A DEAR PRICE ...\" 


7. UNDER THE HEADLINE 
DUBAI-BASED GULF NEWS EDITORIALIZED ON 03/05: 


\"IRAQ IS DELIBERATELY TRYING THE PATIENCE OF THE HAWKS IN THE 
AMERICAN AND BRITISH ADMINISTRATIONS 

TO DO AT SUCH AS SENSITIVE TIME. THE MAJORITY OF WORLD OPINION 

IS SIDED WITH THE IRAQI PEOPLE 

CONTEMPLATE AND MERELY ILLUSTRATES THE INABILITY OF THE SO-CALLED 
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CIVILIZED SOCIETY TO RESOLVE THEIR DISPUTES ... IT SEEMS HISTORY 
TEACHES US NOTHING ... THE ARGUMENT FOR GOING TO WAR HAS NOT 
BEEN MADE: THE PUBLIC REMAINS UNCONVINCED. ALTERNATIVE 
SOLUTIONS HAVE BEEN SUBMITTED 

BEFORE ANY RUSH TO WAR. 
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characterized the vote to us on March 4 as marking the rise 
of Parliament and the emergence of an \"understanding\" with 
the opposition CHP. As a result 

constitutional amendments that will enhance its ability to 

act more independently of the government. 


-- Salih Kapusuz 

Chief 

other legal changes now quietly being prepared by AK include 
promoting: 1) greater \"real\" Parliamentary oversight of GOT 
decisionmaking and areas 

left relatively free from civilian scrutiny; and 2) greater 
local-level government control of its own activities. 

Kapusuz described the AK vision as one that would help 
transform Parliament into something more along the lines of 
the U.S. Congress in its power to set and control the 
legislative agenda. 


-- Turhan Comez 

and now an M.P. representing Balikesir 

that Parliament has \"self-promoted\" its role since the Nov. 3 
elections. He intimated that 

the fact that there is no national election necessary until 
2007 

fit. \"The culture of one-man rule over a party is beginning 

to change 


-- Opposition CHP polling guru and senior M.P. Bulent Tanla 
told us March 5 that \"this marked the first time in recent 
memory that discipline in a dominant party had broken down.\" 
(Fellow CHPer Emin Koc noted that this unravelling was due in 
part to non-party organizations -- the tarikats -- that 
provisionally support AK.) Years from now 

people will look back on March 1 as \"the beginning\" of 
Parliament\'s ascendancy. 


Comment 
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2. (C) Some legislators are clearly feeling their oats since 
the Parliament\'s ambitious Speaker 

engineer the failure of the Government\'s March 1 proposal. 
While that foray in power politics was in part an intramural 
affair aimed at rival elements within the AK Party apparatus 
it was clearly a watershed in Turkish legislative history. 
Whether this new independent streak can be sustained is an 
open question of considerable significance. This is so 
particularly given: 1) what we expect will be the eventual 
anti-Arinc counterattack from Erdogan 

the almost certain negative reaction (particularly involving 
military budgeting) to such a parliamentary power play by a 
TGS already viscerally opposed to AK and to Arinc. 
PEARSON 
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(U) Classified by Acting Political Counselor Nicholas S. 
Kass. Reason: 1.5(b)(d). 


1. (U) Summary: Prime Minister Abdullah Gul opened a two-day 
symposium Feb. 22-23 to support civil service reform. 

Turkish academics and union leaders participated on panels 
reviewing the cultural 

revising the Turkish civil service and suggested possible 
changes 


2. (U) Gul opened the symposium by noting it \"was not 
possible to administer a country efficiently with a classic 
understanding of a civil servant.\" Gul stated that his 
government was exerting serious initiatives on public 
management reform; a bill on the issue would be submitted to 
Parliament. Academics offered analyses of new approaches 
privatization 

and social impact. Each session 

labor leaders on social issues was attended by a capacity 
audience at the Ankara Hilton ballroom. 


-- European Institute of Public Administration human resource 
specialist Sean Fitzpatrick gave the keynote speech. Drawing 
upon thirty years of experience as an Irish civil servant 
Fitzpatrick focused on the demand today for civil service 
management to get things done in comparison to the \"old style 
bureaucracy\" which emphasized inputs rather than results and 
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explained that accountability is an important issue for tax 
paying publics today. 


-- Professor Umit Bergman stressed that reforming the Turkish 
civil service to make it compatible with European Union 
practices is an important issue as the EU considers Turkey\'s 
candidacy. He commented that it is a given there will be 
social costs to pay for civil service reform 

Turkish society will have to decrease its dependence on the 
country\'s extensive social services. 


-- Istanbul Teknik University Associate Professor Kadriye 
Bakirci noted that reform of the civil service is expected to 
cause an increase in unemployment as well as political 
dissatisfaction. The speaker observed that Turkey\'s 
increasing population growth is already causing higher levels 
of unemployment 


3. (U) Attendance at the trade union segment 

session on Sunday afternoon 

of each union leader\'s presentation 

enthusiastically and then leave the auditorium 

end of the union program 

the ballroom remained occupied 

attendance of the previous sessions. It was during the labor 
union session that one of the speakers urged the attendees to 
not support Turkey\'s involvement with a possible war with 
Iraq 

interests by initiating a war 

for IMF-imposed reforms. After applauding the speaker 
loudly 


4. (SBU) For all the activity 

specific 

cost/benefit analyses -- in effect 

about reform. The EU is planning to revive an initiative to 
assist the GOT with civil service reform as part of Turkey\'s 
EU accession bid. 

PEARSON 
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German Ambassador controls the foundations as part of a 
secret campaign to undermine the Turkish state and promote 


SIPDIS 
separatism. Lawyers for the foundations are planning legal 
action against the report. 


4. (C) The diplomats said they would have preferred a full 
acquittal 

dismissal was probably the only viable option open to the 
court. In addition 

apparently forced the court to expedite the case 

December 26 and was completed in record time by Turkish 
standards. German Interior Minister Schily raised the issue 
during his meetings in Ankara March 3 

raised the issue in a January 23 meeting in Istanbul with PM 
Gul (reftel A). The diplomats said they did not believe 

there would be further legal action in the case; they had no 
information about press reports that an attorney representing 
defendants in the case not directly connected to the 
foundations plans to sue the prosecutor. 


5. (C) This case illustrates the pervasive influence of 
nationalists who hold key positions in the bureaucracy. A 
wide range of Embassy GOT contacts acknowledged that the 
indictment in this case -- filed by controversial prosecutor 
Nuh Mete Yuksel the day before he was demoted in a sex 
scandal -- was baseless and ridiculous. But many prosecutors 
are keen to wield their power against foreigners 

human rights activists 

perceive as a threat to the State. The law gives them broad 
leeway to levy charges based on anything they deem 
\"evidence 

even the weakest indictments without holding at least one 
hearing. 


6. (C) It 15 noteworthy that the late Hablemitoglu\'s 

writings served as the principal evidence 

the case. Hablemitoglu was a notorious Kemalist who accused 
the U.S. of supporting Islamic \"reactionaries\" in order to 
threaten the secular Turkish establishment. Murdered under 
still mysterious circumstances outside his home last Dec. 18 
Hablemitoglu\'s funeral was a high-profile Kemalist 
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testimonial attended by President Sezer 

and other. Even the Islam-oriented P.M. Gul felt compelled 
to attend 

Hablemitoglu\'s ideological sympathizers in the mainstream 
press. 

PEARSON 
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public statements as possible reasons the ceasefire may 
eventually break down. For example 

published February 28 in a leading vernacular daily 

negotiator Krishna Mahara blamed the post-ceasefire arrests 

of several Maoist cadre for making the Maoists \"less assured\" 
about the future of peace talks. One day later 

Kathmandu Post 

reported Mahara and fellow Maoist spokesman Dinanath Sharma 
as citing the GON\'s \"unnecessary delay\" in naming members of 
its negotiating team as evidence that it is \"neglecting the 

truce.\" Ratcheting up the volume one notch higher 

negotiator Mahara was quoted in the mainstream press yet 

again on March 5 as warning that the insurgents might pull 

out of peace talks completely unless the GON orders the Army 
confined to barracks. 


4. (C) The GON 

redeployment order. In the absence of a code of conduct 
many commanders have ordered their troops to apprehend 
Maoists observed openly carrying arms. Brig. Gen. Gaurav 
Rana 

told us he has given his soldiers standing orders to make 
such arrests. Soldiers under his command arrested 14 armed 
Maoists at a public meeting in Kanchanpur District and 
clashed with armed Maoists in Bajhang District 

at the end of February. Since then 

armed Maoists in his AOR have declined markedly. 


5. (SBU) The Maoists are also continuing efforts to reach 
out to the mainstream political parties 

and in remote rural districts (Reftel). The parties 

obviously are flattered by the attention and seeming respect 
accorded them--especially when they feel themselves ignored 
and slighted by the Palace. Party leaders rush to report 
the meetings 

media 

sympathetic front-page coverage. For example 

dailies on March 4 carried a Nepali Congress Central 
Committee member\'s account of one such meeting 
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verbatim Maoist complaints of the GON \"not fulfilling its 
part for peaceful dialogue 

claim that the Maoists are committed to safeguarding 
democracy. 


6. (C) Along with the charm offensive targeting political 
parties 

diplomatic missions in Kathmandu. The Danish DCM told our 
DCM that his mission 

Norwegians 

a meeting with unidentified Maoist representatives. The 
Danish DCM said that no such meeting had yet been agreed to 
or scheduled 

active review. He undertook to advise us of any further 
developments. 


7. (C) The Maoist pitch to the parties may be receiving a 
comparatively sympathetic reception in part because the 
Palace persists in neglecting them. Pashupati Rana 
Secretary of the National Democratic Party (which is 


SIPDIS 

generally perceived as closest to the Palace) 

that he believes King Gyanendra is unrealistically confident 
that the current discussions will lead 

stable peace. Rana said that the King 

previous experience with this kind of political dialogue 

be over-estimating prospects for peace and may thus 
(mistakenly) be in no hurry to cultivate the parties. In 

Rana\'s view 

abilities of Minister Pun 

particular task Rana doubts. (Rana himself has not met with 
the King since the declaration of the ceasefire.) A 

prominent banker who had known the King well during his days 
as Nepal\'s leading businessman noted a naivete about certain 
topics--unexpected in someone with a reputation as a savvy 
entrepreneur--that he suspects may be coloring the monarch\'s 
interpretation of Maoist motives and his expectations for 
successful dialogue. 


8. (C) Former colleagues of Pun from the Nepali Congress 
Party like Ram Sharan Mahat 

minister 

negotiator in the last round of talks 

reservations about whether Pun has the political canniness to 
deal with the cagey and manipulative Maoists. (Note: Mahat 
and Bastola may have their own partisan reasons to criticize 
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Pun 

well. End note.) Critics of the GON\'s reliance on Pun as 

sole point-man note that the GON ceded much to gain the 
ceasefire 

Maoists as terrorists 

concessions from the Maoists. Even the Maoists\' purported 
commitment to drop their objection to the constitutional 
monarchy appears to be more illusory than actual. According 
to the Indian Ambassador 

unsuccessful in obtaining the written renunciation of such 
anti-monarchical aims from Maoist leader Prachanda that Pun 
had claimed to have in hand before announcement of the 
ceasefire. Since Pun had indicated that the King made Maoist 
acceptance of the constitutional monarchy a pre-condition to 
talks 

deepened the Indian Ambassador\'s already pessimistic view of 
prospects for productive dialogue. 


9. (C) Many observers remain suspicious about the Maoists\' 
true intentions in agreeing to the ceasefire 

may use the moratorium to resupply 

rather than to seek a peaceful 

Maoists\' front-page grousing about the GON\'s failure to 

fulfill an ever-shifting list of unrealistic demands mirrors 

their behavior during the previous abortive round of talks in 
late 2001 

groundwork for an evenual walk-out. Before such an event 
takes place 

warning--most likely through surrogate mouthpieces in 

far-left political and human rights organizations--claiming 

the futility of further dialogue for spurious reasons. Pun 
seems a relatively good choice as lead GON interlocutor with 
the Maoists for a number of reasons. He appears genuinely 
committed to working for the national good and lacks the 
narrow partisanship that poisons so much of Nepal\'s domestic 
political discourse. As a former Army officer 

likely to be trusted as an honest broker by the security 

forces and the Palace. At the same time 

from the remote northwestern district of Myagdi 

the same ethnicity and a similar background as many Maoist 
foot-soldiers. That said 

negotiator raises legitimate questions regarding his ability 

to see through Maoist chicanery. We continue to be concerned 
by the Palace\'s delay in more effectively enlisting the 

parties\' support. However well-intentioned Pun may be 
efforts are unlikely to succeed as long as the parties feel 

they are being purposely excluded--a point the Maoists 

their continuing outreach to mainstream political 
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leaders--seem to appreciate fully. 
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where near" agreement on a text. She said her encouragement 
that when the regime begins to show action on the problem 
assistance will be forthcoming appears to be falling on deaf 
ears. 


5. (C) As the Governing Body meeting draws near 
Perret-Nguyen has honed in on obtaining a minimally 
acceptable plan of action from the government just to have 
something to show at the meeting. Her office would not claim 
that this minimal plan is sufficient but it would give the GB 
something to review. Her bottom line on a V'minimally 
acceptable" plan would include the creation of a mediator and 
the acceptance of a pilot project 

not yet been willing to accept. She said that even if the GB 
determines that this minimal plan is not good enough 

could use that feedback to push for a better plan. 


Last Ditch Efforts? 


6. (C) Perret-Nguyen said she hopes the regime relents at 
the last minute and agrees to the minimally acceptable plan 

of action 

to the ILO officials when they are at the airport about to 

leave Rangoon. For example 

for Geneva for the last GB meeting 

with three points or concessions to address ILO concerns. 
(Note: One of these was to appoint a representative of the 
Inspector GeneralVs office to the Implementation Committee in 
order to provide the committee with a link to military 
authorities; this appointment never materialized according to 
Perret-Nguyen. End Note.) She said she hopes the regime will 
do the same this time and present her with the minimally 
acceptable work plan just before she leaves town. She is not 
convinced 

importance of delivering a plan of action to the GB meeting. 
She senses that either the regime does not understand that GB 
patience for continued delays has run out or that it does not 
care. She requested that the U.S. provide any support it can 
prior to the GB meeting to impress upon the Burmese that it 

is time for action on forced labor. She said she has 
approached others in the diplomatic community to support her 
efforts. If the regime does not accept at least some of the 
ILO\'s recommendations for the plan of action 

believes the GB will toughen its stance and revisit 
implementation of sanctions agreed to in 2000 but held in 
abeyance pending actions by the regime. 
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7.(C) Comment: The Chief of Mission will meet with the 
Minister of Labor to impress upon him the importance of 
demonstrating to the GB the regime\'s commitment to addressing 
forced labor. We will point out the benefits of a pilot 

project and a mediator 

investigation and enforcement mechanism. Unfortunately 

is likely that the Minister of Labor understands these issues 

all too well but is not in a position to determine whether or 

not to cooperate with the ILO. The junta\'s military leaders 
dictate these matters and they have a long-held vested 

interest in using forced labor to support the military 
infrastructure. Perret-Nguyen noted that the military 

continues to remain outside the Implementation Committee and 
does not appear to have any commitment to reducing forced 
labor. Until this changes 

the ILO mission to be slow at best. End Comment. 
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article published in 2002 in newspapers of the Border Guards 
Command and the Ministry of Public Security (MPS) reported 
256 trafficking cases with 438 defendants in 2001 and 213 
cases with 351 defendants in 2000. Between the beginning of 
2001 and early 2003 

trafficking to China with 428 defendants 

men. During the same time period 

trafficking to China 

as 22 boys. One MPS estimate is that the actual volume of 
trafficking is six to ten times higher 

of the basis for this guess. On average in the 1990Vs 
Vietnamese courts heard 300-400 cases per year 

500-700 trafficking victims. According to a 2001 Vietnamese 
press report 

61 women trafficking rings involving 598 individuals." The 
statistics available do not include information on 

conviction rates for trafficking and related charges 

the overall conviction rate in Vietnamese courts is about 
95%. Therefore 

traffickers were convicted as prosecuted. 


Data available from border guards concerning women and 
children being trafficked abroad are spotty. According to 
one report 

women and girls went to China to become brides 

workers 

were victims of trafficking. (Note: Observers believe many 
if not most 

and 

according to border statistics 

and children were trafficked to 

from 
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trafficking 

of the problem. According to a Vietnamese press report 
dated 11/28/01 

45 

whom 30% are under 17.\" Although some of these sex workers 
were from Cambodia\'s ethnic Vietnamese minority 
trafficked from Vietnam. (Note: Post was not able to 
obtain updated statistics on cross border movements. End 
note.) According to International Organization for 
Migration (IOM) sources 

trafficking victims 

repatriated from Cambodia in 2001 and 2002. 


B. Vietnamese trafficking victims originate primarily from 
poor rural provinces bordering Cambodia and China. Some 
also come from other nearby highland provinces. There is 
also evidence that a smaller number of victims are from 
poor 


Women and girls trafficked abroad go primarily to Cambodia 
and China. Some women from Ho Chi Minh City and the Mekong 
Delta who married men from Taiwan were forced into 
prostitution or domestic servitude after their arrival in 

Taiwan. Since 1995 

to Taiwan as brides. Vietnamese and Taiwan estimates of the 
number who have encountered difficulties 

limited to trafficking 

to 14 or 15 percent 

There have also been reports that Vietnamese women have been 
trafficked to Singapore 

Thailand. During 2002 

reports about Vietnamese women trafficked for prostitution 
from Ho Chi Minh City to Malaysia via Bangkok. MPS 
confirmed that trafficking of women to Malaysia is a growing 
problem 

labor export programs. Some of this trafficking occurs 

directly from Vietnam. There are also reports that 

Vietnamese residing elsewhere in the region have been 
trafficked to third countries. For example 

press reported arrests of traffickers accused of moving 
Vietnamese (and others) from Cambodia to Thailand and 
Malaysia. MPS noted that is has \"good information\" that 
some Vietnamese women trafficked to China are subsequently 
trafficked to third countries 

United States. 


Vietnamese authorities 

other third country law enforcement officials 

documented cases of trafficking in Vietnamese babies for 
international adoption 

adoption 
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releasing their babies for adoption. 


Trafficking also occurs within Vietnam 

rural areas to the relatively wealthier urban areas of Ho 
Chi Minh City 

Vietnamese officials have been relatively reluctant to 
acknowledge internal trafficking. More recently 

have discussed internal trafficking alongside international 
trafficking and have noted that the definition of 

trafficking in Vietnamese law does not require crossing a 
border. There are no official data on the extent of 
internal trafficking. According to one MPS estimate 
domestic trafficking accounted for approximately 44.5% of 
all Viethamese women trafficked 

trafficking issues question the origin and reliability of 

this statistic 

agreed the GVN has begun to give greater attention to the 
issue of internal trafficking. 


Vietnam is also a known transit point for trafficking. 

While Vietnamese authorities focus on protecting and 
providing services to Vietnamese citizens 

country law enforcement officials note that third country 
organized criminal gangs use Vietnam as a transit point from 
China and a number of Middle Eastern countries to Australia 
Europe 

country law enforcement personnel on such cases. According 
to an INS official in Vietnam this cooperation has 

progressed to the point that not only are Vietnamese 

officials reacting to tips and queries but are also asking 

INS and the Australian Federal Police for advice and 
collaboration on suspected cases. Such cases prompted 
Australia and Vietnam to sign an agreement stating their 
mutual commitment to combating trafficking in women and 
children. Vietnam has clearly and repeatedly indicated its 
willingness to conclude other such agreements 

with the United States. 


C. Reliable statistical information on trafficking in 

persons remains scarce and incomplete. UNICEF and MPS 
reported that 2002 survey of ten northern provinces showed 
that a growing proportion of victims were coming from 
provinces far from the China border. UNICEF also noted that 
some recently repatriated victims from China were actually 
from southern Vietnam and had been trafficked to China 
through Cambodia. Preliminary findings of a 
UNDP/International Labor Organization (ILO) study conducted 
in conjunction with a project to combat trafficking in the 
Mekong sub-region discovered that many women originally 
reportedly trafficked to China from one province in the 
1990\'s had not actually been trafficked. GVN officials have 
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been quoted in the press as admitting that trafficking was a 
growing problem. All sources Post interviewed for this 

report claimed 

whether the problem was growing; while there is some feeling 
that it may be leveling off 

was declining. It is not clear if the overall problem is 

indeed growing 

of trafficking (and its patterns and causes) that is 

growing. 


D. UNODCP plans to undertake a thorough survey of 
trafficking in Vietnam in cooperation with the MPS 

Supreme People\'s Procuracy 

project would also set up a sustainable data collection 
system to be housed within a new office of crime statistics 
within the Procuracy. Post has submitted a funding request 
to INL to carry out this project (Ref B). The Vietnam 

portion of a UNDP/ILO regional project combating trafficking 
in women and children in the Mekong sub-region is updating 
and reviewing existing studies to gain a more comprehensive 
understanding of trafficking. This project is also 

developing a case management database that may be used in 
the future to add to what we know about trafficking in 
persons in Vietnam. Preliminary findings (see 16. C.) 
indicate that many earlier reported cases do not meet the 
definition of trafficking. The supposed victims reported 

that they had been free to return at any time. Many 
Vietnamese and international trafficking experts have 
expressed concern about the lack of data 

of appropriate prevention and protection measures difficult 
and are seeking funding from the U.S. and other donors to 
carry out this much needed survey work. The Asia 
Foundation has received funding from G/TIP for an anti- 
trafficking project 

the root causes of trafficking and gaps in available 

coverage. The project is just getting underway. UNICEF and 
MPS plan to replicate in ten southern provinces a survey 
they conducted in ten northern provinces in 2002 (see 16. 
C.). 


E. Post has no information that Vietnam is a destination 
point for trafficking victims. 


F. Poor women and teenage girls 

rural areas 

research showed that victims tend to be from moderately poor 
rural areas and have from six to nine years of education. 

Few come from the most remote and poorest areas 

recently there appears to be demand in China for Vietnamese 
ethnic minorities because they are \"more docile\" than the 
ethnic majority Kinh. Some are sold or indentured by their 


Column 3 

families as domestic workers or sex workers. Some want to 
be brides of foreign husbands. Tales of lucrative 
employment lures others. They then find themselves forced 
into brothels 

especially as domestics. IOM reports that young girls and 
women who are trafficked often are tricked by enticing 
offers brokered by acquaintances. In addition 

members of teenage girls in poor rural areas often turn a 
blind eye to the details of perceived lucrative offers for 

their daughtersY employment abroad. Poor families in the 
Mekong Delta region sometimes take a payment of several 
hundred dollars - a large sum for many families (per capita 
income is $400 countrywide and in rural areas is 
considerably lower) - in exchange for allowing their 
daughters to go to Cambodia for an \"employment offer" IOM 
reports that 

of such victims changed substantially in 2001-2002 

of some girls trafficked to Cambodia has fallen to 13-15 
something not seen before. UNICEF also reported that 

the first time 

also as young as 13-15. 


Post believes that the Vietnamese traffickers have been 
primarily individual opportunists or small groups. MPS has 
become concerned with what it describes as progressively 
more sophisticated criminal groups that are using legal 

fronts such as labor export companies and tourism agencies 
to conduct trafficking in persons. While these groups 

appear to be entirely Vietnamese 

residing abroad. Anecdotal evidence from organizations such 
as IOM 

authorities in Vietnam 

operate 

who offer employment abroad 

nature of the (sex) work. Frequently 

family members or from the same community as the victim. At 
times 

return to \"recruit\" others. Some experts have expressed 
concern that traffickers are becoming more organized and 
developing direct affiliations to others involved in 

smuggling of goods 

of Justice (MOJ) officials contacted for this report 

indicated that there did not seem to be any significant 

overlap between drug traffickers and human traffickers. MPS 
has described loosely linked cells 

particular tasks such as recruiting or cross-border 

smuggling 

Reliable observers have noted that individual members of 
Taiwanese organized crime groups are among those bringing 
Vietnamese women to Taiwan through marriage. However 
than use of Vietnam as a transit point for trafficked 
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persons 
by international organized crime at present. 


MPS is paying increasing attention to the involvement of GVN 
Officials in trafficking in persons. Such involvement 

appears primarily to be through providing false documents as 
well as authentic 

Greater MPS scrutiny parallels a longer-standing effort to 
crack down on mid- and low-level officials providing false 
documents in support of fraudulent international adoptions. 


G. There is a commitment at the highest levels of the GVN 
to combating trafficking in persons. In 1997 

Minister issued a decree instructing GVN ministries to 
combat trafficking in women and children and assigning 
responsibilities in this effort. Since that time 

GVN entities have made a good faith effort to address 
trafficking. As an initial step 

existing criminal code to increase the penalties for 
trafficking in women and children 

prohibited by law. The GVN developed and has begun 
implementing a five-year Plan of Action Against Prostitution 
2001-2005 

and children both abroad and internally. The Ministry of 
Labor 

work on a dedicated action plan against trafficking in women 
and children. Conceptually 

interministerial working group led by a Deputy Prime 
Minister with coordinating anti-trafficking activities. 
Numerous anti-trafficking initiatives have been and are 
being conducted by a variety of government agencies and 
Communist Party of Vietnam (CPV)-affiliated mass 
organizations. The GVN has devoted scarce domestic 
resources -- financial 

international assistance to conduct trafficking initiatives. 
The MOJ 

workshop in 2002 to begin efforts to revise laws and 
implement the necessary systemic changes for Vietnam to 
ratify and implement the Optional Protocol Against the Worst 
Forms of Trafficking in Women and Children of the Covenant 
Against Transnational Organized Crime. In 2002 

entities agreed to participate in anti-trafficking projects 
undertaken by the UNODCP 

Foundation. In 2002 

implementing two anti-trafficking projects conducted by the 
UNDP and the ILO as part of their larger Mekong regional 
anti-trafficking programs. 


H. The GVN officially condemns trafficking in persons and 
there is no evidence that any GVN agencies have engaged in 
or tolerated trafficking. However 
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report that individual GVN officials 

guards and other low- to mid-level functionaries 

bribes in return for facilitating trafficking. Corruption 

by GVN officials is recognized as a serious problem at all 
levels in Vietnam. According to GVN sources 

prosecuted and convicted a number of officials involved in 
baby selling and other forms of trafficking 

unable to provide specifics. Official media reports have 
also mentioned several prosecutions against local officials 
involved in illegal adoption schemes. In the case of the 
sale of children for fraudulent international adoptions 

Post has hard evidence of the involvement of some mid-level 
GVN ministry and provincial officials. MOJ officials noted 
at least four trafficking cases prosecuted against local GVN 
officials in 2002. 


State-owned labor supply companies reportedly supplied 
workers to a Korean-owned garment manufacturer 
American Samoa. These workers were subjected to debt 
bondage 

has been convicted of involuntary servitude 

laundering 

not tried on trafficking charges. There has not been a 

legal determination that these workers were trafficked or 
that the Vietnamese manpower supply companies were involved 
in trafficking. Partly as a result of this case 

initiated a widely publicized review of the operations and 
finances of licensed labor supply companies 

in the temporary or permanent suspension of the operating 
licenses of several companies 

workers to Daewoosa. In addition 

second labor supply company involved with Daewoosa was 
convicted on corruption charges. While Post is not aware of 
a direct connection between the director\'s conviction and 
the Daewoosa case 

the investigation that led to his conviction resulted in 

part from the scrutiny brought to bear on the company by the 
American Samoa case. 


l. The GVN faces very real financial and manpower 
constraints that limit its anti-trafficking efforts. 

Resource constraints are a major obstacle to progress in the 
fight against trafficking in persons 

investigation and prosecution 

Vietnam is one of the world\'s poorest countries 

annual per capita income of approximately $400. Anti- 
trafficking programs compete with other important but under- 
funded public programs including health 

alleviation 

services. Social programs are not the only ones that go 
begging in the budget process. Infrastructure development 
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law enforcement 

severe financial constraints. The countryVs poverty is the 
major \"push\" for the poor who are at greatest risk of 
falling victim to trafficking schemes. The shortage of 
financial resources also keeps GVN salaries very low 
perceived as a major factor contributing to corruption 
which in turn can facilitate trafficking. 


17. Prevention: 


A. The GVN has officially acknowledged that trafficking in 
persons is a problem. NGOs generally give the GVN high 
marks for its forthright efforts to try to prevent 

trafficking; GVN agencies are actively searching for 
additional foreign assistance to address the problem. GVN 
officials working in the area recognize that trafficking 

could further expand if serious efforts are not made to 
combat it. National Assembly members have described 
trafficking as a \"burning issue.\" 


B. Several GVN agencies and organizations are engaged in 
anti-trafficking work. MOLISA is responsible for prevention 
and rehabilitation. Other concerned ministries include the 
MPS 

of Defense. Also involved are the GVN Committee for 
Population 

government reorganization merged the Committee for 
Protection and Care of Children (CPCC) with the Committee 
for Population and Family Planning. end note) 

PeopleVs Procuracy 

organizations 

and 

and Industry and the Vietnamese General Confederation of 
Labor. 


C. Yes. MOLISA 

active information campaigns using a variety of formats 
including distribution of leaflets and training of community 
trainers aimed at populations deemed to be at risk 

as general information campaigns via the state-owned media. 
These campaigns have been useful 

that both the messages and the methods are staid and could 
be improved to increase campaigns\' effectiveness 

in the south. The Asia Foundation is beginning a USG-funded 
project in cooperation with the Women\'s Union that will test 
and evaluate the suitability of several international best 
practices in information campaigns. 


D. GVN and CPV-affiliated organizations also conduct 
programs to prevent trafficking 
training 
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is general agreement that one of the major underlying 
factors leading to trafficking in Vietnam is poverty and 
uneven distribution of the benefits of the economic reforms 
and integration underway since the late 1980\'s. Therefore 
these organizations support programs designed to create jobs 
and alleviate poverty. Such projects have long been 
conducted under large poverty alleviation programs. More 
recently 

incorporating them as specific strategies in anti- 

trafficking programs. The GVN raised the level of universal 
education from six years to nine years in 2001. 


E. The GVN supports prevention programs. Prevention efforts 
are focused on education of at-risk populations 

training 

alleviation programs. More resources would be readily 
welcomed by those agencies involved in prevention. GVN 
agencies have actively sought assistance from the USG and 
other governments to confront the problem. 


F. The UN agencies in Hanoi 

UNODCP 

working group to pull together GVN 

donor governments to coordinate efforts on trafficking in 
persons in Vietnam. UNICEF has also worked to facilitate 
cooperation between Vietnamese and Chinese authorities to 
combat trafficking. UNICEF has also worked extensively with 
MOLISA 

various anti-trafficking projects. Individual NGOs and 
international organizations cooperate on specific projects 
around the country. For example 

wide education campaign in concert with GVN agencies and 
international actors such as UNICEF. IOM is currently 
partnered with the Women\'s Union and the CPFC in a number of 
provinces to provide rehabilitation assistance for 

returnees. MOLISA has partnered with UNDP and ILO on two 
large regional anti-trafficking projects. Small 

NGO-like organizations exist 

trafficking activities. However 

yet permitting the formal establishment of domestic NGO\'s. 
Therefore 

entities and are not able to cooperate or interact 

effectively with official GVN agencies. 


G. It is difficult for the GVN adequately to monitor its 

borders. Vietnam has a long and generally sparsely 
populated land borders with China 

making it easy for traffickers to evade border detection. 
Resources 

dispute with Cambodia also limit the GVN\'s border monitoring 
efforts. Land border posts lack computer equipment and 
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often do not have telephones or radios. 


H. The Prime Minister issued a directive in 1997 

instructing specific ministries (listed in B above) to 

combat trafficking of women and children overseas and 
assigning them specific responsibilities. While this 
arrangement has produced results (see 23. G) 

inside and outside the GVN note there is room for further 
improvement. The directive designated MOLISA as the focal 
point; for a time it appeared that this gave MOLISA policy 
leadership 

was generally unresponsive to efforts to broaden the focus 
beyond trafficking in women and children for the purpose of 
sexual exploitation. Rather than fostering comprehensive 
coordinated interagency work 

approach that ensured that all agencies worked only in their 
special areas of competency. In particular 

to resist working with the MOJ 

Prime Minister with drafting laws and regulations on 
trafficking. MOJ and other GVN entities have exhibited a 
broader approach to trafficking; MOLISA has now also begun 
to show interest in a more flexible and coordinated 
approach. MOJ 

begun studying possible legislation and policy changes on 
trafficking in persons. The MPS has actively enforced 
existing laws on trafficking in women and children. The 
Border Guards exercised responsibility for receiving and 
repatriating returning victims. Other GVN entities have 
worked with MOLISA on prevention and rehabilitation. (Note: 
This problem of inter-ministerial cooperation is not limited 

or unique to trafficking issues. End note) 


The GVN is conducting a five-year evaluation report of the 
Prime MinisterYs 1997 decree on combating trafficking in 
women and children. MPS sources stated that one of the 
recommendations of the evaluation will be more clearly to 
assign a GVN entity to be in charge of overall efforts to 
combat trafficking. Other sources said that this 
organization could be a Deputy Prime Minister-led 
interministerial steering committee. Another possibility 
would be to add responsibility for trafficking to an 

existing interministerial steering committee responsible for 
prostitution 


The GVN and the CPV have concentrated considerable attention 
on the problem of corruption. While the GVN does not have a 
specific anti-corruption task force 

within the CPV. The largest corruption-related trial in SRV 
history 

City 

indicted 
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Deputy Minister of Public Security and another the head of 
Voice of Vietnam Radio) 

prosecutor in Vietnam and over a dozen lower ranking law 
enforcement officials. Charges include murder 

gambling 

Even before the trial began 

two Central Committee members from their party and 
governmental posts. 


The GVN agreed to accept Swedish ODA for an anti-corruption 
project in September 2002 
allowed foreigners directly to address the subject. 


PostVs contacts almost uniformly indicate that corruption 
facilitates trafficking 

corruption drives trafficking or that trafficking is 

actually encouraged by GVN officials. 


|. The GVN has been an active participant in multinational 
and international conferences on trafficking and related 
issues where trafficking is discussed. In 2001 

sent a delegation to the Second World Congress against the 
Commercial Sexual Exploitation of Children in Yokohama. In 
February 2002 

Minister level at the regional conference on People 
Smuggling and Trafficking in Persons in Bali 

The UNDP and ILO regional anti-trafficking projects both 
contain components intended to improve regional cooperation 
on this issue 

support these efforts. GVN officials working on trafficking 
visited China in 2001 and visited Cambodia in March 2002 to 
share information and improve cooperative efforts to 

prevent 

participated in UNICEF-sponsored meetings with their Chinese 
counterparts in March and November 2002 to increase cross- 
border law enforcement cooperation on trafficking in 

persons. Law enforcement officials on the border meet 
regularly with their Chinese counterparts to exchange 
information and coordinate activities. 


J. As noted in 16. G 

plan of action for 2001-2005 against prostitution that 
addresses some trafficking-related problems. A one-year 
progress report will be available soon. MOLISA is also 
discussing a more specific plan of action against 
trafficking. This plan could dovetail with creation of new 
working group on trafficking in persons. (See 17. H.) 
However 

ministries 

in. Nonetheless 

be completed by the end of 2003. 
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K. MOLISA is responsible for prevention and rehabilitation 
policies 

enforcement and prosecution 

Ministry of Foreign Affairs and Ministry of Defense also 
have roles 


18. Investigation and Prosecution of Traffickers: 


A. Article 119 of the Criminal Code prohibits and 

prescribes punishment for trafficking in women; Article 120 
prohibits and prescribes punishment for trafficking in 
children. There is no law that specifically prohibits 
trafficking in men; however 

Paragraph 1 of Decree No. 152/1999/ND-CP could be used to 
discipline traffickers who recruit or send men abroad to 
work for \"illegitimate profits\" or illegal purposes. In 

severe cases 

but does not set out a specific sentence for such a crime. 
Save the Children recently published a comparative study on 
the legal provisions of Mekong sub-region countries on 
trafficking in women and children 

to Vietnamese law 

It also reported that Vietnam\'s law does not V'deem that the 
offense of human trafficking can be committed even with the 
victim\'s consent 

Therefore 

cases where the victim went willingly 

later was unable to leave 

In practice 

least some such cases as trafficking anyway. For instance 
MPS is investigating persons who allegedly tricked women 
into going to Malaysia in 2002 under the aegis of labor 
export 


The GVN revised its Marriage and Family law in 2002 to curb 
abuse of marriage 

adoption for the purpose of selling 

of for labor 

While much of the new law aimed at tightening up 
international adoption procedures 

to prosecute some human traffickers and prohibits private 
marriage brokerage services that have been used as a 
mechanism for trafficking to Taiwan and elsewhere. 


The GVN also tightened up regulations on labor exports (Ref 
D) 

trafficking. Companies are now required to have 7 billion 

VN dong (about US$455 

least seven managers with tertiary education and foreign 
language abilities 
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connections to an independent training facility 

workers training 

The GVN is reviewing contracts between workers and labor 
export companies and has reduced fees that companies can 
charge to workers. It has also mandated training for 
company managers and representatives in relevant host 
country and Vietnamese laws. The GVN is continuing to 
review its labor export programs to tighten them up further. 


The GVN is also studying the legal changes required to 
ratify and implement the Optional Protocol Against 
Trafficking in Women and Children of the TNOC. 


B. The penalties for trafficking in women are 2-7 years in 
prison 

serious crimes involving organized criminal activity 
(literally 

trafficking more than one person 

penalties for trafficking in children are 3-10 years 
heavier sentences of 10-20 years or life for more serious 
crimes involving organized criminal activity 

abroad 

prostitution 

repeat offense. No changes were made in 2002. 


C. The penalty for rape is 2-7 years imprisonment 

years if it involves a victim age 16-18. If it involves 
organized criminal activity 

incest 

6096 impairment of the victim 

penalty is 7-15 years. Rape can be a capital offense if the 
victim commits suicide as a result 

is left more than 6196 impaired. Rape of a child 13-16 years 
old results in a 7-15 year sentence. Any sexual intercourse 
with a child under 13 years of age is considered rape; the 
offender can be sentenced to 12 years to life or to death. 

If the rape of a child 13-16 involves incest 

offender 

impregnating the victim 

the rape of a child 13-16 years old involves organized 
criminal activity 

greater that 6196 

knows he is HIV positive 

victim 

changes were made in 2002. 


D. See the statistics listed in the overview section 
concerning court cases. Unfortunately 

disaggregated according to numbers arrested and indicted. 
Post has no information concerning the number of 
convictions 
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judicial practice. Nor has the GVN made available 
information on the penalties actually applied to those 
convicted. UNODCP has discussed the possibility of 
collecting crime statistics in an Office on Crime Statistics 
in the Supreme People\'s Procuracy. 


E. See 16. F. MPS Criminal Police have reported that they 
have detected increasing organized crime involvement in 
trafficking in persons 

be specialized cells with informal links to other groups. 
Most of them are not transnational in nature 

used travel agencies 

brokerage services as fronts. Based on this concern 

GVN outlawed private marriage brokerage services during 
2002. The GVN also reviewed and tightened licensing 
requirements for overseas employment services. IOM reports 
that anecdotal evidence suggests traffickers are often 
individual brokers 

outside Vietnam. DEA confirms that most Vietnamese 
traffickers are independent agents or working in small 
unorganized groups. There is little evidence that GVN 
officials are actively involved in trafficking. There is 

little or no information on where profits from trafficking 

in persons are being channeled. 


F. The GVN actively investigates cases of trafficking that 
come to its attention. GVN authorities have worked with 
foreign law enforcement officials 

Australian Federal Police 

trafficking cases 

According an INS official in Vietnam 

progressed so that not only do GVN officials react to tips 
and queries 

suspected cases. Cooperation continued to improve in 2002. 
However 

of trafficking in persons with the same intensity as they do 
other crimes 

them more clearly to threaten their national interests. In 
large part 

not 

the resources such an effort would require. 


Vietnamese law enforcement does not use special 
investigative techniques in trafficking investigations. The 
GVN takes the position that such techniques are not 
specifically authorized under Vietnamese law. In November 
2000 

techniques 

June 1 


G. The limited training for GVN officials on investigation 


Column 3 
of trafficking in persons has been given primarily to border 
guards. 


H. Yes. GVN authorities work closely with countries within 
the INTERPOL and ASEANPOL frameworks. Vietnam has entered 
into bilateral agreements with China and Australia 
concerning cooperation in combating crimes including 
trafficking in woman and children. Significant cooperation 
has yet to materialize with China 

both sides genuinely appear to be working toward that goal. 
Vietnam also cooperates bilaterally with a number of its 
neighbors via anti-crime agreements 

and mutual criminal justice assistance undertakings 

which could apply to pursuing trafficking cases. The GVN 
also works with a number of international organizations 
such as UNICEF 

provided to women and children. 


|. Post is not aware of that Vietnam has been asked to 
extradite persons charged with trafficking in other 
countries 

citizens. Vietnamese law does not prohibit extradition of 
its own nationals. 


J. See 16. H. 


K. The GVN and the CPV have formally made fighting official 
corruption a priority. (See 17. H.) Despite increasingly 
high profile prosecutions 

campaign is not yet highly credible 

effective. Contacts in and out of the GVN 

media reports 

officials have at times facilitated trafficking. There are 
anecdotal reports of GVN officials caught and tried for 
involvement in trafficking cases 

or detailed information to substantiate such reports. MOJ 
officials noted four such cases in 2002 

their knowledge is incomplete. Certainly 

involving corrupt officials 

systematically to pursue and prevent cases of official 
involvement. 


L. Vietnam ratified Convention 182 on November 17 


Vietnam is studying the steps necessary to ratify ILO 
Conventions 29 and 105 on forced or compulsory labor. 


Vietnam has ratified the Optional Protocol to the Convention 
on the Rights of the Child on the Sale of Children 
Prostitution 
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Vietnam is studying the necessary legal and systematic 
changes to sign and implement the Optional Protocol to 
Prevent 

Especially Women and Children of the TNOC. 


19. Protection and Assistance to Victims: 


A. The GVN provides assistance to some victims of 
trafficking. The Women\'s Union and CPFC have established 
rehabilitation programs to help treat 

reintegrate trafficking victims 

international technical and financial support. (Note: The 
USG funds IOM assistance to several such centers. The USG- 
funded ILO-IPEC Child Labor project includes a small rescue 
initiative aimed at trafficked children in urban areas. End 
note) These organizations clearly want to expand their 
efforts 

Independent GVN agencies like the CPFC are seriously under- 
funded. Mass organizations 

typically must generate most of their own funds through 

dues 

organizations. Therefore 

will likely continue to seek additional domestic and foreign 
funding to pursue victim protection 

reintegration. Services provided (for some returnees from 
Cambodia and China) included temporary shelter 

training 

treatment 

anti-trafficking project 

the MOJVs Legal Assistance Department to provide legal 
counseling to trafficking victims. 


However 
prostitution as a \"social evil\" rather than viewing the 
prostitutes as victims. 


B. The GVN and mass organizations such as the Women\'s 
Union have provided in-kind assistance to rehabilitation 
projects funded by international donors. Generally 
assistance flows the other way 

to GVN entities. In general 

organizationsV in-kind contributions include human resources 
and logistical support and occasionally office space. The 
Women\'s Union has used some of its own resources to fund 
prevention and victim rehabilitation work 

waits until the international funding is no longer available 

and then uses its very limited funds to sustain the efforts. 


C. In general 
victims 
criminals. Sometimes victims are prosecuted because of 
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engagement in prostitution 

usually is focused on women who voluntarily engage in 
commercial sex related activities. In Vietnam 

guilty of engaging in prostitution are not jailed with 
criminals. Rather 

referred to as rehabilitation or re-education centers 
prostitutes receive medical treatment 

and \"improved social values.\" Generally 

engaging in prostitution -- voluntarily or as victims of 
trafficking -- are sent to these centers for 3 months to 1 
year 

term is up. MOLISA officials have pointed out that many 
choose to stay well beyond these periods because they do not 
want to return to prostitution but are uncertain of their 
ability to support themselves outside or are hesitant to 
return to their home communities. They also noted that the 
vast majority voluntarily engaged in commercial sex work. 
While some GVN officials appeared aware that trafficked 
women 

and are victims 

terms such victims can be required to spend in such centers 
on public health grounds 

entering these centers are infected with one or more 
sexually transmitted diseases and must be treated. 


While no outside experts with whom emboffs have had contact 
believe that these camps are effective 

appropriate 

pointed out that no commercial sex workers are imprisoned 
under GVN policy. Nor do they have criminal records. 
Trafficking victims are not immediately returned to their 
communities 

and run the risk of being trafficked again. The experts 

would much prefer to see more victims\' assistance programs 
such as those run by the Women\'s Union and the CPFC. The 
experts noted that the more experience GVN authorities have 
with victim\'s assistance programs 

prefer to put trafficking victims into such programs. But 
without sufficient funds to expand these programs 

authorities have few alternatives to the above-mentioned 
institutions. 


D. We are not aware whether victims are encouraged to 
assist in the investigation or prosecution of cases. 
Technically 

action against their traffickers. There are also means for 
victims to pursue criminal action. Vietnamese law expressly 
requires criminal offenders to compensate their victims. 
Post is not aware of any case in which a victimVs access to 
such legal redress has been impeded. (See 18. A. for 
efforts to provide legal assistance to victims.) Experts 
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have observed that trafficking victims are often reluctant 

to speak to police about the crimes committed against them 
however. NGOs have received commitments from the Women\'s 
Union and MPSVs Criminal Police to receive training for 
community-level personnel in interviewing techniques to 
encourage victims to report crimes that they might be 

unwilling to speak about. 


E. The GVN 

such as temporary housing 

Cambodia. Article 19 of the Criminal Procedure Code allows 
a closed trial when necessary to protect victims\' privacy 

but there are no other legal protections for victims or 
witnesses. We are not aware of any case of a witness being 
threatened. 


F. Some GVN officials receive training on how to assist 
victims. However 

achievements of such training are limited. Vietnamese 
embassies and consulates abroad are charged with the 
protection of Vietnamese citizens in their jurisdictions. 
The GVN continues to seek to expand training to foreign 
embassy and consulate personnel. 


G. Yes 
above. 


H. Radda Barnen (Save the Children-Sweden) and Save the 
Children-UK work on public education 

assistance to trafficked children. CARE and Family Health 
International help provide assistance to trafficked persons 
who have HIV. The Asia Foundation initiated an anti- 
trafficking project and has applied for G/TIP funding to 
expand it to other provinces in Vietnam. While not NGOs 
IOM 

assistance to the GVN in trafficking in persons 

which is supported through USG funding. A domestic quasi- 
NGO 

the prevention and victimsV assistance areas and is actively 
soliciting international funds to do more. As with all NGO 
and international donor activities in Vietnam 

with local officials depends on long 

building. Several organizations 

succeeded in identifying and developing close working 
contacts with key community leaders 

representatives in key border provinces. 


End response to questions. 
Burghardt 
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TO CONSIDER BEFORE SETTING A DATE 

DEMOCRATIC ELECTIONS LAW AND DECIDING WHO SHOULD SUPERVISE 
THE PROCESS.\" THE IAF IS ASTRONG OPPONENT OF THE \"ONE MAN 
ONE VOTE\" FORMULA OF THE CURRENT ELECTIONS LAW 

INSTEAD THE INTRODUCTION OF A PROPORTIONAL LIST THAT WOULD 
PROVIDE THE IAF--JORDAN\'S ONLY ORGANIZED NATIONWIDE POLITICAL 
PARTY--WITH A GREATER CHANCE OF SUCCESS IN ELECTIONS 
(ADDITIONAL DETAILS SEPTEL). MORE CENTRIST PARTIES 

CONTRAST 

ANNOUNCEMENT AND URGED JORDANIANS TO PARTICIPATE IN THE 
UPCOMING DEMOCRATIC ELECTORAL PROCESS. POST CONTACTS VIEWED 
THE DECISION AS POSITIVE FOR BOTH JORDAN AND FOR THE KING 

BUT ALSO EXPRESSED SOME CONCERN THAT A WAR IN IRAQ COULD LEAD 
THE GOJ TO POSTPONE ELECTIONS AGAIN. 


4. (C) THE GOVERNMENT EXPRESSED AN INTEREST IN MEETING WITH 
POLITICAL PARTIES TO DISCUSS THEIR RESPECTIVE CONCERNS BUT 
INSISTS THAT THE CURRENT ELECTION FORMULA--ONE MAN-ONE VOTE 
IN SINGLE MEMBER CONSTITUENCIES--IS FAIR 

NOT CHANGE. THE IAF INDICATED THAT IT WILL SOON ANNOUNCE 
WHETHER IT INTENDS TO PARTICIPATE IN THE JUNE ELECTIONS OR 
BOYCOTT THEM FOR A SECOND TIME. 


5. (C) OVERALL 

IS A POSITIVE DEVELOPMENT SINCE MANY POST CONTACTS WERE 
PREDICTING A FOURTH POSTPONEMENT DUE TO THE FACT THAT THE 
KING AND GOVERNMENT CHOSE TO HOLD THE ELECTIONS IN MID JUNE 
INDICATES THAT IT HAS FACTORED THE IRAQ WAR INTO ITS 
CALCULATIONS AND HOPES THAT BY THEN THE WAR WOULD BE OVER 
TEMPERS WILL HAVE CALMED 

PLANNED. WE BELIEVE THE KING WANTS TO MOVE AHEAD AS 
ANNOUNCED 

IN THE REGION. 


6. (C) ALTHOUGH THE IAF HAS YET TO ANNOUNCE WHETHER THEY 
INTEND TO PARTICIPATE IN THE JUNE ELECTIONS 

TO ANNOUNCE A BOYCOTT AND RISK AGAIN BEING LEFT OUT OF THE 
POLITICAL PROCESS. THE GOVERNMENT 

LISTENING TO THEIR CONCERNS REGARDING THE ELECTIONS LAW 
UNLIKELY TO ALTER THE STATUS QUO--WHICH EFFECTIVELY LIMITS 
THE IAF\'S ABILITY TO WIN PARLIAMENTARY SEATS. 

GNEHM 


6144 
6145 
6146 
last three years to assist Nigeria\'s aviation sector. 
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Steingass thanked the Minister for sending representatives 

to a late-2002 USTDA/DOT/ExIm-sponsored African Air Cargo 
Transportation Roundtable in Washington. The conference 
noted 

U.S. and African officials together to discuss expanding 

links in air cargo service between the U.S. and Africa. 


3. (SBU) Exlm Director Joseph Grandmaison had written to 
the Ambassador in December 2002 to ask what the GON planned 
to do to improve NigeriaVs air cargo connections and had 
met with the Minister and her staff during subsequent 

visits. During the Ambassador\'s follow-up meeting with the 
Minister 

Chief I.E. Awodu 

our Nigerian interlocutors admitted that they had given 

little attention to expanding air cargo links with the 

United States. They argued that without a viable national 
carrier 

increased air cargo connections. (Comment: The argument is 
specious in that one private carrier in Nigeria 

possibly more 

service between the two countries. The carrier providing 
such a service need not be state controlled. End comment.) 


4. (SBU) During the late January meeting 

listed her accomplishments since assuming office in 2000: 
constructing Abuja\'s diplomatic hangar 

and planting hedges at the nation\'s airports 

antiquated aircraft 

refurbishing runways 

renewing the Zaria pilot training school 

passenger buses to shuttle passengers between aircraft and 
terminals. 


5. (SBU) After giving herself credit and noting that 
President Obasanjo supported her 

Nigeria\'s Bureau of Public Enterprise (BPE) 

Director General Nasir El-Rufai. She accused BPE of 
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sabotaging her efforts at reorganizing Nigeria Airways into 
the newly named Air Nigeria. The Minister said she had 
wanted to broker a deal with the U.K.-based Air Wing 
approach Singapore Airlines to partner with the GON in 
lucrative routes to the U.S. and U.K. BPE was not the only 
party that opposed the idea. Chikwe chided the Nigerian 
press for writing erroneous reports about it 

was just blackmail.\" She then berated Nigeria Airways 
management for leasing airplanes for its international 
routes 


6. (SBU) Comment: In mid-2002 

planned to establish a joint venture with Airwing 

Aerospace 

have bought 49% of state-owned Nigeria Airways. BPE had no 
prior knowledge of the arrangement. El-Rufai blocked the 

deal in late September 2002 because 

the arrangement lacked transparency and was really a \"give- 
away\" of the national carrier. End Comment. 


7. (SBU) Minister Chikwe asserted that the Ministry was not 
in a position to shut down the national carrier no matter 

the name since President Obasanjo wanted a national 
airline. Moreover 

airline with 2 

Since the airline should have been closed 10 years ago 
recommended to the President that the GON not invest a 
single dollar in Nigeria Airways; the GON should try 

instead to establish a joint venture with credible 
management to ply international routes. (Comment: Why the 
agony should be prolonged remains an open question. The GON 
continues to invest billions of Naira in unprofitable state 
enterprises 

establishment 

half-full with many non-paying customers. Still 

officials including the President believe that a national 
carrier is essential to NigeriaVs national prestige and 

identity 
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8. (SBU) The Minister claimed that all levels of Nigeria\'s 
aviation sector need assistance. She said the Ministry 
received many reports from passengers of lost or stolen 
items from personal luggage and cargo shipments at 
NigeriaVs airports. With respect to personnel 

the youngest Nigeria-trained pilot was 40 years old. The 
National Aviation Training Center in Zaria had not trained 

a single pilot in 10 years 

whether the GON trains pilots abroad. The Minister replied 
that doing so was too costly. She noted that between 1979 
when Obasanjo gave up power and 1999 when he resumed as 
Head of State 

aviation sector. This neglect accounts for the poor 
condition of many of Nigeria\'s regional airports. Chikwe 
asked whether USTDA could help train Nigeria\'s pilots and 
upgrade its radar systems. 


9. (SBU) Steingass told the Minister that USTDA does not 
provide direct assistance to countries 

funding for feasibility studies and training related to US- 

based company investments in Nigeria. Chikwe responded that 
she would form a small committee to maintain contact with 
USTDA and to brainstorm about areas where USTDA could 
assist the Ministry. 


10. (SBU) The Ambassador requested an update on Nigeria\'s 
progress toward Category | status. Minister Chikwe said she 
had done all she could toward that end. The National 
Assembly must pass the legislation 

likely happen until after the April presidential election. 
(Comment: Nigeria has not met International Civil Aviation 
Organization (ICAO) safety and security standards and 
cannot fly to the United States utilizing its own crews and 
aircraft. The GON has failed to implement an ICAO 
recommendation that the Director General of the Nigerian 
Civil Aviation Authority (NCAA) be given autonomous 
decision-making authority with respect to aviation safety 
and ancillary regulatory responsibilities. The National 
Assembly is considering legislation that would grant the 
NCAA such autonomy. But pending legislative action 
NCAA remains under the authority of the Minister of 
Aviation. Even if the legislation were passed 

would fall short of Category | status. Nigeria lacks 
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internationally trained cabin crews and operations 
inspectors 


11. (SBU) The Ambassador concluded the meeting by noting 
the huge potential in Nigeria\'s aviation sector. Steingass 
added that USTDA had financed a feasibility study of a 
Lagos-based National Aircraft Maintenance Facility in 1990 
but owing to changes in Nigerian governments 

was never realized. He added that USTDA is considering 
funding part of a feasibility study by Texas-based DynCorp. 
(At a projected cost of $400 million 

Maintenance Center would be the largest in Africa. Post 
will report relevant developments 

Jeter 
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subsuming left-wing parties. Many in the party felt 

that the JVP could be handled and controlled in a 

similar manner. In any case 

JVP would push for cabinet positions if there were an 
election in which a PA/JVP combination won. (Note: As 
a matter of background 

into a governing pact in late 2001. The JVP turned down 
ministerial positions in that short-lived government.) 


7. (C) Queried about the possibility of new 

parliamentary elections if there were a PA/JVP linkup 

De Mel responded that it was a possibility 

decisions had been reached. He noted that there were 
some in the PA who felt that the party could defeat the 
UNP government with the addition of JVP support. De Mel 
said he tended to agree with this view 

PA\'s and JVP\'s combined vote had slightly surpassed that 
of the UNP in the December 2001 election. (Note: On 
the numbers 

received 48.1 percent vs. the PA\'s 39.2 percent and the 
JVP\'s 9.5 percent 

percent. FYI: After their short-lived government 
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collapsed in late 2001 

slates of candidates in the December 2001 election 
dividing their combined vote in constituencies. End 
Note.) The PA\'s alliance with the radical JVP might 

cost it some support among the middle class 

probably not too much. In any case 

UNP government was rapidly losing popularity. People -- 
especially in rural areas -- were angry at cost of 

living hikes and were eager to take it out on the 
government. Prime Minister Wickremesinghe was a clever 
politician 

indecisive and people were seeing through him. 


8. (C) De Mel -- who chooses his words carefully and is 
in a position to know -- was clearly signaling that work 

on a PA/JVP pact was proceeding quickly and that 
something potentially could be announced soon. This was 
a far cry from his previous comments to the Ambassador 
which indicated that things were moving much more 
slowly. (Note: FYI. We doubt De Mel\'s calculus that 
such a linkup would easily defeat the UNP if an election 
took place soon. While the government might be losing 
some popularity due to economic problems 

remains relatively strong.) 


9. (C) His comments heighten our concern that the 
domestic political situation could be in for some flux. 
We cannot see how a PA/JVP linkup 

could be good news for the peace process. Not too far 
underneath the surface of its leftist rhetoric 

is a Sinhalese extremist party and Tamils know that. 
One can only guess at the reaction of the Tigers 

given their volatility 

scenario -- use such a pact as a pretext to end the 
peace process. At this point 

time to hit the panic button 

monitor the situation carefully 

on the need to proceed with Sri Lanka\'s larger national 
interests in mind. We might consider enlisting others 
in the international community (UK 

similar case if present trends continue. END COMMENT. 


10. (U) Minimize considered. 
WILLS 
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fund money is still in the market 
large upside potential if the U.S. package does come through. 


-- At mid-day March 6 

percent compounded (having strengthened 5 percentage points 
from March 4 

Friday 


-- The lira was unchanged at TL 1 


-- The Istanbul Stock Exchange was up 0.2 percent in light 
trading in the morning. 


Erdogan and Babacan Hint At 
Budget Relief From U.S. Package 


3. (U) In separate comments to the press March 4 and 5 AK 
Chairman Erdogan and MinState in Charge of Treasury Babacan 
hinted that a U.S. package would be used to ease the fiscal 
measures announced by PM Gul on March 3. 


-- On March 4 

outside a court where he was giving testimony. Asked if a 
second parliamentary resolution would lead the GOT to revise 
its just released 2003 budget 

unofficial translation): V'The draft budget 

consideration measures needed under the current conditions 
is the prepared budget. What would you do under 
extraordinary circumstances? You could provide a 
supplemental budget. If developments move in an optimistic 
direction 


-- Ina March 5 TV interview with Mehmet Ali Birand 

was asked about Erdogan\'s comments. Babacan 

the daily Milliyet March 6 

statements were consistent with GOT plans. The loan portion 
of the U.S. financial package would be used to restructure 
government debt. The grant portion 

to support current budget expenditures 


4. (SBU) Comment: IMF Resrep pointed to these press 
statements as evidence of his view that this government might 
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reluctantly agree with reform conditionality 

practical terms it plans to use any U.S. package to get away 
from implementing the IMF program. 

PEARSON 
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during the last month of campaigning before Yemen\'s 
parliamentary elections April 27. None of that would be in 
U.S. interests. 


3. (S/NF) Our understanding is that the ROYG has kept an 
arm\'s length from Al-Aqsa Foundation activities. It is a 
legally registered NGO put up and maintained by Islaah. 
Designation of the Al-Aqsa Foundation may 

a broader basis 

against global terrorism. Immediate designation 

alone 


4. (S/NF) The now public affidavit in support of the arrest 

of Sheikh Mohammed Ali Hasan Al-Moayad provides considerable 
wealth of detail to corroborate his material support and 
resources to foreign terrorist organizations Al-Qaeda and 
Hamas. We need to prepare the ground so that the reaction by 
key ROYG officials to this information is one of 

understanding 

purpose 

Minister\'s attention key facts about Sheikh Al-Moayad\'s 
activities inimical to U.S. and Yemeni government interests 
drawn from the publicly released affidavit. Embassy Sanaa 

will not repeat not alert ROYG officials regarding possible 

USG steps to designate Al Aqsa Foundation. However 
essential that we initiate discreet private contacts with 

senior Yemeni officials about the public evidence against 
Al-Moayad so that they do not misunderstand USG actions 
against Al-Moayad and draw conclusions inimical to our 
interests. It would be counter-productive for our efforts in 

this regard to also have to be fighting a public battle with 

the ROYG on Al-Aqsa designation. 


5. (S/NF) (S/NF) Rather than immediate designation of the 
Al-Aqsa Foundation branch in Yemen 

that relevant USG agencies -- diplomatic 

and intelligence -- assemble more information in order to 
target more broadly Al-Aqsa Foundation offices not just in 
Yemen 

they are located. 

HULL 
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A HUMAN RIGHTS GROUP ASSOCIATED WITH THE SMALL 
RADICAL PARTY 
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DEATH PENALTY AND MORE UNDER SADDAM HUSSEIN.\" (FULL TEXT 
AVAILABLE AT WWW.HANDSOFFCAIN.ORG) THE ORGANIZATIONS 
GENERAL SECRETARY 

PUBLISHING THE REPORT IN ADVANCE OF ITS ANNUAL GLOBAL SURVEY 
OF THE DEATH PENALTY BECAUSE \"AWARENESS OF THE HUMAN RIGHTS 
SITUATION - IN PARTICULAR THE WIDESPREAD USE OF THE DEATH 
PENALTY - IS AN IMPORTANT ELEMENT TO CONSIDER IN THE CURRENT 
DEBATE ON THE IRAQ CRISIS.\" THOUGH IT FAVORS COMPLETE 
ABOLITION OF THE DEATH PENALTY 

A SOPHISTICATED 


3. THE TEXT CONTAINS A COLLECTION OF EPISODES ALREADY 

GATHERED IN THE REPORTS ISSUED LAST YEAR BY THE BRITISH 

GOVERNMENT AND BY THE UN HUMAN RIGHTS COMMISSION AND NEW 

CIRCUMSTANCES OF VIOLENCE INFLICTED ON IRAQIS. THE CASES 

PUBLISHED FOR THE FIRST TIME IN ITALY REGARD A LONG LIST OF 

EXECUTIONS OF PRESUMPTIVE POLITICAL OPPONENTS AS WELL AS 

MORE THAN TWENTY ARMY AND AIR FORCE OFFICERS CONDEMNED FOR 

TREASON 

HANDS OFF CAIN COUNTED 214 EXECUTIONS IN 2002 THROUGH 

REPORTS BY VARIOUS IRAQI MEDIA AND OPPOSITION SOURCES. IN 

2001 

ACCOUNT UNCONFIRMED MASS EXECUTIONS REPORTED BY DISSIDENTS. 
UNCLASSIFIED 
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4. THE REPORT ALSO HIGHLIGHTS NEW DEATH PENALTY PROVISIONS 
ADDED IN THE MILITARY CRIMINAL CODE RELATED TO AIR DEFENSE 
FORCE AND DISCLOSED BY THE IRAQI COMMUNIST PARTY. CAPITAL 
PUNISHMENT COULD BE INFLICTED NOT ONLY FOR DAMAGING WEAPONS 
AND MILITARY EQUIPMENT BUT ALSO FOR \"REVEALING SECRETS AND 
INFORMATION ON CASUALTIES TO PEOPLE OUTSIDE THEIR UNIT AND 
THE SPREADING OF RUMORS WITHIN THEIR UNIT.\" THE VAGUENESS OF 
THE REGULATIONS COULD LEAD TO OTHER ABUSES 

EMPHASIZED. 


5. AT THE PRESS CONFERENCE MFA UNDERSECRETARY MARGHERITA 
BONIVER STATED THAT THE GOI WAS WILLING TO PLAY AN ACTIVE 
ROLE IN ORDER TO STOP THE MASSACRE OF MANY INNOCENTS. 
SEVERAL NATIONAL NEWSPAPERS AND TELEVISION NEWS COVERED THE 
EVENT WITH ARTICLES AND INTERVIEWS. HAND OFF CAIN IS ONE OF 
ITALY'S MOST ACTIVE HUMAN RIGHTS ADVOCACY GROUPS; IT HAS 
PROMOTED INITIATIVES AGAINST THE DEATH PENALTY AND IN FAVOR 
OF THE INTERNATIONAL CRIMINAL COURT. IT WAS CREATED IN 1993 
BY A GROUP OF ACTIVISTS OF THE RADICAL PARTY 

INDEPENDENT 

PANNELLA. THE RADICAL PARTY IS GENERALLY OPEN AND PRO- 
AMERICAN IN ITS OUTLOOK. 


6. COMMENT: WHILE THE GROUP\'S REPORT IS UNLIKELY TO CAUSE 
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A SEA CHANGE IN ITALIAN PUBLIC OPINION ABOUT MILITARY 

ACTION 

PROBLEMS INSIDE IRAQ ABOVE AND BEYOND THOSE OF WEAPONS OF 
MASS DESTRUCTION. 


SEMBLER 
UNCLASSIFIED 
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as inducing sound or video system malfunctions at rallies -- 
to undercut ideological messages at odds with Kemalist 


propriety. 


-- Turk Is 

expanding worker rights and believes the potential impact of 
any privatization program will be injurious to Turkish 

workers. Yildirim Koc is the current advisor to Turk IsVs 
president; he was jailed for working closely with the Soviet 
Union during the Communist era. Koc asserted to us recently 
that the rank and file of Turk Is is strongly antipathetic to 
American initiatives. Turk Is believes workers will be hurt 

as a result of IMF restructuring programs. Koc confirms that 
while his organization has 2.5 million members on paper 
actual membership is closer to 750 

number compared to Hak Is. Noting that unions are permitted 
in Turkey 

labor union organizing. 


-- Turkish Confederation of Employer Associations (TISK) is a 
voluntary 

associations 

industry in Turkey. TISK participates in the International 
Labor Organization 

Union of Industrial and EmployersY Confederations of Europe 
Business and Industry Advisory Committee to the OECD. Its 
primary objective is to promote the interests of public and 
private employers. 


Column 3 


4. (C) Like much of Turkey 

\"wait and see\" mode. Rather than embarking on new programs 
labor organizations as a rule seldom demonstrate a knack for 
innovative approaches to developing problems. This 

with the habitual tendency toward deference of labor and 

other \"NGOs\" to the State authorities 

labor \"movement\" in Turkey lacks the dynamism to advance 
\"workers\'\" interests. 

PEARSON 
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3. (U) Yemeni government public statements have continued 
to be against a war on Iraq but for the implementation of 
current resolutions and the inspection process. President 
Saleh\'s recent speeches at the Arab Summit in Sharm al Sheikh 
and at the Organization of the Islamic Conference (OIC) in 
Doha called upon the Arab countries to work together in 
rejecting war. In Doha 

against Iraq will create enmity between the assailant on one 
hand and the Islamic world. . .on the other.\" At the same 
time 

giving the UN inspectors ample chance to carry out their 
mission in lraq in accordance with Resolution 1441.\" Like 
many other participants in the conference 

at length about the Palestinian issue. 


4. (U) Several peaceful demonstrations occurred in Sanaa 
on 2/28 

way to show support for the government\'s position on Iraq. 
All were held far from the Embassy. Estimated at the tens of 
thousands 

support for the Palestinians and urged no war. 


5. (U) The Yemen Times published an editorial on the 
demonstrations on March 3 that questioned the value in 
demonstrations orchestrated by the government. It noted the 
many government employees and busloads of schoolchildren 
brought in for the March 1 demonstration 

child answered when asked why he/she was demonstrating 
just have fun" The editorial said 

war 

themselves instead of pushing them around and telling them 
what to do. Freedom to protest does not mean taking people 
out of work. What it means is to allow them to demonstrate 


Column 3 
when they want and where they want. That is real freedom.\" 


6. (C) A few Amcits reported at the Warden Meeting March 3 
that they felt some increased tensions in the last couple of 
weeks. The NDI representative 

new participants in their political party training sessions 

were more suspicious than in the past about NDI motives 
knowing that NDI is an American-based organization. Another 
Amcit 

Yemenis were expressing hard feelings to her recently 
including strangers hissing under their breath at her and 
making anti-American comments in Arabic and English. On the 
other hand 

company reported seeing no difference in Yemeni attitudes 
towards his staff. 


7. (U) Most Yemeni press reports concentrated on reaction 
coming out of the Arab Summit and OIC meetings rather than 
developments in the UNSC such as the upcoming Blix report on 
March 7 or the draft resolution presented by the U.S. 

Spain. With President Saleh\'s official call on March 3 for 

April 27 parliamentary elections to occur on schedule 

attention continues to be focused inward to internal Yemeni 
matters. 

HULL 
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tobacco 

it has dominated Turkey\'s market for tobacco and spirits 
sales for 70 years. TEKEL has 33 

subcontractors 

farmers who sell tobacco leaf to the company. TEKEL 
market share in Turkey is 69% for cigarettes 

alcoholic spirits (TEKEL retains a monopoly on importing 
spirits) 

its salt industry establishment 

industry as well. In 2001 

at approximately $2.6 billion 

Product was approximately 2% 

tax revenues collected by the Treasury was about 4.9% 
TEKEL. 


3. (SBU) In the tobacco sector 

competition since 1991 

41% as many cigarettes as TEKEL despite only having 3% of 
TEKEL\'s cigarette workforce. (TEKEL is currently producing 
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66 

Morris 

establishment employs 7 
another 15 

Philip Morris 

employing 650 people. The rest of its operations are 
contracted.) Sakir Karpat 
Relations Manager in Turkey 
privatized 

with only 2 


4. (SBU) TEKEL 

of its management. Until early 2002 

legislation officially transferring it to the Privatization 
Administration (PA) 

from farmers across the country 

it did not need. TEKEL continues to buy unneeded tobacco 
even without formal instructions. This includes a 
substantial amount of tobacco from Southeast Turkey 
considered inferior to tobacco grown along the Aegean coast 
near Izmir. As a result 

tobacco in warehouse storage 

level of production. 


Current Status of Privatization 


5. (SBU) Ayhan Sarisu 

TEKEL privatization 

primary tender for the sale of TEKEL by June 2003 

to complete the sale and collect revenue by the end of this 
year. The PA has to first await final approval of the TEKEL 
privatization plan by the GOT\'s Higher Privatization Council 
expected shortly 

of the IMF 4th Review. 


6. (SBU) Sarisu has declared that 100% of TEKEL will be sold 
in two primary block sales: one for the tobacco operations 
and the other for alcohol. The tobacco sale will be further 
split into two parts: the six cigarette factories will 

encompass the June 2003 tender while TEKEL Vs two large 
tobacco leaf processing plants 

its excess stocks of tobacco will be tendered later this year 
(Sarisu stresses that all sales will be finalized by the end 

of the year). One of SarisuVs top goals is reducing the 
baggage TEKEL currently has to prepare it for sale. He plans 
to resolve TL 600 trillion (approximately $400 million) worth 
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of unpaid tax liens by transferring some of TEKEL 
real estate assets to the Treasury Undersecretariat. 


7. (SBU) Sarisu realizes that many portions of the TEKEL 
enterprise are unwanted 

immediately downsize certain warehouses and distribution 
centers with little regard to the social effects. Thus 

wants to sell TEKEL 

then use the PA authority to close down warehouses and 
distribution centers using a portion of the proceeds from the 
TEKEL sale as severance packages for the displaced workers. 
This would supplement the 2001 World Bank-GOT funded 
&Privatization Social Support Project 

million in severance packages to state employees who lost 
their jobs. The World Bank funds 70% of this program while 
the GOT funds the remaining 30%. 


8. (SBU) While Sarisu wants to get rid of TEKEL 

weight 

far enough. Karpat 

factories are sold in one block sale 

the amount of bidders with deep enough pockets to afford a 
bid that might be in excess of $1 billion. (Karpat said that 

only Philip Morris and British American Tobacco would be able 
to afford all six factories.) More worrisome for Karpat is 

the reaction of the Competition Authority (CA). If Philip 

Morris were to purchase TEKEL 

thus 

would increase from 25% to approximately 85% 

disqualifying it from purchasing TEKEL. Sarisu insists this 

is not the case. He said that the solution for Philip Morris 

is to form a consortium with other tobacco companies so that 
it can delegate parts of the tobacco operations after the 
purchase. The CA 

board members replaced by the new AK government on March 5 
is expected to rule on the TEKEL tender shortly. 


Privatization\'s Conflict 
with Market Liberalization 


9. (SBU) A separate but related issue is liberalization of 

the alcohol and tobacco markets. (As a part of the 1996 
Customs Union between Turkey and the European Union 
trade liberalization measures were to be taken 

elimination of TEKEL\'s monopoly status for alcoholic beverage 
imports 
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TEKEL into the PA in February 2002 were provisions designed 
to protect TEKEL from competition during the tenders process 
so that the GOT can command a higher price. GOT officials are 
not hiding the motive. &We did it to protect TEKEL to make 

it more attractive\" for potential bidders 

said. 


10. (SBU) On the alcohol/spirits side 

barrier states that 

production 

liters will be permitted to import 

their products directly. All other companies must continue 
to channel their sales 

champagne 

curtailed the ability of foreign exporters to enter the 
market independent of TEKEL control last year 
companies could achieve sales in excess of one million 
liters. TEKEL itself only imports 400 

annually. According to the decree 

minimum was reduced to 900 

phased out in increments until 2007 

Ministers will be authorized to eliminate this sales minimum. 
In addition 

requirements have been implemented in the past year. 


11. (SBU) Similar provisions exist on the tobacco side. In 
2003 

production license to build factories with an annual 
production capacity of at least 2 million cigarettes 
translates into approximately 2 

severely limits entry into the market. The threshold is 
reduced to 1 billion 

again phased out in increments until 2007. In addition 
number of new importation taxes will make it more difficult 
for existing tobacco producers such as Philip Morris and for 
any potential newcomers. 


12. (SBU) TEKEL 

transferred to a new alcohol and beverages regulation board. 
Staffing for this board has just begun 

personnel former TEKEL employees. The committee will 
eventually be comprised of 240 officials 

7-person Board of Ministers comprised of political appointees 
selected by various GOT ministries. The chairman of this 
board 

TEKEL. 
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13. (SBU) Officials of the new regulatory body dismiss 
conflict of interest allegations 

employees have more experience in the industry than anyone 
else in Turkey. They say that the harsh restrictions at 
present are a benevolent way of carefully opening up markets 
that have social implications. Board official Fugen Basmaci 

a former TEKEL employee of 22 years 

&a nice history8 since the 1930 

or health problems. She said the board is trying to 

liberalize the market 

doors is difficult. We are trying to protect the market from 
cheap 

country 

distributed. 


14. (SBU) Embassy has received complaints about TEKEL\'s 
privatization from U.S. companies in both the distilled 

spirits and tobacco businesses. In response 

officials have raised the issue of protective trade measures 
with the PA and the General Directorate of Tobacco and 
Alcohol. We have impressed upon the GOT that the current 
laws on import of distilled spirits is inconsistent with free 
market principles 

modifying this law to allow greater transparency and 
competition. 


Comment 


15. (SBU) Offering TEKEL for privatization as planned this 
June will be a good indication of the GOTVs reform 
commitment 

interest. However 

extending the company\'s monopoly privileges until 2007 
lifetime in Turkey 

privatization of some of the efficiency benefits which would 
otherwise flow. And as the experience of privatized steel 
plant Kardemir shows (see reftel) 

privatized or not 

as an instrument of state policy. 
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FOR VIRTUALLY ANY REASON (NATO\'S ACTION AGAINST THE FRY 

BEING A NOTABLE EXCEPTION). BUT THE CHURCH'S STRONG EMPHASIS 
ON ORDER 

RELUCTANT TO ENGAGE IN CONFRONTATIONAL TACTICS OR ILLEGAL 
ACTION. (COMMENT: MEMBERS OF THIS CATHOLIC-AFFILIATED 

UNION NONETHELESS MAY RESORT TO CIVIL DISOBEDIENCE TACTICS 
DURING ANTI-WAR DEMONSTRATIONS THAT WOULD FOLLOW USE OF 
FORCE AGAINST IRAQ). 


7. (U) BY CONTRAST 

(THOUGH STILL A POTENT SOCIAL FORCE WITH 1.8 MILLION 

MEMBERS) 

PARTICIPATE IN THE ROME PEACE MARCH FEBRUARY 15 FOR FEAR OF 
DELEGITIMIZING THE UN. THE UIL WAS UNWILLING TO ACCEPT THE 
OTHER TWO CONFEDERATIONS\' ASSERTIONS THAT WAR IS NEVER AN 
ACCEPTABLE ALTERNATIVE 
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CONFLICT MIGHT BE UNDESIRABLE BUT WOULD BE LEGITIMATE. 


8. (U) REGARDLESS OF THEIR PHILOSOPHICAL POSITIONS ON 
MILITARY ACTION 
IMPORTANCE OF LEGAL ACTION. WHEN THE TRANSHIPMENT ISSUE 
FIRST BROKE O/A FEBRUARY 21 
AND PEZZOTA ISSUED A JOINT STATEMENT SUPPORTING TRAIN 
ENGINEERS WHO DID NOT WISH TO TRANSPORT THE CARGO 
THE CARGO COULD BE DANGEROUS AND THEREFORE COULD CREATE 
HAZARDOUS WORKING CONDITIONS FOR THEIR MEMBERS. THEY ASKED 
THE GOI TO PROMPTLY INFORM WORKERS ABOUT MATERIALS 
TRANSPORTED. BUT THEY ALSO CALLED ON ALL THEIR MEMBERS ONLY 
TO PURSUE LEGAL ACTIONS. AT A FEBRUARY 27 RALLY IN LIVORNO 
EPIFANI STRESSED THAT THE UNION MEMBERS WOULD REFUSE TO 
HANDLE U.S. MILITARY CARGO WITHIN THE PORT 

UNCLASSIFIED 


PAGE 03 ROME 00928 02 OF 02 061453Z 

TO AVOID DOING SO. BUT HE ALSO SAID THEY WOULD NOT ATTEMPT 
TO BLOCK DELIVERY OF U.S. VEHICLES AND EQUIPMENT OR JOIN 
"DISOBEDIENTY PROTESTORS IN OTHER ACTIONS - PERHAPS WITH AN 
EYE TO THE FINES AND OTHER PENALTIES THAT COULD BE IMPOSED 
ON THE FEDERATION FOR VIOLATING ELEMENTS OF ITALIAN LABOR 
LAW. PEZZOTA AS WELL REPEATEDLY HAS STATED THAT \"BOYCOTTS 
AND RAIL BLOCKADES DON\'T ADVANCE THE CAUSE OF PEACE." 


9. (SBU) THERE IS EVIDENCE OF AT LEAST INFORMAL 

COORDINATION BETWEEN CGIL MEMBERS AND ΤΗΕ "DISOBEDIENTS 
MORE MILITANT PROTESTORS 

GLOBALIZATION MOVEMENT 

CONFRONTATIONAL TACTICS (SEE REFS C AND D). CGIL APPEARS TO 
HAVE DECIDED TO CONFINE ITS ACTIONS TO WITHIN THE PORT 
LEAVING PROTESTS AND OTHER POTENTIALLY DISRUPTIVE MEASURES 
BETWEEN DARBY AND THE PORT TO THE "DISOBEDIENTS.\ 


10. (SBU) CGILYS ACTIONS MAY COMPLICATE THE MILITARY CARGOYS 
FINAL MOVEMENT FROM SHORE TO SHIP 

INDICATE IT (OR THE OTHER ITALIAN UNIONS) ARE CONTEMPLATING 
MORE AGGRESSIVE 

CARGO\'S ULTIMATE DEPARTURE. MOREOVER 

STRONG EMPHASIS ON LEGAL ACTION SUGGESTS THAT ANY LABOR 
ACTIONS ON U.S. BASES (WHERE CGIL IS NOT REPRESENTED) DURING 
A CONFLICT SHOULD BE LARGELY SYMBOLIC 

REFUSAL TO PERFORM CERTAIN TASKS 

DISRUPT OPERATIONS 

REPORT SEPARATELY ON THE GREATER POTENTIAL FOR \"NO-GLOBAL\" 
ORGANIZATIONS TO ORGANIZE TO DISRUPT TRANSIT AND USE OF 
ITALIAN BASES IN EVENT OF ACTUAL HOSTILITIES. 
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explicit announcement on the presence of hundreds of US 
soldiers in the country...it has become necessary not to 
offer any services to those soldiers since they are part of 
the US-British buildup 

intention to invade Iraq.\" 


2. (U) An unnamed source from the government responded 
quickly in several newspapers that the GOJ disapproved of the 
IAF statement and emphasized that the US troops in Jordan 
were there only to train Jordanian forces on operating the 
Patriot missile batteries 

conflict. Hamza Mansour 

responded to the government\'s statements by telling the 
press 

airspace free from any foreign military presence targeting 
Arab countries.\" So far 

from Jordan\'s business community to the IAF\'s call and we 
have heard of no vendors adhering to it. 


3. (C) We continue to expect the IAF to try to take advantage 
of popular strong anti-war sentiments. This particular 

action is unlikely to generate a wide-spread response. On 
the heels of the largely unsuccessful boycott calls last 

spring in response to the Israeli incursion in Jenin 

however 

American goods and services in the event of a conflict in 
Iraq. 

GNEHM 
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transit or destination for a significant number of victims of 
severe forms of trafficking.\" According to government 
human rights 

Minister of Labor 
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regional director 

Human Rights 

Jordan; the former president of the Jordan Society for 
CitizensV Rights; the human rights consultant for the prime 
ministry and a supervisory prosecutor general with the 
Ministry of Justice) there are no known operations 
practices 

or through Jordan - which conform to the definitions 
contained in section 103 (8) of the act. Based upon 
familiarity with local human rights conditions and the 
previous accuracy of the sources employed 

sources are both adequate and reliable in addressing this 
question. 


3. As Jordan is not a country of origin 
destination for a significant number of victims of severe 
forms of trafficking: 


- In response to para 17b (reftel): The GOJ has never 
formally assigned specific anti-trafficking responsibilities 

to any agency or agencies. However 

overall border security program (which has intensified during 
the year due to various unrelated security concerns) 
security forces 

authorities closely monitor the flow of people and goods into 
and out of the country. 


- In response to para 17c (reftel): There were no 
anti-trafficking information campaigns. 


- In response to para 17d (reftel): The government has 
continued a number of programs that indirectly discourage 
trafficking by keeping children in schools through grants 
subsidies 

workers about their rights under Jordanian labor laws and by 
promoting women\'s and family rights. Additionally 

socially conservative family culture actively discourages 
women (married or unmarried) from leaving their families in 
search of work in another country. 


- In response to para 17e (reftel): As trafficking is a not 

an issue in Jordan 

elsewhere. However 

became an issue of national urgency 

indicate that Jordan would be able to successfully solicit 
and allocate resources to provide prevention programs. 
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- In response to para 17f (reftel): There are no 
trafficking-specific programs or relationships between the 
government 

However 

the government remains very cooperative in their work efforts. 


- In response to para 17g (reftel) The government has strict 
controls on its Iraqi and Syrian borders and has effective 
joint patrols of its western border with Israel and the 
occupied territories. Jordan\'s southern border is as well 
effectively controlled. With the on-going 

Israeli-Palestinian conflict and overall concerns for 

regional stability 

border security regime during the year. 


4. In response to para 18a/b (reftel): As Jordan is not 

has never historically been 

destination for a significant number of trafficking victims 

the government has never had reason to pass a law 
specifically prohibiting trafficking in persons. However 
traffickers can be prosecuted through the penal code of 1953 
which prohibits all forms of slavery. Additionally 

according to penal law no. 16 of 1960 (specific provisions 
are outlined below) 

both criminal offenses in Jordan. Articles no. 305-306 and 
310-318 detail penalties. Article 305 states that whoever 
banters 

suggestive manner with a child under 15 or a female child 
over 15 without her consent 

year in prison. Article 306 states that the proposition of 
immoral action or even words of immoral content to a boy or 
girl under 15 years of age is punishable by up to six months 
in prison or a 25 Jordanian Dinar (JD) fine (85 USD). 

Article 310 states that whoever has led or has attempted to 
lead a female under 20 years of age into prostitution will be 
punished by no less than one month and no more than three 
years imprisonment and a 5-50 JD fine (71 USD). The same 
punishment applies for anyone who has led or has attempted to 
lead a boy under 15 to perform homosexual acts. Article 311 
states that anyone who threatens or intimidates a female to 
perform illegal intercourse inside or outside the Kingdom 

will be sentenced to one to three years in prison. Article 

314 states that any guardian of a child between six and 
sixteen years of age who allows his/her child to live ina 
house of prostitution is punishable by up to six months in 

jail or up to a 20 UD fine (28 USD). The rest of the 

articles detail different prison sentences that range from 
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two months to three years depending on the type of 
prostitution-related activity. 


- In response to para 18c (reftel): According to Article 292 
of the penal code 

under the age of 15 is death 

imprisonment for rape of male victims. For female victims 
between the ages of 15-18 

with hard labor (article 294) 

if the perpetrator is a family member or member of the 
religious clergy (article 295). Any person who has sexual 
intercourse with a female with a physical or mental 

disability will be jailed for not less than ten years with 

hard labor (article 293). Article 296 makes it punishable by 
jail for anyone to disgrace the honor of men 

children (through unwanted sexual acts without penetration) 
with varying terms of imprisonment depending on the age and 
gender of the victim. 


- In response to para 18L (reftel): In April 2000 

signed ILO Convention 182 concerning the prohibition and 
immediate action for the elimination of the worst forms of 
child labor. Jordan ratified the \"rights of the child\" 
convention in 1991 

supplemental \"sale of children protocol\". In 1976 

ratified the convention prohibiting the sale of persons into 
slavery. As trafficking is not a problem in Jordan 

has not signed or ratified the protocol to \"prevent 

and punish trafficking in persons\". 


5. As Jordan is not a country of origin 
destination of significant numbers of victims of trafficking: 


In response to para 19b (reftel): The government has not 

found it necessary to allocate budgetary resources for 

programs which provide funding to foreign or domestic NGOs 
for services to victims of trafficking. The GOJ is in the 

process of establishing a law which will provide relief for 

women who have been physically abused (in any circumstance). 
The details of this law are forthcoming and will be reported 
septel. 


In response to para 19f (reftel): The government has not 
designed training programs for officials in how to provide 
assistance to trafficked victims. There are no 
trafficking-specific training programs or instructions for 
Jordanian diplomats serving in countries that are trafficking 
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destinations or transit routes; however 
service abroad 

rights course. 
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the technical side of BTC.) BP then followed up with a 
letter from BTC CEO Townshend to the Minister specifically 
requesting that Guler give the BOTAS General Manager the 
authority to enter into and manage contracts under USD 10 
million 

that BTC funds should be managed like those of a private 
venture. 


3. (C) A BP executive told econoff that GM Bildaci 

personal risk 

under the contract 

agencies at every turn. For example 

recently requested an investigation into the BOTAS BTC 
Directorate\'s budget based on a reported increase in 
management costs of the project. The BP exec said this 
investigation was laughable 

BTC pipe in Turkey at a cost far below the world average. 
For example 

Georgia was USD 46/meter 

Turkey about USD 14/meter. Instead of taking up precious 
time with a useless investigation 

should be commending BOTAS on its success in shrewdly 
negotiating the BTC sub-contracts and in keeping management 
costs as low as they are. 


4. (C) BOTAS General Manager Bildaci shares BP\'s frustration. 
He told econoff March 5 that Minister Guler repeatedly 
claimed to \"support\" BOTAS; however 

freedom more than support. In order to manage an 
international 

and budget 

agencies for approval every time he wanted to hire new 
personnel 

consultants. Bildaci said he was meeting with the Energy 
Minister and Foreign Minister on March 6 to discuss the BP 
letter. He would argue at that meeting that BOTAS should be 
removed from the decree that oversees state entities. 
Otherwise 

requirements of the BTC turnkey contract. 


Shah Deniz Gas Pipeline/TPAO Financing 
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5. (SBU) Ministry of Energy and BOTAS officials are pleased 
about the recent sanction of Shah Deniz 

details about plans for a sanction ceremony in Baku in March 

or April 

regarding an event. The MENR Pipelines Department Head had 
not been informed that President Sezer had been invited to 
Baku 

coordination. 


6. (SBU) The Turkish Petroleum Agency (TPAO) continues to 
assess its financing options for Shah Deniz and its other 
Caspian projects. TPAO still has not received a definitive 
response from the World Bank regarding applicability of the 
negative pledge clause to TPAO 

econoff there have been \"indications\" that the response will 

be negative. GOT officials may raise the negative pledge 
clause issue with CBED Amb. Mann during his March 12 visit to 
Ankara. 


Turkey-Greece Interconnector 


7. (C) BOTAS General Manager Bildaci told econoff that he had 
accompanied Minister Guler to Athens for the signing of the 
intergovernmental agreement for the Interconnector 
Turkey-Greece 

a) 

sales purchase agreement (SPA) in March. Bildaci noted that 
DEPA wanted to modify 12 articles in the draft SPA 

the changes should not be deal breakers. Now that Shah Deniz 
had been sanctioned 

on price as well. 


8. (C) Bildaci said he would be seeking CBED Ambassador 
Mann\'s support in encouraging DEPA to commit to taking 2-3 
bcm of gas annually through the ITG 

years from the 1/2 bcm to which DEPA is currently committed 
to taking. BOTAS had the right to re-export all the Shah 
Deniz gas it would import under that sales purchase 
agreement 


9. (C) Bildaci noted that BOTAS 
company Edison had recently had good negotiations in 
Istanbul 
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importing 8 bcm annually from Turkey through Greece. The 
next step 

Greece-ltaly line. 
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permitting American troops use Turkish bases. On 
the other hand 

Kiziltepe 

reply to the criticism regarding the issue was 
that he had rented a factory that belonged to 
him 

not a contradiction 

reported that security forces prevented an 
American military attachQ to enter the region. 
HOLTZ 
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TO INTERNATIONAL CRITICISM. 


ICC ) ARTICLE 98 AGREEMENT 


5. (C) THE AMBASSADOR NOTED OUR UNDERSTANDING THAT CROATIA 
WAS WAITING FOR AN EU MEMBER STATE MODEL ARTICLE 98 AGREEMENT 
BEFORE MOVING AHEAD WITH NEGOTIATIONS WITH THE U.S. 

SIMONOVIC CONFIRMED THIS BUT ALSO ASKED THAT THE U.S. NOT 
PRESS TOO HARD FOR AN AGREEMENT 

OF AN ARTICLE 98 AGREEMENT DUE TO PERCEIVED INEQUITIES IN THE 
PUBLIC 

OBLIGATIONS. HOWEVER 

READY TO MOVE AHEAD ONCE THERE IS AN EU STATE MODEL 
AGREEMENT. IN THAT REGARD 

TO MAKE TIMELY PROGRESS ON SUCH A MODEL AGREEMENT. THE 
AMBASSADOR POINTED OUT TO THE DEPUTY MINISTER THE PROVISIONS 
AND DEADLINE OF THE ASPA. WE COULD NOT PREDICT HOW IT WOULD 
BE IMPLEMENTED BUT WAIVERS COULD NOT BE PRESUMED. CROATIA 


CONFIDENTIAL 
CONFIDENTIAL PTQ8005 


PAGE 01 ZAGREB 00489 02 OF 03 061511Z 
ACTION EUR-00 


INFO LOG-00 NP-00 AID-00 ACQ-00 CIAE-00 DINT-00 DODE-00 
DOTE-00 PERC-00 SRPP-00 DS-00 EB-00 FAAE-00 FBIE-00 
VC-00 TEDE-00 INR-00 10-00 LAB-01 L-00  VCE-00 


Column 3 
AC-01 NRRC-00 NSAE-00 NSCE-00 OIC-02 PA-00 PM-00 
PRS-00 ACE-00 P-00 SP-00 IRM-00 55-00 TRSE-00 
T-00 USIE-00 EPAE-00 SSD-00 PMB-00 DSCC-00 PRM-00 
DRL-01 G-00 SSR-00 NFAT-00 SAS-00 SWCI-00 /005W 

------------------ 402888 061511Z /38 

R 061459Z MAR 03 

FM AMEMBASSY ZAGREB 

TO SECSTATE WASHDC 9610 

INFO EUROPEAN POLITICAL COLLECTIVE 


CONFIDENTIAL SECTION 02 OF 03 ZAGREB 000489 
SIPDIS 


E.O. 12958: DECL: 03/03/2008 

TAGS: PREL 

SUBJECT: AMBASSADOR REVIEWS PRIORITY ISSUES WITH NEW DEPUTY 
FOREIGN MINISTER 


MIGHT NEED TO CONSIDER ITS OWN INTERESTS IN THE COMING 
MONTHS. 


ICTY ISSUES 


6. (C) SIMONOVIC ADMITTED THAT THE GOC HAD HANDLED THE 
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BOBETKO CASE BADLY 

LAUNCED LEGAL APPROACH HAD BEEN SUCCESSFUL 

WITH THE CONSTITUTIONAL COURT) HAD PLAYED TOO LARGE A ROLE. 
BUT THAT CASE WAS NOW \"MORE OR LESS\" RESOLVED. IT WAS CLEAR 
THAT CROATIA NEEDED A \"SUCCESSFUL CASE\" TO DEMONSTRATE ITS 
FULL COMMITMENT TO ITS ICTY OBLIGATIONS. HE ADDED THAT 
INDICTMENTS AND THE POTENTIAL TRANSFER OF CROATIAN OFFICERS 
FOR COMMAND RESPONSIBILITY CHARGES DO NOT SIT WELL WITH THE 
CROATIAN PUBLIC. HE HAD HEARD THAT THERE MAY BE UP TO FIVE 
ADDITIONAL INDICTMENTS OF CROATIAN CITIZENS BEING STUDIED BY 
THE ICTY. 


7. (C) THE AMBASSADOR AGREED THAT THE BOBETKO CASE WAS NOW 
BEHIND US 

HANDLING OF THE BOBETKO INDICTMENT 

COMMUNITY WOULD BE LOOKING VERY CLOSELY AT THE GOG 
PERFORMANCE ON ANY NEW INDICTMENTS. THEY MUST BE HANDLED 
QUICKLY AND QUIETLY TO ENSURE SUCCESSFUL COMPLIANCE. IN 
ADDITION 

COMMUNITY ARE LOOKING FOR MORE ACTIVE AND VIGOROUS GOC 
ACTIONS TO LOCATE AND CAPTURE ICTY INDICTEE GOTOVINA. WE 
KNEW SPECIFICALLY OF THINGS THE GOC CLAIMED IT WAS DOING TO 
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FIND GOTOVINA THAT 


8. (C) THE AMBASSADOR ADVISED SIMONOVIC THAT THE U.S. WAS 
PREPARING TO RE-LAUNCH ITS INITIATIVE TO ASSIST THE GOC WITH 
LOCAL WAR CRIMES PROSECUTIONS. HE ANTICIPATED A U.S. 
PROPOSAL SOON FOR A U.S. TEAM TO VISIT IN APRIL OR MAY. 
SIMONOVIC WELCOMED THIS 
JUDICIAL SECTOR AND PLANS TO ESTABLISH FOUR REGIONAL COURTS 
TO TRY WAR CRIMES CASES. 

CONFIDENTIAL 
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UNCHR SESSION 


9 (C) THE AMBASSADOR REMINDED SIMONOVIC THAT THE LINE UP IN 
THIS YEAR 

INSTALLATION AS CHAIRMAN. THE U.S. WANTED TO WORK CLOSELY 
WITH CROATIA TO PROMOTE A PRODUCTIVE SESSION. SIMONOVIC 
FULLY AGREED WITH THE AMBASSADOR 

BOARD PARTICIPATION THIS YEAR. HE LAMENTED EXCESSIVE 
POLITIZATION IN THE FORUM. 


SFRY -- SUCCESSION ASSETS 


10. (C) THE AMBASSADOR RAISED THE U.S. INTENTION TO UNBLOCK 

SFRY NBY ASSETS LOCATED IN THE U.S. HE NOTED THAT THE U.S. 

WAS STILL SEEKING A HOLD HARMLESS STATEMENT FROM THE GOC AND 

HOPED THAT THE GOVERNMENT WOULD REVERSE ITS OPPOSITION. HE 

WOULD RAISE THIS ISSUE WITH FM PICULA IN AN UPCOMING MEETING. 

SIMONOVIC RESPONDED THAT CROATIA DID NOT WANT TO BE AN 

OBSTACLE TO THE U.S. INITIATIVE AND URGED THAT BOTH SIDES 

SEEK A SOLUTION SOONER RATHER THAN LATER. HE POINTED OUT 

THAT A GOC DECISION TO ACCEDE TO THE U.S. REQUEST ON THIS 

ISSUE ) LIKE A NUMBER OF OTHER DIFFICULT ISSUES BEFORE THE 

GOC ) WOULD NOT SIT WELL WITH THE PUBLIC. WITH ELECTIONS 

EXPECTED EITHER THIS FALL OR PERHAPS EARLY NEXT YEAR 

WOULD WANT TO MAKE THE UNPLEASANT DECISIONS BEFORE THE 

PRE-ELECTION WINDOW CLOSED IN ABOUT TWO MONTHS. THE 

AMBASSADOR AGREED AND ADDED HIS HOPE THAT A GOC DECISION TO 

FOREGO $50 MILLION PLUS FROM THE NBY DISTRIBUTION WOULD NOT 
CONFIDENTIAL 
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BE USED IN THE CAMPAIGN AGAINST THE COALITION. 


REFUGEE RETURNS 
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11. (C) THE AMBASSADOR NOTED OUR CONCERNS REGARDING REFUGEE 
RETURNS ARE ASSUMING STEADILY MORE PROMINENCE IN CROATIA\'S 
INTERNATIONAL RELATIONS. SIMONOVIC SAID THAT CROATIA MUST BE 
MUCH MORE PROACTIVE ON THIS ISSUE 

PROBLEMS 

ISSUE. ON THE TENANCY RIGHTS ISSUE 

THAT THE GOC PRIORITIZE ITS ACTIONS AND PUT PRIMARY FOCUS ON 
CASES WHERE ACTUAL REFORMS HINGE ON PROVIDING FARMER TENANTS 
A HOUSING OPTION. UNFORTUNATELY 

NOT SEEN MUCH MOVEMENT ON THIS FROM THE GOC SIDE. 
RECONSTRUCTION MINISTER CACIC HAD BEEN ENCOURAGING BUT VAGUE 
ON AN ISSUE WHERE CONCRETE STEPS ARE HUGELY OVERDUE. PM 
RACAN HAD BEEN DISAPPOINTING ON THIS ISSUE. 


12. (C) SIMONOVIC AGREED THAT THE GOC NEEDS TO ACT BUT THAT 
THE UPCOMING ELECTIONS WOULD LIMIT THE GOCYS MANEUVERING 
ROOM. IN ANY EVENT 

IS NOW MUCH MORE FAVORABLE TOWARD THE RETURN OF CROATIAN 
SERBS. IN FACT 

WAS THOUGHT POSSIBLE FIVE YEARS AGO. 
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COMMENT 
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13. (C) SIMONOVIC IMPRESSED US AS A BUSINESSLIKE 

PROFESSIONAL WITH WHOM WE CAN DO BUSINESS. PRIOR BILLINGS 

FROM USUN OF A VERY LAWYERLIKE APPROACH WERE AMPLY BORNE OUT. 
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HE MAY WELL PROVE TO BE MORE EFFECTIVE IN FORCING THE LEADEN 
MFA BUREAUCRACY TOWARD TIMELY ACTION AND REASONABLE POSITIONS 
THAT RESPOND TO CONCERNS COMING FROM THE U.S. AND OTHERS IN 
THE INTERNATIONAL COMMUNITY. 


14. (C) HOWEVER 

PAST USG INTERACTIONS HAVE SUGGESTED A STRONG NATIONALIST 
STREAK UNDER THE URBANE SURFACE. CERTAINLY 

SIMONOVIC PUT THE MOST FAVORABLE SPIN ON EACH RESPONSE 
HIGHLIGHTING CROATIA\'S HANDICAPS AND \"NEED FOR UNDERSTANDING!" 
WHILE SEEKING TO PORTRAY HIMSELF AS A SYMPATHETIC FRIEND TO 
THE U.S. IN A SOMETIMES UNFRIENDLY COURT. HIS OBSERVATIONS 
ABOUT THE VERY SHORT WINDOW AVAILABLE FOR THE GOC TO TAKE 
UNPOPULAR DECISIONS RANG TRUE 

GOVERNMENT 

CONSENSUS AT ALL COSTS 

UNPOPULAR (EVEN IF NECESSARY) DECISIONS REGARDLESS OF THE 
TIMING. 


ROSSIN 
CONFIDENTIAL 
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DURING IRAQI DPM TAREQ AZIZY VISIT TO ITALY. THE HOLY SEE 
INSTEAD SET UP A MEETING FOR SALIH WITH ARCHBISHOP RENATO 
MARTINO 

PEACE 

HOLY SEE LINE -- THAT IT COULD NEVER BE SEEN TO SUPPORT A 

WAR 

FOR MILITARY ACTION MUST BE TAKEN BY THE UN TO BE LEGITIMATE. 
FATTAH VOLUNTEERED HIS \"STRONG CONCERN" AT ANY TURKISH 
EFFORT TO DISARM THE KURDS IN EVENT OF A WAR 

THAT HIS PEOPLE WANTED TO ENTER A POWER SHARING ARRANGEMENT 
ΙΝ BAGHDAD. FATTAH DID NOT FORESEE THE RISE OF INTERCOMMUNAL 
CONFLICT AFTER THE \"LIBERATION OF IRAQ 

IRAQ DID NOT HAVE A HISTOR OF CIVIL WAR. WE ENCOURAGED 

FATTAH TO CONTACT TE HOLY SEE MFA COUNTRY DIRECTOR FOR THE 
MIDDLE EST MONS. FRANCO COPPOLA 

BAGHDAD WITH PAPAL S/E ETCHEGARRAY (REF B) 

TO GAINING A POSSIBLE PAPAL AUDIENCEFOR SALIH. WE BELIEVE 
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THAT SUCH AN AUDIENCE COUL HIGHLIGHT THE HOLY SEE\'S CONCERN 
FOR HUMANITARIN CONDITIONS IN IRAQ 

SE THE PUK WHILE HE STILL HOLDS HOPE TO AVOID WAR. UCH A 
MEETING COULD 

DECISION TO ENFORCE UNSCR 1441. EN SUMMARY. 


2. (C) EMBASSY VATICAN JOINED EMBASSY ROME IN FACILITATING 

VATICAN CONTACTS FOR US CITIZEN AND INDICT NGO DIRECTOR 

CHARLES FORREST (REF A) DURING IRAQI DFM TAREQ AZIZ\' FEBRUARY 
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VISIT TO ITALY. (NOTE: INDICT SEEKS INFORMATION TO PRESS 
CRIMINAL CHARGES AGAINST IRAQI LEADERS GUILTY OF CRIMES 
AGAINST HUMANITY; FORREST 

UNSUCCESSFULLY SOUGHT TO DEVELOP ARREST WARRANTS FOR AZIZ 
DURING HIS ITALY/VATICAN VISITS). FORREST SUBSEQUENTLY 
ADVISED LOCAL PUK REPRESENTATIVE BAKER FATTAH TO CONTACT 
EMBASSY VATICAN TO SOLICIT ADVICE ON HOW BEST TO PRESS THE 
PUK MESSAGE WITH THE HOLY SEE. MEETING OVER COFFEE ON 
FEBRUARY 25 

FOR WEEKS TO GAIN ACCESS TO THE HOLY SEE IN ORDER TO REMIND 
THE HOLY SEE OF THE IRAQI REGIME\'S ATROCIOUS HUMAN RIGHTS 
RECORD AND TO CONVINCE THE POPE NOT MEET TAREQ AZIZ. 


3. (C) FATTAH AND FORREST FORMALLY REQUESTED AN AUDIENCE 
WITH THE POPE FOR PUK \"FM\" BARHAN SALIH (PH) DURING THE WEEK 
OF FEBRUARY 17 
RENATO MARTINO. MARTINO IS THE FORMER HOLY SEE UN PERMANENT 
OBSERVER 
PONTIFICAL COUNCIL FOR JUSTICE AND PEACE -- THE HOLY SEE 
DICASTRY (NOTE: CABINET DEPARTMENT) THAT DEALS WITH JUSTICE 
PEACE AND DEVELOPMENT ISSUES. ACCORDING TO FATTAH 
REITERATED THE STANDARD HOLY SEE POSITION THAT IT COULD NEVER 
BE SEEN TO SUPPORT WAR 
WOULD NEED TO BE APPROVED BY THE UN TO BE LEGITIMATE. FATTAH 
MENTIONED THAT SANTVEGIDIO COMMUNITY SPIRITUAL LEADER DON 
MATTEO ZUPPI HAD ALSO COUNSELED THAT IT WAS USELESS TO TRY TO 
PERSUADE THE HOLY SEE PUBLICLY TO SUPPORT A WAR 
LIBERATE IRAQIS SUFFERING FROM SADDAM\S OPPRESSION. FATTAH 
SAID HE WAS NOT HOPEFUL THAT THE POPE WOULD EVER MEET WITH 
SALIH. (NOTE: WE TOO HAD SHARED INTERNET BASED REPORTS OF 
SADDAMVS ATROCITIES 
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ON THE ANFAL CAMPAIGNS 
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AZIZ\'S VISIT.) 


4. (C) FATTAH TOLD US HE THOUGHT WAR WAS CLOSER THAN EVER. 
HE VOLUNTEERED 

THAT THE TURKS WOULD OCCUPY \"KURDISTAN\" TO DISARM KURDS. IF 
THIS HAPPENED 

ASSURED US THAT 

WISHED TO ENTER A DEMOGRATIC POWER-SHARING ARRANGEMENT IN 
BAGHDAD. \"WE ONLY WANT FORTY PERCENT OF THE OIL REVENUES 
FOR DEVELOPMENT 

COULD AVOID A CIVIL WAR AFTER SADDAM 

HISTORY OF CIVIL WAR - JUST OF STRUGGLE AGAINST CORRUPT 
REGIMES.\" 


COMMENT 
CONFIDENTIAL 
CONFIDENTIAL PTQ8236 


PAGE 01 VATICA 00929 02 OF 02 061607Z 
ACTION EUR-00 


INFO LOG-00 NP-00 AMAD-00 CIAE-00 DODE-00 55-00 VC-00 
TEDE-00 INR-00 10-00 VCE-00 NEA-00 NSAE-00 PA-00 
PM-00 SSO-00 55-00 PMB-00 DSCC-00 PRM-00 DRL-01 
SAS-00 /001W 

ττττττττττττττττττ 4033CE 061608Z /38 

O 061506Z MAR 03 

FM AMEMBASSY VATICAN 

TO SECSTATE WASHDC IMMEDIATE 

INFO ARAB ISRAELI COLLECTIVE 

EUROPEAN POLITICAL COLLECTIVE 


CONFIDENTIAL SECTION 02 OF 02 VATICAN 000929 
SIPDIS 

FOR EUR/WE (MENNUTI) 

E.O. 12958: DECL: 02/25/2013 


TAGS: PREL 
SUBJECT: ROME PUK REP SEEKS VATICAN ACCESS 


Column 3 
5. (C) WE TOLD BOTH FORREST AND FATTAH THAT THE HOLY SEE\'S 
PUBLIC CAMPAIGN FOR A PEACEFUL RESOLUTION TO THE IRAQ CRISIS 
IS MOTIVATED BY A VARIETY OF CONCERNS. THESE INCLUDE ITS FEAR 
OF AN IRAQ WAR DESTABILIZING THE ENTIRE MIDDLE EAST AND 
PERHAPS CATALYZING A GLOBAL STRUGGLE BETWEEN CHRISTIANITY AND 
ISLAM 
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DIALOGUE WITH MUSLIM LEADERS 

OF CHRISTIAN MINORITIES IN THE MUSLIM WORLD. HOWEVER 
SUPPORTED FORREST\'S EFFORTS TO HAVE AN MEETING WITH THE HOLY 
SEE TO DISCUSS INDICT\S WORK 

IN THE MFA (WITH WHOM HE SUBSEQUENTLY MET). WE ALSO 
ENCOURAGED FATTAH TO CONTINUE TO DEVELOP CONTACTS WITHIN THE 
HOLY SEE. WE UNDERSCORED WITH FATTAH THAT THE POPE COULD 
NEITHER CANCEL THE AZIZ AUDIENCE NOR MEET WITH SALIH SO LONG 
AS HE WAS HOPING FOR A SUCCESSFUL BAGHDAD VISIT BY HIS 
\"TROUBLESHOOTING CARDINAL\" ROGER ETCHEGARRAY (REF B). WE 
SUGGESTED TO FATTAH THAT A MORE FRUITFUL AVENUE FOR THE PUK 
TO THE HOLY SEE MIGHT BE VIA THE IRAQI CHALDEAN PATRIARCH -- 

BUT HE WAS NOT OPEN TO THAT 

PAY OF SADDAM 

BENJAMIN -- A SOMEWHAT UNSTABLE \"SINGING NO-GLOBAL ACTIVIST\" 
WHO ORGANIZES RELIEF WORK IN IRAQ -- SPONSORED AZIZVS ITALY 
VISIT). NOTWITHSTANDING 

SEEK AN APPOINTMENT WITH VATICAN MFA COUNTRY DIRECTOR FOR THE 
MIDDLE EAST MONS. FRANCO COPPOLA 

ACCOMPANYING ETCHEGARRAY TO BAGHDAD. 


6. (C) THE POPE HIMSELF WILL CONTINUE TO AVOID ANY SIGNAL 

THAT THE VATICAN EVEN TACITLY SUPPORTS A WAR OPTION FOR IRAQ 
INCLUDING BY AVOIDING MEETING WITH SALIH. THAT IS 

WAR BREAKS OUT. AT THAT POINT 

MEET WITH THE PUK PM TO UNDERSCORE THE NEED FOR HUMANITARIAN 
RELIEF AND TO TRY TO FORESTALL INTERCOMMUNAL VIOLENCE IN 

IRAQ. 

NICHOLSON 
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Contributing foreign editor Eric Margolis wrote in the 
conservative tabloid Ottawa Sun (3/3): \"...[W]hat | 
dislike even more than Saddam\'s nasty regime are 
government lies and propaganda. Since 9/11 

have been subjected to the most intense propaganda 
campaign from their government since World War I. Much 
of the mainstream U.S. media have been intimidated 
by the Bush administration into unquestioningly 
amplifying its party line. Or 


of yellow 

cheerleaders for war.... The American public 
wobbly about geography 

affairs 


by bare-faced lies that Iraq was about to attack 

America with nuclear weapons or germs 

ally of al-Qaida. A shocking two-thirds of Americans 
mistakenly believe Iraq staged the 9/11 attacks.... 

It\'s frightening to see Bush claim with a straight face 

his war against Iraq will bring democracy and peace to 
the Mideast 

didn\'t he begin by saving Palestinians from the 
repression by his alter-ego 

Ariel Sharon? If Bush really cared about Mideast 
democracy 

U.S.-sponsored dictatorships like Egypt and Pakistan 

or medieval autocracies such as Morocco 

Arabia and America\'s Gulf protectorates. When Bush says 
he will bring democracy to benighted Iraqis 

really means is U.S. rule. In Bush-speak 

has been perverted to mean U.S. imperial hegemony... 
Many Americans simply don\'t understand their leadership 
is about to plunge the nation into an open-ended 
dangerous colonial war. All the propaganda about 
democracy 

same kind of double-talk used by the 19th century 

British and French imperialists who claimed they were 
grabbing Africa and Asia to bring the benefits of 

Christian civilization to the heathens.... Misery loves 
company. An American-occupied Iraq looks destined to 
join the Israeli-occupied West Bank and Gaza as another 
human 


2. \"Remaking the Arab world\" 

The conservative National Post editorialized (3/1): \"In 

a speech to the American Enterprise Institute on 
Wednesday 

for war in terms that transcend weapons of mass 
destruction and UN resolutions.... We hope the world 
pays heed to Mr. Bush\'s message. While disarming Iraq 
ending the country\'s sponsorship of terrorism and 
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liberating Saddam Hussein\'s subjects are all war-worthy 
goals 

long run is the transformation of the Arab 

Middle East.... In his speech on Wednesday 
declared that \'we will remain in Iraq as long as 
necessary 

project with the rebuilding of Japan and Germany six 
decades ago.... The historical comparison is apt 

we hope Mr. Bush follows through on these words. 
Through its sustained presence in Iraq 

States will have a rare opportunity to transform the 
Arab Middle East. It would be a tragedy if the 
President turned his back on this crucial enterprise 
once the immediate threat posed by Saddam is 
extinguished.\" 


3. \"Peace can still prevail\" 

The liberal Toronto Star opined (3/3): \"...American 
pressure has stiffened the Security Council 

forcing Saddam - at last - to disarm. But Bush is now 
perversely undermining the U.N. by making Vregime 
change\' in Baghdad a requirement 

disarmament.... Democrats in Congress may be too timid 
to challenge Bush. But polls suggest a fast-growing 
public preference in America for working within the 

U.N. to exhaust peaceful options. Enfeebled by years of 
sanctions 

The same can\'t be said of a Security Council at war 
with itself. Making specific demands of Saddam 

of reiterating the Bush mantra that 

\'lraq must disarm 

that Bush can never be satisfied. Saddam\'s obduracy is 
infuriating. And he is dangerous.... Still 

blinked. That suggests there\'s a chance he can be 
disarmed peacefully. That would vindicate Bush. 
Reaffirm American leadership. Enhance U.S. prestige. 
And strengthen the United Nations. All without firing a 
shot. It\'s worth a try.\" 


CELLUCCI 
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South-South ANPP. 


6. (C) COMMENT: Press reports strongly suggest that 
Harry was targeted. Assuming it was politically motivated 
this is the most significant assassination since Justice 
Minister Bola Ige\'s murder in December 

attack was political or criminal 

political opposition and many Nigerians as an attempt to 
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stifle and frighten the opposition. For their part 
government and ruling party have condemned the murder. 
This will not account for much unless the police are seen 
as actively pursuing Harry\'s killer 

done in Ige\'s case. With Buhari\'s presidential campaign 
due to open in Harry\'s home town of Port Harcourt on 
Saturday 

Saturday perhaps has acquired extra significance due to 
this tragedy. In any case 

of the ANPP will increase political tensions and 
uncertainty in the run-up to a much-criticized and hotly- 
contested election process. 

JETER 
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of Canadavs bilateral air agreements. More substantive 
aviation developments for the US may arrive 

the \"exploratory talks\" which Transport Minister Collenette 
and his Deputy suggested to Ambassador Cellucci (Ref A). 
End Summary. 


2. The policy vision 

vision for Transportation in Canada\" is the final version of 
the Transportation Policy Blueprint initiated in July 2001. 
This effort 

of the independent 

Review (CTAR) panel which contained 92 recommendations to 
the Minister to improve regulation of Canada\'s 
transportation sector (Ref C 

document 

supporting documents are available on-line at the following 
URL: 


http://www.tc.gc.ca/aboutus/straightahead/men u.htm 


3. With respect to civil aviation 

interest to the USG is that the GoC \"will continue the 

gradual liberalization of Canada\'s bilateral air agreements 

using the 1995 Canada-United States Open Skies agreement as 
a guide." 


4. The authors of the policy vision note that there is 
continuing pressure on the government to remove restrictions 
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on foreign participation in Canadian domestic and 
international air markets (Ref C 

circumstances 

external participation on a reciprocal basis could introduce 
some new competition and lead to greater efficiency." \"In 
the government\'s view 

time to undertake this step\" since \"the harsh realities of 
the current marketplace indicate that the primary effect of 
making such a significant change would be to weaken an 
already vulnerable industry.\" 


5. To clarify the respective responsibilities of the 
government and of airports of national significance (e.g. 
Toronto 

intends to set out detailed rules for airport authorities to 
follow respecting governance 

transparency of economic issues at national airports. 
Comment: This is a welcome development 

passengers and airlines have complained about murky 
accounting for the large sums of money airports acquired 
through levying a variety of fees on passengers and airlines 
(Ref B). End comment. 


6. Air Canada officials are disappointed in the GoC plan. 
They commented that although the new policy vision 
acknowledges the unprecedented crisis in the airline 
industry 

direct financial aid) to the industry. 

7. WestJet 

appeared under-whelmed by the GoC policy vision. The item 
pitched directly to the smaller airlines was the GoC promise 
to introduce laws forcing Air Canada to offer interlining 

and sharing of frequent flier points 

low-cost operator 

complained that there was little consultation between the 
airline and Transport Canada in the development of the 
policy vision 


8. With respect to civil aviation the policy vision provides 
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impetus for a series of low key 

largely administrative in nature. There will be no dramatic 
moves to liberalize the aviation sector as has repeatedly 
been recommended to the government by independent panels 
observers 

Competition Bureau (Refs C 

the February 18 federal budget that the Aviation Security 
Fee will be reduced from $24 to $18 per domestic round trip 
far outstrips this policy vision in significance (Ref B). 

More substantive ideas on aviation liberalization may have 
to await discussion in any future \"exploratory talks\" of the 
type broached during the lunch between Minister Collennette 
and Ambassador Cellucci (Ref A). 


Cellucci 
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FOLLOW UP CONVERSATION WITH BISOGNIERO 

THAT OUR CONCERNS HAD BEEN RAISED CONSISTENTLY BY USNATO AT 
VARIOUS MEETINGS IN BRUSSELS 

ITALIAN MISSION BY SURPRISE. END SUMMARY. 


2. (C) ACCORDING TO BISOGNIERO 

WAS REASSESSING THE EUVS POTENTIAL TAKEOVER OF THE MACEDONIA 
MISSION. READING FROM MEETING NOTES 

PUZZLEMENT THE ASSERTION FROM THE U.S. SIDE THAT IT WOULD BE 
PREMATURE TO DISCUSS PASSING RESPONSIBILITY FOR BOSNIAN 
SECURITY FROM SFOR TO THE EU BEFORE THE END OF THE YEAR. HE 
EXPRESSED THE GON'S CONCERN THAT SMALL DETAILS WERE NOW 
THREATENING TO STOP A PROCESS THAT WAS IN THE COMMON INTEREST 
OF ITALY AND THE US. BISOGNIERO ALSO STATED THAT HE HAD 
BELIEVED THERE WERE ONLY TWO ISSUES PENDING -- THE RELEASE OF 
NATO ASSETS TO THE EU AND MODALITIES FOR A POSSIBLE NATO 
INTERVENTION. 
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3. (C) POLMIN EMPHASIZED THAT OTHER ALLIES 

UNITED STATES 

TAKEOVER OF SFOR IN BOSNIA. MACEDONIA IS A RELATIVELY SMALL 
JOB COMPARED TO BOSNIA. BISOGNIERO NOTED THAT THE GO! HAD 
NOT TABLED ANYTHING RELATED TO BOSNIA 

ITS GREATER COMPLICATIONS. HAVING ALWAYS TRIED TO HARMONIZE 
EU DEFENSE POLICY WITH NATO 

THE MARCH 5 MEETING 

EU\'S ASSUMPTION OF ALLIED HARMONY FROM NATO 
CONCURRENCE 


4. (C) BRAUZZI STATED THAT HE HAD THOUGHT ALL THE DETAILS OF 
THE HANDOVER WERE FINISHED 
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IMPORTANCE OF THE EU\'S FIRST MISSION GOING WELL; AND THAT THE 
U.S. SHOULD BE CAREFUL NOT TO PLAY INTO THE HANDS OF \"OTHERS\" 
(READ FRENCH) WHO SAY THE U.S. HAS MISGIVINGS OVER ESDP. 


5. (C) INA FOLLOW UP CONVERSATION WITH BISOGNIERO 
COUNTRYMAN EMPHASIZED THAT THE GOI SHOULD NOT HAVE BEEN 
SURPRISED THAT AMBASSADOR BURNS HAD LAID OUT US CONCERNS AT 
THE NAC. USNATO HAD CONSISTENTLY STRESSED IN VARIOUS FORA 
THE NEED TO AVOID MAKING ASSUMPTIONS ABOUT MACEDONIA 

ALONE TO LEAPFROG TO THE LARGER BOSNIA MISSION 

CARE OF THE BERLIN PLUS ARRANGEMENTS (REFS B 

THE CONDITIONS FOR THE MACEDONIA OPERATION LAID OUT BY THE 
U.S. IN BRUSSELS WERE REASONABLE AND ACHIEVABLE WITHIN A 
RELATIVELY SHORT TIMEFRAME. IT WOULD ONLY BE WISE TO SEE HOW 
IT GOES IN MACEDONIA BEFORE MAKING DEFINITE DECISIONS ON A 
BOSNIA MISSION. 


6. (C) COMMENT: IT'S NOT CLEAR WHY THE ITALIANS WERE SUPRISED 
CONFIDENTIAL 
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BY THE US POSITION IN YESTERDAY\'S NAC 

THIS APPROACH BY BISOGNIERO SHOULD NOT BE TAKEN AS A 
COMPLAINT ABOUT OUR POSITION 

KEPT CLOSELY INFORMED. 

SEMBLER 
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1. (U) On March 6 

The lira remained unchanged at TL 1 

Yields on lira-denominated T-bills strengthened slightly to 

57.5 percent compounded (yesterday\'s close was 58 percent). 
The Istanbul Stock Exchange closed up 0.2 percent. 


2. (SBU) Lehman Bros Turkey analyst Tolga Ediz told us 
Turkish markets are living in \"never never land\" where all 
hopes rest with the U.S. financial package coming true. Ediz 
added that \"as long as U.S. ships are anchored off the 
Turkish coast 

Further confirmation comes from Turkish press reports of 
ongoing site prep work. Some foreign funds are getting back 
into Turkish markets on the prospect of the U.S. package 
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said. 


3. (SBU) Comment: After reaching quick agreement with IMF 
staff on the budget overnight March 2 

seems to have returned to the GOT 

markets as well. IMF staff in Ankara report no further 
progress on finalizing the draft LOI (more IMF readout March 
7). All this leaves open the prospect of Turkey entering 

next week with no agreement on the IMF Fourth Review 
actual progress towards a U.S. package. Bender Securities 
analyst Murat Golkan volunteered to us March 6 that this 
prospect concerns him 

voice. Asked about possible market reaction to such a worst 
case scenario 


Meanwhile World Bank Prepares to Cancel 
Pending Loans 


4. (SBU) The World Bank\'s Country Director for Turkey Ajay 
Chhibber told us March 6 that the World Bank is moving to 
cancel $1.375 billion in pending loans that are due to expire 
on March 31. The reason is World Bank unhappiness with the 
2003 budget 

payments to farmers (TL 1.4 quadrillion) into 2004. Chhibber 
said he had instructions from headquarters to publicly come 
out against the budget 

MinState Babacan this week that unless the GOT put back in 
the 2003 budget at least TL 1 quadrillion (about $600 

million) 

said he would come back to Chhibber. 


5. (SBU) The World Bank\'s assessment 

this government is highly unlikely to do any significant 
reforms in 2003. The Bank will seek to limit further 
exposure to Turkey this year (both its $1.375 billion in 
direct budget loan programs and some of its $600 million in 
project financing) 

would waste the money anyway 


6. (SBU) Comment: The World Bank theoretically has a high 
loan limit for Turkey ($5 billion over three years under its 
\"high case\" scenario 

fact the Bank only disbursed a total of $680 million to 

Turkey in 2002 

its presence in Turkey would not have an immediate 
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effect on budget financing. The bigger impact of such a move 
would be on market confidence 

publicized its discontent. 

PEARSON 
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private sector support (Post has received no queries from 
U.S. interests on either of these issues) and may no longer 
warrant a Watch List recommendation. Other high-profile 
issues that are of concern to U.S. interests 

delisting of pharmaceutical patents and patenting of higher 
life forms 

not ripe for inclusion in the Watch List at this time. Post 

is mindful of the various IP concerns and will continue to 
closely monitor these issues and raise them in meetings with 
GOC officials. End Summary and Introduction. 


-- LEGISLATIVE AND JUDICIAL SUCCESS -- 


3. (SBU) Canada has made real progress in improving its IPR 
regime over the last couple of years. In December 2002 

GOC revised its Copyright Act (Bill C-11) to explicitly 

exclude Internet retransmissions from its compulsory 
licensing regime to the satisfaction of U.S. interests (ref 

E). An Order-In-Council is expected on March 21 

which will make C-11 enter into force immediately. In 2001 
the government amended its patent law to provide at least a 
20-year term of protection for patents filed before October 

1 


4. There are legitimate concerns about Canada\'s border 
measures and weak enforcement of IP 

throughout the country. Canadian Customs and the Royal 
Canadian Mounted Police (RCMP) are required by law to take a 
passive approach to border enforcement and have not 
committed the necessary resources to address counterfeiting 
and piracy. A recent judicial decision 

in the right direction. In April 2002 the Supreme Court 
decided that Canadian law prohibits the decoding of all 
encrypted satellite signals. Since this time the GOC 

working with several cable associations 

efforts to both improve enforcement and address underlying 
legislative issues. These efforts have not yet crossed over 
to problems related to border enforcement. 


-- LIMITED PRIVATE SECTOR INTEREST -- 
5. (SBU) The GOC has not resolved the outstanding issue of 


national treatment of U.S. artists in the distribution of 
proceeds from Canadavs private copying levy and its 
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\"neighboring rights\" regime and considers these issues to be 
relatively low priorities (Ref F). Post has not received 

any support from U.S. industry on these issues in the five 

years that we have recommended Canada be placed on USTRVs 
Watch List. Since U.S. industry does not consider these 

issues significant enough for their involvement 

believe they warrant a Watch List recommendation. 


-- ISSUES NOT YET RIPE FOR INCLUSION ON THE WATCH LIST -- 


6. (SBU) Health Canada is currently engaged in an internal 
policy review of several patent issues 

specific patents 

regulations. At the same time 

public hearings this month on a number of IP issues and will 
focus on linkage regulations. Until the GOC publishes a 
report that indicates in what direction it will actually 

move 

recommend placing the GOC on the Watch List because the GOC 
is 

PhRMA\'s 301 submission 

issues and regulations at hand and the fact that \"Canada is 
not alone in facing difficult issues regarding patent 

eligibility as it relates to its linkage regime. Issues 
surrounding patent eligibility and abuse are often the 
subjects of debate in US Congress. For example 

21 

problems relating to perceived delays in the market entry of 
generic drugs.\" 


7. (SBU) In December 2002 the Canadian Supreme Court decided 
against allowing the patent on the \"Harvard Mouse\" on the 
basis that \"a higher life form is not patentable because it 

is not a \"manufacture\" or \"composition of matter" within the 
meaning of \"invention\" in 5.2 of the Patent Act." (See ref 

C) U.S. biotech companies are concerned that the Court\'s 
decision 

eligibility any invention that is a higher life form. In 

their decision the Supreme Court Justices made it explicit 
that their word is not the final one on this issue; that it 

is up to Parliament to bring in new legislation to deal with 

the patentability of higher life forms. As reported in ref 

D 

Patent Act. While no definite timeline has been announced 
as yet 

Watch List unless the GOC fails to make clear this year its 
determination to amend the Act. Cellucci 
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International Security Policy - to resign in protest. 


5. (C) On the positive side 

effort to bolster the U.S.-Canada defense relationship 

is crucial for the Canadian Forces. He pushed through a 2002 
agreement for a binational 

at NORAD 

forced missile defense cooperation onto the Cabinets agenda 
(outcome still to be determined). 


6. (C) Within a divided Cabinet 

keeping open the option of military participation in Iraq - 

i.e. 

second UNSC resolution. McCallum got burned 

he publicly stated that this was GoC policy after his January 

9 meeting with Defense Secretary Rumsfeld. McCallum had it 
right 

Canada might act without UN blessing. After Chretien reined 
him in (reftel) 

military planners at CENTCOM to not attend a coalition 
planning meeting the following week. This unnecessary 
action 

damaged Canadavs credibility for Iraq planning in Tampa and 
in Washington. 


7. (U) Shortly after becoming Defense Minister 

directed DND to undertake a V'defense update" focused on 
immediate needs for the 2003-2004 budget cycle. As GEN 
Henault describes it 

allow the Canadian Forces to shift their focus from 
survivability to sustainability. The next step will be 
transformation 

Vdefense review!" will be conducted to guide that process. 
McCallum cautions that this may or may not result in 
increased funding for the military 

the way on bigger procurement decisions. 


8. (U) On one of the military\'s biggest needs 

lift 

Canadian purchase of C-17s is not in the cards. His 
reasoning is that given limited GoC funding 

would gut the defense budget 

other needs. Instead 

purchase of C-17s with NATO allies. McCallum has also 
expressed doubts over the continued need for tanks 

as the Army has some direct-fire capability (e.g. 

planned U.S. combat system/mobile gun system). McCallum did 
in the latest budget 
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the next ten years for Intelligence 
Acquisition and Reconnaissance (ISTAR). 


9. (C) One procurement issue that continues to haunt the GoC 
is a replacement for its Sea King maritime helicopters 
entered service in 1963. In the 1993 campaign 

attacked the Tory Governments plans to purchase EH-101 
maritime helicopters as extravagant. After the election 
Chretien cancelled the deal 

DND efforts to let a new contract. Meanwhile 

continue to diminish the Canadian Navy\'s effectiveness. The 
latest example came on February 27 when the Canadian 
Destroyer HMCS Iroquois 

naval task force in the Persian Gulf 

Halifax after its Sea King crashed onto the deck. The 
Iroquois set sail again on March 5 

helicopter 


10. (C) The Sea King fiasco is a reminder of the challenges 
the Canadian Forces will continue to face in Ottawa. While 
Chretien is set to step down in February 2004 

Liberal Party to remain in power for the foreseeable future. 
While Chretien\'s successor - probably ex-Finance Minister 
Paul Martin - may be better disposed toward the Canadian 
Forces 

defense budget. McCallum and his successors will have to 
continue to make incremental moves and plenty of hard 
choices. The hope here is that a defense review can be ready 
to go soon after Chretien leaves office 

Prime Minister will be more supportive of the Canadian Forces. 
KELLY 
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also contribute to a continually low case closure rate. A 
third challenge facing the new Code lies in the opposition 
to some of its policies 

release of suspects before trial. Advocates for the 
revision of the new Code 

Security and other law enforcement officials 

gaining momentum. 


5. (U) The Supreme Court also faces challenges in the 
Congress and in the media. Perhaps due to its increased 
status and greater independence 

under attack this year from the Congress. In August 2002 
in an apparent attempt to undermine the power of the 
judiciary 
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appropriating to itself the power to interpret the 

Constitution. A legal challenge to this move is pending 

with the Supreme Court (reftel) and the amendment must still 
be ratified before it becomes law. As the judiciary 

increases in strength and independence 

the legislative and executive powers should be expected. In 
another highly publicized controversy 

President of the Supreme Court and a Nationalist Party 
nominee 

dismissal of Liberal judges. 


6. (SBU) COMMENT: Post foresees many challenges ahead for 
the CPC. It is clear that there must be constant vigilance 
against corruption if the justice system is to effectively 
utilize the new CPC to the benefit of the population. 

Public confidence in the system is also vital if the CPC is 

to be a success. Both the controversy over the partisan 
dismissal of judges and legislative challenges to judicial 
power 

continue to undermine public confidence in the judicial 
system and 

pleased with the progress the courts have made in 
implementing the CPC thus far. The Ambassador and all 
elements of the mission have strong relations with the 
Supreme Court and other judicial system actors. USAID 
support for the CPC is ongoing 

Because Honduras is a high-crime country 

amore efficient criminal justice system that provides for 
fair process is critical to efforts to increase citizen 

security. If the CPC is successful in improving public 
perceptions of justice and law enforcement 

play a role in the reduction of the high rate of 

extrajudicial killings in Honduras. Moreover 

current security situation dissuades investors 

secure environment will lower the risk to investors and may 
ultimately help to attract much-needed foreign capital. END 
COMMENT. 
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America 

of Shaikh Zayed of Oman calling on Saddam to accept 
voluntary exile. In reaction to the Turkish ParliamentVs 
rejection of a US deployment 

Kuwait is ready to receive the troops. 


On other issues 

classes hold forth. In a column entitled \"The American 
Problem 

have become closer to Arab intelligence centers where 
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torture and humiliation are exercised against anyone Muslim 
or anything Arab 

the lraqi monarchy is the best solution for that country. 

End summary. 


2. News Stories: Defense Minister Sheikh Jaber Al-Mubarak 
reiterated Kuwait\'s readiness to receive the American troops 
that were destined for deployment in Turkey. 


Four thousand Saudi troops arrived in Kuwait on March 4 to 
bolster GCC common defense \"Peninsula Shield\" forces already 
deployed in Kuwait. 


Newspapers report that Kuwait International Airport will not 
be closed if war breaks out 
out with the military for civil and for military flights. 


Dean of the College of Sharia and Islamic Studies at Kuwait 
University 

the Kuwait JournalistsW Society that the foreign military 
presence in Kuwait is religiously legitimate and justified 

and again condemned attacks on American soldiers in Kuwait. 


3. \"The Solution Is In Zayed\'s Initiative\" 

Faisal Al-Qanai wrote in independent Al-Seyassah (3/4): \"If 
Arabs were serious about solving the Iraqi crisis to avoid 
the destruction of Iraq 

Zayed\'s initiative. His courageous initiative was aimed at 
protecting Iraqi people 

accept it.\" 


4. \"The American Problem\" 

Ghassan Al-Otaibi wrote in independent Al-Qabas (3/3): \"The 
US faces a major problem in introducing democracy to Iraq in 
the post-Saddam era. It is widely expected that the Shiites 
will be the winners of any popular election 

not be acceptable either to the US or to Iraq\'s neighbors. 

[T]o avert this problem 

the monarchy 

that the Iraqi royal family is Sunni and acceptable Iraq\'s 
neighbors. \" 


5. \"Will the Islamic Summit Save What the Arab Summit 
Damaged?\" 

Islamist Adel Al-Qassar wrote in independent Al-Qabas (3/4): 
VIf the Arab Summit at Sharm El-Shaikh was incapable of 
addressing [Shaikh Zayed of Oman\'s exile proposal for 
Saddam] 

the expansive Islamic umbrella to accept the courageous 
initiative. [T]he UAE has the right to revive its initiative 

at the Islamic Summit in Qatar in order to receive support 
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and to succeed in ousting Saddam.\" 


6. \"The Arab Mockery\" 

Ghassan Al-Otaibi wrote in independent Al-Qabas (3/5): \"The 
UAE initiative at the Arab summit was a logical solution to 
avert the destruction of this region 

delegation to visit the US and Europe is illogical and a 

waste of time. The American and the European positions are 
well-known 

deterring the war unless Saddam steps down. Therefore 

UAE initiative is the sole solution for the Iraqi crisis." 


7. \"With Souls 

Salah Al-Fadhli wrote in independent Al-Rai Al-A\'am (3/5): 
\"Does the United States have the right to boast that it is a 
nation founded on the values of freedom 

protection of human rights? Does it have the credibility to 
say that it is seeking to sow democracy in the world? . FBI 
centers have become closer to Arab intelligence centers 
where torture and humiliation are exercised against anyone 
Muslim or anything Arab. If there are moral justifications 
for the invasion of lraq 

where were these justifications at the end of the Gulf war.? 
Despite all these moral violations by America 

the Arabs have become accustomed to applaud whoever takes 
office 

their eternal slogan-- after changing the name only-- \"With 
souls 


8. \"The Call for Resignation and The Arab Summit\" 

Dr. Shafiq Al-Ghabra wrote in independent Al-Rai Al-Aam 
(3/5): \"The Arab leaders at the summit should have met to 
discuss how to convince the Iraqi leader to resign in order 
to avoid a destructive war in the region. The leaders should 
have discussed the role of the Arabs after Saddam and to 
open dialogue with the Iraqi opposition. But 

Arabs have chosen not to touch on these topics 

preferred to wait until the flood occurs. V" 


9. \"An American Diplomat Resigns in Protest Against the 
Policies of the American Administration V" 

Abdullah Al-Nafisi wrote in independent Al-Watan (3/5): 
VJ.B. Kiesling is a diplomat who worked for the US State 
Department for over twenty years. Anyone who reads his 
letter of resignation addressed to Secretary Powell will 
immediately realize the internal collapse of the policies 
adopted by the current American administration. Without 
exaggeration 

to polices adopted by the current administration 
described as extremist.\" 


Column 3 
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soldiers. In other news 

Tryggve Tellefsen 

the recent concerns about the state of the GSL\'s peace 
initiative 

helped a bit in confidence-building. END SUMMARY. 


2. (SBU) RELEASE OF SECURITY FORCE PERSONNEL: Recent 
peace process-related meetings involving the Liberation 
Tigers of Tamil Eelam (LTTE) have proven relatively 
constructive. In a March 5 meeting in the LTTE- 
controlled Wanni region 

Norwegian-run Sri Lanka Monitoring Mission (SLMM) 
strongly urged LTTE leader V. Prabhakaran and chief 
negotiator Anton Balasingham to release a GSL soldier 
and policeman from custody. (Note: The two security 
force personnel had been captured in separate incidents 
and held for some weeks. The LTTE had promised to free 
them on several occasions.) Hours after the meeting 
concluded 

announcing their release 

move was a \"goodwill gesture to the SLMM 

of SLMM authority 

(February 2002) ceasefire agreement and the peace 
process.\" 


3. (C) The holding of the two men by the LTTE had been 
a cause celebre 

the south loudly demanding their release. The 
announcement that the men had been freed elicited some 
positive press for the governmentVs peace initiative. 
Jehan Perera of the National Peace Council 

told us that he thought the move was \"quite 
constructive\" in that it indicated some respect on the 

part of the Tigers for the SLMM\'s mandate. (Note: The 
LTTE\'s willingness to work closely with the SLMM had 
been subject to serious question of late 

when SLMM monitors were forced to jump off an arms- 
smuggling boat 

personnel during a February incident. The Tiger 
personnel subsequently blew themselves up and the boat 
sank.) 


4. (SBU) MEETING RE CHILD SOLDIERS: In another meeting 
that wrapped up in seemingly positive fashion 

representatives of UNICEF met with LTTE political chief 

S.P. Thamilchelvam on March 4 in the Wanni. At the 
conclusion of the meeting 

work on an \"action plan\" focused on ending the use of 
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child soldiers. The Tigers also agreed to send 
personnel to workshops and training sessions on the 
issue in coming weeks. UNICEF and the Tigers also 
agreed to establish \"transit centers\" to facilitate the 
return to society of children released from LTTE ranks. 
At the close of the meeting 

stating the following: 


\"Our commitment to all children affected by war and not 
to recruit children has been firm and remains firm. The 
LTTE has informed all military commanders and heads of 
political sections in writing regarding the policy not 

to recruit children under the age of 18.\" 


5. (C) UNICEF seemed very enthusiastic about the 
outcome of the meeting. UNICEF assistant program 
officer Sarah Lendon told us that the meeting was held 
in a very cordial atmosphere 

want to cooperate fully. She noted that the meeting had 
resulted in a bit of a \"breakthrough\" in that for the 

first time the LTTE had agreed to V'concrete measures V 
(e.g. 

centers) to deal with the child soldier issue. Lendon 
acknowledged that the Tigers had made promises to reform 
their behavior in this area before and had failed to 

carry through on them. 


6. (U) NEW HEAD OF SLMM: In other peace process- 
related news 

Tryggve Tellefsen 

general 

replaces Trond Furuhovde 

general 

group began operations last year. As with Furuhovde 
Tellefsen is quite experienced in peacekeeping missions: 
He served as commander of the Multinational Force and 
Observers (MFO) monitoring the Egypt/Israel peace treaty 
from 1997-2001 and in Macedonia with UNPROFOR from 
1994-95. 


7. (C) COMMENT: As reviewed in Reftels 

a sour mood surrounding the peace process of late 
many in the south -- and the international community -- 
deeply worried about the LTTE and its commitment to 
peace. Against this backdrop 

the Tigers have helped a bit in confidence-building. It 
seems possible that this somewhat more constructive 
trend on the part of the Tigers could ease the situation 
a bit as the parties prepare for the next main event 
i.e. 

scheduled to take place March 18-21 in Japan. END 
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COMMENT. 


8. (U) Minimize considered. 
WILLS 
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the war 

of the US in the name of national interests and to 

compensate Turkey\'s losses.\" General Ozkok also emphasized 
that staying out of the inevitable war will only ensure that 

Turkey will not receive any compensation for its losses and 

will prevent Turkey from having a say in the post-war 

period. 


General Ozkok\'s remarks were well-received by the AKP 
government. AKP party officials commented that the 
clarification of the military\'s position on the issue will 

be very helpful in passing the authorization decree from the 
parliament. The timing of the second decision from 
parliament receives a lot of speculation in the Turkish 
press. Papers mostly have reached a consensus that the 
issue will be taken up by the new government right after the 
March 9 special election 

premiership. There is no set date for this action 

and Erdogan said that the party will wait to see a second 
UNSC resolution as part of the evaluation process. 


Stories also highlight that markets are calm now as the 
Turkish parliamentary approval is expected following the 
announcement of support by the military. \"Radikal\" features 
the continuing base modernization efforts on Turkish bases 
and ports 

efforts and military work in spite of the Turkish rejection 

of troop deployments. Is there something the US knows that 
we don\'t?\" A story in \"Radikal\" talks about MFA work on 
minor revisions to the current authorization decree 

might reduce the duration for U.S. troops from 6 to 3 

months 

Turkey. In the meantime 

highlighting the dialogue between Turkey and the US. There 
is even an alternate plan in the absence of Turkish approval 
for US ground troops 

that Ambassador Pearson mentioned to Prime Minister Gul the 
possible use of air bases only. Depending of the outcome of 
the Turkish-American dialogue 

delegation from the State Department next week. 
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\"Yeni Safak\" writes that due to the Turkish parliament\'s 
denial of permission for US ground troops 

administration is sending a Congressional delegation headed 
by Representative Wexler to Turkey for a series of high- 

level appointments. The story reminds readers that Wexler 
was among the group of 38 congressmen who wrote a letter to 
PM Gul asking Turkey to approve the deployment of ground 
troops on Turkish soil. 


Cyprus: \"Milliyet\" reports that Denktas arrived in Ankara 
for meetings with Turkish officials prior to his trip to the 
Hague. Denktas will hold a summit meeting today at the 
Presidential Palace with Turkish officials to discuss the 
revised Annan plan and the "March 30 Referandum offer. 
Responding to questions of journalists yesterday 

quoted as saying that `The new plan is a fait accompli. 
Annan told us to go to the Hague whether we have a positive 
or negative response. Therefore 

say `nov and to explain the reasons for it* Meanwhile 
\"Milliyet\" reports that during his meetings in Ankara 
Denktas will exert efforts to secure support for the 
economic aid package. Denktas says that the goal of the 
package is to give support to Turkish Cypriot youth. It is 
reported that Denktas will meet with parliamentary speaker 
Arinc and with PM Gul. He will also address the parliament. 


EDITORIAL OPINION: Iraq 


\"Washington\'s calendar" 

Cengiz Candar of conservative \"Dunden Bugune Tercuman\" 
details the timing of the US operation plans (3/6): V' The 

latest information coming from General Myers shows that the 
upcoming Iraq operation 

tactics 

information indicates that 3 

the strike 

bombardment and an immediate ground operation. General 
Myers confirmed the use of a northern front 

happen with or without Turkey. . Currently the number of US 
troops stationed in the Gulf is 200 

enhanced with an additional 60 

region. Myers is now ready to take the action 

waiting for the order from President Bush. The order could 
come at any time. General Tommy Franks has already presented 
the final plan to President Bush. Washington sources tell 

me that next week the US will declare a 2 or 3-day deadline 
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to Saddam Hussein. During that period 

and the press corps will be able to leave the country so 

that the operation can begin sometime between March 12 and 
13. Based on this calendar 

might not even wait for the second decree to be presented 

for Turkish parliamentary approval.\" 


\"Clarification of the goals\" 

Sami Kohen analyzed in mass appeal Milliyet (3/6): 
\"According to recent statements coming from Iraqi opposition 
figures 

integrity and form a democratic and federal structure. 
Seeking to address Turkish concerns 

any intention of establishing an independent Kurdish state. 
It is now Ankara\'s turn to clarify what are the acceptable 
and unacceptable limits in Iraq for Turkey during the post- 
Saddam era. This should be a very clear message. We all 
know well Turkey\'s objection to an independent state. 
However 

requires clarification. . Ankara should formulate a policy 
based on realistic assessments. During this assessment 
procedure 

of dialogue with Kurdish and other Iraqi groups so that 
there will be no more misunderstandings.\" 


PEARSON 
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village the girls may pass through several brokers before 
they end up in a brothel in another part of Burma or ina 
foreign country (most frequently Thailand). Victims are 
generally trafficked by the cheapest means available 
back of trucks or in buses. Because of tight controls over 
travel near border areas 

false documentation or bribes to make it through military 
immigration 

\"unofficial\" border crossings controlled by cease-fire and 
anti-government groups. 


G. During the year 

commitment to combating sex trafficking 

awareness campaigns and the arrest and prosecution of 
traffickers. On the issue of forced labor 

government has continued to do the minimal necessary to avoid 
the implementation of sanctions by ILO member organizations. 
A particularly sensitive aspect of the military\'s continuing 

use of forced labor is the use of forcibly conscripted child 
soldiers 

which continues but is difficult to quantify 
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government denies. There have been no prosecutions to our 
knowledge of government officials linked to TIP or against 
Army personnel involved in forced labor. It is very 

difficult to identify any funding specifically allocated for 

TIP. The government generally tasks groups to achieve policy 
initiatives without providing sufficient funding. For 

instance 

trafficking 

depends on donations and volunteers to implement its 
programs. 


H. Yes 

officials in sexual trafficking 

limited to local or regional officials attempting to 
supplement meager salaries by turning a blind eye to 
trafficking activities. There are some reports that Military 
Intelligence (the internal intelligence service) controls 
some brothels and 

trafficking. We do not have reliable information on the 
extent to which this is happening. Military officials and 
township officials are directly involved in trafficking for 
forced labor inside the country. This practice remains 
common throughout the country 

areas. We are aware of no prosecutions of government 
officials for either sex or forced labor trafficking. 


l. The government\'s ability to address sex trafficking is 
limited by the lack of funding allocated for social programs. 
Burma is among the lowest ranked countries in the world for 
per capita expenditures on health and education services 
instance. The government over the past 14 years has 
drastically cut funding for social services in order to fund 
military priorities. This trend continues still. Also 

because of the government\'s serious economic mismanagement 
poverty and widespread corruption have become the norm. 
Economic desperation is continually cited as the root cause 
of sex trafficking in the country; people do things they 

would not have considered if they had better economic 
opportunities. 


Prevention: 


A. Yes 

that sex trafficking is a serious problem. However 
government has not publicly acknowledged 

the country 

problem. 


B. The Ministry of Home Affairs is the lead agency in 
anti-trafficking actions for sexual trafficking with support 
from the Ministries of Social Welfare 
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Labor 
Labor Ministry is the lead agency on forced labor. 


C. Yes 

videotapes on television 

highlighting the perils of trafficking. On forced labor 
government has posted in public places directives issued in 
1999 and 2000 prohibiting the use of forced labor. There has 
been no assessment of the effectiveness of the sexual 
trafficking awareness campaign. Forced labor appears to be 
continuing unabated in spite of the posting of the directives 
against it. 

D. Although the MNCWA and other social services 
organizations have programs to provide women with income 
generating skills and to encourage women to take a greater 
role in the community 

desperate conditions of most women in the country. Given the 
government\'s absence of funding for these programs (they are 
largely \"self-sustaining\") 

percentage of the women in need. 


E. Prevention has been the focus of the government\'s efforts 
this year 

township \"talks.\" There is no specific budget for these 
activities 

programming of relevant Ministries and organizations within 
existing resources. 


F. The government attempts to control \"civil society\" and 
ensure that all citizens support the policies of the regime. 
Local township organizations are extensions of the military 
junta and use a combination of a spoils system and 
intimidation to ensure support for government policies. As a 
result 

contacts with these organizations. On the issue of 
trafficking 

talks in order to show support for the government policies. 
Because these government programs are self-sustaining 
citizens are 

cash \"donations\" to support the programs. 


G. The borders with neighboring countries are porous. While 
the government controls numerous official border crossings 
there are probably hundreds of other crossings under the 
control of cease-fire groups 

smugglers. We are not aware of any monitoring of immigration 
or emigration patterns 

patterns of trafficking. 


H. Yes 
guidance of the Home Ministry to address sexual trafficking 
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in persons and a Convention 29 Implementation Committee under 
the Ministry of Labor to address forced labor. (See 

Prevention - B.) There is no public corruption task force. 


l. The MNCWA participates in regional and world conferences 
on women\'s issues 

not been any regional coordination on specific interventions 

to prevent 


J. Yes 

trafficking in persons 

The MNCWA developed the plan in coordination with the 
relevant ministries including Social Welfare 

and Home Affairs. The plan was not coordinated with 
international NGO\'s working on TIP. There is no national 
plan to address the issue of forced labor. 


K. The Deputy Minister of Home Affairs 

Thura Myint Maung 

Prevention Work Committee. The Minister of Labor is the 
person responsible for addressing forced labor. 


Investigation and Prosecution of Traffickers: 


A. No 

in persons. As was the case last year 

prosecute human traffickers are a combination of laws against 
kidnapping and prostitution. The government is considering 
whether to adopt new legislation specifically addressing 
trafficking in persons but a decision is still pending. The 
Attorney General\'s office said it believes existing laws are 
adequate to prosecute traffickers while the Ministry of Home 
Affairs stated a new law may be necessary. 

B. Sentences for trafficking in persons have ranged from 
five to twelve years 

seven years imprisonment. 

C. Penalties for prostitution are up to ten years 
imprisonment 

and sexual assault of a minor is up to ten years. 


D. The government states that it has prosecuted 93 cases 
against human traffickers. It states that it has arrested 

160 trafficking brokers. It has provided the Embassy and 
G/TIP with extracts of 30 of the prosecutions. Some of these 
prosecutions appear to be against traffickers while others 
appear to be against migrant smugglers. There have been no 
prosecutions relating to forced labor. 


E. Human trafficking for sexual exploitation appears to be 
primarily small-scale operations using village contacts that 
feed into more established trafficking \"brokers.\" There is 
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no evidence of travel or tourism agencies being involved in 
the trafficking. We have no information on where profits 
from this kind of trafficking end up. Human trafficking 
relating to forced labor is directed by the military and 
supported by township officials who arrange to meet the 
military\'s requirements. 


F. The prosecutions of traffickers that we have reviewed 
indicate that most arrests occur as the result of \"tip-offs\" 
to local police rather than investigations. While the 
government maintains extensive and intrusive controls over 
the population 

these efforts. 


G. The government does not provide this specialized training 
but the UN-IAP has conducted workshops that touch on this 
aspect of trafficking. 


H. No 

cooperating with other governments on the investigation and 
prosecution of trafficking cases. When G/TIP and Emboff 
recommended greater cooperation with Thailand on this issue 
government officials were non-committal. 


I. No 
to other countries. Burmese law prevents the extradition of 
nationals except under exceptional circumstances. 


J/K. Given the pervasive government control that exists over 
the activities of all citizens 

tolerance and/or collusion of government officials in sexual 
human trafficking in order for the practice to continue ona 
large scale. The National Committee Against Human 
Trafficking told G/TIP and Emboff 

been no arrests or prosecutions of government officials 
involved in trafficking. On forced labor 

the driving force behind the practice 

related arrests or prosecutions. 


L. No 
international instruments. 


Protection and Assistance to Victims 


A. The MNCWA and the Ministry of Social Welfare assist 
returning trafficking victims. The assistance largely 

consists of counseling and job training at care centers 

before the women are returned to their families. The MNCWA 
states that in 2002 a total of 15 victims were counseled at 
these facilities before being returned to their families 

while 122 victims were transferred directly back to their 
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families. 


B. No 

domestic NGOs for services to victims. Foreign NGOs have 
provided some services and support to the government and 
local NGOs beginning this year. For the first time 
international NGOs have coordinated a limited number of 
victim repatriations with the government and local NGOs and 
provided public awareness materials to the government 
(pamphlets to the Ministry of Home Affairs at its request). 


C. There appears to be a growing understanding of the need 
to protect victims 

international trafficking. We have heard of no returning 
victims being arrested or jailed. 


D. There has not been much focus on this aspect of sexual 
human trafficking in public awareness campaigns to date and 
we know of no case in which the victims have filed suit 
against traffickers. In the area of forced labor 

not have an adequate mechanism for lodging complaints or 
seeking prosecutions. 


E. We do not have any information on the level of protection 
the government can or does provide witnesses in trafficking 
cases. 


F. The UN-IAP has established an excellent workshop for 
government officials on the recognition and provision of 
assistance to victims of sexual human trafficking. The 
workshops are intended to be self-sustaining 

officials becoming the workshop trainers. The workshops 
appear to be very effective and are being offered to an 
ever-expanding number of officials who interface with the 
trafficking issue (police 

officials 

Burmese Embassy staff in other countries and we have no 
information that these staff have instructions on engaging 
with NGOs working with trafficking victims. 


G/H. See \"A\" and \"B\" above; also \"Overview - |." 
End Report. 


2. (U) The Embassy point of contact on TIP is Poloff John 
Haynes 

haynesjd@state.gov. Time spent on preparing this report: 24 
hours by an FS-2. 

Martinez 
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hot gas 
and eyes 


3. (SBU) According to one source 

hospitalized as a result of the gas 

hospital by some time before February 19. Accounts differ on 
whether the victims included women. One source has claimed 
one woman miscarried after the attack. 


4. (SBU) When asked on January 29 about reports of a gas 
attack 

Chancery confirmed 

stressed that what actually happened was \"completely 
different\" from international reports. However 

to elaborate or to answer any more questions and referred 
inquiries to the province\'s International Cooperation 
Department (ICD). Subsequent attempts to telephone the ICD 
and the hospital where some gassing victims were reportedly 
taken have been unsuccessful. 


5. (SBU) After two Hmong eyewitnesses recounted the episode 
to the Evangelical Church of Vietnam (North) 

officials in Hanoi arranged for a meeting with the Ministry 

of Public Security 

the incident. However 

response. 


6. (U) The two sources separately provided Embassy copies 
of a report apparently written by Hoi Huong residents within 
about two hours of the gassing. They allegedly compelled 
three local officials involved in the incident to sign as 
witnesses. The following is Embassy\'s informal translation. 


Quote: 
Socialist Republic of Vietnam 
Independence - Freedom - Happiness 


A Report by Witnesses 


Today 

Huong hamlet 

province 

The reason is because we are Protestant Christians belonging 
to the Evangelical Church of Vietnam based at 2 Ngo Tram 
Street in Hanoi. At that time 

Dien Bien District Lai Chau 

the house. There were 23 people in this Plan 184 working 
delegation. At the same time we were about to start our 
worship service 

It had a hot smell and it penetrated our mouths 

eyes 
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Also at that time 

Bien or Da Dong. Six people who saw them were Vu A Tu 
A Vu 

six people heard the explosion set off by the three cadres 
who then helped each other out of the building covering their 
faces and noses 

of Dien Bien district 

police 

official. They were seen laughing 

Tien holding his head high. Meanwhile other cadres were 
outside or in the house next door. 


At this time Mr. Vu Sung So 
cadres leave the house and run away. 


Those who were strongly affected by the gas include: Giang 
Thi My 

Lau Thi Mua 

were other people affected as well. 


The people named became very sick and were taken to the Ban 
Khoan Hospital (in) Muong Nha commune. 

If after this something bad happens 

the 184 working delegation (or unit) must bear responsibility 

for the people sickened by the hot gas 

them. 


We wrote this report before 11:15 a.m. the same day. 
Report prepared by Lau Phai Senh (signature) 
Representative of the village Vu A Cong (signature) 
Witnesses (signatures) 

Vu Thi Lu 

Vu A Lau 

Sung A Vu 

Vu A Da (or Dia) 

VuATu 

Affirmed by village chairman Vu Nha Ca (signature) 
Working group (or unit) 184 (signatures) 

Vu A Chu 

Chang A Pao 

Lu Van Tien 


End quote. 


7. (SBU) Comment. This incident underscores the mix of 
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rumor and fact that complicate balanced reporting on 
religious freedom and practice in remote parts of Vietnam. 
What may have been GVN crowd control techniques to break up 
what appeared to local officials an illegal gathering under 
Vietnam\'s strict regulations on assembly led to 
unsubstantiated and apparently untrue international reports 
of poison gas and Christian martyrs. One of the most 
important factors preventing a more accurate picture of what 
really happened is the GVN\'s own self-defeating lack of 
transparency. 
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the only component. Ref a reported on VietnamVs drug 
treatment centers. END SUMMARY. 


2. (U) Vietnam offers two main forms of treatment for drug 
addicts. One is a network of drug treatment centers spread 
throughout the country. Some addicts are sent to centers 
for compulsory" treatment; others arrive voluntarily. 
According to the Standing Office of Drug Control (SODC) 
there are 73 centers at the provincial level 

capacity of between 50 to 3 

authorities support most centers 

by mass organizations 


3. (U) In addition to the national network of provincial 

drug treatment centers (ref a) 

drug treatment structure. (Comment: This is in line with 
Vietnam\'s V'vertical structure\" form of government as well as 
its tradition of \"mobilizing\" the population to help solve 

social and other problems. End Comment.) The \"National Law 
on Drug Prevention and Suppression 

Assembly in 2000 

treatment in its Chapter Four. The law 

general 

families 

home-based and community based detoxification. . .\" 


4. (U) Since the law\'s passage 

additional directives pertaining to community drug 

treatment. On May 15 

b) 

It stipulated that the minimum length of community treatment 
should be six months and that such treatment must be 
conducted in accordance with five steps developed by the 
Ministry of Labor 
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the Ministry of Health 

classification; (2) detoxification; (3) education; (4) work; 
and 

there are provisions for closer supervision over the addicts 
by local authorities 

in detoxification assistance if home treatment is 
unsuccessful. 


5. (U) According to Dr. Tran Xuan Sac 

Section Chief of the Department for Social Evils Prevention 
the goal of Decree 56 was to enhance the effectiveness of 
community and family-based treatment by having professional 
advice and some medicines more readily available. He opined 
that this could help relieve some of the pressure on the 
compulsory treatment centers. Dr. Sac noted that 

families are responsible for the most costs for this 

treatment (except detoxification) 

Vpreferential government loans.\" In an effort to encourage 
vocational education 

training to addicts also may receive such loans 

Local authorities subsidize the cost for the initial 

detoxification process (usually seven to 10 days) up to a 
maximum of 250 


6. (U) Following up on Decree 56 

interministerial circular in January 2003 that provides 
further guidance. According to the circular 

admitted to community-based treatment should also receive 
reeducation classes from the local authorities. However 
recovering addicts may be held \"criminally liable\" for 
continued drug use. According to Dr. Sac 

addicts undergoing community-based treatment who continue to 
use drugs \"may be sent\" to compulsory drug treatment 
centers 

necessary. 


7. (U) Dr. Sac noted that criteria regarding participation 

in community drug treatment vary among localities. This is 
due 

\"normally 

(i.e. 

said. According to Dr. Sac 

treatment as more suitable for less severely addicted 
individuals. The chairman of the local Peoplevs Committee 
makes the final decision on an individual\'s participation 
with the advice of an advisory committee consisting of the 
police 

various mass organizations 

Unions. 
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ON THE GROUND REALITIES 


8. (U) During poloffs\' visit to the Thuy Ai detoxification 
center in Hanoi\'s Hai Ba Trung district 

the official in charge 

center \"at the urging\" of their families or local 

authorities. His staff evaluates each addict prior to 
admittance to determine eligibility. Some addicts admitted 
are HIV-positive 

addicts were admitted for detoxification; among them were 
three who are HIV-positive 


9. (U) Dr. Dan said that addicts normally stay at his 
center about 10 days. He claimed that nearly all who enter 
the detoxification process complete it successfully. At the 
end of the process 

appear to be \"detoxified 

for home-based treatment. Dr. Dan could not say 
specifically what the \"treatment\" at home entailed 

noted that the addicts receive \"regular\" visits from local 
officials who \"encourage\" them to stay away from drugs 
and/or \"their drug-using\" friends. Dr. Dan said that he 
knew of no literature sent home with the addicts to provide 
advice to their families 

\"stays in contact\" and \"may make a home visit\" if the family 
so desires. While lamenting that the center has no trained 
drug counselors 

the detoxification center and medical training enables the 
staff to provide \"useful advice and support\" to recovering 
addicts and their families. 


10. (U) Dr. Dan noted that a recent survey of \"graduates\" 
from the community treatment in his local area concluded 
that the recidivism rate is \"about 72 percent.\" He said 
that 

treatment centers 

generally dealing with a less severely addicted population.\" 
(Note: The GVN claims a recidivism rate of about 80 
percent 

95 percent range 


11. (U) Tuyet Huong 

addicts that works with Dr. Dan\'s center 

holds \"voluntary\" weekly meetings at the center. At the 
meetings 

their efforts to stay away from drugs. There are also 
lectures from local officials 

avoid drugs as well as the value of various recreational 
activities and physical training. Huong said that she also 
works with local employers to help find jobs for recovering 


Column 3 

addicts. Huong noted that \"work is a very important part of 
staying away from drugs.\" During the course of our visit 
we spoke with two recovering addicts working in a nearby 
motorbike washing facility. With officials present 

said that the center had been \"very helpfulV to their 
recovery and they \"appreciated\" having a job and knowing 
there was a place they could go for activities and support. 
One of the recovering addicts noted that 

opportunity to participate in community treatment 

of others who had committed criminal acts and were \"forced\" 
by local authorities to go to drug treatment centers. 


12. (U) The community drug treatment services available in 
Chau Khe commune 

compared to Hanoi. Nguyen Khanh Lan 

department for Social Evils Prevention 

of Labor 

drug treatment has been an option in Bac Ninh since 1991. 
He added that 

than in Hanoi 

Vsignificant and growing drug problem" in the province. In 
terms of its socio-economic status and addict population 
Chau Khe commune 

\"typical 


13. (U) Nguyen Van Huong 

People\'s Committee 

only\" organized aspect of community drug treatment 
Similar to Hanoi 

detoxification process 

\"are supervised by their families 

mass organizations.\" According to Huong 
community center 

placement. Huong claimed that local officials and/or 
representatives from mass organizations cover outreach 
through periodic home visits. During these visits 
according to Huong 

need to stay away from drugs. However 

is about 85 percent 


14. (U) Lan and Huong separately emphasized the commune\'s 
need for more support to provide better services. Huong 

said that he had appealed for more provincial support 

without success so far. He lamented that the province will 

only contribute a \"modest amount\" for detoxification. With 
more resources 

provide professional services recovering addicts and their 
families. 


COMMENT 
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15. (U) From our discussions with MOLISA and review of 
available laws 

community drug treatment. Questions regarding the specifics 
of what actually happens when addicts return home were met 
with long-winded and rather vague responses. With further 
probing 

“community treatment" consists essentially of detoxification 
followed (or not even) by lectures on the evil of taking 

drugs 

compulsory center treatment as a potential threat or 
punishment for \"lapses.\" While local officials with whom we 
met appear committed to the idea of community drug treatment 
and rehabilitation as one way of dealing with the drug 

issue 

sector resources (felt most acutely at the local level) 

prevents a more comprehensive approach. Without significant 
help from the foreign donor community 

community drug treatment are unlikely any time soon. 
BURGHARDT 
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there for completing the LOA in the next several months. 
What remains is to work on the technical details.\" Vinh 
said that he would present an \"unofficial 

response to the DepartmentVs non-paper (ref) \"within a 
week.\" 


2. (SBU) Vinh said that he will have a heavy travel 
schedule over the next six weeks; however 

convene an interministerial meeting at the deputy director 
level \"soon\" and see where everyone stands. He left open 
the possibility that 

level 

level. 


3. (SBU) Without going into specifics 

Leahy language changes suggested in the DepartmentVs non- 
paper \"look good. The two \"toughest\" issues remaining 
continue to be those concerning tax liabilities and immunity 
status for temporary personnel assigned to future drug 
assistance projects. 


4. (SBU) Poloff told Vinh that the Department\'s non-paper 
from last October should serve as a roadmap when he carries 
out his interministerial deliberations. Vinh agreed to 

convey this message to his colleagues and leadership. 
BURGHARDT 
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their churches had been recognized by the ECVN 
government refused to accept this affiliation. Several 
letters reported authorities confiscating Bibles 

and even tables and chairs. (Septel will report on poloffVs 
February visit to Lao Cai 

receipt of these reports. When poloff asked about similar 
problems other Lao Cai Protestants had earlier reported 
provincial authorities denied the existence of Protestants 
in their jurisdiction.) 


2. (U) The letters come from individuals in several 

villages in four of Lao Cai\'s nine districts: Bao Thang 

Yen 

commune in Bao Thang district claimed a 100-person 
\"delegation to forbid faith\" composed of commune 

and provincial officials had arrived in the commune on 
October 6 

10. They told people not to pray and claimed that following 
Protestantism was really \"following America 

\"America\" was spreading this faith to undermine the 
Vietnamese Government. They reportedly claimed that Vietnam 
\"forbids\" Protestantism. In another village in the same 
commune 

and broke up a prayer meeting. Another delegation came on 
October 13 and tried -- unsuccessfully -- to \"force\" people 
to sign statements renouncing Protestantism. In yet another 
village in this commune 

prohibit faith\" arrived on October 13 

communal prayer 

then to make sure no one was praying. They reportedly 
threatened that those whose houses are used for communal 
prayer might be arrested or kept under house arrest. 


3. (U) Protestants in Dien Quan commune of Bao Yen 
district wrote that \"party and government cadres\" had 
claimed that anyone who doesn\'t renounce their faith \"must 
leave Vietnam\" and had claimed that Protestantism was from 
the U.S. and so people who refuse to renounce should go to 
live there. Officials came on at least two occasions in May 
2002 to urge people to renounce their faith 

refused. Residents in a different village in the same 
commune wrote that some people were pressured in detention 
to sign renunciations but nonetheless maintain their faith. 
Officials told them that not only were Protestants 

\"following America\" but were also \"reactionaries.\" 


4. (U) Another letter from Son Thuy commune in Van Ban 
district reported unsuccessful efforts by local authorities 

in November 2002 to forced people to sign renunciations 
stop communal prayers 

a different village in this commune 
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Vdelegation to prohibit faith\" tried on October 28 and 
November 1 to get people to sign renunciations of faith 
without success. 


5. (U) Protestant Hmongs in Bao Nhai commune of Bac Ha 
district reported that authorities had organized meetings 
\"many times\" to stress that Protestantism is an \"illegal 
religion\" that \"follows America\" and sometimes order 
believers to report to the police chief. They noted that 

they refuse to go. 


6. (SBU) Comment: These reports make clear that at least 
some local authorities in ethnic minority areas are 
attempting -- usually without great success -- to suppress 
the spread of Protestantism 

that this faith is illegal in Vietnam. Especially worrisome 

are the allegations of formal committees or offices set up 
for such a campaign 

in reftel 

denied that there is any widespread campaign to force 
renunciation of the Protestant faith. It is also striking 

that these letter writers usually indicate that they refused 
blandishments -- in some cases 

to induce them to renounce their faith. Virtually all the 

letter writers also noted that they only became Protestants 
in 1989 or 1990 

part of many Vietnamese officials that Protestantism is 
somehow \"non-Vietnamese.\" The frequent references to 
\"following America\" reflect the unfortunate belief by local 
officials that attempts by US-based evangelical individuals 
or groups to convert ethnic minorities are somehow part of a 
US \"plot\" against Vietnam. While Embassy does not have any 
firm evidence of a systematic campaign against Protestants 
even in ethnic areas 

will continue to raise this issue with local 

and national officials and urge greater respect for freedom 
of religion throughout Vietnam and among all faiths. 
BURGHARDT 
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HVAR. WHEN A WEEK LATER THE COMMISSION ANNOUNCED THE 
CANCELLATION OF THE SALE 

RESOLUTION ON THE CANCELLATION CONTAINED NO EXPLANATION OF 
WHY THE INTERNATIONAL TENDER WAS CANCELLED 

\"OMISSIONS\" OR \"FAILURES.\" IN A POLITICAL FLOURISH 

STATEMENT 

SUPERVISORY BOARD OF THE PRIVATIZATION FUND AND RELIEVED OF 
THEIR DUTIES DEPUTY PRIME MINISTER SLAVKO LINIC 

SOCIAL DEMOCRAT) STALWART AND PRIME PROMOTER OF 
PRIVATIZATION 

(HSS) 
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(NON-PARTISAN) 
MINISTER OF ECONOMY JURCIC (NON-PARTISAN). 


5. (SBU) THE HOLLOWNESS OF THIS GESTURE IS BETRAYED BY THE 
FACT THAT THE LAST PARAGRAPH OF THE RESOLUTION TASKS THE 
MINISTRY OF ECONOMY -- WHOSE HEAD WAS JUST RELIEVED OF HIS 
DUTIES ON THE SUPERVISORY BOARD BECAUSE OF \"OMISSIONS\" -- TO 
DRAW UP A NEW LAW REFORMING THE PRIVATIZATION FUND. 


6. (SBU) SINCE THE \"OMISSIONS\" WERE CONVENIENTLY NEVER 
CONFIDENTIAL 
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TREASURY FOR VIMAL ATUKORALA 
STATE PASS USAID E&E 
ROME FOR MAUREEN GREWE 


E.O. 12958: DECL: 02/13/2013 

TAGS: ECON 

SUBJECT: CROATIAN PRIVATIZATION HITS ROADBLOCK; 
IMPLICATIONS FOR IMF 


DEFINED 

PROPOSAL FOR \"REFORMING\" THE CPF ADDRESSES THEM. THE CURRENT 
PROPOSAL CIRCULATING EXPANDS THE SCOPE OF THE CPFYS MANDATE 
TO INCLUDE DISPOSAL OF STATE-OWNED REAL ESTATE AND TO BECOME 
SOMETHING OF AN INVESTMENT AND EXPORT PROMOTION AGENCY. THE 
PLAN APPEARS TO BE A HASTILY DUSTED-OFF VERSION OF ONE 
ORIGINALLY DEVELOPED UNDER EX-PRESIDENT OF THE PRIVATIZATION 
FUND AND LATER MINISTER OF ECONOMY 

WE HAVE NOT FULLY EVALUATED THE PLAN 

FLAW IS THAT IT DUPLICATES FUNCTIONS OF EXISTING AGENCIES 
ESPECIALLY THE NEWLY-CREATED AGENCY FOR EXPORT AND INVESTMENT 
PROMOTION. THE NEW PLAN WILL REQUIRE CONSIDERABLE PERSONNEL 
AND FINANCIAL RESOURCES AND TAKE SOME TIME TO GET UP AND 
RUNNING. 


7. (SBU) IN THE MEANTIME 
CPF CANNOT APPROVE NEW TENDERS. IT CAN CARRY OUT SOME 
ROUTINE BUSINESS 
PACKAGES OF MINORITY SHARES (USUALLY BOUGHT BY THE MAJORITY 
SHAREHOLDERS) 

CONFIDENTIAL 
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TENDERING OF COMPANIES 

CONTRACTORS. THE GOVERNMENT IS CASTING ABOUT TO FIND SOME 
WAY TO CONTINUE WITH THE MOST PRESSING ITEMS IN THE 
PRIVATIZATION PORTFOLIO -- INCLUDING SELLING OFF A NUMBER OF 
STATE AGRICULTURAL COMPANIES (AGROKOMBINATS) THAT ARE 
BASICALLY BANKRUPT. THE STATE DOES NOT EXPECT TO EARN MUCH 
REVENUE FROM THE SALE OF THESE COMPANIES 

THE AGROKOMBINATS WILL 

DESPERATELY NEEDED INJECTIONS OF CAPITAL AND MANAGEMENT 
KNOW-HOW. 


8. (SBU)IF THESE COMPANIES ARE FORCED TO SHUT DOWN 
THOUSANDS OF RURAL WORKERS COULD BE LEFT WITHOUT JOBS -- 
HARDLY A DESIRABLE RESULT FOR THE RURAL-BASED HSS. IN AT 
LEAST ONE CASE 

IN THE WINGS; IN ANOTHER A MANAGEMENT-EMPLOYEE BUYOUT WAS IN 
THE WORKS. THERE WAS SOME DISCUSSION OF HAVING THE CABINET 
APPROVE THESE TENDERS DIRECTLY. THE IDEA CURRENTLY BEING 
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FLOATED IS TO APPOINT AN INTERIM BOARD TO APPROVE A LIMITED 
NUMBER OF PRIORITY TENDERS. ONE THING IS CLEAR -- ONLY 
TENDERS WITHOUT A WHIFF OF CONTROVERSY COULD BE APPROVED. 


HEADACHES FOR THE WORLD BANK 


9. (SBU) IF THE AGROKOMBINATS ARE NOT PRIVATIZED 

BE ENORMOUS PRESSURE FOR THE GOVERNMENT TO INCREASE 

SUBSIDIES. IN WHAT IS AN ELECTION YEAR 

CAVE. THIS WOULD PUT PRESSURE ON THE GOVERNMENT\'S BUDGET 

PUSHING IT ABOVE ITS FIVE PERCENT OF GDP DEFICIT TARGET -- 

THEREBY IMPERILING CROATIA\S STANDBY ARRANGEMENT WITH THE IMF 
CONFIDENTIAL 
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AND THE DISBURSEMENT OF THE SECOND TRANCHE OF THE WORLD 
BANK\'S STRUCTURAL ADJUSTMENT LOAN. WORLD BANK SOURCES HERE 
SUSPECT THAT THE GOVERNMENT MIGHT MISS ITS SUBSIDY REDUCTION 
TARGET 

GOC\'S OTHER PRIOR ACTIONS. THIS IS FAR FROM CERTAIN 

UNIONS GEAR UP TO OPPOSE THE DRAFT CHANGES TO THE LABOR LAW 
WHICH AS SUBMITTED TO THE PARLIAMENT 

WORLD BANK CONDITIONS. 


CONCERNS ABOUT \"THE BIG ONE\" 


10. (C) MEANWHILE 

OVER INA 

THE GOC WOULD LIKE TO SELL OFF. WHILE THE INA PRIVATIZATION 
DOES NOT FALL UNDER THE PRIVATIZATION FUND 

POLITICAL AS THE \"NON-STRATEGIC\" PRIVATIZATIONS. THE 
GOVERNMENT IS KEEPING A TIGHT LID ON INFORMATION ABOUT THE 
BIDS 

THE RUSSIAN BID WAS THE BEST OF A BAD LOT 

THE SHUTTING DOWN OF THE REFINERY IN SISAK (A DEATH KNELL FOR 
THIS TOWN ALREADY STRUGGLING UNDER THE CLOSURE OF ITS 
OBSOLETE STEEL MILL) 

BID WOULD ALSO REQUIRE THAT INA PUT UP AN EVEN GREATER AMOUNT 
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OF CAPITAL INVESTMENT. AND THE OTHER BIDS WERE DESCRIBED AS 
EVEN MORE PROBLEMATIC. HOWEVER 

NEGOTIATING INTENSELY WITH AUSTRIA\'S OMV 

BEGIN NEGOTIATIONS WITH HUNGARY\'S MOL. LATELY 
SPIN-DOCTORS HAVE BEEN LEAKING THAT THE OMV BID IS THE 
FAVORED ONE. 


11. (SBU) UNFORTUNATELY 

JOB CONVINCING THE CROATIAN PUBLIC THAN THE BIDDERS THAT INA 
IS A CROWN JEWEL -- CLEANING UP ITS BOOKS BY WRITING OFF 

DEBT 
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THAT IS SLOWLY DETERIORATING -- AND THE RESULT WILL BE THAT 
ANY RATIONAL OFFER WILL PROBABLY BE ATTACKED AS SELLING OFF 
CROATIA\'S PATRIMONY FOR A SONG. IN THE CURRENT POLITICAL 
CLIMATE 

DECISION. WE HAVE SEEN THIS MOVIE BEFORE -- LAST YEAR THE 
GOVERNMENT\'S UNREALISTIC EXPECTATIONS CONCERNING THE PRICE 
TAG FOR STATE-OWNED INSURER CROATIA OSIGURANJE SCARED AWAY 
INVESTORS 


CONFIDENTIAL 


PAGE 03 ZAGREB 00491 03 OF 04 070944Z 

12. (SBU) FINDING A STRATEGIC PARTNER IS ESSENTIAL FOR INA; 
WITHOUT AN INJECTION OF CAPITAL 

FURTHER AND FURTHER BEHIND. IN A FEW YEARS 

UNABLE TO EXPORT TO WESTERN EUROPE BECAUSE IT WILL NOT MEET 
EU QUALITY STANDARDS. INA ALSO NEEDS THE MARKETING LINKS 
THAT A GOOD PARTNER WOULD BRING. NEVERTHELESS 
GOVERNMENT 

PUTTING CONDITIONS ON THE SALE - SUCH AS RETENTION OF ALL 
EMPLOYEES FOR THREE YEARS - THAT MAKE THIS PARTIAL SALE 
PROBLEMATIC. 


13. (C) IF THE INA SALE DOES NOT GO THROUGH 

PROGRAM WITH THE IMF COULD BE IN TROUBLE. THE IMF LETTER OF 
INTENT (LOI) SETS A DEADLINE OF ANNOUNCING THE RESULTS OF THE 
TENDER BY THIS MONTH. UNLESS A SWEET DEAL IS NEGOTIATED 
RESULT COULD BE THAT THE GOVERNMENT REJECTS ALL THE BIDS. 
THE LOI GOES ON TO SAY THAT IF PRIVATIZATION REVENUES (1.2 
PERCENT OF GDP FOR THIS YEAR) FALL SHORT 

MUST CUT SPENDING 

RISING. WHEN WE ASKED THE IMF REPRESENTATIVE WHETHER HE 
THOUGHT THE GOC COULD MAKE ITS REVENUE TARGETS WITHOUT A 
SUCCESSFUL INA PRIVATIZATION 

ADDITIONALLY 

REVENUES 

FRONT 

IS BEHIND SCHEDULE AS WELL. 


A SILVER LINING 


14. (SBU) A YEAR AND A HALF AGO 
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ASSISTANCE TO THE GOC FOR PUBLIC EDUCATION OF THE 
PRIVATIZATION PROCESS 

LOW-KEY CAMPAIGN BEGAN WITH ONLY THE SUPPORT OF THE DEPUTY 
PRIME MINISTER\'S OFFICE AND THE PRESIDENT OF THE CPF. WHILE 
PUBLIC OPINION POLLS SHOW LITTLE CHANGE IN ATTITUDES BY A 
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PUBLIC REFLEXIVELY OPPOSED TO PRIVATIZATION -- DECADES OF 
SOCIALISM UNDER TITO AND YEARS OF CRONY CAPITALISM UNDER 
TUDJMAN HAVE TAKEN THEIR TOLL -- ENTHUSIASM FOR THE EDUCATION 
PROCESS SPREAD AMONG OTHER PARTIES OF THE RULING COALITIO 
AND THE GOC EXPANDED THE PUBLIC EDUCATION CAMPAIGN WITH ITS 
OWN FINANCIAL RESOURCES. JOURNALISTS INCLUDED IN THE 
EDUCATIONAL PROCESS WERE EXPOSED TO PRIVATIZATION-REPORTING 
JOURNALISTS IN NEIGHBORING HUNGARY 

STORY 

HISTORY OF CROATIAN PRIVATIZATION. 


COMMENT 


15. (C) THE TWO MAIN COALITION PARTIES NEARLY DISSOLVED THE 
GOVERNMENT AND SOUGHT EARLY ELECTIONS OVER SUNCANI HVAR. 
WHILE WE KNOW THAT THE SDP AND HSS BURIED THE HATCHET TO 
AVOID EARLY ELECTIONS 

MERITS OF WHAT BROUGHT DOWN THE CROATIAN PRIVATIZATION FUND 
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HAS ADDED EVEN MORE DOUBT TO THOSE MISTRUSTFUL OF ANY SORT OF 
PRIVATIZATION. THIS IS AGOVERNMENT WITH MANY SOCIALIST-ERA 
DINOSAURS 

FIRMLY CONVINCED OF THE NECESSITY OF MARKET-ORIENTED REFORMS. 
THUS WHEN PUSH-COMES-TO-SHOVE 

CONSIDERATIONS EASILY TRUMP ECONOMIC REFORM. IT APPEARS 

THAT 

THAT COULD RESULT IN LAYOFFS 

EVEN WHICH COULD BE SEEN AS PROVIDING COMPETITION TO DOMESTIC 
FIRMS 

WILL PROBABLY LEAD TO VERY MARGINAL PROGRESS ON 

PRIVATIZATION 

REFORM. 

ROSSIN 
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used it over and over again. 


3. (U) Bizos asked Ben-Menashe to decipher the conversation 
between him 

purported CIA Deputy Director Simms when Tsvangirai and 
Johnson left the room at one point during their December 2001 
meeting in Montreal. Bizos also questioned Ben-Menashe about 
passages in which Ben-Menashe pretended to be on 

Tsvangirai 


SIPDIS 
Ben-Menashe reiterated previous claims that Tsvangirai had 
wanted Dickens and Madson to secure the CIA\'s help in 
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assassinating Mugabe. He also claimed that 

time during the trial and without any corroboration from the 
videotape 

ministers. 


Ben-Menashe Wasting Court 


4. (U) The court has spent an inordinate amount of time 

arguing over Ben-Menashe 

dealing with his over-the-top behavior. Before the recess 
Ben-Menashe was ordered to produce several documents 
including a certificate of registration and financial data 

for Dickens and Madsen (see reftel A). On March 3 

questioned Ben-Menashe about these documents and pressed the 
court to find Ben-Menashe in noncompliance of the court order 

to produce these items. On the morning of March 4 

Judge Paddington Garwe deliberated for more than an hour on 
whether the documents Ben-Menashe provided complied with the 
court order. At the end of the deliberations 

Ben-Menashe should explain what was produced and why some 
things were missing. During the afternoon 

more how Ben-Menashe was not in compliance. 


5. (U) Court proceedings were held up several times because 
of Ben-Menashe 

court adjourned half an hour early (before 16h00) as a result 
of Ben-Menashe 

the cross-examination 

saying \"The future president of Zimbabwe is nuts.\" Bizos 
told the court that he would sit down until the court 

addressed the matter. Garwe cautioned Ben-Menashe to watch 
his language 

before. Ben-Menashe then apologized 

if the apology were extended to his client. Ben-Menashe 
replied no and Bizos insisted that an apology be extended to 
his client forthwith. Garwe looked at his watch and declared 
that court would adjourn until the following morning. 


6. (U) The March 6 morning session opened with Garwe 
strongly castigating Ben-Menashe. He made the following 
points: 


--despite numerous warnings 

use inappropriate and insulting language; 

--in a court of law virtually everywhere in the world 

certain rules of decorum must be observed; 

--lawyers are expected to behave according to the ethics of 
their profession; 

--when a witness derides the accused 
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and contemptuous of the proceedings; 

--| hope this final warning will suffice and be taken 
seriously. 

Despite this castigation 

during the afternoon session on March 6 not to call the 
accused criminals but to refer to them as the accused. 


7. (U) Court was held up again for half an hour during the 
afternoon session on March 6 when Ben-Menashe asked the judge 
to dismiss him from the stand and allow him to return to 

Canada 

Ben-Menashe argued that the state had a vested interest in 

his being on the stand and that the defense was trying to win 
through a technicality and that was why he had been 

questioned for several weeks. Ben-Menashe also complained 
about having to answer questions repeatedly and accused the 
defense of prolonging the trial. 


8. (U) Bizos emphatically rejected the suggestion that he 

was responsible for the protracted trial and cited examples 
where catering to Ben-Menashe had delayed the proceedings. 
Deputy Attorney General Patel also rejected the suggestion 
that he was trying to drag the trial out 

when he had objected to the defense 

Garwe said he would make a ruling on the petition March 7 
but that Ben-Menashe would testify through the day. 


Interest Dwindling and Patience Thin 

9. (U) The week saw a marked decrease in the number of 
visitors in the courtroom. The lower gallery was between 
half and three quarters full. The upper gallery was 

relatively empty before the recess. The press area has been 
partially full with at least two-thirds occupancy. In 

addition to dwindling interest 

exasperation with Ben-Menashe could also factor into the 
reduced participation. 


10. (U) Garwe is clearly getting fed up with Ben-Menashe (and 
the slow pace of the trial) 

spelling out the consequences of inappropriate behavior. He 
has tried to speed up the trial by discussing--so far 

without success--ways to do so with opposing attorneys in 
chambers. 


Comment 


9. (C) The judge and lawyers are visibly tired of dealing 
with Ben-Menashe and the slow pace of the trial. Both Bizos 
and Patel sigh loudly and show other signs of exasperation 
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when Ben-Menashe goes off on a tangent 

responses to virtually every question. Earlier in the week 
defense counsel thought they would have completed the 
cross-examination by March 5 but given the constant 
interruptions and lack of cooperation by Ben-Menashe and 
Garwe 

cross-examination could go on for another week. End comment. 


SULLIVAN 
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Emphasis on ATS and Precursors.\" Embassy continues to 
support the project 

for more urgent programming elsewhere. As a fallback 
Embassy would support the suggestion of using USD 500 
intended for the now moribund Song Ma project for this law 
enforcement project. 


3. (U) Vietnam continues to face numerous challenges 
regarding the drug and crime situation 

lack of financing resources for technical drug control and 
crime prevention activities; (2) the possible re-emergence 

of opium poppy cultivation; (8) growing drug trafficking and 
consumption problems; (4) rising crime concerns connected to 
drugs 

in persons; and (5) restrictive internal policies regarding 

the sharing of drug intelligence information with foreign 
counterparts. 


4. (U) Within the UNODC country program for Vietnam 
enforcement has always been - with support from the USG - an 
important component of drug control. Through law 
enforcement projects such as this one 
agencies are in regular contact with the Ministry of Public 
Security (MPS). This allows foreign agencies to chip away 
at one of the toughest problems in dealing with Vietnam\'s 
drug problems - developing a cooperative counternarcotics 
relationship with MPS. Without a significant improvement in 
MPS cooperation with foreign law enforcement agencies 
project can serve as a useful conduit for better access to 
information and influence on decision-making 
UNODC to implement the multifaceted approach to drug control 
as envisaged by the UNODC mandate and the UN Conventions on 
drug control 
increased training 
become more aware of issues such as human rights 
international dimension of criminal and drug activities 
international cooperation 
With the US-Vietnam counternarcotics agreement still 
pending 
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cost-effective way of advancing the missionYs and USG\'s 
counternarcotics and law enforcement goals. 


5. (U) Significantly 

provision on drug profiling 

heroin profiling being conducted by partner laboratories 
abroad. While the profiling is linked to heroin only in 

this project 

other drug categories 

enable law enforcement authorities to have a better idea 
from where seized heroin is coming. The GVN has been 
extremely reluctant to cooperate with such profiling on a 
bilateral basis. 


6. (U) Action request: Embassy requests that INL consult 
with UNODC headquarters and favorably consider funding the 
UNODC project with the USD 500 

from other available sources. 

BURGHARDT 
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connected to the Palace\" had indicated the King would approve 
it. 


4. (C) The UML has not yet discussed the proposal \"in 
depth\" with the Maoists either 

subject in February with unidentified Maoists who attended a 
conference in Switzerland with him on conflict resolution. 
The Maoists\' reaction was ambivalent 

against it\" but unsure how an all-party government could be 
turned to their advantage. 


5. (SBU) Unfortunately for Madhav Nepal 

his party\'s campaign for multi-partisan unity was 
substantially overshadowed by press speculation of a 
potential split (again) in the UML\'s upper ranks. Bamdev 
Gautam 

that reunited with the UML one year ago 

censured by the Central Committee on March 6 for expressing 
pupblic support for the proposed constituent assembly 
advocated by the Maoists. (Note: The official party line is 
that the UML is \"open\" to discussing the idea; privately 
leaders have told us they do not support the proposal.) 
Khanal attempted to downplay the controversy 

the media had exaggerated the rift and denying that Gautam 
had been ordered to appear before the party\'s disciplinary 
committee. 
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6. (C) While the political parties have been united in 

their opposition to the non-party government appointed by the 
King in October 

replace that government has continued to elude them. Despite 
Khanal\'s optimism 

parties 

ensure their own leadership in an alternative interim 
government 

Madhav Nepal into office. The Maoists 

moderate UML as ideological traitors 

Gautam\'s decision to buck party authority by advocating the 
constituent assembly--the Maoists\' trademark demand--just as 
Madhav Nepal is trying to position himself as a national 

leader has the Maoists\' fingerprints all over it. Gautam\'s 

very public position will make it difficult for Madhav Nepal 

to project himself as capable of leading an all-party 
government when he cannot even ensure full support within his 
own party. 

MALINOWSKI 
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that by diversifying its tourism market 

to limit an operation\'s impact. Industry observers made 
clear that while they do not share the Minister\'s views 
understand that she must remain a cheerleader for the sector: 
if she cried that the sky was falling 

would fall that much more quickly and lead banks to move to 
foreclose on loans to the sector. Already many companies 
face bankruptcy 

financing costs of the renovations and projects they 
completed in the off-season. 


6. (SBU) Hoping for a Short War: Both Ulusoy and Koruyan 
agreed that a short war 

weeks 

and permit it to recover in a few years. However 

this case a significant impact is unavoidable 

uncertainty has already begun to affect bookings 

March is the month in which many summer reservations are made 
and in which airlines plan their summer schedules. Ulusoy 
reiterated a refrain we heard frequently last fall (and heard 
in Ankara this week as well) 

international exigencies had prevented the operation from 
being launched and completed in January and February. 
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7. (SBU) New Realities: Behind the high impact estimates are 
several new realities facing the industry. Turkey\'s 
competitors have already started using the possibility of 
military action against lraq to promote themselves at 
Turkey\'s expense. Ulusoy noted Greece\'s new pitch to the 
industry: \"Come to Greece 

neighborhood.\" Both Ulusoy and Koruyan noted that travel 
contracts 

(such as war) 

that travelers can be easily rerouted to back-up locations. 


8. (SBU) Interrupted Progress: The uncertainty caused by the 
Iraqi crisis has interrupted Turkey\'s strong rebound in 2002 
from the post-September 11 world tourism downturn. Koruyan 
characterized last year as a very good year 

Turkey had experienced the largest increase in tourism in the 
Mediterranean region. January figures continued that trend 
with total arrivals increasing by 18 percent from 2002 

EU arrivals increasing by 45 percent. Even arrivals from the 
U.S. and Japan 

\"lost markets\" for Turkey 

respectively (though U.S. tourism in Turkey is still barely 

half its pre-September 11 level). (Note: MOT officials are 

less willing to write off these markets 

Japanese tourists typically soend more per capita than their 
European counterparts. End Note.) Koruyan noted that Turkey 
has benefited from its price advantage over rival 

destinations in the Mediterranean: introduction of the Euro 

she suggested 

Greece (which saw a 5.6 percent decline in tourism in 2002). 


9. (SBU) Repackaging the Market: Koruyan also gave some 
credit for the strong results in 2002 to the Ministry of 
Tourism\'s new advertising campaign. While funding has 
remained flat at 50 million USD 

from Turkey as a general destination and towards emphasis of 
specific areas such as Antalya (especially popular among 
Russians) and Bodrum (popular with British and German 
tourists). It is easier to distance such resorts from Iraq 

than to distance Turkey as a whole 


10. (SBU) Key Tests: Both Ministry and Industry contacts 
stress that Turkey faces its key tests this month 

tourism fairs in both Germany and Russia 

key tourism markets (with 3.5 million and 950 
respectively in 2002). The industry pins special hopes on 
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the Russian market 

resistant than its European counterparts. But Ulusoy noted 
that even a charter package from Kazakstan was recently 
cancelled because of war concerns: V'I thought they were used 
to crises 


11. (SBU) Comment: Given the sensitivity of the sector to 
international conditions 

both continued uncertainty and/or a war is unavoidable. If 
quick and decisive 

can be overcome. They note too the potential upside from an 
end to uncertainty and from a regime change in Iraq. Ulusoy 
who professed strong support for U.S. goals in Iraq 
estimated that there are three to three-and-a-half million 
potential annual visitors to Turkey from Iraq and the broader 
Middle East who do not now travel because of the crisis. End 
Comment. 
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does not apply to the RNA.\" 


3. (S) Saran explained that the draft provision did not 
explicitly require that the security forces \"return to their 
barracks 

to RNA Chief of General Staff Victory Rana 

not currently conducting specific search and destroy 
missions 

unlawful behavior 

of Maoist uniforms 

Gaurav Rana (reftel) 

far-western region 


4. (S) Ambassador Saran indicated that Indian diplomats in 
Nepal are not in direct contact with the Maoists 

the GOI has opened other channels of communication with the 
insurgents. It was through these channels that the Maoists 
had conveyed complaints about the late-February arrest of 
several cadre in Patna 

\"if you break the law in India you will get arrested 

told Maoist leaders that if the party wants a formal dialogue 
with India 

of the border. 


5. (S) Saran indicated that the Maoists are being 

intentionally ambiguous about their support for the 

constitutional monarchy. When asked 

reportedly replied that the insurgents V'support multi-party 
democracy," but are \"mum\" on the question of the future of the 
constitutional monarchy. When asked if remaining mum was 
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an indication of support 

On the issue of a constituent assembly 

Maoist sources have stated that their advocacy of such an 
assembly is \"not written in stone.\" The Indian Ambassador 
agreed with Post\'s assessment that 

to abandon the peace talks 

intentions by instructing their agents first to begin citing 
incidents of alleged GON non-cooperation and publicizing 
complaints against the negotiating team. 


6. (S) Comment: Disagreement over the code of conduct could 
presage a pattern familiar from the first round of talks: 

impose an impossible demand on the GON and break off 
negotiations when the government fails to meet it. The King 

is highly unlikely to hobble the RNA as demanded 

since the Maoists have not disarmed. Rhetoric and complaints 
are likely to increase in the coming weeks 

proclaiming their commitment to the talks and decrying the 
GONN's purported failure to cooperate. History need not 
repeat itself 

Maoists are prepared to resume hostilities 

made it clear to us that he expects discussions with the 
Maoists to be protracted. Under such circumstances 
disagreements 
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implementation" Turkish markets were stable in morning 
trading 

financial package. End Summary. 


Ambassador Raises Budget with MinFinance 


2. (SBU) In an office call on MinFinance Unakitan March 7 

the Ambassador asked Unakitan about timing of passage of the 
budget. The Ambassador further noted the need for strict 
implementation of this budget 

confidence in the GOT\'s ability to realize the 6.5 percent of 
GNP primary surplus. 


3. (SBU) In reply 

passing the full-year 2003 budget in March rather than seek a 
second interim budget. He didn\'t predict when in March it 

would pass. Unakitan assured the Ambassador of complete and 
full implementation of the fiscal saving measures. \"The 

Minister of Finance is expected to be the tough guy 

long as you accept the role 
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Unakitan added that no GOT agency would be allowed to spend 
over its allocated amount (though he noted that overspending 
had been common in the past.) 


IMF Update 


4. (SBU) IMF Mission Director Juha Kahkonen provided us with 
an update March 7 on his discussions with the GOT on the 
Fourth Review. Kahkonen said there were three main issues 
remaining: 


-- Budget: As noted reftel 

provides for the necessary 6.5 percent of GNP primary 
surplus 

direct income support payments to farmers and social 
spending. Stressing that it was the GOT 

proposed these cuts 

to resolve this with the Bank. If the GOT restored the 
spending 

measures. 


-- Direct Tax Reform: The GOT wants to delay several 
sensitive elements of the tax reform. Fund staff have agreed 
to delay one -- related to Free Trade Zones -- but not the 
others. 


-- Redundant State Enterprise Employees: Per Kahkonen 
GOT has made no progress in determining how to achieve the 
program target. He said GOT bureaucrats raised the issue 
March 5 with Deputy PM Mehmet Ali Sahin 

for this issue 


5. (SBU) Kahkonen said that these issues could in theory be 
resolved in a couple of days 

GOT mustered the political will to make the necessary 
decisions. Similarly 

the budget depended on political will. Parliament could 

approve the budget quickly (maybe 7-10 days) if the GOT chose 
to limit debate; alternatively 

end of the month. If the GOT made the necessary political 
decisions to move ahead rapidly 

Fourth Review to the Board in early April. 
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Markets in Waiting Mode 


6. (U) Morning trading March 7 in Turkish financial markets 
was fairly light 

transaction volume in the domestic T-bill market (versus 

double that amount in morning sessions earlier in week.) 

T-bill yields were unchanged at 57.5 percent compounded. The 
lira depreciated 0.5 percent from yesterday\' close 

615 

morning trading. 
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market mechanisms 

companies to purchase and maintain existing refineries 
pipelines and depots. End comment. 


7. President Obasanjo offered a compromise in the 
ongoing legislative battle over the allocation of oil 

revenue between the federal government and those states 
from which oil is extracted (reftel). In a letter read 

to the Senate this week 

the earlier proposals by him and the National Assembly 
for demarcating what production is onshore versus 
offshore for revenue sharing purposes. Obasanjo had 
previously proposed that a 24-mile contiguous zone off 
the coastline should be used to determine which 
production sites are subject to the special derivation 

fund 

13 percent share of oil tax and royalties. The 

National Assembly\'s formula would have extended the 
reach of the derivation fund to the Continental shelf 

and the Economic Zone. Obasanjo now argues both plans 
have technical and political drawbacks 

proposes that all production lying within 200 meters of 
water should be subject to the derivation fund. 


8. An Exxon-Mobil representative confirmed that all 
existing producing oil fields lie within a 200-meter 
depth zone 

the Continental Shelf. This proposal would then place 
all deepwater oil discoveries not yet producing outside 
the scope of the derivation fund and within the sole 
purview of the federated account 
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are distributed on the basis of a complicated formula 
amongst the federal government and all states and local 
governments. 


9. Comment: The Exxon-Mobil representative noted that 
prior to last year's Supreme Court ruling defining 
onshore and offshore to the federal government\'s 
advantage 

each month from the derivation fund 

no revenue from that account as a result of the ruling. 
(The federal government has been providing the state 
600 million Naira per month in the intervening period 
according to our industry source.) He estimates that 
Obasanjo\'s proposal will provide Akwa Ibom with the 
same revenue it previously enjoyed. Thus 

anticipates the littoral states will support ObasanjoVs 
new proposal 

by the governor of Delta State. If this measure is 
successful in the National Assembly 

way toward shoring up political support for Obasanjo in 
the South South; the leaders from the Northern states 
however 

conferring benefit to the South. End comment. 


10. Exxon-Mobil has begun production from its Yoho 
development project two years ahead of schedule 
using a temporary floating 

loading (FPSO)vessel as an early production system 
(ESP). The Yoho project is a Mobil Producing Nigeria 
(MPN)and NNPC joint venture (JV) 

relatively shallow waters of Oil Mining Lease(OML) 104. 
The $1.2 billion project has estimated recoverable 
resources of 0.4 billion barrels of oil 

the first deployment of an ESP in West Africa. The 
Yoho JV will have a production capacity of 
approximately 650 

press reports indicate it is currently producing 90 

bpd 

already reaching or exceeding 100 


11. After a sometimes contentious two-year process 
federal government this week announced 31 companies who 
have won licenses to operate 24 marginal oil fields in 
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the Niger Delta. The fields may hold up to 2.3 million 
barrels of crude oil 

because each produces no more than approximately 5 
bpd 

economically unviable for the scale of their 

operations. The GON hoped to spur development of 
indigenous companies 

local jobs through the sale of these marginal fields. 

It reviewed bids from 66 companies 

state-owned firms. Presidential energy adviser Lukman 
called on the winning firms to aggressively develop 
their operations 

to assist these companies in raising capital. 
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sources emboffs spoke with. After departure of President 
Kufuor 

a government. As in the past 

remained allocation of the defense and interior portfolios. 
An initial proposal put forward for consideration had Prime 
Minister Diarra assuming direct responsibility for the 
Defense Ministry 

functions. Gbagbo\'s representatives apparently did not 
accept this. A subsequent configuration 

National Security Council 

representatives of all signatories to the Marcoussis Accords 
would jointly administer Defense and Interior 

rejected by Gbagbo\'s representatives. According to our GOG 
sources 

Council. 


4. (C) The talks 

continued far into the night and the early morning hours. 
President Kufuor returned to the beachside hotel 

guide discussions (which had proved unwieldy with ten 
delegations present). He left at approximately 3 a.m. 

the talks broke up at shortly after 4 a.m. In an early 
morning radio interview by Ghanaian Foreign Minister 
Owusu-Agyeman 

his trip to Burkina Faso 

bare \"fifty-fifty chance\" of resolving the impasse. Speaking 
rather somberly 

the fundamental problem lay: \"Gbagbo has to move.\" Ina 
later brief conversation with Polchief 

Secretary Chambas said 


SIPDIS 
are saying 
scheduled to depart today 


Column 3 
continue to work with the delegations. 


5. (C) Comment. We have the sense from our GOG sources 
that while the \"rebels\" are willing to make some compromises 
(they agreed to accept the Communications and Territorial 
Administration Ministries) 

exercising control over the Defense and Interior Ministries. 
Other parties appear ready to accept some mechanism whereby 
the two ministries are put in \"neutral\" hands 

the Gabgbo government. When talks resume at midday 

will do so without Gbagbo or Kufuor in Accra to either 
authorize agreement (for the former) or cajole results (for 

the latter). Fifty-fifty may be optimistic. End comment. 


Abidjan minimize considered. 
YATES 
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suggests that fraud and threats are common forms of 
recruitment. Usually traffickers choose pretty girls from 
poor families 

along the borders. Asians 

brought to Guatemala 

Those brought in have had to pay exorbitant rates for the 
voyage and for false documents. 


F. For countries of origin: Which populations are targeted 
by the traffickers? Who are the traffickers? What methods 
are used to target the victims? (Are they offered lucrative 
jobs 

friends?) What methods are used to move the victims (e.g. 
are false documents being used?) ? 


-- Sources in Guatemalan immigration indicate that victims 
trafficked from Guatemala are generally poor people looking 
for a better life for themselves and their families. The 
traffickers quite often approach these individuals and offer 
them jobs that would allow them to make regular remittances 
back to the family in Guatemala. The main target population 
for sexual exploitation is minors 

poor families or orphans. The methods of approach include 
promises of economic rewards 

parlors 

include flyers 

recommendations. The DePaul University study \"In Modern 
Bondage: Sex Trafficking in the Americas\" cites evidence of 
the following principal forms and agents of trafficking in 
Guatemala: 1) \"deceptions/false promise of employment\" by 
recruiters 

\"misadventure\" with alien smugglers and truck drivers; 3) 
abduction by common criminals; and 
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(primarily domestic) trafficking by friends and adolescents. 


G. Is there political will at the highest levels of 
government to combat trafficking in persons? Is the 
government making a good faith effort to seriously address 
trafficking? Is there a willingness to take action against 
government officials linked to it? In broad terms 

resources is the host government devoting to combat 
trafficking in persons (in terms of prevention 

prosecution)? 


-- The Attorney General\'s Office is currently investigating 
allegations of abetting illegal migration against the 

director of Migration and other immigration employees for 
possible alien smuggling. A former director was replaced 
after similar charges surfaced. Neither has yet been charged 
with a crime. 


-- The GOG has shown some will to combat trafficking 

much remains to be done. To combat both smuggling and 
trafficking 

American Commission of Migration Directors. The plan aims to 
address the problem of migration 

to Guatemalans in foreign nations 

victims who return 

development to diminish migration problems 

human rights of immigrants 

campaigns. The new agreement was signed in March 2001. In 
July 2001 

Sexual Exploitation of Minors and Adolescents. The Ministry 

of Foreign Relations also announced a special commission to 
advise the President on the general issue of migration 

has engaged in regular dialogue with Mexico on migration 
enforcement issues. 


-- On enforcement 

and the national police force to combat trafficking and has 

had some victories. A new computerized entry and exit system 
has yielded some positive results with respect to combating 
alien smuggling and should help fight trafficking as well. 
However 

per se. Most deportations were of Ecuadorians in transit to 

the U.S. who were probably victims of smuggling 

of trafficking. 


H. Do governmental authorities or individual members 
of government forces facilitate trafficking 

trafficking 

If so 

customs 

or others) receive bribes from traffickers or otherwise 
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assist in their operation? What punitive measures 
have been taken against those individuals complicit or 
involved in trafficking? Please provide numbers when 
available 

convicted and/or prosecuted. 


-- The involvement of government officials in trafficking has 
not been documented. However 

that corruption in the Guatemalan immigration service is 
widespread and involves the acceptance of bribes to allow 
individuals and groups to enter the country without proper 
documentation. Embassy believes some of this corrupt 
activity involves cases meeting the definition of trafficking 
in persons. 


-- No immigration officials have yet been prosecuted under a 
2000 law against alien smuggling. 


|. What are the limitations on the government\'s ability to 
address this problem in practice? E.g. 

police or other institutions inadequate? Is overall 

corruption a problem? Does the government lack the resources 
to aid victims? 


-- Lack of resources 

limitation on combating this problem 

narco-trafficking and other trans-border problems. With 
unlimited crying needs and acute politically charged demands 
on scarce resources 

trafficking is very difficult. There is also the problem of 
overall corruption that is pervasive throughout the GOG. 


3. (SBU) Prevention: 


A. Does the government acknowledge that trafficking is a 
problem in that country? If no 


-- In bilateral discussions about Migration Issues with 
Mexico since 1996 

to strengthen its efforts to combat the trafficking of 

migrants. The GOG has also acknowledged a related problem 
the sexual exploitation of minors. In July 2001 

approved a National Plan of Action Against the Sexual and 
Commercial Exploitation of Children and Adolescents in 
Guatemala. The Plan\'s strategic objectives include: 1) 
survey social 

contributing to the problem 

victims 

facilitating exploitation 

problem and advance the plan. The Presidential Secretariat 
for Social Welfare developed the plan in cooperation with 
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other government agencies. 


-- The Director General of Guatemalan Migration has 
acknowledged that trafficking in persons is a problem. The 
government does not have statistics 

authorities deport approximately 400 people from Central and 
South America through the border at El Carmen. Many of these 
people claim they had been taken with the promise that they 
would be able to enter the U.S. In Mexico 

obligated to work with no pay or else they are prostituted. 

Most of these people are probably victims of alien smuggling 
rather than trafficking. 


B. Which government agencies are involved in anti-trafficking 
efforts? 


--The following government agencies are involved in the 
anti-trafficking efforts: The Director General of Migration 
Immigration Defense from the Office of the Ombudsman 
Ministry of Foreign Relations 

Social Welfare 

Public Ministry 


C. Are there or have there been anti-trafficking information 
or education campaigns? If yes 
campaign(s) 


-- In December and January (2000-2001) the Embassy Public 
Affairs Office 

and three television ads produced. The ads ran heavily 
during these two months 

traffic period. In June 2000 

visits by two Guatemalan journalists on an INS \"border tour\" 
to report on the dangers of trusting alien smugglers 
(\"coyotes\"). A 10-day training program for four radio 
journalists from the border province of Huehuetenango in 
January 2002 had a similar emphasis. The journalists have 
helped to spread Embassy\'s message discouraging travel with 
smugglers. 


D. Does the government support other programs to prevent 
trafficking? (E.g. 

economic decision-making or efforts to keep children in 
school). Please explain. 


-- The Human Rights Ombudsman\'s office maintains an Office in 
Defense of Displaced and Migrant Populations which 

investigates cases of trafficking. They investigated one 

case in 2002 involving possible trafficking of a Salvadoran 
children 

permission and were not victims of trafficking. The 
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Ombudsman\'s Office also sponsored public information 
campaigns during 2002 warning intending migrants of the risks 
of illegal immigration and trafficking. Other governmental 
offices are dedicated to the Defense of Indigenous Women 
which provides legal advice to indigenous women victims of 
domestic violence and abuse 

issues 

during the period of this report. The GOG\'s Presidential 
Secretariat of Social Welfare coordinated GOG cooperation 
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with civil society groups including religious 

international NGOs under the National Plan of Action to 
Combat Sexual Exploitation of Minors. 


E. Is the Government able to support prevention programs? 


-- Government resources are severely strained and inadequate 
in many areas 


F. What is the relationship between government officials 
NGOs 
civil society on the trafficking issue? 


-- Many NGOs are working on gathering information 
assistance 

working at the Guatemala-Mexico border 

organizations working with women 

The government has provided some space for cooperative 
programs through the immigration offices and the Office of 
the Ombudsman. 


G. Does the government adequately monitor its borders? Does 
it monitor immigration and emigration patterns for evidence 

of trafficking? Do law enforcement agencies respond 
appropriately to such evidence? 


-- Guatemala 

rampant along both sides. The computerized entry-exit system 
is helping at the legal crossing points 

illegal crossing points available. Mexico deported 120 
Central Americans from Chiapas in 2002. Central American 
deportees from Mexico are transported by USG-funded bus 
service to the borders of El Salvador and Honduras under a 
cooperative program between U.S. 

immigration authorities. According to the local press 

main deterrent to the flow of migrants is the poor treatment 
of people who are detained in Mexico. 


H. Is there a mechanism for communication and coordination 
between various agencies 
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group or a task force? Does the government have an 
anti-trafficking in persons task force? Does the government 
have a public corruption task force? 


-- In order to provide a common forum for migration issues 

the National Association for Guatemalan Migrants has been 
created. This and other groups work together on human rights 
issues with the Presidential Coordinator of Human Rights in 
Guatemala. Since April 2000 the government formed a 
prosecutor\'s office for investigation and prosecution of 

public corruption cases. 


-- In 2002 President Portillo named a new Anti-Corruption 
Commission to implement a government initiative consisting of 
corruption prevention 

efforts will include efforts at professionalization of the 
public service 

information on public spending 

legislation. Control efforts will include improved internal 
regulations 

systems 

General of Accounts 

monitoring public spending. Sanctions efforts are intended 
to end impunity within and outside the government. 


l. Does the government coordinate with or participate in 
multinational or international working groups or efforts to 
prevent 


-- Yes. The Regional Commission of Central American 
Migration Directors meets regularly to discuss issues 
including trafficking. The International Migration 
Organization (IOM) has a regional office in Guatemala 
cooperates with the government on several bilateral projects 
to combat trafficking. Guatemala is a member of the 
11-member Regional Conference on Migration 

meeting of the Conference in March 2002. 


J. Does the government have a national plan of action to 
address trafficking in persons? If so 

involved in developing it? Were NGOs consulted in the 
process? What steps has the government taken to disseminate 
the action plan? 


-- No 
Sexual Exploitation of Children and Adolescents 
above. 


K. Is there some entity or person responsible for developing 
anti-trafficking programs within the government? 
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-- No 

of the Director of Migration under the Interior Ministry. 
The Ministry of Foreign Affairs is also committed to 
addressing the problem. 


4. (SBU) Investigation and Prosecution of Traffickers: 


A. Does the country have a law specifically prohibiting 
trafficking in persons? If so 

what laws can traffickers be prosecuted? For example 
there laws against slavery or the exploitation of 
prostitution by means of coercion or fraud? Are there laws 
being used in trafficking cases? Are these laws 

together 

persons? 


-- Guatemala has several laws that specifically prohibit the 
trafficking and smuggling of persons 

Immigration of 1998 (Legislative Decree 95-98) 

of the Criminal Code 

code. In addition 

that could be applicable. Guatemala has signed several 
international declarations regarding slavery. The penal code 
also regulates coercion and the sexual abuse of women against 
their will. 


B. What is the penalty for traffickers? 


-- The penalty for traffickers is 1-3 years in prison 

fine of 2 

rates). Penalties are increased by 2/3 if the victim is 

under 12 

profit 

abuse of authority. 

C. What are the penalties for rape or forcible sexual 
assault? How do they compare to the penalty for trafficking? 


-- The penalty for rape is 6-20 years 

forcible assault is 2-5 years. The penalties for trafficking 

are less severe and it is easy for traffickers and smugglers 
to buy their way out by paying a prosecutor or judge. 

D. Has the government prosecuted any cases against 
traffickers? If yes 

plea bargains 

penalties actually imposed in each case? Are the traffickers 
serving the time sentenced? If not 

indicate whether the government can provide this information 
and if not 


-- According to the DePaul Univ. report 
police have increased arrests for smuggling 
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identification of trafficking cases is not done.\" A possible 
exception to this statement are cases against illegal 
adoption 

persons were reportedly arrested and accused of trafficking 
in persons in two separate cases. However 

of no convictions. 


E. Is there any information or reports of who is behind the 
trafficking? 


-- There have been rumors that in cases involving the illegal 
adoption of minors 

involved. The Embassy believes that in some cases these 
rumors are true. 


F. Does the government actively investigate cases of 
trafficking? Does the government use active investigative 
techniques in trafficking in persons investigations? To the 
extent possible under domestic law 

electronic surveillance 

punishment or immunity for cooperating suspects used by the 
government? Does the criminal procedure code prohibit the 
police from engaging in covert operations? 


-- The GOG will investigate cases of trafficking 

victims usually do not press charges. Usually 

of these crimes are women or minors 

Access to the justice system for these people 

improving 

in Guatemala is that the adversarial system is very new. In 
addition 

ability of the National Civilian Police and the prosecutors 

to perform investigations. Undercover agents are not allowed 
under current law 

declared unconstitutional. This makes investigations of 
trafficking organizations more difficult. 


G. Does the government provide any specialized training for 
government officials in how to investigate and prosecute 
incidences of trafficking? 


--No 
government officials in investigating incidents of 
trafficking. 


H. Does the government cooperate with other governments in 
the investigation and prosecution of trafficking cases? If 
possible 

international investigations of trafficking? 


-- In order to cooperate with the governments of other 
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countries 

mutual legal assistance agreements. In theory 
facilitate cooperation between countries in carrying out 
investigations. 


l. Does the government extradite persons who are 
charged with trafficking in other countries? If so 

provide the number of traffickers extradited? Does the 
government extradite its own nationals charges with such 
offenses? If not 

extraditing its own nationals? If so 

doing to modify its laws to permit the extradition of 
nationals? 


-- Extradition 

nationals 

in various treaties and conventions. We are unaware 
however 

persons. 


J. Is there evidence of government involvement in or 
tolerance of trafficking 
If yes 


-- There is no evidence to suggest that the Guatemalan 
Government is involved in trafficking. There are allegations 
of individual corruption by government officials in relation 
to orphan adoptions. The United States and Canada have 
instituted strong controls to decrease the possibility that 
orphans go to those countries against the true desires of 
their biological mothers. There are several initiatives 
within the Government of Guatemala 

U.S. Embassy to reduce further the possibility of fraud and 
coercion in international adoptions. Most notably 

4 

Convention on International Adoption. 


K. If government officials are involved in trafficking 

steps has the government taken to end their participation? 
Have any government officials been prosecuted for involvement 
in trafficking or trafficking related corruption? Have any 

been convicted? What actual sentence was imposed? Please 
provide specific numbers 


-- The GOG has attempted to curb large-scale corruption and 
collusion with prostitution rings along its western border 
with Mexico by rotating police there every three months. 


L. Has the government signed and ratified the following 
international instruments? Please provide the date of 
signature if appropriate. 
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-- The ILO Convention 182 concerning the prohibition and 
immediate action for elimination of the worst forms of child 
labor was approved and ratified on August 21 

instrument of ratification was deposited on October 5 

It entered into effect internationally for Guatemala on 
October 11 


-- The \"Sale of Children Protocol\" supplementing the rights 
of the child convention 
the Congress of Guatemala on December 11 


-- The \"Protocol to Prevent 

in Persons 

UN convention against transnational crime 

the process of being reviewed by GOG agencies and 
institutions. 


-- Guatemala signed (September 7 

30 

Rights of the Child on the Sale of Children 
Prostitution and Child Pornography. 


-- Guatemala ratified the Hague Convention On Protection of 
the Child and Cooperation in International Adoption on March 
4 


5. (SBU) Protection and Assistance to Victims: 


A. Does the government assist victims 

providing temporary to permanent residency status 

from deportation 

psychological services? If yes 

country have victim care and victim health care facilities? 
If so 

care facilities? 


-- The government has announced plans to construct shelters 
for deportees along the Guatemala-Mexico border 

shelters are not functioning. The Public Ministry assists 
victims of crime through offices in all provincial capitals 
and major cities. Assistance to victims of sexual assaults 
consists of medical 

assistance. The Criminal Investigative Division of the 
National Police also provides referral services to victims 
and investigates sex crimes that may involve trafficking. In 
2002 

\"Casa de la Mujer\" for occupational training to trafficked 
women along the Mexican-Guatemalan border. 


B. Does the government provide funding or other forms of 
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support to foreign or domestic NGOs for services to victims? 
Please explain. 


-- We are not aware of GOG funding to foreign or domestic 
NGOs for services to victims. 


C. Are the rights of victims respected 
treated as criminals? Are victims detained 
deported? If detained or jailed 

prosecuted for violations of other laws 
governing immigration or prostitution? 


-- Undocumented foreigners are deported and given 72 hours to 
depart 
are not prosecuted. 


D. Does the government encourage victims to assist in the 
investigation and prosecution of trafficking? May victims 

file civil suits or seek legal action against the 

traffickers? Does anyone impede the victim\'s access to such 
legal redress? If a victim is a material witness in a court 

case against a former employee 

obtain other employment or to leave the country? Is there a 
victim restitution program? 


-- Victims are not actively encouraged to file civil suits or 
to seek legal action against traffickers. However 
free to do so. 


E. What kind of protection is the government able to provide 
for the victims and witnesses? Does it provide these 
protections in practice? 


-- If witnesses choose to come forward 

not normally provide any protection for them. However 
exceptional cases involving threats against witnesses 
Public Ministry provides police protection during and for a 
period after trials. 


F. Does the government provide any specialized training for 
government officials in the provision of assistance to 

trafficked victims 

children? Does the government provide training on protections 
and assistance to its embassies and consulates in foreign 
countries that are destination or transit countries? Does it 
urge those embassies and consulates to develop ongoing 
relationships with NGOs that serve trafficked victims? 


-- The government provides specialized training for police 
and Public Ministry officials serving victims. Training for 
embassies and consulates in foreign countries is also being 
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contemplated 

prohibit its embassies and consulates from developing ongoing 
relationships with NGOs that serve trafficked victims. 


G. Does the government provide assistance 
as medical aid 
repatriated nationals who are victims of trafficking? 


-- The Public Ministry 

pilot victimsV assistance centers in the capital in 2000 and 
expanded the program to include all provincial capitals and 
major cities in 2001. The centers are staffed by a social 
worker training in victim assistance 

care 

legal and psychological counseling. The centers are 
available to victims of trafficking as well as other crimes. 
The Criminal Investigative Division of the National Police 
also provides services to victims and investigates crimes of 
trafficking. 

H. Which NGOs 

types of services do they provide? What sort of cooperation 
do they receive from local authorities? 


-- The major NGOs that work with trafficking victims are 
\"Pastoral del Migrante\" from the Catholic Archbishop\'s 

office 

in the capital. Studies about trafficking are being carried 

out in Tecun Uman by Guatemalan think tanks including FLACSO 
and AVANSCO and the University of San Carlos. The NGOs 
provide shelter and medical and legal assistance. 


Embassy point of contact for trafficking in persons is PolOff 
Erik Hall. He can be reached at (502) 331-1541 

and by fax at (502) 334-8474. 
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went to northern Iraq through the Habur border gate. After 
a four-day break following the parliamentary refusal of 
deployment of foreign troops in Turkey 

transfer of troops to the Iraqi border. The U.S. is 

planning to set up a logistical center in Mardin 

operation center in Diyarbakir 

Ankara. In a `suddenvV change of position 

Parliamentary Speaker Arinc said on Thursday that approval 
of a new motion for deployment of foreign troops would not 
harm the parliament\'s prestige. "Those who want peace 
should be ready for war 

General Tommy Franks as saying that U.S. troops would do 
their best to prevent a possible armed conflict between 
Turkish troops and Kurdish peshmerges in northern Iraq. A 
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recent opinion poll conducted in 18 Turkish urban areas 
among 1697 respondents showed 84.2 percent against a war. 
82.7 percent opposed to transfer of U.S. troops to northern 
Iraq via Turkey 

and ports to foreigners. 88 percent believe the Turkish 
military should not engage in armed clashes with the Iraqi 
army 


Cyprus: Turkish Cypriot leader Denktas came met with top- 
level Turkish officials at the Presidency on Thursday to 

assess a common policy before the March 10 meeting with UN 
Secretary General Annan and Greek Cypriot President 
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Papadopoulos in The Hague. All papers believe that Denktas 
and the Turks have decided to reject the Annan proposal that 
the Cyprus plan be taken to referendum even without a signed 
agreement. The President\'s spokesman said after the summit 
that the UN plan was far from meeting Turkish expectations. 
Denktas held a meeting with AKP leader Erdogan before the 
summit. The lack of an agreement on Cyprus would be the 
largest obstacle on Turkey\'s path to EU membership 

said after the meeting. Papers report that a rally will be 
staged on Friday in the Turkish Cypriot sector against the 

UN plan. Denktas is expected to deliver a speech during the 
demonstration. 


Siirt special election: AKP leader Erdogan will likely win a 
parliamentary seat in Sunday's special election in the Siirt 
province 

political ban has been overturned. Leaders of the 
influential Nakhsibendi sect in Siirt have voiced open 
support to Erdogan 

having Erdogan 

deputy. 


EDITORIAL OPINION: Iraq 


\"The Chain of mistakes by the US\" 

Sedat Ergin analyzes US cooperation with Turkey on the Iraq 
process and notes where the US has gone wrong 

appeal Hurriyet (3/7): \"There are mistakes of the AKP 
administration at issue here 

mistakes or oversights which are directly Washington\'s 
responsibility. . When Assistant Secretary of Defense 
Wolfowitz first visited Ankara to express Washington\'s 
determination about Iraq 
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of political turmoil. Prime Minister Ecevit was having 

serious health problems 

dissolving. One of the coalition leaders was calling for 

early elections. Despite the turmoil 

felt confident of having convinced Turkey to cooperate in 
any possible military operation. Washington did not 

hesitate to start a dialogue about war preparations with the 
Ecevit government 

the election . Two weeks prior to the early elections 
Pentagon presented to Turkey a list of military demands. 
Ecevit gave no response 

swept to power in the elections was lacking experience in 
handling state affairs. Washington also miscalculated about 
the AKP\'s political roots by not taking into account 

probable difficulties in securing cooperation from a party 
with an Islamist tradition. The US ignored the possibility 

of AKP\'s strong opposition to the war. . Washington did not 
see the fact that the vast majority of the Turkish public 

was not convinced at all about the reasons for using a 
military option against Iraq. The US failed to see the fact 
that the memory of the problems created by the Gulf War -- 
terrorism and economic losses -- was very much alive in the 
minds of the Turkish people. Evidently the Bush 
administration ignored Turkey\'s sensitivities as part of its 
‘We 

for the deployment of a colossal number of American soldiers 
on Turkish soil 

negative psychological impact on the Turkish people. The US 
acted with a presumption that it was possible to force 
Turkey to accept all the demands 

flexibility in a diplomatic bargaining process. The pressure 
exerted by the US on Turkey in the last two months really 
pushed the limits of the relationship between the two 
strategic partners. Turkey was upset because of frequent US 
threats to implement a plan B. In reality 

happen and the US did not change the route of its aircraft 
carriers. . The US failed to meet Turkey\'s economic 

political and military concerns in a timely manner. The 
belated action on the US side to meet those demands or to 
answer the worries was another mistake on the American side. 
The US side made a serious tactical mistake by blocking the 
bargain with Turkey because of disagreements on minor 
issues. The American media was criticizing Turkey for 
bargaining too hard 

pressed for days about buying oil at Turkey\'s discounted 
price.\" 


\"Second decree\" 
Hasan Cemal opined in mass appeal Milliyet (3/7): \"Turkey 
deserves a much better state-affairs handling. Every organ 
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of the state structure has its share of responsibility. 

First and foremost 

Turkey is going through the most critical period of its 

history since the Turkish republic was founded. Let\'s make 
an effort and see the whole picture 

Take the Iraq issue: It is not only an issue for the lraqi 
Kurds 

integrity 

future of Turkey\'s relations with the US. Take the Cyprus 
issue: It is not only an issue for the Cypriots 

concern about Turkey\'s relations with the EU as well as its 
connection with the West. At this critical stage 

second decree (allowing US soldiers in Turkish soil) becomes 
even more important. V 


PEARSON 
6199 


3. (C) HALONEN ALSO VOICED FINNISH CONCERN ABOUT THE 
AFTERMATH OF A CONFLICT 

DEVELOPING NATIONS OF THE REGION. IT IS CRITICAL THAT THE 
INTERNATIONAL COMMUNITY REACH OUT TO NATIONS WHERE POVERTY IS 
RAMPANT -- WE NEED TO FIND WAYS TO MAKE CONNECTIONS. THE 
PRESIDENT ALSO EXPRESSED CONCERN ABOUT THE IMPACT ON THE 
POLITICAL STRUCTURES OF NEIGHBORING COUNTRIES 

THAT SHE WAS NOT WORRIED ABOUT IRAN. (SHE SEEMED TO BE 
REFERRING IN PARTICULAR TO SAUDI ARABIA.) THE AMBASSADOR 
SAID THE UNITED STATES IS EQUALLY CONCERNED ABOUT ECONOMIC 
AND POLITICAL STABILITY 

AND WAS COMMITTED TO A VISION OF A FUTURE OF HOPE FOR ALL OF 
THE MIDDLE EAST. IN THIS CONNECTION 

PUBLICLY-STATED WILLINGNESS TO PARTICIPATE IN RECONSTRUCTION 
IN IRAQ 


4. (C) THE PRESIDENT ASKED WHETHER THE AMBASSADOR THOUGHT A 
CONFLICT WAS INEVITABLE. THE AMBASSADOR SAID SHE HAD 
CONFIDENTIAL 


PAGE 03 HELSIN 00262 071504Z 

OBSERVED THAT DIPLOMATS OFTEN ANSWER A QUESTION WITH A 
QUESTION. FOLLOWING THAT MODEL 

PRESIDENT THOUGHT SADDAM HAD ANY INTENTION OF FULLY 
DISARMING. IT SEEMS HISTORY IS REPEATING ITSELF: IF HE DID 
NOT HONOR THE FIRST UNSC RESOLUTION ON IRAQ 

CHANCE THAT HE WILL HONOR THE EIGHTEENTH? 


5. (C) THE PRESIDENT AND THE AMBASSADOR ALSO BRIEFLY 
DISCUSSED HALONENVS BUSY SCHEDULE OF INTERNATIONAL VISITS 
OVER THE PAST YEAR. PRESIDENT HALONEN SAID AGAIN HOW MUCH 
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SHE APPRECIATED PRESIDENT BUSH\'S MEETING WITH HER LAST APRIL 
AND THANKED THE AMBASSADOR FOR HELPING ARRANGE THE VISIT 
ALONG WITH CALLS ON JUSTICE O'CONNOR AND SENATOR HELMS. IT 
IS CLEAR HALONEN IS ALSO STILL THINKING ABOUT HER VISIT TO 
CHINA LAST NOVEMBER. SHE SAID THAT FOR MANY NATIONS THE 
FUTURE LIES IN WORKING WITH CHINA. STILL THERE REMAINS MUCH 
FOR THE CHINESE TO DO IN THE HUMAN RIGHTS FIELD. SHE NOTED 
THAT SHE HAD BEEN CRITICIZED FOR NOT TAKING A STRONGER STANCE 
ON THIS ISSUE DURING HER VISIT. THE AMBASSADOR SAID THE SAME 
APPLIES TO IRAQ -- WHO HAS BEEN CONCERNED ABOUT THE HUMAN 
RIGHTS OF THE IRAQI PEOPLE? WHERE IS THE INTERNATIONAL 
OUTRAGE OVER THE ATROCITIES COMMITTED BY SADDAM AGAINST HIS 
OWN PEOPLE? 


6. (C) COMMENT: WE ARE STRUCK BY HOW MUCH MORE MODERATE 
PRESIDENT HALONEN'S PUBLIC STATEMENTS ARE TODAY THAN EVEN TWO 
YEARS AGO. ALTHOUGH FINLAND REMAINS A NON-ALIGNED NATION -- 
AND MANY FINNS REMAIN OUTRIGHT PACIFISTS -- HALONEN HAS MADE 
CLEAR IN A HIGH-PROFILE WAY HER VIEW THAT THE HEAT MUST BE 
KEPT ON SADDAM. IN DECEMBER SHE AND PM LIPPONEN TOGETHER 
APPROVED FINLAND\'S PUBLIC COMMITMENT TO AIDING IN 

CONFIDENTIAL 


PAGE 04 HELSIN 00262 071504Z 

POST-CONFLICT RECONSTRUCTION IN IRAQ 

MANY NATIONS HAD COME FORWARD WITH SUCH A COMMITMENT. TO 
SOME EXTENT 

LIPPONEN 

LIPPONEN HAS INDEED MADE USE OF HER STATEMENTS 

OPPOSITION CRITICISM OF FINLAND\'S IRAQ STANCE BY SAYING HIS 
GOVERNMEN IS IN LINE WITH THE PRESIDENT\S POLICY (REFTEL). 
MCELVEEN-HUNTER 
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INTERVENTION/MULTI-PARTY TALKS 

KIRKUK AND BADR CORPS PRESENCE IN N.IRAQ 
REF: A. ANKARA 1391 


B. ANKARA 1374 
C. ANKARA 1360 


Classified by Political-Military Affairs Counselor Stuart 
Brown. Reasons 1.5 b and d. 
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1. (S/NF) Patriotic Union of Kurdistan (PUK) \"Prime Minister\" 
Barham Salih met with Operation Northern Watch POLAD March 7 
in Ankara. Salih planned to raise with Turkish MFA and 
military officials later in the day what he characterized as 

the strong 

northern Iraq\'s people to any Turkish intervention there 

to note that Turkey was 

discussing it in public 

(KDP) leader Masoud Barzani a local hero. Salih also planned 
to tell the Turks that Turkey\'s humanitarian assistance plan 
needed to be coordinated and shared with the KDP and PUK 
administer the area 

duplication and waste resources 

misunderstandings. So far 

been made. When we asked him if there were plans for 
follow-up to the TGS-KDP-PUK-Iraqi Turkmen Front (ITF) 
meeting on military planning that took place Feb. 17 in 

Silopi 

if the USG sent a representative to the next round. On 

Kirkuk 

from rushing back to Kirkuk if Washington made a public 
commitment to the return of all the displaced through a 

legal 

proposal to unify KDP and PUK administrations now being 
considered by the KDP. End summary. 


2. (S/NF) In Ankara for talks with Turkish MFA and military 
Officials 

said he would leave Turkey for Washington March 8 and that he 
would be in Washington for a week 

in getting as many appointments in Washington as possible. 
We asked Salih how he would like to see Turkish involvement 
in northern Iraq during possible US military operations. 

Salih replied 

involvement. If push comes to shove and the coalition needs 
Turkey to be involved 

political rights will be protected 

involved in Iraqi Kurd-Turkoman politics 

have the right to tell the Turks to go home. We will need to 
have clearly defined and agreed to Turkey\'s mission 
engagement and depth of presence. V" 


Military and Humanitarian Coordination Lacking 
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3. (S/NF) We asked Salih if there were plans for another 
round of Turkey-KDP/PUK-ITF military talks to follow up the 
Feb. 17 Silopi meeting. Salih said the Iraqi Kurds were only 
interested in such a meeting if the US were represented as 
well. He said the US needed to tell the Turks and the Iraqi 
Kurds at the same time \"the way it was going to be.\" He 
noted that Turkey still had not shared with the KDP or PUK 
Turkish plans for humanitarian assistance 

claimed was why its troops needed to cross the border. Salih 
planned to say to the Turks that such plans must be shared 
and harmonized with KDP and PUK humanitarian assistance plans 
to maximize effectiveness 

avoid misunderstandings. He said this was not a political 
matter 

resources. 


4. (S/NF) Salih 

5 

irreconcilable about anything as he was about the prospect of 
Turkish military intervention. Salih told us he could not 
overstate the depth of anger among the people - not just the 
politically involved - in northern Iraq toward Turkey 

that Barzani was dangerously playing on that anger. Salih 
planned to tell the Turks that they were making Masoud 
Barzani a local hero by threatening military intervention in 
northern Iraq. Salih believed there was potential for a \"war 
within a war" between the Iraqi Kurds and the Turks. Such a 
situation 

play that card to complicate things for the US. He suspected 
the recent movement of SCIRIVs Badr Brigade forces into 
northern Iraq may have been designed in part by Iran to draw 
in the Turks. 


5. (S/NF) Turning to the Badr Brigade presence 
confirmed that approximately 1 
near Darbandikan in northern Iraq. They were there 
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under the terms of a 1996 SCIRI-PUK agreement to coordinate 
military activity against Saddam Hussein. When we asked what 
he thought their motivation was for deploying into northern 

Iraq 

said the PUK leadership was split on whether they represented 
an Iranian surrogate or a legitimate Iraqi opposition force 

but the PUK\'s hand against Iran was too weak to resist them 
given the 1996 agreement. Salih said he expected the Badr 
troops to cooperate against Saddam during the fight 

possible source of pro-lranian trouble-making during the 
transition period 

post-Saddam Iraq. 


6. (S/NF) When we asked Salih if he thought the PUK could 
ensure that displaced Kurds would not storm back to Kirkuk as 
soon as it was liberated (which could trigger a major 
complicating Turkish response) 

PUK would need a public statement from the US guaranteeing a 
political/legal process of restitution and repatriation that 
committed to getting people back to their original homes. 


7. (S/NF) We asked Salih for details on Ref A plans to unify 
KDP and PUK administrations and peshmerga forces. Salih said 
that for now 

political-military committee comprised of Masoud Barzani and 
Jalal Talabani plus four reps from each side. The PUK reps 
will be Salih 

Nushirwan Mustafa. Salih did not know who the KDP would 
propose for their reps. Salih said he had sent a letter to 
Masoud Barzani proposing the following unification plan: The 
administration would have a single \"PM\" (the KDP had the 
option of deciding who that would be); a unified cabinet 
including at least one Arab minister; two \"Deputy PM\'s\" - one 
Turkoman and one Assyrian (with the ITF to be given first 
chance at the Turkoman slot - if they refuse 

be offered to another Turkoman); and ministries and 
subordinate offices would be integrated slowly 

time. Salih\'s plan keeps regional finances separate until 
resolution of differences over revenue-sharing can be 
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bridged. 


8. (S/NF) Salih argued that rapid implementation of this plan 
would allow the KDP and PUK to consolidate their position and 
place them in a powerful spot to advocate federalism 

including their areas as one geographic federal unit in the 
post-Saddam environment. Masoud Barzani told Salih that the 
two sides needed to sit down and discuss the proposal 

Salih believed Barzani was unenthusiastic 

is riding on a ground-swell of popularity for opposing 

Turkey. Salih said KDP \"PM\" Nechirvan Barzani was unhappy 
with offering a Deputy PM\" slot to the ITF. Still 

said 


9. (S/NF) Salih told us that a few days ago the local Turkish 
liaison in Sulaymaniyah had come to him and suggested that 
the US 

secret plan to marginalize the PUK. We assured him this was 


SIPDIS 

not true. He said he knew it was not 

Turks were up to in suggesting it. Finally 

comment that if the Turks thought ITF Chairman Sanan Aga was 
the man to protect Turkey\'s interests 

mistaken. 

PEARSON 
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USING AIRSPACE AND AIRPORTS OF THE REPUBLIC OF CROATIA FOR 
THE NEEDS OF COALITION FORCES UNDER THE LEADERSHIP OF THE 
UNITED STATES OF AMERICA." THE PROTOCOL (FAXED TO EUR/SCE) 
WHICH WAS REFINED IN A SERIES OF INFORMAL DISCUSSIONS 
ESTABLISHES WHAT APPEAR TO BE REASONABLE GUIDELINES FOR 
NOTIFYING THE GOC OF UPCOMING OVERFLIGHT AND LANDING. 


- NO ADVANCE WARNING IS REQUIRED EXCEPT FOR A STANDARD FLIGHT 
PLAN FOR USE OF CROATIAVS AIRSPACE BY CIVILIAN AIRCRAFT WITH 
NO INTENTION TO LAND OR REFUEL; 


- AMINIMUM OF 24 HOURS ADVANCE NOTICE BEFORE AIRCRAFT 
ESTIMATED TIME OF ARRIVAL IS REQUIRED FOR USE OF CROATIA\'S 
AIRPORTS FOR LANDING AND REFUELING; 


- CROATIA DESIGNATES ITS AIRPORTS IN SPLIT AND PULA AS 
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DESIGNATED LANDING SITES 
THE CASE OF SPECIFIED NEED. 


4. (C) ASSISTANT MINISTER GRCIC POLIC EXPLAINED THAT 
ALTHOUGH THE PROTOCOL ONLY SPECIFICALLY AUTHORIZES THE USE OF 
AIRPORTS BY MD-11 
GROUP HAS DECIDED TO INTERPRET THIS AS \"AIRCRAFT SIMILAR TO 
THESE TYPES.\" DISMISSING AN EARLIER POTENTIAL POINT OF 
CONTENTION 

CONFIDENTIAL 
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PROTOCOL WOULD BE AUTHORIZED USING STANDARD CIVILIAN FLIGHT 
CLEARANCES 

AIRCRAFT." 


5. (C) GRCIC POLIC TOLD US THAT THE PROCEDURES AS SPECIFIED 
ABOVE WERE THE MOST FLEXIBLE HER INTERAGENCY WORKING GROUP 
COULD PRODUCE IN ACCORDANCE WITH THE FEBRUARY 26 DECISION; 
SOME MAY EVEN PUSH THE BOUNDARIES DEFINED BY CROATIAN LAW. 
SHE SHOWED US A COPY OF THE GOC INTERNAL STANDARD OPERATING 
PROCEDURES FOR ACTION TO BE TAKEN UPON NOTIFICATION BY THE 
USG -- THROUGH THE FOREIGN MINISTRY -- OF AN IMPENDING FLIGHT 
COVERED BY THE NEW PROTOCOL. THE PROCEDURES APPEARED TO US 
TO BE STRAIGHTFORWARD AND BUSINESSLIKE 

AVAILABILITY OF RESPONSIBLE OFFICERS IN CASE OF A REQUEST 
OUTSIDE OF THE NORMAL BUSINESS HOURS. 

ROSSIN 
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is not in the parliament 

cannot be assigned to him." Besides 

lots of AK deputies voted against the resolution 


anyway. 


6.) One final factor that gives comfort to AK in 

Siirt is the depth of religiosity in the 

province. (Note: In Ottoman times Siirt was 

known for its holy men and shrines honoring them 
are unusually common.End note) The religious vote 
in Siirt will go for AK 

CHP. 
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7). In all CHP headquarters we visited 

officials described a frustrating two-front 

battle. Firstly 

appeal to voters through ideas rather than 
through instant or promised \"pork 

prerogative of the party in power. Secondly 
seemed to be getting nowhere in their personally- 
made pleas to their DEHAP counterparts to vent 
protest via a CHP vote rather than abstention. 
The CHP in Siirt 

DEHAP there 

came from the top 

Siirt supporters. 


8) CHP believes that the popularity of the anti- 

war and anti-US-troops-in-Turkey stance of the 
party and CHP Chairman Deniz Baykal in particular 
is helping - but not enough. It would seem 

perhaps logical that Kurdish voters might reward 
the CHP and punish AK 

that proposed allowing US troops to come to 
Turkey and Turkish troops to go into northern 

Iraq. However 

put it 


9) No CHP official or supporter in Siirt told us 
that the party would be shut out 

would take all three seats. One seat 

turnout was high in Siirt City 

refrain. 


10) Not surprisingly 

members and supporters rejected the upcoming 
March 9 election as illegitimate and 
undemocratic. Noting that DEHAP was easily the 
major party in the province 

blocked from participating this time 

wondered. This was particularly galling 

noted 

insignificant parties - the Workers Party and the 
Communist Party - had been allowed to run this 
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time 

Communist Party is all but invisible in Siirt 

right now 

up posters and run some campaign buses; their 
slogan is \"No to American Soldiers!\" End note.). 


11) DEHAP people in Siirt do not feel warm 
towards AK Party. Their demands have not found 
resonance with this government 

are still waiting for the State to get off their 

back 

into practice 

the enforced isolation of Abdullah Ocalan 
general 

treating us like animals.\" Although DEHAP 
officials acknowledged the logic of expressing 
disappointment with AK by casting votes for CHP 
they said that a boycott and spoiled-vote 

strategy was preferable. The need to highlight 
the anti-democratic nature of this election - and 
of Turkish politics writ large - was the 

overriding objective. 


12) When asked to predict the likely outcome of 
the election in any case 

handicapped it as a likely 2-1 outcome 

either AK or CHP on top. 

HOLTZ 
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SUMMARY. 


2. (C) Harry was among the most prominent elite of the 
Kalabari southern ethnic minority. His outspoken criticism 
and political posturing for South-south ethnic groups put off 
or threatened erstwhile allies in politics and business 
alike. Harry had ample 

In December 2001 

to kill him 

cousin) Ipalibo Harry 

State gubernatorial candidate Sergeant Awuse 

naira for his bail a few days after the Civil Liberties 
Organization protested the detention as a violation of 
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Harry\'s freedom of speech. In February 2002 

press 

2003 

will not win because he doesn\'t have what it takes to win the 
election in Rivers State politics.\" 


3. (C) In contrast to the SSS perspective of the Harry-Odili 
relationship mentioned in ref A 

once to poloffs his personal ire at the mere mention of 
Harry\'s name. In a 2002 meeting with Odili 

General asked for his views on Marshall Harry and why Harry 
had been imprisoned on his orders. The Governor responded 
angrily 

asking about \"worthless criminals\" such as Harry. The 
suggestion that Harry\'s detention had been noticed as a 
possible human rights issue was enough to send Odili into a 
tirade. He said it was \"proper\" for police to detain Harry 
since he had accused the Chief Executive of Rivers State of 
plotting to kill hi. This was a \"serious accusation that 

should not be brushed aside. You cannot accuse the chief 
executive of a state without proof. It is a very serious 

matter 


4. (U) Harry\'s last days mixed public denunciations of Odili 
with praises of ANPP presidential candidate General Mohammed 
Buhari. In a press conference covered by the March 4 ThisDay 
newspaper 

launch of Buhari\'s campaign and said he would take his 
complaint directly to the Inspector General in Abuja. He 

felt victimized over the fee plus deposit of 7.5 million 

naira asked of ANPP to secure the Port Harcourt Liberation 
Stadium for Buhari\'s campaign launch on March 8; a few weeks 
before 

the same political venue. In a formal complaint addressed on 
March 3 to the Rivers State police commissioner 

stated: V'Since we started the preparation for the 

presidential flag-off campaign 

of arrest 

officials 

the assistance of the Police" (ThisDay 

Police 

the event that the police should \"fail\" to \"protect lives and 
property" of the ANPP 

and capacity to protect our supporters.\" He went on to 
accuse the Rivers government of \"buying police and army 
uniforms as well as guns and ammunitions to equip their 
standing army of murderers for the purpose of rigging the 
forth-coming elections.\" 
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5. (U) In his last interview with The Guardian newspaper 
printed on March 6 

| helped him to be there. He is not my enemy. He is the 
one telling people that | am his enemy 

criticism are based on his bad governance. He is not 
transparent and he is not honest with the people of the 
state. | criticize him based on principle.\" 


6. (U) Harry 

South-South minorities 

candidate to Obasanjo until his death. Harry told the 
Guardian: \"It is the president\'s game to set the minorities 
against the North.... We are political allies with the North. 
Watch out 

oil ministry is given to the southern minorities. This time 
Obasanjo gave us the minister of culture so that we should be 
dancing around 

four years. | have told you that Buhari is down to earth 

sees the problem of this country. He knows the grave 
injustice suffered by the minorities 

subjugated. Buhari would not have done what Obasanjo did in 
Odi. The mere fact that people were agitating for a fair 

deal out of oil derived from their area 

the killing of some policemen 

village? Buhari is a man who is coming to address the issues 
affecting the minorities. | am a minority.... and | believe 

in his honest disposition.\" 

7. (U) WPrimaries are a military creation to heat up the 
system 

undeveloped nation like ours. If you are talking about 
primaries in Britain and America 

Nigeria 

power. Nigerian politicians are driven by economic concern 
and are in politics to amass wealth. In the developed 

nations 


8. (C) Harry\'s political allies-turned-nemeses included most 
of NigeriaVs top power figures. In 1999 he allegedly 
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prevented Sergeant Awuse (now his brother\'s running mate) 
from obtaining the PDP\'s Rivers State gubernatorial ticket. 
In December 2001 

call for Igbo secession was \"the cry of a madman.V While 
chairing Rivers States PDP chapter 

chairman Barnabas Gemade\'s attempt to extend his term in 
power. He founded the \"Campaign for the Realization of a 
South-South President 2003\" (CRESSOP) 

implication that incumbent PDP President Obasanjo should not 
be reelected to office. When CRESSOP failed to mobilize a 
following 

(RDM) and is now campaigning against Odili. Harry and six 
others (including Don Etiebet 

chairman) left or were expelled from the PDP after a 
protracted battle over the party\'s direction in 2002. In 

April 2002 

in the North. The next president should come from the 
South-south 

July 2002 

Aikhomu and Etiebet himself 

position of power in the party 

South-South for their \"hidden agenda.\" In August 2002 
called the impeachment proceedings against Obasanjo \"long 
overdue.\" His pushing Buhari for the ANPP presidential 
candidate \"did not seem to go down well with aspirants like 
Bekinbo Soberekon and Sam Agwor.\" Despite all his battles 
said he had \"never been in a party that failed before.\" 


9. (C) So who killed Harry? Since at least 2001 

been proclaiming publicly his Hobbesian fear of 
assassination. Theories vary from the elaborate to the 
banal 


--\"Fifth columnists attempting to create tension between PDP 
and ANPP 

way for the military to step in.\" 

--Machiavellian frame up of Odili by an ANPP player 

would be the \"obvious\" suspect due to their prominent feuds. 


--Disgruntled ANPP presidential aspirants blocked by Buhari 
whom Harry adamantly supported. 

--Unauthorized assassination 

group in Rivers 

ties to the Rivers State government. The murder\'s Abuja 
venue may have been a deliberate attempt to deflect attention 
from politics in Rivers. 

--None of his political enemies 

business life instead. 
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--It was merely an armed robbery gone bad. 


10. (C) Rivers State Attorney General Aleruchi Cookey-Gam 
confirmed that police investigations \"are quietly underway\" 
both in Rivers and in Abuja. Because the murder took place 
in Abuja 

Toward the investigation\'s conclusion 

office will be asked for assistance regarding any arrested 
suspects. In the meantime 

authorities will lead the way. 

HINSON-JONES 
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2. (C) ANPP\'s rally for presidential candidate Muhammadu 
Buhari 

is still scheduled to take place at the Port Harcourt 

Liberation Stadium tomorrow 

Commissioner for Rivers State B.A. Hassan told poloff March 7 
that the police are \"prepared for a potential backlash 

he does not anticipate there will be a disturbance. He 
expressed confidence in the ability of his \"men on the ground 
to contain any problems\" and said they will \"meet with the 
political heads to reach an understanding\" that the event 
should go peacefully. He said he expects the leaders will in 
turn talk to their youth supporters to ensure that no 

violence will break out among them. 


3. (C) Despite hopes 

peace unpredictable. A rumor circulated earlier this week 
that youths would burn down the stadium in retaliation for 

the alleged higher fee charged for ANPPVs use of the facility 
than that recently charged for a similar PDP function. 

Rumors that the ANPP may display Harry\'s corpse at the rally 
could create a \"volatile emotional situation" and provoke 
supporters to \"go on the rampage 

report recently noted. \"The situation can also be hijacked 

by miscreants 


4. (U) ANPP National Chairman Don Etiebet was quoted on 
March 5 as saying 
the PDP government and Chief Olusegun Obasanjo responsible 
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for the gunning down of our members all over the country. If 
these intimidations and killings continue we have no option 
than to call on all Nigerians to defend themselves\" (Reuters 
\"Nigeria opposition chief assassinated.\" 3/5/03). 


5. (C) Human rights groups have reported that there is \"very 
strong suspicion in Port Harcourt that the PDP has a hand in 
the killing.\" Chris Newsom of Friends of the Ogoni People 
recently said: \"Marshall Harry\'s death is not a bolt from the 
blue. He had alerted the public of threats against his life 

for some time. The message people are taking from this is 
\'This is just the beginning.Y People are interpreting the 

act to be one of pure intimidation 

take Harry down 

say armed thugs referred to as \"Odili Boys\" continue to 
harass political opponents of Governor Odili. Over the past 
several months 

echoing Harry\'s accusation (septel) that the Rivers State 
Government has been directly arming thugs to maintain the 
incumbent\'s support. 


6. (C) Human rights activists and Rivers State government 
officials are concerned about their personal safety. 
\"Confidence in Port Harcourt regarding the safety of 

political players of all shades is very 

Newsom. Rivers State Attorney General Aleruchi Cookey-Gam 
told poloff on March 7 that officials Whave been advised to 

take proper caution 

except for a few pockets. Overall 

could be expected. Police are on the alert and working hard 

to maintain peace. Azibaola Robert 

Delta Human and Environmental Rescue Organization (ND-HERO) 
met with other human rights groups in Port Harcourt today 
(March 7) and will issue a statement calling for responsible 
parties to V'eschew bitterness and violence." Ledum Mitee 
president of the Movement for the Survival of the Ogoni 

People (MOSOP) 

Odili. MOSOP and other groups also plan to air a radio 
statement appealing for public calm. 
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7. (C) Official and NGO sources confirmed that the 
atmosphere is \"pretty calm\" now. On the night of March 5 or 
early morning of March 6 

medical clinic of the Secretary to Rivers State Government 
Abiye Sekibo 

minor damage. Press reports said one patient was injured and 
moved to a state hospital. Most targets have been \"property 
not people 

up. But no one has been killed 


8. (C) On March 5 

marched from Harry\'s Port Harcourt office through the streets 
toward the airport 

Marshall Harry?\" and \"Why him 

precaution 

\"high\" within Port Harcourt 

were burnt and people were brutalized. A Coca Cola truck was 
seized and the bottles used as weapons. Despite the presence 
of policemen on the airport road 

youths are targeting and vandalizing any government vehicle 

in sight.\" Multiple sources confirm that \"a couple\" of 

vehicles were burned 

vehicle. Government vehicles are now absent from Port 
Harcourt streets. Rivers State House of Assembly Speaker 
Rotimi Amaechi described Port Harcourt on March 5 to poloff 
as \"calm 

circulating.\" Lowering his voice 

of PDP 

unable to get him to elaborate on this remark. 
HINSON-JONES 
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1999 

a Nicaraguan-Colombian maritime dispute as a Colombian 
possession. The Honduran Association of Industries (ANDI) has 
estimated that the tariff has affected 55 business industries at 
acost of USD 210 million. In 1999 

implemented Honduran exports to Nicaragua totaled USD 74 million 
by 2001 they had decreased to USD 23 million and are continuing 
to decline. President Maduro announced 

introduce legislation to the National Congress that imposes 
retaliatory tariffs of 35 percent on Nicaraguan goods 

possibly on Nicaragua\'s use of Puerto Corts to distribute its 
products (full report in Ref A). 


Column 3 
Papaya Exports to the United States 


6. For the first time 

f 

papaya to the United States. To produce better quality the seed 
of the papaya has been genetically modified by the Agricultural 
Institute of Science and Technology. There are currently 28 
orchards and in March papaya growers expect a harvest of 30 
tons per hectare. By the end of June 2003 they hope to have 
increased production to 100 orchards. The papaya export is being 
facilitated by a USAID assisted hot water treatment project (to 

rid the papayas of medfly infestation). 


Cocoa Harvest to Decline by 70 percent 


7. This year\'s cocoa harvest is expected to decline by 70 
percent due to the Monilia plague that has destroyed most of this 
year\'s crop. The decline will affect 30 

cocoa production and cost the economy a loss of 50 million 
lempiras (USD 2.9 million). The industry is looking for 
government and international aid to obtain better fertilizers 
fungicides 

diseases. 


Impact of Illegal Logging on National Economy and Poverty 


8. A World Bank study 

Honduras and Nicaragua 

national economy and poverty. The investigation concluded that 
the governments of Honduras and Nicaragua lose USD 300 million to 
USD 1 billion annually from illegal logging in national 

and public forest. These losses include profits not received by 
the governments for the sale of the wood and tax revenue not 
received. Other economic losses that are not quantified are 
lower per capita income for the workers and lower levels of 
literacy and life expectancy. The study determined that in 
Honduras 70 to 80 percent of the annual cutting of hardwood and 
30 to 50 percent of the pine harvesting is illegal. It was 
estimated that annually USD 50 to USD 70 million 

illegal logging in Honduras 

reluctance of local officials to enforce logging laws. 


9. The study stated that companies who illegally log obtain the 
cooperation of local officials through bribery. To resolve this 
problem 

corruption less prevalent and use locals in detecting and 
reporting illegal logging activity. Recent efforts by Honduran 
authorities to stop illegal logging have been met with 
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resistance. On February 25 

illegal logging in Nahuaterique a town next to the El Salvadorian 
border 

400 local residents. This incident shows the difficulties the 

GOH faces in stopping illegal logging because it is sometimes the 
only source of income in the region. 


PALMER 
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cross-border joint venture could have both economic and 
political benefits for Abu Dhabi 

aluminum smelter project over to ADWEA -- the Abu Dhabi 
Water and Electricity Authority. ADWEA will work with the 
Omani authorities and the private sector (including Aluminum 
Canada - ALCAN) to move forward with the project 

should produce significant revenue and 

Oman 

smelter firm 

near-by competitor 

authorities were not pleased 

as they had been offered a chance to participate in the 
Sohar project but had declined 

only join in the venture if it were located in Dubai 

Emirate. \"Perhaps they thought we would not proceed without 
them 


4. (C) Comment: The UAE 

long-running border dispute with Oman last summer 

to significant cross-border investment (although the details 
that were shared with us focused more on tourism and road 
development along the coast between Muscat and Sur). The 
Fujairah desal plant 

the extensive Al-Ain farms and gardens of the Abu Dhabi 
shaykhs 

to reflect that broader strategic vision. Perhaps equally 
interesting is the success with which MBZ has used UOG to 
bring into his ambit two of his half-brothers 

Shaykh Dhiyab (whose mother is from the well-connected Al- 
Darmaki tribe and whose full brothers include Amiri Guard 
Chief Nahyan and Abu Dhabi Seaport head Said) as well as 
Hamed -- who as the head of Union Water and Electricity 
Company (UWEC) is overseeing the construction of the 
Fujairah plant. Hamed also serves as head of the Abu Dhabi 
Economic Department 

development plan for Abu Dhabi\'s Musafah industrial zone. 
Hamed\'s full brothers include the the de facto Interior 
Minister 

Investment Authority 

government\'s huge overseas investments. It is also worth 
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noting that UOG -- as an Abu Dhabi Emirate institution -- 
sought participation in the Sohar project from Dubal 
clearly believed that proceeding to cement ties with Oman 
even without such involvement was worth whatever ill 
feelings such action might engender in Dubai. 


Wahba 
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18). Ambassador asked to meet with Erdogan quickly to clear 
up directly all of Erdogan\'s misunderstandings. End summary. 


2. (C) In an extended meeting with ruling AK Party chairman 
Erdogan evening March 8 

co-chairmen Wexler (D-FL) and Winfield (R-KY) and Caucus 
member Rogers (R-MI)): 


--underscored that they had come to Turkey to express their 
concern at the potential damage to a six-decade friendship 
and alliance from the Turkish parliament\'s March 2 vote 
against U.S. troop deployment; 


--pointed out that the American people would be mindful of 
the reason for higher losses of U.S. troops if Turkey were 
not a part of the coalition; 


--emphasized that it would be inconceivable for the House of 
Representatives to turn down the mooted economic assistance 
package for Turkey if Turkey were in the coalition before an 
operation began; 


--noted that time is very short and pressed for a 
parliamentary re-vote the week of March 10. 


3. (C) Acknowledging he is focused on his campaign for 
election to parliament March 9 and subsequent assumption of 
the prime ministership sometime in late March 

he does not want to risk a second 

rushing the re-submission of the deployment resolution. He 
will need sufficient time to create the right atmosphere and 
then to plan next steps. Some members of the current AK 
government cabinet voted against the resolution 

he does not want to re-occur. One cannot trust the current 
government 
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Gul resigns after the election 

Therefore it may be necessary to await formation of the new 
government. Timing depends not only on unavoidable 
constitutional procedures but also on the willingness of 
President Sezer quickly to give Erdogan the mandate to form a 
new government. The re-vote would thus come in about three 
weeks 


4. (C) Erdogan amplified his views with assertions that his 
task is compounded by problems in U.S.-Turkish communications 
and on political 


5. (C) U.S.-Turkish communications: At the moment when he and 
the GOT leadership were exposing themselves to great 

political risk by pushing the resolution in the face of 

opposition from political parties 

\"ugly anti-Erdogan 

appeared in the U.S. press 

became convenient material for the opposition CHP to use to 
humiliate AK M.P.s and change votes. The USG has the power 
and influence to inform the U.S. media in the way it wants to 

(a remark which provoked disbelieving laughter from the 
Codel). 


6. (C) Political dimension: AK M.P.s were taken aback by the 
news which swept the assembly chamber before the vote that no 
Turkmen rep had been included in the six-man opposition 
leadership council announced by the opposition conference in 
Salahadeen 

see the Turkmen not given equal status with the Arabs and 
Kurds as principal ethnic groups in Iraq. In addition 

M.P.s were embittered by the news of the burning of a Turkish 
flag by Kurdish demonstrators in N. Iraq. They were angered 
by provocative statements by KDP leader Barzani 

benefited from Turkish protection 

Turkish diplomatic passport 

are now rampant that the U.S. is behind such anti-Turkish 
displays by the Kurds. The U.S. must above all prevent 
Barzani from making such statements. Then there was the 
March 8 statement by UK P.M. Blair that the coalition will 
block the occupation of N. Iraq by Turkish troops. You want 
Turkey in the coalition but then use a stick to threaten us. 

We have a very weighty State tradition and we regret these 
kinds of statements. We are watching carefully. We will 

wait until the situation settles down to bring the resolution 

to the floor again 
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7. (C) Military dimension: The citizens of Turkey had been 
under the impression that the 42 

would be based in N. Iraq. When the news suddenly broke that 
they would be based in S.E. Turkey 

public reaction 

allied against such a deployment. The negative campaign was 
compounded by U.S. demands to use airfields far from the 
front. The negotiations thus did not create confidence 

Erdogan averred. 


8. (C) Economic dimension: The U.S. side pushed the most 
important issues to a later date and refused to de-link the 
aid package from IMF conditionality. How could the U.S. 
insist on maintaining such linkage on the eve of a war with 
all the risks that entails 

objected to paying $100 

credit line will depend on Congressional approval. But 
Congress won\'t approve the package -- if at all -- until two 
months after the operation begins 

last only a week. Turkey will face immediate needs but will 
have to await the by-no-means certain outcome of Congress\'s 
deliberations. What if Turkey takes advantage of the offer 
of an $8.5 billion bridge loan but then Congress fails to 
pass the package? How will Turkey repay this loan? 


9. (C) Codel and Ambassador Pearson rejoined that: 


--The bridge loan will be available the day the operation 
starts. 


--Speaker of the House Hastert gave Fonmin Yakis and State 
Minister for the Economy Babacan a commitment -- 
unprecedented in the Ambassadors memory - that if President 
Bush wants the package 


--The USG has persuasive answers for all the questions 
Erdogan raised 

down so that the U.S. can clear up any misunderstandings on 
the Turkish side. Ambassador told Erdogan he would meet him 
at any time the weekend of March 8-9 if necessary to clear up 
all the remaining misunderstandings. 


10. (C) In a subsequent pull-aside between Erdogan and the 
Ambassador and Codel 
extended timetable Erdogan laid out 
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Baghdad before the Turkish parliament reconsiders the 
deployment resolution. Time is of the essence. Turkey needs 
to take the decision soonest. Erdogan replied that he will 
need \"ten days\" (until March 17 or 18). 

PEARSON 
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that this process of \"invitation\" had only been 
necessary in a small number of cases; he was 
pleased that the vast majority of registrations had 
been purely voluntary. 
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CLAIMED THAT THE U.S. IS PLANNING TO DIVIDE IRAQ 

COUNTRIES LATER 

EDITORIALS CRITICIZED THE MILD U.S. REACTION TOWARDS ISRAELI 
KILLINGS OF PALESTINIAN CIVILIANS. END SUMMARY. 


2. LOCAL AND REGIONAL PRINT AND BROADCAST MEDIA FEATURED 
COVERAGE AND REACTION TO RECENT REMARKS ON IRAQ BY SECRETARY 
POWELL AT THE CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES AND 
PRESIDENT BUSH DURING THE MARCH 6 WHITE HOUSE PRESS CONFERENCE. 
ABU DHABI TV 

AND NEW ARABIC NEWS CHANNEL 

OF THE MARCH 7TH UNSC DELIBERATIONS WITH COMMENTARY IN ADDITION 
TO ANALYSIS OF SECRETARY POWELL\'S AND PRESIDENT BUSHYS RECENT 
REMARKS. 


3. COMMENTING ON ALLEGED U.S. PLANS FOR IRAQ AFTER THE 
ANTICIPATED ATTACKS 
EDITORIALIZED ON 3/09: 


V... AMERICAN OFFICIALS REVEALED THAT IRAQ WILL BE DIVIDED INTO 
THREE AREAS: NORTHERN 

UNDER THE SUPERVISION OF THREE AMERICANS: THE PREVIOUS AMERICAN 
AMBASSADOR TO YEMEN 

GENERALS. THIS ... WILL ALSO DIVIDE IT INTO ETHNIC AND SECTARIAN 
ENTITIES 

WHATEVER IS LEFT OF IRAQ. THIS IS A SAMPLE OF WHAT AWAITS OTHER 
ARAB COUNTRIES 

STRATEGY IN THE MIDDLE EAST FOR THE PERIOD AFTER 9/11 

TO RESHAPE THE REGION GEOGRAPHICALLY AND POLITICALLY IN 
ACCORDANCE WITH THE AMERICAN AND ISRAELI INTERESTS ...\" 


4. COMMENTING ON THE MARCH 7TH UN SECURITY COUNCIL MEETING 
KHALEEJ\" EDITORIALIZED ON 3/08: 


V... FRANCE 
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SUMMITS SAY: \'NO TO WAR.\' PEOPLE AROUND THE WORLD HAD AND ARE 
STILL HAVING ANTI-WAR DEMONSTRATIONS. DESPITE ALL THIS 

THING THAT THE U.S. CAN THINK OF IS FABRICATING EXCUSES FOR ITS 
ATTACKS AGAINST IRAQ. THE MEANING OF ALL THIS WAS SUMMARIZED BY 
THE SYRIAN FOREIGN MINISTER WHEN HE SAID: VITYS JUST ARMED 
BURGLARYY AND NOTHING ELSE. GEORGE BUSH\'S REMARKS (INDICATING) 
NO REQUIREMENT FOR INTERNATIONAL AUTHORIZATION CONFIRM THIS. THE 
BURGLARY BEGINS WITH THE ASSASSINATION OF INTERNATIONAL 
LEGITIMACY 

IS HAPPENING IN PALESTINE AND WILL HAPPEN IN IRAQ ARE GOOD 
EXAMPLES OF THAT" 


5. UNDER THE HEADLINE \BUSH\S COWBOY MENTALITY 
BUSINESS-ORIENTED \"AL BAYAN\" EDITORIALIZED ON 3/08: 


V... PRESIDENT BUSH ANNOUNCED: VIF WE NEED TO TAKE ANY ACTION 
AGAINST IRAQ 

RIGHT TRANSLATION OF THIS IS: IF THE UN DOES NOT ABIDE BY OUR 
ORDERS AND DOES NOT APPROVE THE KILLING OF IRAQ 

NEED FOR IT (THE UNITED NATIONS) AND EVERY MEMBER SHOULD JUST 
LEAVE NEW YORK AND GO BACK TO WHERE S/HE CAME FRON ...\" 


6. COMMENTING ON THE U.S. SILENCE TOWARDS THE SITUATION IN 
PALESTINE 
EDITORIALIZED ON 3/08: 


V... THE U.S. SILENCE TOWARDS THE CRIMES COMMITTED BY THE BUTCHER 
SHARON AND THE GANG OF KILLERS AROUND HIM MUST BE CONSIDERED 
COLLUSION. IN FACT 

PLACE IN PALESTINE REPRESENTS AN ACTUAL PARTICIPATION IN THE 
CONTINUOUS CRIME AGAINST OUR BROTHERS IN OCCUPIED PALESTINE ...\" 


7. COMMENTING ON THE SUICIDE OPERATION IN HAIFA 
EDITORIALIZED ON 3/07: 


V... THE HEROIC OPERATION IN HAIFA PROVED WITH NO DOUBT THAT ALL 
ISRAELI GAMBLES ARE ALWAYS DOOMED TO FAILURE AND THAT NO 
COLONIALIST WILL BE SAFE OR SECURE AS LONG AS THE OCCUPATION AND 
ATTACKS ARE STILL GOING ON ...\" 


8. DESCRIBING THE UAE INITIATIVE AS VTHE SAFE EXIT 
BASED SEMI-GOVERNMENT \"AL ITTIHAD\" EDITORIALIZED ON 3/07: 


V... IN RESPECT ΤΟ THE GIVEN FACTS 

MOST PRACTICAL PROPOSAL AND PRECIOUS ADVISE THAT COULD SAVE FACE 
FOR ALL PARTIES. IT REPRESENTS A SAFE EXIT 

EVERYONE FROM THE CRISIS. IT IS ALSO THE ONLY WAY TO REMOVE THE 
SPECTER OF WAR AND DESTRUCTION FROM IRAQ.\" 


9. COMMENTING ON THE SITUATION IN PALESTINE AND THE 
INTERNATIONAL COMMUNITY\'S ATTITUDE TOWARDS SUICIDE BOMBINGS 
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BAYAN\" EDITORIALIZED ON 3/07: 


V... IT WONT BE A SURPRISE IF WE ARE TOLD THAT THE BUTCHER 

SHARON HAS ORDERED MORE MASSACRES AND MORE PALESTINIAN TRANSFER 
AND BANISHMENTS. ARABS\' PREOCCUPATION WITH THE IRAQI CRISIS 

SHOULD NOT MAKE THEM INADVERTENT OF THE ISRAELI CRIMES. AN 

UNIFIED ARAB MOVE TO PROTECT AND SAVE THE PALESTINIANS FROM DAILY 
ANNIHILATION IS NEEDED." 


10. COMPARING THE RESOLUTIONS OF THE RECENT OIC SUMMIT AND NAM 
CONFERENCE 


V... THE TIME HAS COME FOR THE INTERNATIONAL COMMUNITY\'S 
SEPARATION BETWEEN VEVILV 

YGOODV 

GERMANY 

WORLD. THE BATTLE IS STILL AT ITS BEGINNING 

MUSLIMS ARE REQUIRED TO HAVE A SAY IN ACTIONS AND NOT IN WORDS 
ONLY" 


11. CRITICIZING THE OIC SUMMITYS RESOLUTIONS 
EDITORIALIZED ON 3/06: 


V... THE DOHA SUMMIT FOLLOWED THE FOOTSTEPS OF ALL OTHER ARAB AND 
ISLAMIC SUMMITS IN ANNOUNCING MANY ENTHUSIASTIC RESOLUTIONS 
WITHOUT A SOLUTION FOR THE COMPLICATED AND DANGEROUS ISSUES THAT 
MIGHT AFFECT THE ARAB AND ISLAMIC WORLD ...\" 
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but it is more important now than ever to advance Buhari\'s 
campaign 


2. (C) According to a source in the Presidency 

a thousand soldiers have been deployed to Port Harcourt to 
help stem any outbreak of violence there in the aftermath 
of Harry\'s death. Additionally 

Governor Peter Odili has contacted the Presidency to urge 
Obasanjo to cancel BuhariWs rally in the area due to 
Wsecurity concerns." 


3. (C) COMMENT: Harry\'s death in close proximity to 
Buhari\'s official campaign starting could serve to inflame 
an already uneasy electorate. From what it appears 
Buhari campaign will exploit Harry\'s exit for all it is 
worth. They hope it will energize what has been a 
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heretofore lackluster 

door for Buhari to appeal to voters in the important South- 
South region. This weekend 

confrontation over campaign rallies. Buhari 

to gain from staging the rally 

extension 

Marshall Harry does not fade away quickly 

for a showdown over the weekend. If so 

up tensions significantly as Nigeria head into the last 
month before elections. 

JETER 
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| RECEIVED WITH GREAT PLEASURE YOUR NOTE 
CONGRATULATING ME ON THE OCCASION OF EID AL ADHA 
WITH ALL THE GOOD FEELINGS THAT THE MESSAGE CARRIED 
TOWARDS US AND THE PEOPLE OF THE UAE. 


| WISH YOU MANY HAPPY RETURNS OF THE DAY TO YOU AND 
THE AMERICAN PEOPLE 

THE RELATIONS BETWEEN THE TWO FRIENDLY COUNTRIES 
PROSPERITY IN ALL THE VARIOUS FIELDS 

TO ACHIEVE OUR MUTUAL INTERESTS." END TEXT. 
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policies that impede Burma\'s transition to democracy\" shows 
that American and E.U. consular officials refuse to issue 
visas to more or less the same people 

different reasons. Although the two approaches yield 

similar results 

easier to implement. END SUMMARY. 


The U.S. Visa Ban 


2. A 1996 Presidential Proclamation bans entry into the 
United States 

Burmese government officials and \"other persons who 
formulate 

Burmavs transition to democracy\" and their immediate family 
members. Such persons are ineligible to receive visas 
under the Immigration and Nationality Act (INA) 

212(f). 


3. Individuals in the following categories (and their 
immediate families) are subject to INA Section 212(f): 

-- State Peace and Development Council (SPDC) members; 
-- Government ministers; 
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-- Senior officials of the Union Solidarity and Development 
Association (USDA); 

-- Other senior government officials above the rank of 
colonel or director general. 


These categories overlap to a large extent. For example 

the Minister of Defense is an SPDC member and USDA senior 
officials are either SPDC members or cabinet ministers. 

Some ministers and all SPDC members are generals. 


4. These categories are enumerated for ease in 
implementation; however 

individuals who fall within these categories. Any other 
person \"who formulates 

policies that impede Burma\'s transition to democracy" could 
be found ineligible to receive a visa under Section 212(f). 


5. For practical reasons 

specific individuals 

ineligible under 212(f). U.S. embassies and consulates 
accept visa applications from any applicant physically 
present in their consular districts. Consular sections 
around the world could not be expected to recognize specific 
individuals. Any Burmese applicant who lists a rank above 
colonel or a title above director general on his/her visa 
application should be refused 

apply. Also 

personnel changes at the senior levels 

be widely or promptly reported. Maintaining an up-to-date 
list of individuals ineligible under Section 212(f) would be 
time-consuming and difficult. 


The E.U. Visa Ban 


6. The E.U. annually develops a list of specific Burmese 
officials who are ineligible to receive visas. Their list 
could be divided into the following categories: 

-- SPDC members; 

-- Potential SPDC members: 

-- Regional commanders; 

-- Cabinet ministers (includes deputy ministers); 


7. All of the individuals listed by the British Embassy in 
July 2002 fall into one or more of the categories used to 
implement the U.S. visa ban. However 

officials that might fall into the U.S. catch-all category 

of \"other senior government officials above the rank of 
colonel or director general\" may not be specifically named 
on the E.U. list (e.g. 

commanders 


Column 3 


The E.U. Proposal 


8. The E.U. proposes to expand their list to include senior 
members of the USDA and \"certain other individuals who 
formulate 

Burma/Myanmar\'s transition to democracy 

families.\" This last category would include senior 
officials of the Union of Myanmar Economic Holdings 
(UMEHL) and companies owned by UMEHL 

other \"cronies.\" 


9. Their proposed wording is virtually identical to the 
wording of the Presidential Proclamation. Thus 
businessmen specified on the E.U. list could also be found 
ineligible to receive a visa under INA Section 212(f). 
Although we might 

justification would be slightly different. For example 

many UMEHL officials are retired generals and/or ministers 
who the government rewarded for their services to the 
regime. Whereas the E.U. might refuse such UMEHL officials 
as \"cronies 

beneficiaries of regime policies. 


10. On a practical level 

V benefit from policies that impede Burma/Myanmar\'s 
transition to democracy\" is an impossible task. Such a list 
could only include the most conspicuous beneficiaries of 
government policies. \"Behind-the-scene\" beneficiaries could 
travel freely. Even if Western diplomats were able to 
develop a comprehensive list of beneficiaries/cronies 

would need to be constantly updated. For example 

private bankers who many would have considered \"cronies\" 
three months ago 

fact 

proposed list might now be ineligible under INA Section 
214(b) (presumed immigrant intent) 

Section 212(f). 
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some firms paying for energy in foreign exchange. 
Managers of non-exporter Sable said Zesa has not pitched 
them similar proposals. The chemical company does not 
earn forex directly and could not stay in business if 

paying an international market price for power. 


3. (SBU) Even as forex-earners 
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told us they balked at Zesa\'s request that they pay US 

3.8 cents per kilowatt hour. Firms in Mozambique 
Botswana 

The Zimasco plant manager said such rates \"would blow us 
right out of the water.\" Both miners could swallow a 

tariff equivalent to that in neighboring countries 

fold increase over present Zimdollar-denominated rates 

if Zesa guarantees them preferential service and a fair 
exchange rate. 


Comment 

4. (SBU) Over the long haul 

fold are unsustainable. Nevertheless 

South Africa and Hydro Cabora Basa of Mozambique have 
threatened to cut off energy exports 

devastating blow to an ailing economy heavily dependent 
on imported power. More importantly 

encouraging that the GOZ is finally thinking about fuel 
and energy in dollarized rather than self-delusive -- 

i.e. 

official rate -- terms. 
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economies in this and many other parts of the world\" 


On 3/9 an editorial in the SUNDAY TIMES (independent 
English weekly) 

effects of another Gulf war on the Sri Lankan economy. The 
editorial follows: 


The first blow will be to our tea market 

poised to take a big drop in view of the fact that West 

Asia is our largest regional market 

countries. Remittances from migrant workers and of course 
tourist arrivals are also bound to take adip. There will 

be still other rollover repercussions 

repercussions to the garment industry as a result of the 

United States and European Union economies slowing down due 
to the probable effects of the war. 


There can also be other jolts to the Richter. A Gulf War 
could lead to the downward revision of corporate earnings 
even though most companies quoted on the markets are 
reporting good results these days. These residual fears 
have in fact already affected the stock market 

down share prices in Colombo as of last week. 


Projections will go awry 
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Securities. The estimated earnings of Asia Securities 
would be cut by around 25 per cent for financial year 2004 
wiping out the 18 per cent forecasted profit growth. This 
setback is as a result of weaker domestic and export 
markets 

electricity. The scenario is not rosy 

understatement 

break out in the Persian Gulf \"it would not be unreasonable 
to expect the All Share Price index to hit the 650 levels.\" 
Which to the uninitiated layman would mean: \"Not too 
good.\" 


But the impact is going to be multiple 

aspects of the economy are bound to get knocked about. For 
instance 

increases in the price of petroleum would be a kidney punch 
to a public already reeling from high prices on all 

consumer items. Spiraling inflation 

complete the doomsday picture. 


The knock-on effects will see pressure on interest rates 
negating the efforts of government to keep interest rates 
down so that businessmen will be able to borrow more for 
investment. With borrowing costs climbing 

to cut back on investment. Consumers and of course 
industry will be more directly hit - due to the possible 
escalation of costs of transport and electricity which 
would cause across-the-board price increases. Not that 
President George Bush Jr. 

new Ambassador to Washington DC 

our support in the days ahead. But who\'s there to support 
us in this New World Order? 


The news is already in 

due to uncertainty in the Gulf 

produced by small-holders in the South are in heavy demand 
in Arabia. The Southern village economy 

much of the teas to the Arabian states 

tail-spin with plummeting prices and resultant cash-flow 
problems. If this happens 

face labor unrest 

this fact. 


In a sense 

Lankavs fragile outback economy -- than a war at home. 
While some matters will be well beyond our control 

element of damage-control will be the most we can ask for. 
While there is 

impact 

political levels to cushion that impact. It\'s not too much 

to ask the Prime Minister to chair some meetings with those 
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who matter in the coming weeks. 


2. Independent Sinhala daily asks whether Iraq war will 
\"shatter U.S.-European good will.\" 


On 3/9 an editorial in LAKBIMA (independent Sinhala daily) 
asked 
will?\" Excerpts follow: 


The gravest issue: three of the five permanent members 
oppose it.... Russia says it will use its veto power 
against the American resolution ... and France is also 
considering a veto. 


\"The new American resolution favors only war. The U.S. 
wants it approved 

The U.S. is unable to prove Iraqi deception. It says not 
only that Iraq should disarm but that Saddam should be 
removed. On what grounds 

Minister. 

Even militarily 

threatened: Turkey\'s refusal has Americans considering 
other military options. 


Let the international community wait and see whether 
America is capable of launching a war while the whole world 
protests against it.... 


3. SUNDAY ISLAND reprints Byrd\'s 2/12 Senate speech 


On 3/9 the SUNDAY ISLAND (Opposition English weekly) 

reprinted anti-war remarks made on the Senate floor by 

Senator Robert Byrd on 2/12. The remarks were published in 

the INTERNATIONAL HERALD TRIBUNE on 2/19; they appeared in 
the SUNDAY ISLAND under the headline \"We stand passively 
mute.\" Excerpts follow: 


This nation is about to embark upon the first test of a 
revolutionary doctrine applied in an extraordinary way at 
an unfortunate time. The doctrine of preemption -- the idea 
that the United States or any other nation can legitimately 
attack a nation that is not imminently threatening but may 
be threatening in the future -- is a radical new twist on 

the traditional idea of self defense. It appears to be in 
contravention of international law and the UN Charter. And 
it is being tested at a time of world-wide terrorism 

making many countries around the globe wonder if they will 
soon be on our -- or some other nationVs -- hit list. High 
level Administration figures recently refused to take 
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nuclear weapons off of the table when discussing a possible 
attack against Iraq. What could be more destabilizing and 
unwise than this type of uncertainty 

world where globalism has tied the vital economic and 
security interests of many nations so closely together? 
There are huge cracks emerging in our time-honored 
alliances 

damaging worldwide speculation. Anti-Americanism based on 
mistrust 

from U.S. leaders is fracturing the once solid alliance 
against global terrorism which existed after September 11. 


... This Administration has split traditional alliances 
possibly crippling 

keeping entities like the United Nations and NATO. This 
Administration has called into question the traditional 
worldwide perception of the United States as well- 
intentioned 

the patient art of diplomacy into threats 

name calling of the sort that reflects quite poorly on the 
intelligence and sensitivity of our leaders 

have consequences for years to come. 


Calling heads of state pygmies 

evil 

these types of crude insensitivities can do our great 

nation no good. We may have massive military might 
cannot fight a global war on terrorism alone. We need the 
cooperation and friendship of our time-honored allies as 
well as the newer found friends whom we can attract with 
our wealth. Our awesome military machine will do us little 
good if we suffer another devastating attack on our 
homeland which severely damages our economy. Our military 
manpower is already stretched thin and we will need the 
augmenting support of those nations who can supply troop 
strength 


... to turn one\'s frustration and anger into the kind of 
extremely destabilizing and dangerous foreign policy 

debacle that the world is currently witnessing is 

inexcusable from any Administration charged with the 
awesome power and responsibility of guiding the destiny of 
the greatest superpower on the planet. Frankly many of the 
pronouncements made by this Administration are outrageous. 
There is no other word. 
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noted with some satisfaction; \"the Central Bank 
will supervise DIFC 

relevant UAE laws 

legislation.\" 


3. (C) The Governor anticipated that the Federal 
Decree creating the DIFC could be issued within 
then next few weeks. DIFC would be involved in 
bank back-office operations 

banking and asset management. He noted that 
technical meetings had already begun between DIFC 
personnel and both the SEC-equivalent and the 
Ministry of Economy and Commerce 

insurance (reinsurance is an area DIFC is hoping to 
get into). Nonetheless 

a launch in the near to medium term 

cautioned that the blue-chip companies from the 
West which DIFC sought to attract would not all 
flock to Dubai at once. \"I expect it will take 

some time for these well-known global firms to 
invest 

the current tensions in the region.\" 


4. (C) COMMENT: The outcome anticipated by the 
Governor is the right one for DIFC. At the end of 
the day 

that DIFC would put into place (and they hired some 
of the best legal and regulatory talent around) 
self-regulation (i.e. 

not the way to ensure high standards of 
accountability 

faith in the probity of the UAE Central Bank than 
they do in the complicated by-laws proposed by 
DIFC\'s backers. Central Bank supervision can also 
ensure that the UAE\'s new anti-money laundering law 
will be effectively implemented -- one of our key 
concerns all along. If things go as predicted by 

the Governor 

industries across the OECD 

U.S. 

permission for the companies they oversee to 
participate in DIFC 

success its proponents in Dubai are hoping for. 


5. (U) This message coordinated with Amconsul 
Dubai. 
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in part on the close business and personal relationships the 
Big Four have established over time with the Abu Dhabi 
leadership. ADNOC recently has sought out contact with smaller 
American firms 

with the oil majors on larger projects indicates that UAE oil 
officials are comfortable with the familiar 

newcomers. Although other American companies often bring 
cutting-edge technology 

money to the table 

Vbusiness development" in the UAE oil sector is an arduous 
task. End summary and comment. 


3.(C) Occidental Petroleum 

company that is already an equity partner with the UAEG (but 
not ADNOC) on a major gas project 

to make a name for itself in Abu Dhabi\'s upstream oil sector. 
Oxy recently established a permanent office in Abu Dhabi 
symbolizing to ADNOC its commitment to doing business here. 
According to its representative in Abu Dhabi 

trying to partner with ADNOC on smaller projects -- deep gas 
extraction projects to help Abu Dhabi meet its short-term gas 
demand 

ADNOC\'s Petroleum Institute on the feasibility of carbon 
dioxide injection techniques. While the company 
representative (please protect) hopes that this goodwill 
eventually will translate into upstream oil contracts 

implied to Econchief that he has not been able to make inroads 
with key decisionmakers at ADNOC and the Supreme Petroleum 
Council -- and 

real money lies. 


4.(C) Another American oil company 

invited by ADNOC last year to bid on a 26 percent equity stake 

in ZADCO -- the joint venture company that operates the mammoth 
Lower Zakum oil field. This project is both technologically 
complex and commercially lucrative (the field holds an 
approximate 40-50 billion barrels of oil; half of Abu Dhabi\'s 
reserves) 

have visited the UAE on several occasions to lobby ADNOC CEO 
Yousef bin Omeir. Yet ADNOC 

bid on ZADCO 

the firmVs prospects -- ADNOC Deputy CEO Abdullah Bin Nasser 
Al-Suweidi has told us 

winning bids because they don\'t know us 

ADNOC CEO 

ExxonMobile\'s ZADCO bid 

mentioning Chevron-Texaco at all 


5.(C) Even in the oilfield services sector 
prefer to deal with established players in the UAE. Most 
recently 
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asking for recommendations of smaller American companies -- as 
an alternative to majors Halliburton and Schlumberger 

have both had long and profitable relationships with ADNOC -- 

to participate in a joint venture with the Al-Fahim Group 

(Abu Dhabi) for cased holed logging and wireline perforating 
services. Although Econoff 

Officials a list of U.S. companies that specialized in this 
technology 

with major oilfield services company Halliburton. 
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to export.) They estimate the fertilizer cost for 
Zambian farmers would run Z$ 100-120 

170 

exchange through exports 

production. 


5. (SBU) This textbook case illustrates why price 

controls invariably lead to profiteering for the few and 
shortages for the many. Fertilizer 

one of many leakages through Zimbabwe\'s robust informal 
sector. 
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president\'s letter seems to be the main source 

with other (unidentified) reports. In any case 

have told us they are very worried about the situation 
especially in light of the past history of communal 
violence in Colombo. (Note: Colombo has a large Tamil 
minority 

many times before. Most notorious was the July 1983 
riot in which hundreds of Tamils were killed by 
rampaging Sinhalese mobs. The intensification of the 
country\'s ethnic problems into large-scale armed 
conflict dates from this riot.) 


6. (C) Commenting on the situation 

well-known 

that all the concern was merited. The president\'s 

letter 

note into the peace process debate. He thought it was 
possible that members of her party might be planning to 
cause communal problems at the March 10 demonstration or 
later. He said he had spoken with the PM 

assured him that the government was taking all steps 
necessary to protect Tamils and their property. 
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7. (SBU) (((Note: As of late afternoon March 10 
Mission has heard no reports of anti- Tamil incidents. 
The demonstration seems to be large 


far.))) 


8. (C) In response to the concerns 

approached contacts in the government and the 
Opposition. The Ambassador spoke with Milinda Moragoda 
the Minister of Economic Reforms and a key adviser to 
the PM 

to protect Tamils and their property. Moragoda replied 
that the GSL was doing this. He noted that he did not 
believe that Tamils were in danger and was not worried 
about the situation. Polchief also spoke to Harim 

Peiris 

said demonstrators had no plans to attack Tamils. That 
said 

to ensure that the demonstration was not interfered 
with. If it was 

police and demonstrators. Poloff also spoke to 
Norwegian Embassy contact Tomas Stangeland 
expressed concern about the reports 

further information. 


9. (C) Since the advent of the governmentVs peace 
initiative in December 2001 

serious rumblings of an anti-Tamil communal nature 
which is why the latest reports are so striking. Thus 

far 

south have been very careful not to make their cause an 
anti-Tamil one. That said 

are against the peace initiative is steadily 

intensifying. Anura Bandaranaike 

the presidentVs brother 

week as stating that if the Opposition came to power it 
would seek an immediate \"end\" to the peace process. 
Certainly 

seriously undermine the peace process. Whether there 
are some who want to play such a dangerous game for 
political gain is not yet clear 

monitoring -- especially given the latest reports and 

Sri Lanka\'s past record of communal violence. END 
COMMENT. 
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10. (U) Minimize considered. 
WILLS 
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and would not proceed with its planned $1.375 billion loan 
unless the budget was changed. End Note) 


2. (SBU) Fund staff hopes to work out some smaller issues 

over the next 7-10 days via e-mail. Then 

will be enactment of the 2003 budget. Finance Ministry and 
Parliamentary sources told us today that the Planning and 

Budget Commission is scheduled to complete work on the budget 
on March 16. The full Parliament could begin debate on the 
budget as early as March 17. This debate normally takes 

10-11 days (i.e. 

government could make a political decision to limit debate in 
hopes of enacting the budget sooner. 


3. (SBU) Markets remained calm this morning. The lira 
strengthened to TL 1 

market. Yields on the benchmark 1/24/04 t-bill fell slightly 
from 57.68 to 56.9 

PEARSON 
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shamed again\" the pro-government weekly \"The Sunday Mirror" 
dedicated its March 9 editorial to call for a peaceful 
disarmament of Iraq. Excerpts: 


2. \"After the latest presentation by the U. N. chief 
weapons inspector Hans Blix and his colleague 
Mohamed El Baradei on Friday 7 March 
that the United States will not get the 9 votes they 
require for a moral victory on their proposed new U. 
N. resolution for war on Iraq. . .An important trend 
in the speeches presented by those opposed to war is 
the expressed feeling that a war on Iraq would not 
only destabilize the Middle East 
world peace in general and worsen the already poor 
economic situation in the Third World. . .But 
as Powell and Bush continued to peddle the tired 
assertions that Iraq is hiding some weapons of mass 
destruction 
that they had so far not found any such weapons. . 
.In the final analysis 
N. inspectors on Friday was that Iraq had started to 
cooperate with U. N. Resolution 1441 as indicated by 
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the on-going destruction of its long range missiles. 
The majority of the 15 members of the U. N. Security 
Council therefore feel that Iraq does not pose an 
immediate threat either to the U. S. or to the world 
and therefore should be disarmed peacefully. On the 
other hand 
being perceived as the warmongers and the real 
threat to world peace.\" 


SULLIVAN 


6233 
and contradictions\" the pro-government weekly \"The Sunday 
Mirror" (03/09) dedicated its ghost column \"The Scrutator\" 
to warning that \"the conflict over Iraq will spill over the 
entire Middle East and constitute a conflagration so 
frightening as to distort the current balance of forces in 
the world 
consequences for humanity.\" Excerpts: 


\"The ironies and contradictions attendant to the 
current campaign for war against Iraq are becoming 
increasingly compelling. Even before the U. S. and 
Britain declare formal hostilities against Iraq 
leaders of the two countries are finding it 

difficult to deal with a public opinion 

abroad 

Iraq is a threat to peace. Therefore 

glaring ironies is that the U. S. A. and Britain are 
now being projected as the real war-mongers 
determined to defy public opinion that has grown so 
loud in its anti-war campaign throughout the western 
world and beyond 

devastation that war will bring to both the people 

of Iraq and the Middle East as a whole. 
Accordingly 

the underlying motivation for war against Iraq on 
the part of the U. S. A. and Britain is oil and 

Israel. . .In the final analysis 

will see many other political casualties in the 
western hemisphere 

countries as Spain and Italy. It will provoke and 
exacerbate internal conflicts in a number of 
countries in the Islamic world; not least those 
viewed to be close to the U. S. A. 

Turkey 

stated 

entire Middle East and constitute a conflagration so 
frightening as to distort the current balance of 
forces in the world 

immeasurable consequences for humanity. Quite 
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characteristic of imperialism per se 
usual overestimation of one\'s power and a 
corresponding underestimation of unforeseen 
consequences. Bush\'s U. S. A. may have bitten more 
than it can chew.\" 


3. Under headline \"U. S. unilateralism cause of 
terrorism\" the government-controlled weekly \"The Sunday 
Mail\" (03/09) carried an opinion piece by Tafataona Mahoso 
under his weekly column \"African Focus 
accused the United States and Britain for \"white-mailing 
the world by claiming that their threatened unilateral and 
illegal war on lraq is the best way to fight terrorism.\" 
Excerpts: 


Y. . .The global dominance of the media of the North 
Atlantic states 

preoccupation with Western ties 

forget that Russia had suffered horrific acts to 
terrorism long before the September 11 attack on New 
York 

and movement accused of perpetrating the September 
11 attacks in the U. S. had been groomed as an anti- 
communist force against Russia and the former Soviet 
Union by the very same United States which on 
September 11 

supposed "freedom fighters against communism. . 
.From the point of view of the Russian Federation . 

. unilateralism is 

causes of international terrorism. . .The worst 
example of this tendency is the U. S.-U. K. position 
on Iraq. These two countries are white-mailing the 
world by claiming that their threatened unilateral 

and illegal war on lraq is the best way to fight 
terrorism. They are also claiming that they have 
proof that Al-Qaeda has relations with Iraq. This 
claim is a lie and it has the effect of actually 

taking the rest of the world away from dealing with 
real terrorism and its causes. . .The horrors of 
September 11 did succeed in shifting the Western 
view and appreciation of terrorism 

made since then in seeking a collective global 
position on the problem were going to be destroyed 
if the U. S. and UK succeeded in using the cover of 
combating terrorism to justify a genocidal war 
against Iraq... A" 


4. Under headline \"U. S. not providing enough resources 
to schools\" the government-controlled daily \"The Herald\" 
(03/10) carried the following op-ed by Bob Herbert in which 
he attacked the United States of wanting \"to soend hundreds 


Column 3 
of billions of dollars on the war against Iraq\" at the 
expense of the provision of adequate resources for children 
in public schools in the United States. Excerpts: 


\"Here\'s something surreal about the fact that the 
United States of America - the richest 

powerful nation in history - can\'t provide a basic 
public school education for all its children. 
Actually 

The correct word is more damning 

the motives of the people in power. The correct 
word is "won\'t.\ Without giving the costs much 
thought 

on an oil-powered misadventure in the Middle East. 
But we won\'t scrape together the money for 
sufficient textbooks and teachers 

cases 

struggling districts from Boston on the East Coast 
to Portland on the West. . .It\'s everyone\'s 
obligation to educate the next generation of 
Americans. It\'s an insane society that can 
contemplate devastating and then rebuilding Iraq 
but can\'t bring itself to provide schooling for all 

of its young people here at home.\" 
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Standard\" broke the story in the March 9 edition. The 
paper carried the article on page two under headline \"U. S. 
Freezes Mugabe and cronies\' assets. The March 10 edition 
of the pro-government \"Daily Mirror\" picked up a Reuters 
article and published it on page two under headline \"U. S. 
sanctions are racist 

quoted Government of Zimbabwe official was not revealed in 
the article. So far the government-controlled print and 
electronic media appear to have ignored the story. 

However 

additional placements or editorial commentaries and will 
report accordingly. 


SULLIVAN 
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Arias. DAS Fisk conveyed the U.S. view that Honduras had 
nothing to fear from its two neighbors 

Nicaragua. He added further that the U.S. does not see 
threats to any Central American country coming from their 
regional neighbors 
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messages in San Salvador and Managua over the last month. He 
said the U.S. welcomed the Honduran perspective on regional 
security issues and was interested in understanding how 
Honduras is restructuring its military to meet the new 

threats to national and international security. He 

encouraged President Maduro to take bold steps to rationalize 
Honduras\' military and to pursue similar initiatives 

regarding a new regional security framework. He 
underscored to the Hondurans that better regional security 
relationships would help the region realize the full benefits 

of Central American integration 

America Free Trade agreement. 


3. (C) President Maduro reiterated his personal commitment to 
regional disarmament during his February 7 meeting with WHA 
DAS Fisk. He told Fisk that he wants to reduce the amount of 
money spent on weapons in Honduras. Maduro emphasized that 
he is willing to move forward on this issue and that his 
government has a proposal to do so. (COMMENT: We are not 
aware of 

by the Government of Honduras (GOH) at this time. END 
COMMENT.) Noting that the militaries in El Salvador and 
Honduras were more subordinate to civilian authority than 
were those in Guatemala and Nicaragua 

fellow Central American presidents have favorably received 

his suggestions on this topic. However 

U.S. support 

multilateral security guarantee and whether the U.S. could 
provide economic assistance for demobilized soldiers to be 
integrated into local economies. 


4. (S) DAS Fisk said Washington recognized President Maduro\'s 
leadership and reiterated the U.S. assessment that most of 

the weapons in Central American military inventories 
represented a Cold War security frame of reference and are 
not the most effective means to address current threats. He 
urged President Maduro to take advantage of this historic 
moment and the good will of his fellow presidents to 

rearrange Central American security arrangements in a manner 
that addressed the current threats. Fisk also urged Maduro 

to consider a dramatic gesture to seize the moral authority 

to lead this process. He then suggested that Honduras\' F-5 
aircraft did not enhance HondurasY ability to confront these 
new emerging security threats and that the costs of the 
logistical support for them crowded out other more pressing 
Honduran military needs. Fisk continued by saying that the 
Bush Administration was willing to engage on this issue 
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including noting 

of U.S. engagement through such regional mechanisms as the 
Central American Armed Forces Conference (CFAC). He also 
offered his view that whichever Central American country took 
the first concrete steps towards transforming its 
security/military framework would be in a strong position to 
define the process for the region and would bring positive 
attention to its actions from Washington. 


5. (C) In DAS Fisk\'s first meeting in Honduras on February 6 
Defense Minister Fred Breve said that his country\'s and the 
region\'s military are preparing themselves for the new 
transnational threats to their sovereignty and that his 
President 

disarmament in order to better align the types of weapons and 
size of the regionVs militaries to these new threats. As an 
example 

Conference (CFAC) declaration in December that calls on the 
Central American militaries to prepare a common plan to 
combat terrorism. In addition to this recognition of new 
threats 

their concern about the old threats (i.e. invasion by one 
country in the region against the other). He said CFAC knows 
it must now unify in order to act against the new common 
enemy. As an important first step 

intelligence sharing on organized crime 

cooperation in the areas of d 

rug trafficking 

Breve also added that the countries agreed to work toward 
establishing a \"true\" regional inter-agency military 

taskforce. (COMMENT: He did not elaborate on what its mission 
would be. END COMMENT.) He admitted it will take the 
countries time to identify first the units for the force and 

then the resources to support it. 


6. (C) Breve specifically stated that 

military budget 

efforts presented an opportunity for more effective use of 

the limited resources available. He assured Fisk that the 
Honduran Armed Forces (HOAF) were aware that it was a 
different world. Breve wants the HOAF to participate in the 
CFAC counterterrorism unit. He added that the HOAF mindset 
was changing 

to the new missions by reducing the number of bases and 
battalions and deploying forces in the prime drug trafficking 
areas of the North Coast. The Maduro administration also has 
involved the HOAF in the effort to combat the growing crime 
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problem in Honduras and the military itself was more involved 
with the community via civic action 

disasters 

assured Fisk that Honduras was adapting to the new threat 
environment. 


7. (C) Fisk responded that the U.S. wanted Honduras to think 
about new missions in exactly this way. He told Breve that 
CFAC was the right mechanism to pursue this kind of 
regionalization of militaries and informed the Minister that 

the idea of U.S. engagement 

Command 

specific reference to the expanded HOAF engagement in the 
counternarcotics effort and expressed Washington\'s 
appreciation. 


8. (C) Breve said he saw military regionalization as directly 
linked to greater regional economic integration. However 
said Honduras felt there were still some considerable 
challenges to overcome. He cited the glacial progress toward 
actual land border demarcation with El Salvador and the 
continuing Nicaraguan tariff as impediments. He cautioned 
that Presidential-level commitments to integration were not 
being translated into action. He also voiced concern about 
Salvadoran small arms and military transport acquisitions and 
renewed U.S. interest in military-to-military relations with 
Nicaragua 

U.S. military equipment. Noting the smaller size of the 
Honduras armed forces 

provided equilibrium for the Hondurans 

acknowledged at the same time that the Air Force\'s F-5s were 
more of a symbolic 

force. 


9. (C) Fisk 

Salvadoran MOD 

Salvador\'s military sees its missions being in such areas as 
humanitarian/disaster response 

cooperate with its neighbors. Its defense modernization is 
designed to help it move troops to respond to these new 
missions. He said he was impressed with the Salvadoran 
military\'s professionalization and added that he did not see 
any evidence of expansionist tendencies. After reassuring 
Breve about U.S. views and efforts on the Nicaraguan tariff 
Fisk agreed that the U.S. has sought a new relationship with 
the Nicaraguan military. He told Breve that the U.S. effort 
was very respectful of Nicaraguan civilian authority over the 
military and our support would be primarily in logistical 

areas and designed to help transform the Nicaraguan armed 
forces to meet their new missions. 
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10. (S) Fisk called Breve\'s attention to Nicaraguan Foreign 
Minister Norman Caldera\'s statement on weapons at the OAS 
counterterrorism meeting in El Salvador two weeks earlier. 

He characterized it as very forward learning and stated that 
the U.S. supported Caldera and the GON efforts to control its 
weapon inventories 

felt that Caldera s statement had been made in response to 
OAS pressure regarding Nicaraguan arms smuggling to 
terrorists in Colombia. Fisk then stated that there was 

interest and enthusiasm in the U.S. for disarmament 

initiatives emanating from the region. He commented that any 
such effort would have to take into account defense needs to 
protect against new threats and the resources needed to 
address them. He told Breve that the U.S. was looking to the 
region\'s leaders to grasp this opportunity and that 

leadership would be needed on these issues. Fisk underscored 
that the U.S. was open to Central American ideas on this 
issue and needed the regio 

n to let us know where it wanted to go on this issue so that 

the U.S. could engage. He noted that all sides had weapons 
that did not meet their needs against the current threats 

that they confront. 


11. (C) Breve outlined talks between President Maduro and 
Salvadoran President Francisco Flores on disarmament. He 
said the two had agreed and presented the issue to their 
fellow Central American presidents. The two presidents were 
working on how to present such ideas to their militaries. 
Breve said that initial discussions also had identified broad 
regional concern about the need to address the implications 
of the demobilization of forces. The leaders felt that such 
decommissioned forces would represent a target of opportunity 
for organized crime. Without some sort of jobs program 
organized crime could use its resources to recruit 
well-trained military to support their ends. Breve affirmed 
Honduran willingness to start a disarmament process but he 
believed it would be a long process. As much as he would 
like to see early agreement 

that it will take some time. He noted that all sides may 

have the intent but may not be willing to act. 


12. (C) Fisk said that he understood the historical 

challenges confronting the region and that demobilization was 
areal concern. He said the U.S. did not seek to minimize 

the challenges but hoped for a start in the short term. He 

urged that all sides consider bold steps. He stressed that 
whomever \"gambled\" first would have the moral high ground and 
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could use it to move the others. He suggested that another 

way to approach the issue was to view it as a rationalization 

of arms inventories rather than disarmament of militaries. 

He highlighted that the U.S. goal was a better framework for 
overall regional security. Breve thanked Fisk for this 
encouragement and closed by mentioning the need to consider a 
multilateral security guarantee or body with oversight 

authority. 


13. (C) In DAS Fisk\'s meeting with Foreign Minister 
Perez-Cadalso later in the day 

concerns and suspicions about its neighborsY intentions. 
(COMMENT: Interestingly 

saying that suspicions would continue to exist in the 
short-term. END COMMENT.) Two issues stood out: Honduran 
concern about Nicaragua\'s 35 per cent tariff and deep 
frustration over the slow 

land border demarcation with El Salvador. Perez-Cadalso 
stated that both problems were frustrating to the GOH because 
Presidential-level agreements were not being followed through 
on at the working level by its neighbors. However 

cases 

needed to be put behind the countries because the leaders 
shared the same vision of the future. 


14. (C) FM Perez-Cadalso stressed that the GOH was prepared 
to accept an ICJ ruling on its maritime border with 

Nicaragua 

war between the two countries. He noted that the Maduro 
government had been patiently waiting for some action for 
more than a year. He warned that the Honduran Congress was 
considering taking action because many in Tegucigalpa were 
skeptical that the Nicaraguan Congress really planned to act. 


15. (C) Perez-Cadalso was equally frustrated about the land 
border demarcation with El Salvador. He said that it was now 
more than 10 years since the ICJ ruling and there had been 
very little progress in actually marking the border as called 

for in the ruling. He commented that many Hondurans believe 
that El Salvador is simply stalling. He told DAS Fisk that 
Honduras was prepared to accept a technical expert (an 
independent third party 

could settle disputes on the spot. Perez-Cadalso said that 
the GOH was prepared to accept such an arrangement in order 
to make progress. 


Palmer 
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agreementV on base modernization between the U.S. and 
Turkey. According to the report 

the transfer of U.S. military personnel to the Southeast 
including the establishment of a logistical base in Mardin 
where 600 American technicians and 200 military personnel 
will settle. Sunday\'s papers highlight parliamentary 

speaker Arinc\'s complaint about the ongoing transfer of U.S. 
equipment from the port of Iskenderun to the Southeast. CHP 
is about to submit a bill to the parliament requesting a 
parliamentary inquiry regarding the U.S. military 

mobilization in the region. Saturday\'s papers report PUK 
leader TalabaniVs representative Barham SalihYs meetings 
with the MFA on Friday 

guarantees from the Turks that northern Iraq will not be 
occupied. U/S of State Grossman warned Ankara again on CNN- 
Turk on Friday to refrain from intervention in northern 

Iraq. Reports highlight Grossman\'s remarks that the U.S. is 
capable of opening a northern front without Turkey\'s 
assistance. Saturday\'s \"Hurriyet\" reports on its front page 
that Mersin port\'s operations director Bekir Kucuksahin was 
sacked for clearing the port facilities to enable the 

unloading of U.S. military equipment from the Panama-flagged 
Cec Meridian vessel. Hurriyet says Kucuksahin was sacked by 
the harbor management for ‘weakening their handY in the 
bargaining with Americans about the rental fee. The Cec 
Meridian 

not allowed to unload. 


Cyprus: AKP leader Erdogan criticized UN Secretary General 
Annan on Sunday for "deceivingY Ankara after having promised 
changes in the third plan regarding the sovereignty and 
migration issues. The changes were allegedly not made. "We 
cannot accept the plan in its current shape. However 

will go to The Hague. We will not burn bridges 

said. Denktas flew to The Hague on Sunday to reject the 
Annan plan. Meanwhile 

against Denktas on Sunday. Turkish Cypriot opposition 

parties have decided to boycott the parliament until March 

30 

scheduled date even if the parliament decides against the 
Annan proposal. 


EDITORIAL OPINION: 
a) Irag/US-Turkey 
b) Cyprus 
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\"This is the last week\" 

Yasemin Congar wrote in mass appeal Milliyet (3/10): \"It 
seems very unlikely that the war can be stopped at this 
stage. The Bush administration is not going to change its 
policy 

a potential risk of polarization within the Western world. 

It also seems very unlikely that Saddam Hussein will take a 
significant step which might change the course of events. 
Talking to US officials in Washington 

conclusion that nothing can possibly prevent the war. . The 
US will use the next couple of days in efforts to convince 
the six `undecidedV members of the UNSC. There are some 
members who clearly stand against a new resolution. Yet the 
fact of the matter is that Washington\'s focus is not on the 
opposition at the UNSC anymore 

the war and post-war possibilities. President Bush is well 
aware of the fact that this war is to play a determinative 
role in his political future. . The administration in 

general is very optimistic about a short and effective war 

in Iraq which 

restructuring of Iraq. In the end 

will treat the US as a savior. The optimism goes even 
further. Washington believes that a newly restructured Iraq 
will stand as a model to other Arab countries 

Iraq operation will be the way to establish peace and 
stability in the Middle East. In the event that this very 
optimistic scenario comes true 

the new Harry Truman.\" 


\"The strategic mistrust between Turkey and the US on the 
Kurdish issue\" 

Ali Aslan writes from Washington in the Islamic-intellectual 
Zaman (3/10): \"It is interesting to observe the strong 
opposition to a Turkish incursion in northern Iraq among 
both the 'hawks\' and "dovesY in Washington. The American 
press 

with a series of articles signaling a potential clash 

between Turkey and Kurdish groups. . The strangest part of 
the story comes with the fact that in the event of 
parliamentary approval 

in northern Iraq anyway. How would those Kurdish groups 
with strong anti-Turkish sentiment have reacted then? Most 
of these Kurdish leaders take every step by consulting with 
Washington first. How could they speak so much against 
Turkey? Why is Washington unable to stop them? . Since the 
US has assumed the role of Iraq\'s restructuring 

the US is close enough to both the Turks and the Kurds 

of the potential risks can be eliminated if Washington 
handles the events with common sense. That means being 
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objective and impartial. There is a potential risk of 
deepening Turkish-American strategic mistrust in the event 
that Washington loses its objectivity.\" 


\"Search for a settlement on Cyprus\" 

Erdal Guven opined in the intellectual-liberal Radikal 
(3/10): \"The Turkish Cypriot side suffers from a lack of 
political will for a solution 

demonstrates significant uncertainty about its policy. In 
the meantime 

remembering the previously-imposed yet unimplemented 
deadlines 

March 25 

there is not much hope 

the Hague. . The outcome of the Hague process 

of fact 

large number of things 

relations 

American relations 

that a mistake during the Hague process will not be easily 
corrected.\" 

PEARSON 
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database on regional water issues. The Israeli and Jordanian 
signings took place \"in the presence of\" representatives of 
Norway and the United States (reftel) 

signature was \"confirmed\" by Norwegian and American 
representatives (see below). 


3. At the Israeli Ministry of Foreign Affairs in Jerusalem 

on March 4 

agreement on behalf of the Government of Israel. Also 
attending the signing for the GOI were Eviatar Maron 

Head of MFA\'s Middle East Division 

Director of the Multilateral Coordination Department at the 

MFA. Embassy Economic Counselor Ted Mann and Norwegian 
Embassy Deputy Chief of Mission Kari Bjornsgaard were present 
and signed the document on behalf on of the United States and 
Norway respectively. At the ceremony 

Israel\'s leadership was anxious to revive the multilateral 
process. The signing of the WaterNet Agreement 

a good first step. 


4. In the next step on the morning March 5 

and Norwegian Foreign Ministry official Jon Marten Trondalen 
carried the document to Gaza to be signed by Palestinian 
Water Authority (PWA) Chairman Nabil Sharif \"for the PLO for 
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the benefit of the Palestinian Authority" Trondalen then 
carried the document to Jerusalem 

and Jens Mjaugedal 

the PA 

they were not physically present when Sharif signed in Gaza). 


5. Finally 

Minister of Water and Irrigation Hazim al-Naser signed for 
Jordan in his office. Ambassador Gnehm and Norwegian 
Ambassador Sverre Stub were present and signed the documents 
on behalf of their governments. Also present were Jon 

Martin Trondalen 

MWI Secretary General Said Bakri and Deputy SG Fayez 
Bataineh 

regional environmental assistant Safadi. Minister Naser 
expressed his hope that the government of Norway would 
provide a long-term financing commitment for the project 
otherwise expressed appreciation for Norway\'s contributions 

to Jordan and the peace process. Trondalen said Lebanon and 
Syria had also expressed an interest in joining WaterNet. 
Ambassador Gnehm reiterated U.S. support for projects that 
address critical needs like water management through 
cooperation among the regional parties. 


6. In all of the events 

role played by Jon Martin Trondalen over many years in 
bringing this agreement to fruition. Minister Naser also 

noted that while he wanted to avoid publicity for this 

signing 

planned opening of the Amman WaterNet office this summer. 


7. Post will pouch the signed U.S. copy of the agreement to 
NEA/RA - Lawson. 
GNEHM 
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would require a full day. The other parties must know 

said 

virtues of the Salahadeen meeting. They should 

come prepared to agree on what they hear from the US and 
Turkey. There was already a foundation for US and Turkish 
presentations in the military MOU that remained on the table 
he said. Burcuoglu said Turkey needed to see the KDP 
and ITF reaction to the MOU. It would be very unfortunate 
he added 

meeting. 
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3. (C) Burcuoglu noted that there was already a history of 
meeting with this group of five 

parties who needed to be on board to avoid misunderstandings 
in nothern Iraq. To get other groups involved 

would be feasible at some point 

That would be 

noted that Turkey would have its own ideas about other groups 
that it would want to attend such a meeting in the future. 


4. (C) As for the prospective five-way meeting 

that Turkey wanted to be sure it would be smooth 
business-like and results-oriented. He said he looked 
forward to hearing details from the US side about scheduling 
both the full-day bilat and the subsequent five-way meeting. 
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his work as a job rather than an honorific. Sharif Mohammad 
has previously worked protocol issues at the Royal Court and 
was the Court\'s point of contact during Vice President 
Cheney\'s visit to Jordan last year. Mohammad has traveled to 
the US and UK 

American Language School to sponsor English language training 
for Palace staff. He also has private sector experience in a 

local Public Relations firm. 


6. (C) FM Muasher 

commented that the changes in the Royal Court reflect a 
general downgrading of its function. In addition to removing 
some holdovers from King HusseinVs reign (e.g. Tarawneh) 
King Abdullah appears to be creating a Royal Court with a 
more administrative 

contact opined that the King appointed men from two key 
tribes so they could handle any tribal dissension if there 

are hostilities with Iraq. V'A tribesman to deal with his 

tribe in their own language." 


7. (C) The reshuffle in the Royal Court staff will make it a 
more administrative and support organization. Former Court 
Chief Tarawneh 

substantive meetings 

Fayez 

as Chief of Protocol 

indicate that the King wishes to get his policy advice from 
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quarters formally outside the Palace. 
GNEHM 
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PARTY FOUNDED BY FORMER PRESIDENT TUDJMAN. BUT BEYOND A 
STILL-INCOMPLETE POLITICAL PURGE AND THE APPLICATION OF A LOT 
OF POLISH TO ITS FACADE 

UNDEMOCRATIC 

BE MORE EFFICIENT THAN THE CURRENT COALITION 

BE UNRELIABLE AND PROBABLY A HINDRANCE TO ACHIEVING OUR 
REGIONAL STABILITY GOALS IN SOUTH-CENTRAL EUROPE. 


2. (C) POLLS SHOW THAT CROATIAYS VOTERS 

FAITHFUL 

SANADERYS DECLARATION THAT THE HDZ IS \"NEW AND IMPROVED 

DESPITE THEIR FRUSTRATION WITH THE CURRENT LACKLUSTER 

COALITION. SANADER DESPERATELY SEEKS THE INTERNATIONAL 

COMMUNITY\'S VALIDATION SO HE CAN PUT TO REST THE WELL-PLACED 

FEARS OF MANY CROATIANS THAT A RETURN OF THE HDZ TO POWER 
CONFIDENTIAL 
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WOULD HURT CROATIAVS CHANCES TO JOIN THE EU AND NATO. U.S. 
ACCEPTANCE OF THE HDZ AS \"NORMAL\" IS CENTRAL TO SANADER\'S 
STRATEGY. FOR MORE THAN A YEAR 

USG POLICY OF ONLY MEETING HIM AT THE WORKING LEVEL. OUR 
POLICY OF KEEPING SANADER AT ARM\'S LENGTH IS WELL-KNOWN IN 
CROATIAN POLITICAL CIRCLES. 


3. (C) AS THE PRE-ELECTION CAMPAIGN IN CROATIA BEGINS TO 

WARM UP 

FEBRUARY 21 

THE FIRST TIME. A POLISHED SALESMAN CONVINCED OF THE QUALITY 
OF HIS \"PRODUCT 

HIS BEST TO ESTABLISH REGULAR TIES WITH THE EMBASSY. BUT THE 
AMBASSADOR USED THE ONE-ON-ONE MEETING TO DELIVER A SHARP 
MESSAGE OF WHAT THE HDZ MUST DO BEFORE THAT TAKES PLACE. 
FROM COOPERATION WITH ICTY TO ACTIVELY SUPPORTING REFUGEE 
RETURN AND TO RELATIONS WITH NEIGHBORS IN THE REGION 
AMBASSADOR LAID DOWN CLEAR EXPECTATIONS OF THE HDZ. ON PARTY 
REFORMS 

EXPEDIENT PERSONNEL CHANGES AND DEMONSTRATE COMMITMENT TO 
REFORM BY ADDRESSING COMPREHENSIVELY THE HDZ\'S LEGACY OF 
CORRUPTION AND ETHNIC WAR AND BY ENSURING LOCAL HDZ LEADERS 
HEW TO A PUBLICLY-DECLARED 

SANADER CLAIMED HE WAS ON TRACK TO MAKE FURTHER CHANGES TO 
THE HDZ AND DEMONSTRATE ITS COMMITMENT TO PROGRESS IN THE 
REGION. WE WILL HAVE TO SEE AND INSIST ON RESULTS BEFORE WE 
GIVE HIM THE VALIDATION HE SEEKS. OUR FIRST REAL OPPORTUNITY 
TO SEE RESULTS WILL LIKELY NOT COME BEFORE THE NEXT ELECTION 
CAMPAIGN IS OVER. END SUMMARY AND INTRODUCTION. 
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HDZ: HOSTAGE TO HISTORY 
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4. (C) THE CROATIAN DEMOCRATIC UNION (HDZ) HAS FOR MOST OF 
THE PAST TWO YEARS BEEN CROATIAYS HIGHEST-POLLING POLITICAL 
PARTY (AROUND 20 PERCENT 

THE COALITION PARTIES HAVE FALTERED 

HDZ HAS NOT GROWN BEYOND 25 PERCENT. THIS SUGGESTS THAT FEW 
VOTERS OUTSIDE THOSE ALWAYS FAITHFUL TO THE HDZ BRAND ARE 
READY TO TRUST THE PARTY 

OUT. ALTHOUGH TUDJMAN\S HDZ SECURED CROATIA\'S FUTURE AS AN 
INDEPENDENT STATE 

OF FINANCIAL RUIN AND INTERNATIONAL ISOLATION 

BEHIND RIVALS IN THE RACE FOR THE PRIZES OF MEMBERSHIP IN THE 
EU AND NATO. VOTERS SEEM TO REMEMBER ALL THAT. 


5. (C) DURING THE TUDJMAN ERA 

A POLITICAL MOVEMENT THAN A POLITICAL PARTY. ALL \"GOOD 

CROATS 

SUPPOSED TO UNITE IN ΤΗΕ HDZ TO BATTLE FOR CROATIAYS 
INDEPENDENCE AGAINST ALL ENEMIES 

PERCEIVED OR INVENTED. OPPOSITION TO THE HDZ WAS LABELLED AS 
\"COMMUNIST\" AND LEADERS CALLING FOR REGIONAL COOPERATION WERE 
ACCUSED OF TRYING TO RECONSTITUTE YUGOSLAVIA. THIS 

SIMPLISTIC UNDERSTANDING OF POLITICS PERSISTS IN SOME 
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AMEMBASSY SKOPJE PRIORITY 
AMEMBASSY SOFIA PRIORITY 
AMEMBASSY TIRANA PRIORITY 
USEU BRUSSELS PRIORITY 
USMISSION USOSCE PRIORITY 
USMISSION USNATO PRIORITY 


CONFIDENTIAL SECTION 02 OF 05 ZAGREB 000519 
SIPDIS 
DEPARTMENT FOR EUR (BOGUE) AND EUR/SCE (NARDI) 


E.O. 12958: DECL: 03/06/2013 
CONFIDENTIAL 


PAGE 02 ZAGREB 00519 02 OF 05 1017297 
TAGS: PGOV 

SUBJECT: SANADER\'S HDZ: RATINGS UP 
PRIME TIME 


OBSERVERS 

THAT OF "WASHINGTON TIMES\" COLUMNIST JEFFREY KUHNER. HDZ 
PRESIDENT IVO SANADER HAS 

PARTY PRESIDENT AFTER THE HDZ\'S CRUSHING ELECTORAL DEFEAT IN 
JANUARY 2000 

CENTER-RIGHT POLITICAL OPTION. BUT IN HIS FIRST TERM AS HDZ 
PRESIDENT 

BLAMING STRONG INTERNAL OPPOSITION FROM RIVAL AND TOP TUDJMAN 
HENCHMAN IVIC PASALIC. 


CLEANING HOUSE AND SETTLING POLITICAL ACCOUNTS 


6. (C) WHEN SANADER DEFEATED PASALIC AND WAS RE-ELECTED TO 

THE PARTY PRESIDENCY IN APRIL 2002 

POLITICAL PURGES IN THE HDZ TO ROOT OUT THOSE SENIOR MEMBERS 
AT THE CENTRAL AND LOCAL LEVELS STILL LOYAL TO PASALIC. THIS 
CULMINATED IN THE EJECTION OF PASALIC LATER IN 2002 AND OF 
SEVERAL LOCAL PARTY COMMITTEES THAT WOULD NOT TOE THE LINE. 
BUT WHILE MOST OF THOSE WHO FOLLOWED PASALIC OUT THE DOOR (OR 
WERE PUSHED OUT) WERE FROM THE HDZ\'S MOST EXTREME NATIONALIST 
WING 

TO SANADER\'S LEADERSHIP 

NATIONALIST DINOSAURS REMAIN WITH SANADER. 


HDZ\'S SIGHTS SET ON NEXT ELECTION 
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7. (C) WITH HIS INTERNAL BATTLES BEHIND HIM AND THE SUPPORT 

OF A FEW SLICK 

AMBASSADOR TO THE U.S. MIOMIR ZUZUL AND HDZ VICE PRESIDENT 
JADRANKA KOSOR) 

NEXT ELECTIONS. WITH THE CURRENT GOVERNMENT FLOUNDERING FROM 
CRISIS TO CRISIS (MOST CREATED BY THEIR OWN INTERNAL 

BICKERING) 

LEAD IN THE POLLS. 


8. (C) HOWEVER 

PERCENT 

THE LEVEL REQUIRED TO BE ABLE TO GOVERN BY ITSELF. SANADER\'S 
TASK IS SIMPLE TO UNDERSTAND 

TO GOVERNMENT 

TO BACK HIS PARTY OR TO CONVINCE OTHER POLITICAL PARTIES THAT 
HIS HDZ WOULD BE A TRUSTWORTHY PARTNER IN COALITION. AND HE 
HAS TO DO THIS WHILE KEEPING THE NATIONALIST RIGHT-WING CORE 

OF HIS HDZ FIRMLY IN HIS CAMP. 


HDZ NEEDS USG SEAL OF APPROVAL TO CONVINCE UNDECIDEDS 


9. (C) ONE RECENT RELIABLE POLL SHOWS THAT NEARLY 40 PERCENT 
OF THOSE WHO INTEND TO VOTE IN THE NEXT ELECTION HAVE NOT 
MADE UP THEIR MINDS. SANADER BELIEVES CROATIA\'S UNDECIDED 
VOTERS ARE LOOKING TO THE INTERNATIONAL COMMUNITY TO JUDGE 
WHETHER THE HDZ HAS BECOME A PARTY CAPABLE OF GOVERNING THEIR 
COUNTRY OUTSIDE OF WARTIME. WITH THE EXCEPTION OF THE KONRAD 
ADENAUER FOUNDATION AND SOME CONSERVATIVE EU PARTIES 
AFFILIATED WITH THE EUROPEAN PEOPLE\'S PARTY 

CONFIDENTIAL 
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HAVE TAKEN THE SAME LINE AS WE HAVE 

LENGTH UNTIL IT DEMONSTRATES -- ON THE ISSUES THAT MATTER 
NOT JUST PERSONNEL -- THAT IT HAS CHANGED. 


10. (C) WE HAD BEEN WEIGHING FOR SOME TIME A MEETING WITH 
SANADER TO EXPLAIN WHERE THE HDZ NEEDS TO CHANGE; AS THE 
PRE-ELECTION CAMPAIGN IN CROATIA BEGINS TO WARM UP 

ABILITY TO INFLUENCE SANADER IS AT ITS PEAK. THERE IS ALSO 

LESS TO LOSE: AS THE COALITION PARTIES ARE INCREASINGLY 

SEIZED WITH ELECTIONS 

TAKING UNPOPULAR STEPS ON SOME OF THE ISSUES WE CONSIDER MOST 
IMPORTANT 


11. (C) SANADER\'S RECENT CLEAR AND POSITIVE STATEMENTS ON 
IRAQ INFLUENCED THE TIMING OF OUR MEETING 
(AS INTENDED) BY THE GOC AS A SHOT ACROSS ITS BOW. OUR AIM 
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WAS TO PROD PM RACAN INTO TAKING A MORE CONSTRUCTIVE LINE ON 
PROVIDING LOGISTICS SUPPORT TO CIVILIAN AIRCRAFT CARRYING 

U.S. TROOPS TO THE MIDEAST. ALTHOUGH THE DETAILS OF THE 

MEETING WITH SANADER REMAIN OUT OF THE PRESS -- AS AGREED -- 

WE LEAKED NEWS OF THE MEETING TO THE SDP 

HDZ\'S STANCE SUPPORTING USG CALLS FOR ACTION ON IRAQ WAS ONE 
OF THE REASONS. PM RACAN ANNOUNCED HIS GOVERNMENT\'S DECISION 
TO APPROVE USG LOGISTICS REQUESTS SOON AFTER. RACAN REFERRED 
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INDIRECTLY TO THIS SANADER MEETING TO THE AMBASSADOR WHEN HE 
INFORMED THE AMBASSADOR THAT THE GOC WOULD APPROVE THE USE OF 
CROATIAN AIRSPACE AND AIRFIELDS (ZAGREB 409). 


12. (C) ON FEBRUARY 21 

SANADER AT THE RESIDENCE. THE AMBASSADOR OPENED THE MEETING 
BY THANKING SANADER FOR HIS STRONG STATEMENTS IN SUPPORT OF 
THE USG POSITION ON IRAQ. SANADER TOLD THE AMBASSADOR 
CONVINCINGLY THAT THIS WAS NOT JUST HIS 

POSITION 

THE HDZ BELIEVES IT IS THE RIGHT THING TO DO. HE KNOWS THE 
POSITION RUNS AGAINST PUBLIC OPINION. THE AMBASSADOR 
EXPRESSED APPRECIATION FOR SANADER\'S VIEW 

THAT IRAQ IS INA CATEGORY OF ISSUES THAT SHOULD BE ABOVE 
POLITICS. WE HAD INTERPRETED THE HDZ\'S FEBRUARY 19 VOTE 
AGAINST THE GOC DECISION TO SUPPORT THE VILNIUS-10 DECISION 

IN A SABOR COMMITTEE AS PLAYING POLITICS WITH THE ISSUE. 
SANADER WAS DEFENSIVE 

ON THE POLICY 

ABOUT THE POLICY 

AGREE SINCE IT FELT THE GOC WAS MISHANDLING THE IRAQ ISSUE. 


AMB: NO BENEFIT OF THE DOUBT FOR HDZ 


13. (C) THE AMBASSADOR THEN DESCRIBED FOR SANADER WHY HE HAS 
BEEN HESITANT TO ENGAGE WITH THE HDZ AND WHY THE USG WILL NOT 
CONFIDENTIAL 
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TAKE HIS PARTY\'S ASSERTIONS AT FACE VALUE. WE HAVE A LONG 
MEMORY. THE AMBASSADOR NOTED THAT HE PERSONALLY WAS INVOLVED 
IN SOUTH CENTRAL EUROPE WHEN THE POLICIES THE HDZ GOVERNMENT 
WAS IMPLEMENTING WERE WORKING IN DIRECT OPPOSITION TO U.S. 
GOALS FOR REGIONAL STABILITY IN THE FORMER YUGOSLAVIA. THE 

HDZ GOVERNMENT HAD BEEN USEFUL TO US ON SOME FOREIGN AFFAIRS 
ISSUES 

AGAINST THE FRY 

EXAMPLE THE TUDJMAN GOVERNMENTYS DISRUPTIVE RELATIONSHIP WITH 
CROATS IN BOSNIA 

ETHNIC SERBS TO THEIR HOMES IN CROATIA 

COOPERATION WITH ICTY AND 

CORRUPTION AND CRONY CAPITALISM -- THE HDZ HAD BEEN ON THE 
WRONG SIDE. THIS HISTORY WOULD CONTINUE TO COLOR THE 
EMBASSY\'S RECOMMENDATION TO WASHINGTON ON HOW TO ENGAGE WITH 
THE HDZ. 


FINISH YOUR \"PURGE\" -- GET RID OF GLAVAS AND ROJS 
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14. (C) THE AMBASSADOR TOLD SANADER THAT WE HAD BEEN 

FOLLOWING THE PERSONNEL CHANGES IN HDZ CLOSELY. WHILE THE 

DEPARTURE OF PASALIC AND SOME OF HIS CLOSEST ASSOCIATES WAS A 

GOOD THING 

GENERAL LJUBO CESIC-ROJS IS A CARICATURE OF THE TUDJMAN HDZ 

STILL TRYING TO DISGUISE HIS SMUGGLING AND ILLEGAL GAINS WITH 

PATRIOTIC STATEMENTS AND WITH ONE FOOT IN HERZEGOVINA. WORSE 

STILL 

SANADER\S MOST TRUSTED ADVISERS. (INDEED 

GLAVAS\' VOTE-RIGGING AT THE LAST HDZ CONVENTION KEPT SANADER 

IN CONTROL OF THE PARTY.) THE AMBASSADOR RECALLED IN DETAIL 
CONFIDENTIAL 
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GLAVASV ROLE IN CLOSE LEAGUE WITH FORMER DEFENSE MINISTER 
SUSAK THAT HELPED SPARK WAR IN 1991 IN THE MURDER OF OSIJEK 
POLICE CHIEF RIEHL-KIR AND THE BOROVO SELO ATTACK. AS LONG 
AS GLAVAS WAS IN THE HDZ 

WOULD NOT TAKE IT (OR HIM) SERIOUSLY. 


NO ROOM FOR POLITICAL MANEUVER ON COOPERATION WITH ICTY 


15. (C) ON ICTY COOPERATION 

ROOM FOR COMPROMISE. IF THE HDZ WANTS THE RESPECT OF THE 
INTERNATIONAL COMMUNITY 

INSTITUTIONS. IF THE HDZ EXPECTS TO BE ACCEPTED AS A 
RESPONSIBLE PARTY 

GOVERNMENT HE WOULD SEEK TO RE-OPEN CROATIA\'S LAW ON 
COOPERATION WITH ICTY WHEN HE COMES TO POWER. NO HDZ LEADER 
CAN EXPECT TO BE TAKEN SERIOUSLY BY THE U.S. AS A REFORMER IF 
HE BASES HIS CAMPAIGN ON THE \"WE WILL NEVER GIVE UP OUR 
GENERALS\" THEME. WHEN THE NEXT INDICTMENT COMES DOWN FROM 
THE TRIBUNAL 

POLITICAL LEADERS MUST CALL FOR WHOMEVER IS INDICTED TO GO TO 
THE HAGUE OR BE TRANSFERRED PROMPTLY. 


HDZ SHOULD PUT ITS MONEY WHERE ITS MOUTH IS ON RETURNS 
CONFIDENTIAL 
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16. (C) THE AMBASSADOR TOLD SANADER THAT REFUGEE RETURN AND 
REINTEGRATION IS AN ISSUE WHERE THE HDZ CAN SHOW WHETHER IT 

IS REFORMED WITHOUT WAITING FOR ELECTIONS. HE CALLED ON 
SANADER TO BACK UP HIS POSITIVE PRIVATE STATEMENTS WELCOMING 
RETURN WITH PUBLIC POLICY STATEMENTS TO PARTY MEMBERS 
INSISTING THAT THEY ENCOURAGE LAWFUL RETURN. THE AMBASSADOR 
URGED SANADER TO CALL ON HDZ MAYORS AND COUNTY PREFECTS TO 
COOPERATE WITH THE GOVERNMENT AND THE INTERNATIONAL COMMUNITY 
TO FACILITATE REFUGEE RETURN. THE AMBASSADOR POINTED OUT 
THAT SOME HDZ OFFICIALS 

THE WAR ARE STILL STRONGLY FELT 

USG IS PLEASED TO HAVE ENTERED INTO SUCCESSFUL PARTNERSHIP 
RELATIONSHIPS WITH SOME MUNICIPALITIES WHERE HDZ HOLDS A 
MAJORITY. IN THE FIELD 

IMPORTANT CRITERIA FOR SELECTION IN THESE PROGRAMS THAN PARTY 
AFFILIATION 

OBSTRUCTIONIST MAYORS WERE DISPROPORTIONATELY HDZ. SANADER 
NEEDED TO LEAD HIS PARTY TO BE CONSTRUCTIVE EVERYWHERE IT 
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GOVERNED. 


SANADER: "HEY 


17. (C) SANADER THANKED THE AMBASSADOR FOR HIS FRANK 
MESSAGES; HE SAID HE GENUINELY APPRECIATED THE USGVS 
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UNVARNISHED VIEW OF WHERE THE HDZ STOOD. WHILE HE 
ACKNOWLEDGED THAT THE HDZ HAS ITS \"WARTS 

NEVERTHELESS PROUD OF HIS PARTY. PRESIDENT TUDJMAN WAS A 
STATESMAN WHOSE CONTRIBUTION WILL BE RECOGNIZED BY HISTORY. 
SANADER SAID HE KNOWS HIS PARTY\'S TRANSFORMATION IS 
INCOMPLETE; THE HDZ STILL HAS A WAYS TO GO BEFORE IT BECOMES 
THE RESPONSIBLE 


18. (C) HE TOLD THE AMBASSADOR THAT WHEN HE WAS ELECTED 
PARTY PRESIDENT IN APRIL 2000 

THAT HE TOOK OVER 

PASALIC\S DEPARTURE WITH A FEW OF HIS FAITHFUL 

PARLIAMENTARY CAUCUS WAS AND IS STILL FULL OF \"LITTLE 
TUDJMANS 

PARTY SANADER SEEKS TO DEVELOP. UNTIL THESE PEOPLE LEAVE THE 
PARTY 

CHARACTERISTICS OF A NATIONAL MOVEMENT RATHER THAN A 
MAINSTREAM POLITICAL PARTY. 


19. (C) SANADER HOPES TO ADDRESS THE HDZ\'S LACK OF TOLERANCE 
AND TRANSPARENCY BY CHANGING THE PEOPLE AT THE TOP OF THE 
PARTY WITH MORE PROGRESSIVE 
WIN OVER PASALIC IN 2002 
CONTROL OF THE NATIONAL LEVEL ELECTORAL LISTS. HE 
\"GUARANTEED\" THE AMBASSADOR THAT FULLY 80 PERCENT OF THE 
CURRENT PARLIAMENTARY CAUCUS WOULD BE OUT OF THE SABOR AFTER 
THE NEXT ELECTION. HE CLAIMED THAT ROJS WAS ALREADY ON THE 
WAY OUT. HE DID NOT TAKE ON ΤΗΕ AMBASSADORYS DENUNCIATION OF 
GLAVAS BY NAME 
GLAVAS\' STOMPING GROUND) IS A \"DIFFICULT\" AREA WHERE \"THERE 
ARE STILL MANY WAR WOUNDS.\" ON RETURNS 
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HIS PARTY\'S POLICY IS THAT ALL WHO WISH TO RETURN SHOULD BE 
ABLE TO DO SO. HE ACKNOWLEDGED THAT THE ISSUE IS NOT 
ADDRESSED IN A UNIFORM WAY BY HDZ LOCAL LEADERS. SANADER 
EXPLAINED THAT ONE OF THE WAYS HE IS \"DEMOCRATIZING\" THE HDZ 
IS TO PUSH RESPONSIBILITY FOR ISSUES DOWN TO THE LOCAL LEVEL; 
IN DOING SO HE GIVES UP A MEASURE OF CONTROL OVER LOCAL 
OFFICIALSY BEHAVIOR. 
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20. (C) NEVERTHELESS 

RECENTLY TAKEN SOME POLICY POSITIONS WHICH SHOW PROGRESS. HE 
TOOK CREDIT FOR THE HDZ\'S SUBSTANTIVE CONTRIBUTION TO 
CROATIA\'S PROGRESSIVE NEW CONSTITUTIONAL LAW ON NATIONAL 
MINORITIES 

DEPLOYMENT OF A GROATIAN MILITARY POLICE UNIT TO AFGHANISTAN 
AND HIS PARTY\'S PUBLIC SUPPORT FOR THE GOVERNMENT\'S LAUNCH OF 
CROATIA\'S APPLICATION FOR EU MEMBERSHIP. 


21. (C) SANADER SAID HE WAS PROUD OF THE HDZ RECORD IN 
SUPPORTING CONSTRUCTIVE RELATIONS WITH CROATIA\'S NEIGHBORS. 
THE HDZ HAS BROKEN TIES WITH THE HDZ-BIH 

SUPPORTED THE GOC POLICY OF PROPER STATE-TO-STATE RELATIONS. 
HE SAID THAT THE GOVERNMENT SHOULD WORK HARDER TO RESOLVE 
OUTSTANDING BORDER ISSUES WITH SERBIA- MONTENEGRO. SANADER 
SAID HE UNDERSTANDS THE COMPLEXITY OF THE BORDER ISSUES (HE 
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MENTIONED THAT HE HAD ALREADY MET WITH THE SERBIA-MONTENEGRO 
AMBASSADOR TO CROATIA) 

TIME TO RESOLVE THESE ISSUES 

LARGELY ABSENT IN THE CURRENT GOVERNMENT. (IN A LATER 

MEETING WITH THE AMBASSADOR 

CHARACTERIZED HIS MEETING WITH SANADER IN LESS POSITIVE 

TERMS.) 


22. (C) SANADER WAS EAGER TO SET A DATE FOR A FUTURE MEETING 
WITH THE AMBASSADOR 

PROPOSED. HE ALSO SOUGHT TO ESTABLISH MORE REGULAR CONTACT 
WITH THE EMBASSY. ON THE ISSUE OF REFUGEE RETURN 

PROPOSED SETTING UP A WORKING GROUP OF EXPERTS FROM THE HDZ 
AND THE EMBASSY TO DISCUSS WAYS TO MOVE THE ISSUE FORWARD. 
THE AMBASSADOR PARRIED THE IDEA OF WORKING GROUPS ON THIS 
ISSUE AND ON ICTY 

HDZ\'S \"REFORM\" AND THEN SEEK TO ENGAGE WITH SANADER FOR 
FUTURE MEETINGS BASED ON THE PARTY\'S FORWARD PROGRESS. 


23. (C) BY AND LARGE 

GROUND RULES SET UP IN ADVANCE 

MESSAGE (SEE PARA 11 ABOVE) DID GENERATE SOME PRESS INTEREST 

ABOUT A \"SECRET\" MEETING BETWEEN SANADER AND AN EMBASSY 

\"SENIOR OFFICIAL.\" SANADER PUBLISHED A MAJOR INTERVIEW ON 

MARCH 1 IN WHICH HE ADDRESSED SOME OF THE AMBASSADOR\'S 

CONCERNS 

HIS PARTY\'S COMMITMENT TO THE GOALS OUTLINED BY THE 
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AMBASSADOR DURING THEIR MEETING. AS HE HAS IN THE PAST 
ACKNOWLEDGED THE HDZVS FAILURE TO CURB RAMPANT CORRUPTION 
DURING THE TUDJMAN REGIME. ON ICTY 

SIDES OF HIS MOUTH IN THE SAME INTERVIEW. WHILE HE SAID THAT 
VALL UN MEMBER STATES MUST COOPERATE WITH THE TRIBUNAL" AND 
VOWED TO USE LEGAL CHALLENGES WHICH CROATIA HAS A RIGHT TO 
PURSUE 

QUALIFICATIONS" IN THE GOTOVINA INDICTMENT AND DECLARED THAT 
THE HDZ WOULD STICK TO THIS POSITION. (TO BE FAIR 

DOES LITTLE BETTER.) 


Column 3 
COMMENT 


24. (C) SANADER 

STRIKES US AS PERSONALLY GENUINE 

HE IS NOT COMMITTED TO ANYTHING BUT RETURNING THE HDZ TO 
GOVERNMENT. SANADER KNOWS THAT HIS ACHILLES\' HEEL IS THE 
ABILITY OF POLITICAL OPPONENTS IN THE CURRENT COALITION TO 
CONVINCE CROATIANS THAT A VOTE FOR THE HDZ IS A VOTE AGAINST 
MEMBERSHIP IN THE EU. THAT MEANS THIS PRE-ELECTION PERIOD IS 
OUR BEST OPPORTUNITY TO GET SANADER AT LEAST TO MAKE 
STATEMENTS (EVEN IF ACTIONS WOULD BE UNREALISTIC TO EXPECT) 
IN SUPPORT OF OUR REGIONAL STABILITY GOALS. 


25. (C) OUR MEETING WITH SANDER DOES NOT MEAN THAT WE ARE 

ANY CLOSER TO RECOGNIZING THE HDZ AS A VIABLE DEMOCRATIC 

OPTION FOR CROATIA. WE WILL CONTINUE TO MAKE THIS POINT 

PRIVATELY TO OTHER POLITICAL LEADERS IN CROATIA. OUR 

RAMPED-UP ELECTION-YEAR DEMOCRACY-BUILDING ASSISTANCE 

CONTINUES TO BE AIMED AT SUPPORTING THE HDZ\'S POTENTIAL 
CONFIDENTIAL 
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OPPONENTS BY HELPING THEM IDENTIFY RESONANT CAMPAIGN THEMES 
AND BY GETTING OUT THE VOTE -- EVERY VOTER WHO NEEDS TO BE 
GOTTEN OUT IS A COALITION VOTER; HDZ IS A SOLID BLOC. 


26. (C) THE NEXT STEP IS UP TO SANADERVS HDZ. WE SET CLEAR 
BENCHMARKS. SANADER\'S COMMITMENT TO REFORM BOTH ON POLICY 
ISSUES AND ON TRANSFORMING THE HDZ INTO A DEMOCRATIC PARTY 
SHOULD BE RELATIVELY EASY TO GAUGE 

STATEMENTS AND IN THE CANDIDATES THE HDZ PUTS UP FOR THE NEXT 
ELECTION. FOR CROATIA TO BECOME A FULLY FUNCTIONAL 
DEMOCRACY 

WHICH VOTERS COULD CHOOSE AS AN ALTERNATIVE TO THE CURRENT 
LINEUP. THIS MEETING WAS A FIRST SERIOUS EFFORT TO ENGAGE 

AND TEST SANADERVS WILLINGNESS AND ABILITY TO EFFECT THAT 
CHANGE. WE REMAIN FROM MISSOURI AS TO THE CHANGES HE WILL DO 
SO. 

ROSSIN 
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Columnist Jeffrey Simpson commented in the leading 
Globe and Mail (3/4): \"... The Vdream palace\' will be 
one in which the Americans are led by their political 
and military leaders through unfamiliar cultural 
territory 
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long-term engagements for which Americans are not 
prepared 

administration with revolutionary objectives is running 
U.S. policy. The realists have been 

banished or marginalized 

to compromise. The ideologues believe they are the 
terrorists\' nightmare 

are the terrorists\' dream 

overreacted. By pursuing Vregime change 

a U.S. general running Iraq for two years or 

more 

and provide the best recruiting ground yet for militant 
fundamentalism. The shock sought by the Americans 
therefore 

themselves. Unless 

Afghanistan 

year\'s headlines to today\'s back pages. In which 
case 

chaos.\" 


2. \"The real reasons for deposing Saddam\" 
Columnist Paul Stanway wrote in the conservative 
tabloid Edmonton Sun (3/1): \"...Promoting democracy in 
the Middle East. In a nutshell 

conflict with Iraq is all about. Yes 

over weapons of mass destruction and the crumbling 
authority of the United Nations 

is 

the spread of democratic values to create a more stable 
and peaceful world. One in which despots like Saddam 
Hussein are not able to seize the wealth of a nation 

and use it to fund aggressive wars against their 
neighbours - which in his case have already taken the 
lives of over a million people.\" 


3. \"War of ideas\" 

Under the sub-heading 

democracy and free institutions could work with Islam 

the right-of-center Calgary Herald (3/1) commented: 

\"... Those who saw in the rubble the just 

regrettable 

Americans to don sackcloth and ashes to atone for the 
poverty and hopelessness in the tyrannies of the Middle 
East. They prescribed understanding 

repentance and ultimately 

they supposed 

compound those ineffable root causes. Such thinking was 
patently absurd. Certainly 

dish of resentment 

attacked America. It was the sons of the affluent. And 

the more one understands what inspired al-Qaeda and its 
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Taliban hosts 

How does one placate somebody who wants nothing of you 
but your life?... The U.S. failure to depose Saddam 
Hussein in the Gulf War was taken in the Arab world as 
weakness 

survival 

Great Satan 

victory. Saddam with nuclear weapons would much 
encourage it. The reverse is also true: His removal 

will cause alarm and despondency among the militants. 
Saddam 
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Columnist Marcus Gee noted in the leading Globe and 
Mail (3/6) that 

is not afraid to say so.... To drive his antiwar 

message home 

players in the Iraq debate: British Prime Minister Tony 
Blair 

Nations Secretary-General Kofi Annan 

Minister Silvio Berlusconi and Spanish Prime Minister 
Jose Maria Aznar.... The Pope\'s surprisingly muscular 
intervention puts him at odds with the two 

devoted Christians who are leading the campaign against 
Iraq - Mr. Bush and Mr. Blair - and sets up a 
remarkable debate over the morality of the planned 
war.... Both Mr. Blair and Mr. Bush believe just as 
strongly as the Pope that their course is the morally 
correct one. In fact 

grown 

terms.... lf war is the wrong answer 

of Iraq 

no good answer." 


2. VEver new lines in the sand\" 

Editorial page editor emeritus Haroon Siddiqui 
commented in the liberal Toronto Star (3/6): \"Another 
week 

invasion of lraq.... What we are witnessing in 
Washington is a dangerously ideological administration 
So bent on waging war that it would say just about 
anything to justify its holy mission.\" 


3. VThe ‘evil axisV hits back" 

The liberal Toronto Star editorialized (3/5): \"As U.S. 
President George Bush gets ready to crush Saddam 
Hussein 

Saddam\'s pain. But far from being cowed 

and Iran seem determined to deny Bush the chance to do 
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to them what he\'s about to do to Saddam. It\'s getting 
prickly out there. In Korea 

has countered a threat with a crisis. He has an illegal 
nuclear bomb or two 

Iran 

VpeacefulV nuclear program that\'s getting murkier. It 
has rebuffed IAEA requests for better access to nuclear 
sites.... All the talk in Washington of \'taking out 
Saddam\'s regime before it can arm itself with horror 
weapons has emboldened Korea 

shield themselves from attack by acquiring the very 
nukes Saddam lacks. Washington\'s aggressive doctrine of 
"pre-emptively' smashing regimes that pose no threat 
but in theory might risks inviting an arms race that 

can only damage U.S. interests. Having 

loosed this stampede 

The campaign against terror remains America\'s chief 
priority. But getting North Korea to abandon its nukes 
and persuading Iran not to go down the nuclear road 
ought to be high on the presidential agenda. Higher 
than regime change in Iraq. Iraq is a problem. But 
Korea is a crisis. And Iran is fast becoming one. 
However Bush may loathe Pyongyang and Tehran 

to cool his moralizing 

and deploy skilled diplomats to engage these regimes 
in a dialogue to head off catastrophe. Toppling Saddam 
is a potentially fatal distraction.\" 


4. VMurky message hurts U.S. case for war in lraq\" 
Columnist Marcus Gee observed in the leading Globe and 
Mail (3/5): \"Is the United States trying to disarm 

Iraq's Saddam Hussein 

power? The simple answer: both. Washington believes 
that the only way to make sure he disarms is to oust 
him. That is why it is preparing to fight. But 

somewhere on the road to Baghdad 

become clouded 

the case for war.... Despite all the confusion in the 

wider world about regime change 

administration is quite clear in its own mind about its 

war aims 

beginning. Disarmament is the goal and ousting Saddam 
Hussein the method. But by muddying the message 

hurt its case." 


5. \"Intolerable aggression\" 

The centrist Winnipeg Free Press editorialized (3/6): 
\"U.S. President George Bush has been expressing high 
hopes lately about the secondary benefits that may 
result from a military operation to disarm Iraqi 

dictator Saddam Hussein. These could include freedom 
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peace and prosperity for the people of Iraq and 
neighbouring countries 

Palestinian state and peace for Israel. It is 

far from certain that these results can be achieved 
through invasion of ΙΓ8α.... Results of that distant 

kind lie far beyond Mr. Bush\'s control. America and its 
allies should be conscious of both the dangers and the 
opportunities 

and peace on the basis of hoped or feared results that 
for the moment 

Iraq will cause death 

property 

That is a terrible course to adopt and many governments 
on the United Nations Security Council have been 
reluctant to agree to such a course. The other course 
however 

aggression.... Peace and security for all countries 
depend on effective means for stopping aggression... 
The valid purpose for invading Iraq is to disarm Saddam 
Hussein. That is worth doing for itself and for the 

larger purpose of showing all would-be aggressors that 
aggression is not tolerated. If the action leads to 
general peace and contentment in the Arab world and the 
Middle East 

not count on it and he should not be surprised if his 
action produces unwelcome results that he can neither 
foresee nor prevent. The best possible result is 
compliance by Iraq with the requirements of the 
Security Council. Failing that 

compliance is a cruel necessity. If compliance is not 
enforced 

and the nations of the world must brace themselves for 
the wars that will follow. \" 


6. \"The triple veto\". 

Editorialist Serge Truffaut wrote in the liberal Le 

Devoir (3/6): \"The last word still belongs to the chief 
inspectors who will present their report tomorrow. It 

is worth pointing out that France has insisted that the 
Blix expose be made in public and not in closed chamber 
as it was originally planned. Yesterday\'s gesture by 
the Berlin-Moscow-Paris axis had an immediate impact. 
Prime Minister Blair is more isolated than ever... By 
playing his pieces so unilaterally 

British government has gone beyond the point of no 
return. If Washington decides to go ahead without the 
support of the U.N. 

has predicted 

who preferred action over the rule of law has put 
himself in the position to be hit by the boomerang 
effect.\" 
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7. \"Losing the PR Game\" 

Columnist lan MacDonald wrote in the conservative The 
Gazette (3/5): \"...Once it made a choice of going to 

the United Nations rather than going it alone on the 
road to Baghdad 

to a diplomatic end game in the Security Council 

game it clearly does not control.... Meantime 

opinion counts. The worldwide anti-war demonstrations 
on Feb. 15 were also a reminder of the awesome power of 
the Internet.... Never before has such a well-connected 
movement demonstrated in such impressive numbers around 
the world on a single day.... But the worst moment for 
the Bush administration might have come when Iraqi 
deputy prime minister Tariq Aziz received an audience 
from the pope.... Perhaps the best policy for the 

United States would be to stand by in the Persian Gulf 
and keep squeezing Saddam until 

destroys all his weapons of mass destruction. Then 

the immortal words of the late Vermont senator 

D. Aiken 

declare victory and pull out.\" 


AFGHANISTAN 

8. \"What happened to AfghanistanVs cash?V 

The conservative National Post opined (3/6): \"When 
Afghanistan\'s Taliban regime fell in late 2001 

was a widely shared feeling that this was a victory for 
the Afghan people as much as it was for the United 
States and its allies.... In recent months 

the world\'s attention has become increasingly focused 
on Iraq 

about Afghanistan.... Washington dropped the ball on 
Afghanistan a second time 

February 

conference on Afghanistan 

disarmament 

estimated 800 

network of private armies. The United States pledged 
just $14-million for this crucial effort 

promise of $42-million from Japan. This is 
unacceptable: The United States is both the 

world\'s richest country and the Western nation with the 
most to lose should Afghanistan collapse or fall back 
under the sway of Taliban-like extremists. 

Washington should be rounding up more generous funding 
for the DDR and other projects. It also must commit 
larger amounts itself. It would be fantastically short- 
sighted for the United States to spend tens of billions 
of dollars fighting a high-tech war in 2001 - only to 

see the benefits squandered because of a lack of follow- 
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up humanitarian funding in 2003 and 

beyond.... It should be no small embarrassment to 
Western governments that Iran - a member of George W. 
Bush\'s Vaxis of evil\’ - has actually turned into one of 
Afghanistan\'s most generous donors.... If the Western 
effort falters 

Afghanistan 

be.... In 1989 

Afghanistan by U.S.-backed mujahadeen 

States had the chance 

to help Afghanistan rebuild. Instead 

declared victory and abandoned the country - a move 
that left Afghanistan ripe pickings for the 
Pakistan-backed Taliban a few years later. We cannot 
allow history to repeat itself. V 


TURKEY 

9. \"Ankara\'s dilemma" 

Editorialist Serge Truffaut wrote in the liberal French- 
language daily Le Devoir (3/4): "The Ankara government 
intends to try again by presenting a second motion to 
Parliament... To rally all the members of his party 
Erdogan will obviously have to propose a motion with 
more potential gains than those promised so far by 
Bush. The dilemma is simple: either the government 
gives satisfaction to Washington and immediately 
alienates civil society 

of joining the European Union sooner will increase to 
Bush\'s great displeasure.\" 
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Under the sub-heading 

think it has enough evidence to attack Saddam Hussein 
but the polls show otherwise 

Danielle Smith wrote in the nationalist Ottawa Citizen 
(3/7): WHad Saddam Hussein been responsible for the 
Sept. 11 terrorist attacks; had he harboured Osama bin 
Laden and his henchmen in the fallout of the Taliban 
regime collapse; had the United States revealed Saddam 
has provided weapons of mass destruction to militant 
Islamic groups; had he recently invaded foreign 

territory 

discharged chemical weapons or attacked the U.S. 
directly - any of these would have been sufficient 
grounds for an immediate attack. But 

there aren\'t clear grounds 

President George W. Bush and British Prime Minister 
Tony Blair should not invade Iraq.... What has Iraq 
done to the West 
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U.S. argues Iraq may supply terrorist organizations 
with weapons of mass destruction. That may be true 
so could a lot of other nations 

wage war on them all.... There is no question that Iraq 
is a tragic case. Iraqis need 

liberation 

Saddam\'s hands 

motivated executions. Saddam is an evil man 

many other despots and dictators 

topple them all. The responsibility for regime change 
in Iraq ultimately lies with Iraqi citizens 

U.S. And 

disarmament 

which nation is the strong horse now. Crushing Saddam 
Hussein to drive the point home just isn\'t necessary.\" 


2. VFirst lraq 

The conservative tabloid Winnipeg Sun opined (3/7): 
\"People keep talking about the looming irrelevancy of 
the United Nations if the U.S. unilaterally invades 

Iraq as if this was a bad thing. Why? The destruction 
of the UN in its present form is almost as desirable as 
ridding the world of Saddam Hussein. The UNVs fatal 
flaw is that it treats every member state the same 
regardless of its human rights record. Because its 
dictatorships so often act in concert 

amok for years.... Post 9/11 

justification for war. Not only is Saddam a cruel 

tyrant to his own people who has attacked three 
neighbours 

destruction and financially supported terrorism.... We 
don\'t share George Bush\'s view that toppling Saddam 
will inspire a wave of democracy in the Mideast\'s 
thuggish dictators. But it will warn them 

that from now on there will be a price to pay for 
following lraqVs lead. As for the UN 

worthwhile aid and humanitarian programs can be revived 
under a new global organization in which democracies 
not dictatorships 


TURKEY 

3. \"The day the Turks came outV 

Columnist Jeffrey Simpson commented in the leading 
Globe and Mail (3/7): \"... The Turkish government could 
scarcely believe it lost the vote. Washington was 
stunned. After all 

and a NATO member 

during the 1991 Persian Gulf war.... Recep Tayyip 
Erdogan\'s government had all kinds of political 
capital. It had received an overwhelming mandate in 
November to clean up Turkish politics. Although 
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nominally an Islamist party 

said and did everything to convince Western countries 
that Turkey would remain a faithful ally. Now this. The 
Turks 

sweet pronouncements about respecting borders 

are Kurds in eastern Turkey and Kurds in northern Iraq 
(and in Syria and Iran) 

thicker than the water of political declarations of 

intent. They know that 

the Turks will be left to cope with its ethnic 

rivalries. The hint of Turkish troops entering northern 
Iraq with the Americans inflamed Iraqi Kurds; the idea 
of a quasi-autonomous Kurdish territory inside Iraq 
frightened the Turks. The 

Turks don\'t like Saddam Hussein 

him 

than the U.S. is. The Turkish military prizes 

its relationship with the U.S. military. Maybe the 
generals and better parliamentary tactics can reverse 
what happened in parliament. Even so 

reflected well on Turkish democracy and sent a signal - 
which will undoubtedly be ignored in Washington - that 
the people of yet another friendly country have 
deserted the United States.\" CELLUCCI 
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THE U.S. AND OTHERS WERE TO GO OUTSIDE THE COUNCIL AND TAKE 
MILITARY ACTION 

CHARTER.\" ANNAN SAID PEOPLE AROUND THE WORLD WANT A PEACEFUL 
RESOLUTION TO THE IRAQ CRISIS 

ALWAYS BE A LAST RESORT.\" HE NOTED THAT THE UN HAS \"A DUTY TO 
SEARCH UNTIL THE VERY END FOR THE PEACEFUL RESOLUTION OF 
CONFLICTS.\" 


2. (U) ANNAN NOTED THAT THE SECURITY COUNCIL MEMBERS \"NOW 
FACE A MOMENTOUS CHOICE 

COMMON POSITION 

THE SECURITY COUNCIL 

ACTION WILL BE SERIOUSLY IMPAIRED.\" HE CONTINUED 

THAT THE SUCCESS OR FAILURE OF THE INTERNATIONAL COMMUNITY 
WOULD CRUCIALLY AFFECT ITS ABILITY TO DEAL WITH OTHER 
PROBLEMS IN THE MIDDLE EAST 

ANNAN ALSO NOTED THE IMPORTANCE ATTACHED THE WORLD OVER TO 
THE SECURITY COUNCIL AND THE UN 

THEIR GRAVE DECISION 

COUNCIL TO KEEP THIS IN MIND 

IN THEM THAT THE WORLD\'S PEOPLE HAVE SHOWN.\" 


3. (U) HIS REMARKS WERE DISTRIBUTED BY UN NEW YORK\'S PRESS 
SPOKESMAN. 
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REF: USUN 621 


CLASSIFIED BY: POLITICAL MINISTER COUNSELOR JOSIAH ROSENBLATT 
REASONS 1.5(B) AND (D). 


1. (C) IN A DISPLAY OF THE INCREASING DISCOMFORT WITH THE 

DECISION BEFORE THE COUNCIL ON IRAQ 

HAVE PREPARED A \"COMPROMISE PROPOSAL\" WHICH THEY PLAN TO PUT 
BEFORE THE COUNCIL. IT IS NOT CLEAR WHEN THIS DRAFT (TEXT AT 
PARA 2) 

INTRODUCED. ALONG WITH THIS DRAFT 

CONSIDERING OTHER IDEAS BORNE OF DESPERATION 

THE VOTING ORDER IN THE COUNCIL REVISED TO ALLOW THE \"NO\'S\" 

TO VOTE FIRST. 


2. (C) HIGHLIGHTS OF THE DRAFT INCLUDE: THE PRESENTATION OF A 
WORK PROGRAM 

17. THIS IDEA 

REMAINING DISARMAMENT TASKS (KRDTS) IN THE FIRST PHASE. OP3 
REQUESTS BIWEEKLY REPORTS VIA THE COLLEGE OF COMMISSIONERS. 
OP4 SETS A VFINAL REPORT" DATE OF APRIL 17 

CONTAINING KRDTS FROM PHASE | OF THE WORK PROGRAM 

POINT THE COUNCIL WOULD INITIATE PHASE ll OF THE WORK 
PROGRAM 

ALSO HAS A HIDDEN TRIGGER AT THE END IN THAT THE COUNCIL CAN 
DECIDE ON APRIL 17 THAT IRAQ HAS FAILED TO TAKE ITS FINAL 
OPPORTUNITY. OP6 CONTAINS AN OFFER OF FULL AMNESTY FOR 
COOPERATIVE IRAQI OFFICIALS 

PAKISTANI RESOLUTION. 


2. (C)BEGIN TEXT OF U-6 "COMPROMISE PROPOSAL\" OPERATIVE 
PARAGRAPHS ONLY. 


(THE SECURITY COUNCIL) ACTING UNDER CHAPTER VII OF THE 
CHARTER OF THE UNITED NATIONS 


1. REAFFIRMS THE NEED FOR FULL IMPLEMENTATION OF RESOLUTION 
1441; 


2. DECIDES THAT UNMOVIC AND THE IAEA 

WILL EACH SUBMIT 

FOR THE DISCHARGE OF THEIR MANDATES AS REQUESTED BY 
RESOLUTION 1284 

INCLUDE IN THE FIRST PHASE CLEARLY DEFINED AND PRECISE KEY 
DISARMAMENT TASKS THAT IRAQ SHOULD COMPLETE NO LATER THAN 
APRIL 17; 
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3. REQUESTS THE EXECUTIVE CHAIRMAN OF UNMOVIC AND IAEA TO 
PRESENT BI-WEEKLY REPORTS 

THE COUNCIL 

ON THE WORK OF UNMOVIC 

COMPLIANCE BY IRAQ OF THE TASKS INCLUDED IN PHASE ONE OF THE 
WORK PROGRAM; 


4. REQUESTS ALSO THE EXECUTIVE CHAIRMAN OF UNMOVIC AND IAEA 
TO PRESENT A FINAL REPORT ON THE FIRST PHASE OF THE WORK 
PROGRAM BY APRIL 17 ON THE BASIS OF WHICH THE COUNCIL WILL 
DECIDE TO INITIATE PHASE TWO OF THE WORK PROGRAM CONTAINING 
THE ADDITIONAL KEY DISARMAMENT TASKS THAT IRAQ SHOULD COMPLY 
OR THE COUNCIL WILL DECIDE THAT IRAQ HAS FAILED TO TAKE THE 
FINAL OPPORTUNITY AFFORDED BY RESOLUTION 1441; 


5. CALLS UPON IRAQ TO FULFILL THE OUTSTANDING DISARMAMENT 
TASKS AS IDENTIFIED IN PHASE ONE OF THE WORK PROGRAM AND ITS 
OTHER OBLIGATIONS UNDER UNSC RESOLUTIONS AND TO EXTEND 
IMMEDIATE 

INSPECTORS TO SECURE THE OBJECTIVE OF DISARMAMENT OF ITS WMD 
IN ACCORDANCE WITH UNSC RESOLUTION 1441; 


6. DECLARES A FULL AMNESTY FOR ALL IRAQI OFFICIALS WHO EXTEND 
THEIR FULL AND UNEQUIVOCAL COOPERATION TO UNMOVIC AND IAEA 
AND OTHER UN AGENCIES AND TO THE UNSC TO SECURE FULL AND 
FAITHFUL COMPLIANCE BY IRAQ WITH THE ABOVE MENTIONED 
OBLIGATIONS AND ASSURES THEM OF PROTECTION AND SECURITY FOR 
THE PERSON AND THEIR FAMILIES; 


7. DECIDES TO REMAIN SEIZED OF THE MATTER. 
END TEXT 
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with the results of the BTA implementation so far 
underscored the priority Vietnam attaches to trade and 
investment both in the present and in the long-term. He 
complimented Ambassador for his personal role in BTA 
implementation. He stressed that greater cooperation on the 
BTA was not just important for economic reasons 

a way of bringing our two countries and peoples together 
improving mutual understanding 

friendship. 


7. (U) DPM Dung noted ongoing problems to solve 
catfish and textiles; resolution would require that both 
sides really listen to each other\'s viewpoints. He noted 
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that many Vietnamese felt that recent US decisions on these 
issues in particular had been \"discriminatory\" as well as 
bad for bilateral relations 

\"lacking in goodwill.\" He urged Ambassador to take personal 
responsibility for dealing with these issues. On textiles 

he claimed that then-Deputy USTR Fisher had \"promised\" 
during BTA negotiations that 

Boeing aircraft 

agreement. Ambassador indicated surprise at such a claim 
but DPM Dung said that Fisher had personally made this 
commitment to him in the same room in which we were now 
sitting. Ambassador noted that 

agreements were fairly routine 

lifespan given the WTO decision to abolish them in 2005 
among members. Once Vietnam acceded 

access to this US market. He noted that current 
uncertainty among US garment buyers could only hurt 
Vietnam\'s longer-term interests. He stressed that purchases 
of Boeing aircraft made good sense in their own right. He 
cited discriminatory actions on the side of the GVN -- film 
censorship 


8. (U) DPM Dung complained also about recent legislation 

in Virginia and California mandating use of the Republic of 
Vietnam flag. While saying that he understood that the 

State DepartmentVs ability to stop such legislation was 
constitutionally limited 

have a \"harmful\" impact on international affairs and 

bilateral relations 

active in opposing them. Ambassador noted that the bottom 
line problem was that the GVN had not been more aggressive 
in reaching out to the Viet Kieu community in the United 

States. He urged the GVN to take more steps toward 
reconciliation 

staff to meet with them 

Vietnamese Vice President Nguyen Cao Ky to visit. DPM Dung 
reacted emotionally 

regime in Saigon had been responsible for bringing in 1 

million US troops and resulting in the death of 3 million 
Vietnamese; they are \"criminals\" and would never be welcomed 
back. He agreed with Ambassador\'s comment that 

case 


9. (U) DPM Dung pledged that Vietnam would continue to try 
to improve cooperation and broaden the relationship 

including in areas such as education and training 

exchanges 

Orange 

Defense Minister Tra indeed planned to visit the US 

with other probable visits by the National Assembly Chairman 
and DPM Vu Khoan. He pointed to more joint efforts on 
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military training. He cited information sharing related to 
counter-terrorism. He described Vietnam\'s commitment to 
combating narcotics 

obstacles remained related to taxes paid by US staff. 
(Note: an apparent reference to long-standing negotiations 
over a Counter-narcotics agreement with StateVs INL. End 
note) 


10. (U) Ambassador noted that he had yet to meet with 
General Secretary Nong Duc Manh 

years as a diplomat that he had not met the most senior 
political figure in a country. DPM Dung said that GS Manh 
had agreed to the meeting in principle 

personally again forward the request 

matter of scheduling at this point. 


11. (U) Comment: While sometimes a feisty interlocutor 
DPM Dung appeared extremely well-briefed on bilateral ties 
as well as sincerely dedicated to further improvement of 
relations. Ambassador will attempt to seek more regular 
exchanges such as this one to get over some of our mutual 
misunderstandings and to clarify Vietnamese attitudes in the 
interests of promoting stronger and deeper ties. 
BURGHARDT 
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(U) CLASSIFIED BY DCM RDEUTSCH 


1. ((C) SUMMARY: ASAM 

ADVICE AND RESEARCH TO THE TGS AND THE GOT 

POST-IRAQ GEOPOLITICAL STRATEGY INVOLVES REDEFINING THE 

MIDDLE EAST REGION TO INCLUDE AFGHANISTAN. ASAM SUPPORTS THE 
ESTABLISHMENT OF AUTONOMOUS REGIONS FOR KURDS AND TURKMEN IN 
POST-WAR IRAQ BECAUSE IT BELIEVES THAT AN IRAQ BASED ON THE 
FEDERAL SYSTEM WILL SERVE AS A POTENTIAL CATALYST FOR 

REGIONAL INSTABILITY. END SUMMARY. 


2. (C) WE MET WITH UMIT OZDAG 

CENTER FOR EURASIAN STRATEGIC STUDIES (ASAM) AT THE RESEARCH 
ORGANIZATION\'S HEADQUARTERS IN THE CANKAYA SECTION OF ANKARA. 
THE HEADQUARTERS ARE PLUSH 

SUCCESSFUL FUND-RAISER. ASAM WAS PREVIOUSLY FUNDED BY TGS. 
HOWEVER 

STRATEGY CENTER -- A THINK TANK WITH DEEP CONNECTIONS TO THE 
NSC 

MILLION GRANT FROM ISLAMIST TURKISH FOOD PROCESSING COMPANY 
ULKER AS A WAY TO EXPAND ITS POLITICAL ACCESS TO THE 
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SECULARIST ESTABLISHMENT. OZDAG SAYS ASAM PROVIDES ADVICE TO 
THE TURKISH GENERAL STAFF (TGS) AND OTHER GOT ENTITIES AND HE 
CLAIMED GOOD RELATIONS WITH RESEARCH ORGANIZATIONS IN THE US 
ASIA AND THE MIDDLE EAST. HE CLAIMS NOT TO HAVE CLOSE 
RELATIONS WITH INSTITUTES IN WESTERN EUROPE 

GERMAN IS FLUENT FROM YEARS OF STUDY AND TEACHING IN GERMANY. 
ASAM IS EMBARKING ON A NEW RESEARCH PROJECT THAT INVOLVES 
HOWARD UNIVERSITY IN WASHINGTON 


3. (C) OZDAG STATED THAT HIS AND ASAMVS MIDDLE EAST FOCUS IS 
CURRENTLY MORE IN THE US OPERATION POTENTIAL IN IRAQ. OZDAG 
BELIEVES THE US IS SEEKING TO RESHAPE THE GEOPOLITICAL 
LANDSCAPE OF THE MIDDLE EAST AFTER THE IRAQ ISSUE IS RESOLVED 
SO THAT AFGHANISTAN IS INCLUDED IN THE GREATER MIDDLE EAST 
REGION. IN ANTICIPATION OF THE US\'S POTENTIAL REDEFINITION 

OF THE REGION 

INTERNATIONAL EFFORTS IN AFGHANISTAN TO FURTHER TURKEYYS OWN 
NATIONAL INTERESTS. 


4. (C) OZDAG ECHOES THE STANDARD OFFICIAL TURKISH LINE THAT 
THE CREATION OF A FEDERAL IRAQ IS AGAINST TURKISH NATIONAL 
INTERESTS. FURTHER 

CONTRIBUTE TO INCREASED ETHNIC TENSIONS IN TURKEY. OZDAG 
WOULD PREFER TO SEE IRAQ REORGANIZED INTO A WUNIFIED 
DEMOCRATIC COUNTRY 

KURDS AND TURKMEN. OZDAG ALLEGES THAT THERE ARE 2 1/2 
MILLION TURKMEN AND 4 MILLION KURDS IN IRAQ. DENYING BOTH 
KURDS AND TURKMEN AUTONOMOUS REGIONS 

VIOLATE BOTH NATIONAL AND INTERNATIONAL LAWS. 


5. (C) OZDAG BELIEVES THAT WASHINGTON\'S COOPERATION WITH 
KURDS IS INCONSISTENT WITH TURKISH INTERESTS. HE PREDICTS 
SUPPORT FOR KURDS WILL EXTRACT ITS OWN SOCIAL PRICE IN 
TURKEY 

KURDISH \"ANTI-POPE\" AS A RESULT. 


SHIVA DO NOT NEED AUTONOMY 
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6. (C) OZDAG DOES NOT PERCEIVE A NEED FOR AUTONOMOUS 
REGIONS/STATUS FOR IRAQI SHIVA 

BUT 

PROTECTION FROM THE SHIVA. HE NOTED THAT TEL AVIV WOULD 
PROBABLY OPPOSE ANY AUTONOMY FOR THE SHIVA. 


7. (C) BELIEVING THE US DOES NOT CARE ABOUT THE COMPOSITION 
OF THE NEW IRAQI GOVERNMENT 

FEDERAL IRAQ WILL PLANT THE SEEDS OF LONG-TERM REGIONAL 
INSTABILITY. ANKARA 

TO ESTABLISH CLOSER TIES TO TEHERAN AND DAMASCUS 

IN THE EARLY NINETIES 


8. (C) COMMENT: OZDAG\'S ASSERTIONS REFLECT THE MIDDLE OF 
THE CURVE ON TURKISH ANALYSIS OF IRAQ 

US POLICY. END COMMENT. 

PEARSON 
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FOREIGN RELATIONS 


Classified by DCM Robert Deutsch; reasons 1.5 (b)(d). 


1. (C) Summary: Comments elicited during conversations with 
mission representatives of neighboring countries regarding 
Turkey\'s conduct of foreign affairs suggest little approval 

or admiration exists for Turkish diplomatic maneuvers. End 
summary. 


2. (C) Political officer (PO) 

labor portfolios 

representatives of neighboring missions and the Turkish 
Ministry of Foreign Affairs (MFA). Throughout all of PO\'s 
meetings with MFA staff as well as other missions 

Arabs both affirmed they had mutually good and cooperative 
relations with each other. In recent weeks 

have alleged that they have been primarily preoccupied with 
Irag-related issues. At the same time 

Eastern embassies say that they have had no conversations 
with the MFA regarding Iraq. 


3 (0) Surprisingly 
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first peek behind the \"cordial curtain\" into what the 
relationship between Arabs and Turks might really be. The 
Saudi political counselor (strictly protect) described Turks 
as \"mukh nashif\" an Arabic term meaning \"dry brain\" to 
explain the TurksY legendary stubbornness in business 
transactions. 


4. (C) The Israeli DCM (strictly protect) confided that when 
\"\'things\' are good it is easy and when bad harder to work 
with Turkey." The DCM compares the question of Turkish 
admission to the EU with getting admitted to Yale or 
Cambridge: wanting is not enough; an applicant must be able 
to offer V'something special. V 


5 (C) The Moroccan DOM (strictly protect) 

Washington for eight years 

four rounds of negotiations for what should be a mutually 
beneficial trade agreement between the Turkey and Morocco. 
He fumed 


6. (C) The Embassy of Pakistan DCM (strictly protect) 
recently served in Vienna and described the Turks as 
\"warlike.\" 


7. (C) The Embassy of India Second Secretary (strictly 
protect) affirmed Indias interest in assisting with Afghan 
reconstruction. The secretary noted that historically India 
was not warlike 

nations such as Turkey to invade it. 


8. (C) Finally 

members of the Afghan mission and the European Unions labor 
officer elicited virtually the same response when asked to 
describe their missions relations with the Turks: Both 

diplomats sighed 

side to side and waved their right hands 

crooked river. 


9. (C) Comment: Strongly held historic prejudices 

by Turkey\'s current negotiations with the US and others 
suggest that distaste for Turkish-style diplomacy still 
persists. End comment. 

PEARSON 


6257 


Column 3 

Iraq: The GVN opposed terrorism 

of terrorism to invade another country 

of mass destruction. He urged the international community - 
- working through the UN -- to use \"peaceful means\" to get 
Iraq to disarm. (Ref b provides MFA spokeswoman\'s most 
recent iteration of the GVN position on March 7.) He 
specifically noted that Vietnam would oppose a war against 
Iraq in the absence of a UN Security Council resolution. He 
emphasized that Vietnam 

to the suffering 

He noted that a resort to non-peaceful means would be 
\"counter to civilization\" in the 21st century. 


2. (U) DPM Dung added that Vietnam\'s \"good relations\" with 
Iraq were as two sovereign 

interfere in each other\'s internal affairs and sought 
mutually beneficial economic ties. He emphasized that Iraq 
had helped Vietnam during the US embargo on Vietnam by 
enabling it to purchase oil. He noted that Vietnam owed 
Iraq USD 500 million for those purchases. (Note: It was 
not clear whether that was the original or remaining debt.) 
He said that Vietnam sold about USD 500 million worth of 
rice 

the UN\'s Food for Oil Program. 


3. (U) Ambassador stressed that the U.S. did not seek war 
which could have horrible and unpredictable consequences. 
He noted 

that the time comes when a clear and credible threat of war 

is the only way to get a response. He emphasized that 
Saddam Hussein\'s very small responses so far had come only 
because of these threats. He urged Vietnam to use its good 
relations with Iraq to appeal to its leaders to do what they 
should have been doing regarding disarmament over the past 
twelve years. He noted that UN inspectors had confirmed the 
existence of WMD programs in the 1990s 

see sufficient explanations of where these weapons are now. 
He warned that failure to enforce UNSC resolutions could 
have serious consequences for the credibility of the 

institution 

impotence when ltaly invaded Abyssinia. He stressed that 
\"time was running out\" for the Iraqi leadership to cooperate 
fully as required under UNSCR 1441 and earlier resolutions. 
DPM Dung reiterated his appeal for \"peaceful methods\" only. 


4. (U) Comment: Vietnam has already made up its mind on 
Iraq and likely will continue to stick to what it sees as 

the moral high ground of opposing war in general. We 
suspect even the passage of an additional UNSCR authorizing 
military action would not convince the GVN to add its public 
support to such efforts. There is 
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that the GVN would ever use whatever channels of 
communication exist between its leaders and Saddam Hussein 
to urge Iraq to do the right thing 

comment. 


5. (U) In light of the above 
c demarche request. 
PORTER 
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of secondary schools 

associations 

originally encouraged by the GOT 

intel services 

Turkish military 

in the wake of the military\'s 1997 \"post-modern\" coup against 
Erbakan\'s Islamist government. 


4. (C) Comment: Gulen\'s harassment by the State appears to us 
to be based on an unclear and arbitrarily-interpreted range 

of evidence 

Turkey has become secretive under the State\'s pressure 
representatives are cagier with us 

therefore more difficult to read. In addition 

experience that more militant Islamists have moved into some 
of the Gulen structures in Turkey. Yet based on extensive 
and continuing contacts with Gulenists 

Gulen\'s approach is so gradualist 

are so wary of being tarred as militants 

does not pose a clear and present danger to the State. 
PEARSON 
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March 5 

PolCouns and PolOff the MFA wants the new directorate to 
\"have teeth\" 

as many as six Jordanian diplomats. Khasawneh asked for 
Embassy assistance in facilitating this training. END 
SUMMARY. 


2. (C) On March 5 

Khasawneh 

also the MFA\'s Director of the Information and Public 

Relations Bureau). Khasawneh said FM Muasher wants the HR 
Directorate to \"have teeth\". It is designed to work 

initially with international NGOs and Embassies here in 

Amman. Khasawneh hopes to be able to train up to six 
Jordanian diplomats at private institutions in either Europe 

or the US 

financially. PolCouns said we would take a look at our 
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programming funds 

especially since enrollment in US private institutions is 
particularly expensive. Khasawneh took the point 

he is willing to consider alternatives such as training at 
the Embassy 


3. (C) The MFAvs initiative to set up a HR Directorate is a 
good step 

Commission 

Social Development to assist with HR training of their staff. 
We will look into avenues through which we can help 
facilitate training for the MFA\'s HR Directorate 

possible use of the international visitors program 

visitors program 

GNEHM 
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credibility with the average Jordanian than any other single 
factor -- and 

defensive tone when characterizing the U.S.-Jordan 
relationship to its citizens. 


4. (C) In order to begin to reverse this current reality 

King will press us to move forward quickly to reenergize the 
MEPP and demonstrate clearly the political will to restart 
serious negotiations 

and forge a solution that brings peace and security to both 
Israelis and Palestinians. In and of itself 

approach will not mend our frayed image and influence. 
Without it 


5. (C) A broader USG message should also address the 
corrosive effects of months of virulent anti-American 
rhetoric throughout the region. By demonstrating -- through 
our actions not only our words -- that we are on the side of 
average people 

war against Islam 

have with Jordanian audiences. This will help not only to 
rebuild a pro-U.S. constituency in the Kingdom 

help support the King\'s own program to steer Jordan in a 
progressive 
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June 17 Elections: Showcasing Democracy in the Arab World 


6. (C) As we consider what the King and GOJ will ask of us 
and how we can help Jordan after a war 

that political developments here will inevitably contribute 
greatly to the pattern of our goals and strategy for the 
region in the eyes of Jordanians and all their neighbors. An 
important marker in this regard will be the upcoming 
Parliamentary elections -- which the PM recently announced 
would be held on June 17. If handled adroitly 

elections may offer a timely opportunity to highlight the 
possibilities and promise of democracy in the Arab world. 


7. (C) It is in our interests -- and the GOJVs -- that these 
elections be inclusive 

on Jordan\'s future. The structure of the elections -- 
single-member constituencies -- will almost certainly result 
in a pro-Hashemite majority 

views. That said 

that reflects a genuine commitment to democratic reforms. 


8. (C) In our view 

is to help create the broader political context that 
neutralizes those issues that detract attention from that 
agenda: the most obvious example being Palestine. The 
relative popularity of the Islamic Action Front (IAF) 
political wing of the Muslim Brotherhood 

its steadfast rhetorical support for the Palestinian cause 
and opposition to an Iraq war than in its policy 
prescriptions for Jordan. If we can take those two hot 
button issues off the table 

tangible benefits for Jordanians following the cessation of 
hostilities 

candidates could increase significantly. 


9. (C) In addition to taking policy steps to help create a 

more favorable political climate for democratic progress 
should also look for ways that the U.S. can help facilitate 

the election process itself programatically. Given the deep 
suspicions that the U.S. intends to \"redraw the map\" and 
impose its own political design on the Arabs 

scrupulously avoid any appearance of trying to influence the 
elections outcome. Whenever possible we should assist the 
elections through NGO\'s and follow a multinational approach 
possibly in cooperation with the Europeans and Japanese. We 
should also ensure that any assistance to candidates (e.g. 
speaker programs or training) be available to all potential 
candidates who do not pose any security concerns. Clearly 
this is a delicate matter for the GOJ. That said 

offering of traditionally successful programs such as guest 
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speakers on democracy and voter education programs could 
provide useful ways to spur popular interest and solidify 
credibility for the event and its outcome. If done right 

the Jordanian example could help communicate to a wider 
regional audience that the vision of reform in the middle 

east is neither a distant possibility 

benefit outsiders in the West. 


10. (C) We should also recognize that the elections and the 
campaign period leading up to them is likely to come during a 
period in which the economy is buffeted by the loss of the 
\"special\" economic relationship with Iraq that Jordan has 
enjoyed for the past decade in terms of cut price oil 
supplies and a protected market for Jordanian exports. The 
end of this relationship 

and export revenues expected to coincide with a war 

likely to mean job losses for low income Jordanians and 
higher prices for some oil products. To some extent 

effects will be concentrated in areas of the country -- 

poorer parts of Amman and the south -- that have been the 
biggest beneficiaries of the Iraq relationship. 


11. (C) The short-term economic consequences of a war are 
likely to strain Jordan\'s political fabric 

commitment to sound economic policies and fiscal discipline 
that has undergirded the impressive strength of recent 
economic performance. The King and his advisers are counting 
on economic assistance from the United States and other 
countries (including Gulf oil suppliers) to blunt the 

economic and political impact of these short-term disruptions 
by smoothing out the adjustment process over time. Still 
maintaining the balance between smoothing the economic 
adjustment and avoiding loss of macroeconomic control in a 
pre-election environment will be a delicate issue on which we 
will have to work closely with the Jordanians. 

GNEHM 
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controlled by the LTTE 

attacked a LTTE merchant vessel 220 nautical miles 
(about 250 miles) off the eastern coast. It also 

reports that LTTE political wing leader Thamilchelvan 
sent a letter to the Minister of Defense condemning the 
sinking of the ship. The report added that 
Thamilchelvan stated that the \"grave incident will have 
far reaching implications for the peace process.\" The 
LTTE accuses the Sri Lanka Navy of being involved in 
several deliberate and provocative attacks against the 
LTTE in violation of the ceasefire agreement. 
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SLMM and others express concern 


4. (C) When questioned 

Monitoring Mission (SLMM) spokesman Teitur Torkelson 
commented that the SLMM was still investigating the 
incident and does not expect to make a public statement 
until March 13. A concern that the SLMM has is that 
initial navy reports place the incident approximately 

240 nautical miles (276 miles) off the coast and in 
international waters 

report places the incident at approximately 180 nautical 
miles off the coast. The shortened distance puts the 
incident within the area that Sri Lanka claims as its 
exclusive economic zone. Torkelson added that even if 
the incident took place in international waters the navy 
had certain rights in regards to \"hot pursuit\" or 
\"defense\" type issues that had to be reviewed. One of 
the SLMM tasks is to try to determine the precise 
location of the incident. 


5. (C) Tomas Stangeland 

Norwegian Embassy 

repercussions the incident may have on the next round of 
talks. He stated that although the Norwegians have not 
heard anything from the LTTE as of yet 

LTTE will contact them with comments after the SLMM 
releases its report. Stangeland believes that the 

incident will lead to some recriminations by the LTTE 
against the GSL 

proceed. 


6. (C) Other observers seem to be of the consensus that 
although the incident increases tensions 

still committed to the peace process. For example 
Joseph Pararajasingham 

Front (TULF) MP 

the ship does increase tensions 

concerned with its image in the international community 
and wants to be seen as being fully committed to the 
peace process. Therefore 

the talks until forced to defend itself. Another TULF 

MP V. Anandasangaree told Poloff that incidents such as 
these decrease the confidence that both sides have in 
one another. He concluded 

increased mistrust both sides are benefiting from the 
ceasefire and are thus committed to the peace talks. 
Jehan Perera 

respected local NGO 

continue. He is concerned 
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of recent incidents continue they will eventually take 
their toll on the negotiations. 

Comment 


7. (C) The sinking of the LTTE ship by the GSL has 
clearly raised tensions between the two sides. Adding 
to the tensions are some unconfirmed reports that the 
President ordered the navy to sink the LTTE ship -- the 
navy is denying the report. How the negotiators will 
deal with these tensions in the next round of talks 
remains to be seen. The only positive outcome is the 
general consensus that the talks will continue. On a 
separate note 

incident is the relatively muted response in the Tamil 
community. After other recent incidents the LTTE 
responded immediately and vociferously with protests 
hartals (boycotts) 

the government. This time ThamilchelvanVs letter 
appears to be the principal response 

Comment. 


8. (U) Minimize considered. 
WILLS 
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for temperature inversions when pollution spikes. But SO2 
levels remain high 

continuing economic crises force many homes to rely on lower 
cost 

standards for SO2 and PM during 11 days in 2001 and 38 days 
in 2002. 


-- Converting to natural gas. Also during the 1990s 

GOT and municipalities constructed natural gas 
infrastructure for big cities and encouraged households to 
switch from domestic coal to natural gas heating. Even 
though natural gas consumption is expected to rise from 15 
billion cubic meters (bcm) in 2000 to 82 bcm by 2020 
homes have not converted. As a variety of factors drive 
natural gas prices up 

retrieve their old coal-burning stoves and buy illegal 

cost lignite. 


-- Introducing unleaded gasoline. The nationVs eight million 
vehicles contribute only 10 percent to national emissions 
but are a large part of urban pollution. Of three million 
tons of gasoline sold in Turkey 

Improved availability of unleaded gasoline has decreased 
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emissions 

create little incentive to purchase unleaded over leaded 
gasoline. The MOE attributes the success of the unleaded 
gas/ catalytic converter program to support from the 
automobile and gasoline industries. Begun in 1992 
nationwide annual motor vehicle inspections program checks 
for a number of parameters (carbon monoxide 

hydrocarbons) and issue fines based on regulations issued by 
MOE and the Turkish Institute of Standards. The program has 
yet to enjoy its full potential as many vehicles do not 
participate. 


-- Monitoring the polluting industries. While Turkey 

derives about 50 percent of its energy from clean 
hydropower 

polluting. The ministries of Health and Environment are 
unable to apply national standards to those plants operated 
by the Ministry of Energy and Natural Resources. Efforts to 
reduce those plants\' high sulfur emissions that routinely 
exceed limits have proven unsuccessful 

pollution consultants. In 1999 

re-opened three state owned thermal plants that had been 
closed due to excessive emission levels -- without any 
technological changes. A plant in Yatagan has been closed 
and re-opened 51 times for emission infractions 

continues to operate with insufficient 

technology. The reason cited for each re-opening is an 
energy crisis. Even though several companies have pending 
transfer-of-operating rights contracts which 

implemented 

GOT has failed to move forward on these contracts. 


Data Collection 

9. (U) To meet Turkey\'s air quality monitoring requirements 
the MOH regularly collects data from 196 monitoring stations 
positioned around the country. Big cities and provinces 
often purchase their own systems (Istanbul purchased 250 
units for about $2.5 million in 1990) 

calculate municipally collected data in national statistics. 


10. (SBU) Air quality professionals complain loudly about 
Turkey\'s monitoring systems. Obsolete equipment is 
inappropriately located 

insufficient in quantity 

making 

pollution spikes or to match pollution with the source. Data 
are inconsistent 
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unreliable. Data come from a \"non-integrated 

documented 

in State Institute of Statistics\' monthly bulletins on air 
quality. The professionals lament that with no valid data 
confirming the extent of Turkey\'s pollution problems 
government will ignore the issue: no data 

former Istanbul Mayor and current AK Party chairman Erdogan 
did not raise air pollution in last year\'s election 

campaign. 

Next Steps for Turkey 

11. (SBU) The results of TurkeyVs actions have been mixed. 
EU 

that Turkey has achieved little progress in air quality in 
recent years. Most equate the lack of progress with lack of 
resources. Nor has Turkey responded to the frank 
recommendations of its own NEAP 

international and local consultants. As one consultant said 
\"there are many air quality needs 

priorities win out over the environment.\" 


U.S. Companies Lose Out 

12. (U) Although the U.S. has technological air quality 
expertise 

monitoring equipment market in Turkey with 90 percent market 
share. An equipment sales representative for a dozen 
companies including two U.S. companies attributed this 
dominance to EU-content requirements for EU funded grants. 


International Agreements 

13. (U) Turkey is a signatory to two international air 

quality conventions: Stratospheric Ozone Layer Protection 

and the Long Range Transboundary Pollution Convention. 
Turkey has not signed the UN Framework Convention on Climate 
Change and is unlikely to sign the Kyoto Protocol as quickly 

as projected. 


Comment 

15. (SBU) As we have seen with other environmental issues 
political will and managerial tools to address air quality 

are lacking in equal measure. With economic activity and 
related air pollution projected to increase and 

harmonization with EU requirements a top priority 

will mount for Turkey to step up anti-pollution measures and 
improve its air quality monitoring system. \"You can\'t 
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manage what you can\'t measure\" will no longer apply. 
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2. (U) On March 9 members of the Maoist-affiliated All Nepal 
National Independent Student Union-Revolutionary (ANNISU-R) 
padlocked administrative offices at 25 branches of the 
government-run Tribhuvan University (TU) across the country 
including in Kathmandu. (Note: There are a total of 195 TU 
campuses nationwide. End note.) The lock-out has not yet 
affected instruction 

and classes are proceeding as usual. ANNISU-R threatened to 
continue the lock-out until the University and/or the 
Government of Nepal (GON) fulfills five demands: a) 

off-cycle applications for admission for ANNISU-R members 
previously barred from enrolling; b) the postponement of 
student elections from February to April; c) medical 

treatment for all Maoist students injured in the insurgency; 

d) release of all Maoist student detainees; and e) 

publication of the names of Maoist students killed or 

detained during the insurgency. 


3. (SBU) According to Laba Tripathee 

Educational Administration at the Education Ministry 

officials had been in negotiations with ANNISU-R 
representatives throughout the last week of February in an 
effort to avert a strike. In fact 

administrators had acquiesced in granting the first two 
demands (which fall under TU\'s purview) 

applications for admission from ANNISU-R activists 

been \"underground\" during the regular application season 
postponing student body elections 

late February 

time to prepare their campaigns. The remaining three demands 
TU officials had referred to the GON. While the GON had not 
yet committed to fulfilling those demands 

is maintaining a \"positive\" and \"flexible\" outlook. (Note: 
Since most Maoist fighters are believed to be under the age 
of 30 

detained 

one of the \"Maoist students\" cited by the ANNISU-R 

these demands especially burdensome to meet. End note.) TU 
officials had believed the negotiations were going well and 
were therefore perplexed 
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lock-out. Fearing violent retaliation 

administratiors so far have tried to break the locks and 
enter their offices 

undermine the January 29 ceasefire with Maoist insurgents 
trying hard to address the crisis 

Narayan Singh Pun 

GON-appointed interlocutor with the Maoists 

meet with ANNISU-R representatives. 


4. (SBU) Student leaders aligned with most mainstream 
political parties do not support the lock-out. Rajendra Rai 
President of the All Nepal National Free Student Union 

is affiliated with the mainstream Communist Party of Nepal - 
United Marxist Leninist (UML) 

sympathizes with the ANNISU-R\'s demands 

their disruptive tactics. Lock-outs interfere with students\' 
education 

holding TU officials responsible for fulfilling demands that 
only the GON can meet. Gururaj Ghimire 

Nepali Congress-affiliated Nepal StudentsY Union 

that his organization had been planning its own strike for 
March 13 to pressure university authorities to satisfy its 
own separate (seven-point) list of demands 

pre-empted by the ANNISU-R lock-out. He claimed this 
suspicious coincidence is \"evidence\" that the ANNISU-R 
GON 

body elections. Both student leaders reported that the 
ANNISU-R 

participation 

had scant popular support. They speculated that the ANNISU-R 
may have calculated that it could not win. Rather than face 
defeat 

lock-out as a way to postpone elections indefinitely. 


5. (SBU) Meeting the ANNISU-R\'s blanket demands--especially 
its insistence that all \"student\" detainees be released--will 

be difficult for the GON 

\"flexible.\" The five-week ceasefire so far has been 

generally well observed--a fact cited by some observers as 

proof of the Maoists\' sincerity this time in seeking a 

negotiated resolution. The Maoist students\' lock-out thus 

far has been peaceful and 

classes 
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according to some interpretations 

constitute a violation of the ceasefire. Nonetheless 
action could be an attempt by the Maoist leadership 
student surrogates 

imposing on it an ever-expanding 

unrealistic demands. 
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government. Most openly greeted Poloff in the aisles before and 
after the ceremony. They said they regarded the seminary opening 
as a positive step 

Most had faith in the strength of the academic program as a 
grooming ground for future religious leaders 

program could be kept free of GVN control. (Post note: Classes 
began on February 17. As of March 10 

students were enrolled 

permission from their local authorities. End note.) While Pastor 
Thanh drew some praise for maintaining his patience and integrity 
in a difficult job 

more critical light by the unaffiliated house pastors. 


4. (SBU) During the lunch for 300-plus pastors/religious workers 
after the ceremony 

including those from the Central Highlands and adjacent coastal 
provinces -- seemed unconvinced this was a milestone in the 

overall context of religious freedom in Vietnam. They described 

the general situation as somewhat improved over past years 

still highly problematic in certain locations. Yet none could 

offer any firsthand accounts of harassment or oppression over the 
recent Christmas season. They acknowledged they had been able to 
celebrate the holidays with their own congregations without 
government interference 

thirdhand of problems in some of the more sensitive areas. Some 
pastors said they had been required to obtain permission from 

their local authorities to attend this opening ceremony. Others 

said they had decided to come even though they had never received 
permission. (Post note: This inconsistency tracks with our 

general experience that enforcement of many -- if not most -- 
government regulations varies from province to province 

district to district 


5. (U) In the course catalogue for the new seminary 

translation notes that the old Nha Trang Bible and Theological 
Institute was closed in December 1976 for political reasons. The 
original Vietnamese says that classes were simply interrupted 
without giving a reason why. There is also a requirement that all 
seminarians study \"Citizen Education.\" The course description in 
English notes that \"understanding of religious policy will help 
students know how to lead local congregations well.\" 
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6. (SBU) Comment: The long-awaited opening of a recognized 
Protestant seminary is a significant step in the development of 
the Protestant church in southern Vietnam. That the inaugural 
ceremony was carried out in such a public manner 

press coverage 

credit for a good news story on religious freedom. (GVN officials 
sat through this four-hour ceremony 

stiffed.) The fact that \"illegal\" house pastors made their 
presence unabashedly known 

seminary 

complexities and inconsistencies surrounding their criticism of 
GVN religious policies. These house pastors agree that the 
opening of a Protestant seminary is a small but positive step down 
the long road toward SECV legitimacy in the eyes of Vall 
believers.\" 
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MARCH 7: SUPPORTIVE STATEMENT ON IRAQ 


REF: A. NARDI/ROSSIN EMAIL 3/5 
B. ROSSIN/NARDI TELCON 3/7 


CLASSIFIED BY: (U) CLASSIFIED BY AMB. LAWRENCE ROSSIN 
REASONS 1.5 (B) AND (D) 


1. (C) SUMMARY: THE ALBANIAN 
CONFIDENTIAL 


PAGE 02 ZAGREB 00523 01 OF 02 111302Z 

MINISTERS MET BRIEFLY IN DUBROVNIK MARCH 7 TO CONFIRM THE 
\"ADRIATIC CHARTER DRAFT TEXT (ALREADY WITH DEPARTMENT) 
ISSUE A DECLARATION AND GIVE THE INITIATIVE HIGHER PUBLIC 
PROFILE. AMBASSADOR ROSSIN ATTENDED FOR THE USG AT FM 
PICULAVS INVITATION AND PARTICIPATED IN THE PRESS CONFERENCE 
AFTERWARD. TEXT OF MINISTERSY DECLARATION 

FIRM IRAQ LANGUAGE 

ALBANIAN FM META FOR ENSURING THE IRAQ LANGUAGE WAS INCLUDED 
IN THE FINAL TEXT. ALTHOUGH THE CROATIANS POSE LESS 
RESISTANCE THAN AT PREVIOUS A3 MEETINGS 

THE CROATIAN LEAD OFFICIALS TRYING TO MINIMIZE IT. 


2. (C) IN THE CONFERENCE AND AT THE PRESS EVENT 

MINISTERS STRESSED THE IMPORTANCE OF 

FOR 

AND UNDERSCORED THE IMPORTANCE OF THE ADRIATIC CHARTER AS 
PROOF POSITIVE OF OUR COMMITMENT. ALL LOOKED FORWARD TO 
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SIGNING WITH SECRETARY POWELL IN WASHINGTON. PER REF A 
AMBASSADOR TOLD THE MINISTERS THAT A SIGNING CEREMONY IN 
MARCH WAS UNLIKELY AND NOTED THAT THE CHARTER TEXT WAS UNDER 
REVIEW IN WASHINGTON 

SOON. THE MINISTERS UNDERSTOOD THAT MARCH WAS HARD TO 
PROGRAM BUT URGED THAT SIGNING NOT BE ALLOWED TO SLIP TOO 
LONG. PER REF B 

WORDING SHOULD BE PROVIDED TO THE THREE WASHINGTON 
AMBASSADORS FOR A3 CONSIDERATION. END SUMMARY. 


3. (C) THE FOREIGN MINISTERS A3 MEETING MARCH 7 IN DUBROVNIK 

LASTED 45 MINUTES 

ALL BUT THE FIRST TEN MINUTES. DISCUSSION DURING THE 

AMBASSADOR\'S PRESENCE WAS RATHER PERFUNCTORY (THE DECLARATION 
CONFIDENTIAL 
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AND DRAFT CHARTER HAVING BEEN COMPLETED BEFOREHAND) WITH THE 
EXCEPTION OF MINOR TENSION WHEN ALBANIAN FM META COMPLAINED 
TO CROATIAN FM PICULA ABOUT TRAVEL RESTRICTIONS ON ALBANIANS 
COMING TO CROATIA. PICULA DWELT ON CROATIAYS NATO AND EU 
ASPIRATIONS AND PROGRESS AND STRESSED ITS INTEREST IN 
REGIONAL COOPERATION. MACEDONIAN FM MITREVA EMPHASIZED 
PRACTICAL COOPERATION 

ISSUES SUCH AS BORDER SECURITY 

COOPERATION. SHE TOUTED THE MAY BORDER CONFERENCE IN OHRID 
(SKOPJE 313). 


4. (C) META SIMILARLY STRESSED ALBANIA\'S INTEREST IN REGIONAL 
COOPERATION BUT ALSO NOTED THE NEED FOR DEVELOPMENT 
ASSISTANCE SO THESE COUNTRIES COULD ATTAIN NATO AND EU 
STANDARDS IN A REASONABLE TIME. META EMPHASIZED AT LENGTH 
ALBANIAN SOLIDARITY WITH THE U.S. ON IRAQ 

REGIME WITH THE SOCIALIST ISOLATION HIS COUNTRY SUFFERED FOR 
50 YEARS. ALL THREE MINISTERS WENT OUT OF THEIR WAY TO 
UNDERSCORE THEIR APPRECIATION FOR USG SUPPORT 

THE ADRIATIC CHARTER 

CANDIDACIES 

AND CHALLENGES. 


5. (C) AMBASSADOR EMPHASIZED IN HIS TURN U.S. COMMITMENT TO 
THE OPEN DOOR AND TO ASSIST THE THREE COUNTRIES IN MAKING 
THEIR NATO ASPIRATIONS REAL THROUGH THEIR MAP PROGRAMS. 
WHILE EACH COUNTRY FACED DIFFERENT DEFENSE REFORMS 
INTEROPERABILITY AND CIVIL SOCIETY CHALLENGES TO QUALIFY FOR 
INVITATIONS 
WE APPLAUDED THEIR INITIATIVE IN TEAMING TOGETHER THROUGH 
THIS ADRIATIC PROCESS 

CONFIDENTIAL 
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WITH CONCRETE PLANS. AMBASSADOR TOLD THE MINISTERS THAT THE 
DRAFT CHARTER TEXT WAS BEING REVIEWED IN WASHINGTON AND WE 
APPLAUDED ITS OVERALL TONE AND PROVISIONS; WE EXPECTED TO 
PROPOSE SOME MINOR WORDING CHANGES IN DUE COURSE. ALTHOUGH 
WE WERE NOT ABLE TO CONFIRM A WASHINGTON SIGNING DATE YET AND 
MARCH LOOKED UNLIKELY 

COMMITTED TO AN EARLY SIGNING CEREMONY. 


6. (C) FINALLY 

ADRIATIC INITIATIVE AND DUBROVNIK DECLARATION AS A WHOLE 
ESPECIALLY APPRECIATED THE DECLARATION\'S REITERATION OF 
IRAQ\'S OBLIGATION TO COMPLY WITH UNSCR 1441 VOR FACE THE 
CONSEQUENCES.\" SUCH SOLIDARITY WAS ESSENTIAL TO MAXIMIZE 
PRESSURE ON SADDAM TO COMPLY AND AVOID THE NEED FOR USE OF 
FORCE TO DISARM IRAQ. 


7. (C) THE MINISTERS UNDERSTOOD THE UNCERTAINTY IN SCHEDULING 
THE WASHINGTON SIGNING CEREMONY BUT URGED THAT IT NOT BE 
DELAYED TOO LONG. MACEDONIAN FM MITREVA WAS STRONGEST ON 
THIS POINT; SHE INDICATED SHE HAD HEARD THAT DELAY UNTIL MAY 

WAS BEING CONSIDERED AND SAID THAT WOULD DISSIPATE THE 
PROGRESS MADE BY THE THREE. AMBASSADOR ASSURED HER WE WOULD 
MAKE EVERY EFFORT TO SCHEDULE THE SIGNING CEREMONY AS SOON AS 
POSSIBLE AND DISCOUNTED WHAT SHE HAD HEARD. 
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SUBJECT: \"ADRIATIC 3\" FOREIGN MINISTERS MEETING 
MARCH 7: SUPPORTIVE STATEMENT ON IRAQ 


8. (C) IN THE PRESS CONFERENCE 
AMBASSADOR ECHOED THEMES FROM THE MINISTERIAL; ALL THE 
MINISTERS THANKED THE USG PUBLICLY FOR ITS \"PARTNERSHIP\" IN 
THE A3 ENTERPRISE. AS IN PRIVATE 
IRAQ. IN TYPICAL CROATIAN FASHION 
A QUESTION 
TO CROATIAN JOURNALISTS 
CONFIDENTIAL 
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ASSURE THE HOME AUDIENCE THAT WHILE SADDAM HAD TO COMPLY 
GOC REMAINED FOCUSED ON A PEACEFUL RESOLUTION OF THE IRAQ 
CRISIS. (TYPICALLY 

FOLLOWING RATHER THAN LEADING PUBLIC OPINION ON IRAQ.) 


9. (U) TEXT OF DECLARATION: 


\"DECLARATION OF THE MINISTERS OF FOREIGN AFFAIRS OF THE 
REPUBLIC OF ALBANIA 
OF MACEDONIA\" 


DUBROVNIK 


WE 

ALBANIA 

MACEDONIA MET TODAY IN DUBROVNIK TO REAFFIRM OUR COMMITMENT 
TO ACHIEVE FULL MEMBERSHIP IN NATO. IN THAT REGARD 

FORWARD TO THE SIGNING OF THE CHARTER OF PARTNERSHIP AMONG 
THE UNITED STATES OF AMERICA AND OUR THREE COUNTRIES. 


WE SHARE A COMMON VISION OF A FULLY INTEGRATED EUROPE. WE 
AFFIRM OUR COMMITMENT TO THE RULE OF LAW 

AND MINORITY RIGHTS AND THE FREE MARKET. WE ALSO UNDERSCORE 
OUR FULL COMMITMENT TO THE PRINCIPLES CONTAINED IN THE 
CHARTER OF THE UNITED NATIONS AND RESPECTIVE OSCE DOCUMENTS. 


WE WARMLY WELCOME THE DECISION OF THE NORTH ATLANTIC COUNCIL 

IN PRAGUE IN NOVEMBER 2002 TO INVITE SEVEN EUROPEAN 

DEMOCRACIES 

TALKS WITH NATO. WE ALSO WELCOME NATO 

THESE INVITEES WILL NOT BE THE LAST AND THAT IT WILL CONTINUE 
CONFIDENTIAL 
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WITH &OPEN DOORS POLICY IN ORDER TO FULLY INTEGRATE 
ALBANIA 

TRANSATLANTIC POLITICAL 

INSTITUTIONS. 
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WE DECLARE OUR COMMITMENT TO THE FULL IMPLEMENTATION OF MAP 
AND OUR RESPECTIVE ANP 

OURSELVES FOR FULL NATO MEMBERSHIP. FURTHERMORE 

INTENSIFY OUR ACTIVITIES FOR INCREASING OUR CAPABILITIES TO 
MEET NEW SECURITY CHALLENGES AND FOR MODERNIZING OUR ARMED 
FORCES. 


WE RECONFIRM OUR COUNTRIES 

IN THE INTERNATIONAL COALITION AGAINST TERRORISM AND OUR 
SUPPORT OF ALL SECURITY COUNCIL RESOLUTIONS AND OTHER 
RELEVANT INTERNATIONAL DOCUMENTS REFERRING TO THE 
DESTRUCTION 

DESTRUCTION. WE TAKE THIS OPPORTUNITY TO CALL UPON IRAQ TO 
COMPLY FULLY AND UNCONDITIONALLY WITH THE REQUIREMENTS OF UN 
SECURITY COUNCIL RESOLUTION 1441 


FOLLOWING THE COMMITMENTS EXPRESSED BY OUR PRESIDENTS AT THE 
TIRANA SUMMIT ON FEBRUARY 12 

REGIONAL CO-OPERATION IN ORDER TO ENHANCE PEACE AND STABILITY 
IN EUROPE AND WILL USE ALREADY EXISTING BILATERAL AND 
MULTILATERAL MECHANISMS. WE REAFFIRM OUR DETERMINATION TO 
FURTHER ENHANCE BILATERAL 

RELATIONS BETWEEN OURSELVES AND BOSNIA-HERZEGOVINA 

AND MONTENEGRO AND WITH OTHER NEIGHBORS. 


END TEXT. 
CONFIDENTIAL 
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government receive formal notification \"at least one or two 
days\" in advance of hostilities. He urged the USG to be 
sensitive to Saudi Arabia\'s need for discretion in its 
cooperation with us. Shaykh Sabah regretted that the UAE had 
not done more to push its proposal that Saddam leave office. 
He also regretted disunity on the UN Security Council 

blamed France 

latest draft resolution. END SUMMARY. 


2. (U) The Ambassador 

met with First Deputy Prime Minister and Foreign Minister 
Shaykh Sabah al-Ahmed al-Jabir al-Sabah March 10. MFA 
Undersecretary Amb. Khaled al-Jarallah sat in along with Amb. 
Khaled al-Babtain 
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Amb. Ahmed al-Fahd 


(C) OIL FOR JORDAN 

3. (C) The Ambassador said he had an instruction to urge 
GOK support for Jordan in the event the supply of oil from 

Iraq is cut off. Shaykh Sabah said Kuwait has taken no 
decision on providing oil 

King Abdullah to the Amir. (JordanYs FM Marwan Muasher was 
due to arrive in Kuwait later in the day 

seemed to expect him to bring a message from the King.) 
Meanwhile 

million in Jordan\'s Central Bank. He laughed that the GOJ 

had asked if it could use that money 

\"it\'s yours; why did we put it in your name?" The Ambassador 
sought to clarify whether this meant the money -- which we 

had always understood was just a deposit 

balance-of-payments support -- was in effect a grant. 

Shaykh Sabah responded ambiguously: \"We told them 

can\'t use it 

signal that the $100 million is a de facto 

but we do not consider that clearly established. END 
COMMENT.) 


(C) IRAQ: \"DO IT QUICKLY\" 

4. (C) There was considerable discussion about Iraq. The 
Ambassador reiterated the USGVs deep appreciation for all of 
KuwaitVs support 

\"1000 percent of our wildest dreams.\" Several times during 
the conversation 

act quickly to eliminate SaddamVs regime: dragging out the 
process only allows opposition and complications to snowball 
he emphasized. Similarly 

possible to hand the governing of Iraq back to Iraqis. He 
specifically -- and repeatedly -- requested that the USG give 
the GOK Vat least one or two days" official notice\" in 
advance of hostilities. 


5. (C) He also went out of his way to urge the USG to be 
sensitive to Saudi Arabia\'s need for discretion in its 
cooperation with us 

the Saudi role in liberating it from the Iraqi invasion. He 

was gratified that there are now some 5 

Kuwait 

with the UAE\'s initiative in proposing that Saddam step down 
to avert war 

active in pushing the proposal 

the diplomatic work. 


(C) AFTER THE WAR 
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6. (C) The Minister asserted that Kuwait feels a duty to 
help the Iraqi people and is giving facilities to the UN 

\"upon request.\" He said Kuwait is \"ready\" with sufficient 
stocks to meet the UN\'s requests for humanitarian supplies 
which he cited from memory as 20 

flour 

praised KuwaitVs role in establishing the Humanitarian 
Operations Center (HOC) 

just attended. He also mentioned the Office of 
Reconstruction and Humanitarian Assistance (ORHA) 
promised to introduce its head 

officials when he comes to Kuwait next week. Shaykh Sabah 
was confident that lraq 

world 

own reconstruction/development in the medium to long term. 
He said he would contact his old friend Adnan Pachachi to 
urge him to act for the greater good of Iraq. In the 
Shaykh\'s view 

free; he argued against forcing our notions of democracy on 
them too quickly. 


(C) DEPLORING UNSC DISUNITY 

7. (C) Shaykh Sabah lamented the disunity of the UN Security 
Council 

organizations to be united: otherwise \"the big fish are 

eating the small fish.\" When the Ambassador assured him that 
we are trying to strengthen the UN 

with or without a new UNSCR 

far too late for us to back down now in any case. He said he 
had liked UK FM Jack Straw\'s reply to his French counterpart. 
France 

draft UNSCR. 


8. (C) The Ambassador remarked that the \"coalition of the 
willing\" is larger than many people realize: it includes not 
only the UK and Australia 

Romanians 

Albanians 

are allowing use of facilities. Shaykh Sabah remarked that 
the GOK had given permission to the Ukrainians. (This has 
not yet filtered down to the working level 

Ukrainian Ambassador reports he still does not have 
confirmation of Kuwaiti acceptance of the Ukrainian draft 
SOFA.) 


9. (C) COMMENT: Shaykh Sabah\'s bottom line was pretty 
clear: move quickly 

give Iraq back to the Iraqis as soon as possible 

trying to mold it in our image. On support for Jordan 


Column 3 
key appears to be a specific GOJ request at the highest level. 
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late 1998 

NNPC officials were not sure then that we would be 
here today (still under democratic rule) 

The Group Managing Director. Nigeria was lucky that 
democracy had taken root. 


3. Ahmed updated the Ambassador on NigeriaVs state- 
owned refineries. He said the refineries were doing 
better 

He remarked that some of the refineries 

Kaduna\'s 

capacity 

overhauls and constant maintenance. Gaius-Obaseki 
said he would like to sell the refineries to private 
investors 

to completely privatize the refineries. Nigerians 
especially before the general elections 

accept motor fuel price hikes. The Ambassador replied 
that the refineries would need major GON investment to 
make them attractive to private investors. Gaius- 
Obaseki agreed. 


4. The Ambassador disclosed that he had recently 
spoken with Presidential hopeful Buhari 

NNPC reform would be one of his main area of focus. 
Gaius-Obaseki laughed and remarked 

Obasanjo had stated 

reverse the years of neglect of military rule 

do so is very difficult. The Managing Director said 
the NNPC has improved dramatically under Obasanjo. 
Gaius-Obaseki advised everyone to be fair with 
Obasanjo; \"the President cannot do it all alone.\" 
Resolving contracting irregularities (corruption and 
lack of transparency in bidding) in Nigeria is an 
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uphill battle that is unlikely to be won soon 
Obaseki concluded. 


5. The Ambassador stated that he had seen some very 
optimistic numbers in the press 

earnings from liquefied natural gas (LNG) sales might 
affect the GON\'s budget revenue in the mid- and long- 
term. The NNPC Managing Director said that revenue 
from LNG would be considerable 

idea of the projected revenue. 


6. The Ambassador noted that there were still 

disputes 

arrears to some U.S. oil companies. Gaius-Obaseki 
replied that the GON is current on cash calls after 

1999 

venture (JV) companies. (Although the GON is now 
opting for Production Sharing Contract (PSC\'s) for the 
development of deep offshore fields 

JV\'s currently account for nearly all of Nigeria\'s 

crude oil output. NNPC holds an average 57 percent 
stake with JV partners such as ExxonMobil 
ChevronTexaco 

During the Abacha era 

share to JV operations 

millions of dollars in arrears. By the end of February 
2003 

call arrears.) The Ambassador told the Managing 
Director that this was good news and noted that 
several of the U.S. major oil companies also had 
commended NNPC for clearing up the arrears. We were 
also very pleased about the recent successes of Ocean 
Energy and Cooper-Cameron\'s Ehra project. On Ocean 
Energy 

which 

independent oil companies interested in doing business 
in Nigeria. 
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7. The Ambassador asked for views on the political 
situation in the Delta. Gaius-Obeseki responded that 

\"all is quiet.\" He said the Niger Delta Development 
Commission (NDDC) was organized and was easing tension 
by providing support to the inhabitants in the Delta. 

The Ambassador said that it appeared that the NDDC has 
made little progress. Gaius-Obaseki then admitted that 

the NNDC has not been as visible as it should have 

been 

communities. The Ambassador asked Gaius-Obaseki what 
he thought about the recent battle between the 

National Assembly and President over the oil dichotomy 

bill. He responded that he was not a politician and 

was staying away from the battle. 


8. Gaius-Obeseki reported that NigeriaVs crude oil 
production was almost at Nigeria\'s OPEC quota of 
around 2.1 million barrels a day. The Ambassador 
asked whether Nigeria was looking for a change in the 
OPEC formula for calculating its member-statesV 
quotas. Gaius-Obaseki responded obliquely by saying 
that Nigeria\'s quota remained small 

population and production capacity. He then suggested 
that all questions about Nigeria\'s quota be put to the 
Presidential Advisor on Petroleum and Energy Affairs 
Rilwanu Lukman. 


9. The Ambassador said that he was saddened to learn 
about the fire that razed one of the NNPC\'s main 
buildings in Lagos in late December 

we were very grateful that no one was hurt. He asked 

if the fire had affected NNPC operations. Gaius- 
Obaseki replied that NNPC workers were relocated to 
other offices and that overall operations were 
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unaffected. Gaius-Obaseki ruled out arson 
fire was caused by an electrical malfunction. 
JETER 
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Sami Kohen notes the nuances between Turkish and American 
agenda priorities in the mass appeal Milliyet (3/11): \"The 
special election in Siirt province has paved the way for 
Erdogan\'s premiership. The reason for the huge 
international press interest is simply because of the two 
urgent and pending issues -- Iraq and Cyprus. The world is 
anxious to see the policies that the new AKP government will 
pursue. . The general observation about the Iraq policy can 
be summarized as follows: The Erdogan government will 
present a second resolution to the parliament 

not hurry. Ankara likely will wait for a second UNSC 
resolution 

in the Washington Post 

on March 19. Yet it remains unclear whether the Bush 
administration will be patient enough to wait until that 

date. There is a contradiction between Turkey\'s calendar 
and the US\'s hurry. A similar contradiction is also valid 

on the Cyprus issue.\" 


\"End of story\" 

Fehmi Koru argued in the Islamic-intellectual Yeni Safak 
(3/11): \"This is the most critical week which will shape the 
future of the Iraq issue. Washington imposed a deadline of 
March 17 to Iraq 

bring a second authorization to the parliament before that 
date. However 

as strong as it used to be. First of all 

parliament did not take WashingtonVs bluff seriously. 
Evidently 

the war-mongering lobby has received another serious blow. 
Father Bush 

Times 

try to make things up with the European countries.V . In the 
meantime 

mongerers are facing problems 

political career is at stake. It looks as if we are close 

to the end of the story 

resist.\" 

PEARSON 
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Columnist Rosie DiManno writing from Jordan made the 
following observations in the liberal Toronto Star 

(3/10): \"The most urgent and compelling reason 
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for invading Iraq is the one never mentioned by 
bickering diplomats at the United Nations: 24 million 
Iraqis 

thuggery.... But world leaders are pragmatic and 

utterly selfish 

interests 

motives - all this duplicitous keening about avoiding a 
catastrophic war. That might be what drove millions of 
people around the world to protest against war in Iraq 
but it has precious little to do with the bellicose 
objections in Washington 

throw in Berlin 

the disastrous consequences of military belligerence. 
The Germans have been chastened into an appreciation 
for peace and diplomacy.... There are a multitude of 
reasons for attacking lraq. ItVs 

to the United States\' discredit that U.S. President 
George W. Bush has done such a poor job of itemizing 
them. He botched the rightness of war by only latterly 
addressing the liberation of Iraqis 

been first on the list 

Minister Tony Blair has managed to put at the centre of 
his war threat. Washington has cast about for 
validations of war: first it was about protecting 

American security from SaddamVs nasty weapons cache; 
then it was about the security of Israel 

security of the region 

Al Qaeda 

Mideast 

confused 

liberating Iraqis - Sunnis 

Turkomans - from despotic tyranny has such little moral 
traction. | don\'t understand why the basic human values 
so precious to Canadians are deemed a luxury too taxing 
for the international community to deliver to Iraq. | 

don\'t understand the U.N.\'s continuing tolerance of 
rogue regimes 

beyond their borders. | don\'t understand why the Iraqi 
people matter so little.\" 


2. \"War against Iraq senseless\" 

Columnist Tom Brodbeck stated in the conservative 
tabloid Winnipeg Sun (3/10): "It's one thing for the 
United States and their so-called coalition of the 

willing to argue that Iraqi President Saddam Hussein is 
a menace to the world who ought to be extinguished. 
It\'s quite another for them to bomb Baghdad without the 
approval of the United Nations and argue they\'re doing 
so to enforce a series of broken UN resolutions. ThatVs 
hypocrisy in its purest form. If the U.S. and others 

feel they have enough justification to declare war 
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against Iraq 

nobody can really stop them. But | wish they wouldn\'t 
insult my intelligence by telling me they\'re doing so 

to enforce a series of UN resolutions.... The UN passes 
resolutions all the time. But they have rules on how 
those resolutions should be enforced. They have a 
Security Council with voting members who have the sole 
authority to enforce those resolutions. Anyone else 
including a ‘coalition of the willing 

enforce them is not enforcing UN resolutions 

acting outside the UN. You can\'t have it both ways. You 
can\'t say you\'re enforcing UN resolutions and then spit 
in the eye of the institution that created them. It\'s 

one of the many deficiencies in the pro-war argument. 
Another major flaw is the argument that Iraq is 

‘linked\' to terrorist cells 

But when asked for evidence that Iraq was behind 9/11 
the White House always fails to deliver... It\'s 

perhaps that assertion that erodes Bush\'s credibility 
more than any other. When you don\'t have a strong case 
for action 

The bottom line today 

to happen overnight in Iraq 

led war.... The United Nations is combing though Iraq 
looking for and actively destroying arms. UN chief 
inspector Hans Blix is reporting continued progress and 
co-operation. The eye of the world is on Iraq and they 
can\'t attack anyone or really do anything. They\'re 
incarcerated. 

Under these circumstances 

thinking person could in good conscience approve of 
military action against Iraq 

of innocent people 

environment in the Persian Gulf and substantially 
increasing the threat of terrorism in the United 

States. It simply makes no sense.\" 


3. \"Arrogant Bush sets stage for final U.N. showdown\" 
Editorial page editor Haroon Siddiqui suggested in the 
liberal Toronto Star (3/9) that 

brought the world to the brink of one war and plunged 

it into another: the war that he is hell-bent on 

unleashing on lraq 

front 

undermined moderate Muslim allies and is about to sink 
the system of international law that has helped govern 
the world since World War ΙΙ. For this 

Saddam Hussein 

precisely 

arrogance 

incompetence at international relations have 
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set the stage for the coming week\'s showdown 
between enemies but friends.... Since last week 

Bush mission has also been about establishing democracy 
in Iraq and liberating Iraqis from Saddam\'s tyranny - 
the strongest moral point in the American arsenal but 
totally ineffective in light of its own past patronage 

of the tyrant 

suffering under economic sanctions and the fact that 
its bombs will kill many Iraqis before freeing them. 
American disdain for international law 

is also on display in the stepped-up bombing of Iraqi 
defences in and around the north and south no-fly 
zones.... SO 

Meanwhile 

remain unanswered: Why war now 

lacks international legitimacy 

both in law and in the court of world public opinion? 
Why abandon the inspections precisely when they are 
beginning to work? Why risk the entire U.N. system? Why 
risk geopolitical upheaval? More importantly 

inflicting a humanitarian catastrophe on an already 
crushed people?\" 


4. \"There must be a better VbastaraV V" 

Former publisher Hartley Steward commented in the 
conservative tabloid Ottawa Sun (3/9): \"Of all the 
bastards in the world available to hate these days 
surely Americans are the least intelligent choice... 

In fact 

light of the Twin Towers attack 

restraint. They have tried patiently to explain their 

intent to a world often reluctant to listen. They have 
painstakingly made their case. It is downright absurd 

to direct hatred toward the U.S. as if the world\'s only 
superpower could not be a victim. Absurd and 
transparently opportunistic. The new rules of war 
suicide bomber\'s and the terrorist\'s rationale that no 
one is innocent in war 

is so obvious 

out: the real object of hatred here is Osama bin Laden 
and his Islamic extremists. We should save our curses 
for the madmen who flew airliners into the Trade Center 
towers 

than putting in a day's work. We should direct our 
animosity toward rogue states like Iraq who refuse to 
comply with UN disarmament orders; who thumb their 
noses at the free world. We should husband our hatred 
for the psychotic and brutal dictators who rule by fear 
and murder and employ poison gas against their own 
people. We should save our name-calling for those who 
seek and build weapons of mass destruction to let loose 
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on the world. It is Saddam Hussein who is the bastard 
here.\" 


5. \"France is a true friend\" 

Foreign affairs columnist Eric Margolis observed in the 
conservative tabloid Ottawa Sun (3/9): \"...It seems at 
times that President Bush is even more 

eager to bomb Paris than Baghdad. In fact 
administration has been treating France like an enemy 
rather than America\'s oldest ally and intimate friend. 
Neo-conservatives even accuse France of anti-Semitism 
a disgusting slander. Far from being an enemy 

has been doing what a true good friend should do: 
telling Washington its policy is wrong and dangerous 
unlike the handkissing leaders of Britain 

Italy 

European coalition of the shilling 

politicians pandering to Washington for cash.... 
Bush\'s crusade against Iraq will go on with or without 
Turkey. The war will be akin to throwing a grenade into 
a huge hornet\'s nest. France 

Arab world and has 5 million Muslim citizens 

invasion and occupation of Iraq will roil the entire 
region 

dangerous backblast. But Bush couldn't care less 
would say. While Bush prepares war against demolished 
Iraq 

with North Korea 

North America.... America\'s friends and neighbours 
by France 

steroidal Bush 

administration to halt its rush to war. President 

Chirac and Foreign Minister de Villepin deserve the 
Nobel Peace Prize. Americans owe France an apology 
a hearty Vmerci mon amiVV" 


6. \"The damage done without a shot being fired V 
Columnist Jeffrey Simpson remarked in the leading Globe 
and Mail (3/8): V... Those who believe that inspections 
are working and can produce additional positive results 
must concede the point: Inspections would fail without 

a credible threat of force. Or they would make such 

little progress as to mock the latest UN resolutions 
demand for Vimmediate 

unconditional\’ disarmament. You can\'t have one without 
the other 

Hussein\'s regime will never disarm 

part 

The French and most of the world opposed military 
action because they feared its consequences; the 
Americans and their few allies supported such action 
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because they feared the consequences of no action. 
Without a shot being fired 

been done to the transatlantic arrangements that stood 
these countries in such good stead for so many decades. 
To the Americans 

great German friends and their perfidious French ones 
will play the anti-American card 

nor the disorganized European Union should be factored 
into future U.S. foreign policy decisions. Nor should 

the 

increasingly irrelevant NATO.... The more the United 
States feels itself abandoned 

opposed by countries it had counted on as friends 

less it will reflect on what it has done to bring about 

this state of affairs than on the weakness 

unreliability and fecklessness of those erstwhile 

friends whose support is not worth all the bother.\" 


7. \"A deadline fit for the Security Council\" 

The leading Globe and Mail editorialized (3/8): 

V'...[I]snVt an ultimatum precisely what\'s necessary? 

IsnVt the credible prospect of war precisely what is 
needed now to avoid it 

heart?... Ultimately...the issue isn\'t a precise date. 

It is the need to bring this to a head. Mr. Hussein\'s 

game of cat-and-mouse cannot be allowed to continue. 
And the U.S. and British troops cannot remain 

indefinitely in a state of battle readiness. The 

members of the UN Security Council came together last 
November and unanimously passed Resolution 1441. They 
should come together again early next week and pass the 
resolution giving Mr. Hussein a final deadline of March 

17. War may still be the outcome. But 

Hussein will have been given every chance to avoid it.\" 


8. VThe hawks of Iraq\" 

The conservative National Post opined (3/8): \"...We 
concede there are real arguments for opposing war - 
though we do not find them convincing. Peaceniks 
however 

as props. It is ordinary Iraqis who have the most to 
gain from a U.S.-led invasion 

should war opponents get their way.\" 


9. \"Enough of the weasel words.\" 

The conservative tabloid Ottawa Sun declared (3/8): 
\"...[LJet\'s give Saddam one last 

resolution giving him until March 17 to disarm - only 
11 days sooner than the March 28 deadline in the 
VCanadian compromise.V But then the UN must show 
whether it is relevant. If Saddam chooses not to 
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comply 

fails to gather the necessary nine of 15 Security 
Council votes 

then the U.S. and Great Britain should lead a coalition 
of willing nations to disarm Saddam. 

He is a tyrant. 

He terrorizes his own people. 

He has attacked three neighbours. 

He has pursued weapons of mass destruction. 

He supports terrorists and terrorism. 

Should he supply chemical or biological weapons to 
terrorists 

dwarf 9/11. Back down now and the UN will send 

a message to tyrants and terrorists everywhere that it 
is open season on the rest of us. Time to decide.\" 


NORTH KOREA 

10. \"They could be on their own\" 

Editor emeritus Peter Worthington wrote in the 
conservative tabloid Ottawa Sun (3/10): \"... This may 
sound ingenuous 

obvious. Dealing with North Korea is even simpler than 
dealing with the South. There\'s growing unrest in South 
Korea against the U.S. military presence which 

the ceasefire in the war 50 years ago 

the South from the North.... Some think America should 
forget about Saddam Hussein and concentrate on bringing 
North Korea to heel. That said 

demonstrations in South Korea demanding the U.S. 
military leave are upsetting.... What\'s hard to 
understand is why the 

Americans stay if South Koreans want them gone. True 
the majority want American troops handy and know the 
North is up to no good 

lambaste the U.S. must irritate the hell out of 
Americans. If | were President George Bush 

tempted to say to South Korea - publicly and bluntly - 
that if you want us gone 

you can with your fruitcake neighbour. That\'d panic 
South Koreans 

North Korea\'s nuclear weapons program is no direct 
threat to America 

regimes and terrorists is. This is all Kim Jong-il has 

to sell.... North Korea wants - demands - direct 
negotiations with the U.S. 

multinational talks that include Russia 

Australia and Japan. Since Kim Jong ll reneges on 
agreements and his word means nothing 

North Korea wants is bribes and payoffs. Blackmail. All 
it has to barter are weapons and soldiers. North Korea 
has no allies 
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Fidel Castro.... The soft approach rarely works with 
tyrants. Once Saddam Hussein has been eliminated 
Korea should be duck soup 

doesn\'t waver or waffle.\" 
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The conservative National Post opined (3/11): \"... The 
truth is that nothing has yet been VwonN in Iraq - 
notwithstanding the wishful thinking we hear from Mr. 
Chretien 

world leaders whose desperation to avoid war is 
blurring into appeasement. The battle will not be won 
until Iraq is fully disarmed - a goal that 

more 

Hussein to be achieved.\" 


2. \"Saddam has to go 

it" 

Retired political reporter and columnist Anthony 
Westell observed in the leading Globe and Mail (3/11): 
V... I\'m in favour of using force if necessary to 

remove Mr. Hussein. But 

who has the force is Mr. Bush 

showing signs of megalomania. He loves being a 
president at war. See him strut 

speeches to his troops. And remember that Iraq is only 
the first part of his grand strategy. He plans to 
reorganize the Middle East - and 

any other part of the world that offends him.... [But] 
how can l reconcile these two views - that we should 
remove Saddam Hussein 

Mr. Bush is not the man we can trust with the task? My 
answer is probably idealistic. Unless Mr. Hussein 
proves he has disarmed and steps down 

Security Council should vote to remove him and 
replace his regime with a temporary UN administration 
using force if necessary 

by troops in blue helmets and under UN command. If Mr. 
Bush agreed to commit U.S. forces under those 
conditions 

and there would be no way now to stop him from acting 
alone. In that case 

Council should be that it is time 

a multinational military force able to enforce its 
rulings.\" 


3. \"Saddam doesn\'t have a prayer\" 
Under the sub-heading 
miscalculation was to toy with the Bush administration 
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after Sept. 11. Now thereVs no turning back 

Drew Fagan suggested in the leading Globe and Mail 
(3/11) that 

gambled from the start - using disarmament as a 
smokescreen for regime change 

credibility to a fundamentally unilateral policy. If 

so 

falling away. But Mr. Hussein\'s calculations have been 
infinitely more reckless. He has brought on himself 
what appears to be the imminent destruction of his 
government and the occupation of his country. Mr. 
Hussein won\'t have to live with the aftermath. The rest 
of the world does. They should hope that the war that 
now appears all but certain goes as well as 

the Americans have planned. This is one Hail Mary pass 
that 


4. \"Tide turns against Bush\" 

Columnist Thomas Walkom wrote in the liberal Toronto 
Star (3/11): \"The Iraq crisis is no longer about 
stopping Iraq. It is about stopping the United 
States.... Most countries outside the U.S. are no 
longer worried about rogue Iraqi dictator Saddam 
Hussein. They are worried about rogue American 
President George W. Bush.... For now it is not Iraq 
minor Middle Eastern power 

defiance of the U.N. system 

In effect 

logic of collective security 

so much to create 58 years ago 

to be no longer a last resort but an active part of 
superpower foreign policy. Decisions on the 
international order are to be made not at the U.N. but 
in Washington alone. The sovereignty of other 
nations is now to be wholly contingent upon U.S. 
geopolitical interests. No wonder the rest of the world 
is nervous. No wonder that France 

Russia and (maybe) China have forged their unlikely 
peace coalition.\" 


5. \"Test lraq\'s will to fully disarm\" 

The liberal Toronto Star editorialized (3/11): 
\"...Obsessed with toppling Saddam 

one dubious rationale after the other for war: 

To destroy weapons the U.N. isn\'t sure Saddam 
possesses. To guard against the possibility he might 
give weapons to Al Qaeda 

exists. To punish Saddam for befriending other 
terrorists. To defend the U.N.Vs honour. To liberate 
Iraqis from a despot. To defend Israel. To safeguard 
oil. To democratize the Mideast. Because 250 
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troops can\'t be kept waiting forever. And now to spare 
Bush an embarrassing climbdown. This dizzy reasoning 
has sown discord at the U.N. 

Treaty Organization and in the European Union. Bush\'s 
threat to ignore the U.N. has led to criticism that he 

is acting like a scofflaw himself.... The U.N. can 
legitimately demand that Baghdad *disarmW or face 
attack 

what that implies. And not without giving the Iraqis a 
chance to comply.\" 


6. \"An untutored 

running this war\" 

Former Washington correspondent and professor of 
journalism and international affairs at Carleton 
University 

Ottawa Citizen (3/11) that 

seen war 

as Lincoln did 

won\'t he disavow the interests of oil? Does he 
challenge the hawks? Does he demand more information? 
His lack of perception and curiosity make even those 
who support intervention wish this 

were Al Gore\'s War. He sees Iraq as a question of 
security 

presidentVs greatest responsibility. The dangers - the 
damage to the United Nations 

allies 

less consequence. In these matters 

nuance. Without great experience or knowledge 

does have faith. He reads short inspirational homilies. 
Religion allows him to see things in black and white - 
evil or America 

way to see Saddam Hussein. As he makes the most 
important decision a president can 

keeping his own counsel. In the end he may well do the 
right thing for the wrong reasons in Iraq 

make him courageous 

In the meantime 

frightening. V 
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doctrinaire explanation of the CPV\'s policy on religion and 
its implementation through the GVN\'s Decree 26 of 1999. 
Stressing the \"favorable conditions\" for religion provided 
by the Communist Party of Vietnam (CPV) and the GVN 
outlined the development of religious practice in Lao Cai 
for Catholic and Buddhist believers. 
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Catholics in Lao Cai 


3. (U) Lao CaiVs 10-12 

Diocese 

parish churches 

town 

Hmong minority worship at two of the chapels 

other congregations are almost entirely ethnic majority 
Kinh. There are no priests assigned to Lao Cai 
diocesan \"vicar\" visits five times a year 

100 days in the province. 


4. (U) Quang 

cameraman escorted poloffs to Lao Cai townVs Coc Leo 
Catholic Church. A Catholic worker (\"tu sy 

Catholic circles apparently to describe seminary graduates 
who have not yet been ordained) is resident at the church. 
Provincial officials claimed that the Chinese had destroyed 
the original Catholic church in Lao Cai during the 1979 
border fighting. The current large concrete cruciform 
structure rising prominently near the Red River was built 
between 1999-2002. There are three services each Saturday 
and Sunday 

basis. The Catholic worker conducts some religious 
education classes 

laypersons who are \"recognized\" by provincial authorities. 
Provincial officials expressed confidence that there would 
\"soon\" be a priest in Lao Cai 

but claimed the final decision depended on the bishop. 


No Protestants in Lao Cai 


5. (U) Quang did not mention Protestants at all in his 
prepared statement. In response to questions 

that he had not been notified that the GVN-recognized 
Evangelical Church of Vietnam-North (ECVN) had enrolled any 
Lai Cai-based Protestant congregations (ref a). He further 
claimed that he had heard \"nothing\" about Protestants in the 
province. When asked if it was legal to posses a Bible 
Quang answered that this would be decided according to 
specific case-by-case circumstances 

the CPV and the GVN. However 

documents\" were permissible 

the GVN\'s Religious Publishing House 


6. (U) Poloff expressed concern over numerous reports of 
problems Hmong Protestants in Lao Cai\'s Bao Thang district 
were experiencing in trying peacefully to practice their 
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faith (ref b provides details on allegations of attempts at 
forced renunciation in several districts in Lao Cai). 

Poloff emphasized that such reports were publicized overseas 
and would hurt Vietnam\'s international image. Poloff 
assured Quang and his colleagues that there was no American 
plot to divide Vietnam and that US policy supports the 
territorial integrity of Vietnam. He urged officials to 

allow Protestants to practice their religion peacefully 

without interference. Poloff asked Quang to comment on 
these reports 

documentation\" about such reports and categorically refused 
to comment further. He assured Poloff that he knew 
Protestantism was not an \"American\" religion and added that 
it was actually a \"good\" religion. 

A Few Buddhists 


7. (U) Quang said that there were \"a few thousand\" 
Buddhists and one pagoda in Lao Cai 

principle 

a monk to the pagoda 

yet. He said that monks come from Quan Su Pagoda in Hanoi 
once or twice a year to perform ceremonies. (An official at 
Quan Su Pagoda later confirmed this.) 


8. (U) Poloffs visited Cam Lo Pagoda in an agricultural 
village near Cam Duong town about 15 km outside Lao Cai 
town. About a dozen people 

pagoda praying 

pagoda attendant confirmed that monks come from Hanoi to 
perform ceremonies during some important holidays such as 
the Buddha\'s birthday. She indicated that these requests 
were made on an ad hoc basis rather than as part of an 
annual plan submitted to provincial authorities. Like Coc 
Leo Church 

during the 1979 Chinese invasion. The pagoda was rebuilt 
around 1990 on the site of the original structure. Much of 
the pagoda\'s financial support was apparently local 

large portion of the pagoda\'s publicly listed donors showed 
residences elsewhere in Vietnam. In addition to the pagoda 
there are Buddhist shrines in at least some of the temples 
for other traditional religions in Lao Cai. 


Traditional Temples 


9. (U) In response to Embassy\'s overall request to visit 
various religious establishments in Lao Cai 

poloffs to a large traditional complex dedicated to 16th 
century general Tran Hung Dao 

Nanxi river from China. Except for a huge banyan tree 
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several steles and some furnishings 

rebuilt after the 1979 border conflict. Poloffs had visited 
the temple on their own the evening before; during both 
visits 

different parts of the temple. The templeVs attendant 
claimed that a recent festival had attracted 160 

from all over Vietnam. There was still some evidence of a 
recent large gathering. 


10. (U) Poloffs also visited two other local temples 
including one dedicated to the traditional \"motherhood 
goddess.\" This well-maintained temple in Lao Cai town is 
located on what looks like prime real estate next to the 
bridge over the Nanxi River dividing Vietnam and China. 
Even at 9:00 p.m. 

temple 

participating in a ceremony presided over by two robed 
attendants to ask for the \"help of ancestors in heaven.\" A 
number of people were also visiting the traditional temple 
next to Cam Lo Pagoda at the time poloffs visited. 


Religion \"Strongly Developing\" in Yen Bai 


11. (U) Yen Bai provincial Director of Religious Affairs 

Tran Duc Thang briefed poloffs on February 21 and later 
escorted them to the Catholic church in Yen Bai city. Thang 
made brief reference to CPV resolutions and Decree 26 
emphasizing that the province did not discriminate on the 

basis of religion. He highlighted that Yen Bai officials 

only carried out their \"state management tasks\" and did not 
interfere in the internal affairs of religious groups. He 

explained that a People\'s Committee member and a member of 
the Vietnam Fatherland Front (VFF) in each local 

jurisdiction were responsible for religious affairs. The 

Yen Bai VFF had launched an \"excellent movement\" to mobilize 
Catholics; a Catholic farmers\' group was particularly 

successful 


Catholics in Yen Bai 


12. (U) Thang said that only over six percent of the 
province\'s population was either Catholic or Buddhist. 
Since the province divided from Lao Cai in 1992 

of Catholics had increased from 34 

3 

facilities in 1992 had grown to 69 

congregations to 85. There are five priests 

in 2000 

were not yet legally resident in the province. Two Yen Bai 
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students are now attending the Catholic seminary in Hanoi 
he added. Thang claimed that there were over 20 nuns in Yen 
Bai 

marked contrast to the difficulties nuns face in receiving 
GVN recognition elsewhere in Vietnam -- see refs c and d. 
End note.) Each Catholic congregation received a priest 
three or four times a year 

facilitated special requests by Yen BaiVs priests and visits 
by priests from other provinces 

participation of 30 to 40 priests in two ceremonies in 
recent years at the Catholic church in Yen Bai town as well 
as the activities of the three non-resident priests. 


13. (U) The priest at Yen BaiVs Catholic church said that 
he was responsible for three of Yen BaiVs districts as well 
as Yen Bai town and that another priest was responsible for 
the other four. He was assisted by a seminarian 

to graduate in 2004. He admitted some difficulty 
communicating with the Hmong Catholics in his charge when he 
began working in Yen Bai in 1992 and noted that there were 
still no church documents available in the Hmong language. 
A priest at the Hung Hoa diocesan office later confirmed 
that 

one (not three) non-resident priest is currently working in 
the province. He said that one of the provinceVs two 
seminarians is scheduled to graduate in June and that the 
diocese expects to assign him to Yen Bai 

government approval. 


Buddhists in Yen Bai 


14. (U) Thang claimed that the 1 

in 1992 had now increased to 5 

wars and disinterest\" there were V'almost no\" Buddhist 
facilities in 1992 

that the provincial administration had approved the 
assignment of monks and said that they would come \"soon.\" 


Protestants 


15. (U) In response to questions 

authorities were aware of several thousand Hmong Protestants 
in Yen Bai. He claimed that the Protestants did not know a 
great deal about their religion 

problems and the authorities left them alone. Most of them 
were not actually from Yen Bai 

provinces such as Lao Cai 


16. (U) Poloff noted frequent reports in the international 
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media about abuses of religious freedom in Vietnam 
particularly of Protestants 

Vietnam\'s image abroad. Reports do not seem to come from 
Yen Bai 

stance of leaving the Hmong Protestants alone seems 
positive. He noted to Thang that such a hands off attitude 
would be a good example for other provinces to follow. 


Comment 


17. (U) Lao Cai and Yen Bai have grown apart in their 
attitude towards regulating religion since their split in 
1992. While post has received many reports of religious 
freedom problems in Lao Cai 

up with any specific problems for Protestants in Yen Bai. 
Although Yen Bai\'s depiction of religion in the province 
appears to have been somewhat sugarcoated 

between the two provinces are nonetheless striking. These 
differences demonstrate the important influence of local 
officials on religious practice in Vietnam. Concerns about 
Vnational unity\" -- real or imagined -- seem to be a major 
excuse in cracking down on religious freedom in Vietnam; 
such worries are likely felt more keenly in border 
provinces. 
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Erdogan grew up in 

focus first on passing a U.S. deployment resolution and only 
then shuffle the cabinet. Otherwise 

resentments provoked by changes in the cabinet will further 
distract Erdogan and compound the fate of any new draft 
resolution. Ozal acknowledged 

temper may get the better of him and lead him to shuffle the 
cabinet at the beginning of his tenure. 


5. (C) Faruk Demir -- the executive director of the Advanced 
Strategy Center (YSM) 

and National Intelligence Organization -- told us March 10 
that he has heard Erdogan\'s cabinet shuffle may affect a 
sizeable slice of the cabinet. Demir\'s analysis of why 
Erdogan may replace some or all of the following: 


--Deputy P.M. Ertugrul Yalcinbayir (known as a \"liberalist\"; 
he reportedly voted against the draft resolution to permit 
deployment of U.S. troops because he already knew he would 
not be included in the Erdogan cabinet); 

--Deputy P.M. Mehmet Ali Sahin (seen by Erdogan\'s circle as 
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too close to Gull); 

--State Minister in charge of finance Ali Babacan (nervous 
pushy 

--State Minister in charge of foreign trade Kursad Tuzmen 

(not deferential enough); 

--State Minister in charge of religious affairs Mehmet Aydin 
(reportedly close to Islamist philosopher Fethullah Gulen 

and thus not considered inside the National View Islamist 
circle among Erdogan\'s close advisors; 

--Fonmin Yasar Yakis (Erdogan had not wanted Yakis as Fonmin 
in the Gul government 

position in a rearrangement resulting from Sezer\'s rejection 

of another cabinet designate; in any event 

hack-handed embarrassment to Erdogan); 

--Culture Minister Huseyin Celik (similarly to Yalcinbayir 

voted against the deployment resolution because he had heard 
he would not be in Erdogan\'s cabinet; in any event 
controversial as minister); 

--Tourism Minister Aksit (ineffective); 

--Education Minister Erkan Mumcu (not from the Movement and 
too openly ambitious for Erdogan\'s taste; might be shifted to 

a lower-profile ministry). 


6. (C) Demir said his sources tell him that 

move to reduce the number of ministries 

the Babacan and Tuzmen portfolios under a single 

finance/foreign trade state ministership; figures rumored to 

be under consideration are AK Party deputy chairman for 

research and development Reha Denemec (excellent English; MBA 
from the U.S.) or Nazim Ekrem. 


7. (C) In addition a visibly nervous Justice Minister Cemil 
Cicek 

but not a member of the Movement 

certain he will be kept on 

chest Erdogan is keeping his choices. 


8. (C) Mehmet Ali Bayar 

political contacts and now senior foreign policy advisor to 
right-of-center DYP chairman Agar 

Erdogan will stall submission of a new draft deployment 
resolution as long as possible. Bayar opines that Erdogan 
and his advisors are wrapped up in narrowly-focused 
calculations of how to ensure personal position and power. 
In making a similar assessment to us March 10 

director Demir stated that Erdogan is scared for his 
political future and therefore paralyzed in his 
decision-making on the deployment question. 
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9. (C) Founding member of Ozal\'s ANAP and former close Ozal 
advisor Vehbi Dincerler affirmed to us as well March 11 that 
Erdogan will not tangle with the resolution unless the U.S. 
gives him something he can portray to the Turkish public as 
an additional U.S. commitment 

of Turkey\'s role in post-Saddam Iraq 

the role of the Turkmen in N. Iraq 

commitment to prevent formation of an independent Kurdish 
state. In discussing timing 

lack of an absolute drop-dead date from the U.S. for the 
beginning of hostilities is also making it hard for Erdogan 

to feel a sense of urgency. 
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investment partners 

commitment to counterterrorism and Vietnam reiterated its 
hope for a peaceful solution to the Iraq situation. END 
SUMMARY. 


2. (U) PM Goh Chok Tong visited Vietnam March 3-5 at the 
invitation of GVN Prime Minister Phan Van Khai. This was PM 
Goh\'s third visit to Vietnam since 1994; he was last here in 
1998 for the ASEAN summit. Singapore Embassy First 
Secretary Andrew Teng told poloff on March 10 that PMs Goh 


SIPDIS 

and Khai \"know each other well" from bilateral visits as 
well as their attendance at various regional and 

multilateral fora. PM Goh\'s visit was the most senior from 
Singapore since President S.R. Nathan visited in February 
2001; President Tran Duc Luong visited Singapore in 1998. 


3. (SBU) Although not described as such in the state- 
controlled media (which reported prominently about the 
visit) 

a \"working 

informed the GVN \"about a week\" in advance 

had been an invitation on record for a \"considerable time 
he added. Teng suggested that PM Goh 

trip planned to Thailand 

Vietnam. However 

the \"ceremonial trappings\" of a full-blown state visit. 
According to Teng 

but went along with it 

Singapore\'s importance as a foreign investor. Due to the 
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unofficial nature of the trip 

large entourage of government and business officials and no 
agreements were signed. 


4. (U) Despite the relatively short notice 

with Vietnam\'s three major leaders: PM Khai 

Luong 

Duc Manh. In addition 

Singapore businessmen and paid a visit to the Singapore- 
sponsored training center in Hanoi. 


5. (U) According to press reports 

largest foreign investor in Vietnam 

billion spread over 320 projects. Teng cautioned against 
reading too much into this figure 

undoubtedly Singapore is a \"major economic force in 
Vietnam 

investment credited to Singapore is actually third party 
investment that goes through Singapore (Note: including at 
least USD 1 billion from US companies based in Singapore 
according to Embassy Hanoi\'s estimate). Two-way trade is 
also significant 

2002. 


6. (SBU) According to Teng 

Vietnam wanted to move to the next stage of economic 
development 

other ASEAN countries and focus its efforts on large markets 
such as the European Union and the United States. PM Goh 
told the GVN leadership that while ASEAN will no doubt 
remain an important market for Vietnam 

future\" is in the West. Separately 

Director of the Center for ASEAN Studies 

Southeast Asian Studies 

message \"is not new\" to the GVN. \"Our leaders know that we 
will have to look beyond ASEAN truly to compete in this era 
of globalization 


7. (U) Teng noted that when PM Goh met with the local 
Singapore business community 

the business climate in Vietnam. Many have been here close 
to 10 years 

However 
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hosts of the need for faster economic reforms. Some also 
expressed frustration at what they termed \"poor policy 
coordination\" among ministries involved with the business 
community. On the positive side 

Goh that they believe there is good potential in Vietnam for 
tourism and real estate ventures 

residential facilities. 


8. (SBU) At his visit to the Singapore-sponsored training 
facility in central Hanoi 

with the Vietnamese students. This was his only substantial 
contact with the public during the visit 

Nearly 400 Vietnamese students have received short-term 
training at the center in a wide variety of fields. The 

center 

contribution to the ongoing ASEAN effort of encouraging 
wealthier nations to help the less developed. During the 
visit 

possibility that Singapore would sponsor more student 
exchanges. Teng said that the GVN leaders viewed this idea 
positively. 


9. (SBU) Teng and Khanh said separately that 

Singapore and Vietnam have no outstanding bilateral 

political issues 

terrorism 

to counterterrorism needs because of its past experience." 
Teng expressed some puzzlement about Manh\'s exact meaning 
but suggested that Manh might have been making an oblique 
reference to past \"terrorist\" incidents perpetrated against 
Vietnam by overseas Vietnamese. Khanh commented that 
terrorism is \"an extremely sensitive issue in Singapore 

the leaders likely had no desire to go beyond a very limited 
discussion. Regarding lraq 

up in the meeting with PM Khai 

GVN line about Vietnam\'s desire for a peaceful solution and 
the need to work within the UN framework. 


10. (SBU) Teng said that PM Goh would return to Vietnam in 
2004 
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invited PM Khai to Singapore. Teng added that PM Khai 
\"happily accepted\" but no dates have been fixed. 
PORTER 
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military operation 
humanitarian role. 


3. (C) Hounsokou is optimistic that GON will accept the 
refugees for relocation here. Gabriel suggested to Hounsokou 
that Obasanjo will make the decision personally. Gabriel 

will tell Obasanjo his opinion that \"This is our duty. We 

should assist with the refugees. Hounsokou asked if 
Ambassador Jeter could speak with President Obasanjo to 
confirm USG interest in the issue and to encourage a rapid 
decision on the GONVs part. (Embassy Abuja delivered the 
Reftel A demarche to the Ministry of Foreign Affairs. The 
Nigerians seemed to be leaning heavily toward a positive 
decision. Consequently 

Ambassador\'s intervention at this stage. The MFA and other 
GON agencies are scheduled to meet within the next week and 
make a decision on the refugees. Depending on the decision 
the Mission will reconsider the appropriateness of Ambassador 
Jeter intervening with the President.) 


4. (C) NOTE: UNHCR Geneva apparently advised Hounsokou that 
USG may take up to 10 

On this basis 

shelters will not/not be necessary to accommodate those 
transferred here until arrangements can be made to move them 
to the U.S. Poloff cautioned Hounsokou that the USG would 
first require each individual case to be dutifully 

documented 

the problems with file corruption at Nicla (Refs A and D). 
Hounsokou requested more information about what USG 
requirements will entail in this regard. 


5. (U) Washington/Geneva: Based on information received from 
UNHCR Geneva 

that the USG was firmly committed to taking thousands of 
refugees. Our interpretation of Reftel A indicates that this 

is not the case. To avoid future misunderstanding 
Washington/Geneva may want to clarify our position with UNHCR 
Geneva. 
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6. (C) Hounsokou expressed concern that the GON may lack the 
resources to transport the refugees. Any assistance the USG 

can provide in this regard would be appreciated. Poloff 

suggested that Hounsokou check with UNHCR Geneva for possible 
transportation funds 

contributed $30 million to the UNHCR that was allocated to 

Africa (Ref E). 


7. (C) If the GON approves the relocation 

against placing all 5 

within Nigeria. Experience has taught UNHCR that large 
refugee camps often become recruitment grounds for armed 
factions to recruit fighters. 


8. (SBU) UNHCR plans to relocate its main office to Abuja 
sometime between September and December 2003 
contractor should have completed the new facility. Due to 
the Lagos office\'s proximity to the refugee camp 

would like to keep a senior staff member here to manage the 
camp. 


9. (C) COMMENT: The GON has provided hopeful signs that it 
will accept a number of refugees. Whatever it decides 

GON will base its decision on its role as a sub-regional 

leader balanced against strong domestic budgetary and 
political exigencies. Potential USG plans to resettle 

Liberians in the U.S. may be a factor in the decision but a 
secondary one. However 

misunderstanding that the US will take in most of not all 

these refugees will be important in shaping UNHCR and 
Nigeria\'s plans for accommodating the refugees. The UNHCR 
and the GON would need significantly fewer resources to 
accommodate refugees on a short-term basis. Consequently 
is imperative that we eliminate any misunderstanding about 
the USG\'s commitment toward the Liberian refugees. END 
COMMENT. 
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democratic claims\" the March 12 edition of the independent 
daily \"The Daily News\" carried an op-ed by Dida Halake 
which he urged the United States and Britain to show 
consideration for the outpouring of world opinion against a 
war on Iraq. \"Whatever happens in Iraq 
a tragedy if the world\'s Defender of Democracy (the U.S.) 
and the Mother of Democracy (the UK) 
roughshod over anti-war opinions of their own people and 


Column 3 
those of the rest of the world 


2. Vitis war 
people\'s minds right across the world. In over 600 
cities 
New York 
against war on Valentine\'s Day. This was the 
biggest demonstration on a single issue the world 
has ever seen... The world has sent a clear 
message: If Tony Blair and George Bush go to war 
without a new U.N. Security Council authorization 
then this is just Blair and Bush\'s war. The 
casualty will not only be the innocents of Iraq 
also the U.N. and the majority of the peoples of 
America 
Powerful rulers will have proved that the opinions 
of their own people and the world do not matter and 
that democracy is ashame. Whatever happens in 
Iraq 
worldvs Defender of Democracy (the U.S.) and the 
Mother of Democracy (the UK) 
over the clearly anti-war opinions of their own 
people and those of the rest of the world.\" 


SULLIVAN 
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in the open session. Sri Lanka does not want to be on 
the forefront of this issue 

to be completely on the sidelines. If the Sri Lankan 
representative speaks 

message would be that Iraq must comply with all UN 
resolutions 

time. 


3. (C) We have not yet received any reaction from the 
Maldivian MFA to our demarche. 


4. (U) Minimize considered. 


WILLS 
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positive 

challenge the LTTE by taking action against the group\'s 
resupply efforts. Introducing a theme he would keep 
coming back to (see Paras 5-7) 

the incident highlighted why he thought it was so 

difficult to trust the LTTE. 


4. (C) Tamil politicians had a completely different 

take on the incident. M. Senathirajah 

parliamentarian with close links to the LTTE 

particularly vociferous in his denunciation of the 
government\'s action. Senethirajah said the incident was 
a very 

no right to attack a LTTE ship in international waters. 
(Note: Per Ref B 

approximately 175 nautical miles off the northeast coast 
in international waters 

exclusive economic zone 

that he believed the LTTE wanted the peace process to 
continue despite the incident 

nothing good could come from the government\'s action. 
(Note: The Tamil politicians seemed to believe they had 
a relatively good handle on LTTE views re the incident 
as all of them had just met LTTE officials 

chief negotiator Anton Balasingham 

the Tiger-controlled Wanni region earlier in the day.) 
The Ambassador replied that the U.S. certainly hoped 
that the LTTE continued its involvement in the peace 
process. Arms smuggling by the Tigers was a very 
serious matter 

very 

to peace 


5. (C) Asked about the overall situation in Jafína 
General Fonseka expressed deep concerns about the 
pattern of LTTE activities. The group continued to 
recruit 

not agree with it. On multiple occasions 

the Tigers had attacked the Jaffna offices and personnel 
of the Eelam People\'s Democratic Party (EPDP) 
LTTE grouping. For Tamils 

and 

the ceasefire\" because they had \"to bow to LTTE 
pressure and could not exercise their political rights. 
The LTTE\'s local political cadre were also very active 
in instigating marches and demonstrations against the 
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GSL and the military. In one current case 

the Minister of Education was visiting Jaffna and the 
Tigers had launched a \"black armband\" campaign among 
students protesting his presence. Soldiers were also 
sometimes spat at 

who drove around them in circles 

trying to incite an incident. 


6. (C) Summing up 

its best to keep its cool in the face of LTTE 
provocations. It was really quite difficult to deal 

with the group and to believe simultaneously that it was 
totally sincere about the peace process 

While taking note of the difficult circumstances the 
military found itself in 

it was important for the sake of the peace process that 
the military continue to exercise restraint to the full 
extent possible. 


7. (C) In response to a question 

that he and his officers met at times with the LTTE\'s 
high-level officials in Jaffna. In general 

this level 

llamparuthi 

lower levels that contacts were difficult. Many of the 
LTTE\'s political cadre in Jaffna were hard-liners 
made clear they did not want the military to remain on 
the peninsula. These cadre made the situation 
especially tense. Fonseka went on to discount reports 
of a split between Jaffna and eastern LTTE cadre 
asserting that the group was essentially entirely loyal 
to LTTE leader V. Prabhakaran. (Note: DATT will report 
further on Fonseka\'s comments re the LTTE and the 
military situation in Jaffna.) 


8. (C) Not surprisingly 

perceived the LTTE in a different light. The Tamil 
politicians 

activities 

to justify Tamil anger toward the south. Most NGO 
representatives also defended the LTTE 

stentorian tones. That said 

with A/RSO 

of CARE and Saroja Sivachandran of the Center for 
Women\'s Development 

asserting that the GSL had \"lost control\" of the group 
and was allowing it to run rampant in the peninsula. 

The two women also asserted that the group\'s taxation of 
goods and commerce was helping to smother the Jaffna 
economy. 


Column 3 


9. (C) When asked about the long-standing controversy 
over the \"high security zones\" in Jaffna 

underscored that the military needed the zones to defend 
itself properly. (Note: The security zones comprise 
about 18 percent of the Jaffna peninsula. The LTTE and 
many Tamils have been agitating for their reduction in 
size.) Fonseka pointed to the pattern of Tiger 

activities he had reviewed earlier as proof that the 

LTTE simply could not be trusted. Surprisingly 

did not see the zones as crucial to defending his forces 
by giving them in-depth protection from Tamil Tiger 
long-range artillery attack. Instead 

zones were Crucial in providing his forces protection 
from large-scale LTTE infiltration of the military\'s 
positions. In stating this 

army did not have sensors 

equipment 

situation 

strategically placed pickets and guard posts for its 
defense. 


10. (C) With Tamil interlocutors 

security zones was clearly a serious bone of contention 
but none urged that the miltary completely withdraw from 
the peninsula. NGO representatives underlined that 
Tamils were reliant on cash crops 

tobacco 

however 

resettling their \"golden lands\" inside the security 

zones. This was preventing them from growing the crops 
that would fuel the income generation that was so badly 
needed. (Note: In response to this point 

commented that he thought Tamils vastly overplayed the 
importance of the land in the security zones. There was 
some good land 

that it was fallow was not the main source of Jaffna\'s 
economic problems.) Tamils also stressed their concerns 
that the government was doing little by way of economic 
development in Jaffna. While electricity had been 
recently restored to part of the peninsula 

else had been done. In addition 

fishing still remained in place. (Note: Queried about 

the complaints about continued restrictions on fishing 
Fonseka responded that the military had done its best to 
comply with the terms of the February ceasefire accord 
in this area. Despite all of the complaints 

asserted that Tamil fishermen were not fully taking 
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advantage of the relaxation in restrictions.) 


11. (C) The Ambassador told Tamil interlocutors that he 
sympathized with the lot of their community and realized 
that much more had to be done. Patience was crucially 
important 

improve conditions and knew it was not doing a perfect 
job. The U.S. and others in the international community 
were committed to trying to help 

in Tokyo in June on development plans. In sum 

take time 

meantime 

support the peace process. 


12. (C) In addition 

was not directly involved in the negotiations 
Ambassador suggested that it might be possible to do 
something about the security zones if the Tigers took 
some sort of confidence-building step. The group could 
for example 

violence 

suicide squads 

long-range artillery to independent monitors. If the 
Tigers took any of these steps 

as a sign that the zones could be reduced in size as a 
matter of reciprocity. In response 

politicians took the bait 

defend the LTTE and criticize the government. 


13. (C) Amid all the mutual recriminations and 

distrust 

reconstructed Jaffna library. Totally destroyed in 
fighting in the 1980s 

important cultural symbol for Tamils. The government 
determined to make a gesture of reconciliation 

funded reconstruction efforts at the site for the past 
several years. The Ambassador was given a tour of the 
facility 

close to complete 

floors being polished. The Ambassador also visited the 
library\'s spanking new computer room 

funded by UNESCO. When asked about the recent 
controversy over the issue 

not certain when the formal reopening ceremony would 
take place. (Note: In February 

Jaffna municipal council to postpone the planned 
reopening of the library. The LTTEVs overt rationale 
was that the library was not yet 100 percent finished. 
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It is believed 

Opening ceremony because it did not want anyone to draw 
attention to signs of government-Tamil amity at this 

time.) 


14. (SBU) The Ambassadors visit received modest 
positive coverage in the English and Sinhala dailies on 
March 12. Coverage in the Tamil dailies was massive 
but equally positive. The Ambassadors call for support 
for the peace process and patience resonated in both the 
English and vernacular press. 


15. (C) Jaffna\'s recent history has been very troubled. 
As happens in places that are truly desperate 

moves toward peace and seeming normality were greeted in 
Jaffna with something just short of euphoria. 
Unfortunately 

dying off. Compared with recent visits (see Ref C 
example) 

mood 

particular 

zones continues to bedevil the situation 

sides not sure how to move forward toward resolution on 
that core issue. Moreover 

and heard 

\"peace dividend" has been lavished on Jaffna. The 
region remains poor and marginalized 

compared to the wealth of Colombo 

frustration (and envy) among Tamils over that fact. 


16. (C) Hanging over the whole situation is the 
question of the Tamil Tigers. The LTTE is clearly 
calling a lot of shots in Jaffna\'s Tamil community at 
this point and 

a relaxed one. In our estimation 

bottom cannot really improve in Jaffna until the LTTE 
wants it to. While the group has had opportunities to 
change its brutal image 

again that it does not have the true interests of the 
Tamil community at heart. END COMMENT. 


17. (U) Minimize considered. 
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they wait another week or so.\" Lindow added that \"if the 
situation deteriorates for the debt costs 

perhaps initiate a review for a downgrade." Moody's 

currently rates TurkeyVs foreign-currency long-term debt at 

B1 with a negative outlook 

Comment: Turkish bond analysts traders disagree with Moody's 
that the Erdogan government will miss the boat on U.S. 
package. End Comment. 


World Bank Criticism May Slow Down 
Budget Process 


4. (U) World Bank Country Director Chhibber 

earlier in week 

say 

adding \"We think this budget is really quite anti-poor 

hurts the farmers...It\'s a budget that supports people who 
don\'t pay taxes because it gives them a tax amnesty...This 
budget is also harmful to growth.\" 


5. (U) Chhibber\'s Reuters interview had only a minor impact 
on the markets 

press play 

Hurriyet March 11) that the USG was behind this World Bank 
criticism as part of its bargaining over the U.S. troop 
deployment. Babacan 

was the case 

\"technical\" differences between the GOT and the World Bank. 


6. (U) On March 11 
clarifying statement that reads in part as follows: 


-- \"The World Bank has been unwavering in its support for 
Turkey 


-- \"For the future 

Governments overall program of macroeconomic stabilization 
and continued structural and social reforms. The Bank is 
currently discussing with the Government certain issues 
related to sustaining agricultural reofrm and social 
assistance.\" 
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7. (SBU) Comment: Chhibber is not the only critic of this 
draft budget - quite a few analysts agree that it strips 

social spending 

long 

Bank resrep Sally Zeillon admitted to us 

criticism is not a usual Bank tactic. But it may pay off 

the GOT agrees to add back into the budget at least TL 1 
quadrillion of direct income support for farmers 

disbursed in November and December. WB/GOT talks are 
continuing on the budget. THis may be used by the GOT later 
as an excuse for not moving forward on passing the budget. 
PEARSON 
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President Bush to Erdogan 

air corridor 

parliamentary approval. A story in \"Radikal\" notes that all 
of the ongoing US military activities is carried under the 
guidance and coordination of the Turkish military. Using 
the Turkish General Staff as its source 

highlights that the first authorization decree provided a 
certain degree of military activities for the US 

the US has never gone beyond the authorized limits. 
Meanwhile \"Yeni Safak\" writes that due to insistence of some 
CHP parliamentarians 

military inspectors to the sites to ensure that US 

activities are within the framework of the agreement. 
Opposition leader Baykal sharply criticized the government 
for its handling of the Iraq issue. Baykal accused the 
government of ‘making a promise for the second authorization 
decree behind the scenes.Y Otherwise 

would be no large US military build-up in Turkey\'s border 
area. 


Cyprus: Failure of the Annan plan is a main highlight in 
today\'s Turkish press. The front-page stories all note two 
warnings from the EU: that Turkey will be viewed as an 
"occupying force\' on EU territory 

the Annan Plan will be an obstacle to Turkey\'s efforts to 
begin membership negotiations with the EU. Most newspapers 
interpret the EU warnings either blackmail or a threat. 
\"Radikal\" notes that the Cyprus issue is turning into a 
nightmare 

for being solid and strong against ‘internal and external 
traitors.V 
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EDITORIAL OPINION: 


a) Iraq/UN process 
b) Cyprus 


\"The UN needs a reform\" 

Yilmaz Oztuna opined in the mass appeal-conservative Turkiye 
(3/12): \"Under its current structure 

being used as a means to serve the interests of certain 
countries. It has failed to present itself as above 

interests of individual states 

obeying its founding laws and principles. The UN is 
urgently in need of a reform process in order not to turn it 
into a kind of "League of Nations.V The restructuring also 
requires a change in UNSC membership. . For example 
enough 

Security Council. Turkey 

to the UNSC while three African nations 

former French colonies 

force in both NATO and the UN 

reform. Although very few Turkish politicians are aware of 
this 

process of establishing a new world order - a Pax 
Americana.\" 


\"Cyprus issue requires a miracle\" 

Erdal Guven analyzed the current status of the Cyprus issue 
in the liberal-intellectual Radikal (3/12): \"Unfortunately 

the Cyprus question has now fully consumed another 
settlement effort to no avail. UNSG Annan has clearly given 
up on the plan he designed and continually referred to as a 
‘last chance.V The plan itself is still on the table 

there is no authority any more to claim responsibility for 

it. Without the UN\'s mediation 

two sides reach a settlement by themselves. . | am afraid 
the Turkish Cypriot side is rapidly turning into another 

"East Germany. VV" 

PEARSON 
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misconceptions\" regarding Moayed\'s involvement with Hamas and 
his financial transactions with a mosque in New York. Qirbi 

also offered future ROYG assistance to clarify these and 

future \"areas of confusion\" concerning this case. End 

summary. 
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2. (C) DCM Misenheimer met with Foreign Minister Abu Bakr 
al-Qirbi on March 10 and discussed the arrest of Sheikh 
Mohammed Ali al-Moayed (other topics reported septels). 
(Ambassador was traveling in Aden). To facilitate ROYG 
access to relevant public documents 

a redacted copy of the United States District Court Eastern 
District of New York\'s complaint in support of the U.S. 
request for Moayed\'s extradition. DCM cautioned that many 
have been surprised by the strength of this indictment 
particularly the evidence of al-Qaida links 

the Germans may reach a decision on the extradition of 
Mohammed Mohsen Yahya Zayed 

week 

March. 


3. (C) Qirbi provided additional information on two issues 
ROYG considers fundamental to the U.S. case against Sheikh 
Moayed: Moayed\'s receipt of funds from a mosque in New York 
and his involvement with Hamas. Qirbi noted that the funds 
Moayed received from the mosque in New York were intended to 
assist him in his charity work in Yemen. Qirbi then 

explained that in Yemen contributions to individuals and 
organizations supporting the people of Palestine 

Hamas 

based on Yemeni 

numerous Officials 

Undersecretary Khalid Mashal during his last trip to Yemen. 

Any such meeting was not evidence of a terrorist connection 
argued Qirbi -- particularly since Yemeni meetings with 

Mashal were focused on convincing him to support the Middle 
East peace process. Qirbi reiterated that ROYG and USG 
should work together to look at these issues in more detail 

and volunteered the assistance of the Political Security 
Organization in this endeavor. 


4. (C) DCM acknowledged U.S. and Yemen disagreement on the 
designation of certain terrorist organizations 

of the mutual designation of al-Qaeda as an illegal terrorist 

group 

this case might focus on evidence of Moayed\'s dealings with 
al-Qaeda. Qirbi nodded affirmatively but did not pursue the 

point. 


5. (C) Comment: Since DOJVs March 5 press conference 
announcing the release of the complaint 

al-Moayed\'s arrest and public opposition have reappeared 
after a hiatus of several weeks. The March 8 Yemeni Observer 
quoted a Yemeni official attesting to Moayed\'s innocence 
saying 

hand it over to Osama bin Laden.\" This official has been 
identified by a reliable embassy source as Mohammed Sudam 


Column 3 

President Saleh\'s interpreter and a BBC correspondent 

his comment is thus likely to reflect President Saleh\'s 
personal opinion. Al-Sahwa Net 

Islamist opposition party Islah 

Sunday 

tribe participated in a sit-in in front of the Presidential 

Palace demanding President Saleh\'s intervention to seek the 
release of al-Moayed. 


HULL 
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indicated the National Assembly will vote on March 17 to 
refer Al-Ibrahim to the MinisterYs Court. 


2. Press reports claimed that some of the ten MPs who last 
week called for a vote of no-confidence in Deputy Prime 
Minister and Minister of State for Cabinet and National 
Assembly Affairs Mohammed Sharar (reftel C) are considering 
withdrawing their support for the measure. Fearing they will 
not get the 24 votes necessary for the vote of no-confidence 
these MPs are reluctant to lose face publicly over this issue 
during an election year. Because a minimum of 10 signatures 
is necessary for the motion to go forward 

signatories withdraw their support 

no-confidence. One of the signatories of the measure 

Abdul Mohsen Al-Midij 

support if the government revokes the Kheiran Pearls 
contract. If the government does not voluntarily revoke the 
contract 

recommendation to revoke the contract and to refer the file 

to the Office of the Public Prosecutor. 


3. MPs Mikhlid Al-Azmi and Abdulla Al-Arada submitted a 
draft law to change the designation for passing dud checks 
from a felony to a misdemeanor. Designated as a legislative 
priority in November 2002 

already been addressed by the National Assembly 

a law removing the criminal penalty for passing bad checks on 
January 28. The Amir vetoed that bill out of fear that the 
reduction of the penalty would encourage people to pass bad 
checks and undermine commercial ventures in Kuwait. 


4. Five Islamist MPs are proposing a new amendment to the 
National Manpower Law of 2000 which would set a limit of 

seven on the number of children for whom a citizen may 

collect the children\'s allowance. The original Manpower Law 

set the number of children at five but the National Assembly 
passed an amendment to the Manpower Law in January (reftel B) 
that granted the allowance for an unlimited number of 
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children; this amendment was vetoed by the Amir. The 
compromise has not yet been put before the National Assembly 
for a vote. 


5. The government referred a draft law to the National 
Assembly to allocate additional funds to various departments 
for the current year. The law includes an urgent request to 
take KD 500 million from the general reserve of the state to 
meet previously unforeseen expenses related to the current 
crisis. The Speaker of the National Assembly told the 
Ambassador on March 11 that he did not anticipate any 
problems gaining approval for this request. 

JONES 
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Editorial Commentary 
-- VWhat happened to America?\" 


Daily columnist Fahd Fanek writes on the back page of 
semi-official influential Arabic Al-Rai (03/12): 

\"Many analysts have not yet determined who is more 
dangerous to world peace and stability: Osama bin 
Laden or George Bush. Some believe that both these 
men are two sides of the same coin and that both of 
them believe bloodshed and violence to be solutions 
for problems. The only difference between them is 
that one has more destruction and more dangerous means 
than the other when it comes to eliminating innocent 
civilians. It is astonishing that a democratic 

country like America and a just and good people like 
the Americans would sink so low and that America\'s 
image would become so ugly as to suggest a force that 
lacks righteousness 

dismisses world public opinion and that undertakes 
adventures that could lead to the worst of 
consequences." 


-- The current international order at the crossroads\" 


Columnist Salameh Ukour writes on the op-ed page of 
semi-official 

(03/12): WWe can understand why France 

Russia 

rejected the option to join a U.S.-led war against 

Iraq. These countries want to protect the current 
international order 

establishments 

its preservation of peace and stability in the world. 
The Bush administration wants to replace the current 
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international order with a new order where all the 
countries of the world and people are subject to the 
most powerful country or empire 

the American empire.. What else could the destructive 
American-British war against Baghdad and Iraqi cities 
mean other than the killing of the Iraqi people 
destruction of its civilian 

establishments 

Middle Ages? Is this the democracy 

rights that the United States has always called for?\" 


-- \"death is more dignifying\" 


Daily columnist Musa Hawamdeh writes on the op-ed page 
of center-left 

(03/12): \"Yes 

the madness of Bush and his administration 

yet to provide one bit of evidence that justifies its 
aggression against the Arab world.. We are not 
defending regimes and we are not taking sides 

idea of an American occupation is too much.. As for 
those who believe America\'s arguments about lraq\'s 
possession of weapons of mass destruction and that 
America wants to save the lraqi people 

look at the West where there are more nuclear weapons 
than anywhere else 

that America cares nothing for the freedom of Arabs or 
their lives for that matter. V 


-- VThe morals of "Old Europe" 


Daily columnist Bater Wardam writes on the op-ed page 
of center-left 

(03/12): \"The European stand 

and Russia 

stems from the maturity and nobleness of European 
political and social thinking. Old Europe 

U.S. Secretary of Defense calls it 

from the past 

the Second World War 

that war and violence cannot achieve peace 

peace can only be realized with political 

and social development 

being 

eliminating colonialism. This advanced political 
thinking is looked down upon by the U.S. 
administration. For instance 

that France does not want to bear its "international 
responsibilityV 

responsibility 

manufacturing gang in the White House 
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calling for war and launching war on weak countries 
that have strategic locations and resources.\" 
GNEHM 
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investing the value of the deposits made by their 
cardholders when loading the smart cards 
charges are made and cleared. 


5. Three companies offer smart cards in Nigeria 

with a unique market niche. The current leading smart 
card brand is ValuCard 

nearly five years ago and is accepted by a wide variety 
of stores and restaurants throughout Nigeria. ValuCard 
is backed by a consortium of approximately 40 banks 
including many of the largest and oldest in Nigeria. 
ValuCard boasts that its consortium represents 90 
percent of the country's banking system 

3 

developed by the Irish company CardBase Technology 
ValuCard offers perhaps the simplest but most limited 
product available 

reloadable payment method using a PIN 

cards offer a variety of payment services and options. 
Further 

only at a branch of the bank from which the card was 
issued 

ValuCard offered the first card on the market 

backed by the largest banks in the country and employs 
an extensive marketing campaign 

brand in Nigeria. ValuCard is gradually expanding the 
capabilities of its card 

essential nature of its product. Paul Lawal of the 
NIBSS estimates that ValuCard services 60 percent of 
the smart card market. 


6. SmartPay is the second leading brand of smart card 

in Nigeria. The U.S. company Retriever Payment Systems 
holds a 98 percent interest in SmartPay 

on the market for about three years. SmartPay is 
backed by a consortium of over 30 banks 

medium and small banks with limited geographic focus. 
Only a few banks participate in both SmartPay and 
ValuCard. Where ValuCard centered its development on 
consumer marketing and vendor distribution 

focused its initial efforts on the software it uses for 
transactions and offers a product of greater 

versatility. In addition to a reloadable 

payment card 
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allows consumers to give their card to others to use up 
to a relatively low-value ceiling (about $40). For 
example drivers may purchase fuel on behalf of their 
employers without entering a PIN. SmartPay cards can 
be reloaded at any bank in the consortia 

offers debit card 

its customers. Even though the SmartPay product is more 
versatile and multifunctional than ValuCard 

suffered from a lack of marketing and is only now 
attempting to garner a larger percentage of the smart 
card market through strategic partnerships such as 
foreign diplomatic mission consular services. 


7. The third player in the Nigerian smart card industry 

is SecureTrust. SecureTrust was also founded some 
three years ago by the former IT manager of ValuCard 
after his ideas for what he felt was superior 

technology were ignored by the industry leader. He 
focused his fledgling company\'s product development on 
the technology of the smart card 

and software developed by Visa and Proton Technology of 
Belgium. SecureTrust remains a very small player; it 

is backed by only two or three banks 

by many consumers or recognized by many vendors. 


8. NIBSS estimates that the use of smart cards for 
financial transactions has increased roughly 30 percent 
in the last 18 months. However 

the smart card market is conflicting. While the 
Managing Director of SmartPay states that the current 
market totals only 100 

by the end of 2002 it had issued 180 

ValuCard also claims an impressive and steady increase 
in the value of its transactions per year since 1999 
when it recorded transactions worth 300 million Naira 
($2.4 million). ValuCard reports that consumers used 
its card for transactions worth one billion Naira ($8 
million) in 2000 

2001 

2002. 


9. Still 
level transactions involve cash transfers 
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percent are paid by check 

vying for a very small slice of Nigeria\'s market 
transactions. Nonetheless 

notes a definite upward trend in the use of smart cards 
amongst the educated population 

more disposable income. Along with mobile phones and 
imported clothes 

professional Nigerians are using smart cards as a 
status symbol 

transactions will continue to rise amongst this 

important segment of consumers as they become 
increasingly accustomed to the use of credit and debit 
cards in the United States and Europe. Noting this 
trend 

in Nigeria are developing plans for revolving credit 
accounts 

infrastructur requirements and improvements needed in 
the country to sustain debit card transactions. 


10. The U.S. Consulate General Lagos began accepting 
ValuCard as the exclusive method of payment for 
nonimmigrant visa fees in December 2002 

its use for occasional warehouse disposal sales and 
fees associated with the Educational Advising Center. 
Similarly 

launched a ValuCard payment system on March 4 
Both of these developments will cause a significant 
increase in the issuance of smart cards 

country\'s diplomatic mission in Nigeria services tens 
of thousands of applicants each year 

are pitching other missions to follow suit. Smart card 
issuers also hope that the acceptance of ValuCard by 
foreign missions will translate into an increase in the 
number of vendors accepting their cards 

across socio-economic strata become aware of the 
product and demand the service from merchants. 


11. COMMENT: There are limits to going cashless in 
Nigeria. The unofficial economy -- the street vendors 
hawkers 

their customers\' homes and whose marketing is 
exclusively word-of-mouth -- is a major part of the 
Nigerian economic structure and social fabric. Until 
smart card readers are made available to these 
merchants and craftsmen 

overwhelmingly predominant method of payment in 
Nigeria. Also 

card readers are inoperable frequently enough that 
consumers feel the need to carry cash anyway and simply 
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use their smart card where possible. 


12. COMMENT CONTINUED: Nonetheless 

continue for this product 

infrastructure needed to support other products and 
services such as revolving credit accounts and debit 
transactions. To do so would require extensive build- 
outs to Nigeria\'s weak telecommunications 
infrastructure 

land-line repair and expansion a low priority. Before 
credit and debit become widely used 

require further anti-fraud advances 

and prosecution. Today 

accepted 

most residents and visitors to Nigeria dislike using 
them for fear of financial crime. If security 

improves 

help reduce petty corruption and embezzlement because 
less cash would change hands 

better monitor and trace transactions. 


13. COMMENT CONTINUED: In the meantime 
companies may continue to see large increases in the 
value of transactions. Even if the number of 
transactions or cards issued remains relatively limited 
in scope or grows flat 

big-ticket items like vehicle purchases. Any 
significant or prolonged currency depreciation should 
make smart cards even more attractive to consumers. 
Ultimately 

Nigeria 

and related services industry 

challenges of weak infrastructure and vulnerable 
security. END COMMENT. 
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contributing to the disunity on the Security Council. 
Opposition to war in Iraq continues in Islamist circles with 
the radical Islamist \"Salafist\" group calling for opposition 
to this \"new Crusade.\" 


A writer attacks the DepartmentVs Shared Values campaign 
declaring that the State Department has abandoned it due to 
excessive criticism and the realization that US policies are 
to blame for its poor image in the Arab world. 


Column 3 

On the news pages 

suspicion of providing intelligence to Iraq. The trial of 

Sami al-Mutairi 

American civilian defense contractor Michael Pouliot and the 
injuring of his colleague 


2. News Stories: The Kuwaiti Salafi Movement (conservative 
Islamist) issued a press release denouncing American plans 
for war against Iraq 

worlds to confront this \"new Crusade.\" 


The Kuwaiti Criminal Court began hearing of the case of Sami 
Al-Mutairi 

Pouliot and injuring his colleague in a shooting attack on 
January 21 


Three Kuwaitis were arrested on suspicion of providing 
intelligence to the Iraqi regime. 


Three Americans were detained for photographing military 
installations and sensitive areas of Kuwait International 
Airport. 


Sheikh Sabah Al-Ahmad 

Foreign Affairs 

were made in the border fence earlier this week were an 
aggression to which Kuwait will be legally held responsible: 
\"Passages in the border fence were made on our land 
this is our right.\" 


Daily Al-Qabas reports that Washington is expected to order 
the departure of its non-essential diplomats and their 
families from Kuwait 


Kuwait Airways has reduced the number of flights to some 
destinations during the month of March. 


Kuwait Petroleum Company states it will close two refineries 
if war breaks out. 


The Ministry of Health has begun vaccinating emergency 
medical workers against smallpox. 


The Humanitarian Operations Center 
relief NGOs and the US military 
on March 11. 


Peninsula Shield troops may be assigned to undertake 
humanitarian operations and to protect Iraqi refugees as 
necessary. 
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Sheikh Dr. Mohammed Al-Sabah hailed Jordan\'s support of 
Kuwaiti issues in the recent Arab and Islamic summits 

King Abdullah\'s refusal to meet Ali Hassan Al-Majid 

military governor of Kuwait during the 1990-91 occupation 
on a recent Arab trip. 


Editorials: 


3. \"The Turkish Dilemma V" 

Dr. Yacoub Al-Sharah wrote in independent Al-Rai Al-Aam 
(3/11): \"Turkey has disappointed the US by not allowing it 
to deploy its forces in preparation for the expected war on 
Iraq despite Turkey\'s military and political agreements with 
the US. [T]his crisis is expected to get worse unless there 
is a sudden reversal of the Turkish parliament decision 

if Turkey does not offer alternate solution that coincides 
with the American demands.\" 


4.\"The Blazing Reports\" 

Lawyer Jamal Al-Kandari wrote in independent Al-Watan 
(3/11): V The gray Blix\'s reports regarding WMD in Iraq have 
contributed to creating a big gap among the 15 [Security 
Council members] at the UN. His reports were not decisive 
despite the fact that he was convinced that Iraq had 

violated the resolutions. He imagined that being courteous 
with Iraq would contribute in lraq\'s response to disclose 

its WMD. Blix\'s elastic statements in his reports have sowed 
sedition among the UN members.\" 


5. \"Even in America There are Foolish Propagandists\" 
Islamist Adel Al-Qassar wrote in independent Al-Qabas 
(3/11): \"There are ignorant propagandists in the Isalmic 
world who deform the true image of Islam 

foolish propagandists such as Senator Joseph Biden. [that 
are] radical extremists who distort the US image because 
they simply do not understand Islam. Both types of 
propagandists 

a threat to the security and stability of their societies. 

The contradictory concepts of US efforts to improve its 
image 

Department to call off the Shared Values campaign in the 
face of criticism by Muslim Arabs in the US and abroad.\" 


6. \"Your Father\'s Worries\" 

Mohammad Al-Saleh wrote in independent Al-Qabas (3/11): \"To 
President George Bush 

seeing his son walking alone on an unpaved road in preparing 

to make a decision against Iraq. [G]iven the circumstances 

it would be wise to give international inspectors more time 

to scrap Iraqi WMD 

France 
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again share your father\'s worry about you and about the 
world. The question is 

regime justify the enormous expected losses to be incurred 
by the USA" 


7.\"USA: The Shelter for People from Tyrants and 
Suppressors\" 

Nahar Al-Mikrad wrote in Independent Al-Watan (3/12): \"We 
cannot hide our admiration for the people and the great 
nation of the USA. America does not hide facts and its 
record is crystal clean. America confronted the Nazis and 
their allies and ended their dreams of expansion. We 
Kuwaitis and GCC citizens 

and we can never forget their sacrifices for liberating us 
from Iraq. Today 

the zero hour in order to remove the tyrant in Iraq.\" 
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opportunity to do some good within the government 
career of working on civilian security issues from an NGO 
perspective. 


3. (SBU) Human rights leaders tell us that while many were 
suspicious of Gutierrez after he joined the GOG in 2000 
Helen Mack was initially his constant defender. That 
relationship soured in recent years 

suspicion. Human Rights Ombudsman Sergio Morales still 
professes confidence in Gutierrez 

rights leaders now see the divide between Gutierrez and his 
former colleagues in the human rights movement as 
insurmountable. The misstep in San Jose made the breach 
final 


Confused Correspondence 


4. (U) On February 17 

in Costa Rica was set to begin 

Government of Guatemala admitted responsibility for the 
murder of Myrna Mack Chang in September 1990. Gutierrez had 
sent a letter on February 14 to the IACHR accepting state 
responsibility. The GOG did not 

charges (including delayed justice and the involvement of the 
Presidential Guard (EMP) in the murder). The IACHR and the 
Mack family 

considered the admission of state responsibility in the 

murder insufficient 

February 18. On February 19 

representatives 


Column 3 
appointed as Ambassador to Geneva (reftel) 
proceedings. 


5. (U) With the GOG representatives absent 

presented their evidence against the state and concluded the 
proceedings on February 20. The GOG team returned for the 
final arguments 

concluded. Both sides are waiting for the IACHR to present 
its conclusion 

three months. What is unknown at this point is whether the 
GOG\'s partial withdrawal from the proceedings will influence 
the courtVs decision. 


6. (U) Gutierrez has argued that his ministryVs actions were 
well-intentioned but misunderstood. Gutierrez has responded 
to criticism by stating that the GOG\'s intent was not to 

limit state\'s responsibility for the murder 

clarify state involvement in Mack\'s murder. Gutierrez 
claimed that the GOG 

investigation of human rights crimes of the internal 

conflict. Gutierrez publicly lamented the fact that his 

first letter to the IACHR caused skepticism about the GOG\'s 
motives and denied he was \"covering up\" for the EMP or other 
GOG entities charged with human rights abuses 

claim. 


Comment 


7. (SBU) This debacle at the IACHR further undermines 
GutierrezVs credibility with former friends in the human 
rights community and will make achieving consensus on a 
CICIACS all the more difficult. Time will tell if Gutierrez 
can make it up to civil society 

highly unlikely before Portillo and Gutierrez leave office. 
HAMILTON 
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WITH HIS FRENCH COUNTERPART IN THEIR NEXT MEETING IN 
BRUSSELS. 

6. (C) EMBASSY SEEKS DEPARTMENT\'S GUIDANCE ON RESPONDING TO 
ITALIAN OFFICIALS WHO ARE NOW INQUIRING IF THE REPORTED 
SUCCESS OF THE MARCH 11 TRILATERAL MEETING WILL CHANGE ANY 
THE USG POSITION ON LIBYA\'S UNSC CANDIDACY. 

SEMBLER 
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that moving towards a biennial budget process is one of a 
number of reforms that should be considered. Steadman will be 


Column 3 
the GOC point of contact on this issue. 


2. Steadman noted that he had raised the issue with the 
Canadian mission in Geneva during a visit last week. He said 
that although his Geneva colleagues were supportive of the 
idea 

would make it difficult for them or others to focus on WTO 
budgetary reform at this time. 
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draw upon \"expert external advice.\" The lack of detail 
quickly led to predictions that the C$1.5 billion would be 
tapped by various ministers to fund large \"pet projects.\" 
Examples included a long-touted but expensive high-speed 
rail line between Quebec and Ontario 

transmission line from Manitoba to Ontario 

could reasonably be claimed to reduce greenhouse gas 
emissions. 


3. (SBU) Environment Minister David Anderson responded the 
day after the budget by calling for a V'control group\" of 
ministers to be charged with ensuring that the new spending 
flows to projects which are cost-effective in terms of 

reducing emissions. Speaking to Econoffs on March 6 
Strange of the National Climate Change Secretariat said that 
the GOC was considering options for ensuring such cost- 
effectiveness - possibly through a newly created function 
within the Privy Council Office 

ordinating secretariat to the federal Cabinet. 


4. (SBU) Strange noted the difficult squeeze between the 
time required to find and implement a suitable decision- 
making process 

in which to get climate change programs started. Time is 
short 

Chretien\'s \"selling\" of Kyoto implementation to Parliament 
and the public during 2002 created high expectations for 
action among stakeholders throughout Canada. This could 
soon turn to disillusionment and criticism unless real 
programs materialize by mid-2003. Second 

the governing Liberal Party to succeed Chretien as Party 
leader will culminate in a leadership convention in November 
2003 and a change of leadership early in 2004. This 
transition is liable to interfere with policy decisions and 
could derail any programs not implemented by fall 2003. 


5. (SBU) PM Chretien\'s show of determination during 
2002 to formally \"ratify\" the Kyoto Accord 

achieved with an act of Parliament in December 
intended to display independence from the USG ona 
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high-profile 

Given Canada\'s comprehensive economic integration 
with the U.S. 

the likely high economic price (and low efficacy) of 
any measure which could push business costs up 
relative to those in the U.S. 


6. (SBU) COMMENT: While few details are yet 
available 

\"implementation\" thus far looks quite similar to USG 
climate change initiatives - such as announced 
spending on research/development toward emission 
reduction technologies; announced spending on climate 
monitoring/research; and probable further spending on 
new fuel and transportation technologies (notably 
hydrogen fuel cells) and wind power. GOC policy 
leaders are sensitive to any cross-border 

differential in business conditions 

intend to keep up with (or ahead of) U.S. initiatives 

in each of these industries so as not to miss any 
opportunities. GOC officials remain enthusiastic 
about U.S.-Canada cooperation on climate change 
including carbon sequestration. Environment Minister 
Anderson has also expressed interest in facilitating 
Canadian-based firms\' participation in nascent 
international \"carbon markets.\" 


7. (SBU) COMMENT CONTINUED: One key question still 
unanswered is how the GOC will fulfill a potentially costly 
promise which it made in December (just as its motion 
supporting ratification of Kyoto was being debated in 
Parliament). The promise was to ensure that industry\'s cost 
of achieving mandated reductions in carbon emissions would 
be \"capped\" at C$15 per tonne. So far 

indication from the GOC as to how much this promise might 
cost 

Likewise 

expectations that the GOC will assist with transportation 
infrastructure and with Manitoba\'s dream of a major new east- 
west power transmission line. Even making a start in either 
of these areas could absorb all of the GOCVs new climate 
change funding. Climate change funding is certainly among 
the areas where high expectations are liable to be 
disappointed in coming months. 
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post-Saddam role 
U.S. commitment against an independent Kurdish state. 


Column 3 


5. (C) AK M.P. Turan Comez 

private secretary until last autumnVs general election 
campaign 

emerge March 17. Comez expects a substantial shuffle 
involving a dozen posts; he affirmed that his name is under 
consideration for the Health Ministry. With better contacts 
among the mass of AK M.P.s than most others 

an accurate predictor of trends in AK 

is the outrider view. 


6. (C) Comment: Deputy chairman Disli and Erdogan\'s secretary 
confirmed to us March 12 that Erdogan was continuing to work 
on his cabinet list late into the evening 

as evidence he is aiming to present his list March 13. We 
continue to tell interlocutors that time is running out for 

the GOT to pass a deployment resolution. 
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Classified By: Deputy Chief of Mission Stephen R. Kelly 
Reasons 1.5 (b) and (d). 


1. (C) As seen from Canada\'s proposal for a new UNSC 
resolution on lraq (reftel A) 

in seeking a compromise solution at the Security Council. 
Officials at the Prime Minister\'s Office (PMO) 

Council Office (PCO) 

confirmed to us that GoC efforts on Iraq are being personally 
handled by Prime Minister Jean Chretien 

Advisor Claude Laverdure 

Paul Heinbecker. PMO\'s Paul Genet told the DCM that 
Laverdure has the lead on Iraq. DFAIT\'s Jon Allen told us 
that Heinbecker had been \"chomping at the bit\" to put forward 
a Canadian proposal at the UN. PCO\'s Rob Fonberg (protect) 
told the DCM \"there is no question that the Prime Minister is 

in the lead 

primarily by PCO 

also speculated that Clerk of the Privy Council Alex 

Himelfarb 

Chretien not to do anything in Iraq without UN support 

perhaps even with it. 


2. (C) Commodore Dan McNeil 

Operations and Strategic Planning 

Minister continues to be heavily engaged in lobbying Security 
Council heads of state. Chretien spoke again with British 


Column 3 

Prime Minister Blair on March 12 

later that day with Chilean President Lagos and Mexican 
President Fox. McNeil expressed concern that Lagos might 
support the French position 

and that Mexico was considering a proposal for the UN to 
deploy 50 


3. (C) McNeil reiterated to us that Canada\'s objectives are 
(1) disarmament of Iraq and (2) the Security Council living 
up to its obligations. Canada knows the U.S. cannot keep its 
military forces in a holding pattern much longer 

continued 

action (April 15) if Iraq does not meet disarmament targets. 
McNeil said Chretien recognizes war is now inevitable 

that he must reckon with anti-war sentiment in Canada 
including in his own Cabinet. 


4. (C) COMMENT: While Chretien realizes we do not support the 
GoC proposal 

remain personally engaged to try to achieve it. Given 

France\'s determination to veto any resolution sanctioning 
military action 

supported by most Security Council members. Like the 

British 

the will of the Security Council 

to veto. 
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3. (C) THE DELEGATE OF THE REPUBLIC OF KOREA REPORTED THAT 
ALTHOUGH THE ASIAN GROUP LACKED A COMMON POSITION OVERALL 
MANY KEY COUNTRIES SUPPORTED A TERM OF FOUR YEARS RENEWABLE 
ONCE (THAILAND 

COUNTRIES WERE UNLIKELY TO BREAK RANKS IF THE LARGER G-77 
SOUGHT A LONGER TERM. WHILE ASIAN GROUP MEMBERS DID NOT HAVE 
A POSITION ON TRANSITIONAL MEASURES 

NEVER HEARD FROM ANY OF THOSE MEMBERS THAT THE INCUMBENT MUST 
BE ALLOWED TO RUN AGAIN. THE DELEGATE OF AUSTRALIA REPORTED 
THAT HIS CONVERSATIONS WITH TWO KEY G-77 COUNTRIES 

AND BRAZIL INDICATED THAT FOUR PLUS FOUR WAS \"DEFINITELY 
FEASIBLE.\" 


4.(C) THE DELEGATE OF THE REPUBLIC OF KOREA ASKED THE EU IF 

THEY WERE NOT WORRIED THAT THEIR POSITION ON TRANSITION 

MEASURES \"SENT A SIGNAL\" CONCERNING THE 2005 ELECTIONS AND 

POSSIBLE OECD SUPPORT FOR THE INCUMBENT WHICH WOULD AFFECT 
CONFIDENTIAL 
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ASKED IF IT MIGHT NOT BE BETTER TO HAVE AGREEMENT THAT THE DG 

IS AN INCUMBENT LIKE ANY OTHER 

FOR SPECIAL TREATMENT. IN RESPONSE 

CONCERN THAT THIS APPROACH MIGHT ENCOURAGE THE DG TO RUN FOR 
A FOURTH TERM. 


5. (C) U.S. DEL AGREED THAT WE SHOULD NOT SEND ANY SIGNAL 
WHICH COULD BE INTERPRETED AS SUPPORT FOR A THIRD TERM AND 
NOTED THAT IT WAS IMPERATIVE THAT THE EU BE MORE DIRECT WITH 
G-77 INTERLOCUTORS CONCERNING THE EU DIRECTIVE BARRING EU 
MEMBERS FROM VOTING FOR ANY INCUMBENT WHO HAS SERVED 12 
YEARS. THE EU RESPONDED THAT THE EU DIRECTIVE WAS \"NOT 
GERMANE\" AND THEY WOULD NOT RAISE IT. 


6. (C) U.S. DEL ALSO NOTED THAT THAT POLITICAL PRESSURE 

NEEDED TO BE MUSTERED IN ORDER TO GET THE MESSAGE TO THE DG 
THAT HE SHOULD NOT RUN AGAIN FOR A THIRD TERM. SHE NOTED IN 
THIS REGARD THE GENERALLY HELD VIEW THAT HE WAS INTERESTED IN 
FOUR MORE YEARS 

U.S. DEL WARNED THE EU THAT ITS CONSULTATIONS WITH REGIONAL 
GROUPS SHOULD NOT RESULT IN THEM BRINGING A \"FAIT ACCOMPLI\" 
TO THE TABLE ON MARCH 17 AS THIS WOULD NOT BE ACCEPTABLE TO 
OTHER MEMBERS OF THE FRIENDS OF THE CHAIR GROUP. 


7. (C) THE DELEGATE OF CANADA OPINED THAT SILENCE ON THE 

QUESTION OF TRANSITION MEASURES MIGHT BE PREFERABLE. IF THERE 

WERE NO TRANSITIONAL MEASURES 

WOULD BE THAT THE DG WAS FREE TO RUN LIKE ANY OTHER 

CANDIDATE; THE OECD WOULD HAVE SENT NO SIGNAL ON WHETHER IT 

WOULD CONDONE HIM SEEKING A THIRD TERM OR NOT. IN THE 
CONFIDENTIAL 
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INTERIM BETWEEN THE DECISION IN 2003 AND THE ELECTIONS IN 

2005 

THE DELEGATE OF AUSTRALIA WARNED THAT THE ABSENCE OF CLEARLY 
LAID OUT TRANSITIONAL MEASURES (PRO OR CON) RAN THE RISK OF 
CREATING CONFUSION AND FORCING THE ORGANIZATION TO CONTINUE 
THE PROCESS OF EXAMINING THE QUESTION 

SCARCE RESOURCES. NEW ZEALAND ARGUED THAT TERM LIMITS WAS A 
\"PACKAGE\" AND THAT THE OECD WOULD HAVE TO GIVE SOMETHING UP. 
THE OBJECTIVE WAS TO GIVE UP THE MINIMUM -- WHICH IN THIS 

CASE APPEARED TO BE THE EU OPTION OF ALLOWING THE INCUMBENT A 
FOUR YEAR TERM ONLY. 


8. (C) COMMENT: WE DO NOT EXPECT MORE THAN TWO MORE MEETINGS 
(INCLUDING THE MARCH 17 MEETING) ON THIS ISSUE. THE FRIENDS 

OF THE CHAIR MUST COME TO AGREEMENT ON A PROPOSAL TO FORWARD 
TO THE JUNE COUNCIL OR RISK DEFERRING THE POSSIBILITY OF 
ACHIEVING AN AMENDMENT TO THE FAO BASIC TEXTS FOR ANOTHER 
FOUR YEARS. ONE OPTION WOULD BE TO JOIN THE EU IN SUPPORTING 


Column 3 
AN AMENDMENT TO THE BASIC TEXT TO ALLOW FOR FOUR TERMS 
RENEWABLE ONCE WITH EXPLICIT MEASURES STATING THAT THE DG MAY 
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SUBJECT: FAO TERM LIMITS: OPTIONS 


RUN AGAIN FOR A FOUR YEAR TERM. ANOTHER OPTION WOULD BE AN 
AMENDMENT TO THE BASIC TEXTS TO ALLOW FOR FOUR YEARS 
RENEWABLE WITH THE UNDERSTANDING THAT THE DG HAS THE SAME 
RIGHTS AS ANY OTHER NEW CANDIDATE (EITHER EXPLICITLY OR BY 
THE ABSENCE OF ANY \"TRANSITION MEASURES\"). THE FIRST OPTION 
HAS THE ADVANTAGE OF ATTAINABILITY AND SIMPLICITY: THE 
DRAWBACK IS THAT IT PRACTICALLY INVITES THE DG TO SPEND 
ANOTHER FOUR YEARS IN THE JOB; THE SECOND OPTION RUNS THE 
RISK (WHICH WE JUDGE SMALL) OF HIM SPENDING ANOTHER EIGHT 
YEARS IN THE JOB. IT HAS THE ADVANTAGE OF NOT SENDING ANY 
SIGNALS ON MEMBER SUPPORT WHICH MIGHT DETER POSSIBLE 
CANDIDATES FROM SEEKING THE POSITION. END COMMENT. 
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DIPLOMATIC TIES TO BEIJING. ASYMMETRICALLY 

PERMITS TAIPEI TO MAINTAIN A FULL EMBASSY HERE IN ROME. THUS 
CONFIDENTIAL 
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FOR TAIPEI 

MACEDONIA 

REPRESENTS A LAST TOEHOLD IN EUROPE. TO THE HOLY SEE 
DIPLOMATIC RELATIONS WITH TAIWAN REPRESENT A BARGAINING CHIP 
THAT IT WOULD NOT HESITATE TO USE IN ORDER TO GAIN NORMALIZED 
RELATIONS WITH THE PRC (AND ITS TEN MILLION CATHOLICS). THE 
HOLY SEE APPEARS CONTENT TO HOLD ON TO THIS CARD WHILE 
ATTEMPTING TO REOPEN DIALOGUE WITH BEIJING. THE TAIWANESE 
RECOGNIZE THAT PRC INSISTENCE ON SEVERING HOLY SEE/TAIWAN 
TIES BEFORE CHINA/HOLY SEE RELATIONS CAN BE ESTABLISHED IS A 
SWORD OF DAMOCLES HANGING OVER THEM. ITS THREAD 

SHOWS NO SIGNS OF FRAYING JUST YET. 


3. (C) THE TAIWAN EMBASSY TO THE HOLY SEE SEEKS TO 

CAPITALIZE ON THIS FULL DIPLOMATIC PRESENCE BY VIGOROUSLY 

WORKING ALL THE CONTACTS AVAILABLE TO IT TO ASSOCIATE TAIWAN 

WITH THE HUMAN RIGHTS AND HUMANITARIAN IMPERATIVES OF HOLY 

SEE FOREIGN POLICY. AMBASSADOR RAYMOND TAI 

TAIWAN DIPLOMAT 

FLAG AT VATICAN-RELATED OFFICIAL AND SOCIAL EVENTS. TAI HAS 

STATED THAT HE IS 'GREATLY HONORED TO REPRESENT ALL FREEDOM 

AND PEACE-LOVING CHINESE PEOPLE AT THE VATICAN 

PAPACY IS A STAUNCH DEFENDER OF DEMOCRACY AND HUMAN RIGHTS." 

THIS THEME WAS ESTABLISHED WHEN TAI PRESENTED HIS CREDENTIALS 

TO THE POPE. THE POPE SAID 

REPLIED \"LET\'S JOIN HANDS IN MAKING MAINLAND CHINA FREE." 

TAIWANVS PRESENCE AT THE HOLY SEE ALSO OFFERS OPPORTUNITIES 

TO MONITOR AND INTERACT WITH CLERGY WHO COME AND GO FROM 

WITHIN CHINA AND WHO OFTEN WORK WITH ISOLATED CHINESE 

COMMUNITIES. THE EUROPEAN BASE FURTHER OFFERS TAI A 

SPRINGBOARD TO SPEAKING ENGAGEMENTS EUROPE-WIDE 
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INVARIABLY PRESENTS TAIWAN AS A STAUNCH DEFENDER OF DEMOCRACY 
AND HUMAN RIGHTS. 


3. (U) REFLECTING THE IMPORTANCE IT PLACES ON ITS LAST 

TOEHOLD IN EUROPE TAIWAN MAINTAINS A COMPARATIVELY LARGE AND 
ACTIVE STAFF IN ITS EMBASSY. EMBASSY STAFF MAINTAIN AN ACTIVE 
PRESENCE AT ALL OFFICIAL FUNCTIONS AS WELL AS MANY SOCIAL 
FUNCTIONS. THEY HAVE SOUGHT TO PARTICIPATE ACTIVELY IN 
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ADVANCING HUMANITARIAN AND HUMAN RIGHTS ISSUES 
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E.O. 12958: DECL: 01/30/2008 

TAGS: CH 

SUBJECT: TAIWAN AT THE HOLY SEE: CLINGING TO ITS LAST 
TOEHOLD IN EUROPE? 


ANTI-TRAFFICKING CONFERENCE AND ENGAGING IN A RECENT BIOTECH 
IN AFRICA SEMINAR POST HOSTED AT AN OFF-SITE LOCATION. THE 
TAIWAN STAFF IS ADEPT AT KEEPING THE PULSE OF THE DIPLOMATIC 
COMMUNITY BY FREQUENTLY VWINING AND DININGY DIPLOMATS 
RESIDENT IN ROME 
COLLEAGUES IN THE BROADER DIPLOMATIC CORPS. THE TAIWAN 
EMBASSY WAS SECOND ONLY TO THE USG IN DONATIONS TO THE WORLD 
CONFERENCE ON THE TRAFFICKING IN PERSONS HELD AT THE 
GREGORIAN UNIVERSITY IN ROME IN MAY 2002. TAIWAN ALSO SEEKS 
TO ASSOCIATE ITSELF WITH THE COMMUNITY OF DEMOCRATIC NATIONS 
IN THE HOLY SEE DIPLOMATIC CORPS. IN FACT 
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GENEROUS WITH FINANCIAL ASSISTANCE FOR DIVERSE CONFERENCES 
AND CHARITABLE PROJECTS. TAIWAN EMBASSY FIRST SECRETARY 
PETER TING RECENTLY TOLD POLOFF THAT A KEY GOAL OF HIS 
EMBASSY IS TO ACTIVELY SEEK OPPORTUNITIES TO COLLABORATE WITH 
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THE U.S. EMBASSY. 


4. (C) THE TAIWAN EMBASSY IS WELL AWARE OF THE HOLY SEE\'S 
DESIRE TO RE-ESTABLISH NORMALIZED RELATIONS WITH THE PRC. 
THEY ARE ALSO AWARE THAT THE HOLY SEE IS READY AND WILLING TO 
CUT DIPLOMATIC RELATIONS WITH TAIWAN IN ORDER TO MAKE THIS 
POSSIBLE. PETER TING TOLD POLOFF THAT THERE IS SPECULATION 
THAT FAIRLY LARGE CHANGES COULD OCCUR WITH THE NEW PRC 
GOVERNMENT 

SEE/BEIJING DIALOGUE ON NORMALIZATION OF RELATIONS. WHILE 
TAIWAN LOATH TO LOSE ITS LAST DIPLOMATIC MISSION IN EUROPE 

IT DOES WANT TO ASSIST IN BRINGING DEMOCRACY AND HUMAN RIGHTS 
TO CHINA 

HOLY SEE TRANSFERS DIPLOMATIC RELATIONS TO PRG 

LIKELY CONTINUE CULTURAL RELATIONS OUT OF ITS CO-LOCATED 
TRADE OFFICE TO ITALY 

DIALOGUE. WHILE CURRENT PLANNING IS TO MERGE THE CURRENT 
MISSION WITH THE TRADE OFFICE 

ESTABLISHING A CULTURAL OFFICE TO THE HOLY SEE IS BEING 
CONSIDERED. 


COMMENT 
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5. (C) POST SOMETIMES MUST HOLD OUR TAIWAN FRIENDS AT ARM\'S 
LENGTH BECAUSE OF THEIR DETERMINED ATTEMPTS TO ASSOCIATE 
THEMSELVES WITH THE USG. AN EXAMPLE IS THEIR INSISTENCE ON 
VJOINING THE US\" IN SUPPORTING AN ANTI-TRAFFICKING PROJECT 
FUNDED BY PD/ECA. AMBASSADOR TAI INVITED AMBASSADOR 
NICHOLSON 

IN PRESENTING A CHECK TO THE CARITAS PROJECT IMPLEMENTERS. 
WE POLITELY DECLINED 

OFFICE. THAT SAID 

\"ACTION ORIENTED\" COLLEAGUES SUCH AS THE IRISH 

AUSTRIANS 

COLLEAGUES TO ADVANCE ISSUES WITHIN THE STOLID HOLY SEE 
DIPLOMATIC CORPS. AS NOTED ABOVE 

HELPFUL IN OUR EFFORTS TO HOLD A MAJOR INTERNATIONAL 
CONFERENCE ON TRAFFICKING IN PERSONS LAST MAY. POST WILL 
CONTINUE TO ENCOURAGE TAIWANESE ACTIVISM AT THE HOLY SEE 
WITHOUT CROSSING ANY DIPLOMATIC \"RED LINES\" IN OUR 
RELATIONSHIP WITH THEM. 


Column 3 

6. (C) TAIWAN MOREOVER IS EXTREMELY ACTIVE IN THE \"ASIA 
GROUP\" OF EMBASSIES ACCREDITED TO THE HOLY SEE. AMBASSADOR 
TAI FACILITATED OUR EMBASSY\'S PARTICIPATION IN THE ASIA 
GROUP\'S ANNUAL CONFERENCE IN DECEMBER OF 2001. AMBASSADOR 
NICHOLSON SPOKE ABOUT THE IMPORTANCE OF COMBATING 
INTERNATIONAL TERRORISM AT THAT MEETING WITH TANS HELP 
OVERCOMING THE OBJECTIONS OF THE IRANIAN AMBASSADOR. 
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system 

VAmman Crisis Liaison Unit.\" 


6. (SBU) Please note that we will only start using the above 
listed phone numbers and e-mail addresses if/when war 
commences and the CLU is stood up. 


GNEHM 
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afraid to fly right now\". As a result 

in GDP has dropped from 12% to 9% since 2000. Approximately 
25 

industry. 


4. (U) Nazzal stressed 

occupancy rates and the attendant effect on revenues 

hotels are not in danger of going out of business 

the JD174/$224m in short term debts they collectively owe to 
local banks. He said that when a hotel is on the verge of 
bankruptcy 

for another year at 10% interest. Consequently 

what little revenue that continues to roll in is spent on 
servicing the debt 

said that banks don\'t want hotels to default because \"they 
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can\'t do anything with them; no one wants to buy them 
bankers do not want to manage them 

them down\". (In addition 

hotels 

efforts to get the banks to refinance the debt for 20 years 

at 7% have thus far proven futile. (NOTE: This latter idea 
grew from a USAID-organized seminar for hoteliers and bankers 
that focused on seeking creative alternatives to traditional 
hotel financing held in Amman in February. END NOTE) He 
also pointed out that the hotel sector in Petra 

been especially hard hit by the decline in tourism 

different case. Under a special agreement with the 
government-owned Industrial Development Bank 

most of the Petra hotels debt 

houses in lieu of hotel property when default looms 

the owner with the hotel and not much else. 


5. (U) As a result of the slump 

creatively at other ways to market the Kingdom. He said that 
one proposal is regional--to set up summer youth camps in 
Jordan for kids from Gulf countries. The JHA is projecting 
that 

the camps could attract 5000 participants the first year. He 
said the camps would be geared towards recreation 

Arab culture. Nazzal said that it is hoped the families of 
these kids 

as well and \"fill up our hotel rooms 

attracted medical tourists or other incentives that cater to 
adults. 


6. (U) Another plan is to market Petra as something more 
than a tourist destination 

according to Nazzal. He said that plans to build a 
convention center in Petra are being discussed 

towards making it a value-added destination 

worldwide center for art and sculpture. He said that years 
ago 

now 

consequent development into a conference hub reflects that 
image.\" He said that Arabs are not interested in cultural 
tourism 

compete with the Emirates on shopping. We can\'t compete with 
Egypt 

night life. What are we to do?\" Regarding Aqaba 

still hasn\'t seen any impact on occupancy rates since the 
designation of the ASEZA--\"they havenVt changed for ten 
years.\" He said there is little coordination between hotel 
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owners 

but he said the long-term plans were \"sound\" and hoped they 
would \"truly lead to implementing the overall vision of Aqaba 
as a world-class tourist destination.\" 


7. (U) Nazzal concluded by saying that the hotels were 
girding for better days post-Saddam 

duration of the conflict continued to be pervasive. He said 
he hoped it would be \"clean and fast\" 

resolution of the Iraqi situation \"is only one part of the 
solution.\" He said \"the U.S. can\'t forget the Palestinians 
and stressed that only stability both east and west of Jordan 
would bring international tourists back to the region. 

Nazzal cited the prospect of offering Biblical tourism 
packages that would include Israel 

and Iraq has having the potential to lead to a \"resurrection\" 
of the Jordanian tourist industry. 


8. (U) Nazzal\'s view that a peaceful 

not alone bring stability to the region is consistent with 
messages we hear from other Jordanian interlocutors with ties 
to business 

and stability on either side of Jordan 

downturn in tourism to continue 

country and economy as a whole. 
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the government-controlled daily \"Chronicle\" 
dedicated its March 12 editorial to criticizing 
President George Bush for imposing sanctions on the 
Mugabe government 
calculated program to oust President Mugabe and 
install an MDC puppet regime.\" Adding 
so-called smart sanctions on Zimbabwe and its 
leaders will adversely affect the generality of the 
people in the country 
Excerpts: 


2. V...After sheepishly endorsing Tony BlairsV 
imperialist foreign policies 
appear to be seeing the light and giving an ear to 


Column 3 
the voice of reason. . .BritainVs International 
Development Minister 
threatened to resign if her government goes to war 
with Iraq without being sanctioned by the United 
nations... Blair and his cousin 
of the United Sates 
world policing agents and are determined to 
undermine everyone including the U.N. in their bid 
to eliminate any voices in the political arena they 
consider to be odd. They appear resolved to usher 
in a culture in world politics where all leaders do 
not see 
foreign policies. 


\"According to reports 

order on Friday to the U.S. Congress accusing the 
ruling party in Zimbabwe of undermining 
democracy... The order is clearly part of a 
calculated program to oust President Mugabe and 
install an MDC (Movement for Democratic Change) 
puppet regime with a view to reversing the land 
reform program... It is ironic that people like 

Bush 

to preach democracy to President Mugabe who spent 
several years in prisons and in the bush fighting 

for a democratic dispensation in Zimbabwe. We view 
the interference of the Blair and Bush 
administrations on Zimbabwe and other Third World 
countries as terrorism and demand that the United 
Nations censure them. Britain and the U.S. need 
more people of the mould of Ms. Short to help knock 
sense into the Blairs and Bushes of this world. The 
war on Iraq will kill the innocent 

children 

opposed to it. On a similar vein the so-called 

smart sanctions on Zimbabwe and its leaders will 
adversely affect the generality of the people in the 
country 


SULLIVAN 
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all government people or weak people. | wrote Ahmad Obeidat 
(former PM and newly named ombudsman for the Human Rights 
Commission) a letter about my case a few months ago and he 
ignored me.\" Cynicism aside 

file a complaint with the new commission once it is up and 
running. Samhoury also plans to continue his communication 
with Amnesty International and European media correspondents 
here. 
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4. (C) Although his case received extensive media coverage 
at the outset 

coverage of the March 6 court session 

on the potential military action in Iraq. Given Samhoury\'s 
dedication 

his human rights activism 

ruling. 

GNEHM 
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would make sure that no terrorist is issued a visa. He 

noted that 

goal." He pledged that Vietnam would continue to respond to 
all such future requests for cooperation. PORTER 
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the GOJVs recent decision to schedule Parliamentary elections 
in June and the issue on everyone\'s mind 

opinions on the importance of setting a date for elections 

ran the gamut from inconsequential to highly important 
consensus was that should the war cause instability in 

Jordan 

war 

concern for the impact such a war will have on the Jordanian 
economy 


2. (C) On March 5 and 6 

businessmen 

Iraq in Salt (a medium-sized city 30 minutes from Amman) and 
Aqaba 

While most of our contacts were enthusiastic about the 
government's announcement to hold elections on June 17 
wondered whether it was wise to hold them during such a 
Vsensitive time.V In response to poloff\'s question 

concerning reaction to the June elections 

of whom can be counted in the solidly pro-regime column) made 
the following points: 


-- Average Jordanians are worried about poverty and 
unemployment and many blame the government for this 
predicament. Their main concern centers around having enough 
money to feed their families. This situation leaves little 

time to focus on upcoming elections. 
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--Voter turnout will be low because many people feel 
Parliament is inconsequential in their daily lives. 


--The GOJ announced elections as a distraction to keep 
people\'s minds occupied. 


--Parliament is ineffective without real political parties. 


- The Islamists will do well. The Islamic Action Front (IAF) 
is expected to participate and win a significant minority 
share of seats in the next Parliament. 


--As to the six womens seats in Parliament 

it a move in the right direction 

addition of six or more women to the mix would make no 
difference at all. (Note: All of our interlocutors on these 
visits were male) 


All of our contacts believe that the conduct and outcome of a 
war in Iraq will determine whether or not the government will 
ultimately proceed with elections in June. 


3. (C) Referring to the expected war in Iraq 
ex-parliamentarian from Salt 

people feel frustrated 

themselves because of government restrictions. He is 
concerned with how quiet people are and worries that such 
unreleased pressure might boil at some future time. Other 
contacts were more concerned with the impact a war in Iraq 
would have on Jordan\'s already difficult economic situation 
the prospect of Iraqi refugees flowing into the Kingdom and 
the fear that Sharon will take advantage of the situation in 
Iraq and expel Palestinians to Jordan. While most are deeply 
concerned about the short term impact on Jordan 

expressed guarded optimism that in the long-run 

greatly benefit by participating in much needed 

infrastructure improvements in Iraq and normalization of 
trade between the two countries. They also hoped the United 
States would be able to provide substantial aid to Jordan to 
cushion the war's impact. 


4. (C) All our out-of-town contacts reiterated the view that 
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being against the war in Iraq is not tantamount to support 
for Saddam Hussein. Most agreed that the currently high 
level of anti-US sentiment on the street would be minimized 
if the war is quick and Iraqi civilian casualties are kept at 

a minimum. Further 

after the war must quickly re-focus on the 
Israeli-Palestinian issue. 

GNEHM 
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and avoid war. 


Editorial Commentaries 
-- "The American mother of all bombs" 


Columnist Mohammad Amayreh writes on the op-ed page of 
semi-official 

(03/13): \"A weird discrepancy and strange 
contradiction exists in the world 

actually own the lethal and genuine weapons of mass 
destruction are coming to Iraq to disarm it of weapons 
they claim have mass destruction capabilities.. They 
want us to believe that their upcoming “picnic\ is in 

our best interest 

for democracy 

to relieve the lraqi people of the rule of Saddam 
Hussein. They want us to believe that the 'thief\' is 

the "protector". If they are really concerned 

where is their stand towards the Palestinian people? 
Why do they ignore Sharon\'s daily crimes and allow him 
to do whatever he wants with this unarmed people? 
What happened to their promises of resolving the 
Palestinian issue? In fact 

that they set up 

the Palestinian people? 


-- VWe do not hate anyone 


Daily columnist Musa Hawamdeh writes on the op-ed page 
of center-left 

(03/13): \"In dialogues and discussions about the 
Arabs and the West 

up with the sudden question: why do you hate us? This 
issue does not require dialogues or seminars. The 
facts on the ground prove the aggressiveness 

brutality 

not a matter of love or hate 

self 

stands with all its might in support of Israel 

rallies its armies and fleets to strike Iraq 
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Bush describes this strike as indispensable because it 
stops Iraq from threatening Israel 

about love or hate. It is about resisting or 
surrendering.\" 


-- VIragi opposition or American colonization?\" 


Daily columnist Bater Wardam writes on the op-ed page 
of center-left 

(03/13): \"Are we eventually going to end up 
contemplating that it might be better for lraq\'s 
territorial unity and peace among the Iraqis if there 
is an American governor 

the initial stages that follow the regime change? It 

is a regretful question with a regretful answer 
particularly if we take into consideration the welfare 
of the Iraqi people 

Iraq\'s unity. We are not going to get carried away in 
thinking about issues after the war 

idea here is to prevent the war itself. However 
seeing the lraqi opposition makes us afraid of what 
these ill-intentioned people who are filled with a 
spirit of hate and vengeance might do. The people of 
Iraq 

Iraqi opposition 

the right replacement.. It is a moral disaster for us 
to reach a stage where we think that a temporary 
American military administration would be better for 
the Iraqi people than the complications of the 
opposition or the desires of Arab and Muslim 
neighboring countries. We say this regretfully but 
also candidly and frankly.\" 

GNEHM 
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the interests of either the U.S. or Vietnam and will harm 
the bilateral relationship 

repeat of what happened in 2001 

predicted that the legislation would lead to \"strong 
reactions from the media and the Vietnamese people.\" 


2. (U) Hung told the Charge that 

understands that this bill represents only a V'small minority 
view 

inform Washington how seriously this bill 

will be viewed in Vietnam. He urged that the Department 
work against the VHRA reintroduction to avoid a \"strong 
reaction\" in Vietnam. In contrast 

success of last weekVs Asia Society conference and how it 
had \"done much\" to advance \"mutual understanding 
especially with the US business community. 
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3. (U) Charge told Hung that he would pass the GVNVs 
concern to Washington. He urged Hung to encourage the GVN 
embassy in Washington to increase its outreach efforts to 

the Vietnamese community and others in the U.S. PORTER 
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dialogue.\" The three year program (one of two ILO programs 
here) is funded exclusively by the U.S. Department of Labor 
with approximately 1.4 million USD. Based on our meetings 
with Minister of Labor Muzahim Muhaisin and ILO Regional 
Director Taleb Rifai 

good position to cooperate on labor issues for the 
foreseeable future. 


2. (C) In our meetings 

the Free Trade Agreement could have on labor issues here. 
Muhaisin 

poverty and unemployment through vocational training. END 
SUMMARY. 


3. (C) On January 14 

Rifai 

Rifai had been Jordan\'s Minister of Tourism prior to the ILO 
appointment - ref a). PolCouns asked about the status of the 
long-delayed 1.4 million USD ILO program to increase 
communication among labor 

entirely by the U.S. Department of Labor. Rifai chalked up 

the delay in the official roll-out of the \"internal social 

dialogue\" program to personality differences between previous 
ILO personnel and LabMin Muhaisin. He predicted the program 
would move forward successfully once a memorandum of 
understanding was signed 

program that focuses on elimination of child labor. 


4. (C) PolOff and PolCouns subsequently met with Labor 
Minister Muhaisin on January 28. He admitted the Labor 
Ministry had \"made mistakes\" at the outset of the social 
dialogue program 

program would be a success. PolCouns noted the USG is 
interested in the ILO program 

entirely funded by the DOL 

that such programs meet the needs of Jordan 

programs help implement the labor provisions of the US/Jordan 
FTA. 
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ILO PROGRAM ON LINE - FINALLY 


5. (SBU) On March 5 

MOU for the social dialogue program. The program will assist 
in improving communications among labor actors including the 
MOL 

also designed to enhance collective bargaining 

strengthen the capacity of the ministry to enforce 
\"fundamental working rights.\" The program calls specifically 
for the \"enhancement of work and employment conditions for 
both men and women in the Qualifying Industrial Zones.\" 
Note: QIZ labor conditions have 

standards for work conditions (ref b). 


6. (C) During our January meeting 

made clear he is aware of the FTA 

and Jordan 

not encouraged by relaxing domestic labor laws 

enforcing existing laws (per Article 6 of the FTA). Rifai 
characterized Jordanian labor standards as relatively good 
and was confident Jordanian labor laws will not become an 
issue vis-a-vis article 6 of the FTA. However 

realistic that outside of the QIZs it would be more 
challenging to make immediate improvements to labor 
conditions 

scale 

This contrasts with the QIZs 

to centrally manage large numbers of workers and their 
working conditions. 


LABOR MINISTRY: MORE INSPECTORS 
FIGHT POVERTY 


7.(C) Inthe January 28 meeting with LabMin 

emphasized the importance of labor standards in the FTA. 
Muhaisin seemed unaware of the FTA provision 

focused on reducing the demand for foreign labor at the QIZs 
by improving the quality of the local work force via 
vocational training programs. More jobs would lead to less 
poverty 

a national issue. Jordanians like to act as if they are 

rich. We are not. We are poor.\" Aside from vocational 
training for numerous \"blue collar\" fields 

new program 
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focuses on \"white collar\" job training. Muhaisin also said 
the ministry has hired more labor inspectors 

total number to 85 

inspectors get bonuses for uncovering labor violations. 
Finally 

sector (i.e. engineers) and domestic help are now covered by 
the labor law. 


8. (C) We were impressed with Rifai\'s knowledge of the 
emerging labor issues of most importance to Jordan in the 
near future 

between the FTA 

resulting emergence of attention from international labor 
NGOs and unions. Rifai\'s previous experience with the ILO 
and his familiarity with Jordan and the GOJ should provide 
for a cooperative ILO-GOJ relationship. We are pleased to 
see the ILO \"social dialogue\" program finally out of the barn 
and moving into action; as both ILO programs here are funded 
exclusively with Department of Labor money 

to monitor them. 


9. (C) We expect MuhaisinVs vocational training effort to 
have marginal effects despite his enthusiasm. Labor and 
business sector contacts tell us the GOJVs programs are 
best 

generally seen as poorly targeted (i.e. training an equal 
number of textile workers and hair dressers in an economy 
that has a shortage of the former and a surplus of the 

latter) and of inferior quality. On the other hand 

exporters train workers through in-house training over a 
six-week period 

They report good results in their efforts to train local 

workers 

as many Jordanian workers as they would like to have working 
for them. Most QIZ exporters indicate they would like to 
work with the GOJ to train Jordanian labor 

able to communicate effectively with the GOJ on how to best 
achieve this goal. 


10. (SBU) USAID has been working with the GOJ on modernizing 
its vocational training system and linking it with current 

market demand. We will continue to encourage the Ministry to 
communicate better with management and labor in order to 
optimize their vocational training 

dialogue\" program to provide some help in these efforts. 
GNEHM 
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(independent English daily) said: \"U.S. Ambassador Ashley 
Wills yesterday urged the Jaffna People to be calm and 
patient till next year to witness lasting peace and 

economic growth. The ambassador made this appeal when he 
met officials of local NGOs. Mr. Wills was also scheduled 

to meet Jaffna military commander Sarath Fonseka to discuss 
the issue of High Security Zones.\" Similar coverage 
appeared on the front page of DINAMINA (government-owned 
Sinhala daily) under the headline \"\'Dawn of peace is 

certain; people in the North should wait patiently\' -- 

American Ambassador says in Jaffna.\" Excerpts: 1”... Wills 
said that Sri Lanka would have eternal peace through the 
current peace process.... He expressed this view at a 
conference [attended by] Jaffna MPs and NGO officials. The 
Ambassador said that peace that would be ushered in before 
the end of this year ... and that the country would then 

reap more of the benefits of peace" DINAMINA noted that 
other issues discussed included V'creating a conducive 
environment for civilians to resettle in the HSZs 

activities 


3. Tamil coverage. Understandably 
in the Tamil press. Excerpts follow: 


- SUDAR OLI (independent Tamil daily): At the meeting MPs 
and other representatives explained to him the living 
standards of the Jaffna people 

surrounding the resettlement of IDPs. \"Although one year 
has passed since the signing of the MOU 

returned to Jaffna and its people 

They also said that \"fishermen are affected very badly. 

Our golden lands have been turned into HSZs and our people 
are denied their resettlement and farming rights.... When 

the guns are silent are these HSZs necessary?\" 


In reply 

problems in resettlement. | am telling you that the HSZs 
will be removed step by step and the displaced will be 
resettled. Therefore the people should be a bit patient. 


- THINAKURAL (independent Tamil daily): ... Wills said as 
the peace talks between the Government and the Liberation 
Tigers progress 

return 

stated: \"Permanent peace will return only if the Tamil 
people of the North and East are patient. It is impossible 

to find an immediate solution to a problem that has existed 
for 20 years. This can only be achieved step by step. For 
this the government and the Liberation Tigers should work 
together.\" 
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- THINAKARAN (government-owned Tamil daily): \"There is 
fervent hope that Sri Lanka will achieve lasting peace -- 
People of Jaffna should be patient\" said Ambassador Ashley 
Wills.... He also said that the people should see more 
benefits in the second year of the ceasefire agreement.\" 


Wills 
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carrying a large quantity of arms when it was 
intercepted off Sri Lanka\'s northeast coast. The ship\'s 
11-member LTTE crew is presumed dead -- see Reftels.) 
In an apparent sign of the group\'s anger over the 
incident 

in government-controlled areas of the north and east to 
return to the LTTE-controlled Wanni region. Initially 

it was thought that the move was made so cadre could 
attend a briefing. Sources in the north and east 

report 

based on the fact that the cadre took their office 
equipment and furniture with them. The Tigers have not 
issued a statement explaining their action 

believe the group is trying to send a message to the 
government that all is not well with the peace process 
following the March 10 incident. 


3. (SBU) In addition to withdrawing their personnel 

the Tigers are showing their displeasure in other ways. 
On March 12 

Jaffna protesting the sinking of the ship. The hartal 
closed down shops and schools in the Jaffna area. Black 
flags were put up and students put on black armbands. 
While it was disruptive 

LTTE is also sponsoring a hartal in the major north- 
central town of Vavuniya today (March 13). 


4. (C) TALKS SEEM TO BE ON. Despite their latest 
moves 

participate in the sixth round of GSL-LTTE talks 
scheduled to take place in Japan 

March 12 posting 

Tiger chief negotiator Anton Balasingham as stating that 
the Tigers were upset with the sinking of the ship 

still wanted \"to participate constructively in the peace 
process.\" Balasingham went on to indicate that the 
Tigers would participate in the talks. (Note: In an 
interview with BBC 

indicating that the Tiger leadership was still examining 
whether to attend the talks.) 
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5. (C) For its part 

confident that the talks will take place. On March 13 
Ambassador Bernard Goonetilleke 

government\'s Peace Secretariat 

he knew the talks were a V'go.V He said the Tigers had 
just provided the GSL a list of names for their 
delegation. (Note: As with previous rounds 

includes Balasingham 

Thamilchelvam 

addition 

Hakone 

be held. Goonetilleke allowed that the Tigers could 
easily still change their minds (see Para 6 below) 

he thought they would attend the talks \"because it was 
very much in their interest to discuss the assistance- 
related issues that will be on the agenda.\" 

(Note: The sixth round is slated to focus on the 
delivery of development assistance 

human rights 


6. (C) NORWEGIAN TEAM ARRIVES. As part of Norway\'s 
ongoing peace facilitation effort 

Minister Vidar Helgesen has arrived in Sri Lanka for a 
March 12-16 visit. (Note: Foreign Minster Petersen was 
supposed to lead the GoN peace facilitation team during 
the long-planned visit 

Iraq situation.) The visit has taken on a new sense of 
urgency due to the March 10 incident 

doing his best to ensure that there is no breakdown in 

the peace process. His most critical meeting is on 

March 13 

and Balasingham in the Wanni. According to Ambassador 
Goonetilleke 

meeting which will determine whether the LTTE will 

fact 

be on the agenda. While in Sri Lanka 

scheduled to meet with President Kumaratunga and to 
travel to sites in the southern part of the country. He 

met with Prime Minister Wickremesinghe on March 12. 


7. (C) In the meantime 

Monitoring Mission (SLMM) has also been engaging the 
LTTE. New SLMM chief Major General (retd) Tryggve 
Teleffsen met with political chief Thamilchelvam on 
March 12 in the Wanni town of Kilinochchi. The meeting 
focused on ways to avoid a repeat of the March 10 
incident. SLMM spokesman Teitur Torklesen told us that 
the meeting was \"productive.\" 


8. (C) COMMENT: There is little doubt that the LTTE is 
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in a deeply angry mood. Natural bullies 

viscerally dislike coming up with the short end of the 
stick in any confrontation. That said 

rumors to the contrary 

base with believe that the LTTE is unlikely to break 
contact over the March 10 incident. The feeling is that 
the group has invested a lot in the process and does not 
want to let go just yet. The situation is highly 

volatile 

hard-line response could prevail in Tiger councils 

it has many times before. END COMMENT. 


9. (U) Minimize considered. 
WILLS 
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reforms.\" If so 

short-lived 

actions for the Fourth Review by end March. Meanwhile 
Turkish financial markets are beginning to reflect some 
concern with the lack of confirmation that the new GOT is 
planning a second troop resolution. End Summary. 


Markets Start to Worry about Timing of 
Second Resolution 


2. (U) On the morning of March 13 

began to reflect increasing concerns with the lack of news 
about a hoped-for second U.S. troop deployment resolution. 
Yields on lira-denominated T-bills inched upwards to 58 
percent compounded (yesterday\'s close was 57.4 percent); lira 
depreciated slightly to TL 1 

Istanbul Stock Exchange slid another 1 percent (third 
straight day of over 1 percent declines). Lehman Bros 
analyst for Turkey Ediz told us he is recommending investors 
stay out until the GOT\'s intentions on the second resolution 
are clearer. 


Treasury U/S Oztrak: The Key is Strong Policies 
Not the U.S. Package 


3. (SBU) In a March 13 meeting 
to us that \"the key is strong implementation of the economic 
reform program 
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treats the U.S. package as an excuse not to implement 
reforms 

short-lived.\" OztrakVs other points: 


-- He doesn\'t foresee a problem with debt sustainability 

this year 

implement the reform program. The Treasury\'s financing 
assumptions for 2003 - 45 percent average interest rate on TL 
debt; 87 percent debt roll-over rate; 8 month average 

maturity of TL debt - are currently on track. This interest 

rate path has March rates at 56 percent 

lower 50\'s and upper 40\'s in April and May. The year-end 
interest rate should be 34 percent under this scenario. 


-- Treasury\'s financing assumptions do not take into account 
an \"event risk related to Iraq. However 

been telling the GOT that the prescription for this event 

risk is the same as the general problem: \"showing the 
determination and ability to deliver strong policies.\" 


-- On timing of enacting the 2003 budget 

the Fourth Review 

Budget Commission on March 16. He expects the final steps 
(floor debate 

President) to take another ten days. 


-- On timing of other Fourth Review prior actions 

also believes they will be completed by end March. They are: 
passage of the direct tax reform law through the budget 
commission (but not full parliamentary vote); adoption of 
TEKEL privatization plan by the Higher Privatization Council; 
Council of Ministry decrees to address redundancies in the 
state enterprise (e.g. 

retiring workers before age 50.) 


-- The GOT will seek two waivers for the Fourth Review: 
missing the 2002 primary surplus criterion; missing the state 
enterprise job lay-off criterion. 


-- On the GOT\'s disagreement with the World Bank over 
delaying direct income support (DIS) payments for farmers in 
2003 

into early implementation before all farmers\' land holdings 
had been registered. (Note: Despite Oztrak\'s criticism 
World Bank sources told us they reached agreement with the 
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GOT overnight to add back into the budget nearly TL 1 
quadrillion in DIS payments for this year 

further cut the public investment budget for state 
enterprises. To be effective 

reflected in an amended budget before the bill gets reported 
out of Commission on March 16 


-- On an impending cabinet reshuffle 

know when or who. MinState Babacan is a \"good asset\" in the 
Cabinet 

for the reform program. Most ministers don\'t understand the 
program and see it as IMF and WB imposing conditions on 
Turkey. 


-- Strong economic policy management in Turkey requires 
three agencies to be related to one minister - Treasury 
State Planning Organization 

while independent 

minister). To ensure coordination 

be senior to the Finance Minister 

Deputy PM. 


-- The economy overall is not slowing down. The January 
industrial production figures show IP has reached the highest 
level of the last five years (in 1997). But external demand 

is still driving growth 

industries are doing well while more remote and rural areas 
are still sluggish. 
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would be held responsible for them.\" The Kurdish 
commander said that they would attack the Turkish 
forces the moment they came 

only RPGs against the Turks\'tanks. He remarked 
that they might not be able to hold the front but 
would launch guerilla attacks. In his TV program 
on Saturday 

penetration of Turkish troops into Northern lraq 
would create \"serious consequences\" and that he 
hoped the US would not betray the Kurds. 


Milliyet: Based on its interviews with ordinary 
Turkomen in Erbil 

as opposed to the Turkomen Front supported by 
Ankara 

and did not need any protection from Turkey. The 
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BBC reporter said the number of Turkomen in 
northern Iraq reached 2.5 million. Cevdet Naccar 

a Turkomen 

the Kurds in Northern Iraq. There is no need for 
the Turkish army to intervene on the pretext of 
rescuing the Turkomen.\" An antique dealer named 
Halis Yunus said: WThey (the Turkish army) cannot 
protect us against theft and looting anyway.\" A 
Turkomen jeweler expressed the view that the 
Kurds 

could settle their problems among themselves. The 
BBC reporter claimed that the only group that 
actively supported Turkey\'s intervention was the 
Turkomen Front 

received his orders from Ankara. 


Radikal/Turkiye: Families and NGO representatives 
protested against statements made by northern 
Iragi Kurdish leaders Barzani and Talabani. 300 
people who gathered in front of the Martyrs 
Monument in Diyarbakir yesterday morning shouted 
anti-Barzani and anti-Talabani slogans and 
dispersed peacefully after singing the Turkish 
National Anthem and the delivering of the speech 
by Ahmet Buyukburc 

Association\'s Diyarbakir Chapter. 


Milliyet/Sabah/Hurriyet: LA Times\' photographer 
Donald Bartletti 

and Turkish producer Elif Ural tried to cross 

into northern Iraq illegally. They were arrested 
by jandarmas who opened fire in the air. The 
jandarmas on patrol had noticed the journalists 
as they were wading across the Hezil River. The 
journalists and the person who assisted them were 
given a physical examination and interrogated at 
Silopi Jandarma Command 

before a court in the morning. The journalists 
were given a fine of USD 54 for violating 
immigration laws. As the journalists took a cab 
to Onsar Hotel in Cizre 

police. It was decided that Bartletti and Weeks 
would be deported from Turkey. (Note: That is 
correct. End note.) 

Radikal: There has been a boom in demand for 
rental property 

Iraqi border. The rents for houses 

storage facilities 

increased by 300 to 500 percent. Agit Ozdemir 
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pioneer who opened the first real estate office 
in Silopi 

week. 


Milliyet/Radikal: War preparations in Mardin 
which is in the position of being the US 
operation center 

intensified work at a furniture factory rented in 
the Organized Industrial Zone of Mardin. Mobile 
toilets 

foodstuffs 

are being stored in the furniture plant. 
Meanwhile 

maneuvers in empty fields along the highway in 
Kiziltepe. Appearance of the armored vehicles in 
town created excitement. 


Cumhuriyet/Bolge: Under the first modernization 

of ports and airports motion submitted to the 
Turkish National Grand Assembly 

sending military equipment. The majority of the 
shipments to the region come to Iskenderun port 
where 5000 US troops and 20-25 ships are reported 
to be waiting off shore at Karpaz. 


Radikal: Truck drivers who agreed with 
contracting firms on transporting military 
equipment from Iskenderun port to the Southeast 
for USD 100 per day said they would stop carrying 
the material because they had not been paid for 
18 days. Thanks to the intervention of Turkish 
military officials 

advance to each trucker and transportation 
resumed only thereafter. 89 TIR truck left 
Iskenderun port while 15 TIR trucks loaded with 
military equipment departed Incirlik AB for the 
Southeast yesterday. 


Dunya: Because of lack of storage room 

military vehicles and materials were put in a 
yarn factory outside the Mardin Organized 
Industrial Zone. The Americans are trying to rent 
500 shops in Evren Industrial Site in Sanliurfa 
as well. Turkish-speaking US soldiers walking in 
Diyarbakir\'s streets are meeting with the local 
people and trying to obtain information about the 
region. It is reported that Americans are looking 
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for a fully equipped hospital or medical center. 
It is gathered that the US plans to fly wounded 
soldiers to hospitals to be rented in Diyarbakir 
where they have already made offers to five big 
private hospitals. 


Sabah/Tercuman/Hurriyet: The Patriot missiles 
deployed at the 8th Main Jet Base Command of the 
2nd Tactical Command in Diyarbakir were shown to 
the press. The Dutch commander of Patriot Air 
Defense Systems Command 

Abma 

system were deployed in Diyarbakir 

other was deployed in Batman. He was quoted \"We 
are here to protect people of Diyarbakir and 
Batman from Iraq. This is our military and 

political mission.\" The systems were made 
operational on March 11. 


Hurriyet: The US Consulate in Adana opened an 
exhibition of photographs by famed American 
photographer 

Seyhan Municipality Building. The exhibit - some 
70 photographs reflecting American culture taken 
by National Geographic Society veteran Allard -- 
was opened by the American Consul 

Governor Bulent Egriboz 

Yildiray Arikan. Turkish and American invitees 
attended the opening reception. 
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U.S. FEDERAL GOVERNMENT\" AND HAS A STRONG RECORD OF WORKING 
WITH OTHER OFFICIAL ARCHIVES TO COMPILE A COMPREHENSIVE 
HOLOCAUST-RELATED ARCHIVE AT THE MUSEUM. MR. SHAPIRO NOTED 
THAT HIS DIVISION WITHIN THE MUSEUM HAS DEVELOPED A STRONG 
RECORD OF BALANCED SCHOLARSHIP ON THE HOLOCAUST. ALSO IN 
THAT REGARD 

WORKED FROM OFFICIAL ARCHIVES IN MANY EUROPEAN COUNTRIES 

AS WELL AS IN THE U.S. ARCHIVES 

PHOTOCOPY/MICROFICHE RECORD OF HOLOCAUST-ERA DOCUMENTS. 


3. CARDINAL MEJIA RECEIVED THE DELEGATION IN HIS OFFICE 

FOR OVER AN HOUR 

PROPOSALS FOR COLLABORATION. SHAPIRO MENTIONED TO MEJIA 
UNCLASSIFIED 


PAGE 03 VATICA 01046 01 OF 02 1914597 
THE POSSIBILITY OF OFFERING ASSISTANCE TO VATICAN PERSONNEL 
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WORKING TO CATALOGUE UNOPENED ARCHIVES FROM THE PERIOD 
1923-1939. (NOTE: ARCHIVES FROM THE WAR PERIOD ITSELF WILL 
NOT BEGIN TO BE CATALOGUED IN PREPARATION FOR RELEASE UNTIL 
THE FULL SET FROM THE PIUS XI PONTIFICATE ARE FULLY 
CATALOGUED AND RELEASED -- WHICH WILL TAKE AT LEAST ANOTHER 
YEAR). CARDINAL MEJIA THOUGHT THE HOLY SEE MIGHT WISH TO 
TAKE ADVANTAGE OF THE U.S. OFFER TO REGISTER AND MICROFICHE 
DOCUMENTS FROM THE PIUS XI PONTIFICATE THAT HAD NOT YET 
BEEN RELEASED. 


4. MEJIA EXPLAINED THAT THE VATICAN HAS RESOURCE 

LIMITATIONS THAT MAKE IT IMPOSSIBLE TO CATALOGUE 

DECLASSIFY AND RELEASE DOCUMENTS AS QUICKLY AS MANY 
GOVERNMENTS CAN. HE SAID THE VATICAN IS INTERESTED IN 
PUTTING AS MANY DOCUMENTS AS POSSIBLE ON MICROFICHE AND CD- 
ROM 

VATICAN SECRET ARCHIVE DATES TO THE PONTIFICATE OF INNOCENT 
III (1180 AD). THE VATICANYS PRIORITY IS TO DIGITIZE ITS 

EARLIEST DOCUMENTS AS SOON AS POSSIBLE 

FRAGILE AND DETERIORATING. TO DATE 

DEVELOPED A THREE CD-ROM SET FOR THE EARLIEST PERIODS (1180 
TO 1504). WITH ONLY 45 PEOPLE ON THE ENTIRE 

LIBRARY/ARCHIVE PAYROLL 

MORE MODERN RECORD WILL BE SLOW IN COMING IN THE ABSENCE OF 
OUTSIDE HELP. 


5. CATALOGUING AND RELEASING FOR STUDY THE MORE RECENT 

PAPER RECORDS ARE 

ACCORDING TO MEJIA. THE VATICAN HAS HIRED TWO ADDITIONAL 

ARCHIVISTS (MAKING FIVE IN TOTAL) TO WORK ON RELEASING 20TH 
UNCLASSIFIED 
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CENTURY RECORDS. THESE ARCHIVISTS HAVE FOCUSED ON 
DECLASSIFYING THE PIUS XI RECORDS (1923-1939) AND 

EXCEPTION TO NORMAL PROCESS 

OF BERLIN NUNCIATURE DOCUMENTS IN ADVANCE OF THE REST OF 
THE PONTIFICATEYS RECORDS. (NOTE: THE HOLOCAUST MUSEUM 
DELEGATION LATER RECEIVED ACCESS ID CARDS FOR THE ARCHIVE 
AND WAS ABLE TO BRIEFLY SURVEY THE BERLIN RECORDS). 


6. GIVEN THE INTENSE INTERNATIONAL INTEREST IN SCHOLARSHIP 
ON THE VATICANVS ROLE DURING THE HOLOCAUST 

CLEAR HIS INTEREST IN WORKING WITH THE HOLOCAUST MUSEUM. 
HE ASKED THE MUSEUM DELEGATION TO PUT ITS PROPOSALS INTO A 
LETTER THAT HE WOULD SHARE WITH THE SECRETARIAT OF STATE 
(WHICH HAS RESPONSIBILITY FOR RELATIONS WITH STATES). HE 
FURTHER URGED THE GROUP TO GET HIM THAT LETTER AS SOON AS 
POSSIBLE 

AGE AND SERVING AT THE PLEASURE OF THE POPE AND 

OF HIS MAKER. MR. SHAPIRO TOLD US HE WOULD SEND THAT 
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LETTER AS SOON AS POSSIBLE. 
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DEPT. FOR EUR/WE (MENNUTI); EUR/OHI 


E.O. 12958 N/A 

TAGS: PREL 

SUBJECT: HOLOCAUST MUSEUM DELEGATION WORKS IN SECRET 
ARCHIVES 


7. COMMENT: WE ANTICIPATE THAT CARDINAL MEJIA WILL FOLLOW 

THROUGH QUICKLY ON THE MUSEUM\'S PROPOSAL 

ENCOURAGE THE MUSEUM TO SUBMIT IT AS SOON AS POSSIBLE. THE 

VATICAN HAS BEEN STUNG BY A SERIES OF HIGHLY CRITICAL AND 

ACCORDING TO THE VATICAN V'POORLY RESEARCHED" BOOKS ON PIUS 

XIINS ROLE DURING THE HOLOCAUST. THE RECENT RELEASE OF THE 

FILM \"AMEN\" BY COSTAS GRAVAS 

THE CHURCH UNDER PIUS XII TURNED A BIND EYE TO THE 
UNCLASSIFIED 
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HOLOCAUST HAS ADDED TO THE HOLY SEEVS SENSITIVITY. THEY 

WILL THEREFORE WANT TO ENSURE THAT SERIOUS SCHOLARSHIP ON 
THIS PERIOD IS SUPPORTED AS MUCH AS POSSIBLE TO EXPOSE THE 
TRUTH. NEEDLESS TO SAY 

READING OF THE PRIMARY SOURCES WILL REVEAL THAT THE CHURCH 
AND MANY CLERGY DID MUCH TO SAVE JEWS DURING THE HOLOCAUST 
SOMETIMES AT GREAT PERSONAL RISK. 

NICHOLSON 
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waiting ROYG response on pending requests. 


-- Acting as a force multiplier for the Regional Security 

Office 

follow-on visit to Jibla 

at the hospital 

on March 14-15. FPD will travel in an armored vehicle with a 
Thuraya satellite phone to ensure safety and good 
communication should events in the region warrant their 
immediate return. 


-- Training for Local Guard Force (LGF) 
and Yemeni guard force on receiving demonstration petitions 
safely 


-- Training of female perimeter guards stationed to conduct 
security checks of women 
could hide dangerous items. 


-- DCM and RSO lunch scheduled March 15 with Sheraton Hotel 
management and Yemeni security forces to consolidate 
adjustments recently made at Embassy suggestion to Sheraton 
security. These changes include instituting ordinance 

testing 

thoroughly and politely. 


-- RSO and Consular Section to assess security implications 
of the increase in consular waiting lines in recent days 
to take further security steps as needed. 


-- More frequent radio checks that have increased community 
participation to almost 100%. 


-- Distribution of the latest update of Embassy\'s telephone 
cascade system for emergency use. 


-- The importance of keeping the StandFast employee list 
complete and up-to-date. 

-- Reiterating the importance of proper mail handling 
procedures to ensure that no unscreened mail enters the 
chancery under any circumstances. 


-- Further consultations with the American community on 
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contingency planning for a possible outbreak of war 
including RSO meetings with Fulbright students 
Amideast this week. 


5. (SBU) RMO briefed EAC on the successful conclusion of 
the smallpox vaccination program 

full details would be forthcoming. 22 staff members so far 
have taken advantage of the anthrax immunization program. 


6. (SBU) EAC discussed the visiting chem/bio response team 
training of First Responders and all Embassy staff March 
11-13. 


7. (SBU) EAC discussed security of local areas frequented 

by Embassy personnel. Two minor incidents at Bab al-Yemen 
the main shopping market 

personnel were cased by a young man who asked the young boy 
assisting FPD with shopping whether they were Americans and 
where they were going. FPD personnel secured themselves 
within a store and were told by the boy and the store owner 
that the young man was a well-known thief. Nothing further 
occurred. In another incident 

upon. RSO raised both incidents with the Ministry of 

Interior. Based on the nature of the incidents and 

discussions with MOI 

al-Yemen were deemed necessary at this time 

increased caution was urged. 


8. (U) In light of expected demonstrations in the coming 

days 

EAC discussed the necessity of coordinating with the ROYG to 
ensure that Post is informed on the location and scope of 
demonstrations to ensure the safety of anyone traveling near 
those areas. 
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\"even though we supported it.\" Why? The 
parliamentarians said that no one in the Turkish 
parliament had focused on or truly understood the 
technicality of needing an absolute majority 

i.e. a majority of all votes cast (for 

abstentions). Thus 

including themselves 

vote to \"waste.\" 


Column 3 


3. Why 

support? \"Because 

send a signal to the country and the world that 
Turkey is a democracy 

"bought by the United States.\" 


4. The embarassing pandemonium that followed the 
vote - in which all networks inaccurately 

reported at first that the resolution had passed 

- was a consequence of the fact that not only 
parliamentarians 

Turkish parliamentary procedure 

credence to this explanation. 
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Hasan Cemal noted in mass appeal Milliyet (3/12): \"New prime 
minister Erdogan will go through a series of tests in 
coming days. These tests include the second authorization 
for permission to the US; relations between Turkey and the 
US; the economic reform program; the IMF; Cyprus; the EU 
and the internal balances within the AKP. More importantly 
none of the above-mentioned issues can afford to wait. . 
There are already worst-case scenarios circulating in the 
event that Turkey\'s relations sour with the US and the EU. 
Some of the scenarios are terribly pessimistic 

should also realize that the financial markets in particular 
are very anxious to see two things happen immediately -an 
agreement with the IMF 

measures; and the decision to allow the authorization 
decree. Erdogan assumes the Prime Ministry position at the 
most critical stage in our recent history. The second 
decree should pass from parliament. Fiscal discipline 
should be established 

Cyprus question should also be taken up in a spirit of 
finding a settlement. . These are some of the major tests 
and it only requires a short period of time to see whether 
Erdogan will pass them successfully.\" 


\"What is going on?\" 

Ahmet Tasgetiren argued in the Islamic-intellectual Yeni 
Safak (3/12): \"Turkey is under attack from both the US and 
the EU. Despite significant differences between the US and 
EU on Iraq policy 

Turkey\'s arm. The US is \"beating up\" Turkey in order to get 
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Turkey on its side in Iraq. The EU is \"beating up\" Turkey 
in order to serve Greek/Greek Cypriot interests and to 
undermine Turkey\'s EU membership prospects. . Turkey needs 
the US as much as the US needs Turkey 

valid for Turkish-EU relations. Yet the European stance 
about Turkey is fanatical 

administration seems to be under the influence of the hawks 
and their conspiracies. Turkey is urgently in need of a 
mental awakening 

required.\" 
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4. Post requests Department concurrence to transfer the radio 
set. 
HAMILTON 
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baba yeye\"). In his palace 

word. An oba must never see a corpse or attend burial 
ceremonies. Despite an oba\'s seeming invincibility and 
immortality 

weeks may pass before the news is publicized. 


3. So it was for Oba Adeyinka Oyekan 

of Lagos. On March 7 

illness. Born on June 30 

grandson of the late Oba Adeyinka Oyekan 1 

Oba of Lagos. He assumed the throne in 1965 after a 
protracted ascension battle that was finally resolved 

at the Privy Council in England. Oba Oyekan enjoyed a 
preeminent position among all other traditional rulers 

in Lagos State as the permanent chairman of the Lagos 
State Council of Chiefs for many years. His tenure 
marked a turning point in the history of obaship in 
Lagos. He worked hard to promote unity among 
Lagosians 

and he was highly respected by his people for his 
advocacy of peace and progress in the state. 


4. In the past 
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role in government dealings with traditional rulers. 
In the First Republic 

were even dethroned for their political beliefs or 
party affiliations. In the Second Republic 
affiliation and political considerations played a key 
role in the selection of traditional rulers by state 
governments. Successive governments in Nigeria 
military and civilian 

traditional institutions. This is due in part to the 
power traditional rulers wield among their people. 


5. Under today\'s Nigerian democracy 

and individuals often rely on traditional rulers to 

achieve political objectives. Traditional rulers are 
careful to refrain from stating their political 

preferences publicly 

counterproductive should an opposition party take 
power. Their most potent weapon remains the chieftancy 
titles they bestow upon sons and daughters they deem 
deserving. Only the oba can convey traditional 

titles 

Nigerian politics. The manner in which these titles 

are awarded leaves no question about the ruler\'s 
intentions. They are often meant to promote the 
political 

seek them. Not having a title like chief 

asiwaju precede one\'s name is a major disadvantage in 
South-West politics. 


6. Various rituals follow the death of an important 

oba in Yorubaland. Oracles are consulted to determine 
which rituals should be performed. Most of these 
rituals are shrouded in secrecy and better carried out 
late at night 

Tradition holds that an oba\'s burial must be 
accompanied by human sacrifice. The oracle determines 
when the oba\'s burial should take place and the type of 
sacrifice that should accompany it. The delay in 
announcing an oba\'s demise 

afterwards 

obtain persons to be sacrificed. Rumors are already 
circulating that at least nine other souls must 
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accompany Oba Oyekan in his transitional journey. 

E.O. 1295: N/A 

SUBJEC: NIGERIA: DEATH OF LAGOS TRADITIONAL RULER 
Maret closures are an important part of the burial 
process. Officially 

late oba. People generally believe 

markets are closed to ensure successful curfews. Lagos 
markets routinely operate late into the night; their 
closure encourages people to remain indoors during 
curfew. 


7. COMMENT. Oba Oyekan\'s death has opened a new phase 
in the Lagos obaship throne. Traditional Lagos ruling 

houses already hold divergent views about which house 

should produce the next Oba. Over the coming months 
succession disputes among the houses will be a major 

media spectacle. Eventually 

in litigation 

traditions and modern institutions blend to weave a 

complicated societal and cultural fabric. END COMMENT. 
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unless an ITF representative has become a committee member. 
Burcuoglu said that if the ITF were represented on the 
Leadership Committee by March 18 

everything.8 


4. (S) DCM forcefully reminded Burcuoglu that 

absence of Turkish parliamentary permission for a US troop 
deployment in Turkey 

Kurds based on the military MOU or the economic and political 
joint statements. Moreover 

USG 

northern Iraq. He stressed that in the meetings we would be 
focused on ending provocations and avoiding conflict. 
Burcuoglu responded that the GOT would tell the Kurds that if 
Turkish troops were to enter Iraq 

basis of coordination with the USG. He acknowledged that the 
GOT fully understands the USG position on Turkish troops in 
northern Iraq. 


5. (S) Action Requested: Please advise on the remaining 
composition of the delegation 

CENTCOM participant. We will also need resolution of the ITF 
membership in the Leadership Committee issue now. 
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Aden which have received U.S. assistance. Could you please 
tell us what kind of assistance was given? 


A: Of course 

one focuses on development and the other one focuses on 
security. We started today to focus on development 
including the assistance for manufacturing school furniture 
for schools all over the Republic of Yemen. We visited a 
school furniture factory in Mualla 

appreciate the efforts of all partners and the efforts of 
Yemeni workers. | think the factory currently employs about 
700 Yemeni workers. In addition to that 

branch of the Yemen Women 

lab to provide training. No doubt 

service to Yemeni society and Yemeni women 

new generation. Our efforts will continue in Yemen to assist 
Yemeni governorates 


Q: Does this assistance come within U.S. policy to support 
Yemeni civil society institutions? 


A: Yes 
with civil society institutions. 


Q: Let 

currently training Yemeni coast guards. It installed 
observation systems in strategic locations in Aden city. How 
is this security cooperation going 

the near future? 


A: We believe that there is a link between development and 
security. There is no development without security and no 
security without development. Therefore 

efforts regarding the Yemeni Coast Guard are very important. 
We 

one is to train the new coast guard cadres and the second one 
is to provide boats and necessary equipment for the Coast 
Guard. We want to benefit from our visit (to Aden) to find 
locations for the Coast Guard and also locations for 
workshops that can serve the Coast Guard in the future. 


Q: What is the number of the trainees who were sent to the 
U.S.? Will you send more groups? 


A: | think the first group of cadres was about 20 persons. 
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They are now studying English in Yemen. After they learn the 
language 


Q: How do you evaluate Yemen 


A: | think Yemen is in the lead among states in 
counter-terrorism. No doubt 

policy of President Ali Abdullah Saleh and the cooperation of 
the Yemeni people. We recently noticed a concrete and 
important progress in that regard. | think Yemen now 

the terrorism side 

believe that by continuing more efforts in the future 

will see stability and security in this country. 


Regarding the security of the southern part of the Red Sea 
there are many naval vessels that belong to the U.S. 
Germany 

a trend for using Aden seaport as well? 


A: | think it is possible to use Aden seaport if that is 
acceptable by the Yemeni government. At present we use the 
Port of Djibouti. No doubt that Aden seaport is excellent and 
suitable for use 


Q: Regarding Iraq 

get a new resolution passed by the U.N. Security Council. 
There is opposition from many countries in the Council. How 
do you view the issue of the new resolution? 


A: The new resolution is presented by the U.K. It is 
supported by Spain and the U.S. We believe that it is useful 
to be discussed by the Security Council. No one can predict 
the result of that debate. However 

issues will be discussed in full in the Security Council. 


Q: Don 
or its failure by veto could form a threat to the legal cover 
that resolution No. 1441 provides? 


A: | do not think so. Resolution No. 1441 and the previous 
ones state clearly commitments on the Iraqi government to get 
rid of its weapons of mass destruction fully and immediately. 

It is clear that the recent reports of al-Baradei and Blix 
indicated that the Iraqi government did not comply. So 

believe that we have sufficient legal cover to go to military 
action without any other resolutions. 


Q: As a Yemeni and an Arab 

A: | think we should review the history. We faced a lot of 
problems in the past. Afghanistan and the terrorism coming 
from it were a problem of the international community. We had 
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a great challenge regarding the Muslims in Kosovo who were 
being persecuted. If we go further into the past 

Second World War and the great suffering in Europe and Asia. 
I think in all these cases 

facing those challenges. In Europe 

War 

Muslims there. And finally 

result of the Taliban rule. If you review the situation today 

in all those places 

Afghanistan are enjoying a much better life as a result of 

the effective leadership of the United States. Therefore 
should be judged by our record. 


Q: Do you mean that the Iraqi people will be in a better 
situation after the changing of the regime in Baghdad? 


A: Yes. No doubt the Iraqi people are a talented and educated 
people and Saddam 

to the Iraqi people and to the peoples of the region. The 

Iraqi people have been suffering for three decades from the 
evil of Saddam Hussein 

that many people from Arab states 

see university professors 

Iraqi people who were forced by the Baghdad regime to leave 
their homeland and work in those countries as barbers 
taxi-drivers 

citizens of this Arab state will bear responsibility for the 
developmental reconstruction that will change Iraq within a 
few years. Those people were prevented from living in 
dignity. It is enough for us to recall our memory regarding 
Saddam Hussein 

in Halabja and against his neighbors. That can make us 
realize that Iraq and the region will be in a better 

situation without that regime. 


Q: Do you think that overthrowing the Iraqi president 
regime and the establishment of a democratic state will lead 
to the spread of democracy and freedom in the region? 


A: | think that we have to know that Arab states and the Arab 
people are now undergoing a number of democratic experiences. 
If you think what is going on in Yemen regarding the upcoming 
elections 

of papers such as al-Ayyam to publish reports 

have to admit that there is a democratic activity that exists 

in this part of the world. | do not believe that this 

democratic activity has arrived in Iraq. In the last 

elections in Iraq 

| think is that the opportunity will be given to the Iraqi 

citizens soon to create their own democracy. | am confident 
that this talented and educated people will add a great 
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experience in that regard for the efforts of many 
(states/nations) in the region. 


Q: With regard to Yemen as a U.S. friend and ally 
the U.S. expects from Yemen in the coming conflict with the 
Iraqi regime? 


A: We expect that Yemen will seek to achieve its national 
interest. | think that this is up to the Yemeni government to 
decide. | am certain that President Saleh and his government 
will do that. As for us 

Yemen continue in the fields of development and security 
because we believe that those fields serve the interests of 
the U.S. and Yemeni people. 


Q: Some people say that America will enter Iraq to control 
its oil? 


A: With regret 

which was discovered in 1928. lraq is the first Arab oil 
state. Yet 

London 

of Iraq. This has not yet happened 


Q: Many people accuse the U.S. of neglecting the Palestinians 
and their suffering. What do you think? 


A: | believe that the nations of the Middle East are still 
worried about developments in Palestine. President Bush 
reiterated his policy recently that the aim of our efforts is 

to establish an independent and democratic Palestinian state 
that lives peacefully side-by-side with Israel. We have a 
road map 

the idea of the U.S. only 

Europeans 

put this map in effect so that we reduce violence both on the 
Israeli and Palestinian sides. We also must work towards 
providing more security and a better life for the 

Palestinians. President Bush said clearly that this is very 
important to the U.S. government." 
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conflict. He pointed out that there were no system outages 
during the late February blizzard in Amman 

carpeted with 28 inches of snow 

Eid holidays when the network was handling twice the normal 
local traffic. He attributed the increase in capacity to the 
upgrades 

present 
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Dagher said he was more concerned about international calls 
given what he said was limited capacity on the part of JT 
currently the only legal provider for international traffic 

in and out of Jordan. 


4. (SBU) Dagher also said that the company is working with 
the Ministry of Information Communication and Technology 
(MOICT) regarding security of Fastlink buildings and 
infrastructure 

headquarters. Fastlink also has towers spread out throughout 
the country 

that Fastlink will depend on cameras 

(100 person) security force to protect company assets 
including Dagher\'s private home. 


5. (SBU) Olivier Faure 

March 9 they had \"no worries\" about the system\'s ability to 
handle either heightened domestic volume or international 
calls. He said that 70% of Jordan Telecomvs traffic is 

within the Middle East and that the network is fully equipped 
to handle it. Faure said the company also had no strong 
concerns about international traffic backing up. He said 
additional switches recently added by JT should help the 
network accommodate calls from Jordan to the United States. 
He added that JT \"can not control how traffic comes in 

fell back on the familiar JT refrain about long distance 

traffic bypassing JT\'s infrastructure via low-cost foreign 
carriers or pirated by illegal voice over IP operators. 

Faure said that MobileCom recorded no outages during the 
recent snowstorm 

customers lost service due to phone lines downed by trees or 
heavy snow. 


6. (SBU) Regarding JTVs infrastructure 

company's concerns were twofold: collateral or intentional 
damage to infrastructure 

supplies. Regarding the former 

the government to get extra police and military protection 
for buildings 

problem could be servicing the network should either the JT 
maintenance fleet be unable to move due to a cutoff in fuel 
stocks 

interruption in energy supply or flow. On the whole 
however 

networks would be \"okay.\" 


Column 3 
COMMENT 


7. (SBU) Unlike the 2001 snowstorm 

network went down for a number of hours 

seem well-prepared for any surge in volume due to possible 
conflict in Iraq. If last month\'s blizzard 

effectively shut down the city for almost four days 

test-run of sector infrastructure\'s ability to handle an 
increase 

officials may not be misplaced 

long-term damage to infrastructure or equipment. On the 
other hand 

poor quality inbound voice and fax service can be expected to 
persist until the GOJ takes decisive action to address the 
regulatory and pricing issues that are their core. 
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The nationalist Ottawa Citizen opined (3/12): V'The 
United States and Britain are angry with Hans Blix 
United Nations chief weapons inspector in 

Iraq 

from his most recent public report to the Security 
Council. And they\'re right to be. By keeping silent 

about IraqVs egregious defiance of the UN 

only strengthened the hand of countries opposed to 
military action against Iraq 

credibility and legitimacy of the Security Council 

he is supposed to serve.... Hans Blix may not have been 
able to bring himself to say so publicly last week 

the case against Saddam Hussein has been made. France 
Russia and China should not stand in the way of a new 
resolution that would allow that enforcement action to 
begin. They should not stand in the way of truth.V' 


2. \"Bush losing the moral high ground\" 

Columnist Richard Gwyn observed in the liberal Toronto 
Star (3/12): \"... Today 

numbers of people and of many governments is not to 
disarm Iraq but to disarm the U.S. ThatVs 

impossible in the term\'s literal sense. No one can 
doubt that the U.S. possesses the military capacity to 
successfully invade Iraq almost by itself. 

Psychological disarmament 

matter. It won\'t affect the political and military 

leaders; George W. Bush\'s self-conviction is absolute 
and adamant. But it may - just - affect American public 
opinion. A lot of people around the world 

increasing number of governments 

it were possible to influence ordinary Americans and 
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thereby to influence Bush.... The moral case...is 

tilting decisively against Bush. It\'s the absence of 
effective moral counter-arguments that explains why the 
international scene has changed so decisively so 
quickly. These days Bush is asking the world to trust 
him while he has failed to trust others. HeVs said 
almost nothing about moving to achieve an Israeli- 
Palestinian peace settlement after Iraq is conquered. 
He\'s promised to pursue democracy 

in post-war Iraq but he\'s not invited the U.N. 

anyone 

is increasingly alone these days because it is alone. 
Once that was a good argument for rallying to the U.S. 
side 

impotent and there\'ll be no-one to police the world\'s 
trouble spots. The counter case is that until the U.S. 
disarms - attitudinally 

temperamentally - better a world doing its best to 
function without it than one trying to keep in step 

with the Americans wherever they march. Today that case 
is the winning one.\" 


3. \"Prelude to war: Lies 

Columnist Barbara Yaffe commented in the left-of-center 
Vancouver Sun (3/11): \"...[A]n Iraq war was never about 
disarmament 

resolutions through the United Nations. The war for the 
president is about toppling Saddam. And he hasn't yet 
achieved that objective.... In this whole sordid 

process 

been the performance of Mr. Bush. He has put himself 
forward as a reasonable individual 

determined calm amid chaos. This man 

order to drop thousands and thousands of bombs on Iraq 
keeps repeating: VI pray for peace. | pray for peace. 


UN 

4. VKofiVs dithering shop\" 

The conservative National Post commented (3/12): 
\"...[I]t is the relevance of the United Nations itself 
under Mr. Annan\'s leadership 

greatest risk of impairment. France is so desperate to 
thwart U.S. military plans that it is willing to veto 

any war resolution Washington puts before the Security 
Council 

related Security Council resolutions that the United 
States is seeking to enforce. Mr. Annan should be 
rallying other members of the Security Council around 
to the U.S. position. If the Secretary-General fails in 
this regard and the United States and Britain liberate 
Iraq without explicit UN approval 
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Annan may find that no one particularly cares what he - 
or the United Nations - has to say the next time an 
international crisis emerges.\" 


5. \"Turnabout at the UN\" 

The centrist Winnipeg Free Press opined (3/8): \"... The 
new resolution offered by the U.S. and its allies dares 
France and the others to claim that peaceful means of 
disarming Iraq have succeeded 

the case. It shifts to them the onus of proving that 
Iraq\'s conduct is acceptable. In the interest of 
international peace and security 

that lraq\'s aggression should not be tolerated. If Iraq 
is allowed to rearm and if economic sanctions are 
lifted 

of its aggression against Kuwait. This will tend to 
reassure other heavily armed nations that they need 
fear no punishment from the UN if they follow Saddam 
Hussein\'s example and invade neighbouring countries. In 
the new resolution 

to conduct its operations against Iraq under the aegis 
of the United Nations. This is both principled and 
tactically wise. The U.S. public and the people of 
other nations much prefer the U.S. to get UN approval 
before it goes to war. President Bush will enjoy much 
better support at home and abroad if he acts with UN 
approval. The interests of Canada and other middle- 
sized countries are best served if the UN continues to 
provide a mechanism in which nations can unite their 
efforts to oppose aggression. Canada should join in 
urging Security Council adoption of this new 
resolution.\" 


NORTH KOREA 

6. \"Nuclear blackmail\" 

The centrist Winnipeg Free Press commented (3/12): 
\"...Mr. Kim needs a new sponsor and he sees the U.S. as 
the most likely candidate. Because it will not 

willingly subsidize his brutally oppressive and corrupt 
regime 

worked that scam successfully with former president 

Bill Clinton; he is having less success with Mr. Bush 

and so can be expected to intensify his efforts to get 

the attention and the cash he craves. Mr. Bush should 
not do as Mr. Clinton did and submit to Mr. KimVs 
blackmail - whether the demand is unfettered aid or the 
abandonment of South Korea. Mr. Kim wants to deal only 
and directly with the U.S. This is not just an American 
problem 

few of that organization's members appear to be as 
eager for a multilateral approach to North Korea as 
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they are in demanding one for Iraq." 
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tooth-picks 

and every six months 

can ban to encourage local production. It is unacceptable 
that we spend up to $13 million to import toothpicks and up 
to $30 million to import bottled water." 


3. Chief Economic Advisor Magnus Kpakol confirmed the press 
report 

Econoff in Lagos obtained a copy of a customs circular dated 
March 3 banning 

\"toothpicks in any form 

sparkling) 

noodles.\" Post will report further on these bans Septel 
including an assessment of their impact on U.S. exports to 
Nigeria. 


Obasanjo Sacks Author of Controversial Audit Report 

4. The GON announced February 12 it would not extend Vincent 
Azie\'s tenure as Acting Auditor General of the Federation. In 
January 

Report that contained a list of allegations of billions of 

naira of financial impropriety and other malfeasance in the 
management of public accounts by the three arms of government 
(Reftel). President Obasanjo had directed all Ministries to 
explain to the National Assembly the anomalies identified in 

the document. However 

condemned Azie for grandstanding and seeking to embarrass 
them. Apparently 

officials were heard when it came time to decide on Azie\'s 
extension. 


5. Joe Ajiboye 

named Azie\'s replacement. Ajiboye is a Yoruba 

and the Senate refused to confirm him over concerns that 
there were already too many Yoruba in senior GON financial 
positions. (Note: The Central Bank Governor and Accountant 
General are also Yoruba. End Note.) Minister of Finance Adamu 
Ciroma claims the GON is putting Ajiboye forward again based 
on the recommendation of the Civil Service Commission 

gives Ajiboye an edge over Azie because Azie faces mandatory 
retirement in October. However 

former Auditor-General did was gross insubordination and 
incompetence 
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decision than retirement plans. 


6. Comment: Over the past two weeks 

public unhappiness over Azie\'s removal 

criticizing the move 

from stepping forward. Many Embassy contacts say that the 
charges of incompetence are unfounded. Meanwhile 
National Assembly has kept quiet about the report 
unlikely to look at it seriously until after elections 

all. Unless the GON produces evidence to support the 
assertion of insubordination 

probity of public officials will not be enhanced by Azie\'s 
dismissal. End Comment. 


Central Bank Warns of Excess Liquidity 

7. The Central Bank of Nigeria (CBN) recently warned that 
inflation might increase in 2003 because of higher government 
spending. CBN Governor Joseph Sanusi said in a speech before 
the Bankers\' Committee that while the naira remained 
relatively stable at 126 to 128 to the dollar and the CBN 
hard-curreny reserves had rebounded by the end of 2002 
excess liquidity would be a problem in 2003. He predicted 

that 

government\'s current fiscal policy 

difficult to manage liquidity and maintain macroeconomic 
stability in 2003. 


8. Sanusi also noted that in 2002 

rose by 22.6 percent 

year. The smaller increase in lending 

to the slowdown in economic growth for 2002. The CBN reported 
real GDP growth of 3.3 percent for the year 

for 2001. At the same time 

moderated to approximately 13.2 percent for 2002 

18.9 the previous year. (Note: The IMF reported there was a 

real GDP contraction of 0.9 percent over 2002. The IMF figure 
seems more realistic. End Note.) 


Nigerian Customs Posts Banner Year 

9. The Nigerian Customs Service (NCS) posted record revenues 
for 2002 

A.A. Mustapha. NCS collected N184.39 billion for the year 
slightly surpassing the target of N180 billion. Mustapha 

credits the surplus to enforcement of the 100 percent 
examination regime and greater and more effective 
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anti-smuggling efforts. 


10. Comment: In addition to mandatory examinations and 
contraband raids 

protectionist GON trade policies enacted over the last year. 
High tariffs 

certain imports such as sugar all add to the government 
coffers 

in favor free trade and AGOA benefits are easily drowned out 
by some GON officials and economic advisors who view higher 
duties and import surcharges as a good source of federal 
revenue and beneficial to local industry. End Comment. 


GON to Sell Steel Rolling 

11. The Bureau of Public Enterprises (BPE) informed Post 
February 19 

submit expressions of interest to buy (1) 51 percent shares 
in three steel rolling mills 

palm oil processing mills 

seven brick manufacturing firms. Further information may be 
obtained at www.bpeng.org. 

JETER 
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that it is committed to full implementation of its reform 
program. As a result 

investment inflows 

2002\'s amazingly low total of $569 million. End Summary. 


2. (SBU) Treasury Director General for Foreign Investment 
Melek Us provided EconCouns with an update March 13 on the 
governments efforts to improve the foreign direct investment 
environment. She acknowledged that there had been little 
progress in the past six months 

decisions due to uncertainty 

subsequently over how long the Gul government would last. 


3. (SBU) Us said the interagency committee set up under the 
previous government to propose measures to improve the 
investment environment had finally met last week 

nearly five month hiatus. The committee 

Minister Ali Babacan 

that it submit legislation to create a new investment 
promotion agency. The agency 

one-stop shop. Rather 

potential investors all the steps involved in investing in 
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Turkey 

importantly -- market Turkey internationally as a good place 
to invest. 


4. (SBU) Us admitted that this was not a propitious time to 
try to \"sell\" Turkey to foreign investors. Investors will 

only begin to look at Turkey seriously 

Iraq situation was resolved and the government demonstrated a 
firm commitment to economic reform. In the meantime 
bureaucracy -- working with the private sector -- will try to 
improve the legislative framework. She expects Parliament to 
pass both the investment promotion bill and long-pending 
foreign investment legislation (an IMF condition) by 

end-April. Also 

law to Parliament; the only problem 

likes the draft 

foreign investment in mining. 


5. (SBU) In addition 

decrees to ease restrictions on land use for investors. 
Starting January 1 

inflation accounting system (the lack of which has been a 
huge subject of complaint) 

mechanism for granting tax allowances to foreign investors 
(so they will not need to obtain a Treasury certificate to 
obtain the allowance). 


6. (SBU) EconCouns noted the importance of resolving 
problems facing existing investors 

Cargill's land problem 

lack of effective IPR protection 

efforts to force energy companies to lower their prices. Us 
agreed 

difficulty in resolving these problems. She noted 
example 

ministries in favor of finding a solution to Cargill\'s land 
problem 

able to find such a solution. She noted that Turkey\'s 
constitution -- not just ordinary law -- prohibited 
conversion of \"first degree\" agricultural land into 
industrial land. 


7. (SBU) Comment; The outlook for FDI inflows in 2003 is 
not rosy 

improvement if the Iraq issue is resolved and the government 
successfully implements its economic program 

major priviatzations. In any case 
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Turkey to attract less investment this year than it did in 
2002 
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war\" the pro-government daily \"The Daily Mirror\" 
dedicated its March 13 editorial to discouraging the 
United States from attacking Iraq 
unilateral use of force against Iraq is illegitimate 
under international law.\" Excerpts: 


2. V...But who really is for war against anything 
at this moment in time? Very few 
the world are anything to go by. The majority of the 
people have said ΝΟΥ to war in order "to save 
succeeding generations from the scourge of war. . .V 
American presidents 
have dismissed anti-war protests 
Bush did in declaring he wouldn\'t be swayed by millions 
of people around the world who gathered last month to 
protest a looming American-led invasion of Iraq. . . 
It is our well-considered view that leaping into a war 
an unjustifiable war 
whole world to go to hell!" 


SULLIVAN 
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insurance purposes. Such a designation 

cause shipping lines to stop calling on Aqaba (with knock-on 
effects on truckers) and would similarly sharply curtail air 
traffic to and over Jordan 

insurance costs. 


3. (c) In addition to insurance-related losses 

said the GOJ expects all cargo traffic (both domestic exports 
and transit traffic) to Iraq to cease once war starts 

the expectation that the border will be closed and truckers 
will in any event be unwilling to make the trip. Such a loss 

of traffic would 

out-of-work truckers with a \"social safety net" until 

business could resume. According to Batayneh 

MONTHLY cost to the sector would amount to $44.46 million 
while the total MONTHLY cost to the central government would 
be at least $5.2 million 

net payments. 
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4. (c) Private sector contacts share this gloomy 
assessment. Mahmoud Zoubi 

Owners of Transport Vehicles (which represents Jordan\'s 
11 

devastate the sector 

and impacting the \"90% of Jordan\'s population\" that relies 
directly or indirectly on transportation. (According to 

Zoubi 

free of sanctions but still ruled by Saddam 

\"benefited every Jordanian citizen.\") Representatives of 
Jordan\'s largest trucking companies 

less concerned. Salim Naber of the Odeh Naber Transport 
Company 

cargo to Iraq 

to be enough business to keep truckers employed at current 
levels 

and still-pending OFF contract shipments to Iraq. Similarly 
Mohanned Qudah 

Company 

war 

private truckers would give him more opportunities to 
subcontract for business between Damascus and Amman. 


5. (c) Captain Mohammed Dalabieh of the Shipping AgentsV 
Association said that inbound cargo was unlikely to be 
severely affected by war risk designation and higher 
insurance charges 

to end-users (Jordanian consumers or relief agencies) or 
would be absorbed by the shippers to maintain relations with 
Jordanian importers. Exports 

particularly phosphate and potash 

would likely translate into higher per-ton charges for the 
cargo (during the Afghan war 

materials like phosphate and potash 

extremely price-sensitive 

hurting competitiveness. Increased charges on the order of 
$4 could make Jordanian phosphate uncompetitive and thus hurt 
the Phosphate company\'s operations as long as war risk 
designation remains in place. (Note: phosphates and potash 
together represent Jordan\'s largest export sector 

over $320 million in each of the last three years 

of total exports. End note.) 


6. (c) Local shipping operator Amin Kawar was more sanguine 
- he does not believe import or export cargo will be affected 
even during war. He said both insurance companies and 
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shippers had a great deal of discretion in applying insurance 
charges 

in the short term to maintain normal business. He said QIZ 
shipments would not be impacted 

for container export out of Aqaba 

are relatively high-value goods ($50 

container) 

charges of $150 per container would not affect exportersV 
bottom line. 


7. (c) While there are variations in opinion over damage to 
the transport sector during combat operations 

broad consensus on the likely \"boom\" in the sector once the 
war is over and Iraq opens its markets and begins to rebuild 
its infrastructure 

displaced populations and to alleviate hunger and poverty in 
Iraq proper. Even Zoubi 

from the current arrangement 

opportunities after regime change. 


8. (c) GOJ and private sector contacts attribute a number 
of factors to the prospective boom: First and foremost 
Aqaba will 

for Iraq. Iraqi ports 

after 20 years of warfare and sanctions 

handle the volume of imports expected to flood into the 
country after the war. Similarly 

Lattakia 

inefficient ports that will be able to handle some 

means all 

relatively large 

in the 1980\'s with the Iraq market in mind. Aqaba also has 
spare capacity both in its general cargo and container 
terminals 

increase in business. And even after the initial boom 
taking into account likely increased port activity in the 

Gulf geared toward the Iraqi market 

be a significant port for lraq 

and oversize cargo from Asia 

reputation - a sort of \"branding\". 


9. (c) This increase in port activity will by definition 
lead to an increase in land transport opportunities. An 
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initial boom followed by a sustained rise in transit cargo 
activity should keep Jordan\'s land transport fleet of 13 

(11 

for the foreseeable future. Zoubi and Qudah both noted to us 
that 

transit cargo to Iraq annually 

tons under sanctions. With this as a baseline 

should be well-employed. 


10. (c) Indeed 

term 

increased transport demand. The initial boom 

sector contacts 

Jordan\'s aging trucking fleet to deliver humanitarian 
supplies AND rebuilding materials AND normal commercial 
cargo. The World Food Program 

shopping for contracts to supply 3 

projected operations following the war. This is in addition 

to what is expected to be \"normal\" business. These worries 
extend to the logistics side of import operations - while the 
port has the spare capacity 

that the road and loading infrastructure in Aqaba can handle 
the increased traffic (though the recent completion of a 
secondary freight highway around the outskirts of Aqaba 
should alleviate some of that strain). This bottleneck will 
likely slow delivery times in the short term 

adapt to the increased business volume by cutting down 
delivery times and increasing the number of runs they make 
each month. 


11. (c) The transport sector is a primary revenue generator 
for Jordan\'s economy. In addition to directly supporting 

13 

conservative East Bank tribal types - the sector also 
supports thousands of families in aviation 

operations 

activity in the transport sector 

thousands worse off 

the economy. Reduced exports could threaten jobs at the 
potash mining company 

insurance charges on inbound cargo that affect retail prices 
would effectively tax consumption. This could have an 
important impact on government revenue and ultimately 
contribute to a downward spiral in economic activity. 


12. (c) Equally importantly 

would be felt disproportionately in different parts of the 
country. Transport and mining dominate the economies of the 
southern cities of MaVan and Aqaba 
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therefore feel the economic pain much more deeply - pain that 
could compound already high social tensions and anger toward 
the government that 

violent clashes (ref b). 


13. (c) The key to minimizing damage to Jordan\'s economy 
and rejuvenating the sector will be a short 

in Iraq that starts aid and commerce flowing into Baghdad and 
allows the new Iraqi government to start contracting for 
infrastructure supplies. The losses from war should be 
reversed in short order once commerce and rebuilding begin. 
Whatever their feelings about the relative merits of Saddam 
or USG policy 

simply want to put the uncertainty behind them. As Salim 
Naber told us 

get it over with. V" 
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terrorism; we are not only talking about some statements 

told reporters. The party was closed under Articles 68 and 
69 of the Constitution 

undermining the independence or unity of the State and allow 
for the closure of parties found in violation. 


3. (C) Almost simultaneously 

Prosecutor Sabih Kanadoglu filed a case with the 

Constitutional Court seeking the closure of the Democracy 
PeopleVs Party (DEHAP) 

Kanadoglu charged DEHAP with acts V'contrary to the principles 
of a democratic republic" and with causing \"loss of 

confidence in legal institutions.\" (Note: HADEP created 
DEHAP before the November elections as insurance against a 
possible pre-election closure of HADEP; several former HADEP 
leaders ran in the elections under the DEHAP banner. In the 
past 

note.) 


4. (C) Ahmet Turan Demir 

actions against HADEP and DEHAP constituted a politically 
motivated effort to crush pro-Kurdish expression and 

undermine democracy. Demir said the most damaging element is 
the banning of 46 HADEP leaders 

have a chilling effect across the political spectrum. V'This 

is a dangerous situation. It will lead to the isolation of 

Turkey from the world 

appeal to the European Court of Human Rights. 
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5. (C) Contacts espousing widely divergent political 
philosophies expressed to us their concern about growing 
anti-Kurdish sentiments 

elements of the public 


-- Baskin Oran 

prestigious Political Science Faculty and a specialist in 

minority issues 

HADEP/DEHAP as \"horrifying 

to what he called the suspicious timing of the legal actions 

which come amid widespread Kurdish fears of a GOT crackdown 
in the Kurdish southeast in the event of war in Iraq (Reftels 

A-E). Elements of \"the State 

reform and EU membership 

decision and the DEHAP case for maximum impact 


-- Two senior Kurdish politicians -- one Kurmanji- and one 
Zaza-speaker -- in the Islamist Saadet Party called our 
attention to a palpable rise in Turkish-Kurdish tensions. 
Both affiliated with the Naksibendi tarikat 

concern that the Turkish StateVs zeal in repressing dissent 
in the Kurdish southeast will lead to a regional 
\"anti-democratic\" crackdown -- asserting that 

Ankara 

their homes\" if the bombing starts. On March 12 
kingmaker Oguzhan Asilturk told D/Polcouns that the Turkish 
State\'s \"racist\" attitude toward the Kurds is deeply rooted 
in the Kemalist State and has been an enduring 
socio-political reality since Ataturk\'s day. 


-- The human rights organization Mazlum Der 

both Islamic and Kurdish issues 

decrying the decisions as: 1) an abandonment of democratic 
principals and a violation of the Constitution; and 2) a blow 
to Turkey\'s EU bid. 


Column 3 

6. (U) Recent GOT reforms were designed to make it more 
difficult to close political parties. Parliament in January 
adopted legislation requiring a three-fifths majority of the 
11-member Constitutional Court 

majority 

that parties could be closed only for reasons stated in the 
Constitution; previously 

more broadly worded reasons cited in the Political Parties 
Law (Reftel F). The ruling AK Party 

case 

passed legislation giving the Constitutional Court the option 
of depriving a party of state funds rather than ordering 
closure. Bumin in September spoke out against a Supreme 
Election Board decision to ban two HADEP leaders and other 
prominent candidates from the November elections 

arguing that the decision would harm Turkey\'s relations with 
the EU. But Bumin on March 13 said HADEPYs support for the 
PKK required the maximum sanction. 


7. (C) The timing of this crackdown on Kurdish political 
expression is no coincidence. As recently as December 

were told the HADEP closure case could not be completed until 
verdicts were issued in a number of other HADEP cases 
process that could \"normally\" be expected to take a couple of 
years or more to run its course. It is common practice for 
courts to hold the possibility of an adverse ruling as a 

sword of Damocles over an organization deemed suspicious -- 
the ongoing cases against AK\'s Prime Minister-Designate 
Erdogan are an example. 

PEARSON 


6343 

STATING THAT WITH THE EASTERN THREAT GONE THE ALLIANCE WAS 

FRAGILE AND COULD EASILY SUFFER. AS A STEADFAST ALLY 

REQUESTED WE ASK WASHINGTON TO “COOL DOWN" AT NATO. IF IN 

FACT THE ONLY PROBLEM WAS CONCLUSION OF BERLIN PLUS 

USG SHOULD NOT HAVE CITED OTHER FACTORS AS OBSTACLES TO 
CONFIDENTIAL 
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HANDING OVER THE MISSION. THE DG ADMITTED EU\'S EMPHASIS ON 
TAKING OVER BOSNIA HAD PERHAPS BEEN TOO RASH 

COULD BE DECIDED LATER. 


4. (C) ARAGONA AGREED TO OUR SUGGESTION THAT ALL PARTIES 
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SHOULD PRESS FOR CLOSURE OF RESIDUAL ISSUES TO COMPLETE 
BERLIN PLUS. HE ALSO MENTIONED SOME UNHAPPINESS WITH NATO 
MILITARY STAFF DOCUMENTS STATING THE PEOPLE AND GOVERNMENT OF 
MACEDONIA WERE UNINTERESTED IN AN EU PRESENCE 

THE STRENGTH OF THE EU 

PROWESS. SUCH STATEMENTS CAUSE BOTH EUROPEAN AND ITALIAN 
UNEASE. HE FINISHED BY NOTING THAT PM BERLUSCONI WANTS TO 

SEE ESDP APPLIED ON THE GROUND. 


5. (C) DCM STATED THAT KEEPING NATO STRONG WAS A SHARED 
INTEREST. THE NUB OF THE MACEDONIA PROBLEM WAS FINISHING THE 
BERLIN PLUS PROCESS SO THE EU/NATO WORKING RELATIONSHIP IS 
CLEAR 

SEMBLER 
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director and anchor interviewed President of Honduras 
Ricardo Maduro on different topics related to his 
administration. During this hour long program key issues 
such as Iraq and CAFTA were discussed at length. 


\"Question: If the United States unilaterally goes to war 
will it have the support of Honduras?\" 


\"President\'s answer: | would like to make myself clear on 
this 

have to fight against crimmals 

clear that in any issue of terrorism and crime we all have 

to cooperate. Obviously the United Nations is analyzing the 
case 

potential threat of war - not just the United States 

suffered the tragedy of 9/11 but whole world suffered too. 
The wish of peace is our wish.\" 


\"But also | would like to make it clear 


do fight crime 
fight against terrorism.\" 


2. Weekly supplement of La Prensa\" 3/8 San Pedro Sula-based 
liberal paper 


\"War no 
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who perfectly understand that in war the real victims are 
the citizens. We have to understand that after the attacks 
in New York and Washington U.S. society feels the serious 
threat of the \"evil axis\" 


\".The United States has a strong tendency towards 
unilateralist actions. It is difficult for the United States 
to learn and assimilate the rules of the international 
political game.\" 


\"It doesn\'t mean that those who call for confrontation to 
eliminate the tyrant 

massacred to Kurds 

freedom and democracy; and those who raise their voices for 
peace-- do it with an altruistic spirit. A hidden war exist 

the mother of all battles-- between European and north- 
American multinationalists 


\" The petroleum reserves are the framework of this war which 
we hope does not occur. What we hope for a peaceful end to 
the end of the craziness of the tyrant 

future crisis.\" 


Palmer 
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The leading Globe and Mail stressed (3/13): \"...We hope 
the world sees this [assassination of reformist Prime 
Minister Zoran Djindjicas] more than just another in a 
line of troubles that have historically made the 

Balkans a powder keg. We hope its concern is for the 
country as it is today 

constitutional rule taking shape 

its people.\" 


2. \"Serbia\'s reformer 

The conservative National Post opined (3/13): \"...Mr. 
Djindjic was a controversial politician who often had 
bitter disagreements with his own democratic-minded 
colleagues. But he will no doubt be remembered as a 
democratic hero. The best way for Serbians to avenge 
his death is to continue with Mr. Djindjic\'s political 
reforms and anti-crime crusade. As Mr. Djindjic himself 
noted in a tragically prescient interview following a 
botched assassination attempt against him last month 
the death of the reformer need not necessarily spell 
the death of his reforms. V 


3. VSerbiaVs loss\" 
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The nationalist Ottawa Citizen declared (3/13): 
\"...Bringing lasting peace to the Balkans was already 
difficult. Mr. Djindjic\'s death makes it even harder.\" 


IRAQ 

4. \"We should sit out this war\" 

Under the sub-heading 

eroded to an extent that it is becoming hard to believe 
anything from the Bush administration 

editorial page editor Haroon Siddiqui commented in the 
liberal Toronto Star (3/13): \"... The Bush 
administration\'s staggering dishonesty can best be seen 
in the number of times the U.N. inspectors have had to 
shoot down its unsubstantiated assertions. Both Hans 
Blix and Mohamed ElBaradei are seasoned international 
civil servants who understand the value of non- 
partisanship. But they felt compelled to set the record 
straight. 

First 

No 

could not have had advance knowledge of the sites to be 
inspected. 

No 

scientists 

out of the country to avoid interrogations. 

No 

banned materials in or out of the country. 

No 

sites before inspections 

using before and after satellite pictures that Blix 
exposed as having been taken ‘several weeks apart.V 
No 

producing biological weapons were not in the germ 
warfare business; they were carrying food-tasting and 
seed-processing equipment. 

No 

the inspectors ordered destroyed: These weapons were 
declared; they were not clandestine.V 

No 

storing chemical or biological weapons in underground 
bunkers. 

No 

Qaeda. VThere are other states where there appear to be 
stronger links.V 

Now 

No 

purporting to show that were forged. 

No 

evidence that high-strength aluminium tubes were 
imported for uranium enrichment. Even if they were 

was unlikely that Iraq had the capacity to redesign 
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them for such usage. 

No 

strength magnets in its nuclear program. 

No 

nuclear or nuclear-related activities.Y 

Despite being contradicted on so many fronts 

now saying with a straight face that he has Vnew 
information that Iraq is building new missiles as the 
inspectors are destroying the old ones. That\'s quite 
possible. But does anyone believe him 

more? The evaporation of American credibility is a 
tragedy whose effects may outlast the war.\" 


5. \"Bush\'s so-called rush into battle is anything 

but\" 

Columnist Marcus Gee observed in the leading Globe and 
Mail (3/13): \"- Rush to war? It has been 18 months 

since the 9/11 terrorist attacks 

President George W. Bush gave his speech naming Saddam 
Hussein\'s Iraq part of an Vaxis of evil 

since he took his case to the United Nations and four 
months since he secured a UN resolution giving Iraq 

a final chance to give up its weapons of mass 

destruction. If this is a rush 

what a crawl would look like.... Whether or not all the 
diplomacy succeeds 

States didn\'t go the last mile to get international 

support. Far from plunging into war 

proceeded by careful 

Bush doesn't get the UN majority and goes to war 
anyway? Well 

war.\\" 


NORTH KOREA 

6. \"North Korea shows how to make the U.S. temper its 
actions\" 

Columnist Jonathan Manthorpe wrote in the left-of- 
center Vancouver Sun (3/12): \"...Because Kim is a real 
military threat and has neighbours - China 

South Korea - of importance to the U.S. 

chosen to negotiate rather than attack. Saddam 

other hand 

not be able to account for biological and 

chemical weapons stocks he might or might not have 
had.... Once you have nuclear weapons Washington will 
treat you with caution. So better get the bomb 

quick.... So the way the U.S. administration has 

handled the Iraq-North Korea dichotomy can be seen as 
promoting weapons proliferation rather than containing 
it.... It\'s not necessary to be on Washington\'s hit 

list to feel that in an increasingly uncertain world 
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having a nice fat bomb stored in the basement might be 
a good idea.... An arms race in Asia is 

most likely to happen if Washington\'s allies feel the 
U.S. cannot be depended upon to support its friends as 
it has for the last half century. That development 

seems unlikely now 

will be in after its Iraqi adventure? Even without a 

spate of proliferation in Asia 

the U.S. and North Korea is dangerous enough.... What 
Washington does not seem to have grasped with 
sufficient clarity is that Kim\'s North Korean regime is 
not house-trained. More than half a century of self- 
imposed isolation has bred institutional suspicion 
paranoia and sheer ignorance about how the world works. 
KimVs paranoia roared forth when Bush declared a 
strategy of \pre-emptive attackY on any country deemed 
a future risk to America. Washington discovered Kim\'s 
Secret nuclear research last year 
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that he could not be trusted. V" 


CELLUCCI 
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Steering Committee Mine Action\" meeting on March 13 to 
review the upcoming arrival of the QRDF. (Note: The 
\"National Steering Committee" is a government- 
coordinated body that brings together public and private 
groups involved in demining.) The meeting was 
constructive 

QRDF\'s planned activities fit in well with Sri Lanka\'s 
national demining priorities 

international and local NGO\'s. In fact 

representatives expressed strong support for the return 
of the QRDF. 


6. (SBU) COMMENT: Mission looks forward to the imminent 
arrival of the full QRDF team. As with the efforts of 

the first QRDF team 

underline strong U.S. support for the peace process 

in the safe return of displaced persons 

goodwill among Sri Lankans toward the U.S. END COMMENT. 


7. (U) PM/HDP Senior Adviser Harry McCloy did not have 
the opportunity to review this message. 


8. (U) Minimize considered. 
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support mechanism\") and blames the economic downturn on 
fabricated trade sanctions (as in the newly-released 

National Economic Revival Program). 


Sullivan 
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THE HOLY SEE WOULD INSIST ON LOCKING IN THE PRINCIPAL THAT NO 

FORM OF CLONING WAS ACCEPTABLE 

THERAPEUTIC BAN WOULD IMMEDIATELY FOLLOW ACHIEVEMENT OF THE 

REPRODUCTIVE BAN. DCM POINTED OUT THAT LEGISLATIVE ACTIONS 

IN FRANCE AND GERMANY TO BAN CLONING COULD AFFECT THE 

POSITION THESE COUNTRIES HAVE PREVIOUSLY PUT FORWARD. 

PAROLIN DEMONSTRATED CONSIDERABLE INTEREST IN THESE 

DEVELOPMENTS AND AGREED THAT THEY WERE ENCOURAGING. 
UNCLASSIFIED 
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3. COMMENT: PAROLIN\'S CLEAR UNDERSTANDING OF THE STATUS OF 
THE CLONING ISSUE AND HIS AFFIRMATION THAT THE HOLY SEE\'S 

GOAL REMAINS THE ESTABLISHMENT OF AN INTERNATIONAL PRINCIPLE 
THAT HUMAN CLONING IN ANY FORM WAS UNACCEPTABLE SUGGEST THAT 
HE WILL BE A STRONG ALLY IN OUR EFFORT TO ACHIEVE AN 
INTERNATIONAL CONVENTION BANNING ALL FORMS OF CLONING. 
PAROLIN APPEARED PARTICULARLY INTERESTED IN OUR TALLY OF 
COUNTRIES MAKING UP THE THREE STREAMS OF THOUGHT ON A 
CONVENTION 

KEY COUNTRIES. EMBASSY RECOMMENDS THE DEPARTMENT AND USUN 
KEEP THE HOLY SEE UP TO DATE ON SUPPORT FOR THE FULL BAN AND 
ON DOMESTIC POLITICAL SHIFTS IN KEY COUNTRIES SO THEY CAN 
TARGET THEIR ADVOCACY MOST EFFECTIVELY ON COUNTRIES IN LATIN 
AMERICA 

ITS INFLUENCE TO BEAR. 


NICHOLSON 
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movement" against Chand\'s government. King Gyanendra met 
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separately with leaders of most major political parties on 
March 10 and 11. In at least one of these meetings 
reportedly hinted at dissatisfaction with the performance of 
the interim government 

possibility of a replacement. On March 12 the leaders of the 
two largest political parties agreed to press the King either 
to reinstate Parliament or establish an all-party government 
to replace the Chand government. The parties\' continued 
opposition to the Chand government and increasingly unified 
stand may increase pressure on the Palace to consider an 
all-party government. The Maoists 

object strongly to such a government if it is headed by the 
moderate Communist Party of Nepal - United Marxist Leninist 
(UML). End summary. 


PARTIES MEET KING; 
SHUN CHAND 


2. (C) On March 10 and 11 King Gyanendra met separately 
with the leaders of most political parties that had members 
in the previous Parliament. (Note: The King did not meet 
with the heads of the National Democratic Party and the Nepal 
Sadbhavana Party 

Deputy Prime Minister respectively 

represented in the interim government. Amik Sherchan 

of the far-left People\'s Front Nepal 

invitation because it did not satisfy the parties\' previous 
request to meet the monarch as a group. End note.) In his 
March 11 meeting with Sher Bahadur Deuba 

Minister and current head of the Nepali Congress 
(Democratic) 

not satisfied with the current government\" of Prime Minister 
Lokendra Bahadur Chand 

confidante 

government. Deuba reportedly told the King that he would 
participate 

has not formed V'a firm opinion" regarding prospects for 
peace 

(have been made) between the King and the Maoists\" and are 
thus only \"second-guessing the Government.\" 


3. (U) While nearly all of the parties accepted the KingVs 
invitation to meet 

Party and the Nepal Sadbhavana Party) extended similar 
courtesy to PM Chand on March 10 

second time in two months an all-party meeting he called to 
discuss propsective negotiations with the Maoists. The local 
independent press reporting the boycott accorded prominent 
coverage to party leaders\' derisive characterizations of the 
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Chand government (\"unconstitutional 

\"puppet\") to justify their decisions to stay away. With so 
many no-shows 

discuss how the interim government can bring the Maoists into 
the political mainstream focused instead on how the interim 
government could induce parties already in the political 
mainstream to recognize its legitimacy. 


4. (SBU) On March 11 Madhav Kumar Nepal 

of the Communist Party of Nepal - United Marxist Leninist 
(UML) 

parties 

had met together since the early 1990s 

participant. (Note: Only 3 of the 11 had representatives in 
the most recent Parliament. End note.) C.P. Mainali 
Chairman of the Communist Party of Nepal - Marxist Leninist 
(ML) 

formation of an all-party government to replace the current 
non-party government. All of the legal party participants 
supported the proposal 

representative Dinanath Sharma said he must seek his 
leadership\'s permission before making a commitment 
pledged support for \"progressive change 

partiesV \"united move\" to protest the King\'s \"regressive 
action\" (i.e. 

government in October). The proposal must be approved by the 
three political forces--the King 

Maoists--if it is to work 

optimistic that both the Palace and the Maoists 

do not recognize the Chand government 

proposal. The Maoists would not be able to participate 
directly in the envisioned all-party government 

said 

from legal far-left parties sympathetic to them. Whether the 
Maoists would accept an all-party government headed by Madhav 
Nepal is a \"difficult question 

suggested that the contentious question of leadership could 
be amicably sorted out once the Maoists endorse the concept 
of an all-party government. 


5. (SBU) In a show of unprecedented unity 
leaders of four Parliamentary parties 
Secretary Nepal and Nepali Congress President G.P. Koirala 
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announced that they would support replacing the Chand 
government with either an all-party government (Nepal\'s 
preferred option) or through the reinstatement of Parliament 
(Koirala\'s pet proposal). (Note: Although the National 
Democratic Party did not attend that meeting 

has indicated privately it would join an all-party 

government. End note.) The leaders said they will seek a 
joint meeting with the King to explain their proposals 

will foster public support and pressure through a series of 
mass meetings. The statement marks the first time Nepali 
Congress President Koirala has compromised on his previously 
rigid stand that Parliament must be reinstated. 


6. (C) Before March 12 the Parliamentary parties (minus the 
PM\'s National Democratic and the Deputy PM\'s Nepal Sadbhavana 
Parties) had been united only in their opposition to the 

Chand government. Disagreement over what (or 

accurately 

had prevented the formation of a unified multipartisan front. 
The Nepali Congress\' Koirala had been especially rigid in 

his near-monomaniacal insistence on reinstating Parliament. 
As long as the parties remained divided 

more easily dismiss their complaints about the \"illegitimate\" 
interim government by citing their failure to propose a 
workable alternative. The parties\' new-found unity and 
Koirala\'s atypical compromise will make this more difficult. 
The multi-partisan unity 

matters for the Maoists 

strife of the domestic political arena over the past decade. 

We agree with MainaliVs analysis that the all-party proposal 
must win the approval of the Palace 

in order to succeed 

all-important question of who would lead this government may 
not prove a deal-breaker. Despite the lip service to 
\"progressive change\" the Maoist representative offered in his 
meeting with the left parties 

insurgents would welcome any \"progressive change\" that 
results in a government led by its arch enemy 


MALINOWSKI 


6359 


Column 3 

6360 

were beaten\" in Shona. In a public statement 
Zimbabwe Coalition 

organizations 

immediate return to the rule of law. 


Prayer Meeting Highlights Victims of Torture 

5. (U) On February 27 Roman Catholic Archbishop of Bulawayo 
Pius Ncube led a prayer service that featured victims of 

torture at St. Mary\'s Cathedral in Bulawayo. Deborah Moyo 
gave a heart wrenching account 

emotion 

superiors at a GOZ-sponsored Border Gezi youth training camp. 
MDC MP Job Sikhala described his January 14 torture in which 
suspected CIO members administered on him electric shocks and 
urinated on him (Ref B). After the meeting 

approached and attempted to arrest Archbishop Ncube 

fellow ministers and bishops remained with him 

protection as witnesses. CIO officers left 

following day 

warned Ncube that the previous day's meeting was too 

political. Ncube sleeps in different safe houses every 

night 

officers have also threatened. 


6. (U) On February 24 Archbishop Ncube led a protest at the 
Bulawayo cricket grounds just prior to the Cricket World Cup 
match between Australia and Zimbabwe. In a statement Ncube 
criticized the Australian team for being unsympathetic to the 
plight of ordinary Zimbabweans by playing the match. 


Bishop Speaks Out Against POSA 

7. (U) In a late February statement entitled "POSA 
Unnecessary Evil Instrument and Totally Undemocratic\" 
Sebastian Bakare 

President of the Zimbabwe Council of Churches 

horrified to live in a community where people cannot engage 
in development programs for fear of being arrested. He said 
that as long as the draconian Public Order and Security Act 
(POSA) is in force there is no chance for desperately needed 
political dialogue to address the polarized environment in 
Zimbabwe. 


\"Walk for Love\" Ends With One Clergy Beaten 

8. (U) On February 14 police arrested 14 people in Bulawayo 

and about 50 in Harare during Valentine\'s Day \"walks for 

love\" organized by Women of Zimbabwe Arise (WOZA) that drew 
hundreds of participants in each city. Most of the arrestees 
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were women 

Catholic Church in Bulawayo 

reported that police handcuffed and then applied a chokehold 
on Johnson until he passed out and fell to the pavement. 
Later 

albeit bruised and shaken up; the Bulawayo women 

elderly 

Zimbabwe Coalition condemned the arrests and beating and 
called for a repeal of POSA 

made. 


ZRP Stymies Church Meeting - Emboff Detained 

9. (U) On February 13 Crisis in Zimbabwe Coalition organized 
a public meeting at the Northside Community Church in 
Borrowdale 

or Deepening the Crisis\" to have been addressed by Bishop 
Trevor Manhanga of the Evangelical Fellowship of Zimbabwe. 
Police broke up the meeting before it started 

30 or so people who had gathered. Police punched in the face 
a well-known political scientist Dr. John Makumbe while he 
was handcuffed 

Manhanga 


Comment: 

11. (C) Some church leaders are becoming more active 

more outspoken and the GOZ is matching their activism with an 
equivalent show of force. So far their activism is a winning 
game. But it is unclear how long the GOZ will allow clergy 
members that little extra room to express dissent and 

mobilize parishioners 

poses a dilemma for the GOZ. We are encouraged by the 
seriousness of Archbishop Ndungane\'s mediation efforts; what 
they are able to accomplish will depend in large measure on 
Mugabe\'s willingness to discuss internal issues 

to his usual bogeyman; the GOZ-UK relationship. End Comment. 
SULLIVAN 
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FROM MERELY A SLOGAN TO A DEVELOPMENT ACTION PLAN. EU HIREP 

SOLANA\'S STAFF WAS DRAFTING A NON-PAPER TO HELP THE IC MOVE 
CONFIDENTIAL 
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IN THAT DIRECTION; IT WAS GENTILINIVS HOPE THAT THE QUINT 

COULD DISCUSS THE PAPER IN LONDON. HE ALSO SAID THAT THERE 
WAS A GROWING PERCEPTION IN THE IC THAT \"NO ONE IS IN CHARGE\" 
IN KOSOVO 

REPRESENTATIVES COULD DO TO CHANGE THAT SITUATION. \"IT MAY 
BE TIME FOR ANOTHER HIGH-LEVEL (SOLANA) VISIT.\" 
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UNION OF SERB MUNICIPALITIES 


4. (C) THE GOI ALSO SHARES USG CONCERNS OVER THE FORMATION 
OF THE UNION OF SERB MUNICIPALITIES (REF B). SUCH 
ORGANIZATIONS ARE NOT TO BE ENCOURAGED 

THE TENDENCY OF LOCALS TO FORM SUCH GROUPS OUTSIDE OF THE 
UNSC 1244 FRAMEWORK IS YET ANOTHER MANIFESTATION OF THE LACK 
OF STRONG LEADERSHIP IN THE REGION. IT WAS OBVIOUS 

THAT THIS WAS BEING DONE WITH A WINK AND PERHAPS ACTIVE 
ENCOURAGEMENT AND ASSISTANCE FROM BELGRADE. GENTILINI 
CONCURRED WITH 

PARTICIPATE IN ACTIVITIES DESCRIBED REF B TO DISCOURAGE 
CONTACT WITH SUCH ORGANIZATIONS. BUT HE EMPHASIZED THAT THIS 
EFFORT NEEDED TO BE PART OF A COORDINATED STRATEGY FOR THE 
QUINT TO DISCUSS IN LONDON. 


GOSM COOPERATION WITH ICTY 


5. (C) GENTILINI SAID THAT THE GOI AGREED THAT THE IC MUST 

USE ALL TOOLS AT ITS DISPOSAL TO PRESS THE GOSM TO IMPROVE 

COOPERATION WITH THE ICTY (REF C). FOR EUROPEAN COUNTRIES 

THAT WOULD INCLUDE CONDITIONALITY ON BELGRADE\'S REQUEST TO 
CONFIDENTIAL 
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JOIN THE COE AND DEVELOPMENT OF A STABILIZATION AND 
ASSOCIATION AGREEMENT. HOWEVER 

CONDITIONALITY SHOULD NOT EXTEND TO CARDS ASSISTANCE 

IS AIMED AT SUPPORTING THE VERY INSTITUTIONAL CAPACITY THAT 
THE IC IS TRYING TO PROMOTE 

RULE OF LAW. GENTILINI ARGUED THAT IT WOULD BE DIFFICULT TO 
UNDERSTAND IF ONE WAS A SERB WHY 

WAS BEGINNING TO MAKE PROGRESS ON RECONSTRUCTING THE JUDICIAL 
SYSTEM AND OTHER SEGMENTS OF THE LEGAL INFRASTRUCTURE 
HALTED SUCH AID. IT WOULD BE COUNTERPRODUCTIVE TO THE IC\'S 
GOALS. 


6. (C) NOTE: THIS CONVERSATION TOOK PLACE PRIOR TO THE 

DJINDJIC ASSASSINATION. POLOFF WILL FOLLOW UP WITH GENTILINI 

ON POINTS RELATED TO THE LATEST DEVELOPMENTS IN BELGRADE THAT 
GOI WILL RAISE AT THE QUINT AND EU GAC AND COUNCIL MEETINGS 
DURING THE WEEK OF MARCH 17. 

SEMBLER 


CONFIDENTIAL 


> 


2003ROME01068 - Classification: CONFIDENTIAL 


Column 3 


6362 

U.S. package) are thinning 

He sees interest rates in the March 18 debt auctions (before 
the $3.2 billion redemption on March 19) in the 63-65 percent 
range. 


3. (SBU) Also on March 14 

largest holder of Turkish debt) Zaafer Kurtul told us the 
March 18 auction rates will easily reach 65 percent 

the current uncertainties about the U.S. package. He added 
that there is still some expectation about the U.S. package 
and as it becomes clearer to everyone that the package is 
off 

percent level. Kurtul was uncertain himself on the status of 
the U.S. package 

ships were leaving Turkish waters and headed to the Suez 
Canal. 


4. (U) At noon March 14 
that will affect afternoon trading: 


-- AKP Chairman Erdogan told the press that \"it is possible 

that the new government list (of Cabinet members) will be 
presented to the President today.\" (Comment: this may give 
markets hope that the new GOT will move to pass a second U.S. 
troop deployment quickly.) 


-- Turkish TV news channel NTV reported that in Secretary 
Powell\'s Congressional testimony March 13 the Secretary said 
\"In this context 

is now not on the table.\" 

PEARSON 
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REF: A. ANKARA 1624 


B. ANKARA 1470 
C. ANKARA 1341 


(U) Classified by PolCouns John Kunstadter; reasons: 1.5 (b) 
and (d). 


1. (C) In March 13 conversation with poloffs 
contact and opposition CHP M.P. discussed Kurdish 


Column 3 

perspectives of a possible operation in Iraq. The M.P. 
leader of the Kurdish Dostki tribe with extensive political 
ties in Turkey\'s southeast 

service in Parliament 

any operation in Iraq. 


2. (C) He explained to us that none of his constituents or 
family members wants Turkish troops to deploy to Iraq. They 
fear an intensifying crackdown on Kurds on both sides of the 
border 

underpinnings.\" 


3. (C) On the other hand 

U.S. troops: \"we realize that the U.S. is our only friend in 
the world.\" Numerous protesters are out on the street 
chanting \"Savasa Hayir\" -- no to war 

VSavasa Eve" (Yes to War). 


4. (C) When poloffs tested him by noting their respect for 
Turkey in general and shared USG-GOT interests 

face froze in a way we have seen countless times in 

discussing Turkey with Turkish Kurds. \"Why do you need 
Turkey?\" he asked. The Turkish State has a woeful reputation 
among Kurds everywhere 

operation would 

USG equities in Iraq and elsewhere. 


5. (C) Our contact is concerned that an operation in Iraq 

will provide an excuse for the Turkish State to re-impose 
OHAL (State of Emergency) or some other quasi-martial law 
regime in TurkeyYs Southeast. A legal expert on State 
Security Courts and member of Parliament\'s Justice Committee 
he explained that 

1) the NSC (read: the military) will set the emergency rule 
policy; 2) the military by itself will produce the actual 

draft law 

directly for TGS; 3) the completed draft will then be passed 
to the relevant Parliamentary committees 

the draft as their own work. 


6. (C) These comments are particularly striking coming from a 
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representative of the Party of Ataturk -- which is rabidly 
opposed to USG intervention in Iraq. On earlier occasions 
our contact told us of his concern lest he be branded a 
\"traitor\" to Turkey for his support of a possible US-led war 
against Saddam. More important 

are hearing privately from numerous other Kurdish contacts 
across the political spectrum (reftels and previous). 

Despite their different party and other affiliations 

Kurdish contacts are largely united in their conviction that 
the Turkish State\'s policy in N. Iraq and toward its own 
ethnically Kurdish citizens is deeply flawed and risks 
promoting regional instability. In this regard 

that the palpably pro-war sentiment of many leading Kurds 
will fuel Kemalist neuralgia in Ankara power centers (septel). 
PEARSON 
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in releasing details of the code of conduct. Deep Kumar 
Upadhyay 

pledged his party\'s full cooperation in transforming the 
ceasefire into a lasting peace. 


MAOIST LEADER MEETS WITH LEFTIST PARTIES IN KATHMANDU 


6. Dinanath Sharma 

Maoist negotiating team 

the major leftist political parties on March 11. Sharma\'s 
highly publicized arrival was the first public visit of a 
senior Maoist since the announcement of the ceasefire. 
Sharma declared the Maoists would join all the leftist 
parties in a \"united move against the King\'s regressive 
step.\" (Note: The parties are protesting the King\'s 
decision to dissolve the previous government on October 4 
2002). Sharma also told reporters that he considers the 
government under Prime Minister Chand illegitimate 
reiterated that the Maoists are in negotiations with the 
state (i.e. 


7. Prior to the signing of the code of conduct 

reportedly accused the GON of delaying the peace process and 
said the GON was \"not serious and sincere for talks.\" 

Sharma said the Maoists had expected to start talks by the 

end of February 

environment. Minister Pun downplayed criticism of the GON 
declaring on March 9 that lasting peace would not be 

attained simply by rushing the peace process. 


PRIME MINISTER URGES PARTY COOPERATION 
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8. On March 10 Prime Minister Lokendra Bahadur Chand called 
for the political parties to put aside their differences and 
personal interests in order to create lasting peace. The 

Prime Minister urged party leaders to \"forget the bitter 

past and unite for permanent peace.\" The major parties 
boycotted 

by Prime Minister Chand on March 11. 

They had boycotted a previous all-party meeting to which 

they were invited by Chand on February 17. 


9. Minister Pun echoed the Prime Minister's remarks on 
March 10 

constitutionality of the present government 

the nation s problems. Pun said that the GON had made 
sincere efforts to include the major political parties in 

the peace process 

assure about the success of the talks. V" 


SKEPTICISM PERSISTS ABOUT PEACE TALKS 


10. Local political analysts reportedly are wary of the 
future of the peace talks because of the discontent among 
the major political parties and the GONVs dependence on 
military action to solve the current crisis. According to 
press accounts 

the current political situation 

believes that it can solve the current crisis through 

military action 

army back to the barracks. They are also concerned that 
lasting peace cannot be achieved without the support of the 
political parties. 


11. Local human rights activists sympathetic to the Maoists 
gathered on March 12 to urge both the GON and the Maoists to 
come up with clear agendas and make adequate preparations 
for the peace talks. The activists reportedly accused the 

GON of not taking matters seriously 

about Maoist ideology 

that these were part of the reason why talks had failed 
previously. 


12. Sher Bahadur Deuba 

(Democratic) 

commit to stop all violence and extortion 

would be V'suicidalV if the Maoists turn their back on the 
talks again. Deuba also reiterated his party\'s opposition 
to the KingVs dissolution of the previous government on 

October 4 

government. 
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MAOIST JAILBREAK 


13. Fourteen Maoists escaped from police custody in far- 
western Kanchanpur District on March 8 after beating up the 
guards. Among the escapees are platoon leaders and section 
commanders of the so-called Maoist Peoples Army. The 
insurgents had been arrested on weapons charges. The 
suspects are still at large and an investigation into the 
jailoreak is underway. 


14. The Supreme Court ordered the release on March 13 of 
fifteen Maoists from a Kathmandu jail. The detainees had 
been in custody on suspicion of being involved in terrorist 
activities. The District Administration Office in 

Navalparasi released two suspected Maoists from jail on 
March 12 

released after the necessary paperwork is completed. 
Prisoners in Bhadrapur District have launched protests 
demanding their release from custody. The detainees have 
staged different protests for the past two weeks 

planned another for March 23. There are currently two 
hundred and seventy-four inmates at the district jail. 


CONTINUED VIOLENCE 


15. Maoists reportedly set off a powerful bomb in Achham 
District on March 8 and destroyed a communications tower. 
Telecommunications had only been restored recently after a 
previous attack on the tower by the insurgents caused major 
damage. However 

is now beyond repair. Four Maoists were killed on March 8 
in Jajarkot District when a bomb they were carrying 
exploded. 


16. In Baglung District insurgents allegedly approached a 
teacher on March 12 and threatened him with physical harm if 
he did not give them almost a thousand dollars. 


17. Senior level Maoists in Dang District announced on 
March 8 that they would return over half a million dollars 
in gold that the insurgents looted from the Nepal Bank 
Limited in the district headquarters. The insurgents said 
the gold would be returned if the villagers could produce 
genuine bank documents proving ownership. 


GON ACCUSED OF COVERUP IN DEATH OF CHILDREN 


18. The families of two school children killed by Maoists 
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at a Baglung District school on February 18 (Reftel) have 
accused the GON of failing to investigate properly the 
deaths out of fear of disrupting the peace process. 

District representatives from the Communist Party of Nepal- 
United Marxist Leninist (CPN-UML) 

Nepali Congress (Democratic) 

(PFP) also issued a press release accusing the GON of bowing 
to Maoist threats not to investigate the killings. The 

parties reportedly said the killings were well planned and 
said the Maoists and the GON are V'trying to hide the facts." 
The press release also says there have been other similar 
incidents despite the ceasefire. 


COURT ISSUES ARREST WARRANTS FOR MAOIST LEADERS 


19. According to press accounts 

Patan in Kathmandu Valley issued arrest warrants on March 12 
for Maoist leaders Prachanda 

Bahadur Thapa in response to cases filed against them by the 
GON. The warrants declare that the Maoists have to appear 
before the court within seventy days. There has been no 
response from the insurgents. 


ANNISU-R PADLOCKS COLLEGES 


20. The All Nepal National Independent Students Union- 
Revolutionary (ANNISU-R) padlocked branches of government- 
run Tribhuvan University throughout the Kathmandu Valley on 
March 9. Over half a dozen colleges were locked up by the 
militant student wing of the Maoist party. Dipendra Pant 
Chairman of the Kathmandu District of ANNISU-R 

lockdown would continue indefinitely unless the GON met 
their five-point demands. The demands include the release 
of all imprisoned students; the release of information on 

the whereabouts of Purna Poudel 

R; an immediate end to arrests of pro-Maoist students; a ban 
on security forces inside campuses; and the admission of pro- 
Maoist students to government-run universities. 


21. The ANNISU-R issued an additional seventy-two hour 
ultimatum on March 13 threatening further lockdowns if the 
whereabouts of their comrades were not made public. The 
militants also demanded that all detained and missing 
students be released by March 19. 


22. The Ministry of Education reportedly has contacted the 
ANNISU-R for talks 

10 to the ANNISU-R inviting them to the negotiating table 

and declaring that the GON was ready to solve the problem as 
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soon as possible. (Note: The ANNISU-R withdrew a call for 
a nationwide strike of educational institutions last month 
after the announcement of the ceasefire). As of March 14 
the campuses remain locked. 


GON TO PROVIDE FOOD TO MAOISTS 


23. There are conflicting reports over whether or not the 
GON has promised food to the Maoists. On March 8 Narayan 
Singh Pun 

reportedly announced that the donor community had pledged 
almost two thousand tons of food grain to feed Maoist cadre. 
Minsiter Pun was quoted as saying that the insurgents often 
resort to looting because they do not have sufficient 

clothing and food 

food to stop the need for looting. However 

just one day after Pun\'s statement 

Assistant Minister of Education and Sports 

GON was offering food to the Maoists. Khanal issued a 
strong statement saying the GON had not reached any decision 
to provide food. 
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remaining sensitive to the country\'s interest." Several 
points promise relief to Nepal\'s beleaguered populace 
calling for an end to extortion; forbidding restrictions on 

the transportation of food 

goods; and promising that both parties to the agreement will 
help displaced people to return to their homes to be 
resettled peacefully. The code also stipulates there can be 
no \"bandhs\" (general or targeted strikes that close 
businesses and schools for a specified timeframe) during 
peace talks. 


4. (U) Two points seek to prevent statements in the media 
from derailing the peace process. In support of the code\'s 
stated goal to \"create a conducive environment for dialogue 
the code requires that government-owned media outlets must 
carry views of both parties objectively and neutrally. A 
second clause calls for representatives from both parties to 
take care to express their political views \"in a courteous 

and ethical manner\" when dealing with the media. 


5. (SBU) On several of the issues 

is ambiguous. One point calls for a cessation of 
\"provocative activities\" in sensitive areas 

are open to interpretation. Another point requires both 
parties to stop \"Unnecessary searches 

kidnappings 


Column 3 

which arrests are necessary 

could be so considered. The spokesman for the Nepal 
Sadbhavana Party (NSP) 

as evidence that the GON had given Maoists legal authority to 
search 

Disagreements about interpretation of the code and adherence 
to its provisions will be monitored by a team of observers to 

be established by both sides. 


MAOISTS COMPROMISE ON ISSUES OF RNA DEPLOYMENT AND 
IMMEDIATE RELEASE OF PRISONERS 


6. (U) The code of conduct does not set any time schedule 
for the release of prisoners 

pre-conditions to talks (ref A). The relevant provision 

merely specifies that both parties will \"gradually release\" 
their captives. (Note: At the March 13 press conference 
Maoist spokesman Mahara stated that to the best of his 
knowledge 

However 

their local commanders to release immediately any prisoners 
unknown to the leadership. End note.) 


7. (C) Language addressing the movement of security forces 
is imprecise 

backed down on their prior demand that Royal Nepal Army (RNA) 
forces be confined to their barracks for the duration of the 
talks. The demand was wholly unacceptable to the Palace 
the issue had proved to be a stumbling block for at least one 
prior draft of the code (ref B). According to the 

watered-down language released on the 13th: \"Both sides will 
stop violence and the use of force. Both sides will stop 
mobilization and the use of armed force which might terrorize 
the common people.\" 


8. (C) What this means in terms of RNA operations is not 
immediately clear. A local brigade commander in Kathmandu 
told DATT on March 14 that he is still conducting normal 
patrols 

usual after dark. His troops will continue to carry their 
weapons and will continue to safeguard law and order in the 
city. He has not received any new orders relating to the 
conditions of the code of conduct. However 

also stated that a meeting was in progress to determine if 
any changes would have to be made in order to meet the 
requirements of the code. 


POLITICAL PARTIES REACT 
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9. (SBU) Though entreating \"both sides\" to \"stop the use of 
force\" is a far cry from requiring the RNA to sit idle in its 
barracks 

the GON. Spokesmen from the Nepali Congress (NC) and Nepal 
Sadbhavana Party (NSP) told PolOff that by calling on both 
parties to stop mobilization of their armed forces 

has accepted the legitimacy of the Maoist insurgents. The 
term \"mobilization\" is also a matter of some confusion. 
According to the NSP 

both sides have control over certain areas 

should not cross over into one anotherVs territory" A 
spokesman for the United Marxist Leninists (UML) said that 
the language was unclear and that his party would have to ask 
coordinators Pun and Mahara for clarification. 


10. (SBU) Other responses from the major parties have been 
mixed. The most positive initial reaction comes from the 
Nepali Congress 

mentioned in the code of conduct are ambiguous and unclear 
but the party takes it positively 

peace process." A spokesman for the UML was less satisfied. 
VWe are not happy that the government has undermined the 
major political parties 

of conduct positively 

Lasting peace can only be achieved if a responsible and 
accountable government is put in place with the support of 
the people and the international community. V" 


COMMENT 


11. (C) While some points in the code of conduct are 

unclear 

to its terms will determine its usefulness. The most 
ambiguous points are those that deal with the most 
contentious issues 

only form weak enough to make it to consensus. While the 
vague language might represent a possible \"trap door\" for any 
party looking for a way out of peace talks 

that both sides work toward a solution of any disputes within 
the framework of the code of conduct will make it more 
difficult for either side to walk away unilaterally. 

Including a restriction on negative commentary in the media 
might make it harder for the Maoists to play the game of 
flagging GON \"failures\" in the media as possible reasons for 
a breakdown in talks. 


12. (C) It is highly significant that several Maoist demands 
have been omitted from the final text. Previously 
\"non-negotiable\" pre-conditions for talks 
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repeal of anti-terrorism legislation 

of all Maoist prisoners with weapons 

RNA to its barracks are conspicuously absent in the 
agreed-upon version of the code. The Maoists clearly have 
backed down on several key issues in order to achieve 
consensus on the code and to move ahead toward peace 
negotiations. This willingness to compromise may be a signal 
that the Maoists are concerned about their inability to 
combat increasing RNA capabilities 

fatigue among their cadre after seven years of jungle 
warfare 

Maoists are more serious about getting to the dialogue table. 
MALINOWSKI 
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international criticism of its own human rights record 
therefore tends to favor thematic resolutions rather than 
country-specific resolutions. However 

recognizes there is often broad support for country-specific 
resolutions and does not rule out support. 


2. (C) Aksen said Turkey is close to both the Western and 

Islamic Commission members 

gaps. He said the GOT shares the USG view that resolutions 

on the Arab-Israeli conflict should be balanced. Esener said 

in the past Western Commission members have undermined their 
own good efforts by failing to consult with others on the 
Commission before introducing resolutions. He said the GOT 

will try to prevent this from happening during the next 

session. 
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legitimacy\" 

constitution. They also criticize the AK government\'s 
alleged failure to share detailed information with CHP on 
Turkey\'s role in post-Saddam Iraq. Bottom line: CHP is 
engaging in sterile opposition. End Summary. 


2. (C) In a March 7 meeting with Congressmen Wexler and 
Whitfield 
art. 92 as requiring \"international legitimacy\" for any 
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Parliamentary authorization to deploy U.S. troops to Turkey. 

VIf you take the constitution seriously 

support war in lraq 

explained 

Without a another UNSC resolution or a NATO-backed decision 
CHP will remain opposed. Even then 

position 


3. (C) March 11 ANAP Central Board member and former minister 
Vehbi Dincerler explained to us that he had contacted former 
ambassador and senior CHP deputy Sukru Elekdag to discuss 

art. 92. Dincerler 

War 

only to declarations of war. According to Dincerler 

simply shrugged 

than myself" Dincerler is an engineer. 


4. (C) CHP M.P. and Human Rights Committee member Engin Altay 
told poloff March 10 that TGS chief Ozkok\'s March 8 public 
statement endorsing passage of a deployment resolution could 

play a role in changing the minds of individual CHP deputies. 
Nevertheless 

deployment of U.S. troops is clear and is not likely to 

change. 


5. (C) In recent conversations 

poloff that the AK Government is not sharing enough detailed 
information on either the political statement 

and economic package negotiated with the U.S. or Turkey\'s 
role in a post-Saddam Iraq. Baykal told Congressmen Wexler 
and Whitfield that his party has \"no idea about the big 
picture\" in Iraq. CHP M.P. and Foreign Affairs Committee 
member Emin Koc claimed that in the March 1 closed session 
the GOT failed to answer even the most basic questions from 
CHP on the state of negotiations with the U.S. Koc suggested 
that AK\'s reluctance to share more information reflected 
Erdogan\'s and Gul\'s overconfidence in their ability to 

deliver AK\'s Parliamentary group. In a March 4 conversation 
senior CHP M.P. and long-time pollster Bulent Tanla 

helped to lead the anti-deployment efforts together with 
Islamist columnist Fehmi Koru and others 

failure to communicate better with CHP directly led to CHPVs 
decision to vote en bloc against the Parliamentary motion. 
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6. (C) Reftel reported CHP General Secretary Onder Sav\'s 
March 1 remarks in the open session of Parliament -- carried 
on live television -- in which he called U.S. ships off the 

Turkish coast \"ships of the enemy.\" Since then CHP M.P.s -- 
including Altay 

apologies for Sav\'s statement 

friendship with the U.S. Notably 

apology in his meeting with Congressmen Wexler and Whitfield. 


7. (C) CHP\'s continued harping on \"international legitimacy\" 
and complaints about alleged poor communication from AK 
overshadow what appears to be the party\'s ultimate goal in 
opposing a war in lraq: humiliating the AK government. Altay 
self-servingly claimed that if CHP were in power 

support the USG without hesitation. However 

the minority 

government\'s policies." Altay hinted that the U.S. should be 
happy to have AK in power during this sensitive time 

AK is able to keep a lid on religious groups. If CHP were in 
power 

against the war and government. Bottom line: CHP continues 
to play a cynical 
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ballot\" of sorts). For all other elections 

look the same 

whether or not the party has a candidate in the particular 
local 

Opposition parties (other than the ANPP) complain that this 
approach makes it difficult for voters to grasp the import of 
their votes. Voters need not know the name of their 
preferred candidate for an office 

party affiliation. Illiterates will have to be able to link 

a preferred candidate to a symbol (umbrella for the PDP 

of maize for the ANPP 

to take great care 

acronyms 

distinguished one from the other 

ballot is being used. The fact that numerous candidates have 
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switched parties in recent months will add to the confusion. 
END COMMENT. 


7. (U) INEC 

problems. First 

IFES as the CommissionVs &most effective staff member8) has 
been reassigned to a non-operational position. Two hundred 
fifty INEC staff were suspended for allegedly selling 

registration cards or accepting bribes. INEC has not 

indicated when these officers will be replaced. Many 

regional elections officers were transferred to another state 
recently 

Commission took place during the last month. Guobadia stated 
that there would be about 500 

120 

personnel or materials throughout the country has been 
formulated 


8. (C) According to the Chairman 

polling station with exactly 500 ballots 

million (seven million fewer than his own estimate of the 
number of voters). This also raises the obvious question of 
where to place each booth. If they use the same locations as 
during registration 

major complaint in the registration exercise was that booths 
in some (mostly rural) areas had excess material 

other areas the booths were grossly under-equipped. INEC 
seems to be on course to replicate this error on the election 
days. INEC could create new polling stations 

entail even more unfunded costs. The brother of INEC 
Secretary Hakeem Baba-Ahmed reported that many Commissioners 


SIPDIS 

are in a quandary: They do not want to give more materials 
to one station than another 

fulfill existing requirements 

one polling station for each 500 voters (reportedly a 
requirement laid down by \"politicians\"). But ifa 
registration site had 1000 bone fide registrants how will the 
extra 500 

know where to go and which site will be theirs? 


9. (C) A code of conduct for the political parties is still 
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in the works. A draft has been in existence for several 
months. On February 28 

conduct prepared by the Commission that had been delivered to 
the parties. He stated the code would be binding on the 
parties and urged each of them to sign it. As of now 

of the 30 parties has signed the code. COMMENT: Party 
leaders argue that their respective constitutions contain 
codes of conduct and that they should abide by these. Most 
opposition parties do not trust INEC to administer a code of 
conduct fairly 

ruling PDP. END COMMENT. 


10. (C) INEC has added to its woes by inserting itself into 
intra-party squabbles. In Jigawa 

ANPP showdown as two different factions submitted their 
respective candidates for governor. Lack of credibility on 
INECVs part meant INEC\'s decision was not final 

went to court 

Internecine conflict over the ANPP nomination for the Kano 
gubernatorial race continues. In Adamawa 

to announce two \"official\" ANPP gubernatorial candidates 
although neither is the original candidate submitted by the 
ANPP. Meanwhile 

told ANPP figures that that some INEC Commissioners have 
complained that Guobadia meets with President Obasanjo &too 
regularly.8 True or not 

organization 


11. (C) COMMENT: With elections approximately one month 
away 

problems. First 

capable of putting in place the logistics required to carry 

out its election day mandate. Thus far 

its own shortcomings has been a mixture of equivocation 
evasion and prevarication. While one can fudge the display 
of voter lists (at least until the failure to display them as 
required by law leads to a court injunction) 

establish and resource the 120 

required on April 12 and April 19 will be much harder to 
finesse. Second 

especially its failure to communicate effectively with the 
parties 

not believe anything Commissioners and INEC staff say in the 
future -- even in the unlikely eventuality that INEC proves 
able to meet the huge logistical challenges it faces. 
Opposition politicians score INEC low on across the board and 
routinely portray the Commission as a tool of the ruling 

party. Even some PDP adherents privately criticize INEC 
arguing that its lack of credibility will call into question 
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an election that President Obasanjo can handily win 
legitimately. 


12. (C) In short 

between now and the elections 

are too high for it to regain broad public confidence. Talk 

of postponing the elections and/or establishing some sort of 
interim government to administer them grows daily. Several 
of the larger opposition parties have now sought a delay 

the NDP reportedly has filed suit 

failure to \"display the authentic voter registration list\" 60 
days before the election means the elections cannot legally 
take place. Pressing from the other direction is the 
constitutional requirement that voting for President must be 
complete 30 days before the current Administration\'s term of 
office ends on May 28 

candidate for office 

race in favor of someone with a chance of winning. 
Unfortunately for Nigeria 

alternative to INEC. 

JETER 

JETER 


6369 

6370 

in its composition and focus in order to overcome fundamental 
differences that have hindered progress in its work to date. 
End Summary. 


2. (SBU) The Turkish Armenian Reconciliation Commission 
(TARC) met in London on March 10 to review and discuss the 
report it had commissioned in July 2002 from the 

International Center for Transitional Justice (ICTJ). The 

ICTJ report 

Convention on the Prevention and Punishment of the Crime of 
Genocide to Events Which Occurred During the Early Twentieth 
Century 

subsequently been reprinted in the Turkish and Armenian 
press. Although the ICTJ report\'s explicitly legal nature 

and narrow focus dramatically limit its implications 

simple fact that both the Armenian and Turkish members of 
TARC agreed to commission the ICTJ report is a positive 
development. The first half of the report indicates that \"no 
legal 

Events could successfully be made against any individual or 
state under the Convention.\" But the report continues in the 
second half to note that the Events themselves could be said 
\"to include all of the elements of the crime of genocide as 
defined in the Convention\" (in other words 
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\"genocide\" can be applied to tragedy that befell the 
Armenians living in the Ottoman Empire). 


3. (U) The report has not received significant attention in 

the Turkish press. Former Ambassador and TARC member Gunduz 
Aktan has publicly expressed his concern that the ICTJVs 
conclusions might be taken out of context and interpreted as 

a judgment on the Events themselves rather than a legal 

opinion on the applicability of a legal definition. He and 

others have commented that because the term V'genocide 

legally defined by the Convention 

number of ethnic clashes 


4. (C) On March 12 

of the Turkish Economic and Social Studies Foundation) Ozdem 
Sanberk and Sabanci University Professor and former 
Bosphorous University Rector Ustun Erguder (both TARC 
members) told poloff separately that the March 10 meeting had 
gone reasonably well. Over the course of past meetings 
Sanberk and Erguder said that interpersonal dynamics between 
the Turkish and Armenian participants have been good 

although they continue to have fundamental differences on the 
key issue of \"genocide.\" (Note and Comment: Erguder had 
earlier remarked to poloff that V'one particular Turkish 

member" had been offended and upset by the exchanges during 
one of the sessions and that this had led to a long pause in 

the TARC\'s activities. Based on Erguder\'s comments 

believes that he may have been referring to Gunduz Aktan. 

End Note and Comment.) Sanberk reported that there had been 
\"total disagreement 

particularly its second half. Erguder told poloff that he 
personally had found the ICTJ report to be fair and balanced 

but confirmed 

could agree on was to put the report behind them. Looking 
forward 

its work 

be partial 

Turkish sides of the Commission. Erguder added that he had 
suggested that TARC abandon the \"genocide\" issue for now and 
focus instead on promoting other people-to-people and civil 
society activities. He claimed that Armenian Assembly of 
America Chairman Van Krikorian reacted favorably to this 
proposal. 


5. (C) Comment: The TARC has had a rocky and difficult road 
particularly in weathering criticism from the Armenian 
diaspora. Sanberk and Erguder claim from their personal 
experience that Turks have been far less critical than 
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Armenians of the TARC. However 

followed in Turkey. At the same time 

hear such criticism in Istanbul as well. Most recently 

example 

Turkish-Armenian Business Development Council (a commercial 
group that also promotes people-to-people and commercial 
activities) 

the Armenian and Turkish communities are fed up with TARC and 
are eager for \"a new approach.\" 
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also very critical of the 2000 tax reform. A reform of the 
federal-state revenue sharing system was needed along with 
it: tax reforms alone are useless. 


4. (SBU) Klaer regretted the tensions in German-American 
relations and stated that Minister-President Beck would 
personally insist on ensuring that the U.S. military will be 
able to perform its missions from Germany during a possible 
Iraq war. Security measures to protect American 
installations will be further enhanced in case of a military 
conflict. 


5. (SBU) Klaer 

Brussels 

Convention. A result can be presented at the end of 2003 
which then has to be passed by the EU member states. The EU 
expansion candidates are also represented in the convention. 
He reported that in the beginning Great Britain tried to 
dominate the Convention but failed. The Convention is 
following the 200-year-old American constitutional example. 


6. (SBU) Economics Minister Bauckhage expressed similar 
concerns about the state of the German economy. Germany\'s 
social system and its bureaucratic apparatus need a complete 
overhaul. Bauckhage stated that Minister-President Beck 

also considers drastic reforms essential and unavoidable. 
Unlike Klaer 

Beck\'s influence on the national SPD leadership. Bauckhage 
felt Germany was in danger of sliding into the same 

situation as Japan. \"The door to deflation has been 

opened 

they are saving their money and consumption is collapsing. 

He also criticized the planned investment program of the SPD- 
Green government as ineffective: he doubts that Schroeder 
has the political will to push through reform. He predicted 

that the national government might sail into heavy weather 

if unemployment is still close to five million by the end of 

2003 

years of Chancellor Helmut Kohl\'s administration. The FDP 
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should have left the national coalition when the CDU failed 
to implement tax reform. Bauckhage also called for a 
simplification of the German tax system. \"Everyone in the 
Chancellery should take Economics 101 


7. (SBU) Bauckhage also emphasized the need for an 
effective 

emotional issue and should be handled with care by all 
parties. There are certain taboos in Germany 

not be touched by politicians 

controversial campaign brochure 

which Bauckhage felt cost the FDP and the CDU the election 
victory last fall. 


8. (SBU) Bauckhage also criticized Schroeder\'s strategy of 
playing the Iraq card during national and state election 
campaigns. Schroeder\'s foreign policy has already created 
problems in diplomatic circles and might lead Germany into 
international isolation. He said the strained bilateral 
relationship will have a negative impact on U.S. military 
installations in Ramstein and Spangdahlen 

considerable economic importance to the state. Bauckhage 
worried that troops now deployed in Iraq may not return to 
Germany. 


9. (SBU) Comment: The SPD-FDP coalition in Rheinland-Pfalz 
is unique in Germany. Both coalition partners agree that 
drastic reforms are needed at the national level 
immediately. There is palpable concern 

the Rheinland-Pfalz SPD and FDP 

in unions and the SPD Bundestag caucus is too great. 
Schroeder might fail in his efforts to move the country 
forward. The Rheinland-Pfalz SPD hopes that Minister- 
President Beck 

at the national level to help move things in the right 
direction. There is also real concern in the state about 
tensions in the German-American relationship. With two 
large U.S. military bases in economically weak regions 
thousands of jobs could be lost if bases downsize or close. 
In addition to the already desolate economic situation 
leading politicians in the state are afraid that U.S. troops 
might leave Rheinland-Pfalz. End Comment. 


10. (U) This message was coordinated with Embassy Berlin. 
BODDE 
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Erdogan the Man 
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4. (U) Although impossible to quantify 

and political savvy have also been key factors in his success 
as a politician (see ref A for more detail). Erdogan has 
supporters throughout Istanbul and in all walks of life. 

When asked why they like him 

that he is someone they can trust. Erdogan was a fresh face 
a talented football player 

-- all political assets in a country that is chronically 
disappointed with its politicians 

Erdogan\'s predecessor 

residents also respected Erdogan\'s faith and devotion 
although his Islamist credentials were somewhat alarming and 
controversial among the secularist establishment and public 
media. This controversy was fueled by pre-election promises 
to build a mosque in Taksim square and close the city\'s 
brothels 

alcohol in municipal facilities and to close the cafeterias 
during Ramadan. 


Targeting the Urban Poor 

5. (C) Once in office 

bolster his public support and reward those who elected him 
by devoting his efforts to addressing the needs of the urban 
poor. The standard mantra used by Erdogan supporters to 
characterize his term is one in which corruption was replaced 
by honest administration and city services were actually 
delivered. This view enjoys much popular resonance. When 
before the election we asked Erdogan supporters why they 
backed him 

things done in Istanbul.\" Erdogan himself pointed to his 
success in such areas as increasing water fee collections 
25-fold to 25 million USD 

itself from reliance on foreign donors to provide this 
essential service. More generally 

stressed the city\'s improving budget picture during his 
tenure 

a surplus and civic investments expanded dramatically. 
Scrutiny of Istanbul's budget books confirm some but not all 
of these points. In contrast to earlier periods 

under Erdogan consistently ran a budget surplus. Public 
investments were not sacrificed to meet day-to-day 
obligations 

the rest of the budget. 


6. (C) Many of our interlocutors point to the roads 
and water networks built in the poor suburbs 
Erdogan with improving the quality of life for millions of 
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Istanbul residents. Erdogan gets less praise from middle and 
upper-class Istanbul residents 

richer neighborhoods of Besiktas 

which continued to experience the chronic urban challenges of 
pollution and congestion. Here 

often credited with completing the first line of IstanbulVs 
underground metro 

constructing an extensive natural gas network. Former Mayor 
Dalan claims that Erdogan had no \"vision\" and failed to 
implement any major 

that had been in the pipeline for years. He says that 

Erdogan called him to personally apologize for abandoning 
Dalan\'s plan to revamp Taksim Square by rerouting traffic 
through underground tunnels. But even Dalan admits that 
Erdogan was significantly better than his predecessor Sozen 
and concedes that Erdogan \"tried.\" Rusen Cakir 

journalist with the Vatan daily newspaper and author of a 
book on the Refah Party and a biography of Erdogan himself 
told poloff that from the beginning Erdogan saw Istanbul as a 
platform for higher political ambitions. As a result 

Erdogan worked hard to cultivate a broad constituency and 
develop a reputation as an honest 


Corruption 

7. (C) If there is agreement that the depiction of Erdogan as 
a mayor who got things done has a strong base in reality 
more questions surround the argument that he ran a clean (or 
\"ak\") government. Views differ as to Erdogan\'s personal 
complicity in the various corruption scandals of his 
administration 

there is smoke 

possible that the prosecution of the cases against Erdogan 
may have been politically motivated 

what we have heard from Istanbul contacts in a position to 
know point to an extensive pattern of corruption (see refs A 
and B for further details). The major scandals involved 
corruption in the awarding of public tenders for the city 
natural gas distribution system 

cleaning up the Golden Horn 

shuttle bus service 

Erdogan was also charged with misappropriating funds by 
manipulating data on the electronic tickets used for the 
city\'s transportation services and for renting out municipal 
advertisement billboards for below-market prices. He has 
been acquitted from all but one of these cases 

there is still a possibility that other cases could still be 
opened. 
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8. (C) Former Istanbul CHP Chairman Mehmet Boluk 

least partially responsible for collecting the evidence that 

led to these cases 

began under Dalan 

heights under Erdogan. Rusen Cakir disagrees 

while corruption took place under Erdogan 

centralized and controlled (and therefore less in absolute 
terms) than under Dalan and Sozen. In any case 

of corruption has been the same. Mayors have used their 
power to award and cancel public tenders to funnel money to 
favored companies. These companies 

favor by making payments into personal bank accounts or to 
favored charities. Another well-informed observer of Turkish 
politics told us that in many cases political parties simply 
send their campaign expenses to such companies 

pay them and conceal the payments as assorted business 
expenses. Rusen Cakir and others have told us that the 
proceeds of corruption during Erdogan\'s administration were 
primarily directed to charities and a select group of people 
and not widely disbursed through the city administration. 

9. (C) How did Erdogan manage to keep his hands clean and 
escape responsibility? Boluk 

investigative journalist (who also gathered and presented 
evidence against ErdoganYs CHP predecessor Sozen) 

that the various cases have been dropped largely as a result 
of political pressure from Erdogan and his supporters. Boluk 
cited the AKBIL (electronic ticket) case as an example. 

After failing to appear for three consecutive court dates 
Erdogan finally came to court with a new legal team that 
included two retired judges from the same court. Without 
explanation 

dropped. In other cases 

matters have led to charges being dropped due to a statute of 
limitations clause. There are still outstanding charges 

related to the IGDAS case 

has kept the file on his desk for months. 


10. (C) Among the public 

because of the widely-shared belief 

1997 conviction for \"Islamist sedition\" 

secular establishment was hounding him and using the legal 
system to pursue political ends. In addition 

\"mainstream\" politicians who ran Istanbul 

benefits from a perception 

Islamist politicians 

plowed back either into city services-- via purchases of 
ambulances 

impoverished districts-- or in party/movement building rather 
than venal pocket-lining. (Note: As ref A notes 
VestablishmentV" contacts confirm that this perception had an 
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important basis in reality 

have preferred the older system to being forced to contribute 
to causes in which they did not believe. End Note.) AK\'s 
move away from piously Islamic rhetoric to more mainstream 
issues 

presumably more traditional political figures 

harder for Erdogan to maintain this political teflon. 


Erdogan\'s Cronies 

11. (C) Many of the other defendants and people who 
presumably profited from these scandals have accompanied 
Erdogan and the AK party to Ankara. The president of a think 
tank with close links to the Turkish government and state 

told us that although other AK parliamentarians and party 
people may be fiercely ideological 

group is motivated primarily by its loyalty to Erdogan. 
Transportation Minister Binali Yildirim 

Director of the Istanbul Sea Bus 

corruption charges that took place under Erdogan. Energy 
Minister Mehmet Hilmi Guler was an adviser to Erdogan and an 
IGDAS (Istanbul Natural Gas Distribution Company) board 
member and a defendant in the natural gas corruption case. 
Among those who are rumored to be added to a new Erdogan 
cabinet next week are Idris Naim Sahin and Akif Gulle 

of whom worked with Erdogan in Istanbul and were implicated 
in various corruption scandals. There are also more than a 
dozen other AK parliamentarians that were implicated in the 
various Erdogan corruption scandals. Separately 

of several major city-managed firms during Erdogan\'s tenure 
and other Erdogan advisers have since been newly appointed to 
lucrative positions as the heads of state-owned companies 
including Turkish Airlines 

Petroleum Refineries Corporation 

Directorate. 


Comment 

12. (C) Was Erdogan a successful mayor? The answer depends 
on whom you talk to and what constitutes success in their 
minds. One thing is clear 

mandate 

regarding his Islamic leanings 

constituency that elected him. He had little time for 
grandiose new plans 

to providing municipal services to the urban poor. In the 
process he may well have enriched a circle of friends and 
supporters 

eventual establishment of the AK Party and its success at the 
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polls in 2002. Among the AK parliamentarians and other 
power-brokers that have relocated to Ankara 

that there is a sizable group that is motivated more by 
loyalty to Erdogan (and perhaps by simple greed) than by 
ideological considerations. As for Erdogan himself 

service as Istanbul Mayor is any guide 

Minister will be primarily devoted to solidifying and 
expanding AK\'s voter base. And although that base has 
expanded considerably beyond the urban poor of Istanbul 
still remains largely disenfranchised and conservative. 
Satisfying this segment of the Turkish population while 
operating under the rigid austerity of Turkey\'s IMF program 
will be among Erdogan\'s greatest challenges. End Comment. 
ARNETT 
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HADEP came immediately after the ECHR ruling calling for the 
retrial of PKK leader Ocalan. The paper sees the 
development as another instance of Turkey\'s defiance of 
Europe. 


EDITORIAL OPINION: 


1. Post Djindjic assassination in Serbia and the Balkans 
2. Iraq and US-Turkey relations 


\"Djindjic was victimized by foreign intervention\" 

Ferai Tinc commented on the assassination of the Serbian 
leader in mass appeal Hurriyet (3/14): \"Djindjic was killed 
on the eve of a meeting to shape Kosovo\'s future structure. 
Although a decade has already gone by 

dissolution of the former Yugoslavia has not yet been 
concluded. Djindjic was one of the victims of the ‘divide 
and restructureY process. . Djindjic had found himself 
trapped between his efforts to clean out the country\'s 
underworld figures and organizations on the one hand 
foreign pressure about Kosovo on the other. The internal 
situation also did not help him 

movements continued to flourish at a time of economic 
difficulty. The demise of Djindjic opens a new page in the 
Balkans story. It also shows that none of the Balkan- 
related problems 


V Bush pressures; Erdogan resists\" 

Murat Yetkin commented in the liberal-intellectual Radikal 
(3/14): \"President Bush sent a letter to AKP leader Erdogan 
which 
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diplomatic courtesy. Yet Erdogan 

Turkish Foreign Ministry 

separate parts. The decision is to continue cooperation 
between Turkey and the US 

the request for permission to open Turkish airspace for US 
air strikes. Erdogan believes that neither the political 

nor the legal framework is ready for requesting this 
permission from the parliament. The parliament 
authorization will be initiated as soon as the new 
government is formed 

of confidence. . Nobody can possibly predict where this is 
going to go. But one thing is clear: Washington is 
increasing the pressure 


PEARSON 
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taken a big risk and failed on the deployment resolution 
March 1 

this front he needs to: 1) win a confidence vote and thereby 
2) prepare the groundwork for an overwhelming victory on any 
new resolution. 

PEARSON 
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downplayed the seriousness of the strike action 

teachers are \"prone to strike in the final year of an 
administration 

strike through negotiations in the previous years of the 
Portillo Administration. Torres estimated that only 20 

of the 80 

demonstrations at any one time. (Comment: The timing of 
this strike cost Torres the chance to run for Congress in 
November. To do so 

resign his executive branch position in January 

before the beginning of the campaign period. End Comment.) 


5. (SBU) Torres said that the GOG is not willing to pay the 
strikers for the lost month of February. The GOG is also 

firm about firing 10 

that in response to the strike 

the fact that GOG spending on education goes well beyond the 
education ministry budget figure (e.g. school-building under 
the Social Funds Institute) and is equivalent to nearly 4% of 
GDP. Teacher-training will continue but classes will be held 
on Saturdays instead of during the school week. The joint 
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committee to discuss unresolved issues will meet daily and an 
agreement will be signed only after all issues are 

negotiated. Torres said that President Portillo will issue a 
Governmental decree instituting a gradual decentralization 
strategy to put school management (including hiring) in the 
hands of parents. (The President did so on March 13.) 


6. (U) The 51-day teachers strike reportedly cost the lives 
of four teachers; three in traffic accidents during marches 

or mobilizations 

Moises Fuentes 

reportedly murdered by unknown assassins in Mazatenango 
province sometime during the week of March 4. Fuentes told 
press on March 8 that he was not sure whether his brotherVs 
murder had any connection to his participation in the strike. 
As of March 12 

Special Prosecutor for Crimes Against Unionists. 
Ambassador Raises GSP with GOG 


7. (SBU) On March 11 

for more vigorous investigation of unresolved crimes against 
labor leaders with Attorney General de Leon and Minister of 
Government Reyes Calderon. The Ambassador warned that 
languishing investigations of violent crimes against labor 
leaders will come under increasing scrutiny as a decision on 
GSP petitions looms in mid-April. The GOG must start 
focusing on specific cases and arresting and prosecuting 
those responsible. The Ambassador cited the three most 
recent murder cases (of Carlos Francisco Guzman Lanuza 
November 27 

2001; and Oswaldo Monzon Lima 

promised to work together (the National Civil Police are 
responsible for early stages of an investigation 

Special Prosecutor for Crimes Against Unionists for the 
latter 

cases in the short run. De Leon said he would activate the 
Public Ministry\'s Special Prosecutor\'s office to resolve 
these cases. 


8. (SBU) RefTels B-G report on the Ambassador\'s meetings 
with President Portillo on February 25 

Victor Moreira on March 3 

and February 28 

In each meeting 

rights and the need for the GOG to make additional efforts to 
respond to GSP petition cases and concerns. The Ambassador 
will discuss the petitions with AFL-CIO and International 

Labor Rights Fund representatives on March 24. 


Ambassador Cites Importance of Labor Rights in AmCham Speech 
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9. (U) The Ambassador used the occasion of a public speech 
before the Guatemala-American Chamber of Commerce on the 
challenges and opportunities facing Guatemala to highlight 
the importance of labor rights in the context of negotiations 

on a U.S.-Central Amercia Free Trade Agreement. Earlier 
remarks to the press by the Ambassador after he met with 
Labor Minister Moreira on March 3 were reported the next day 
in prominent daily WPrensa Libre\" under the headline \"He 
Brings Petition for Labor Improvements. Though the reporter 
misquoted the Ambassador saying Guatemala continues to 
violate the right to association\" (this conclusion should 

have been ascribed to the GSP petitions). However 

article accurately stated USG concerns about violence against 
union leaders and labor rights and gave background 
information about pending GSP petitions against Guatemala. 


MOL Coordinating GOG Response to GSP 


10. (U) In an interview televised on March 5 

Moreira stated that the USG is concerned about progress on 
the cases included in GSP petitions. He said the Labor 
Ministry is seeking the cooperation of the Public Ministry 

and the judiciary to prepare an official response to the GSP 
petitions by the end of April. (LabAtt subsequently urged 

the ministry to complete its report sooner 

April 15 interagency review of GSP petitions.) An officer of 
the Supreme Court later called LabAtt asking for Spanish text 
of the GSP petitions 


GOG CAFTA Team Meeting with Labor Sector 


11. (SBU) On the trade front 

Cohen invited labor sector representatives (from unions and 
employer organizations) to a discussion with negotiators on 
March 12. This is the second such forum since CAFTA talks 
began 

program. Labor Vice Minister Antonio Monzon is currently 
leading the GOG CAFTA team on labor issues 

session with Cohen. (Note: Luis Fernandez 

Corp. 

End Note.) Homero Fuentes 

labor expert 

low union attendance and a preoccupation with particular 
union interests. Fuentes said the Danish Aid Council and 
Friedrich Ebert Foundation will attempt to bring the key 

labor federations together to focus on the CAFTA negotiation 
in coming months. A conference of Central American unions 
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(ORIT) will meet in Guatemala the week of March 24 to share 
views on the CAFTA negotiations. 


12. (SBU) CACIF Labor Commission Chief Carlos Arias 
requested an urgent meeting of the Commission with EconCouns 
and LabAtt on March 12 to discuss what he perceived as 
Cohen\'s intention to \"railroad through" an ill-considered 

plan to establish duplicative forums among the GOG 

employer representatives to discuss four labor themes as part 
of the CAFTA labor talks: 1) child labor 

health and safety 

discrimination. EconCouns said that Cohen had told him that 
his efforts were part of an outreach strategy to labor 

an attempt to put specific labor issues onto the CAFTA 
negotiating table. LabAtt and EconCouns encouraged CACIF to 
work with the GOG CAFTA negotiating team to address 
perceptions of Guatemala\'s weakness protecting fundamental 
labor rights. Any CAFTA agreement must include a binding 
labor clause. The Chile agreement reportedly includes an 
innovative mechanism to sanction labor rights violators. 
LabAtt noted that Guatemala still has much work to do to 
comply with its ILO commitments. Arias said CACIF would 
support an agreement which binds each member country to 
enforce its own labor laws and international conventions it 

is party to 

violators rather than sanctioning sectors or countries 
wholesale 


GOG Announces Aid to Campesinos 


13. (U) On February 10 and March 3 

highways and marched to demand relief for effects of the 
coffee crisis 

March 10 

million) in response to demands from the Agrarian Platform 
the ad-hoc umbrella organization of campesino groups which 
has been in dialogue with the GOG since last year. Campesino 
demands include food aid to 50 

resources for FONTIERRAS 

purchase land for the landless; a subsidy and program to rent 
land to campesinos; an end to efforts to dislodge squatters; 
publication of the names of plantations with labor problems; 
and support to small and medium-sized coffee producers. 


15. (U) In February 

(CODECA) reported results of a survey of 7 

coffee 

that only 13% of these workers received the legally-mandated 
minimum wage ($4.00/day) or more. The lowest-paid twenty 
percent of the workers received less than $2.50/day. Coffee 
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and sugar producers complained in February of the lack of 
workers in Guatemala 

wages across the border in Mexico. (In Mexico 

paid up to $5 for 100 pounds of coffee beans picked 
Guatemala the rate is closer to $2.50.) In addition to 
increased emigration 

stayed home this harvest season falsely expecting payment for 
their services as members of the civil self defense patrols 
during the 36-year internal conflict. Coffee sector 
employment declined from 655 

588 


Labor Snippets 


16. (U) FESTRAS 

has appealed for international solidarity in support of its 

efforts to compel collective bargaining at PepsiVs local 

bottler 

unionized and recently reached a new collective bargaining 
agreement with its union 

less than 5%. The labor code requires 25% union membership 
to compel collective bargaining. FESTRAS argued (and lost in 
court) that the 25% membership requirement should not apply 
in companies which had entered into previous collective 
bargaining agreements. It also believes that Mariposa fired 
100 workers in 2002 to rid itself of unionized workers. 

Mariposa management denied this allegation and told LabAtt 
that the reduction was due to closure of a line of production 

(of mostly non-unionized workers) due to efficiencies in its 
plastic bottling line. Mariposa executives refuse to meet 

with FESTRAS (but have met with Mariposa\'s own (weak) union) 
and believe a conspiracy exists to discredit Mariposa 
supported by Coke and the local beer monopoly 

resisting Mariposa\'s diversification into beer production. 

17. (U) Employment Figures: Newly-released survey data from 
the National Institute of Statistics from May-June 2002 shows 
that of the population aged 10 and above (8 

employed 


18. (U) Failing Banks and Labor Strife: Reynaldo Gonzalez 
Secretary General of the Bank Workers Union (FESEBS) and 


SIPDIS 

leaders of union of workers of the National Mortgage Bank 
told LabAtt on March 11 that despite reinstallation orders 
from the courts 

illegally-fired workers. Bank lawyers are fighting similar 
legal petitions for 150 others who were illegally fired 
according to the union. Union members believe the illegal 
firings under the guise of streamlining (CHN is absorbing 
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other failing banks) are intended to reduce union membership. 
This case is one of those highlighted in the AFL-CIO GSP 
petition. 

HAMILTON 
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too.\" Ambassador explained that the legislator concerned 
took human rights issues very seriously 

million remained in ongoing programs 

could be ratched up if the Benue issue were not resolved. 


3. (C) The Ambassador then raised World Airways\' 
application to operate air service to Nigeria 

World was a fully-qualified carrier certified by the U.S. 
Department of Transportation and that there should be no 
issue. Obasanjo agreed and asked what the problem was. 
The Ambassador replied that there appeared to be a conflict 
between the Minister of Aviation and the travel agency 
marketing the tickets 

solution was for World to find a different marketer. 
COMMENT: The Embassy is not privy to the details of 
World\'s $22 million contract with RiteTime 

that Obasanjo\'s solution may not be viable. RiteTime 
World Airways 

assuming the majority of the risk involved 

payment of a $250 

our conversations with World Airways officials last week 
without RiteTime 

END COMMENT. 


4. (C) The Ambassador advised President Obasanjo that there 
was one more bit of information that he need to pass along: 
(Obasanjo joked saying that the Ambassador initially 

indicated that there were only two issues that he wanted to 
raise). The effort to gain Category | certification for 

Nigeria was at risk because the independence of NCAA 
(Nigeria Civil Aviation Authority) from the Ministry of 

Aviation was not assured. The draft legislation stipulated 

that the Minister \"may\" give NCAA independence; the 
operative verb needed to be \"shall.\" Obasanjo said \"may\" 
would become \"shall\" if he could make the change. COMMENT: 
The legislation in question has not yet passed the National 
Assembly 

The problem is that Minister Chikwe does not want to give 
NCAA independence 

will significantly weaken her authority. We hope Obasanjo 

will hold the line. END COMMENT. 

JETER 
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are occupied 

claimed that no modernization activities were 
indeed being conducted at the port. 


3. Radikal/Sabah/Evren: Regarding Abdullah 
Ocalan\'s trial at the State Security Court (SSC) 
the European Human Rights Court (EHRC) rendered 
its verdict 

and 3rd Paragraphs of Article 6 of the European 
Human Rights Convention. Turkey has been found 
guilty for exceeding the alloed detention period 
not providing a fair trial 

(specifically for giving the death penalty to 
Ocalan). The EHRC did not find replacing of the 
military judge with a civilian one sufficient for 

fair trail 

were not given time and means required for 
defense. The lawyersY claim that Abdullah Ocalan 
was arrested in 

Turkey in an illegal way and thus subjected to 
discrimination was refused by the court. The 
court also announced that there had been no 
violations in Ocalan\'s imprisonment conditions. 
Despite the violations 

Turkey pay any indemnities other than the sum of 
100 

court\'s decision 

said the infringements of their defense rights 
were obvious 

decision concerning illegal arrest 

other articles. Turkey 

to the court\'s decision 

grounds. 


4. Evrensel/Hurriyet: Cukurova University 

students protested US-led war on Iraq by throwing 
eggs at posters of President Bush yesterday. The 
students 

Education Faculty 

danced folk dances 

versus war. 

5. Evrensel: Ten students from Gaziantep 
University were detained on charges of pro-KADEK 
activities. Emine Celebi 

Womens\' Flank of DEHAP in Kars 

for saying \"No to Isolation (in Prison)\" during 
March 8 International Women\'s Day demonstrations 
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was released by the court. 

6. Bolge: Adana DEHAP\'s weekly V'sit-in at Inonu 
Park to protest aainst war and against isolation 

in prisons has turned into a tradition. The 
security forces took away V'No to War and 
Isolation" banners carried by DEHAP supporters. 
DEHAP\'s Provincial Chairman 

declared that the seizure of the banners by the 
police was an anti-democratic act 

would continue sitting in the park. 


7. Hurriyet: It has been determined that foreign 
media representatives following developments in 
Mersin and Iskenderun ports have given small 
cameras and offered money to truckers to take 
pictures inside the ports. Security officials 

also determined that the foreign reporters have 
offered money to truckers operating between 
Turkey and northern Iraq. Evaluating this 
information 

General Staff (TGS) decided that any reporters 
detected doing so would be deported from Turkey 
immediately and truckers receiving money would be 
severely punished. Some Spanish reporters who 
were given a five-day permission by TGS to 
observe the meeting of the Iraqi Opposition in 
Selahaddin in Northern Iraq but subsequently did 
not return to Turkey will definitely not be 

allowed to reenter Turkey. The Spanish Embassy 
wrote an apology to the Turkey Foreign Ministry 
but the TGS\'s response was that Turkey was a 
serious country 

reporters earlier 

exception. 


8. Radikal: Ambassador Pearson denied 
allegations that the US had gone beyond the 
permission given within the framework of the 
modernization project for Turkish bases. 
Ambassador Pearson said: \"All of our ongoing 
activities are within the framework of the 

permission given for the modernization of the 

bases on February 6. We are behaving honestly and 
carefully. V 


9. Sabah: After Mesut Barzani 
Talabani has also started sending messages to 
Ankara through the western press. In an exclusive 
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interview with the Italian La Repubblica paper 
Talabani said Turkish soldiers should return to 
Turkey after Saddam\'s regime was ended 
Americans should leave at most one hour after 
their job in Iraq was concluded. In response to 
what would happen if Turkish troops entered 
Northern lraq alone 

enter only in limited numbers to a certain place 
along with the Americans. Talabani said the 
Turkish FM Undersecretary 

that Turkey would not disarm the peshmergas and 
that the Turkish operation would be for 
humanitarian assistance. When asked if he 
believed Turkey\'s intervention would be limited 
the Kurdish leader said they were very anxious 
about it but with the US they felt more 
comfortable. 


10. Milliyet: The Iraqi Turkomen FrontVs 
representative for Turkey 

that the Turkomen were under great threat 
that they asked for protection from the UN 
US 

in the region 

secret plans 


SIPDIS 

moment the war started. He said that the Kurdish 
groups had agreed among themselves to enter 
Kirkuk. Ziya said the US and Turkey had pledged 
that they would not allow such a thing to happen. 


11. Radikal/Dunya: The US and Turkey are 
preparing to receive 600 

who could come to the Turkish border in a war on 
Iraq. The relief that will be provided by the 

United Nations (UN) will be extended to refugees 
on the Iraqi side of the Turkish-lragi border. 

The Turkish Red Crescent is already deployed at 
the border. 

HOLTZ 
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TOURISM IS THE SINGLE LARGEST SOURCE OF FOREIGN REVENUE FOR 
CROATIA 

BELIEVE THAT HOSTILITIES IN THE GULF WOULD NOT DIRECTLY 
AFFECT CROATIAN TOURISM. THERE ARE EVEN SOME WHO BELIEVE 
HOSTILITIES WOULD HELP CROATIA BY KEEPING EUROPEAN TOURISTS 
AFRAID TO TRAVEL FAR 
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HOWEVER 

ITSELF -- COULD HAVE A DISASTEROUS NEGATIVE EFFECT ON 
TOURISM AND THE ECONOMY. 


2. (SBU) MOST LOCAL ECONOMISTS BELIEVE THAT 

PROLONGED PERIOD OF HIGHER OIL PRICES WOULD ALMOST CERTAINLY 

HAVE AN EFFECT ON THE ECONOMY 

WOULD HAVE ONLY A MARGINAL EFFECT. PRE-WAR JITTERS MAY ALSO 

HAVE A HARD-TO-MEASURE EFFECT ON CONSUMPTION AND EXPORTS. 
CONFIDENTIAL 
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END SUMMARY. 


3. (U) THE HEAD OF THE CROATIAN EMPLOYERSY ASSOCIATION 

SPECULATED THAT 

IN EUROPE 

EXTREME EXAMPLE THE SITUATION A FEW YEARS AGO WHEN THE NATO 
CAMPAIGN OVER NEARBY KOSOVO WAS LAUNCHED AND WESTERN EUROPEAN 
COMPANIES SHUNNED CROATIA AS PART OF AN WUNSTABLE AREA.\" 

CRUISE SHIPS HAD PROBLEMS SECURING INSURANCE FOR ENTERING A 
SUPPOSED WAR ZONE. 


4 (C) REVENUES FROM TOURISM ACCOUNTED FOR 18-20 PERCENT OF 
CROATIA\'S GDP IN 2002. DESPITE UNCERTAINTIES OVER IRAQ 

INITIAL BOOKINGS FOR THE 2003 SEASON HAVE BEEN EXCELLENT. 
ADDITIONAL BORDER CONTROLS COULD SLOW DOWN TRAVEL VIA 
PERSONAL VEHICLES 

CROATIA. HOWEVER 

BEEN IN PLACE SINCE SEPTEMBER 11 

EFFECT. NAYSAYERS SPECULATE THAT ALLOWING FOR PASSAGE OF 
COALITION AIRCRAFT COULD ALTER FLIGHT SCHEDULES 

COULD INCREASE IF INSURANCE FEES GO UP. 


5. (U) THEN THERE IS THE OPPOSITE POINT OF VIEW. MINISTER 

OF ECONOMY LJUBO JURCIC RECENTLY SAID IN AN INTERVIEW WITH 

BUSINESS WEEKLY \"POSLOVNI TJEDNIK" THAT A WAR IN IRAQ COULD 

ACTUALLY HAVE POSITIVE EFFECTS ON CROATIA 

PARTICULARLY ON TOURISM. \"IT IS EXPECTED THAT EUROPEANS WILL 
CONFIDENTIAL 
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CHOOSE TO TRAVEL TO CLOSER DESTINATIONS RATHER THAN TO ASIA 
AND OTHER DISTANT PLACES 

OF CROATIA 

DESPITE DIRE PREDICTIONS OF A CRISIS IN TOURISM 
POST-SEPTEMBER 11 
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OVER A DECADE LAST YEAR 

ATTACKS. JURCIC\S OPTIMISTIC COMMENTS WERE ECHOED RECENTLY 
BY PRESIDENT MESIC IN THE DAILY 


6. (C) INA FEBRUARY 25 MEETING WITH THE AMBASSADOR 

MINISTER ZELJKA ANTUNOVIC EXPRESSED CONCERN ABOUT CROATIAYS 
VULNERABILITY TO REACTIONS EMANATING FROM NEIGHBORING BOSNIA 
AND HERZEGOVINA (BIH) TO HOSTILITIES IN IRAQ. SHE WORRIED 

THAT THE GOC DECISION TO PROVIDE LIMITED LOGISTICAL SUPPORT 
FOR POTENTIAL ACTION IN IRAQ COULD MAKE CROATIA MORE OF A 
TARGET. 


7. (U) THESE CONCERNS ARE ECHOED IN THE PRESS BY A NUMBER OF 
CROATIAN ACADEMICS AND COMMENTATORS WHO POINT TO THE PRESENCE 
OF AL-QAIDA TERRORIST CELLS IN BIH. V'THEY WILL PRIMARILY 

TARGET COUNTRIES SUCH AS GREAT BRITAIN AND THE U.S. 
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E.O. 12958: DECL: 03/07/2013 
TAGS: ECON 
SUBJECT: IMPLICATIONS FOR CROATIAYS ECONOMY OF WAR WITH IRAQ 


ONE CROATIAN POLITICAL SCIENTIST 

MEASURES THERE COULD EASILY DIVERT THEM TO OTHER COUNTRIES 
SUCH AS CROATIA 

GROUP STATEMENT ON IRAQ.8 


8. (SBU) ACCORDING TO THE MINISTRY OF ECONOMY 

OF OIL INCREASES DRAMATICALLY BECAUSE OF HOSTILITIES IN IRAQ 

THE MINISTRY WOULD INTRODUCE MEASURES TO CUSHION A PRICE 
SHOCK 

SUBSTANTIAL PORTION OF THE PRICE. THIS OF COURSE WOULD HAVE 
AN ADVERSE EFFECT ON THE BUDGET 

PRESSURE ON BOTH THE REVENUE AND EXPENDITURE SIDES. MANY 
OBSERVERS ALREADY DOUBT THAT THE GOC WILL MEET THE TARGETS IN 
ITS PRECAUTIONARY IMF AGREEMENT. 


9. (U) ON FEBRUARY 20 
MANDATORY SUPPLIES OF OIL AND PETROLEUM PRODUCTS\" AIMED AT 
BULKING UP THE OIL RESERVES FROM A 15-DAY TO THREE-MONTH 
SUPPLY. WHILE THE PRESS LINKED THIS MEASURE TO THE 
POSSIBILITY OF A WAR IN THE GULF 
THE RESULT OF A LONG-PLANNED EFFORT TO MAKE CROATIAN 
LEGISLATION TRACK WITH EU REQUIREMENTS 

CONFIDENTIAL 
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OF THE ENERGY DEPARTMENT AT THE MINISTRY OF ECONOMY. 


10. (U) THE EFFECT OF THE DECREE IS GRADUAL: MAJOR IMPORTERS 
(INA 

PERCENT OF THE MARKET) MUST HAVE IN STRATEGIC RESERVES\" THE 
EQUIVALENT OF 10 PERCENT OF THE PREVIOUS YEAR\'S IMPORTS BY 
APRIL 1. THIS NUMBER WILL INCREASE TO 15 PERCENT BY JANUARY 

| 
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MAINTAIN 25 PERCENT OF THEIR PREVIOUS YEARVS IMPORTS -- I.E. 

A "THREE MONTH SUPPLY." THE PRODUCTION DEPARTMENT AT INA 
TOLD US THAT THE COMPANY HAD BEGUN BUILDING UP ITS STOCKS 
THREE MONTHS AGO 

INA IS ALSO ABLE TO COUNT A CERTAIN AMOUNT OF CROATIA\'S 
PROVEN OIL RESERVES TOWARDS ITS STOCKS. THEREFORE 

NOT HAVE TO GO OUT AND BUY LARGE STOCKS OF PETROLEUM AT 
TODAYVS HIGH PRICES. 


11. (U) INDEPENDENT ECONOMISTS HERE AGREE THAT VOLATILITY IN 
WORLD OIL PRICES COULD HAVE ADVERSE EFFECTS ON CROATIA 
ECONOMY. SUSTAINED HIGHER OIL PRICES COULD BUMP UP INFLATION 
AND PUT DOWNWARD PRESSURE ON THE CROATIAN KUNA. DEPENDING ON 
THE DURATION OF A MILITARY CAMPAIGN 
SECURITY MEASURES COULD PUT ADDED PRESSURE ON THE STATE 
BUDGET BY LOWERING REVENUES FROM TOURISM. ACCORDING TO ONE 
ESTIMATE PUT OUT BY A GROUP OF BUSINESSES 
EXTENDS LONGER THAN TWO TO THREE MONTHS THE STATE BUDGET 
COULD SUFFER $200 MILLION IN LOSSES AND PROJECTED GDP GROWTH 
CONFIDENTIAL 
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IN 2003 COULD BE TRIMMED BY 0.8 PERCENT. 


12. (U) SOME 53 PERCENT OF CROATIA 

TO THE EU 

THE CONFLICT. A RECENT ARTICLE CONTAINED INTERVIEWS WITH 
SEVERAL EXPORTERS. A FEW CROATIAN EXPORTERS NOTED PRE-WAR 
CONSUMER NERVOUSNESS IN OTHER MARKETS 

TURKEY. NO ONE DISCUSSED -- OR THE JOURNALIST DID NOT REPORT 
- THE POSSIBILITY OF EXPANDED EXPORT OPPORTUNITIES IN AN 

IRAQ UNDERGOING RECONSTRUCTION AND RENOVATION AFTER OVER A 
DECADE OF SANCTIONS. 


13. (C) KONCAR 

FIRM THAT EXPORTS TO IRAQ UNDER THE UN ADMINISTERED 
PROCUREMENT PROGRAM 

RAW MATERIAL PRICE INCREASES AS A NEGATIVE. ANOTHER COMPANY 
THAT EXPORTS DREDGING EQUIPMENT SAID A 26 MILLION EURO 
CONTRACT THAT IT HAD NEGOTIATED WITH A BELGIAN PARTNER AND 
THE IRAQ GOVERNMENT LAST SUMMER WAS EXPERIENCING DELAYS IN 
BEING FINALIZED. HOWEVER 

EXPRESSED HOPE THAT CROATIAN COMPANIES WOULD BENEFIT FROM 
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SIPDIS 


E.O. 12958: DECL: 03/07/2013 
TAGS: ECON 
SUBJECT: IMPLICATIONS FOR CROATIAYS ECONOMY OF WAR WITH IRAQ 


IRAQ\'S POST-WAR CONSTRUCTION. 


14. (SBU) A CONTACT AT THE MINISTRY OF FINANCE TOLD US THAT 
THE GOC HAS LITTLE OR NO OFFICIAL DEBT OUTSTANDING WITH IRAQ. 
A NUMBER OF CROATIAN COMPANIES HAVE BEEN OWED MONEY SINCE 
BEFORE THE GULF WAR 
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INCREMENTS OVER THE YEARS THROUGH THE UN COMPENSATION 
COMMISSION PROCESS. OUR CONTACT FELT THAT WHILE COLLECTIONS 
WERE A FRACTION OF CLAIMS 

VALUE OF WHAT THE COMPANIES COULD LEGITIMATELY EXPECT. 


15. (C) THE HEAD OF THE RESEARCH DEPARTMENT AT THE CROATIAN 

NATIONAL BANK ALSO DISCOUNTS ANY MAJOR EFFECTS ON THE 

CROATIAN ECONOMY 

SOON. FORTUNATELY 

OIL MAKES UP A FAIRLY SMALL SHARE OF THE TOTAL CONSUMPTION 

BASKET. THE NATIONAL BANK BELIEVES THAT IF OIL PRICES 

REMAINED AT $30/BARREL FOR A PROLONGED PERIOD (MORE THAN 

THREE MONTHS) 

POINT. \"THIS WOULDN'T KILL US 

INTERLOCUTOR TOLD US. ALSO 

ARE EXPECTED TO FALL SUBSTANTIALLY AFTER THE CONCLUSION OF 
CONFIDENTIAL 
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HOSTILITIES. 


16. (SBU) THERE WOULD BE A STRONGER NEGATIVE EFFECT ON THE 
BALANCE OF PAYMENTS. THE CROATIAN NATIONAL BANK ESTIMATES 
THAT THE CURRENT ACCOUNT DEFICIT COULD RISE BY 0.3 TO 0.5 
PERCENT OF GDP BECAUSE OF HIGHER OIL PRICES SHOULD PRICES 
REMAIN AT $30/BARREL FOR A LONG PERIOD OF TIME. 


17. (SBU) THE BANK ALSO TRIED TO LOOK AT THE EFFECT ON 
CROATIAN EXPORTS 

THE EFFECTS WERE IMPOSSIBLE TO QUANTIFY. OUR INTERLOCUTOR 
SAID IT WAS GENERALLY ACCEPTED THAT PRE-WAR UNCERTAINTIES 
WERE DAMPENING GROWTH IN EUROPE AND AROUND THE WORLD. 


18. (SBU) ALTHOUGH HOSTILITIES IN IRAQ LIKELY WOULD NOT HAVE 

A SIGNIFICANT IMPACT ON THE CROATIAN ECONOMY -- AT LEAST AS 
LONG AS THEY DO NOT DRAG ON -- THE OFFICIAL AND MEDIA 
ANGST-MEISTERS WILL CONTINUE TO PROPAGATE GLOOMY FORECASTS 
MAKE DUBIOUS CONNECTIONS AND PROJECT SCENARIOS TO EXTREMES. 
TERRORISM IN EUROPE (OR WORSE 

STATE OF EUROPEAN ECONOMIES WOULD MORE SEVERELY AFFECT THE 
CROATIAN ECONOMY. 

ROSSIN 
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travel to Geneva after visiting Washington on Monday March 
17. End Summary. 


2. (C) Polcouns and Poloff discussed U.S. priorities for the 
upcoming UN Human Rights Commission with Ministry of Foreign 
Relations Director General for Multilateral Affairs 
Ambassador Giovanni Castillo on February 13. Castillo said 
that the GOG shares the priority the USG places on human 
rights and agrees with many of our priorities at the UNHRC. 
He added that when we must disagree 

used this opening to point out that we may find less 
agreement this year on Cuba 

resolutions. Castillo expressed appreciation for information 
on our positions but stated frankly that Guatemala did not 
have the personnel resources to focus on all the issues 
citing the Zimbabwe resolution as an example. 


3. (C) On Cuba 

its position 

himself. Castillo pointed out that GOG cooperation with Cuba 
has improved markedly in recent months. He mentioned the 
Vice President\'s recent trip to the Island 

just-concluded Ministerial with Cuban Foreign Minster Perez 
Roque 

visit Cuba. Castillo stated that these closer ties with Cuba 
were bound to have an impact on the President\'s decision 
added that the USG decision to decertify Guatemala on 
narcotics cooperation may also be a factor in the decision. 


4. (C) On Iraq 

resolution 

oppose a military solution. He stressed that Guatemala 
understood that military action might be inevitable 
commented that the GOG is concerned about the possible 
economic impact of hostilities on Guatemala. Castillo said 
Guatemala is vulnerable to oil shocks and was already feeling 
the strain of higher prices. 


5. (C) On the Middle East resolutions 

GOG\'s position is evolving. He stated that the GOG was 
increasingly worried about the perception that Guatemala is 
anti-Arab and blindly supports Israel. Castillo said that 

Arab delegations at the NAM summit in Malaysia had exerted 
enormous pressure on the GOG representative to that meeting 
and that the Guatemalan delegation had returned concerned 
that Guatemala is overly exposed on these issues. Castillo 
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hastened to add that the Ministry had been analyzing its 

votes at the 58th UNHRC for some time. Castillo said that 
Guatemala had paid a high price for some of its earlier 

votes 

\"balanced.\" Polcouns commented that Guatemala\'s record at 
the last UNHRC had been very positive 

by many in Washington as forward leaning on promoting human 
rights in Cuba and the Middle East. This had earned the GOG 
significant recognition in Washington 

GOG could preserve that balance. 


6. (C) Castillo identified North Korea as the issue where 

our interest most fully overlap. Pressed for other issues of 
interest to Guatemala at the UNHRC 

reports related to Guatemala are scheduled to be presented 
and added that the rights of indigenous peoples and migrants 
are of perennial interest to Guatemala. Castillo informed us 
that Foreign Minister Gutierrez would be traveling to Geneva 
for the opening week of the UNHRC. He also noted that the 
new GOG Ambassador Ricardo Alvarado would represent Guatemala 
at this session. Castillo indicated that President Portillo 
trusted Ambassador Alvarado fully 

significant discretion on many of the votes. He indicated 

that on the more important votes (e.g. Cuba 

Iraq) 

himself 

Permrep Rosenthal and Ambassador Alvarado. 

7. (C) Comment: The decision on the Cuba vote will probably 
be made at the very last minute by President Portillo 

himself 

ultimately influence that vote (the Ambassador has engaged 
the Foreign Minister repeatedly on Cuba 

CICIACS human rights announcement on March 13). Guatemala\'s 
shift away from solid support for Israel may well be 

influenced by new Foreign Minister GutierrezVs 
pro-Palestinian sympathies. In the past GuatemalaVs votes 
for Israel have not been driven by requests from us 

rather were related to IsraelVs influence with the GOG. We 
will engage the Israeli Embassy in Guatemala to seek a common 
strategy for retaining GOG support for responsible votes on 
the Middle East 

to shore up Guatemalavs traditional support for our positions 
on resolutions involving the Middle East. 

HAMILTON 
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The conservative National Post opined (3/14): 
\"...Barring some blockbuster discovery by the 
inspectors 
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from Saddam 

chance of convincing their opponents on the Security 
Council to explicitly sign off on an invasion - and it 
is only a matter of days before they give up the UN 
procedure entirely. Given the stubborn pacifism of 
France et al. 

Still 

to bring the matter up for a vote at the Security 
Council - even in a losing cause. If they can get the 
minimum nine votes needed to pass the resolution 
either the French or Russians will be forced to block 
it by exercising their veto power. It will then be 

clear to all who is responsible for the United 
Nations\' slide into irrelevance.\" 


2. \"Bush 

The liberal Toronto Star editorialized (3/14): \"It\'s 
amateur hour at the United Nations. If this is Friday 

U.S. President George Bush must be pounding home his 
view that Saddam Hussein is VevilV and needs to be 
whacked. Or that he threatens New York with horror 
weapons. Or that he\'s gearing to hammer Israel. Or that 
he\'s thumbing his nose at the U.N. Security Council. 
It\'s getting hard to keep track of Bush\'s restless 
rationales for war.... Rarely have American and British 
leaders looked so misguided 

isolated. Meanwhile 

Baghdad 

bamboozle 

Council into a wrongheaded 

rushed war.... Yes 

must be denied nuclear 

weapons. Security Council resolution 1441 

unanimously last Nov. 8 

mandate what Bush really wants: Saddam\'s ouster. Nor 
does it require Iraq disarm by Sunday 

demanded. And for good reason. Saddam has been held in 
check for 12 years. He does not seriously threaten the 
United States 

contained.... Making war on Iraq must be a last resort. 

It could cost $100 billion 

thousands of deaths and create new recruits for terror. 
Thats a high price to pay for SaddamVs head. 
Especially if Baghdad can be disarmed within weeks 

if the Security Council remains united and presses its 
demands. But it\'s amateur hour. This farce isn\'t over 
yet.\" 


3. \"UN must authorize war:\" 
In a CBC Radio commentary (3/12) 
columnist for the leading Globe and Mail Marcus Gee 
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reflected that 

good thing has already come out of it. Everybody is 
talking about the United Nations. Suddenly 

matters. Everybody on both sides of the Iraq debate 
agrees on that.... Saddam Hussein has tried for 12- 
years to get weapons of mass destruction 

country an international pariah 

through years of sanctions and allied bombing 

foregoing tens of billions of dollars in oil 

revenue.... An Iraq armed with weapons of mass 
destruction 

the Gulf War 

neighbours 

short of war been tried? Again the answer has to be 

yes. We\'ve had 12-years of diplomacy and sanctions and 
every other kind of non-military pressure. None of it 

has worked. The anti-war camp wants more inspections. 
But inspectors will never uncover SaddamVs weapons if 
he does not want to give them up. And once the threat 
of war comes off 

again. The United Nations Security Council has passed 
17- resolutions demanding Iraq\'s immediate disarmament. 
This week it\'s likely to vote on an 18th. This time it 

must make sure its words mean something. If it misses 
this chance to show it can confront real threats to the 
world 

simply ignore it next time and the institution will 

become a global non-entity.\" 


SERBIA 

4. \"Serb hope shot dead\" 

The centrist Winnipeg Free Press commented (3/14): 
\"...Since the fall of Mr. Milosevic 

politically apathetic. Twice they have failed to turn 

out in democratic elections in sufficient numbers to 
elect a president. Serbia now has an acting president 
an acting prime minister 

and a challenge to ensure that the good that Zoran 
Djindjic accomplished is not interred with his bones 
that his dream of a free 

does not die with him.\" 
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of a coveted \"permanent\" patronage appointment before he 
steps down. 


8. (SBU) Deputy Prime Minister John Manley 
succeeded Martin in the Finance portfolio 
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announce his candidacy at some point. Observers speculate 
that he will need to be assured of a strong second place 
finish 

Martin Cabinet (Finance 

leadership post-Martin (Manley is 53 compared to Martin\'s 
64). As one Embassy contact commented 

Manley in a leadership race would not help his political 
prospects 

campaign debt. 


9. (SBU) COMMENT: At this time 

November convention 

probable successor to Chretien 

Liberals and likely as PM following a general election. His 
organizational lead 

by other candidates 

the leadership race. Although his ownership of the 
multi-million dollar Canadian Steamship Lines has been under 
attack as an ethics issue 

intent to cede ownership of the company and implement 
additional transparency measures 

the current government Ethics Commissioner 

question about his ties to/influence on the company \"should\" 
he become Prime Minister. END COMMENT. 
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deal.\" Canada is now focusing on developing an industry 
implementation plan and has been in contact with the EC to 
seek clarification on the complex regulations. Kshatriya 

noted that the GOC has been working with the US Animal and 
Plant Health Inspection Service on technical issues related 

to the implementation of the regulations. Canada has not 
received any derogations from the EC. 


3. DFAIT is coordinating an interagency response to Reftel 
demarche 

were also delivered to Richard Fadden and Paul Haddow from 
the Canadian Food Inspection Agency. 

CELLUCCI 
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States and its foreign policies. This is as true for Canada 
as for the rest of the world. Canada is our largest trading 
partner; shares our longest land border; and has been a 
close ally in two world wars 

terrorism. Implementation of new security measures post 9- 
11 

Landed Immigrants in Canada 

trade issues 

Canadians perceive us. 


Column 3 


2. This is the first in a series of cables that attempts to 
assess Canadian opinion of the U.S. and public support in 
Canada for U.S. policies. This report reviews the findings 
of three recent 

polls. These polls indicate that we still enjoy a reservoir 

of good will with most Canadians. But the polls also 
indicate that the international environment post 9-11 has 
drawn heavily on that good will. The U.S. has a broad and 
complex policy agenda in which Canadian opinion matters. 
The opinion polling results suggest that 

our policy agenda 

shore up public support from our nearest neighbors. End 
Summary and Conclusion. 


IRAQ: CANADIAN VIEWS ARE MIXED BUT GENERALLY SUPPORT 
MILITARY ACTION ONLY IF SANCTIONED BY THE UN. 


3. The most recent publicly released national poll was 
conducted by the firm Ipsos-Reid on February 28 2003. It 
finds a slim majority (51 percent) of Canadians saying that 

the UN Security Council has enough evidence to authorize 
military action against Iraq. This is a small but 

significant shift from a poll conducted 10 days earlier in 

which 52 percent of Canadians said that there was not enough 
evidence to authorize an attack. 


4. This does not mean that a majority of Canadians support 
the U.S. position on Iraq. 62 per cent of Canadians in the 

Feb 28 survey continue to believe that Canada should support 
more time for UN inspectors in Iraq to complete their 

mission. 62 percent of Canadians also say that Canada 
should provide assistance for military action in Iraq only 

if the UN decides military action is required. 


5. Only 32 percent of Canadians feel Canada should support 
U.S. and U.K. calls for immediate military action to remove 
Saddam Hussein from power. Even fewer - 18 percent - say 
that Canada should provide military assistance if the U.S. 
decides that military action is required in lraq without UN 
authorization. Another 18 percent of Canadians feel that 
Canada should provide no military assistance for any action 
in Iraq 


REGIONAL DIFFERENCES IN CANADIAN PERCEPTIONS 


6. Canadavs regions exhibit differing patterns of support 
for the U.S. position on Iraq. The view that the UN 
Security Council now has enough evidence to authorize 
military action against Iraq is shared by at least half of 
the residents in each region except in Quebec 
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percent of Canadians hold this view. When Quebec is removed 
from the national polling 

to 57 percent. 


7. Of all Canadians 

support; 70 percent believe the UN has sufficient evidence 
to authorize military action. Other western Canadians 
however 

Manitoba 

poll) now say that Canada should support more time for UN 
inspectors. Only 28 percent (down from 42 percent in the 
earlier poll) say that Canada should support the U.S./U.K. 
position on the need for military action in Iraq. 


A BASELINE OF CANADIAN OPINION OF THE U.S. - THE PEW CENTER 
STUDY. 


8. The Pew Center Study 

been widely discussed in U.S. and foreign media 

the media in Canada. The study received relatively little 
attention on a country-by-country basis 

Study 

positive attitudes about the U.S. At 72 percent favorable 
Canadians held a more positive image of the U.S. than almost 
any other country (among traditional allies 

was more positive at 75 percent). That rating by Canadians 
was up one percentage point 

previous year\'s survey. 


9. The Pew Center Study also indicates that Canadians and 
Americans are alike in many of their national perceptions. 
They express remarkably similar satisfaction with their own 
lives. 67 percent of Canadians and 64 per cent of Americans 
are satisfied with their personal lives 

of satisfaction than in other industrialized western 

nations. Canadians and Americans also express similar views 
of \"progress\" in their countries over the past five years 

(51 percent among Americans 

And they express similar levels of \"optimism\" about the 
future (61 per cent among Americans and 54 per cent among 
Canadians). Americans and Canadians are significantly more 
optimistic about the future than are western Europeans. 


10. Yet there are significant differences in American and 
Canadian perceptions of specific issue areas on the world 
scene. 50 percent of Americans identify terrorism as a 
\"very big\" problem; only 19 percent of Canadians expressed 
that concern. The Pew Study found a duality of opinion 
among the U.S. closest allies in their support for the war 
against terrorism. Canadian opinion fits that pattern: 68 

per cent of Canadians supported the U.S. led war on 
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terrorism; but only 25 percent of Canadians believed that 
U.S. foreign policy \"considers others\" when making 
international policy decisions 

countering international terrorism. 


11. Canadians are critical of the U.S. in the economic 

sphere. 68 percent of Canadians believe that the U.S. does 
\"too little to solve problems related to the gap between 

rich and poor countries.\" On issues of pollution and the 
environment 

\"worried\" (44 per cent vs. 23 per cent). While 50 percent 

of Canadians like \"American ideas about democracy 

percent of Canadians dislike \"American ideas about business 
practices.\" 


12. Canadians have mixed views of U.S. cultural influence 

but they are far less critical than Europeans. 54 per cent 

of Canadians expressed the sentiment that the \"spread of 
American ideas and customs\" was bad. This compares with 71 
percent in France 

Russia. Yet 77 percent of Canadians \"like\" American popular 
culture. This compares with 66 percent in France and 
Germany and only 42 percent in Russia. 


13. Among western countries 

majority (77 per cent) express a positive view of 
immigration. Among other major industrial countries 
Americans show the next highest level of support for 
immigration; but at 49 percent 

immigration is far lower than Canadian. 


CANADIAN OPINION UPDATE: A NEGATIVE SHIFT? 


14. The Pew Center in Canada was conducted by the Environics 
Research Group in July 

separate poll with a different set of respondents in 
February 2003. The two polls were not designed to be 
strictly inter-comparable. Nevertheless 

the later poll may suggest a negative shift in Canadian 
perceptions of the U.S. The overall Canadian attitude 
toward the U.S. remained favorable. But at 62 percent 
was considerably lower than in August 2002. 

A majority of Quebecers - 54 per cent - for the first time 
held an unfavorable opinion of the U.S. 

since August 2002. 


15. The polling data from Quebec suggests that 

decline of separatism as a political issue 

significant anglophone/francophone division of opinion on 
international issues. This is particularly interesting as 
Quebecers often have been viewed as more pro-American than 
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other Canadians - particularly in Ontario - because of wide 
support for free trade and American culture. In another 

twist 

positive views of both the U.K. and France than of the U.S. 

77 percent of Canadians hold a favorable view of the U.K. 
compared to 69 percent for France and 62 percent for the 
U.S. The favorable rating for France in Quebec was 80 
percent compared with 62 percent for the U.K. and 40 percent 
for the U.S. 


16. COMMENT. These polling results indicate that Canadian 
perceptions of the U.S. are mixed and dynamic 

exhibit significant regional differences. Future cables 

will attempt to assess more anecdotally the extent to which 
Canadian perceptions may reflect deeper sentiments in favor 
of peace and in favor of multi-lateral action; and the 

extent to which such sentiments may translate into \"anti- 
American\" feelings. END COMMENT. Cellucci 


6392 

6393 

OF HOPE FOR ENDING THE SUFFERING OF THE PALESTINIAN PEOPLE. 
CONVERSELY 

REPRESENT A POISONED CARROT ON THE EVE OF A U.S. ATTACK AGAINST 
IRAQ. FURTHER EDITORIALS COMMENTED ON THE SITUATION FACING THE 
U.S. 

SIMILARLY 

VISOLATEDV IN ITS DETERMINATION FOR WAR. ON A MUCH NEGLECTED 
TOPIC 

STATE FORGOTTEN.\ FINALLY 

HELL." END SUMMARY. 


2. COMMENTING ON THE MARCH 14 REMARKS OF PRESIDENT BUSH AND 
PRIME MINISTER BLAIR ON THE ROADMAP TO MIDDLE EAST PEACE 
BASED PAN-ARAB VAL KHALEEJ\" EDITORIALIZED ON 3/15: 


V... THE STATEMENTS OF BUSH AND BLAIR LAST NIGHT ON PALESTINE 
REPRESENT ONLY A POISONED CARROT ... TO PAVE THE WAY FOR A 
DESTRUCTIVE WAR AGAINST IRAQ AND THE ENTIRE ARAB WORLD ... 
WHOEVER WANTS TO RE-IMPOSE THE DARKNESS OF OCCUPATION WOULD 
REALLY NOT ALLOW A SOLUTION TO PALESTINE SINCE IT IS THE CORE OF 
CONFLICT. THE WAR AGAINST IRAQ IS ONLY PART OF A WIDER PLAN THAT 
AIMS TO WIPE OUT PALESTINE AND PASS IT ON TO THE ZIONISTS.\" 


3. DESCRIBING THE INCREASINGLY NEGATIVE ARAB ATTITUDE TOWARDS 
THE CRISIS IN IRAQ 
EDITORIALIZED ON 3/15: 


V... ARABS SHOULD REALIZE THAT DEFENDING IRAQ IS A PART OF 
DEFENDING THEMSELVES SINCE THE OCCUPATION PLANS DO NOT ONLY 
TARGET BAGHDAD BUT ALL ARAB CAPITALS. THIS IS SOMETHING THAT IS 
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ANNOUNCED HONESTLY WHEN INDICATING THE NEED TO CHANGE THE MAP OF 
THE WHOLE REGION ACCORDING TO THEIR BENEFITS AND THOSE OF ISRAEL. 
THERE IS NO SOLUTION EXCEPT TAKING A SERIOUS ARAB STAND IN ORDER 

TO STOP THE ANTICIPATED WAR 

TARGET ANOTHER VICTIM AFTER FINISHING ITS PLANS AGAINST IRAQ.\" 


4. NOTING A NEW HOPE FOR SOLVING THE PALESTINIAN ISSUE IN BUSH\'S 
MARCH 14 REMARKS AT THE WHITE HOUSE 
GOVERNMENT ΝΑΙ. ITTIHAD\" EDITORIALIZED ON 3/15: 


V... STATEMENTS MADE BY PRESIDENT BUSH ON A PLAN TO REALIZE PEACE 
IN THE MIDDLE EAST AND AN INDEPENDENT PALESTINIAN STATE RENEWED 
HOPES TO END THE TRAGEDY OF THE PALESTINIAN PEOPLE AND STOP THEIR 
SUFFERING ... THE PRACTICAL AND IMPORTANT STEPS THAT SHOULD BE 
TAKEN TO DECLARE A PALESTINIAN STATE LIVING SIDE BY SIDE WITHA 
SECURE AND RECOGNIZED ISRAEL SHOULD START NOT WITH THE 
PALESTINIANS WHO ARE 

OCCUPATION 

OUT THE TENS OF INTERNATIONAL RESOLUTIONS WHICH THEY HAVE 
IGNORED. THE HOPE OF THE PALESTINIAN DREAM HAS BEEN RENEWED AND 
THE ONLY THING LEFT IS TO MOBILIZE ALL EFFORTS TO ACHIEVE IT AND 
TURN SUCH A DREAM INTO A LIVING REALITY.\" 


5. COMMENTING ON THE SITUATION FACING U.S. PRESIDENT GEORGE W. 
BUSH 


V... A NOTABLE AMERICAN DEMOCRAT 

BY ACCUSING AMERICAN-JEWISH ORGANIZATIONS OF PUSHING WASHINGTON 
TO LAUNCH A WAR AGAINST IRAQ. HE ALSO ADDED THAT JEWISH-AMERICAN 
LEADERS COULD STOP THE WAR IF THEY DESIRED! THE LONDON VTIMESV 
STATED YESTERDAY: VTHE HAWKS IN THE U.S. ADMINISTRATION ARE 
PRESSURING HIM INTO WALKING A PATH OF WAR WITH OR WITHOUT UN 
APPROVAL. ... PRESIDENT BUSH SEEMS TO BE UNDER A ZIONIST SIEGE 

AND IS SURRENDERING TO ALL PRESSURE THAT WILL TRAP HIM INTO AN 
ATTACK AGAINST IRAQ.\" 


6. DESCRIBING THE U.S. AS VISOLATEDY IN ITS POLICY TOWARDS IRAQ 
ABU DHABI-BASED PAN-ARAB DAILY \"AKHBAR AL ARAB\" EDITORIALIZED ON 
3/13: 


V... WHAT IS STRANGE ABOUT THE IRAQI CRISIS IS THE TRANSFORMATION 
OF THE SITUATION 

WIDE SYMPATHY FROM ALL NATIONS OF THE WORLD 

FOR THE EXISTING IRAQI REGIME 

PRINCIPLES 

WAR. ON THE OTHER HAND 

VDISHONESTYY OF AN AMERICAN POSITION RUSHING TOWARDS A WAR 
AGAINST IRAQ WITH NO LEGAL OR OBJECTIVE REASON ...\" 


7. DESCRIBING AFGHANISTAN AS VTHE FORGOTTEN STATEV 
ENGLISH-LANGUAGE DAILY V'GULF NEWS\" EDITORIALIZED ON 3/15: 
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V... JUST OVER A YEAR AGO 

BILLION AT THE TOKYO DONORS CONFERENCE 

BILLION HAS BEEN HANDED OVER. AFGHANISTAN IS SINKING BACK INTO 

THE DECENTRALIZED CHAOS UNDER WHICH REGIONAL LEADERS WILL RUN 
THEIR AREAS 

KABUL 

REVENUES WHERE THEY CAN. WITHOUT STRONG INTERNATIONAL SUPPORT 
THE CENTRAL GOVERNMENT WILL NEVER BE ABLE TO GET THE CONTROL THAT 
IT NEEDS. AT THE VERY LEAST THE INTERNATIONAL DONORS SHOULD 
DELIVER WHAT THEY PROMISED. AFGHANISTAN NEEDS BETTER TREATMENT 
THAN TO BE FORGOTTEN AS THE UNITED STATES MOVES ON TO ITS NEXT 
TARGET." 


8. TELLING SADDAM TO \"GO TO HELL 
PROFESSOR 


V THE ARAB FEARS OF WAR CAN BE SUMMED UP AS FOLLOWS: THE FEAR 
OF U.S. DOMINATION OVER THE REGION 

TAKING CONTROL OF THE RESOURCES OF OIL 

QUESTION OF POLITICAL CHANGE ... AS FOR U.S. DOMINATION AND 
CONTROL 

ON THE UNILATERAL CONTROL OF A SOLE SUPERPOWER 

REGION ... INSTEAD OF ENGAGING IN MEANINGLESS ARAB VITUPERATIONS 
WE SHOULD KNOW HOW TO DEAL WITH THE DOMINANT U.S. DEVIL ... 


CONCERNING OIL 

... SAID THAT THE UNITED STATES HAD INSTRUCTED SADDAM HUSSEIN ΤΟ 
ENTER KUWAIT TO ENABLE IT TO TAKE CONTROL OF OIL IN THE GULF 
EASILY. THE FOLLOWING YEARS PROVED THAT THIS IS NOT TRUE ... THE 
STRANGE THING IN THIS RESPECT IS THAT ARAB THINKERS FROM OUTSIDE 
THE GULF ARE THE ONES WHO PAY THE GREATEST ATTENTION TO OIL 

IF OIL IS A PART OF ARAB FUNDS. 


THE THIRD FEAR IS EXPRESSED BY POLITICAL REGIMES AND SOME OF 
THEIR THINKERS ... HERE 

HAVE A MAGIC WAND FOR DEMOCRACY. THE TRUTH IS THAT THE UNITED 
STATES HAS SO FAR NOT MANAGED TO CHANGE THE POLITICAL STYLE IN 
MANY COUNTRIES. SO HOW IS IT GOING TO IMPOSE THAT ON IRAQ AND 
OTHER (ARAB) COUNTRIES? YET 

POLITICAL CHANGE IS DEFINITELY FORTHCOMING 

DOMESTIC REASONS FOR IT AND IT DOES NOT HAVE TO BE IMPOSED ONLY 
BY THE UNITED STATES. 


LET US SET ASIDE THESE ARAB REASONS AND JUSTIFICATIONS AND ASK 

THE FOLLOWING QUESTION: HAS ANY SANE ARAB PERSON TRIED TO ASK 
HIMSELF - OR HAS ANYBODY ASKED HIM FOR HIS OPINION - ABOUT WHAT 

HAS BEEN HAPPENING TO THE IRAQI PEOPLE SINCE 1958 

SPECIFICALLY 

STAGE OF ITS HISTORY UNDER THE LEADERSHIP OF SADDAM HUSSEIN? HOW 
CAN A PEOPLE 
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HUGE POTENTIAL AND UNLIMITED RESOURCES 

SITUATION? ... DID SADDAM SEEK ANYBODY\'S ADVICE ON WHAT HE DID? 
THEN LET HIM GO TO HELL AND LET HIS REGIME COME TO AN END. HE 
HAS DESTROYED HIS PEOPLE\'S ABILITY TO BRING ABOUT A CHANGE 
THERE IS NO ARAB POWER THAT CAN TOPPLE HIM.\" 


WAHBA 
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has taken several steps to minimize fresh damage to its oil 
industry 

citizenry. While the GOK will need to rely on the US 
military and others to help protect its environment in the 
face of an lraqi retaliation 

and chemical or biological agents 

the effort Kuwait has made in this respect to again support 
the greater US cause. END SUMMARY. 


2. EconOff met March 9 

newly-formed Emergency Response Committee: Dr. Mohammed 
Al-Sarawi 

(EPA); Dr. Rashed Hamad Al-Rashoud 

General; and Captain Ali Haider of the Sea Pollution 

Monitoring Department. The EPA overseas the new Committee 
which appointed Haider to supervise one of three 

environmental response stations monitoring for oil slicks 

marine disruption 

strike or terrorist attack inside Kuwait. 


3. lraq\'s destruction in 1991 of Kuwait\'s oil fields and the 
consequent damage to the air and sea represents possibly the 
most intense environmental attack any country has ever 
endured. Using the environment as a weapon 

troops set hundreds of oil wells ablaze 

black for days and causing billions of dollars in damage. 

The resulting catastrophe took a multi-national team months 
to clean up 

its infrastructure 

standing today among the world\'s worst environments. (Kuwait 
ranked dead last out of 142 countries examined in the 2002 
Environmental Sustainability Index conducted annually by 
Columbia and Yale Universities.). Ever mindful of its shared 
borders with Iraq 

and a major oil field 
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its wider contingency plans. 


4. Unlike 1990 

invasion 

mid-February 

northern three-fourths of the country a \"military exclusion 
zone 

instigated a \"We Are Ready\" campaign to keep citizens 
informed 

with chemical or biological attacks. Government and private 
offices are conducting mock evacuation drills. Extra 
security forces are on the streets. Weapons 

chem-bio suits are selling in local stores. Food ration 

cards have been promised to 150 

stockpiling medical supplies. Quick intervention teams have 
been placed in schools. And everyone from oil companies to 
the Kuwait Stock Exchange to the Public Department of Civil 
Aviation is hastily making plans for whatever happens next. 


5. After nearly six months of discussions 

February 23 that it had formed an Emergency Response 
Committee to address environmental protection measures. 
(Note. Starting in October 2002 

whether it was preparing for potential environmental threats 
from Iraq and was repeatedly given vague answers of how 
contingency plans were in the works but not yet finalized. 
End Note.) The Committee participants 

EPA 

Department 

and Water 

oil companies 


6. The EPA has allocated 500 

$1.5 million) for Committee purposes 

of emergency equipment and the staffing of 23 emergency rooms 
throughout the country. The Committee\'s contingency plan 
also involves the creation and operation of three larger 
emergency stations designed to collect data and report 
findings to a National Emergency Committee 

the Ministry of Interior and is responsible for alerting the 
wider populace. Under this scheme 

respond to environmental emergencies in the following areas 
of oil 


OIL 


7. The Ministry of Oil and subsidiaries of Kuwait Petroleum 
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Corporation (KPC) have prepared their own contingency plans 
which involve protecting oil fields 

from an Iraqi counterattack 

OPEC production quota at 2.1 million barrels per day (bpd). 
Potential threats include missile attacks from Iraq 

setting fire to his own oil fields on the border 

sleeper cells or other militant groups operating inside 
Kuwait. Should an oil fire break out 

two international companies that specialize in extinguishing 
such blazes. The Kuwaiti Fire Fighters Team has also 
received special training for oil fires and was recently 
placed on 24-hour alert status. 


8. On March 3 

Abdali and Riqqa oil fields near KuwaitVs northern border 
with lraq were shutting down and transferring workers for 
personal safety. KOC Board Chairman and Managing Director 
Ahmad Rashid Al-Arbeed said all northern oil fields would be 
shut down in the event of war on Iraq 

such as Al-Rawdhatein and Al-Sabriya further south 

increase production to compensate for the roughly 400 
capacity of the northern fields. Closure of western 

production areas 

oil field is situated 

(A March 12 statement by KPC\'s chairman denied war would 
interrupt any operations 

producing its maximum 2.4 million bpd). 


9. Meanwhile 

Gulf have agreed to protect Kuwaiti tankers against any 
bombings 

French oil tanker Limburg. Bahrain-based US Navy spokesman 
Josh Frey told Kuwaiti press March 5 that \"we have assets in 
the sea and in the air to monitor shipping in the 

international waters of the Central Command area of 
responsibility." Frey said many US and other allied ships 
were available 

Al-Harami said he was confident that US and allied naval 
ships will protect oil tankers in the Gulf and that the 
thousands of US and British troops deployed in the Kuwaiti 
desert near Iraq will provide a buffer for oil fields and 
refineries. 


10. Oil also threatens Kuwait\'s coastline and marine 
environment. The US Coast Guard has brought in equipment to 
contain oil spills 

shores or from tankers placed in the Gulf. EPAVs Dr. Sarawi 
said Kuwait is equipped to handle spills ranging from 7 

to 10 
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Ministry of Electricity and Water 

Kuwaiti Coast Guard 

larger than 10 

sources 

Aid Center (MEMAC) and the UK-based Oil Spill Response 
(OSRAL). Dr. Sarawi said the GOK has signed memorandums of 
understanding with oil companies operating in Kuwait and with 
other states in the region 

equipment and expertise in case of a large emergency. 


11. During the Gulf War 

severely affected KuwaitVs marine wildlife 

many of fish 

further damage 

Department said that a special emergency response station 
the first of its kind in the Middle East 

established near Kuwait\'s Shuaiba Port to monitor marine 
pollution and address environmental problems caused by oil 
slicks. Should oil or other toxic agents be released in the 
Gulf 

collect and dispose of dead fish 

remaining sea population. 


AIR 

12. Dr. Sarawi said EPA headquarters serves as the hub for 
monitoring KuwaitVs air quality 

identification of any foreign substances entering the 
atmosphere. The EPA relies on six fixed stations located in 
industrial 

have been taking readings every five minutes over the last 15 
years on the level of pollutants in the air. Three mobile 

labs roam Kuwait taking similar samples 

deviations in the weather. EPA Director of Air Pollution Dr. 
Saud Al-Rashid told local press that the GOK is working to 
\"enhance its efforts to counter any hazardous situation in 
Kuwait.\" 


13. Toward this end 

unveiled a real time response model designed to address 
environmental pollution in any part of the country. Dr. 
Al-Hajraf said the computerized model acquires information on 
pollution in a given place 

atmosphere 

data bank 

the pollution. One shortcoming 

the EPA does not possess equipment necessary to recognize 
chemical or biological agents 

Czech specialists to share such information. Should Iraq 
launch missiles into Kuwait 
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system to notify people on what safety measures they should 
follow 

dispersed throughout the country. 


14. On March 1 

Al-Abdullah said during a seminar titled \"Security of 

Citizens under the Present Circumstances\" that the GOK has 
made adequate preparations to face any emergency in the event 
of hostilities. On the environmental front 

in a meeting last week attended by public and private 
enterprises that the EPA is now ready to meet any disaster in 
Kuwait. This week the Emergency Response Committee plans to 
issue more than 5 

\"Our Environment 

biological weapons 

other precautionary advise. 


15. The EPA has also appointed an official spokesman to 
coordinate with the media and to inform the public of 
developments 

manned 24 hours a day to field questions. Nevertheless 
officials have their doubts whether most Kuwaitis are 
properly preparing themselves for future events. Beyond 
military personnel 

masks 

their homes 

\"Everyone here is putting his faith in God and America. They 
figure the US Military can deal with the worst problems 
why should they care?\" 


17. Despite typical early inertia 

paying attention to the potential threat posed by Saddam 
Hussein reaping revenge on Kuwait through its fragile and 
vulnerable environment. The Emergency Response Committee has 
made strides coordinating key players in this effort 
including inviting Post to participate in its next 

inter-agency planning meeting. As in most other security 
matters 

others to protect its environment in the face of an Iraqi 
attack. It is encouraging 

cooperating in this respect to support the greater US cause 
as they have done consistently in other areas of concern. 
JONES 
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Convincing\" 


The issue of the freezing of the Islamic Daawa Committee\'s 
assets funds by the Central Bank for suspicion of its 
involvement in financing terrorism came to the fore 

yesterday 

Committee\'s response to the list of 11 French accusations was 
not convincing 

that Paris has no conclusive evidence of (the CommitteeVs) 
involvement in financing terrorism. 


2. Post will follow up with Central Bank and MFA officials to 
discover what 
JONES 
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need to declare a roadmap and start work immediately on its 
execution without any modifications 

15 said \"the announcement . . . gives strong momentum to the 
efforts that aim at easing tension and violence in 

Palestinian territories.\" 


3. (U) These official comments came a day after statements PM 
Ali Abul Ragheb had made stressing the need for Jordan to 
maintain national cohesion and unity 

uncertainties of the moment. In a March 13 meeting with the 
Secretaries General of Jordan\'s 30 registered political 


SIPDIS 

parties 

stability is a collective responsibility\" and called on the 
parties to \"carry out their role in making citizens aware of 
the need to behave responsibly.\" According to press reports 
of the gathering 

\"Jordan 

joined forces of its institutions and citizens 

surpass the difficult circumstances imposed by the regional 
situation.\" 
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4. (C) Notwithstanding these statements expressing hope for 
forward movement on the MEPP and confidence in the Kingdom\'s 
inner strength 

Jordanians to express their opposition to a possible Iraq war 
as ameans of managing current internal pressures. On March 
15 

in Amman and Irbid 

septel). While the gatherings (each numbering in the several 
thousand) were peaceful 

reports and Embassy security contacts) sharp and 
anti-American in tone. 


5. (C) An initial check of Embassy contacts and the local 
press indicate that the President\'s 3/14 statement has thus 
far done little to alter the Jordanian public\'s deep 

skepticism about U.S. policy vis-a-vis Iraq or the MEPP. A 
common sentiment is that the President\'s statement is nothing 
more than a momentary attempt to divert Arab opposition from 
an Iraq war. One contact told POLFSN \"the Roadmap is an 
obvious cover by Bush to look good while he plans to strike 
Iraq." Another noted \"Bush\'s words and promises mean 
nothing 

(East Banker) told Poloff \"nobody believes this means 
anything.\" 


6. (C) While the Arabic dailies led with President Bush\'s 
announcement and the King\'s welcoming of it as their lead 
stories 

the influential Ad-Dustour showed President Bush in military 
garb marching to war while tossing \"The Palestinian 
tranquilizer\" pill over his shoulder into the mouth of an 
ecstatic Arab. Prominent columnist Tariq Masarweh predicts 
in the semi-official daily al-Rai that the announcement 
\"would do nothing to assuage popular anger or U.S. double 
standards 

materialize despite \'impossible preconditions 

borders 


7. (C) The government-affiliated English-language Jordan 
Times took a somewhat more positive tone and characterized 
the PresidentVs statement as Vlong overdue 

welcomed.V It went on to note 

President \"is serious about solving the conflict 

be evenhanded. Before asking the Palestinians for a prime 
minister with Vreal authority 

real commitment to peace.\" Longtime establishment columnist 
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Musa Keilani summed up the general skepticism by noting \"If 
we are misreading the situation 

it right now by setting a deadline for Israel to publicly 
undertake to abide by UN Security Council resolutions and 
then implement that undertaking. Anything short of that 
would be meaningless and sheer deception.\" 


8. (C) The King has long expressed the concern that 
simultaneous conflicts in Iraq and the West Bank could create 
significant problems for Jordan. The GOJ has been pressing 
for public release and presidential endorsement of the 
Roadmap 

Nonetheless 

distract world attention from Iraq 

our sincerity only when they see concrete progress toward a 
Palestinian state. 

GNEHM 
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my Ambassador to your Ambassador.\" Sochiratna said he had 
just returned to Amman on March 11 after a month in Baghdad 
and had just completed the evacuation of Thai Embassy staff 
from Iraq. 


2. (S) When Sochiratna arrived to meet A/POL later on March 
16 
following was printed. Begin quote: 


1. Twenty Russian missile technicians arrived in Baghdad on 
March 9 


2. They are not regular staff members of the Russian embassy. 
3. They travel in cars with Russian diplomatic license plates 
(No. 55). The cars are not part of the regular cars used by 

the embassy prior to their arrival. 

4. They have lraqi officials attached to them. 

5. They have been taken to an undisclosed location in Iraq. 
End Quote. 

3. (S) Sochiratna said that he did not know the source of his 


Ambassadors information 
not the source. 
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4. (C) On a separate issue 

Thai students who are studying at Saddam University and 
living in dorms there have decided to remain and not take 
advantage of the Embassy-organized evacuation. He said that 
most of these students are from poor areas of southern 
Thailand and are afraid that if they leave Baghdad now 
will never have the chance to finish their studies. 
Sochiratna asked that we convey to the appropriate U.S. 
authorities the fact that these Thai nationals remain at the 
university. 


GNEHM 
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possibility that Jordan could be a \"launch-pad\" for allied 
action against Iraq. END SUMMARY. 


2. (C). Credible media reports and embassy contacts present 
at the March 16 demonstration in Amman report that there were 
approximately 3 

the number in Amman variously as 5 

25 

The gathering in Amman 

for Opposition Parties\" 

from the Professional Association Headquarters to the United 
Nations offices in the Shmeisani district. There was a heavy 
security presence. Demonstrators chanted standard anti-USG 
rhetoric 

support for Palestinians and Iraqis. According to media 
reports and embassy contacts 

against American troops on Jordanian soil and against the 
possibility that America might use Jordan as a \"launch-pad\" 
into Iraq. One media report indicated that a few slogans 
directly criticized PM Abul Ragheb (who in recent days has 
publicly dismissed rumors of USG troops in Jordan). The 
peaceful demonstration lasted approximately one and a half 
hours and dispersed without incident. One American 
journalist 

witnessed other demonstrations 

unspectacular!\" 


3. (SBU) In Irbid 

beat. The demonstration 

PeopleVs Party" 

security presence. Standard pro-Palestinian 

rhetoric was salted with slogans decrying the V'double 

standard" of USG policy and admonishments against allowing US 
troops on Jordanian soil. 


Column 3 


4. (C) Smaller gatherings occurred over the weekend without 
incident. Embassy contacts report small 

young adults (i.e. 30-50) in refugee camps. (Note: the 

overall mood in the camps 

is tense.) On March 10 

Affairs Director General Abdulkarim Abulhaija told RefCoord 
that he and the security services V'are working day and night" 
to convince the refugee campsY political leaders -- both camp 
committees and leaders of various Palestinian factions -- 

that they should not take to the streets in the event of 
hostilities in Iraq. According to Abulhaija 

refugees in Jordan view Saddam Hussein as a champion of the 
Palestinian cause and will view a US-led attack on Iraq as 
furtherance of a VZionist agenda. Abulhaija assured 
RefCoord that he and the security services are prepared to do 
everything in their power to maintain order in Jordan\'s 
refugee camps 


5. (C) In Jerash 

committee V" sponsored a V'speech rally" on March 15 where IAF 
member Ali Leytoom reportedly delivered a polemic on the 
\"conspiracy of the Zionist international movement" to a small 
audience (reportedly about a hundred people). 


6. (C) These demonstrations were similar in size 

and behavior to previous anti-war demonstrations (reftels). 
The GOJ appears to be handling the gatherings well 
Jordanian anti-war organizers to coordinate their events with 
anti-war movements worldwide. In general 

the view that demonstrations here will likely remain tightly 
controlled and non-violent (despite the tension in the camps) 
unless the hot button issue of the Israel/Palestinian 

conflict flares up significantly. 


7. (C) Despite the lackluster rallies 

mood is hostile to the U.S. 

attack on Iraq. There is a core of organizers who hold even 
more deep-seated anti-U.S. views 

written tracts calling the U.S. the "number one enemy" of 
Arabs and Muslims. This more radical minority will continue 
to express their anti-U.S. views 

take even more activist steps in the future. 

GNEHM 
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is Needed at the White House 

baldly: \"President Bush can regain (his) leadership by 
giving the order to start the war.\" 


Strong criticism of US policy remains 
Secretary Rumsfeld being branded as a \"criminal\" for 


SIPDIS 

Vproviding Saddam with WMD during Iraq\'s war against Iran." 
Another writer states 

may not prevent the US from starting the war 

has lost many of its supporters because of the way it treats 
other nations.\" 


The radical Islamist \"Salafist\" group in Kuwait defends its 
opposition to what they term a \"new Crusade\" in Iraq 
(reftel) as \"no different from the official Kuwaiti 

position.\" End Summary. 


2. News Stories: Deputy Prime Minister and Minister of 
Foreign Affairs Shaikh Sabah Al-Ahmad stated ruled out any 
possibility for a diplomatic solution to the Iraq crisis 

and said that Kuwait\'s participation in the reconstruction 

of Iraq would be discussed later. 


The Undersecretary of the Ministry of Interior for Security 
Services and State Security Major General Abdullah Al-Faris 
denied that the Ministry tortures those who object to the 
American presence in Kuwait as reported in the Arab 
Committee for Human Rights report. 


Public prosecution has ordered the detention of five men 
accused of plotting sabotage extended for 21 more days. 


Assistant Secretary General for Media Affairs of the 
Scientific Salafi Movement 

their strongly worded position statement of last week 
(reftel) against US military action by saying that it is no 
different from the official Kuwaiti position. 


Al-Seyassah reports that Kuwaitis have opened accounts in 
the lraqi currency in Jordanian banks. 


Al-Watan reports that four GCC soldiers in Kuwait as part of 
the common defense \"Peninsula Shield\" forces have resigned 
in accordance with a fatwa forbidding support for an 
American-led war on Iraq. 


Editorials: 
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3. \"French Justifications\" 

MP Ahmad Al-Rubei wrote in independent Al-Qabas (3/15): \"It 
is very obvious that the French position is the main reason 

for IraqYs stubbornness for not complying with the 

international community demand to eliminate WMD. If France 
is against the war 

relations with Saddam to tell him that he is the core of the 
problem?\" 


4. \"Great France and the Late Adulthood\" 

Adel Al-Khudari wrote in independent Al-Watan (3/16): VI 
believe that the reason behind France\'s threat to use the 
veto is because France may not get the lion\'s share of the 
contracts for the reconstruction of Iraq. France\'s attempt 

to defend the most worthless dictator on earth would damage 
its reputation because by doing so 

opposition and human rights.\" 


5. VWho Dares to Say?" 

Former MP Ahmad Al-Baghli wrote in independent Al-Qabas 
(3/13): \"The Arab League delegation formed after the Sharm 
El-Shaikh Arab Summit is no more than a tour group. The only 
American official who met with them was Secretary of State 
Powell. [and] they met with him so they can say that they 
have done something. The same delegation stated that they 
would also visit Iraq to meet with Saddam to convince him to 
step down from power. [but] would any member of this 
delegation 

Moussa 


6. \"Saddam\'s Initiative for Bush to Step Down\" 

Abdelrahman Al-Ajmi wrote in independent Al-Seyassah (3/13): 
\"Should Bush respond to Saddam HusseinVs proposal and submit 
his resignation 

the American electorate 

their president. But 

Iraqis will be overjoyed.\" 


7. \"A Leader is Required at the White House\" 
Abdelameer Al-Turkei wrote in independent Al-Seyassah 
(3/16): \"We are not advising President Bush to be a leader 
but rather want to remind him of John Kennedy 

to eliminate the dangers of Soviet missiles in Cuba. 
President Bush can regain this leadership by giving the 
order to start the war. The moment he does that 

object to his policies will retreat.\" 


8. \"Protests Will Not Stop the War\" 

Ahmad Al-Jarallah wrote in independent Al-Seyassah (3/16): 
\"Focusing on these [anti-war] protests results in 

obstructing the views of people who support a war against 
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Iraq 

makers and Westerners. The US has pledged to establish a new 
democratic regime in Iraq by giving Iraqis the freedom to 

elect their regime and to take control over their country\'s 
resources. Some parts of the Arab world are arranging such 
protests on the presumption that Saddam Hussein will defeat 
the US. 


9. \"Even You 

Salah Al-Fadhli wrote in independent Al-Rai Al-Aam (3/16): 
V'Even Kofi Annan 

Nations 

would be considered a violation of the UN convention. 
America has crossed all the red lines 

consideration for anybody. The demonstrations around the 
world may not prevent the US from starting the war 
America has lost many of its supporters because of the way 
it treats other nations.V' 


10. \"Halabja and Rumsfeld\" 

Ahamd Al-Daieen wrote in independent Al-Rai Al-Aam (3/16): 
\"Fifteen years after the massacre at Halabja in Iraq in 

which Saddam used WMD against his own people 

Defense Rumsfeld is leading an unprecedented military 
campaign to topple Saddam and to disarm Iraq. Ironically 
Rumsfeld\'s name is associated with the Halabja massacre. He 
was involved in providing Saddam with WMD during Iraq\'s war 
against Iran during the Regan Administration. Saddam Hussein 
and Ali Hassan Majeed [the Iraqi military governor of Kuwait 
during the 1990-91 occupation]. are not the only criminals.\" 


JONES 


4. In January 

distributions would be 53 

beneficiaries. WFP surpassed the projection in 
terms of tonnage delivered and essentially met the 
targeted number of beneficiaries for the month of 
February. 


5. For March 2003 
percent of the total rural population in need 
that is 
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estimated 5.1 million. A total of 59 

food commodities is projected to be distributed in 
all 49 of WFPVs targeted districts. Comment: 
When combined with the C-SAFE pipeline which is 
distributing food to nearly 700 

in 7 districts for a total of over 5.5 million 

people 

has become immense. Although post is still unable 
to get accurate data on GOZ food imports and 
distributions 

food now dwarfs other sources of food 

particularly GOZ food 

characterized as targeted food assistance. End 
Comment. 


6. At WFP\'s current ration of 10 kilograms (kg) 
of cereals 

vegetable oil per person per month (pppm) 
projects that it will have sufficient cereal 
supplies to provide a full ration to all of its 
targeted beneficiaries through the end of April 
2003. Full rations for pulses and oil up to the 
end of April 2003 still need to be confirmed. By 
the end of March 

distribution of dry CSB rations 

targeted supplementary feeding in all districts 
for selected vulnerable groups. WFP is currently 
identifying additional partner organizations to 
implement the supplementary feeding program. 


7. WFP\'s current Emergency Operation (EMOP) 
10200.0 is scheduled to be completed at the end of 
March 2003. The EMOP will be extended by three 
months 

expectation of the maize harvest 

that it will cut its beneficiary population from 

the current high of 5.0 million beneficiaries. 

The extent of the cuts will depend on crop 
assessments for the upcoming harvest 

be completed by the end of March 

factors described below. WFP will likely require 
additional pledges of cereals 

meet beneficiary requirements through the end of 
June. These actual needs will be better clarified 
once the crop assessments are completed 
beneficiary numbers are readjusted 

and other donor contributions are confirmed. 
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Based on current rough estimates 
shortfall of some 50 

of pulses 

June 2003. 


8. WFP has reached agreement with the Government 
of South Africa and the Government of Zimbabwe 
(GOZ) to reopen the old bridge over the Limpopo 
River at the Beitbridge/Messina border crossing. 

The bridge will be used for humanitarian purposes 
only 

required for humanitarian assistance to transit 

the border. The bridge is still undergoing 
rehabilitation 

March (2003). 


9. WFP has deployed a full-time expatriate 
logistics officer to work at the Beitbridge border 
crossing. The logistics officer reports good 
cooperation with GOZ authorities and that average 
commercial crossing time has been reduced to ten 
hours from three days during December. 
Bottlenecks at the border crossing that appeared 
in early March have now been resolved 

transit of commodities has been significantly 
facilitated. 


10. Due to concerns about US-donated biotech 
maize 

all GM maize prior to distribution. WFP is 
currently milling approximately 12 

maize per month in Bulawayo 

month in South Africa. Because of adequate 
current capacity in Bulawayo and South Africa at 
this stage 

expected to necessitate the use of additional 
milling sites in Harare or Gweru. 


11. The Zimbabwe portion of WFP\'s EMOP 10200.0 
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for Southern Africa has been 83 percent resourced. 
As of March 10 

375 

under EMOP 10200.0 was for 452 

receives new commitments equal to the 77 
shortfall 

sufficient commodities to meet beneficiary 
requirements through the end of June 2003. The 
United States remains the largest single donor 
pledging 136 

towards EMOP 10200.0 

pledges to date. Since February 2002 

States has committed a total of 165 

commodities to WFPVs two EMOPs 10200.0 and 
10140.0 


12. WFP has accepted a pledge of 100 

maize from South Africa for the current food 
security crisis in Southern Africa. WFP expects 
that approximately 64 

designated for Zimbabwe. South Africa 

is not able to provide the necessary funding to 
transport the commodities to Zimbabwe or deliver 
them to the final delivery points. DFID 

(Department for International Development)-UK and 
the Norwegian Government have pledged to cover a 
significant portion of these transport costs 

other donors are being sought to cover the 
remaining gap. SULLIVAN 


6410 

pass the information immediately to the Turkish National 
Intelligence Agency (TNIO) 

via the Undersecretariat of Foreign Trade 


2. (S) Polmiloff pressed Alkan regarding the mechanics of 

the GOT\'s preventing the exports and the method by which it 
would prevent third-country trans-shipments. Alkan responded 
that 

either the Undersecretariat of Foreign Trade would refuse the 
export permit 

an outbound shipment. In response to polmiloff\'s reminder 
regarding Ref D 

exports of atropine autoinjectors in response to Post\'s 
February demarche and that the sole lragi-related shipment 
had been in August 2002. In regard to Ref B 

polmiloff that Foreign Trade is alert to the import and/or 

export of the meteorological balloons 

encountered them. He noted that the TNIO has and would look 
into all firms that we have brought to the GOT\'s attention. 


Column 3 
PEARSON 
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V... GOING TO WAR WITHOUT THE INTERNATIONAL COMMUNITY\'S APPROVAL 
IS AN ANNOUNCEMENT OF THE DEATH OF INTERNATIONAL DIPLOMACY AND 
POSSIBLY THE UN. WITH THE HOUR OF WAR DECIDED 

MIRACLE 

THE DIFFUSION OF WAR. BUT WILL THE DREAM COME TRUE" 


5. INAN UNUSUAL EDITORIAL CRITICIZING THE IRAQI REGIME AS THE 
CAUSE FOR THE REGION\'S CALAMITIES 
KHALEEJ\" EDITORIALIZED ON 3/17: 


Y... EVERYONE IS CONVINCED 

ACCEPTED 

REGIME IS STILL TRYING TO GAIN TIME 

DEALING WITH THE CRISIS IN EASY INSTALLMENTS. ALTHOUGH IRAQ HAS 
RESPONDED TO UNSC RESOLUTION 1441 

HABIT OF DEALING WITH IMPORTANT ISSUES THAT WOULD AVERT THE 
IRAQIS MORE TRAGEDIES. THE CRISIS OF THE FIRST GULF WAR IS STILL 
IN THE AIR 

THE CRIMINAL INVASION OF KUWAIT 

ORDER TO STOP THE CRISIS OF A THIRD GULF WAR 

SINCERE ADVISE WERE GIVEN TO THE IRAQI REGIME TO CHANGE ITS 
ATTITUDE AND TO HELP PAVE THE WAY FOR A PEACEFUL SOLUTION. 
HOWEVER 

OPENINGS FOR WAR ...\" 


6. COMMENTING ON TODAY\'S MEETINGS AT THE AZORES SUMMIT 
KHALEEJY EDITORIALIZED ON 3/16: 


\"THE SUMMIT THAT WILL BE HELD TODAY IN THE AZORES ISLANDS BETWEEN 
US PRESIDENT GEORGE BUSH 

SPANISH PRIME MINISTER JOSE MARIA AZNAR IS REALLY A \'WAR SUMMIT.\' 
THESE THREE LEADERS HAVE DESTROYED ALL BRIDGES LEADING TO A 
PEACEFUL SETTLEMENT OF THE IRAQI CRISIS AND INSTEAD HAVE CHOSEN 
WAR ... THEIR MEETING TODAY WILL ANNOUNCE THE END OF THE 
COUNTDOWN TO A WAR THAT WILL NOT ONLY BE AGAINST IRAQ BUT 
INTERNATIONAL LEGITIMACY.\" 


7. COMMENTING ON PRESIDENT BUSH\'S STATEMENT ON THE ROADMAP AND 
PALESTINIAN ISSUES 


Y... BUSHYS STATEMENT WAS APPLAUDED BY ISRAEL 

WOULD SAY BEFORE HE SAID IT. ON THE OTHER HAND 

ADMINISTRATION DEALS FLEXIBLY WITH ALL PEACE INITIATIVES 
ESPECIALLY AS SEEN WITH THE NOMINATION OF MAHMOUD ABBAS 
MAZEN 

BECAUSE OF HIS POSITION TOWARDS THE PALESTINIAN INTIFADA!! WHAT 
IS MORE IMPORTANT IS THE PALESTINIAN MAN WHO IS THE PULSE OF THE 
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CURRENT INTIFADA. THIS MAN WILL NEVER YIELD TO ANY TRIALS 
TERMINATING HIS LEGITIMATE BATTLE. THE PALESTINIAN INTIFADA IS 
SUPPOSED TO MOVE THE PEACE PROCESS FORWARD AND NOT BE MOVED BY 
PEOPLE WHO DO NOT EVEN SYMPATHIZE WITH PALESTINIANS.\" 


WAHBA 
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on March 12. Southern Africa Chief Doris Ross 
characterized Zimbabwe\'s recent devaluation as a V'very 
big step forward.\" She also said the IMF appreciated the 
GOZ\'s decision to begin \"symbolic\" payments of US$ 1.5 
million per quarter toward arrears. At the same time 

the team encountered \"different degrees of enthusiasm 
within the Government\" for reform. The GOZ assured it 
however 

and wage controls 

government/industry/labor Tripartite Negotiating Forum. 


3. Ross also recounted a familiar litany of economic 
distortions and challenges: Real GDP off at least 30 
percent since 1998 

arrears around US$ 1.5 billion. Meanwhile 

policy remains wildly expansionary and negative interest 
rates are promoting excessive borrowing. Unsurprisingly 
the IMF suggested the GOZ tighten money supply 
interest rates and ease price controls. 


IMF\'s next step 

4. The IMF already suspended technical assistance to 
Zimbabwe in June 2002. It will vote on suspending voting 
rights this June 

any further progress made in the next 3 months. A 
negative vote would be the final step before full 
suspension from the lending body. When pressed 
delegation speculated that the GOZ has not yet enacted 
sufficient reforms to survive the June vote. 


Comment 

5. Ross made every effort to strike a hopeful tone. But 
as we argued reftel 

political price. 


Sullivan 
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the situation in Kuwait settles 

in reopening discussions on Open Skies. 
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4. COMMENT: Per reftel B 

discussions with DGCA previously. The results of those 
discussions suggested the GOK does not fully understand the 
implications of Open Skies. We suggest appropriate USG 
officials seek out GOK officials to review past efforts in 

this regard in furtherance of Kuwait\'s \"listen-and-learn\" 
mission. 

JONES 
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REF: A. HANOI 409 B. HANOI 396 C.HCMC 157 


1. (U) Similar to the pro-peace meeting they organized on 
February 18 in Hanoi (ref b) 

(VFF) 

African-Latin American Solidarity and Cooperation 
Vietnam-Iraq Friendship Society jointly sponsored another 
anti-war protest in Hanoi on March 15. According to 
official press accounts 

walks of life attended 

as well as representatives of religious groups 

intellectuals 

location: outdoors in the Indira Gandhi Park adjacent to the 
downtown Hoan Kiem Lake. 


2. (U) Organizers formally referred to this occasion a 

V meeting" rather than a rally or demonstration. In true 
Communist style 

resolution\" opposing military action by the U.S. 

and other V'warlike forces" and calling for \"political 
measures\" in order to avoid V'additional hardships\" for the 
Iraqi people. VFF chief Pham The Duyet 

Politburo member 

governments\" to do everything in their power in accordance 
with international law 

of peace-loving peoples 

sovereignty of all nations 


3. (U) Separately 

organization under the VFF 

similarly to express its hope for peace 

war 

of Iraq. The representatives called on all parties to 
Vprevent war in time\" and to find Vfair political measures\" 
for the Iraqi problem consistent with the UN Charter and 
international law. 


4. (U) Comment: These mass gatherings may lack the 
spontaneity or non-official nature of anti-war protests 
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elsewhere in the world (which have been reported extensively 
in the state media here) 

cultivated popular suspicion of US motives and a deep 
aversion to US-led military action against Iraq. More 

official and semi-official protests and rallies can be 

expected if military action against Iraq begins (with or 

without UN Security Council approval). The GVN and CPV may 
even go so far as to orchestrate protests at or near US 
diplomatic facilities. Nonetheless 

believe that GVN public security forces will ensure that any 
protests do not threaten our facilities or personnel. 

PORTER 
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2. (C) After early hints that the regime might rescue Burma\'s 
troubled banks with Central Bank loans 

settled on a \"solution\" to the private banks liquidity 
problems that throws the burden on to business and other 
borrowers. The first step down this path came with the 
formation in early March of the \"Private Bank Management 
Committee 

Quartermaster General Lieutenant General Tin Aung Myin Oo. 
The regime charged this Committee 

Finance Ministry and Central Bank officials 

with Military Intelligence (MI) to resolve the problems in 

the banks. 


3. (C) The Committee directed that banks rebuild their cash 
position through early repayment of loans. Repayments are to 
occur according to a rigid timetable 

outstanding loans due by the end of April. Not all borrowers 
are subject to the Committee\'s fiat 

one banker 

borrowers (of 50 million kyat -- about $50 

AWB (the locus of the banking crisis) had to submit data on 
all of its borrowers to the Committee. Those borrowers who 
are reluctant or unable to pony up the called loans will 
probably have to answer to MI 


Business Shoulders the Burden 


4. (C) Local businesspeople 

heads at the GOB\'s decision to make them responsible for the 
resolution of the banks\' problems. Most companies are 
already staggering under the weight of the credit crunch 
(private bank loans have not been granted since the start of 
the crisis) and the inability to draw fully on deposit 

accounts in various private banks. The cash flow problems 
afflicting many businesses will only be exacerbated by the 

new obligation to repay nearly half of outstanding loans 
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(including even mortgage loans) in short order. Reflecting 
these concerns 

of the dollar has dropped nearly 13 percent in value against 
the kyat since March 1 (bottoming out at 840 kyat/dollar on 
March 14) 

percent in the week ending March 14. Depressed asset prices 
will add an additional burden to businesses trying to offload 
some of their property to make ends meet. 


5. (C) Meanwhile 

some banks may be stabilizing. With withdrawal limits for 
each depositor steady at 100 

still face a maximum outflow of only 18 billion kyat/week. 
One official at a large bank told us that his institution had 
been able 

to counteract withdrawals and even witness a small net 
improvement in its cash position during the week ending March 
14. However 

Additionally 

sure sign of fading public confidence in the banks. 


Asking for Trouble 


6. (C) The GOB\'s curious policy decision 

encourages the banking crisis to infect the broader economy 
is 

Banks do when faced with a bank run. Normally Central Banks 
do back flips to avoid calling loans because of the negative 
spillover effects such actions have. In Burma 

most shunned of options has become the government\'s policy 
choice. Presumably this is because the GOB fears the 
inflationary impact of bailing out the private banks. 

However 

the pain from one set of innocent bystanders (the depositors) 
to another (the borrowers). In no way does this help. 


7. (C) Hopefully 

this approach. In any case 

increasingly apparent that the entire catastrophe will have 
at least two results. First 

will go underground 

and trade can now transpire. Even when the banking mess is 
cleaned up 

learned its lesson on the hazards of doing business in the 
daylight. Second 

employees 

end of March 

accelerated loan payments 

to lay off thousands of workers -- with potentially serious 
social consequences. And 

have to do the whole dance again in April (and every month 
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thereafter). Not a pleasant prospect for anyone in business 
in Burma these days. 

Martinez 
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else in the WTO 

interlocutor acknowledged the benefits of liberalization of 
services (per ref A) 

foreign competition. Despite calls for liberalization from 
business-minded Dubai 

elements within the Abu Dhabi Government opposed any moves 
to open most services sectors. He speculated that financial 
services would be the first area the UAEG would eventually open 
to foreigners. 


No Support For U.S. Moratorium On TRIPs... 


4. (C) Al-Nasibi also confirmed that the UAE would not add its 
name to the list of countries to voluntarily \"opt out\" of the 
compulsory licensing mechanism should a public health crisis 
arise (ref B). He noted that any solution under the Doha 
Declaration should be made available to all WTO members 
regardless of their development status; the UAE is not poor in 
terms of revenue 

manufacturing capabilities. Al-Nasibi also said that the U.S. 
definition of \"public health crisis\" is too narrow 

should be allowed to determine its own public health situation 
and make vital medicines available to all. The UAE position -- 
which is congruent with the EU proposal on Paragraph 6 
according to Al-Nasibi -- is that WTO Members should consult 
with the World Health Organization to find a permanent solution. 


...Or The U.S. Proposal On NAMA 


5. (C) In response to the U.S. proposal on non-agricultural 
market access submitted to the WTO in December (ref C) 
Al-Nasibi complained that the timetable for the reduction of 
tariffs to 5 percent by 2010 

2015 

external tariff of 5 percent and is willing to reduce that 

further through multilateral negotiations and in conjunction 
with the GCC Customs Union. While the UAEG supports the 
spirit of our proposal 

the current language and favor a more aggressive timetable for 
the elimination of non-agricultural tariffs. 


Wahba 
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call\" on the Embassy E&E network. All American staff will 

be instructed to stay home. The four Embassy LAVs will be 
dispatched to the residences to pick up essential Embassy 
staff. An EAC will be convened that morning. LAVs will be 
used to pick up all Americans on subsequent days until the 
EAC decides otherwise. (DATT and IBB will use their LAVs to 
transport their respective employees.) 


- All dependant children will be kept home from school on 
the first day of the conflict. Subsequently 

mobile patrol will escort both school busses to the Overseas 
School. 


- The Consular section will suspend visa services on the 
first day in order to focus on U.S. citizen services. 

Consular will also forward the warden message to all Amcits 
in country consistent with the language provided in reftel B. 


- Travel to the Eastern part of Sri Lanka will once again 
be restricted until the EAC can gauge public sentiment in 
that part of the country. 


6. (SBU) The EAC also discussed the issue of USAID and 
Embassy PSC American staff. The EAC will discuss whether to 
include PSC staff in the LAV transportation and Sri Lanka 
police coverage only after the conflict begins and public 
reaction is measured. 


7. (SBU) The EAC agreed to meet again as needed. 
WILLS 
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condemnation of the Sri Lankan navy for sinking our 
merchant vessel in most severe terms at the talks to the 
government 

the international community would be more appropriate at 
this juncture (than boycotting the talks).\" (Note: The 
Tigers continue to stir up trouble on-the-ground over 

the March 10 incident. As has been their practice in 

the last several days 

strikes in areas of the north and east protesting the 
incident. The latest strike took place in Batticaloa 

and Ampara districts in the east today. Many stores and 
offices were forced to close and transport stopped in 
these areas.) 
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5. (C) Per Ref A 

arising from the March 10 incident and previous 
confrontations at sea 

signaled that the February 2002 ceasefire agreement 
could usefully be reviewed. In March 14 public remarks 
for example 

should work out modalities on how to deal with each 
other at sea 

Helgesen also indicated that the issue of each sidesV 
detaining of the otherVs troops needs review. (Note: 
The LTTE 

\"arrested\" GSL soldiers and police 

them captive for weeks at a time.) 


6. (SBU) (((Note: FYI. The Norwegian-run SLMM has 
released its report on the March 10 incident. In the 

report 

determination about the incident due to a lack of 
information 

regarding the incident until it was too late. In 

comments that jibe with those of Helgesen\'s above 

report went on to stress that the SLMM was willing to 

work out modalities between the LTTE and GSL in order to 
avert future clashes.))) 


7. (SBU) In addition to security-related issues 
sixth round is also slated to focus on the delivery of 
development assistance 

rights. 


8. (C) While it is positive that the Tigers are on board 
for the talks (it would have been a serious setback for 
peace if they had boycotted) 

bound to be contentious. The Tigers are clearly 
planning to use the talks as a soapbox to criticize the 
government over the March 10 incident. That said 
the Norwegians can successfully focus the talks on ways 
to improve the ceasefire accord 

prove constructive. In particular 

noted 

of how to handle LTTE resupply efforts. Continued 
military engagements at sea over the issue are roiling 
the peace process. If the process is to gain back its 
momentum 

in this area. Whether the two sides have the patience 
or even inclination to do this in the current sour 
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atmosphere appears a tough sell and is a test of the 
process\' long-term viability. END COMMENT. 


9. (U) Minimize considered. 
WILLS 
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elections in Kwara and the South-South states 

calm in Lagos and elsewhere. Across the South 

increasing frequency and prominence of apparent political 
assassinations has heightened the public\'s nervousness. None 
of the scenarios for violence include attacks against foreign 
nationals. END SUMMARY. 


2. (C) Beyond the on-going societal violence and 

extrajudicial killings 

streets and in the lagoons or rivers of Lagos State 

prominent Nigerian citizens have been murdered in recent 
months. Southern Nigerians express universal horror at the 
murders 

homes. While the 2001 case of felled Attorney General Bola 
Ige remains under prosecution 

convicted for politically motivated murders in the post-1999 
administration. Over a dozen such murders and additional 
reported attempted murders remain unsolved from the past two 
years. Whatever the reasons for the stinted administration 

of justice 

or impotent against political violence in the South. 

Southern human rights groups have warned poloffs since 
September 2002 that the number of deaths would surely rise as 
elections drew nearer. This sad prediction is being 

fulfilled 

hazy. 


3. (C) Tensions in the South have increased steadily since 

last fall. Multiple sources accuse political leaders and 

their supporters of plotting various murders that have taken 

place under suspicious circumstances. Some candidates appear 
to be wearing bullet-proof vests. Sources attribute 
assassinations generally to one of two possible motives: a 

major \"business deal gone bad\" or a political vendetta. 

Ledum Mitee 

the Ogoni People (MOSOP) 

important in explaining the phenomenon of these killings than 


Column 3 

the atmosphere of impunity they generate. The \"real reason 
why it happens 

combined with an \"irrational instinct to dominate that comes 
with power.\" Political killings may occur if someone 
obsessed with power 

opponents supporter. The target may not be the opponent 
directly. Some politicians are allegedly detaining opponents 
and critics with impunity. For example 

reports that authorities are repeatedly detaining polytechnic 
professor John Okam without charges 

by a member of the Cross River State House of Assembly. 


4. (C) POLITICAL KILLINGS 

southern Nigeria 

appeal more to ethnic than to religious ties 

agree. More dangerous than sporadic societal uprisings 
sources claim 

rights NGOs expect political violence will continue to rise 
throughout the election season. Many see it as indisputable 
fact that some politicians recruit thugs to influence the 
outcome of elections or other political gatherings. Other 
politicians 

supporters who are seeking to maintain or gain power 
passively permit such violence. Members of the Committee for 
the Defense of Human Rights (CDHR) 

Shina Loremikan 

first-hand experience they had in university when dominant 
military rulers paid friends to disrupt political and social 
meetings that could undermine the strongman\'s agenda. The 
same methods are used to affect political agendas in 
democracy today 


5. (C) ARMED STUDENTS TO TAKE TO THE STREETS. Contacts from 
CDHR 

Liberties Organization continue to raise allegations with 
poloffs that some candidates actively recruit student 
\"cultists\" to join street armies and intimidate voters at the 
polls. Groups such as the Vikings in Rivers and Black Ax in 
Enugu are receiving funds in exchange for their \"support.\" 
Arms are being stockpiled on university campuses 
\"Students will tell you 

Eni Akinsola. \"When you ask them 

simply 

have been paid.\" 
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6. (C) DEADLY PLACES TO WATCH? Akinsola and Chukwuma 
Ezeala 

Peace Commission (JDPC) 

NigeriaVs states will be violent and half will be peaceful 

come elections. Kwara\'s capital of Illorin will be V'one big 

pool of blood 

Saraki 

Vvery bloody." Bayelsa and Cross River will have \"problems.\" 
In Akwa lbom 

villages may endure the \"worst potential violence." They 
expect violence in Ondo and Oyo \"because the people there do 
not support the candidates they are bringing 

will win these states at all costs.\" Potential hotspots in 

the North include Kano 

believe. Kaduna and Plateau will be \"dicey.\" Borno will be 
interesting because of the balanced strength of competing 
parties 


7. (C) Lagos will be relatively peaceful 

Ezeala 

to fight each other here.\" Representatives of these two 
organizations believe that the OPC may be involved in 
violence elsewhere 

to allow the OPC to participate in Lagos politics as long as 
no violence is involved.\" In Ogun 

\"more transparently rigged--no 

relatively peaceful. Kogi \"will be very peaceful 

most part.\" In Niger 

domains to deteriorate into violence. Ekiti would have 
been a bloody tag team 

each other now.\" Other states that will not experience 
\"much\" violence include Osun 

Zamfara 

a lesser degree than the norm. 


8. (C) RIGGING LEGITIMATELY: WHEN THEY\LL THROW IN THE 
TOWEL. \"You need to have genuine support in order to rig an 
election 

threshold of support 

mandate.\" Most rigging 

Movement for the Survival of the Ogoni People (MOSOP) 

not involve the literal \"stuffing of the ballot box.\" The 
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process is less definable than the outcome in some cases. How 
electoral officers are chosen and what they do with the 
resources they are given are important. Do they make voting 
materials available? Do they distribute fraudulent ballots? 

To combat rigging and increase the perceived legitimacy of 
election outcomes 

announced on site by the local government offices 

than passing the results all the way to Abuja for final 
announcement. 


9. (C) COMMENT. Political fears in the South are largely 
by-products of societal clashes between indigenous groups 
(e.g. Warri 

political legitimacy questions (as some candidates across the 
South are reportedly \"imposed\" on voters without popular 
consent). Despite Obasanjo\'s popularity with many 
Southerners 

have failed to convince people who feel that the GON has done 
little to engender economic development and social welfare 
issues repeatedly highlighted as paramount to Southern 
constituents. The climate remains volatile in pockets across 
the South; moreover 

relationships between the international oil companies 
operating in the region and the local residents. The 
coincidence of tensions in the Middle East and domestic 
violence in Nigeria is thus making many an expat 
uncomfortable. Whatever election violence there may be in 
the South is not expected to involve foreign nationals 
however. Prudence and common sense should help keep foreign 
nationals away from the election fray. END COMMENT. 
HINSON-JONES 
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seeking any information that might substantiate SIB and 
Al-Ahmar activities in terrorist financing. We note that the 
targeting report 

Sheikh Al-Moayad and to publication of news about the 
money-laundering case 

Further investigation along these lines may therefore be 
directly relevant. 


4. (S/NF) As Embassy Sanaa noted in our previous message on 
this issue (2002 Sanaa 3726) 

Shaykh VAbd al-Majid Al-Zindani could serve U.S. 
counter-terrorism interests 

Al-QaVida 

efforts should give primary focus to Shaykh Al-Zindani\'s 

history and activities 

produce results that could lead to ROYG decisions in our 

mutual interests. Hamid Al-Ahmar and Sabaa Islamic Bank may 
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be secondary/secondary targets for subsequent action as 
further supporting information becomes available. In any 
event 

Al-Ahmar 

additional evidence 

with appropriate decisions. 

HULL 
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CONTRIBUTIONS BECAUSE OF THE INCREASED VALUE OF EACH SHARE. 
THE U.S. WANTED THE VALUE OF EACH SHARE TO STAY THE SAME. 
GROSS NOTED THE USG\'S CONCERN ABOUT THE PREMATURE 
ELECTIONEERING OF POTENTIAL CANDIDATES FOR ITU; ELECTIONS ARE 
NOT FOR THREE AND A HALF YEARS. 


17. (SBU) FABIO BIGI 

COMMUNICATIONS 

MARRAKECH SHOULD BE THE DEVELOPMENT OF WORLDWIDE 
COMMUNICATIONS. THE GENERAL SECRETARIAT SHOULD SUPPORT 
ACTIVITY OF THE RADIOCOMMUNICATION 

DEVELOPMENT SECTORS. THE COST OF RUNNING THE ITU 

SHOULD NOT BE INCREASED. THE SECRETARIAT SHOULD EVALUATE THE 
ITUVS SERVICES AND PRODUCTS 

IMPROVE MANAGEMENT AND ACCOUNTABILITY. THE ITU SHOULD 
UNDERTAKE STEPS TO BRIDGE THE DIGITAL DIVIDE 

ADDITION 

TELECOMMUNICATIONS SERVICES AND PRODUCTS. 


18. (SBU) MINISTRY OFFICIALS EXPRESSED THEIR HOPE THAT THE 

ITU WILL CONDUCT STUDIES TO ENCOURAGE THE DEVELOPMENT OF 3G 
SYSTEMS. THE ITU ALSO SHOULD WORK ON FREQUENCY BAND 
ALLOCATIONS. IN PREVIOUS ITU CONFERENCES 

FREQUENCY BANDS WERE IDENTIFIED AND ISSUED. SUCH ALLOCATIONS 
ARE ESSENTIAL 

SYSTEMS AND TO ENCOURAGE THE VIABILITY OF GALILEO. 


19. (SBU) BIGI 
UNCLASSIFIED 
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UNDERSCORED THEIR EAGERNESS TO WORK WITH THE U.S. ON ITU AND 
OTHER MULTILATERAL ISSUES. THEY NOTED THAT IT WAS OBVIOUS IN 
MARRAKECH THAT THE U.S. AND ITALY SHARED ABOUT 90 PERCENT OF 
THE SAME POSITIONS. THE TWO GOVERNMENTS COULD HAVE COMBINED 
STRATEGIES AND TACTICS 

ITS DESIRE TO WORK WITH THE U.S. IN THE LEAD UP TO THE WRC IN 
JUNE AND THE WORLD SUMMIT ON THE INFORMATION SOCIETY IN 
DECEMBER. REGARDING THE WRC 

LOCAL AREA NETWORKS IS DIFFERENT FROM THE EU CONSENSUS 
GIORGOLO POINTED OUT. 
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LEGAL FRAMEWORK 


20. (U) AT THE TIME OF THE BILATERALS 
SECRETARY INNOCENZI WAS TESTIFYING BEFORE PARLIAMENT ON THE 


SIPDIS 

LEGGE GASPARRI (THE LAW NAMED AFTER MINISTER OF 
COMMUNICATIONS GASPARRI). THE BILL 

IN SEPTEMBER 2002 

ACCORDING TO MINISTRY OFFICIALS 

INTEGRATED ANTI-TRUST REGIME 

EVERYTHING FROM TELEVISION 

PUBLISHING. THE LEGGE GASPARRI ALSO SETS THE FRAMEWORK FOR 
THE PRIVATIZATION OF THE PUBLIC TELEVISION OPERATOR AND 
SERVICE PROVIDER 


UNCLASSIFIED 
UNCLASSIFIED PTQ2210 
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ACTION EUR-00 


INFO LOG-00 AID-00 CEA-01 CIAE-00 CIP-00 CTME-00 INL-00 
DODE-00 ITCE-00 SRPP-00 EB-00 EXME-00 E-00 UTED-00 
VC-00 FRB-00 H-01  TEDE-00 INR-00 1O-00 ITC-01 
LAB-01 L-00 VCE-00 AC-01 NSAE-00 NSCE-00 OES-00 
OMB-01 OPIC-01 CAEX-01 PER-00 ACE-00 SP-00 IRM-00 
SSO-00 SS-00 STR-00 TEST-00 TRSE-00 USIE-00 R-00 
DRL-01 G-00 SAS-00 /009W 

TM 45900F 1713467 /38 

R 171239Z MAR 03 

FM AMEMBASSY ROME 

TO SECSTATE WASHDC 8755 

INFO EU MEMBER STATES COLLECTIVE 

AMCONSUL FLORENCE 

AMCONSUL MILAN 

AMCONSUL NAPLES 

DEPT OF COMMERCE WASHDC 

DEPT OF JUSTICE WASHDC 

FCC WASHDC 


UNCLAS SECTION 04 OF 04 ROME 001084 
SIPDIS 
SENSITIVE 


COMMERCE FOR NTIA/GALLAGHER/SPECK; USDOC FOR 
4220/MAC/EUR/SED/DDEFALCO; FCC FOR AGOMEZ AND ATHOMAS; 
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JUSTICE FOR CWILLNER 


UNCLASSIFIED 
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E.O. 12958: N/A 

TAGS: ECPS 

SUBJECT: U.S./ITALY BILATERAL TALKS ON COMMUNICATIONS 
POLICY: FROM BROADBAND TO WI-FI TO CYBER SECURITY 


ADDED ON TO THE LEGGI GASPARRI. TIMETABLE FOR PASSAGE IS 
STILL NOT CERTAIN. 


21. (U) THE ITALIAN PARLIAMENT HAS MANDATED THE END OF ANALOG 
TV TRANSMISSION AND ADOPTION OF DIGITAL BY 2006. THE MINISTER 
AND AUTHORITY ARE WORKING ON A NATIONAL FREQUENCY PLAN 
ALTHOUGH EACH REGION WILL HAVE ITS OWN FREQUENCY NETWORK. 
THE AUTHORITY WILL ISSUE LICENSES FOR DIGITAL TV. NO SINGLE 
PROVIDER WILL BE ABLE TO USE MORE THAN 20 PERCENT OF THE 
NATIONAL DIGITAL SPECTRUM. 


CYBER SECURITY 


22. (U) THROUGHOUT THE TWO DAYS OF DISCUSSIONS 

PROTECTION OF CRITICAL TELECOM AND IT NETWORKS WAS A COMMON 
THEME. FOLLOWING LAST MAYYS CONFERENCE ON CYBER-SECURITY 
CO-SPONSORED BY THE EMBASSY AND THE OFFICE OF THE PRIME 
MINISTER 

AND TECHNOLOGY JOINTLY FORMED AN ADVISORY COMMITTEE ON 
CYBER-SECURITY. SECRETARY GENERAL OF THE MINISTRY OF 
COMMUNICATIONS VITTORIO STELO HEADS THIS COMMITTEE. 


23. (SBU) PROCLAIMING THAT \"WE CAN NOT BE FREE 
STELO UNDERSCORED THE NEED FOR NETWORK SYSTEMS THAT ARE FAST 
MODERN 
HE HEADS 
UNCLASSIFIED 
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RESPONSE TEAM (CERT) IN ITALY 

NEED TO PROTECT SYSTEMS 

THE COMMITTEE WILL EVENTUALLY DESIGN A NATIONAL STRATEGY FOR 
THE PROTECTION OF NETWORKS USED BY THE PUBLIC ADMINISTRATION. 


24. (SBU) GOI OFFICIALS DISCUSSED IN BRIEF THE JUST-CREATED 

EU CYBER SECURITY AGENCY. SINCE THE MANDATE AND STRUCTURE OF 
THIS AGENCY IS STILL ON THE DRAWING BOARDS 

PLAY A SIGNIFICANT ROLE IN SHAPING THIS AGENCY. ACCORDING TO 
COMMITTEE MEMBERS 

PROVIDED FOR THE FIRST YEAR FOR THIS AGENCY. UPON THE 
ENLARGEMENT OF THE EU 
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LEAST NINE MILLION EUROS. THE GOI ALSO INTENDS TO MAKE 
CRITICAL INFRASTRUCTURE PROTECTION (CIP) A TOP PRIORITY AS EU 
PRESIDENT 

OFFICIALS ARE EAGER TO CONTINUE WORKING WITH THE U.S. ON CIP 
AND ARE PARTICULARLY INTERESTED IN EXPLORING JOINT R&D 
PROJECTS AND COMBINING EFFORTS ON CERTIFICATION OF SOFTWARE 
AND SYSTEMS. 


PRIVATE SECTOR 


25. (U) ON THE MARGINS OF THE OFFICIAL DISCUSSIONS 

DELEGATION MET SEPARATELY WITH REPRESENTATIVES OF MAJOR U.S. 

TELECOM COMPANIES (VERIZON 

(TELECOM ITALIA 

THE ISSUE OF TERMINATION COSTS DOMINATED THE SESSION WITH THE 

U.S. PRIVATE SECTOR. ON ONE HAND 

ABOUT THE HIGH COSTS 

SHAREHOLDER IN OMNITEL-VODAFONE 

WERE JUSTIFIED. VERIZON AND OMNITEL EXECUTIVES ARGUED THAT 
UNCLASSIFIED 
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TELECOM COMPANIES ARE TOO HEAVILY REGULATED IN ITALY. ITALIAN 
COMPANIES INQUIRED ABOUT DIGITAL TELEVISION AND BROADBAND 
DEVELOPMENT IN THE UNITED STATES 

ABOUT THE DEVELOPMENT AND EXPANSION OF BOTH IN ITALY. 


COMMENT 


26. (SBU) WE FOUND THE GOI EAGER AND WILLING TO DISCUSS AND 
WORK WITH US ON REGULATORY ISSUES COMMON TO BOTH 

IDEAS FOR ENCOURAGING THE DEVELOPMENT AND USE OF NEW 
TECHNOLOGIES 

MEETINGS ON COMMUNICATIONS POLICY. IN SPECIFIC AREAS SUCH AS 
THE PREPARATIONS FOR THE WORLD RADIOCOMMUNICATION CONGRESS 
AND THE WORLD SUMMIT ON INFORMATION SOCIETY AND IN 
CYBER-SECURITY 

END COMMENT. 


27. EB/CIP HAS CLEARED THIS CABLE. 
SEMBLER 
UNCLASSIFIED 


> 
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ESTABLISHED IN ABU DHABI TO HELP BUSINESSWOMEN ACQUIRE 
INFORMATION ON EDUCATION/TRAINING AND FINANCIAL INVESTMENT 


Column 3 
OPPORTUNITIES. 


4. (SBU) FOLLOWING A SIMILAR TRIP TO FRANCE LAST YEAR 

EXECUTIVE COMMITTEE OF THE BUSINESSWOMEN\'S COUNCIL OF ABU 
DHABI CURRENTLY IS VISITING SWITZERLAND TO MEET SWISS 
BUSINESSWOMEN AND TOUR WOMEN-OWNED BUSINESSES THERE. THE 
ABU DHABI BUSINESSWOMEN WILL HOST THE FIRST ARAB 
BUSINESSWOMENVS FORUM IN APRIL 

CHAMBER OF COMMERCE 

TOP U.S. WOMEN EXECUTIVES TO ATTEND. 


WAHBA 
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party HADEP was ordered definitively closed by a 
unanimous vote by the Constitutional Court good 
per articles 68 and 69 of the Constitution under 
articles 101 and 103 of the Political Parties 

Law. HADEP\'s property will be turned over to the 
Treasury Department. 46 HADEP officials 
including its national chair 

been banned from politics for five years. HADEP 
will appeal against the decision to the European 
Court of Human Rights. At the same time 

Chief Public Prosecutor of the Court of 

Cassation 

at the Constitutional Court against DEHAP 
founded as the substitute for HADEP 

DEHAP\'s closure for good. 


Hurriyet: Turkey gave support to clearing of land 
mines 

PKK terrorism. According to the proposal 

will clear all these land mines in 7 years. CHP 
deputy 

halting of PKK terror 

children 

Oymen said dismantling of the land mines would 
cost Turkey USD 300-400 million. 


Cumhuriyet/Bolge: The US Land Forces Vice 
Commander 

accompanied by high ranking American officials 
from Incirlik AB 

Kavukcuoglu 

Command in Iskenderun. After the talks at the 
Navy Command 
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port and was briefed about the military 
shipments. After Gen. Dotson\'s visit to 
Iskenderun 

Gen. Aytac Yalman 

military units in Adana and Iskenderun. Gen. 
Yalman said the Turkish units were in excellent 
condition and were ready to fulfill any mission 
the Turkish people would give them. 


Radikal: In order to rescue the historical 
monuments in the Southeast from becoming a target 
in a war on Iraq 

white and blue posters on them. The posters will 
be visible to pilots. It is reported that 

objects in regional museums will be transferred 
to Kayseri when the war breaks out. According to 
Hurriyet 

Culture 

be hoisted at the Mardin museum 

Zafaran Monastery 

Mosque 

Church 

would be moved to Ankara. 


Cumhuriyet/Sabah: It is required of Turkish 
journalists working in the region to carry a 

yellow press card 

get credentials from the Prime Ministry\'s Press 
and Information General Directorate. In addition 
to the press center at the Dedeman Hotel in 
Diyarbakir 

centers should be established in Silopi and Cizre 
as well. The number of the reporters 

whom are foreigners 

press center has been established at Iskenderun 
Navy Base Command. 


Evrensel: The Sirnak Governorate distributed 
handbooks on \"Chemical and Biological War\" sent 
by the Civil Defense Directorate. The pamphlets 
contain information about \"Biological & Chemical 
War and Countermeasures\" and \"First Aid.\" A civil 
defense meeting to which the public will be 

invited will be held at the Municipal Wedding 

Hall. 
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Evrensel: The Americans are parading in 
Diyarbakir\'s streets in foreign plated cars. One 
can see them in all luxurious restaurants 

hotels 

entertainment. It is also claimed that they have 
rented luxurious houses in Hamravat and 
Demetevleri complexes. In Birecik 

unidentified persons stoned the convoy carrying 
US military equipment while passing the bridge 
over the Euphrates. 


Cumhuriyet: CHP\'s Provincial Chairman of Siirt 
Mervan Dilek 

been CHP\'s provincial chairman for a decade. 
Mervan Dilek\'s brother- in-law 

was elected to the parliament on CHP\'s ticket on 
November 3 

9 


Bolge: A group of anti-war lawyers in Adana 
announcing a press statement in front of the 
Court Hall 

occupied by US soldiers and insisted on peace. 


Bolge: The hearing of Adana Mayor 

who was accused of false tax statements 

at the Court of First Instance in Adana. During 
the closed hearing 

allegations. Mayor Durak said all the real estate 
that belonged to him and his wife had been 
reported correctly. He said he owned a 
construction company with his brother before he 
was elected 

2 

written answers from the Interior Ministry and 
the Trade Registry Office concerning the case 
and adjourned the hearing until May 14. 
HOLTZ 
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or \"bribe\" before the war on Iraq. Of the major 

papers only the English-language Jordan Times found 
positive elements in the announcement. End summary. 


Column 3 

Reports 

On Saturday 15 

adjacent reports on the Presidents announcement 
regarding the road map 

welcoming the announcement. The main stories were 
identical compilations from international news 
agencies 

Dustour also carried the full text of the PresidentVs 
remarks 


In Al-Rai 

wrote that: \"The KingVs efforts have resulted in the 
American commitment to peace and to the creation of a 
Palestinian state.\" 


On Sunday 16 

center-left 

President Bush in full combat gear and shouldering a 
nuclear weapon 

the mouth of an elated Arab. The pill is described 
as: \"The Palestinian state tranquilizer pill.\" 


Commentaries 


- VOne meal after the 1991 meal and another before 
the 2003 meal\" 

Prominent daily columnist Tariq Masarwah wrote in semi- 
official influential Arabic daily Al-Rai on Sunday 16: 
\"Washington\'s reference to the road map 

insistence on it are meaningless. They will have no 
effect either on the scandalous and immoral double 
standards or on the reaction of peoples who are angry 
at all the crimes being committed against them. The 
promised Palestinian state 

after realizing all the impossible preconditions 

be without frontiers 

capital 

parts.\" 


-- \"The bribe of the road map\" 

Daily columnist Yasser ZaVatreh wrote in center-left 
influential Arabic daily Al-Dustour on Sunday 16: \"The 
American president might as well have kept his offer 
of a bribe 

against America\'s arrogance. At best 

can only gain minimal acceptance among the Palestinian 
public. But after the Sharon-Bush amendments 

be nothing but a surrender document. The promised 
Palestinian state 

electoral campaign 
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control on its points of entry and egress 

right of forming international agreements. This 

are offered before the war on Iraq and the change of 

the map that Powell announced. What the Sharon-Bush 
duo will offer us after the war remains to be seen.\" 


Under the title 

Times main editorial noted that Jordanians heaved a 
\"sigh of relief at hearing Bush reinforce his 

*personal\' commitment to publishing the roadmap.\" But 
it also criticized the implication that \"the U.S. 

the Quartet decides what to do with the roadmap; and 
that the U.S. 

powers their premier should have.\" 

GNEHM 
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symptoms when traveling from Shanghai 

via Hong Kong. On February 28th 

French Hospital with fever 

was diagnosed with atypical pneumonia. His condition 
deteriorated quickly 

evacuated to Hong Kong and admitted to the Princess Margaret 
Hospital 

22 health care workers (WHO report) developed similar flu -like 
symptoms and were admitted to the Hanoi French Hospital. That 
hospital was closed to the public on March 8th 

only hospital with international level standards of health care 

and infection control practices. An additional wave of health 

care workers and close family members has been admitted to the 
National Institute of Clinical Research on Tropical Medicine 
(NICRTM) at Bach Mai (the national hospital). According to the 
CDC Vietnam office 

HIV/AIDS care and treatment 

institute are minimal. 


Current Situation 


3. WHO reports more than 40 cases in Hanoi 

link to either the index patient or health care workers who 
cared for him. Thus far 

contact with an affected person. Officially 

person has died 

several health care workers reportedly remain in critical 
condition requiring mechanical ventilation. 


What is it? 
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4. Thus far 

identified. According to CDC 

related to initial suspected pathogens such as the Hong Kong 
Avian influenza (H5N1) 

chlamydia. However 

case may be related to a longer term epidemic of atypical 
pneumonia in southern China (Guangdong province). WHO and CDC 
advisories suggest that transmission is consistent with direct 
contact with respiratory secretions of an infected patient. The 
incubation period (time from exposure to first symptom onset) 
appears to be about 3 to 5 days in most affected patients 
may be as long as 7 to 10 days. Initial symptoms are non- 
specific 

cases sore throat and dry cough. Over time 

patients develop the typical diffuse 


International Help 


5. The Vietnam Ministry of Health has taken a lead in the 
epidemic investigation and has requested support from WHO 
(taking lead in coordinating international assistance) 
additional technical support from CDC Atlanta (4 staff) and the 
CDC Vietnam Office. Additional international experts from 
France 

result 

been challenging. 


GVN Reaction 


6. The GVN was initially slow to provide widespread information 
or recommendations on precautionary measures 

provided inappropriate recommendations. However 

has been appropriate. An early response by GVN appeared to be 
an attempt to minimize publicity on the severity of the problem. 
Reality now has set in. With international support 

supported the isolation and closure of the Hanoi French Hospital 
and an attempt to prevent spread of the disease into the general 
community. A unit of NICRTM at Bach Mai hospital has been set 
aside to quarantine patients. Health officials carefully 

monitor exposed individuals for signs of infection and conduct 
contact tracing. Vietnam Airlines and other airlines are 

currently screening passengers and have reportedly refused 
boarding to individuals exhibiting symptoms. In the past few 
days 

measures. On March 16 

urgent meeting 

outbreak investigations and control. 
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Reaction of other Embassies 


7. The reactions of Embassies in Hanoi have been diverse. Many 
Embassies are simply sharing the WHO press release with 
travelers to Vietnam. At the opposite extreme 

Embassy has closed its consular operations and is advising its 
citizens not to be in a closed space with large numbers of 
Vietnamese nationals. According to and EU Embassy here 
French Ministry of Health has reportedly acknowledged that WHO 
has not issued a travel advisory warning against travel to 

affected areas 

its own warning against non-essential travel. The French 
Embassy reportedly is also issuing daily warden messages. Our 
Embassy and ConGen have issued two warden messages - one last 
Wednesday 

and one last Friday 

avoid exposure. In addition 

meetings\" with the Embassy community to minimize panic and 
disseminate accurate information. 


8. ConGen Ho Chi Minh City reports that the consular corps there 
has been advised that the Tropical Disease Hospital has been 
designated as the primary receiving hospital for any potential 
SARS cases. As of this writing 

cases in HCMC 

cases. The CDC Vietnam Office reports that infection control 
practices in Vietnam hospitals are minimal 

of spread of the syndrome into the general community is fairly 
high. The head of an international clinic with long experience 

in Vietnam has informally told us he expects the crucial point 

for HCMC to be later this week - probably Wednesday and after. 
ConGen will hold a mini-town hall meeting via digital 
videoconference tomorrow afternoon with resident Hanoi CDC 
medical personnel. 


Action Requests 


9. Post strongly recommends that a travel advisory be issued 
immediately for Hanoi recommending against non-essential travel 
to Hanoi for the reasons outlined below. This travel advisory 
could be short term in nature 

outbreak of this potentially fatal syndrome is controlled. The 
need for the continuation of the travel advisory would be re- 
assessed on a day-to-day basis. 


-- First 
limited compared with many neighboring posts. (Bangkok and 
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Singapore are where we medevac people.) With the closure of the 
Hanoi French Hospital and limited availability for medevac to 
Hong Kong (already over-extended) 

now refusing presumed SARS patients) 

facilities are available in the region for new Hanoi SARS cases 
and no international facilities exist in Hanoi for any medical 
emergency requiring hospitalization. Even out-patient care is 
limited: the SOS Clinic receives only patients who have called 
ahead and been screened; the Hanoi Family Practice is screening 
patients at the door but 

suspected of SARS to Bach Mai hospital. In essence 

options exist for medical care of serious illnesses 

non-serious conditions carry elevated risk (as people may be 
exposed to SARS while awaiting care). 


-- Secondly 

many other countries continue to stream into Vietnam via both 
northern and southern points of entry. Given that SARS has 
already spread outside of the medical community in Hong Kong and 
southern China 

Vietnam and lead to additional risk of exposure for travelers. 
Furthermore 

medical care in Hanoi 

fly out of Vietnam to seek medical care elsewhere 

other passengers. This practice clearly must be stopped as this 
leads to further spread of the epidemic and threat to other 
regions of the world. 


-- Finally 

on a limited basis. If a more widespread epidemic occurs in 
Hanoi 

Americans will be equally difficult. 


10. Lastly 

to the many TDY and PCS travelers that have been long scheduled 
to arrive and depart Vietnam over the next few days and weeks. 
PORTER 
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days 

Al-Suweidi 

production from field to field easily. ADCO (Abu 
Dhabi\'s onshore production company) 

ramped up production to 1.35 mmb/d for a couple of 
days last week to help compensate for the total shut- 
down of offshore operations due to dangerously high 
winds. 


4. Al-Suweidi systematically described production 
levels in each of Abu Dhabi\'s main fields and said 
that ADNOC could sustain 2.5 mmb/d indefinitely under 
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current reservoir management policies. ADMA-OPCO 
currently is producing about 500 

and is close to peak production. The Upper Zakum 
field 

barrels per day and could produce 600 

day with 15 million cubic feet per day of gas flared. 
ADCO peak sustainable production is about 1.4 mmb/d 
with the Bu Hasa field accounting for any significant 
production increase. He noted that 

usually limits the flaring of gas 

those restrictions during a crisis 

during the 1991 Gulf War 

cubic feet per day was flared. 


5. (S/NF) ADNOC\'s leadership is not keen to produce 
above 2.5 mmb/d out of a concern for potentially 
damaging Abu Dhabi\'s fields and because environmental 
considerations militate against the flaring of gas. 
(Note: ADNOC has a \"Zero Flaring\" policy 

GASCO 

the capacity to manage the additional associated gas 
higher oil output would require the flaring of the 

excess gas. End note.) The ExxonMobil Country 
Manager here (please protect) previously confirmed to 
Econchief that ADNOC could surge to at least 2.6 
mmb/d 

ADNOC\'s short-term surge capability at the well-head 
could be as much as 20 percent more than peak 
production 

3.0 mmb/d. 


6. (S/NF) Al-Suweidi acknowledged that while ADNOC 
could hypothetically reach 3.0 mmb/d at the well-head 
being able to actually move 

amount would require significant investment to 
increase the capacity of the surface facilities (i.e. 

the collection and processing facilities). He said 

that ADNOC\'s shareholders were not keen to invest in 
additional spare capacity at this time 

technically feasible nonetheless. 


7. (S/NF) There are only a few other factors that 
could hinder ADNOC from ramping up production 
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instantaneously in a crisis. The weather sometimes 
prohibits full production from the offshore 

facilities 

advantage of current high oil prices 

deferred scheduled maintenance in the near-term that 
could affect the production of any one field. 

Although we don\'t know to what degree higher insurance 
premiums on tankers could affect ADNOC\'s ability to 
put additional production on the market 

confirmed that ADNOC sells its oil FOB (free on board 
-- customers provide their own tankers) and the 
availability of tankers is outside of ADNOC\'s control. 
Finally 

instructions from the Supreme Petroleum Council (SPC) 
to increase production significantly above current 

levels. Al-Suweidi undertook to inform us of any 

change in the current situation that would affect the 
UAE\'s production capabilities. 


Wahba 
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CIRCUMSTANCES.\" THAT COUNTRY REJECTED OUR PROPOSED 
COMPROMISE BEFORE EVEN THE IRAQI GOVERNMENT ITSELF AND HAS 

PUT FORWARD SUGGESTIONS THAT WOULD ROW BACK ON THE UNANIMOUS 
AGREEMENT OF THE COUNCIL IN 1441 - THOSE SUGGESTIONS WOULD 
AMOUNT TO NO ULTIMATUM/NO PRESSURE/NO DISARMAMENT; 


GIVEN THIS SITUATION 
A VOTE ON THE DRAFT UK/U.S./SPANISH RESOLUTION IN BLUE; 


THE COMMUNIQUES AND PRESS STATEMENTS THAT WERE ISSUED AT THE 
AZORES SUMMIT EXPLAIN THE POSITION OF OUR GOVERNMENTS ON THE 
WAY FORWARD. THE CO-SPONSORS RESERVE THEIR RIGHT TO TAKE 
THEIR OWN STEPS TO SECURE THE DISARMAMENT OF IRAQ. 


TRANSCRIPT OF AMBASSADOR NEGROPONTEYS COMMENTS TO THE PRESS 


3. (U) AMBASSADOR NEGROPONTE: GOOD MORNING. CAN YOU HEAR 
ME? | WOULD LIKE TO SAY THAT WE ASSOCIATE OURSELVES FULLY 
WITH THE STATEMENT MADE BY AMBASSADOR GREENSTOCK. 


I WOULD JUST MAKE THE FURTHER POINT THAT IT HAS BEEN NEARLY 
FOUR AND HALF MONTHS SINCE THE COUNCIL UNANIMOUSLY ADOPTED 
RESOLUTION 1441 

IT A FINAL OPPORTUNITY TO DISARM OR FACE SERIOUS 
CONSEQUENCES. 
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THE GOVERNMENT OF IRAQ HAS CLEARLY FAILED TO COMPLY. OUR 
GOVERNMENTS BELIEVE THAT THROUGH ACTS OF OMISSION AND 
COMMISSION IRAQ IS NOW IN FURTHER MATERIAL BREACH. 


WE ADVOCATED A SECOND RESOLUTION BECAUSE A UNITED COUNCIL 
WOULD HAVE SHOWN IT WAS INTENT ON ENFORCING RESOLUTION 1441 
AND DISARMING IRAQ. WE BELIEVE THAT THE VOTE WOULD HAVE BEEN 
CLOSE. WE REGRET THAT IN THE FACE OF AN EXPLICIT THREAT TO 
VETO BY A PERMANENT MEMBER 

SECONDARY CONSIDERATION. THANK YOU. 


LAST OPPORTUNITY WAS SURRENDERED 


4. (U) IN HIS COMMENTS TO THE PRESS 

STATED THAT UNSCR 1441 WAS QUITE CLEAR IN PARAGRAPH FOUR 
WHICH ESTABLISHED IN AN UNEQUIVOCAL WAY THAT ANY FALSE 
STATEMENT OR OMISSION ON THE PART OF IRAQ WOULD CONSTITUTE A 
FURTHER MATERIAL BREACH. ARIAS ADDED THAT IRAQ HAD BEEN GIVEN 
ONE LAST OPPORTUNITY TO COMPLY 


NEGROPONTE 
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action carefully calculated to express discontent and disgust 
with the state of affairs within our nation...We must take up 
the challenge and engage in the most visible form of 
democratic resistance until our rights 

and the right to live in peace are won back.\" The party has 
gotten the message out in a number of ways 

special mass action structures established in most of the 
country\'s urban centers and distribution of large numbers of 
pamphlets. In a March 15 interview with the independent 
weekly 

confirmed that mass action had been called for March 18 and 
19 


Possibility of violence 


2. (C) Concerned by reports that some elements of the MDC 
were planning violent attacks against security service 
installations (reftel) 

March 17 meeting with Tsvangirai. The Ambassador told the 
MDC leader that the U.S. Government supported the right of 
the MDC and civil society to engage in peaceful forms of 
mass action but counseled strongly against violent 
confrontation. Such an approach would take away any claim 
the MDC had to the moral high ground and give the GOZ an 
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excuse to crush the opposition. Tsvangirai agreed 

party was encouraging only peaceful activities and that the 
first phase to begin on March 18 was a work stayaway 

the possibility of peaceful demonstrations in some 

localities 

party might proceed to broader demonstrations depending on 
what happens on March 18 and 19. 


3. (C) In a separate conversation with the DCM and 

polchief 

member Tendai Biti said he was not privy to all of the 

activities planned. He reported 

are planning to stone or burn commuter omnibuses which 
attempt to transport people to work in the city center. He 

said the stayaway would likely be accompanied by 
demonstrations in the high-density suburbs 

groups of people might try to carry their protests to the 

city center. Biti noted that the MDC is currently drawing up 

a list of businesses owned by ZANU-PF officials or party 
donors for the purposes of organizing a boycott. Organizing 

a boycott of the Commercial Bank of Zimbabwe 

stalwart Gideon Gono 

Zimbabweans have many other banking options. He pointed out 
however 

to shun other businesses which produce the basic commodities 
which are in such short supply these days. 


Stayaway participation 


4. (C) Meanwhile 

confirmed that they plan either to close on March 18 and 19 
or to allow employees to miss work without sacrificing pay 
motivated by concern for the safety of their workers who live 
in the high-density suburbs. At the same time 

businessmen with whom we spoke were wary of taking any action 
that might be interpreted by ruling party enforcers as 
support for the stayaway. Contemplating that many of our 
FSN\'s who live in high-density suburbs might have difficulty 
getting to work on these two days 

a liberal leave policy. 


Comment 


5. (C) The MDC has worked intensively during the past year 
to establish structures in most of Zimbabwe\'s urban centers 
capable of organizing mass action. The fact that Tsvangirai 
who has been under enormous pressure to take such a step for 
much of the past year 

suggests he believes that the necessary organization is in 
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place and that the eminently patient Zimbabwean population 
angered by political repression and the economic implosion 
are finally ready to demonstrate their displeasure. During 
the past several months 

small-scale protests in Harare\'s high-density suburbs -- at 
bus stations 

ready to broaden these activities. 


6. (C) Although it is impossible to predict the outcome of 

the March 18-19 stayaway 

promised not to dock their employees\' pay and the fact that 
many Zimbabweans have been urging the MDC to organize such an 
action for some time now 

successful stayaway. While recent labor union calls for 
stayaways have flopped 

action more carefully and is seen by more Zimbabweans as the 
embodiment of hope for change. And while the MDC evinces 
confidence about this action\'s prospects for success 

party also is aware of the risks and high costs of failure. 

We are concerned about the possibility of violence and have 
counseled the MDC at many levels 

to initiate violence. Although the MDC leadership regularly 
insists to us that it is pursing political change through 

peaceful means 

spontaneous outbreaks of violence associated with the 
stayaway. Security forces are on high alert and will seek to 
frustrate any organized MDC action. 

SULLIVAN 
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FOR USG VISION FOR IRAQ 


REF: A. STATE 69423 
B. MANAGUA 814 


Classified By: Ambassador Larry Palmer; Reasons 1.5 (B) and (D). 


1. (C) Ambassador spoke to Honduran President Ricardo Maduro 
March 16 to discuss ref A seeking GOH support for a vision 

for Iraq and the Iraqi people. Maduro promised Ambassador 

the \"full support" of Honduras for the USG position. When 
asked 

on the issue. Maduro asked Ambassador for copies of the 
statements from the Atlantic Summit 

Maduro March 17. (DCM tried but was unable to reach Acting 
Foreign Minister Anibal Quinonez.) 


2. (C) PolOff asked MFA DG for Foreign Policy AMB Mario 
Fortin March 17 if the GOH was planning to sign the 
Nicaraguan-organized joint Central American statement on Iraq 
(ref B). Fortin said he was unsure but would check with 
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Foreign Minister Guillermo Perez-Cadalso Arias and provide an 
answer to the Embassy as soon as possible. 

Palmer 
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three-month bill. \"Reference rate auctions\" are used to set 
the interest rate on quarterly coupon payments for floating 
rate notes. According to the auction results 

local time 

compounded yield of 58 percent. 


3. (SBU) Treasury\'s pre-announced target amount for today\'s 
\"reference rate\" auction was TL 1.4 quadrillion (reference 
rates auctions target a fixed amount which is 15 percent of 

the related month\'s total debt redemptions.) Akbank\'s 

Kurtul and JP Morgan/Chase\'s Gumisdis both told us the banks 
are focused more on tomorrow\'s auctions (re-issuance of the 
March 3 

only buying today\'s three-month bill for clients 

their own accounts. Nevertheless 

auction should be a warning for tomorrow\'s auctions. Kurtul 
and Gumisdis now expect rates on the one-year bond tomorrow 
to be in the 67-70 percent range. 


Positive Spin among Some Local Analysts 


4. (U) Secretary Powell\'s Fox News Sunday interview 

by AP March 16 

brokerage houses on March 17. Bender Securities 

example 

remains hope for the U.S. package. (The Secretary reportedly 
said 

the table right now. A lot depends on what Mr. Erdogan feels 
he can get through his parliament...Whether it will be in a 
timely manner or not remains to be seen.\") Foreign Minister 
Gul also told the press on the morning of March 17 that the 
government is still talking to the USG about the troop 
deployment and U.S. financial package issues. 


2003 Budget Reported Out of Parliamentary Committee 


5. (SBU) After an all-night session March 16/17 
parliament\'s Budget and Planning Commission passed the 
full-year 2003 budget 
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finance debt expert Mert Sumer 

told us the plan is for full parliamentary passage of the 
budget by Friday 

to sign the budget 


6. (U) According to press reports 

gave the Budget Commission the following data on budget 
financing: the Treasury estimates total 2003 debt service at 
$93.4 billion 

and $11.4 external debt service. Sources for these payments 
are the primary surplus (13 percent); privatization (1 

percent); new external borrowing (11 percent); new domestic 
borrowing (75 percent.) 


6. (SBU) Press reports indicate that the GOT reached a 
compromise over the weekend with the World Bank over the 
proposed delay of the \"Direct Income Support\" (DIS) payments 
to farmers in 2003. As passed by the Budget Commission March 
16 

(the World Bank initially asked for at least TL 1 

quadrillion). World Bank resrep Sally Zeillion told us March 

17 that the TL 500 trillion in farmer support may be enough 

for the Bank to extend its pending adjustment loans to Turkey 
beyond their March 31 expiration dates (a total of $1.375 

billion in loan tranches.) She said there was no formal 
agreement as yet with the GOT on seeking these extensions. 
She also noted that Babacan had also informally told the Bank 
that it would look again at adding more resources to the DIS 
program later this year 

projected. 

PEARSON 
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TURKEY 


REF: ANKARA 1446 


(U) Classified by Polcouns John Kunstadter; reasons: 1.5 
(b 


1. (C) Summary: Turkish Islamic-oriented union Hak-Is 
president Salim Uslu expressed: 1) resignation to Turkey\'s 
eventually joining the coalition against Saddam; and 2) hope 
that Tayyip Erdogan\'s new government will not make major 
changes to the AK Government\'s \"urgent action plan\" 
emphasizing social issues. Uslu objected to World Bank and 
IMF criticisms of the new Turkish budget and said he 
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considered Turkey\'s biggest policy issues to be reducing 
poverty and increasing employment. End summary. 


2. (C) Ina recent meeting with us 

Saddam and supports democracy in Iraq. But 

the United States is \"threatening\" Turkey during negotiations 
over potential economic support to the GOT -- and 

by the specter of a possible independent Kurdish state in the 
post-Saddam environment. That said 

Turkey\'s eventually joining the coalition against Iraq. He 
attributed the GOT\'s recent tax increases on vehicles and 
real estate as unnecessary 

other problems that will come with military action on Iraq. 

He indirectly criticized World Bank and International 
Monetary Fund-imposed constraints on Turkey by lamenting that 
it would be a shame if the GOT neglects social policies as a 
result of \"foreign influences. \" 


3. (C) Uslu felt the World Bank 

Turkey Country Director Ajay Chhibber \"did not have a good 
reaction to Turkey.\" He speculated that Chhibber would use 
his farewell message to soften the impact of his criticism of 
the AK GovernmentVs 2003 budget as \"anti-poor.\" He charged 
that the IMF program is making Turks poorer and causing 
Turkey to \"collapse from within.\" He portrayed the IMF 
approach as \"rigidly\" focused on debt repayment 

interest payments and foreign exchange policies -- all of 
which are also supported by the World Bank. Uslu further 
noted the recent conference on civil service reform (reftel) 
and expressed satisfaction that the World Bank/Chhibber had 
reversed its previous characterization of Turkish unions as 

an obstacle to development. 


4. (C) Hak-Is has a membership of only 310 

is a useful gauge of AK Party\'s impact among what were 
traditionally right of center voters. End comment. 
PEARSON 


6438 

referendum \"a challenge even for a new government. They 
said that the MFA will try to keep the Belize issue from 
becoming part of the partisan political debate during this 
electoral year 

of the year on implementation of the confidence and security 
building measures. The Guatemalans were pleased with the 
decision of the OAS to place a permanent observer on the 
border 

to border tensions. They noted that many of the incidents 
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are driven by pervasive poverty in the border areas 
argued for international assistance to address poverty 
concerns in those zones. 


2. (C) Poloffs noted that the international community had 
placed a lot of hope in the OAS Facilitators\' process 

were disappointed when no action was taken on the 
recommendations. In an era of growing globalization 
critical that countries overcome the obstacles to greater 
integration 

Belize. Greater integration brings benefits for both sides 
and delaying the resolution of differences -- as would occur 
if the matter is referred to the ICJ -- would needlessly 

delay Guatemala and Belize reaping the profits of greater 
economic integration. The Guatemalans acknowledged the 
point 

the ICJ or from arbitrators in the event the new government 
should not believe it could win a national referendum on the 
Facilitators\' recommendations. 


3. (C) In a separate meeting with the local OAS office 

Director 

implementation of the permanent observer mission. Palma said 
installation of the office was taking more time than 

anticipated. All sides have agreed that bringing ina 
pre-fabricated structure will be necessary due to lack of 
suitable infrastructure and facilities in the border area. 

Palma estimates the observer mission will be operational by 
mid-April 

suitable director and assistant cannot be found. Palma said 
the candidate pool was somewhat limited since the director 
would need to be someone senior enough to command respect 
but willing to live in the relatively remote border area. 

Palma also said the director would probably have to be from 
South America. He expects that the observer mission will 
eventually be made up of 4 - 5 people. 

HAMILTON 
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SECURE THE DISARMAMENT OF IRAQ.\" SYG ANNAN AND MOST COUNCIL 
MEMBERS EXPRESSED SADNESS AND FRUSTRATION THAT A COMPROMISE 
COULD NOT BE REACHED. UNMOVIC EXECUTIVE CHAIRMAN BLIX 
ANNOUNCED THE UNMOVIC WORK PROGRAM WITH ITS KEY REMAINING 
DISARMAMENT TASKS (KRDTS) WOULD BE READY THE AFTERNOON OF 
MARCH 17. ANNAN ANNOUNCED THE SUSPENSION OF ALL UN 
OPERATIONS IN IRAQ AND THE WITHDRAWAL OF ALL UN PERSONNEL. 
RUSSIA 

DECLARATION (REF A) 

WEDNESDAY 

AND KRDTS. MOST COUNCIL MEMBERS (EVEN THE THREE AFRICAN 
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STATES WHOSE FMS WILL BE IN NEW YORK ON TUESDAY 

AN UNRELATED MEETING) HEDGED ON MINISTERIAL ATTENDANCE. THE 
RUSSIANS MAY CONTINUE TO PROBE FOR POTENTIALLY PROBLEMATIC 
AREAS 

THE SECURITY COUNCIL TO ADOPT THE WORK PROGRAM. IN ADDITION 
RUSSIAN PERMREP LAVROV SEEMED RESIGNED TO THE REALITY OF THE 
SITUATION 

FRENCH AND GERMAN COLLEAGUES. 


2. (C) GERMAN AND FRENCH PERMREPS BOTH PUSHED BACK ON THE 
U.S. - UK - SPANISH EXPLANATION REGARDING THE DRAFT 

RESOLUTION 

BACKING FROM THE MAJORITY OF THE COUNCIL 

AGUILAR-ZINSER OUTLINED (AGAIN) MEXICO\'S POSITION THAT USE OF 
FORCE WITHOUT AUTHORIZATION WAS A VIOLATION OF INTERNATIONAL 
LAW. CHILE WAS ONLY SLIGHTLY LESS UNHELPFUL 

INSPECTIONS WERE WORKING AND SHOULD BE CONTINUED; THE AFRICAN 
STATES COLLECTIVELY WERE LESS CONTENTIOUS 

ON THE FAILURE OF THE COUNCIL TO ACHIEVE UNITY. FINALLY 
PAKISTANI PERMREP AKRAM CAREFULLY AVOIDED SAYING MUCH THAT 
COULD BE INTERPRETED IN EITHER DIRECTION. COUNCIL MEMBERS ALL 
STOOD BEHIND SYG ANNAN\'S DECISION TO WITHDRAW UN PERSONNEL 
NOTING THAT THE DECISION WAS MADE IN THE INTEREST OF THEIR 
SAFETY. LAVROV LAID A MARKER THAT THE COUNCIL DID NOT 
\"SUPPORT\" THE SYGVS DECISION BUT RATHER \"NOTED\" IT 
PHRASEOLOGY TO BE USED IN ANY STATEMENT TO THE PRESS TO BE 
MADE BY THE COUNCIL PRESIDENT (GUINEA). END SUMMARY. 


UK: ACTION ON UNSCR IS OFF; IRAQ CAN STILL ACT 


8. (C) AFTER ANNOUNCING TO THE PRESS THE CO-SPONSORSY 
DECISION NOT TO CALL FOR A VOTE ON THEIR DRAFT RESOLUTION 

(REF B) 

SECURITY COUNCIL CONSULTATIONS. HE SPECIFIED THAT THE 
CO-SPONSORS HAD NOT ACTUALLY WITHDRAWN IT AS HAD BEEN 
MISREPORTED IN THE PRESS. HE REITERATED THAT THE RESOLUTION 
REMAINS ON THE TABLE. GREENSTOCK SAID THE UK HAD HELD 
INTENSIVE CONSULTATIONS AND HAD CONCLUDED THAT COUNCIL 
CONSENSUS WOULD NOT BE POSSIBLE IN LINE WITH RESOLUTION 1441. 
HE EXPLAINED THAT VONE COUNTRY IN PARTICULAR HAS UNDERLINED 
ITS INTENTION TO VETO ANY ULTIMATUM \'NO MATTER WHAT THE 
CIRCUMSTANCES." GREENSTOCK CONTINUED THAT THAT COUNTRY 
(NOTE: FRANCE. END NOTE.) \"REJECTED OUR COMPROMISE PROPOSAL 
BEFORE EVEN THE IRAQI GOVERNMENT ITSELF AND HAS PUT FORWARD 
SUGGESTIONS THAT WOULD ROW BACK ON THE UNANIMOUS AGREEMENT OF 
THE COUNCIL IN 1441 - THOSE SUGGESTIONS WOULD AMOUNT TO NO 
ULTIMATUM 

VTHE CO-SPONSORS RESERVE THEIR RIGHT TO TAKE THEIR OWN STEPS 
TO SECURE THE DISARMAMENT OF IRAQ.\" 
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4. (C) GREENSTOCK SAID 
POSSIBLE FOR SADDAM HUSSEIN TO DEMONSTRATE HE HAD MADE THE 
STRATEGIC DECISION TO DISARM AND CALLED FOR IRAQ TO TAKE THE 
APPROPRIATE STEPS. HE EXPRESSED INTEREST IN UNMOVIC 
PRESENTING ITS WORK PROGRAM AND KRDTS TO THE COUNCIL 

THAT THE UK WAS OPEN TO DISCUSSIONS ON ITS PROVISIONS. 
GREENSTOCK WARNED THAT ANY PROGRESS ON THE WORK PROGRAM OR 
THE KRDTS WAS PREDICATED ON OVERALL IRAQI COOPERATION. HE 
SAID THAT THE UK ATTORNEY GENERAL HAD JUST RELEASED A RULING 
ON THE LEGALITY OF ACTION AGAINST IRAQ AND THAT THE UK 

MISSION WOULD DISTRIBUTE THAT RULING TO COUNCIL MEMBERS. 
GREENSTOCK RESERVED THE UK\'S POSITION ON ATTENDING THE 
PROPOSED MINISTERIAL BUT 

WOULD NOT BE ABLE TO ARRIVE UNTIL WEDNESDAY. 


U.S.: RESOLUTION IS OFF; UNMOVIC AND IAEA OUT 


5. (0) AMBASSADOR NEGROPONTE SUPPORTED GREENSTOCK\'S 
EXPLANATION OF ACTION ON THE DRAFT RESOLUTION. HE REGRETTED 
THAT 

PURPOSE IN PURSUING THE DRAFT RESOLUTION ANY FURTHER. 


6. (C) AMBASSADOR NEGROPONTE THEN EXPLAINED CALLS HE AND 

OTHER USG OFFICIALS HAD MADE TO UNMOVIC AND THE IAEA ON MARCH 
16 

PROVIDE ADVANCE WARNING WHEN IT WAS TIME TO WITHDRAW 
INSPECTORS FROM IRAQ. HE SAID THE U.S. HAD ASKED THE WEAPONS 
INSPECTORS TO TAKE VEXPEDITIOUS ACTION\" TO SUSPEND THEIR 
OPERATIONS IN IRAQ AND TO REMOVE ALL PERSONNEL FROM THE 
COUNTRY. AMBASSADOR NEGROPONTE SAID THAT THE WARNING DID NOT 
NECESSARILY MEAN THAT WAR WAS IMMINENT 

WOULD NOT BE IN A POSITION TO PROVIDE FURTHER WARNINGS. 


BLIX: WORK PROGRAM READY; DETAILS ON WORK 


7. (C) UNMOVIC EXECUTIVE CHAIRMAN BLIX EXPLAINED THAT COPIES 

OF THE DRAFT WORK PROGRAM WOULD BE AVAILABLE IN THE AFTERNOON 
OF MARCH 17. BLIX REVIEWED THE REQUIREMENTS BEHIND THE WORK 
PROGRAM AND KRDTS 

ON MARCH 7 HAD OUTLINED THE RANGE OF DISARMAMENT ISSUES. THE 
WORK PROGRAM WOULD CONTAIN 12 KEY REMAINING DISARMAMENT 
TASKS 

ITS WORK. 


8. (C) BLIX CONTRASTED THE KRDTS WITH VARIOUS COUNCIL 
\"BENCHMARK\" PROPOSALS 
TERM BENCHMARKS. BLIX THOUGHT THE VALUE OF BENCHMARKS 
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AS THOSE PROPOSED LAST WEEK BY THE UK 

ABILITY TO BUILD CONFIDENCE AMONG THOSE CONCERNED ABOUT 
IRAQ\'S WMD PROGRAMS. BLIX SAID UNMOVIC\'S ROLE IN A 
BENCHMARK-BASED EXERCISE WOULD BE TO REPORT BACK 
ACCOMPLISHMENTS IN A GIVEN PERIOD OF TIME. HE ALSO CLARIFIED 
THAT DISCUSSION OF A 120-DAY TIME PERIOD FOR UNMOVIC REFERRED 
TO UNSCR 1284-BASED REPORTING REQUIREMENTS 

NECESSARILY LINKED TO THE TIME IT WOULD TAKE TO DISARM IRAQ 
WHICH HE REPEATED WOULD TAKE \"NOT DAYS 

MONTHS.\" 


9. (C) BLIX TOUCHED ON CHALLENGES IN ASSESSING PROGRESS IN 
VARIOUS AREAS. MISSILES COULD BE VERIFIED AS THEY WERE 
DESTROYED - HE NOTED THAT 70 OF THE AL-SAMOUD MISSILES HAD 
BEEN DESTROYED SO FAR - AND THE REQUESTED DOCUMENTATION ON 
UAVS SHOULD BE RELATIVELY EASY TO DELIVER. HOWEVER 

CASES WHERE THERE WAS A QUESTION OF WHETHER THE IRAQIS 
ACTUALLY HAD A SYSTEM - E.G. 

- THE SITUATION WOULD BE MORE COMPLICATED. IF THE IRAQIS 
ACTUALLY HAD THE SYSTEM 

STRAIGHTFORWARD TASK TO TURN THE ITEMS OVER. HOWEVER 

DID NOT HAVE THE SYSTEMS 

CHALLENGING TASK IN ASSEMBLING THE DOCUMENTATION PROVING THAT 
THEY DID NOT HAVE 

SAID THE IRAQIS HAD BEEN \"PRO-ACTIVE\" IN PROVIDING DOCUMENTS 
RECENTLY ON VX AND ANTHRAX 

ANALYSIS BEFORE PRONOUNCING ON THE PAPERS THEMSELVES. 


10. (C) BLIX NOTED THE CALLS FROM AMERICAN OFFICIALS URGING 
UNMOVIC WITHDRAWAL 
JUDGMENT. 


SYG: UN OPERATIONS SUSPENDED; PERSONNEL OUT 


11. (C) SYG ANNAN ANNOUNCED THE FOLLOWING DECISIONS: 


-- ALL UN HUMANITARIAN PERSONNEL WOULD BE WITHDRAWN FROM 
IRAQ. (NOTE: WHILE THE SYG DID NOT PROVIDE A TIMELINE 
PARTICIPANT IN THE MEETING WHERE THE SYG MADE THE DECISION 
SAID THE UN WAS THINKING IN TERMS OF 24 TO 48 HOURS. END 
NOTE.) 


-- WITHDRAWAL OF UN PERSONNEL FROM IRAQ WOULD INCLUDE 
CONTRACTORS FROM COTECNA AND SAYBOLT (NOTE: AUTHENTICATORS 
OF OFF DELIVERIES AND OVERSEERS OF OIL LOADINGS 

RESPECTIVELY. END NOTE.). IN ALL 

WORKERS WITHDRAWING WOULD TOTAL 195. 


-- ANNAN SAID THE WITHDRAWAL OF UN STAFF WOULD LEAD TO THE 
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SUSPENSION OF OIL-FOR-FOOD 

WITHOUT PERSONNEL TO VERIFY OIL LIFTINGS OR OFF DELIVERIES 
AND DISTRIBUTION. 


-- THE SYG STRESSED THAT UN ACTION ON OFF WAS A SUSPENSION 
NOT A CANCELLATION 
DECISION. 


-- WEAPONS INSPECTIONS WOULD ALSO BE SUSPENDED 
UNMOVIC AND 5 IAEA INSPECTORS BEING WITHDRAWN. 


-- UNIKOM MILITARY AND CIVILIAN PERSONNEL WOULD ALSO BE 
INSTRUCTED TO WITHDRAW (MORE DETAILS SEPTEL). 


-- THE SYG SAID A LETTER WOULD BE FORTHCOMING TO THE SECURITY 
COUNCIL PRESIDENT 
NEED TO CONTINUE HUMANITARIAN ASSISTANCE. 


RUSSIA: MOVE FORWARD PROGRAM OF WORK 
BUT NO OTHER ALTERNATIVE OFFERED 


12. (C) RUSSIAN PERMREP LAVROV EXPLAINED THE PROPOSAL 
CONTAINED IN THE MARCH 15 JOINT RUSSIAN - GERMAN - FRENCH 
DECLARATION. HE STRESSED THAT THE DOCUMENT COULD \"SPEAK FOR 
ITSELF\" SINCE INSPECTIONS WERE UNDERWAY AND YIELDING RESULTS. 
IN CONTRAST TO THE AZORES STATEMENTS 

DIFFERENT APPROACH BASED ON CONCRETE FACTS 

ARE WORKING;\" IRAQ HAD TAKEN POSITIVE STEPS ON THE SUBSTANCE 
OF THE REMAINING DISARMAMENT PROBLEMS. IN THAT CONTEXT 
LAVROV LOOKED FORWARD TO RECEIVING THE DRAFT WORK PROGRAM 
LATER TODAY PER BLIXYS EARLIER PROMISE TO HAVE IT COMPLETED. 
FRANCE 

HOLD A MINISTERIAL MEETING OF THE COUNCIL TO APPROVE THE WORK 
PROGRAM 

THAT THE MINISTERIAL COULD TAKE PLACE 

TUESDAY AFTERNOON ON WEDNESDAY MORNING 

WE CAN'T DELAY.\" 


FRANCE: MORE OF THE SAME 


13. (C) PERMREP DE LA SABLIERE SAID THAT HE HAD A WSTRANGE 
FEELING THIS MORNING 

SHARED." HE HAD THOUGHT THAT THE COUNCIL WOULD BE DISCUSSING 
THE POSSIBILITY OF PEACEFUL DISARMAMENT 

DEDICATED 

PUBLICLY THAT THE DRAFT RESOLUTION HAD BEEN \"WITHDRAWN.\" OF 
COURSE 
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COUNCIL SHOULD NOT HAVE LEARNED THAT THE RESOLUTION HAD BEEN 
\"WITHDRAWN\" OUTSIDE A COUNCIL SETTING. UNDER THE 
CIRCUMSTANCES 

TOWARDS ACHIEVEMENT OF PEACEFUL DISARMAMENT IN A \"LIMITED 
TIMEFRAME 

AUTHORIZED USE OF FORCE. WHILE THE CO-SPONSORS HAD \"PUT 
FORTH\" THAT A PARTICULAR DELEGATION -- "I BELIEVE MINE\" -- 

HAD MADE CLEAR IT WOULD OPPOSE A DRAFT AUTHORIZING THE USE OF 
FORCE 

MAJORITY VOTE; WITHOUT A MAJORITY 

CONSTITUTE A \"VETO\" UNDER THE CHARTER 

DISCUSSIONS HELD DURING THE LAST WEEK HAD MADE CLEAR THAT THE 
MAJORITY OF COUNCIL MEMBERS COULD NOT SUPPORT A RESOLUTION 
AUTHORIZING THE USE OF FORCE 

PEACEFUL DISARMAMENT. 


14. (C) LA SABLIERE SAID THAT THE COUNCIL WAS COLLECTIVELY 
RESPONSIBLE FOR ITS \"BINDING\" RESOLUTIONS WHICH COULD LEAD TO 
THE PEACEFUL DISARMAMENT OF IRAQ. THE INSPECTORS WERE 
TELLING THE COUNCIL THAT DISARMAMENT COULD BE ACHIEVED 
PEACEFULLY 

WORK PROGRAM AND KRDTS 

ON MARCH 19 AT A MINISTERIAL LEVEL MEETING OF THE COUNCIL AS 
A FINAL COUNCIL DISCUSSION. THERE WAS CONVICTION IN THE 
COUNCIL THAT BENCHMARKS 

TIMEFRAME OF ONE OR TWO MONTHS COULD PROVIDE A BASIS FOR 
EVALUATION OF THE SITUATION 

VCONTEMPLATED BY SOME 

MAJORITY OF DELEGATIONS.\" THE USE OF FORCE WITHOUT COUNCIL 
APPROVAL WAS NOT JUSTIFIED 

INSPECTIONS 

ΟΝ THE BASIS WDESIRED BY THE MAJORITY OF THE UN AND THE 
PEOPLES OF THE WORLD.\" IN A SEPARATE INTERVENTION 
SABLIERE POINTED OUT THAT IT WAS NOT FOR THE COUNCIL TO 
DECIDE THE WITHDRAWAL OF UN STAFF. HE PLACED FULL TRUST IN 
THE SYG TO MAKE THE DECISION ON \"TEMPORARY\" WITHDRAWAL 
NOTED THAT FRANCE WAS IN FAVOR CONTINUING INSPECTIONS. 


CHINA: STILL NEED MAXIMUM EFFORT 


15. (C) CHINESE PERMREP WANG STATED CHINA BELIEVED THAT AS 
LONG AS THERE WAS ONE PERCENT HOPE 

THE EFFORT TO CONTINUE INSPECTIONS. WANG SUPPORTED THE 
FRENCH 

EXPRESSED SUPPORT FOR THE MARCH 19 MINISTERIAL-LEVEL MEETING 
TO DISCUSS THE INSPECTORSY WORK PROGRAM. HE NOTED THE 
\"WITHDRAWAL\" OF THE CO-SPONSORS DRAFT RESOLUTION 
EMPHASIZED THAT THIS WAS GOOD IF THE DECISION INDICATED THAT 
THERE WAS HOPE FOR CONSENSUS ON A PEACEFUL SETTLEMENT. IF 
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THIS DECISION SIGNIFIED A PATH TO WAR 

REGRETTABLE\" BECAUSE CHINA BELIEVED THAT THE REALIZATION OF 
PEACEFUL DISARMAMENT WAS STILL POSSIBLE. IT WAS IN THE 
INTEREST OF ALL SIDES TO CONTINUE INSPECTIONS AND AVOID WAR. 
ON THE WITHDRAWAL OF UN PERSONNEL FROM IRAQ 

CONCERNED ABOUT THE SAFETY OF PERSONNEL 

SYG\'S DECISION IN THAT REGARD. 


GERMANY: ON TO 1284 


16. (C) GERMAN PERMREP PLEUGER AGREED WITH RUSSIAN PERMREP 
LAVROW'S STATEMENTS REGARDING THE MARCH 15 JOINT DECLARATION. 
HE STRESSED THAT GERMANY STILL BELIEVED THAT THE COUNCIL 
COULD ACHIEVE THE GOAL OF PEACEFUL DISARMAMENT 

\"VAST MAJORITY OF SECURITY COUNCIL MEMBERS WANTED ANOTHER TRY 
AT ACHIEVING PEACEFUL DISARMAMENT.\" CONSENSUS DOES NOT MEAN 
UNANIMITY 

ACCEPT THAT THE COUNCIL CONSENSUS WAS NOT IN LINE WITH UNSCR 
1441\" AS POSITED BY THE CO-SPONSORS. ALL THOSE THAT WERE 
OPPOSED TO THE DRAFT RESOLUTION \"WERE NOT OUTSIDE 1441.\" ON 
THE CONTRARY 

AND 1284. AT THIS POINT 

INSPECTIONS 

PROGRAM AND THE KRDTS. MINISTERS COULD ACHIEVE CONSENSUS BY 
MEETING TO APPROVE THESE PROPOSALS 

DIFFERENT\" FROM THE UK BENCHMARKS. THE SYG WAS RESPONSIBLE 
FOR THE SECURITY OF UN STAFF; THEREFORE 

SUPPORT ANY DECISION HE MADE ON UN WITHDRAWAL. 


SPAIN: 1441 IN ENTIRETY 


16. (C) SPANISH PERMREP ARIAS CONCURRED WITH AMBASSADOR 
GREENSTOCK THAT THE CO-SPONSORS WOULD NOT PROCEED WITH THE 
VOTE ON THE RESOLUTION. BASED ON UNSCR 1441 

WHOLE 

SOME MEMBERS HAD NOT READ UNSCR 1441 AS A WHOLE 

TENDENCY TO OMIT CERTAIN POINTS 

OR FALSEHOOD\" OR \"NOT FULL COOPERATION\" WOULD RESULT INA 
MATERIAL BREACH. COUNCIL MEMBERS WERE PURSUING A DIFFICULT 
PHILOSOPHY BECAUSE WITHOUT MILITARY PRESSURE 

WOULD NOT BE IN IRAQ. MERE LANGUAGE WOULD NOT FUNCTION 
WITHOUT AN ULTIMATUM. LA SABLIERE SUGGESTED THAT THE 
CO-SPONSORS DID NOT HAVE THE MAJORITY OF VOTES. BUT WHETHER 
OR NOT THIS WAS THE CASE 

VETO 
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BULGARIA: SAD DAY FOR THE COUNCIL 


17. (C) BULGARIAN PERMREP TAFROV STATED THAT IT WAS A \"SAD 
DAY FOR THE UN AND THE SECURITY COUNCIL 

CLEARER THAN EVER THAT SECURITY COUNCIL DIVISIONS OVER THE 
IRAQ CRISIS WERE INSURMOUNTABLE.\" BULGARIA HAD ADVOCATED 
COUNCIL UNITY AND WAS CONCERNED OVER THE TREND IN THE COUNCIL 
TOWARD TWO RIGID POSITIONS ON IRAQ. THIS SPLIT SHOULD NOT 
HAVE DIVIDED THE COUNCIL ON ITS COMMON GOAL OF DISARMAMENT. 
BULGARIA SUPPORTED THE UK PROPOSAL 

PROVIDED THE NECESSARY ELEMENTS OF COMPROMISE FOR COUNCIL 
UNITY. CERTAIN DELEGATIONS REJECTED THE PROPOSAL. THE 
DIVISIONS IN THE COUNCIL LIKELY WOULD REMAIN FOR DAYS AND 
EVEN WEEKS 

RECRIMINATION.\" DIFFERENCES IN THE COUNCIL WERE NOT 
\"INSURMOUNTABLE 

POLITICAL DETERMINATION TO TAKE \"ONE LAST STEP." IN THE 

FINAL ANALYSIS 

RESTORE COUNCIL UNITY. 


18. (C) FOR THE MOMENT 

ISSUE OF THE FUTURE OF THE UN AS AN \"ESSENTIAL INSTITUTION 

FOR INTERNATIONAL RELATIONS AND THE VERY INCARNATION OF THE 
PRINCIPLE OF MULTILATERALISM IN WORLD AFFAIRS.\" IT WAS 

CRITICAL FOR THE COUNCIL TO RESTORE ITS CENTRAL ROLE ON THE 
ISSUE OF IRAQ 

NEEDED TO TAKE INTO CONSIDERATION THE SITUATION ON THE GROUND 
WITH REGARD TO THE SAFETY OF UN PERSONNEL. BULGARIA WOULD 
HEED ADVICE ON UN WITHDRAWAL FROM THE SYG AND THE CHIEF 
INSPECTOR. 


PAKISTAN: THE ART OF SAYING LITTLE 


19. (C) IN WHAT HAS BECOME TYPICAL OF HIS INTERVENTIONS IN 

THE COUNCIL ON THE SUBJECT OF IRAQ 

CAUTIOUSLY AVOIDED MAKING CHOOSING SIDES IN THE DEBATE 

SAYING IT WAS CLEAR THE COUNCIL WAS AT AN IMPASSE. PAKISTAN 
HAD SOUGHT \"FULL AND FAITHFUL\" IMPLEMENTATION OF UNSCRS AS 
THE SOLUTION TO IRAQ\'S WMD 

DISARMAMENT BY PEACEFUL MEANS HAD ALWAYS BEEN A STRONG 
PREFERENCE. PAKISTAN HAVE ALSO BELIEVED IN THE UNITY OF THE 
SECURITY COUNCIL IN ACHIEVING THESE OBJECTIVES 

UNFORTUNATELY THE COUNCIL HAD NOT BEEN ABLE TO FIND 
CONVERGENCE IN ANY OF THE PROPOSALS WHICH HAD BEEN TABLED BY 
MEMBERS OF THE COUNCIL. THAT SAID 

TIME AND SPACE FOR DIPLOMACY DID NOT END 

OPTIONS MUST CONTINUE TO BE EXPLORED IN ORDER TO FINDA 

UNITED STAND. THE COUNCIL SHOULD RECEIVE THE PROGRAM OF WORK 
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WHILE CONTINUING TO URGE A RESPONSE FROM THE IRAQI 
AUTHORITIES EVEN AT THIS LATE DATE. 


20. (C) CHILEAN PERMREP VALDES AGREED THAT IT WAS A SAD DAY 
FOR THE UNITED NATIONS 

STRENGTHENED AND MORE EFFECTIVE DAILY... THEY COULD HAVE 
ACHIEVED THE DISARMAMENT OF IRAQ 

THERE 

IN IRAQ. CHILE REGRETTED THAT ITS PROPOSAL TO BRIDGE 
DIFFERENCES WITHIN THE P-5 HAD BEEN REJECTED BEFORE IT WAS 
FULLY CIRCULATED FOR CONSIDERATION. HOWEVER 

NEED TO \"MAINTAIN A CONSTRUCTIVE CLIMATE\" IN THE COUNCIL 
WARNED MEMBERS AGAINST RECRIMINATIONS. CHILE SUPPORTED THE 
PRESENTATION OF THE PROGRAM OF WORK 

REASON\" TO IGNORE THE SERIOUS SITUATION ON THE SECURITY OF 
IRAQ AND THE SYG\'S DECISION TO WITHDRAW UN PERSONNEL. 


21. (C) MEXICAN PERMREP AGUILAR-ZINSER MADE A 
CHARACTERISTICALLY LONG INTERVENTION 

MADE IN THE COUNCIL 

INTERNATIONAL LAW AND THE UN CHARTER. HE REGRETTED THAT 
THERE HAD BEEN NO UNANIMOUS DECISION WHICH WOULD HAVE ALLOWED 
THE COUNCIL TO MOVE FORWARD ON THE DISARMAMENT OF IRAQ 
RECALLING 1441 

SEEK A UNANIMOUS DECISION ON PEACEFUL DISARMAMENT. MEXICO 
HAD CAREFULLY EXAMINED THE ARGUMENTS PUT FORTH BY THE U.S. 
UK AND SPAIN AS CO-SPONSORS OF THE DRAFT RESOLUTION. 
FURTHER 

COMMON SECURITY \"WITH ONE CO-SPONSOR WITH WHOM WE SHARE 
GEOGRAPHICAL PROXIMITY AND POLICY GOALS;\" MEXICO WOULD 
DEFEND THE IMMEDIATE SPHERE OF SECURITY TOGETHER WITH THAT 
PARTNER. 


22. (C) WITH RESPECT TO THE DISARMAMENT OF IRAQ 

MEXICO BASED ITS POSITION ON THE CONVICTION THAT ACTION 
SHOULD BE TAKEN WITHIN THE UNITED NATIONS FRAMEWORK WITH FULL 
AUTONOMY AND INDEPENDENCE. WHILE MEXICO HAD NEITHER 
\"ARSENALS NOR STRATEGIC PROJECTS NOR FINANCIAL INTERESTS 
GLOBALLY 

CONSTITUTION WHICH REGULATED ITS BEHAVIOR. PRESIDENT FOX HAD 
SPECIFICALLY INSTRUCTED HIS FOREIGN MINISTER AND PERMREP TO 
ACT IN ACCORDANCE WITH THE PRINCIPLES OF THE MEXICAN 
CONSTITUTION: ONE REQUIRED PEACEFUL SETTLEMENT WITH FORCE 
ONLY BROUGHT AT THE FINAL MOMENT 

THE THREAT WAS ACKNOWLEDGED AS SUCH BY THE SECURITY COUNCIL 
\"AS THE SOLE BODY AUTHORIZED TO DECLARE THE USE OF SUCH 
FORCE.\" HOPE WAS NOT YET EXHAUSTED 
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JUSTIFICATION FOR THE USE OF FORCE IN DISARMING IRAQ." THE 
PRECEPTS OF INTERNATIONAL LAW AND THE UN CHARTER SET FORTH 
THE CONDITIONS FOR USE OF FORCE; MEXICO DID NOT SEE THAT 
THOSE CONDITIONS HAD BEEN MET. THE SECURITY COUNCIL CANNOT 
RELINQUISH AUTHORITY HERE 

UNANIMOUS -- ALSO HAVE THE AUTHORITY OF COLLECTIVE WILL. 
SADDAM HUSSEIN MUST DISARM 

UNSCRS 

IN THAT CONTEXT 

WHICH WOULD PROVIDE A STANDARD TO DISARMAMENT EFFORTS 
CONCLUDED. 


ANGOLA 
BUT STILL TINGED WITH HOPE 


23. (C) ANGOLAN PERMREP GASPAR-MARTINS SAID THAT THE BLIX AND 
EL-BARADEI REPORTS TO THE COUNCIL HAD MADE CLEAR THAT 
INSPECTIONS WERE PRODUCING SOME RESULTS IN THE ATTEMPT TO 
DISARM IRAQ 

MEMBER. ALTHOUGH ALL PEACEFUL SOLUTIONS HAD TO BE EXHAUSTED 
BEFORE MOVING TO WAR 

THE COUNCIL. IN THAT CONTEXT 

RECENT UK EFFORT 

UNTOLD SUFFERING 

HAVING TO UPHOLD WAR 

GASPAR-MARTINS SUGGESTED THAT SOME TIME SHOULD ELAPSE BEFORE 
HOLDING ANOTHER MINISTERIAL MEETING 

DOWN.\" IF GOVERNMENTS MIGHT BE CONVINCED OF MOVING FORWARD 
ON THE DRAFT PROGRAM OF WORK WITH THE FULL COMMITMENT OF THE 
SECURITY COUNCIL 

DO SO. 


24. (C) CAMEROONIAN PERMREP BELINGA-EBOUTOU AGREED THAT THE 
COUNCIL WAS FORCED TO ACKNOWLEDGE THE LIMITS OF DIPLOMACY IN 
MANAGING THE IRAQI CRISIS. DESPITE THE DRAMATIC EVENTS OF 

THE PREVIOUS 48 HOURS IN THE CAR 

REGISTERED THAT CRISIS; THIS SIMPLE FACT SUPPORTED HIS 
ASSERTION. HE EMPHASIZED THAT THE COUNCIL\'S DISUNITY WAS A 
\"DISSERVICE TO THE SECURITY COUNCIL AND MULTILATERALISM 
APPEALED FOR THE P-5 TO CAUCUS AND SORT OUT THEIR 
DIFFERENCES. THE SIX HAD PROPOSED ELEMENTS FOR A 
PRESIDENTIAL STATEMENT THAT HAD BEEN REJECTED 

REMAINED ON THE TABLE. HE CONCLUDED THAT WA MIRACLE\" COULD 
NOT YET BE RULED OUT. 


25. (C) GUINEAN PERMREP TRAORE 

SAID THAT GUINEA HAD SPARED NO EFFORT TO FIND A COMPROMISE 
THAT WOULD BE HEAL THE DEADLOCK IN THE COUNCIL. HOWEVER 
FRENCH - GERMAN - RUSSIAN DECLARATION OF MARCH 15 AND THE 
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AZORES SUMMIT DEMONSTRATED THAT THE COUNCIL WAS \"MORE DIVIDED 
THAN EVER." ALL WILL LOSE WITHOUT SOME COMPROMISE 

WARNED; HE HOPED SOME COMPROMISE SOLUTION COULD STILL BE 
FOUND. 


SYRIA: DEADLOCK 


26. (C) SYRIAN PERMREP WEHBE SAID THAT THE COUNCIL HAD V'TRULY 
REACHED A STATE OF COMPLETE DETERIORATION OF THE SITUATION IN 
IRAQ 

EVACUATE 

IN THE AZORES. THE COUNCIL HAD REACHED DEADLOCK 

WAS STILL ANOTHER COURSE: THE PEACEFUL DISARMAMENT OF IRAQ. 
THE COUNCIL AGREED UNDER UNSCR 1441 THAT THE AIMS OF THE 
INTERNATIONAL COMMUNITY WOULD BE TO ACHIEVE PEACEFUL 
DISARMAMENT. UNSCRS 1284 AND 1441 ESTABLISHED UNMOVIC AND 
REINFORCED THE INSPECTIONS SYSTEM. IRAQ WAS COOPERATING ON 
PROCEDURE AND SUBSTANCE; IT MADE POSITIVE EFFORTS TO DESTROY 
WEAPONS 

COUNCIL HAD \"GREATER DETERMINATION AND JUSTIFICATION FOR WORK 
UNDER 1441\" AND CONTINUED COUNCIL UNITY BECAUSE THE 
INSPECTORS WERE READY TO PRESENT A WORK PROGRAM AND KRDTS. 
WEHBE SUPPORTED LAVROWS PROPOSAL TO HEAR THE WORK PROGRAM ON 
MARCH 19 TO VLEAD TOWARDS ADDITIONAL PEACEFUL ACTION." 


NEGROPONTE 
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meeting with the A/DCM 

stressed that 

military action on the basis of resolution 1441 alone 
remains a strong friend and ally of both the United States 
and the U.K. Canada 

its understanding of any action we undertake and will 
continue to place the blame on Iraq. We will not 

hear criticism or doubts expressed by Ottawa. 


6. (C) Comment Continued: Following the meeting 

Director Jim Wright emphasized that 

statements that the Canadian assets in the Straits of Hormuz 
will remain in the region exclusively to support Enduring 
Freedom 

services in the Straits and will otherwise be discreetly 

useful to the military effort. The two ships in the Straits 

now are being augmented by two more enroute 

patrol and supply aircraft in the UAE which are also 
prepared to \"be useful.\" This message tracks with others we 
have heard. While for domestic political reasons and out of 


Column 3 

a deep-seated Canadian commitment to multilateralism the GOC 
has decided not to join in a U.S. coalition of the willing 

they will refrain from criticism of our actions 

understanding 

culprit 

possible in the military margins 

which we intend to clarify. 

Kelly 

KELLY 
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him at home to tell him that he was being closely watched. The 
officers left with sinister threats to return in force 

superiors had given them the green light. 


3. (SBU) A day after this secretive meeting with FSN 

pastor and a colleague apparently felt comfortable enough to meet 
with Poloff at the Consulate General. He had visited the ConGen 
just a few weeks earlier with several other pastors as well 

(reftel). This time 

Central Highlands. This other pastor had been a member of the 
border police until losing his job for sympathizing with 

Christians in 1989. (His former boss 

1990 for the same reason.) Since 2000 

closely within the Mennonite movement in Dak Lak 

Lai. He claimed that the provincial authorities had encouraged 
him to register his churches 

without explanation. 


4. (SBU) The Central Highlands pastor had been detained and 
beaten several times over the last 13 years for his religious 
activities. (He casually remarked that police had beaten him 
about the face two days earlier 

observe any marks or bruises 

Moreover 

for a residency permit and ID. (Both pastors asked the ConGen to 
confront provincial authorities on this issue.) Pressure on his 
Mennonite congregations had forced them to disperse 

was trying to reverse. In February of this year 

disrupted a service at his home and confiscated religious articles 
and several motorcycles. (He intimated that the motorcycles may 
have been improperly registered.) The worshippers were able to 
convince the police not to arrest him 

The house where he now lived with his relatives was under 
extremely close surveillance. Local officials had threatened to 
prevent the children of those relatives from sitting for the 
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national university entrance examination as long as he remained in 
their home. 


5. (SBU) The two pastors elaborated on a host of charges over 
the past week 

continued to beat and threaten Protestant Banar 

ethnic minorities in the Central Highlands in an effort to 
suppress their religious beliefs. They accused the GVN of sending 
in military forces to reinforce local police units in enforcing 
restrictions 

restoration of traditional 

practices. While they were short on specifics 

abuses cited occurred as long as two years ago 

provide proof. Unfortunately 

the past have sometimes failed to materialize. 


6. (SBU) In one particular case 

intercede on behalf of over 450 Hmong ethnic minority families who 
had moved from Son La in the North to Dak Lak over the past year 
to escape arrest and persecution for their religious beliefs. The 
new migrants had reportedly asked the pastors if they should 

resort to using violent means 

to have discouraged as unchristian. The pastors were proud to say 
that 

the ethnic violence that has plagued the Central Highlands over 

the past two years 

asked if the congregations were apolitical or non-FULRO 

they were quick to add that while they had never sought out former 
FULRO members for their church 

against them either. In fact 

trained \"both former FULRO members and CPV cadres to become 
leaders of Mennonite congregations.\" 


7. (SBU) The pastors made quite specific claims of GVN 
mistreatment of 700 Xtieng ethnic minority households in Binh 
Phuoc Province 

the pastors 

encouraged by the GVN to register their seven Mennonite \"sub- 
associations\" (house churches). Instead of legal recognition 
however 

arrests and beatings. Recently 

bulldozed over 100 hectares of rice fields 

to live on just four meals per week. The pastors promised to 
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provide photographs. 


8. (SBU) In between the two meetings at the ConGen 

somehow managed to attend a conference in Loc Ninh that had been 
in the planning stages for some time. While 150 village leaders 

were able to gather 

the site. (In an interesting footnote 

police who had ringed the area throughout the meeting were invited 
to join the villagers for lunch while the pastors slipped away.) 

They acknowledged that some of the villagers were \"former FULRO 
members 

as a training site. 


9. (SBU) The pastors cited six cases of poisonings by government 
agents. Three of the six were pastors who had been imprisoned in 
Buon Me Thuot in late 2002 and were now dead. Three other ethnic 
minority religious workers from Kon Tum had lost their memories 
and ability to function after government agents posing as visitors 
from their home villages had poisoned them in Cambodia. They were 
now living with their families in Pleiku 

claimed to visit them regularly. (Their local interpreter 

an ethnic minority pastor 

asked for ConGen assistance in arranging blood tests 

were certain they could arrange for ConGenoffs to meet with the 
victims in either HCMC or Pleiku. Both pastors pointed out that 
such acts of poisoning were common in the Quang Ngai area 

home province of several government officials in the Central 
Highlands. 


10. (SBU) The pastors shared information and photographs they 
had received from various sources purporting to show the remains 
of two American servicemen in the Dalat area. They had also been 
in contact with someone who claimed to know of an American 
serviceman living with his Vietnamese wife and children in the 

area between Lam Dong and Binh Thuan provinces. (ConGen is 
already aware of a similar-sounding case that the Joint Task Force- 
Full Accounting investigated last year.) The pastors expressed 
deep concern that possession of this information might cause 
serious problems for them and their sources. Poloff promised to 
put the sources in direct contact with someone from JTF-FA at 
Embassy Hanoi. 
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Comment 


11. (SBU) Much of the information provided by these two contacts 
contains sufficient detail to be verifiable 

some of the sites and individuals described will be easier said 

than done. While some of the information on poisonings appears to 
be new and troubling 

debunked a similar story about three fatal poisonings in Dak Lak. 
The fact that they didn\'t know the names of the three surviving 
victims was inconsistent with their claims to have visited the men 
regularly now 

startling was the emphasis on efforts to legalize the status of 
Mennonite sub-associations 

to oppose any accommodation with the GVN. More troubling was the 
open flaunting of FULRO connections (as \"former\" as they may be) 
i.e. 


12. (SBU) While we have enjoyed a generally good relationship 
with Mennonite leaders in the past 

of histrionics over the past few weeks 

policy reversal on seeking legal recognition and sudden interest 
in POW/MIA cases 

questions of veracity and motive. Certainly 

surveillance they claim to be under 

comfortable with coming to the ConGen and traveling widely 
throughout some of the more sensitive regions in the South. The 
Mennonites have asked the USG to go to bat for them on all of 
these issues and promised to provide evidence. For now 
attempt to verify as much of the information as possible and raise 
appropriate points with the relevant local authorities. 
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asked the GOT to issue positive public comments. After 
briefly glancing at the statement 

the statement more closely and consider our request. 
PEARSON 
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SUMMARY 
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1. (C) POLITICAL PARTIES IN CROATIA\'S RULING COALITION COULD 

NOT AGREE ON A MODEL FOR ELECTION LAW REFORM AND HAVE DECIDED 
INSTEAD TO MAKE \"TECHNICAL CHANGES\" TO EXISTING LEGISLATION. 
THE COALITION NEVER REALLY MOVED BEYOND THE THEORIZING STAGE 
IN ITS EFFORTS TO CUT THE POLITICAL DEAL WHICH WOULD HAVE 

BEEN NECESSARY TO CHANGE CROATIAVS ELECTION LAW. FOUR 
SEPARATE DRAFTS WERE DEBATED IN THE PARLIAMENT 

MOVED ON TO A SECOND READING 

LEADERS EXPECTS EITHER OF THEM TO BECOME LAW. WHILE CROATIA 
APPEARS TO HAVE MISSED AN OPPORTUNITY TO INCREASE THE 
ACCOUNTABILITY OF POLITICIANS TO VOTERS 

GREATER STABILITY: THIS WILL BE THE FIRST TIME SINCE 
INDEPENDENCE THAT GENERAL ELECTIONS HAVE TAKEN PLACE TWICE 
UNDER THE SAME RULES. END SUMMARY. 


2. (C) CROATIAYS CONSTITUTION REQUIRES THAT ANY NEW 
LEGISLATION REGULATING ELECTIONS BE ADOPTED A FULL YEAR PRIOR 
TO THE DATE OF EXPECTED ELECTIONS. BECAUSE THE CROATIAN 
PARLIAMENT TOOK UP ITS MANDATE IN FEBRUARY 2000 
POSSIBLE DATE ELECTIONS COULD TECHNICALLY TAKE PLACE IS APRIL 
2004 (SIXTY DAYS AFTER THE EXPIRY OF THE CURRENT MANDATE) 
WHICH MEANS THAT IF A NEW ELECTION LAW WAS TO BE PASSED 
BEFORE THE DEADLINE 
DEADLINE IS CONSIDERED NON-BINDING BY SOME POLITICAL 
OBSERVERS (SINCE THERE IS NO SANCTION IF IT IS MISSED) 
CONFIDENTIAL 


PAGE 03 ZAGREB 00602 01 OF 02 180840Z 
OBSERVERS THINK THAT THOSE WHO WERE PRESSING FOR REFORM 
MISSED THEIR CHANCE. 


3. (C) THEORIZING ABOUT HOW TO REFORM CROATIAYS ELECTION LAW 
HAS BEEN A POPULAR PASTIME IN ZAGREB 

DISCUSSION INCREASED AS THE LIKELY DATE FOR ELECTIONS DREW 
NEARER. WHILE PUBLIC STATEMENTS VARY 

US PRIVATELY THAT THEY EXPECT ELECTIONS TO TAKE PLACE THIS 
FALL 

COMMITTEE FOR CONSTITUTION 

BEEN WORKING ON A VARIETY OF DRAFTS FOR NEARLY A YEAR 

COULD NOT AGREE ON A SINGLE SYSTEM. COMMITTEE CHAIRMAN MATO 
ARLOVIC (SDP) DESCRIBED FOR US A COMPLICATED PROPOSAL FOR 
COMBINING PROPORTIONAL REPRESENTATION WITH DIRECT ELECTION 
FROM AN OPEN LIST. EVEN AS HE DESCRIBED THE THEORY 

US THAT IT HAD LITTLE CHANCE OF BECOMING LAW. 


EVERYBODY\'S GOT A DRAFT ELECTION LAW 


4. (SBU) RATHER THAN SITTING DOWN AND AGREEING ON A 
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COMPROMISE SOLUTION 

THE SDP AND HSS -- FORMALLY SUBMITTED THEIR OWN SEPARATE 
DRAFTS FOR CONSIDERATION BY THE PARLIAMENT. THE OPPOSITION 
DEMOCRATIC CENTER (DC - WITH ONLY THREE SEATS IN THE CURRENT 
PARLIAMENT) TABLED ITS DRAFT 

(ISTRIAN DEMOCRATIC UNION - A REGIONAL PARTY) AND ONE FROM 
THE LS (LIBERAL PARTY - WITH FOUR SEATS) TABLED YET ANOTHER. 


MINORITY REPRESENTATION 
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5. (SBU) ALL OF THE SPONSORS OF THE VARIOUS DRAFTS ASSERT 
THAT THEIR COMMON GOAL IS TO INCREASE THE LEVEL OF MPS\' 
DIRECT RESPONSIBILITY TO VOTERS BY LETTING VOTERS 

THAN PARTY LEADERS 

SECURE SEATS IN PARLIAMENT. WHILE THEY TREAT THE ISSUE 
DIFFERENTLY 

MINORITY REPRESENTATIVES TO COMPLY WITH THE NEW 
CONSTITUTIONAL LAW ON NATIONAL MINORITIES. THE DRAFTS 
DIFFERED WIDELY ON HOW -- AND INTO HOW MANY DISTRICTS -- TO 
DIVIDE UP THE ELECTORAL SPACE AND ALSO ON HOW TO TREAT THE 
CONTENTIOUS ISSUE OF DIASPORA VOTING. 


6. (SBU) THE SDP PROPOSAL CALLED FOR CROATIA TO BE 
CONSIDERED A SINGLE ELECTORAL DISTRICT 

CHOSEN FROM A \"SEMI-OPEN\" LIST. REGIONAL AND SMALLER PARTIES 
CRIED FOUL 

SMALLER PARTIES. PARTIES MUST TAKE AT LEAST FIVE PERCENT OF 
THE TOTAL VOTES CAST IN ANY ONE DISTRICT TO WIN A SHARE OF 
THE SEATS IN THE PARLIAMENT FOR THAT DISTRICT 

LARGER 

ENTIRE COUNTRY WAS A SINGLE DISTRICT. THE HSS PROPOSED A 
MIXED SYSTEM 

WINNER-TAKE-ALL DISTRICTS 
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ACTION EUR-00 


INFO LOG-00 NP-00 AF-00 AID-00 AMAD-00 CIAE-00 INL-00 
DODE-00 SRPP-00 DS-00 EB-00 FBIE-00 VC-00 TEDE-00 
INR-00 10-00 LAB-01 L-00 VCE-00 AC-01 NSAE-00 
NSCE-00 OIC-02 OMB-01 DHS-00 OPIC-01 PA-00 PM-00 
PRS-00 ACE-00 P-00 SCT-00 SP-00 STR-00 TRSE-00 
USIE-00 IIP-00 PMB-00 DSCC-00 PRM-00 DRL-01 G-00 
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NFAT-00 SAS-00 SWCI-00 /007W 

------------------ 461748 180841Z /38 

P 180830Z MAR 03 
FM AMEMBASSY ZAGREB 
TO SECSTATE WASHDC PRIORITY 9732 
INFO AMEMBASSY BELGRADE PRIORITY 
AMEMBASSY LJUBLJANA PRIORITY 
AMEMBASSY SARAJEVO PRIORITY 
AMEMBASSY SKOPJE PRIORITY 
AMEMBASSY SOFIA PRIORITY 
USMISSION USOSCE PRIORITY 
USMISSION USNATO PRIORITY 
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COUNTRY-WIDE ELECTORAL DISTRICT BASED ON PROPORTIONAL 
REPRESENTATION (WITH POLITICAL PARTIES DECIDING ON CANDIDATE 
LISTS). 


7. (SBU) ALL OF THE COALITION PARTIES AGREE THAT 

OF WHETHER THEY PASS A NEW LAW OR JUST TINKER WITH EXISTING 
LEGISLATION 

MUST CHANGE. CROATIA\'S CONSTITUTION GIVES CITIZENSHIP TO 
ETHNIC CROATS REGARDLESS OF WHERE THEY RESIDE. THE EXISTING 
TUDJMAN-ERA STATUTE ALLOWS ALL CITIZENS TO VOTE 

HAVE NEVER LIVED IN CROATIA. THE OVERWHELMING MAJORITY OF 
ETHNIC CROATS WHO VOTED FROM ABROAD IN THE 2000 ELECTIONS 
WERE HARD-LINE HDZ SUPPORTERS IN BOSNIA. THE SDP PROPOSAL 
WOULD ALLOW FOR DIASPORA VOTING 

LEGAL RESIDENCE IN CROATIA FOR THREE MONTHS PRIOR TO 
ELECTIONS. THE HSS PROPOSED TO LIMIT DIASPORA MPS TO THREE 
WITH ONE FROM EUROPE 

ONE REPRESENTING THE DIASPORA IN AFRICA AND AUSTRALIA. 


8. (C) THE IDS/LS PROPOSAL TO ADDRESS THE DIASPORA ISSUE WAS 
BASED ON A BILATERAL AGREEMENT WITH BIH ON DUAL CITIZENSHIP 
STILL TO BE NEGOTIATED. CROATIA AND BIH CONTINUE 
NEGOTIATIONS AND MAY YET CONCLUDE THE AGREEMENT 

PREVENT BIH CITIZENS FROM VOTING IN MORE THAN ONE COUNTRY\'S 
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ELECTIONS. BUT HIGH REPRESENTATIVE PADDY ASHDOWNVS JANUARY 
2003 DECISION TO DELAY IMPOSING A DUAL CITIZENSHIP LAW IN BIH 
MAY HAVE TAKEN THE ISSUE OFF THE FRONT BURNER. 


HDZ: WAIT AND SEE 
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9. (C) THE OPPOSITION HDZ 

PUT FORWARD A PROPOSAL OF ITS OWN 

LOSE THE MOST WHEN DIASPORA VOTING RIGHTS ARE CURTAILED. HDZ 
PRESIDENT SANADER\'S EARLY \"SOUND BITE\" ON CHANGING THE 
ELECTION LAW HAS BEEN V'WEVLL WIN WITH ANY SYSTEM 

HIS PARTY STANDS TO LOSE THE MOST IF BOSNIAN CROATS ARE 
RESTRICTED FROM VOTING. A MORE LIKELY REASON FOR THE HDZ\'S 
RETICENCE TO SUBMIT A DRAFT IS THAT ITS LEADERS KNOW THE 
COALITION WILL VOTE DOWN ANYTHING THEY PROPOSE. 


10. (C) ON FEBRUARY 14 

COMMITTEE FOR CONSTITUTION 

PREPARE \"TECHNICAL CHANGES\" TO THE EXISTING ELECTION LAW IN 
ORDER TO BRING IT INTO COMPLIANCE WITH CHANGES IN THE 
CONSTITUTION AND THE NEW LAW ON NATIONAL MINORITIES. IN WHAT 
COULD SEEM LIKE A CONTRADICTION 

PERMITTED THE SDP AND HSS DRAFT ELECTION LAWS TO ADVANCE IN 
THE LEGISLATIVE PROCESS. NOW THAT THESE BILLS HAVE PASSED 
THEIR \"FIRST READING 

AND FINAL DEBATE WITHIN SIX MONTHS UNLESS THEY ARE WITHDRAWN 
BY THEIR SPONSORS. ONE POLITICAL ANALYST SUGGESTED THAT THE 
HSS AND SDP WANT TO KEEP THE \"THREAT\" TO SMALLER PARTIES 
ACTIVE TO ENSURE THAT SMALLER COALITION PARTNERS SUPPORT THE 
\"TECHNICAL CHANGES\" TO THE EXISTING LAW. ANTE MARKOV 

SENIOR HSS MP 

AGREE TO SOME SORT OF RESIDENCY REQUIREMENT TO RESTRICT THE 
DIASPORA VOTE UNTIL CLEAR RULES DEFINING DUAL NATIONALITY ARE 
DEVELOPED. 

ROSSIN 
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were 
interim government to replace the \"illegitimate\" government 
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of Prime Minister Lokendra Bahadur Chand. Both the UML and 
INSEC representatives related that the Maoists accused the 
UML of undermining the peace process. The Maoists reportedly 
expect to become more powerful politically than the UML 
through negotiations. The Maoists suspect that the only way 
for the UML to prevent this outcome is for the UML to 
undermine the cease-fire. The UML representative said he 
fears for his life and the lives of UML cadre; therefore UML 
cadres no longer venture outside Jumla and have developed 
plans to leave the district if the cease-fire breaks down. 


More to Come 


8. (SBU) The INSEC organizer was very happy with the outcome 
of the March 4 session and is working with the regional INSEC 
office in Nepalgunj in the southwestern lowlands to organize 

a mass interaction after the first round of anticipated peace 

talks in Kathmandu. The purpose will be to air the 

grievances of all parties affected by the conflict in order 

to make the peace agreement as broad based as possible. 


Comment 


9. (C) Since the January 29 announcement of the cease-fire 
local Maoist representatives have held meetings with 
politicians and members of civil society in a number of 
districts as a way to improve their public image 

been badly damaged by a year of violent excesses. The March 
4 meeting in Jumla 

example of the Maoists\' efforts to project themselves as a 
responsible political party. It is unlikely that the 

discussions in Jumla have any implications for talks at the 
national level 

had already been agreed to by the central Maoist leadership. 
Too little time has elapsed to evaluate whether the 
concessions on mass meetings and extorting funds will hold. 


10. (C) Despite speculation by the vernacular press and 
Embassy contacts of emerging political factions within the 
Maoist movement 

at local and national levels and the need for the local 
representative to refer back to the center for approval 
demonstrate a highly centralized political organization. 
Whatever initiatives may be developed at the local level 
little progress can be made without the imprimatur of the 
Maoist political hierarchy. In any case 

peaceful interaction between local Maoists and their recent 
victims bears testimony to Maoist seriousness so far about 
above-ground negotiations. 
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victory for sanity\" the independent daily \"The Daily 
News\" dedicated its March 18 editorial to hailing 
Zimbabwe\'s suspension from the councils of the 
Commonwealth for a further nine months 
victory of sanity over the tragically misguided African 
solidarity\" that had advocated for the readmission of 
Zimbabwe. Excerpts: 


2. \"The entire civilized world must have heaved a 
collective sigh of relief at the news that 
ZimbabweVs suspension from the Commonwealth 
councils will remain in place until the next 
Commonwealth Heads of Government Meeting in 
Nigeria in December. Not only has the decision 
pulled back the Commonwealth from the brink of a 
debilitating polarization 
disintegration 
President Olusegun Obasanjo\'s recommendation was 
almost certainly going to cause. But it is also 
a victory of sanity over the tragically 
misguided African solidarity 
influenced the recommendation in the first 
place... .\" 


SULLIVAN 
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facilities 
official residence. 


Is the Cease-Fire a Tactic? 


3. (C) Most government officers without regular 

interaction with the Maoists had similar impressions of 
Maoist intent. Dilli Raj Joshi 

Banke 

negotiations were doomed to fail as the Maoists had not given 
up their main objective of attaining power by building a 
communist republic. The Senior Superintendent of Police in 
Jumla 

the Maoists at the grass-roots level are continuing to call 

for a republic. He surmises that Maoist-Government 
negotiations at the national level are a tactic to buy time. 

It is the consensus of both police and government officers in 
Jumla that it is only a matter of time before the cease-fire 
collapses and Jumla will be one of the first sites attacked 
again. 
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4. (C) During econoff\'s visit 

Inspector General of Police for the region in Nepalgunj 
optimistic about the prospects for the peace process. He 
opined that the Maoists have exhausted themselves and now 
must return to the political process. He believes that the 
Maoists have eroded their public support and must use 
coercion to maintain their political base. Other 
interlocutors echoed his perception that the Maoists were 
exhausted 

security along the border 

November 

However 

only through the threat of force was not repeated by other 
sources. 

Talking Peace 


5. (C) The Maoists continue to hold mass meetings 

funds 

from the north 

(there are no motorable roads). On all of these axes 

Maoists continue to demonstrate their strength. According to 
Jumla\'s Police and INSEC Representative 

massed several hundred cadres with weapons 

explosives 

coming to the district headquarters to buy government rice 
report that Maoists have established a gate and a bridge two 
kilometers east of Jumla. The villagers added that the 
Maoists had stopped harassing them since the beginning of the 
cease-fire. In Sinja 

Khanal 

garrison 

meeting with weapons. During his visit 

Maoist flags surrounding the district headquarters. The 

flags had been planted on the anniversary of the launching of 
the Maoist \"People\'s Wan" (February 13) and 

local residents 


Comment 


6. (C) The information gathered on this recent trip exposes 
some glaring differences in Maoist rhetoric at the national 
and local levels. This inconsistency reinforces the 
suspicion of many at senior levels of NepalVs security forces 
that the cease-fire is a Maoist tactic to buy time and 

attempt to achieve revolutionary goals through manipulation 
of the fractious political setup at the center. The 
insurgentsY ambitious objectives 

local representative 
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challenges--if not obstacles--for the Nepali government. Any 
delay or refusal to accede on the part of the government 
could serve as a pretext for the Maoists to call an end to 

the cease-fire. 

MALINOW SKI 
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recognize that price controls are neither working nor even 
necessary. However 

GOZ to publicly abandon. This is one of the few public 
efforts being made as a concession to the \"struggling 
masses 

the suggestion to abandon controls outright. There is 
widespread admission 

(if they are maintained) must be tied to the cost of inputs 
including the cost of labor. The labor representatives 
suggested that a TNF review board will be tasked with the 
responsibility of reviewing controlled prices on a regular 
basis 


4. (SBU) Labor is dismissive of any possibility that NERP 
(without addressing the underlying economic discrepancies) 
will ease the economic strains on the average worker. The 
Zimbabwe Congress of Trade Unions (ZCTU) has previously 
stated that only radical economic changes will have any 
effect on the economy 

Labor is equally uncertain that the TNF will adequately 
address the needs of workers. Despite this 

suggested that its participation in TNF process is necessary 
before it can call -- on an official level -- for support of 

any mass action against the GOZ. Since up to one-third of 
the ZCTU constituency is pro-Zanu-PF 

support mass action until all other avenues of dialogue have 
proven fruitless. Of course 

idealistically aligned with the opposition 

support calls for mass action regardless of their origin. 


5. (SBU) Comment: The TNF process continues to chug along 
although well behind schedule. Originally 

was set to run from January through June 2003. There is 

still no consensus on the level at which wages should be 

frozen 

proposal from labor groups suggested that price controls be 
abandoned 

simply re-package the retreat from price controls under a 

new name 

mechanism!" in GOZ-speak. Some GOZ officials have already 
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begun to rename controls as \"price management.\" At this 
point 

minimum wage and attempting to tie consumer prices to the 
real cost of inputs 

can be reached remains to be seen. 


6. (SBU) Labor also seems committed to playing out the 
role of committed \"social partner\" before taking on the role 
of opposition sympathizer. Given the many direct and 
sometimes personal attacks on the ZCTU by the GOZ over the 
past year 

each step in sequence. Although it remains wary of the 
final product 

process. Negotiating with an arguably illegitimate 
government has its price 

Farmers Union (CFU) (reftel) 

ZCTU as having abandoned MDC and foreign interests 

in line behind President Mugabe. We have no doubt that the 
GOZ uses these negotiations in its often successful attempts 
to convince other African governments that the country\'s 
political crisis is over. 
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FOR ACTIVATING AN ADEQUATE INFORMATION FLOW ON THE 
SATELLITEVS DECAY AND COORDINATING POTENTIAL CIVIL 
PROTECTION ACTIVITIES. 


- AFRICA: BURUNDI 
REPUBLIC 
EQUATORIAL GUINEA 
TOME AND PRINCIPE 
TANZANIA 
LIBERIA AND COTE D\'IVOIRE 
IN NIGERIA 
LATITUDE; 


- ASIA: BRUNEI 
SINGAPORE; 


- OCEANIA: BAKER ISLAND (USA) 
MICRONESIA 
KIRIBATI 
GUINEA; 


- SOUTH AMERICA: BRAZIL 
GUIANA 


AT THIS MOMENT 
UGANDA 


Column 3 
SINGAPORE 
GUIANA AND VENEZUELA HAVE NOMINATED THEIR FOCAL POINTS 
AND COMMUNICATED RELATED TELEPHONE NUMBERS 
MAIL ADDRESSES 

WITH THE ITALIAN SPACE AGENCY AND DEPARTMENT OF CIVIL 
PROTECTION. 


IN CASE COUNTRIES THAT HAVE NOT PROVIDED THEIR FOCAL 
POINTS YET DO NOT REPORT REQUESTED DATA IN SHORT TIME 
TO THE ABOVE MENTIONED ADDRESS 

STRUCTURE WILL ACTIVATE THE UNITED NATION OFFICES 
OPERATING ON THOSE NATIONS TERRITORIES 

ALREADY BEEN DONE FOR SOMALIA. 


THE MINISTRY OF FOREIGN AFFAIRS OF ITALY 

FORWARD A POSSIBLY QUICK ANSWER 

OPPORTUNITY TO RENEW TO THE EMBASSY OF THE UNITED 
STATES THE ASSURANCES OF ITS HIGHEST CONSIDERATION. 
END TEXT. 
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solve our problems\" the pro-government daily \"The 
Daily Mirror\" offered a March 18 editorial criticizing 
the Commonwealth for extending Zimbabwe\'s suspension 
saying the move was \"unwise\" and \"also dampens 
homegrown efforts to find a solution to our problems.\" 
Excerpts: 


2. \"The announcement by the Commonwealth Secretary 
General 
Commonwealth was renewing sanctions (sic) 
against Zimbabwe came as a shock to many. The 
decision seems to have been taken without 
consensus of African members of the 
Commonwealth 
validity. Although the hostility of white 
members of this group towards Zimbabwe 
President Mugabe in particular 
this harsh measure was 
Not only does it go against the spirit of 
political reconciliation 
personalities from around the world have been 
trying to foster. It also dampens homegrown 
efforts to find a solution to our problems. . .\" 
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SULLIVAN 


1. (U) The Turkish Treasury raised TL 3.4 quadrillion (about 
$ 2 billion) in two lira-denominated debt instrument auctions 
on March 18 

news\" regarding the U.S. financial package (see para 3 
below). The auction results announced 1:30 pm local time 
were: 


Debt instrument Yield Amt Raised 

One-year bond 60.0 pct TL 2.6 quad 

4.5 month bill 55.5 pct TL 0.8 quad 

(yields are in annually compounded terms) 

2. (U) In secondary markets 

down to 60 percent compounded 

The lira returned to TL 1 

yesterday\'s five percent depreciation) and the Istanbul Stock 
Exchange rebounded 10 percent in morning trading 

nearly all of yesterday\'s losses. JP Morgan/Chase Treasurer 
told us yesterday\'s spikes were \"over for now 

good news of the U.S financial package.\" 


Press Statements Behind 
Positive Market Sentiment 


3. (U) Turkish print and TV media reports of the Secretary\'s 
March 17 telephone call with Deputy PM and FM Gul interpreted 
Powell as giving Turkey 72 hours starting from March 17 
evening to pass a parliamentary resolution for U.S. troop 
deployments. According to these reports 

second troop resolution within 72 hours 

seek the full economic package from Congress (Note: a variant 
of the interpretation 

a resolution covering only air overflight clearances would 

result in a smaller financial package.) 

-- According to March 18 edition of Hurriyet 

circulation Turkish daily 

Great Britain's message that \'you have 72 hours to pass the 
parliamentary resolution.\' After the Powell phone call 

war summit was called at the Cankaya (presidential) 
palace....British Ambassador Westacott later gave the PMa 
message from PM Blair that Vif you pass the resolution in 72 
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hours 

also separately reported that Powell told Gul of a 72 hour 
deadline for IRAQ 

what caught the markets\' attention.) 


-- Turkish market analysts headlined this \"message\" in their 
morning March 18 reports. For example 

the top stock brokerage house for foreign investors 

March 18: \"The U.S. gave Turkey a 72-hour deadline yesterday 
to pass a second troop motion. According to Powell 
agreements would be kept intact 

loan package 


-- Following the late March 17 summit meeting at the 
Presidential palace (which included PM Erdogan 

CHOD Ozkok) 

statement that alluded to the possibility of a second 
parliamentary resolution: V'A full consensus was reached that 
the government should take all measures to protect national 
interests of Turkey against all these developments 

steps immediately in line with its assessments under the 
recommendation of the National Security Council meeting of 
January 31.\" (Comment: Market participants such as JP 
Morgan/Chase Treasurer Gumisdis relied on this statement 
telling us that statements from the President and military 
carry more credibility than those from AKP sources.) 


4. (U) State Minister Babacan gave two telephone interviews 
to Turkish TV news stations 

18 

financial package was on the table. Babacan said: 


-- V'The previous financial agreements with the U.S. are 
still valid. The details of these agreements have been 
announced previously. V" 

-- VWe agreed with the U.S. that the bridge loan will be 
released once President Bush goes to the Congress.\" 

-- VThe pre-conditions for the U.S. 8.5 billion bridge loan 
are the inclusion of a 6.5 percent primary surplus target in 
the budget 

IMF.\" 


5. (U) Reuters 

statement from U.S. Treasury spokesman Tony Fratto that some 
read as confirming the Turkish interpretation of a full U.S. 
package on the table. Per Reuters 
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have been closed 
made clear that we\'re proceeding.\" 


Status of IMF LOI: \"No Sense of Urgency\" 


6. (SBU) On March 18 am 

with Treasury U/S Oztrak 

GOT to complete the LOI.\" He listed three substantive 
issues 

the LOI can be signed: 


-- Transfer of supervision of non-bank financial 
institutions from Treasury to the Banking Regulatory and 
Supervision Agency 

para 31 in LOI). Treasury is challenging this transfer for 
its own bureaucratic reasons. 


-- Halting the existing investigations (by Prime Ministry 

and other GOT inspection agencies) into the BRSAVs 
intervention of Pamukbank (last bullet of para 27). The GOT 
doesn't want these \"sensitive\" investigations included in the 
LOI 

can be signed. The compromise 

GOT to obviate the need to include this informal prior action 
in the LOI by halting the investigations now. 


-- On the GOT\'s existing anti-corruption plan 

government must assign some agency to follow-up on the 

earlier recommendations (para 44). The AKP governments have 
not yet decided whether to adopt the pre-exisitng 

anti-corruption plan 

to follow the plan\'s recommendations. 


-- Resrep noted a fourth \"technical housekeeping\" issue 
which is still not completed: setting the intermediate 
fiscal targets for 2003 (e.g. 

targets to reach the year-end 6.5 percent of GNP.) The 
monetary aggregates have been agreed 


7. (SBU) IMF resrep said in theory the GOT could wrap up 
these remaining issues under the LOI this week 

reiterated that he sees no sense of urgency in the GOT from 
his talks with Oztrak. 
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8. (SBU) Once they sign the LOI 

prior actions before the IMF staff can take the Fourth Review 
to its board. The four priors are: full parliamentary 

passage of the budget; passage through parliamentary 
committee of the direct tax reform bill; adoption of the 
TEKEL privatization plan by the High Privatization Council; 
and adoption of regulatory measures to address redundant 
positions in the state economic enterprises. 
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6. Milliyet: Dozens of animals died in Doyuran 
village of Kiziltepe at the Syrian border 20 days 
ago. The villagers are suspicious of the 
Americans who visited their village two weeks 
ago. Doyuran villagers said the chickens died 
first 

in the past 10 days. Sheep 

the region have also become the victims of 
mysterious death. The villagers said some 
foreigners visited their village in two black US 
jeeps two weeks ago. One of the villagers 
Sahin 

sheep 

also sick. The village headman 

his sheep also had died. Kiziltepe sub-governor 
Tayyar Sasmaz 

in the region but would assign officials from 
Provincial Agricultural Directorate and Health 
Committee to investigate the issue. 


7. Milliyet: In response to TGS\'s demand to 
initiate State of Extraordinary Rule in six 

provinces should the war start 

Abdulkadir Aksu said no weakness had been seen in 
their combat with terrorism since OHAL was ended. 
During parliamentary debates about his ministry\'s 
budget 

normalized following the lifting of the OHAL and 
thus gave an indirect answer to TGS\'s desire to 
declare OHAL in Diyarbakir 

Siirt 


8. Evrensel: Anadolu New Agency reported that 
the Chief Public Prosecutor investigating 
Kahramanmaras DEHAP\'s Provincial Chairman Metin 
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Gonulsen prepared an indictment accusing him of 
\"threatening the country with civil war\" and 
\"making propaganda for a terror organization.\" 
Based on the prosecutor\'s instructions 

Gonulsen was apprehended and ordered held by 
court. After his arrest 

obtained a court warrant 

searched DEHAP\'s provincial and district offices. 


9. Evrensel: Newroz Organization Committee of 
Mersin applied to the governor\'s office for 
permission to celebrate the \"Newroz\" (new year 
celebrations) in Mersin. Two persons were killed 
during the celebrations last year. Regarding the 
issue 

said their application was accepted. Tas said 
the chances for celebrating the Newroz this year 
were high 

an appointment from the governor and the security 
director on March 17. Adiyaman Democracy 
Platform also applied to the governor\'s office to 
celebrate the Newroz. Committees have been 
formed for the celebration of Newroz in Hakkari. 
A local singer 

participate the March 21 celebrations in Hakkari. 
In Adana 

applied to the governor\'s office for Newroz 
celebrations. DEHAP Central Committee Members who 
applied to the governor\'s office said they would 
celebrate the Newroz at three separate locations 
and was expecting 150 

celebrations in Adana and 20 

HOLTZ 
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just to do business with Iraq\" 

relationships with these companies would be adversely 
affected by conflict. Ali al-Hosri 

Bank 

also studying alternative points of delivery in Jordan where 
the goods could be stored pending a resolution of 

hostilities. As early as December 

working to reduce their potential exposure by not financing 
some contracts as they came up for review. Zachy Anderson 
CEO of HSBC Middle East 

virtually no business with lraq 

some local banks would be hurt. He added 

unintended consequence of an Iraqi conflict might be the 
\"bursting of the property bubble\" in prosperous West Amman 
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given heavy exposure by banks to loans for homes built as 
investment property and the danger of default given adverse 
effects on the Jordanian economy at large in a prolonged 
conflict. 


7. (SBU) In addition to the trade exposure 

estimate that there are JD 600 million ($840 million) in 

Iraqi deposits in the Jordanian banking system 

again being a leading recipient. The CBJ has put together a 
plan to ensure that these deposits 

of total deposits 

military conflict. The plan includes freezing accounts of 

the Iraqi government 

officials and carefully monitoring large and suspicious 
movements in other Iraqi accounts. 


8. (SBU) Most bankers we spoke with expressed optimism that 
the sector would weather any crisis brought on by a war with 
Iraq. One executive 

months for the sector to recover\". He saw a worst case 
scenario in which a total shutdown of airspace would lead to 
hoarding of dollars. Knamhawi had the opposite view. He 

said that banks were well-prepared to handle the conflict. 

As in 1991 

would be a \"small rush on the banks 

and then customers would return to redeposit the withdrawn 
funds. CBJ officials believe that the BankVs $3 billion in 

foreign reserves provide a more than adequate cushion to cope 
with any short-term run on Jordanian banks. 


9. (SBU) Among the longer term issues is the \"over-banking\" 
of Jordan. With so many branches and bank offices 
presently has about one bank per 10 

about one per 30 

Supervision Mai Khamis said many of these are weak 
family-run banks that pose a risk to depositors and borrowers 
alike. To encourage consolidation 

capital requirements in 2002 to JD40 million ($56 million) in 
order to force the merger or acquisition of the weaker banks. 
She quickly added that the CBJ was not interested in the 
smaller banks combining with one another 

weak bank.\" Rather 

banks take over smaller institutions when \"opportunities 
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present themselves\". This in turn would lead to savings on 
overhead and operating costs 

increased use of technology 

influence of family-owned banks on a sector that\'s flush with 
liquidity. (NOTE: Talks are under way for the acquisition of 
Jordan Gulf Bank by the Arab Bank. Likewise 

Bank is moving to acquire the Philadelphia Investment Bank 
under CBJ administration since last year. END NOTE) Cairo 
Amman Bank has also indicated interest in the possibility of 
merging with one of the smaller banks if a financially-sound 
candidate comes on offer. 


10. (SBU) One of business people\'s main complaints is that 
borrowing rates remain relatively high despite a reduction in 
deposit and CBJ rates in recent years. The current CBJ 
discount rate is 4.5%. The average interbank loan interest 
rate stands currently at 2.875%. The average interest rate 
on consumer loans is 9.85% 

of five years or less. In addition 

annual commission of 1%. The interest rate for deposits is 
3.9% 

lowered interest rates on both deposits and credit facilities 
in concert with U.S. interest rate drops 

have dropped at a much faster clip. Since 1999 

rate on time deposits has declined from 7.9% to 3.9% 
credit rates have gone from 12.6% to 9.85% in the same 
period. Currently 

deposit rates is 5.9%. Interest rate spreads are an 
indication of the general attractiveness of a country for 
investment and the ability of the private sector to finance 
investment activities. 


11. (SBU) Citing an IMF study (Understanding the Margin 
Between Lending and Deposit Rates in Jordan) 

assert the spread between lending and deposit rates in Jordan 
is not especially high compared to other developing 

countries. (NOTE: Some spreads within the region bear this 
out: Bahrain 

contrast: Egypt 

END NOTE) Khamis told us that high operating costs fueled by 
excess labor rendered the sector as a whole inefficient in 

its management of overhead costs 

as it is \"socially difficult\" to fire anyone. She added that 
corporate taxes for banks 

any other sector. In addition 

nonperforming loans 

in order to offset their losses. Private bankers 
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CBJ officials strongly resent recent high profile efforts by 
some GOJ officials 

to jawbone\" banks into cutting borrowing rates. They expect 
that over time the markets will do their work. However 

an Amman Chamber of Commerce official told us 

be too long in coming for some companies. 


12. (SBU) At the same time 

and banks have been slow to introduce innovative new 
products. Bank credit extended in Jordan currently amounts 
to JD 5.2 billion ($7.3 billion) 

per year since 1980 

traditionally tight credit market is loosening. Most loans 

go to general trade (JD 1.2 billion/$1.7 billion) 

construction (JD800 million/$1.1 billion) 

(JD800 million/$1.1 billion). The banks 

liquid 

assets. Just under 2% of Jordanian loans are made by foreign 
banks. Central Bank officials say that Jordan is committed 
to implementing \"Basel IN" capital adequacy standards 
although banks will need technical assistance to put in place 
appropriate internal rating systems. 


13. (SBU) Local banks 

beginning to recognize the profitability of expanding 
consumer credit. Cairo Amman is emblematic of the push to 
pursue the consumer credit market 

to Jordan\'s young population. C-A officials told us 

example 

government employees 

and salaries for life." The bank is increasing its long-term 
lending as well; its 20-year loan portfolio expanded from $8 
million to $21 million in 2002 

estate site linked to its webpage where prospective home 
buyers can view properties 

apply for home loans. (NOTE: According to bank figures 
average mortgage is JD30 

years and requires 20% as down payment. END NOTE.) HSBC has 
just rolled out a 20 year mortgage product at 7.25% interest 
the harbinger perhaps of further reduction of rates and a 
narrowing of the spread. Defaults on mortgages are rare as 
people do not want \"to lose their dream home\" 

told us. 


14. (SBU) Auto loans can be problematic. Issued at 9% 
interest and requiring 30% of the price of the car for down 
payment 
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the principle of the loan 

closer to about 17%. These charges are not often disclosed 
until the contract for the loan is presented to the borrower 
but 

Jordan 


15. (SBU) Nonperforming loans 

opposed to the more common 180 days 

banks to price their credit facilities to other than their 
traditional large 

defended the relatively short rating period and said that the 
level of nonperforming loans in the system at 15% is 
\"unacceptable\" and hoped to see the rate drop closer to 10%. 
She said that even the healthy Housing Bank has a 14% rate of 
nonperforming loans 

would not matter as banks just make fresh loans to their 
favored clients in any case. Regarding specific sectors that 
may be more vulnerable in case of conflict 

tourism industry 

can\'t own a hotel unless you own a bank\" 
cross-ownership between the hotel and banking sectors. 
(NOTE: For example 

Hotel Company 

representatives on the Board of Directors the Cairo Amman 
Bank. The Muasher family 

owns Marriott hotels in Jordan 

National Bank board. End Note.) Indeed 

figures 

restaurants is relatively low 

million). 


16. (SBU) One of the major structural deficiencies in the 
banking system is the absence of a system for sharing credit 
information. As part of its FY 2003 cash transfer 

made the passage of the Credit Bureau Law \"in principle\" a 
condition precedent. The Cabinet passed the law in January 
2003 

final and thorough review. Ahead of final implementation of 
the Law 

all borrowers with loans above JD50 

information that is available to all banks upon request. The 
Association of Banks in Jordan is also in the process of 
establishing a credit bureau 

current database that tracks all loans over JSD30 

($42 

in Jordan. 
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17. (SBU) The use of checks as an instrument of transaction 
dropped by 3% in 2002 

Both the value and the percentage of returned checks have 
been steadily dropping as well 

overdraft facilities 

private company working for a consortium of banks 

licensed by the CBJ 

as does the Association of Banks in Jordan (ABJ). 


18. (SBU) The use of ATMs has caught on in the Kingdom 
325 ATMs now in use throughout the country. (NOTE: According 
to Cairo-Amman 

resulting in lower overhead and reducing the long-term 

utility of maintaining branches. END NOTE) Most of the 
larger banks are linking their branches to one another 

on-line 

banking once security and encryption concerns are ironed out. 
Concurrently 

as banks recognize the profit potential in consumer credit. 
According to Visa Jordan officials 

currently in use 

transactions since 1998. 3700 merchants are currently 
connected via POS (Point of Sale) units. The popularity in 
debit cards is also growing 


19. (SBU) The country was shaken early last year by the 
Shemaileh scandal 

scandal were receding 

Bank by the CBJ addressed one of the Shemaileh legacies (REF 
A). Khamis said the sector recovered some of the lost funds 
via the sale of various Shemaileh assets seized by GOJ 
authorities during the investigation and following his 

arrest. She noted the investigation was continuing 

winding down. Khamis stressed the way to prevent recurrence 
of fraud is by strengthening market discipline via strong 
corporate governance. However 

to accomplish in Jordan where bankers traditionally maintain 
relationships based on \"who you are\" rather than the 
soundness of a business\'s balance sheet. 


20. (SBU) Khamis said that CBJ Governor Toukan is 
\"unshakable\" in his determination to protect depositors and 
modernize and strengthen the Jordanian banking industry in 
order to prevent another \"Shemaileh.\" She said that Toukan 
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has the advantage of never having worked in the private 
sector 

that some influential Jordanian bankers are former GOJ 
Officials 


21. (SBU) Khamis said Jordanian banks 

Cairo Amman Bank and the Arab Bank (REF D) 

exposed to West Bank/Gaza to the tune of about JD267 million 
($374 million). She expressed outrage at a January Israeli 
Defense Force (IDF) action against an Arab Bank branch in the 
West Bank (REF C) 

cautioned that \"this sort of thing starts with one incident 

and then becomes the practice.\" (NOTE: On March 2 

again conducted a raid on the Arab Bank. (REF B) End Note) 
She said that Jordanian banks have approximately 60 branches 
in West Bank/Gaza 

medium of exchange on the West Bank. 


22. (SBU) Cairo Amman officials told us the bank is heavily 
exposed in Palestine 

Bank in 1986. Counting their offices in Gaza 

19 branches in the Occupied Territories 

the West Bank alone. In December 

uninsured for acts of war 

for a nearby bomb-making facility 

to the bank. The bankers said that business was bad 
that Cairo Amman was no longer making loans in the 
Territories 

become non-performing after 90 days 

\"what can you do for someone from Nablus 

curfew for 120 days.\" In addition 

in recession 

have are not being repaid. Things are bad.\" 


23. (SBU) Bank officials told us that workers\' remittances 
from abroad take a number of forms 

officials. Most remittances 

countries 

hand-carried by workers as they return. Money Grams are 
gaining in use 

wiring money to their families back home. After a lull 
caused by the expulsion of Jordanian workers during and 
following the Gulf War 

will not be repeated) 
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since 1992 and reached $1.7 billion in 2000 
GDP. 


24. (SBU) As most things Jordanian 

the stress of having neighbors on either side that act as a 
real or potential liability on its balance sheet. Flush with 
reserves and relatively stable 

short term strains provided that 

regional stability holds. In the longer term 

which Jordanian banks continue to respond to market forces 
and innovate may lead to even greater opportunities for the 
Jordanian banks and their clients as a post-Saddam Iraq comes 
into focus. USAID is helping this process through a series 
of targeted technical assistance and training programs that 
should help modernize bank supervision and management 
the ultimate goal of loosening currently trapped liquidity 

for productive investment in economic activities. 
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administrative disorders or serious losses\" or if a board of 
directors and/or management \"exploit their powers and 
position in any manner that achieves for their or another\'s 
account any benefit in an illegitimate manner 

shall... dissolve the Company\'s board of directors and form a 
committee... to manage the Company for a period of six months 
renewable twice... (and) the committee shall invite the 
General Assembly to elect a new board of directors for the 
Company.\" 


4. (c) The Minister said he took this step after more than 

a year of discussions between his Ministry and Omar Salah 
the CEO of the company and a leading shareholder. Those 
discussions failed to resolve complaints by a number of other 
shareholders about mismanagement of the company. In 
particular 

significant decisions without necessary board approval and 
that there had been bookkeeping improprieties (Such as 
booking capital gains from the sale of assets as current 
revenue). Salah 

special board election to resolve the differences. However 
Bashir said he acted to dissolve the board when he learned 
that in a late February board meeting Salah had suggested 
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that his CEO contract be renewed for three years with a large 
cancellation penalty. Bashir saw this as a blatant attempt 

by Salah to reap personal windfalls as well as to influence 
the new board elections. The Minister said he had to act 
quickly to prevent this from happening. 


5. (c) For his part 

victim of a political conspiracy of \"anti-normalizers\" that 

is punishing him for his pioneering efforts to take advantage 
of the QIZ initiative and to build business relationships 
between Jordanian and Israeli companies. He also believes 
that some officials in the Jordanian government are angered 
by his efforts to encourage the creation of a USG-financed 
\"enterprise fund\" that would invest in Jordan and other 
countries in the region. Those officials feared that the 

U.S. might finance such a fund using ESF money that was 
critical to GOJ priorities. Thus 

charges against him are either trumped-up or technical 
transgressions easily corrected through internal adjustments. 
He strongly denies that he attempted to secure a last minute 
CEO contract 

board meeting 

(that it not be seen as an attempt to manipulate the 

election). 


6. (c) The Minister asserts that he acted fully and 
appropriately within the law. On the other hand 

believes that Minister Bashir acted inappropriately in 
invoking Article 168 and should instead have referred the 
matter to the judicial system 

one of the internal GOJ committees that first examined the 
shareholder complaints. Salah claims Bashir is \"afraid\" to 
go to court because 

been CIG\'s lawyer and had thus given legal advice on some of 
the issues in contention. Nevertheless 

that Salah has not invoked his own right to take legal 
action 

implementation of the minister\'s decision. (Bashir takes 
this as proof that Salah knows his claims are baseless.) 


7. (c) According to material provided by Salah 

Investment Group (CIG) is a holding company formed in 1995 to 
\"capitalize on the peace process dividend.\" U.S.-source 
investment in CIG amounts to $2.1 million 

investment. Along with foreign partners 

six QIZ companies. The total foreign sales ($112 million in 
2002) of these companies accounts for about one-quarter of 
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QIZ exports and their 5 

of Jordanian employees of QIZ companies. Companies with 
which CIG has entered into joint venture QIZ partnerships are 
Clal Ltd. 

Capital. Partners with CIG in QIZ companies include Delta 
Textiles (New York) 

Textile (Ohio) 

Company and the Tee Yung Group. Salah says that the total 
U.S.-source investment in the joint ventures amounts to $11.1 
million. 


8. (c) The March 23 elections will determine the fate of 
CIG and whether its founder 

maintain control of the company. Currently 

he has the support of 44% of the shareholders 

family\'s 16%. The swing vote 

Social Security Corporation 

Salah has asked for the embassy\'s support to encourage the 
Social Security Corporation to vote with him. Otherwise 
consistent with his assertion of a conspiracy 

the SSC and a majority of the shareholders will vote to expel 
him from the board. 


9. (c) The embassy has heard rumors of financial problems 
within CIG for the past year and a half. (For example 
Pakistani subcontractor of a CIG company recently fled the 
country with bills unpaid complaining that Century had not 
paid him for work done on its behalf.) We find it quite 

likely that Salah is not an effective manager and that there 
may have indeed been some improprieties. It is difficult for 
us to judge 

imposed by Minister Bashir fits the alleged transgressions 

or whether it would have been more appropriate for aggrieved 
shareholders to find redress in the courts. 


10. (c) On its face 

conspired against because of his work with Israel might seem 
plausible. Upon closer scrutiny 

downfall would no doubt please the so-called 
\"anti-normalizers\" -- who oppose Jordan\'s peace treaty with 
Israel and Salah\'s high-profile attempts to build Jordan\'s 
economic relationship with Israel. (In fact 

was once at the top of an anti-normalizer V'death list.V) In 
point of fact 

management issues is Gen. Ihsan Shurdom (ret.). Shurdom 
holds about 5.5% of the company and is the antithesis of the 
anti-normalizer. As a former Chief of the Royal Jordanian 
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Air Force and brother of the current Public Security chief 
Gen. Shurdom is widely known as a leading 

proponent of Jordan\'s relationship with Israel. 


11. (c) The idea that Salah is being punished for his 
support for an enterprise fund 

plausible. His solo efforts in Washington and Israel to 
establish such a fund and 

definitely alienated several key ministers in the government. 
The Minister of Foreign Affairs told the Ambassador that 
Salah\'s activities had troubled him and the government 
greatly 

basis and was not arbitrary or a result of Salah\'s efforts to 
promote an \"enterprise fund.\" 


12. (c) Omar Salah 

a prominent young entrepreneur who is well known in the 
business community. His reputation is that of an active and 
creative businessman willing to take bold and even risky 
business decisions. His strong points are an engaging 
personality 

extremely appealing terms 

to enter into new initiatives. His strong points are often 

the cause of his difficulties. He is prone to act without 

close consultation with his partners. The risks that he is 
willing to face are often beyond the toleration point of 

others. He is a consummate self-promoter and a manipulator 
of information to serve his purposes. We have seen this last 
trait ourselves in recent weeks when he approached the 
Ambassador for assistance 

helpful to his cause 

proceeds to contact others to intervene 

they would not be as conversant as the Embassy with the fine 
points of the current troubles. In any case 

Salah may be with Americans and Israelis 

not be on personality but on U.S. interests. 


13. (c) In a meeting March 12 with Minister Bashir 
Ambassador focused on U.S. interests at stake: 1) protection 
of U.S. investments and an overall positive investment 

climate to support Jordan\'s continued economic success. The 
Ambassador pointed out that key to investment confidence was 
\"due process\" and the opportunity for current and prospective 
investors to defend their interests. The Minister needed to 
clarify to all interested investor parties the basis of his 

actions and ensure that the rights of all parties were 

protected. 2) Secondly 
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reputation of the QIZ\'s. The QIZVs are very successful; they 
have established an excellent reputation among U.S. importers 
for meeting deadlines and providing quality products. There 
was every reason to expect their success to continue. That 
success 

actions against a company 

QIZ investment 

deadlines. The Ambassador expressed the hope that the GOJ 
considered this aspect of the problem when taking action 
against Century\'s board. 


14. (c) Comment: Century\'s CEO 

to many Americans and Israelis and is using those contacts to 
solicit support and interventions. We need to keep the focus 
of our interventions on the valid U.S. interests described 
above. Our interests may or may not coincide with SalahVs; 
but our interests are valid and the Embassy will remain 
engaged to encourage the GOJ to follow due process and 
transparency in resolving corporate issues. 
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Gul to urge him for a decision by Saturday. The Council of 
Ministers will convene in an extraordinary session today 

and the decree will be taken to parliament before the vote 

of confidence for the Erdogan cabinet. Papers expect the 
motion to be voted on by the parliament on Thursday. 
Commentators agree that Erdogan will have a difficult time 
trying to convince his deputies that Turkey\'s interests 

require working together with the U.S. Dailies say the AKP 
leadership has asked the U.S. to put into effect the 

military 

the motion is approved. Dailies report U.S. officials 

issuing clear warnings about possible damage to U.S.-Turkish 
relations at the American-Turkish Business Council meetings 
(ATC) in Washington. Iraqi opposition groups will meet in 
Ankara at a summit meeting Tuesday under the auspices of 
Turkey and the United States. Northern Iraqi Kurdish groups 
Will voice concern about a possible unilateral Turkish 
intervention in the region 

representatives are expected to join discussions on a post- 
war Iraq tomorrow. Ankara will seek to secure a place for 
the Turkomen in a post-Saddam administration. Commentaries 
fear that Kurds 

type ethnic fighting over Kirkuk 

Northern Iraq. Residents have started evacuating Kirkuk and 
Mosul 

according to reports. 


EDITORIAL OPINION: Iraq 
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\"Along with the war 

Hasan Cemal wrote in mass appeal Milliyet (3/18): \"Realizing 
the urgency 

parliament\'s approval for both the deployment of troops and 
airspace rights following the vote of confidence 

the motion through parliament ahead of the confidence vote. 
Yet the financial markets cannot sit and wait to see which 
option is taken. We have already seen the initial signs of 
instability in the markets. . Secretary Powell gave a clear 
message by saying that "the time for diplomacy has ended.Y 
Following the ultimatum from George Bush 

again seized by the issue of the decree. Bearing in mind 

the urgency 

option. The summit at the Presidential Palace acknowledged 
that war is imminent and inevitable. Yet the real question 

is this: wouldn\'t it have been more appropriate if Turkey 

had taken these steps earlier?\" 


\"Declaring the loser\" 

Fehmi Koru argued in the Islamic-intellectual Yeni Safak 
(3/18): \"The war-mongering trio did their best to take 
others to their side. Moreover 

unprecedented method of threats 

information. Yet the US 

support for their war project except from each other. This 
is clearly a defeat for the war-mongering lobby. The war 
even though it targets a very hated man like Saddam Hussein 
failed to gain international support. Thus the project can 
be implemented 

they begin the war as they now threaten to do 

first bullet will turn the US and UK into defeated powers in 
the eyes of the world.\" 
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expenditures over the past five years (and impeded the 

attainment of an IMF program this year). He expressed 

interest in the Millenium Challenge Account 

include incentives for new foreign investment in the Central 
America Free Trade Agreement (CAFTA) negotiations. DCM urged 
rapid ratification of the ICC Article 98 Agreement and two 

OAS counter-terrorism conventions 

economic legislation. Both sides agreed on the importance of 


Column 3 
improvement to port security 
and the rule of law. End Summary. 


2. (C) DCM expressed USG satisfaction with the March 11 
suspension by the Nicaraguan Congress of the 35 percent 
retaliatory tariff and appreciation for Honduran restraint 

over the past three years 

quietly urging this move in the interest of integration. 

Cosenza attributed much of the credit to Nicaraguan President 
Bolanos. Asked if he thought that the Honduran Congress 
would proceed with the enactment of sanctions (and immediate 
suspension) as some in the business community were urging 
Cosenza shook his head no. He indicated that President 
Maduro was advising against such a move; if the Nicaraguan 
tariff were reinstated 

enact countermeasures at that time. 


3. (C) Cosenza indicated that President Maduro will try to 

meet with the IMF 

April 11 meeting of the Central American Presidents with 
President Bush on CAFTA. He asked for suggestions on other 
meetings. 


4. (C) Asked about the status of fiscal measures needed to 
reach agreement with the IMF on a new Poverty Reduction and 
Growth Facility program 

tax measures was ready and will be submitted in early April 
between the President\'s trips to Italy (which may now be off) 
and Washington. Emboffs complimented him on his clear 
presentation on the need to repeal the wage and benefits 
provisions of the special laws (called \"estatutos\") governing 
teacher and medical worker pay. Cosenza confirmed that the 
GOH had concluded that this was absolutely necessary to 
regain control over government finances and reach agreement 
with the IMF 

attain this goal. He noted that the move could come within 

the next week; the GOH is currently discussing which estatuto 
will be first. Comment: The government may be working with 
the Supreme Court to have the estatutos found 
unconstitutional. This would allow them to avoid the 

difficult task of building 

the needed consensus for repeal of the laws in the Congress. 
End Comment. 
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5. (C) Econcouns provided Cosenza with a copy of the 

Embassy\'s March 10 notification to the Minister of Finance 

per instructions from Washington 

12 

service on Department of Defense loans could trigger a 

cessation of new USG foreign assistance under the Brooke 
Amendment. The looming debt service payment deadline was one 
more important driver for reaching an agreement with the IMF 

that would put the GOH back on the road to HIPC debt relief. 


6. (C) DCM provided Cosenza with a copy of the fact sheet on 
the Millennium Challenge Account program and outlined the 
currently envisaged system of qualifying for MCA eligibility 
and emphasized the importance of paying special attention to 
measures that might help the GOH meet the good governance 
criteria. Cosenza expressed his appreciation for the 
background on the program and indicated that the eligibility 
criteria are all important issues that the GOH is already 
working to address for the sake of the country\'s own 
well-being. He requested a list of the countries that are 

likely to be considered for eligibility during the first year 

of the program 

Honduras compares to its low-income peers. 


7. (C) DCM noted that there would be a decision on Honduras\'s 
request for wheat under the Food for Progress Program 
shortly. If Honduras is approved 

the Ministry of Agriculture (SAG) and USDA to work closely 

on a agreement on the use of the local currency proceeds from 
the sale of the wheat. Cosenza asked if the funds could be 
used for low-income housing. Econcouns explained that they 
are more commonly used for agricultural projects. She took 
the opportunity to emphasize the importance of completion of 
the last major USDA-SAG project 

hot-water treatment plant in Comayagua to an association of 
mango producers. She explained that the legislation creating 
this association had been stalled in Congress and that 
Emboffs had been talking to the Minister of Agriculture about 
the importance of completion of the transfer. Cosenza 
promised to look into it. 
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8. (C) Econcouns gave an overview of the current status of 
the Central American Free Trade Agreement negotiations and 
asked about GOH plans to build up the permanent 

trade policy staff. Cosenza said that the GOH is supporting 
Minister of Industry and Trade Norman Garcia\'s efforts to 
hire and train negotiators and reiterated his strong belief 
that the only way to keep well-trained negotiators after a 
change in administration would be to create a non-political 
public-private institute. He discounted the possibility that 
Congressional approval of a Civil Service law would prevent 
large-scale turnover in government agencies after the next 
election; Cosenza acknowledged that the law would be an 
important step 

change the political culture. 


9. (C) Econcouns noted that there would be sensitivities on 
agriculture on both sides 

work together in the WTO toward the goal of reducing trade 
distorting subsidies without affecting the USGVs ability to 
implement food aid and agricultural credit programs that are 
available to countries like Honduras. She confirmed that the 
Embassy is working closely with the Trade Ministry to 
identify areas in which cooperation in the WTO negotiations 
would be particularly helpful 

the agriculture negotiations and the services talks. 


10. (C) Econcouns also mentioned that during the course of 
the negotiations 

Americans that some issues can not bend because of their 
importance to gaining U.S. congressional ratification for an 
eventual CAFTA 

language in the Trade Promotion Authority legislation. The 
GOH can expect that some of the trade rule chapters may 
require changes to Honduran legislation. 


11. (C) Cosenza asked about the possibility of including in 
the CAFTA a provision allowing U.S. investors to deduct 
income taxes paid in Honduras from their U.S. tax returns 
(thus allowing the GOH to start levying income tax on these 
maquila companies). Econcouns explained that the Treasury 
Department is the key contact for discussion of a prospective 
Double Taxation treaty. The GOH could forward a request 
directly to Treasury (and she had provided this information 

to the Ministry of Finance previously). She also explained 
that in considering these requests 

on those countries that the U.S. private sector has 

identified as important. As far as the elimination of the 
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Honduran income tax exemptions for companies located in free 
zones 

Honduran-owned maquila companies (comprising about 40-50 
percent of the textile and apparel firms in Honduras) that 

have pushed for maintenance of these tax incentives. 
Investment incentives will be an importa 

nt topic of negotiation in the CAFTA talks. Cosenza then 
backtracked and expressed the GOH\'s view that continued 
maintenance of the free zones would be important to keeping 
the textile and apparel industry in Central America. 


12. (C) Cosenza also asked about the possibility of the 
inclusion of tax incentives by the USG for U.S. companies to 
invest in Honduras and other Central American companies 
along the lines of incentives provided for Puerto Rico (an 
apparent reference to Section 936 exemptions from federal 
taxes for Puerto Rican based subsidiaries of U.S. companies). 
He talked at length about the importance of a CAFTA 
agreement that promotes additional investment so that it does 
not just represent at the end another broken dream. 
Econcouns countered that U.S. companies who critique the 
investment climate in Honduras never mention the need for tax 
incentives - instead they point to issues such as the high 

cost telecommunications and energy 

crime 

adamant that the GOH will be seeking some type of foreign 
investment incentive program from the USG in the context of 
the CAFTA negotiations. 


13. (C) Continuing the discussion on needed improvements in 
the investment climate 

presentation made by Vice President Vicente Williams on March 
11 during the rollout of the Competitiveness CouncilVs 
workplan. An important element affecting the investment 
climate is the relatively weak judiciary. The DCM thanked 
Cosenza for the government and Supreme Courts help in 
pushing for resolution of outstanding commercial disputes. 

Post saw a number of cases resolved in late 2002 

there had been significant backsliding in three of the cases 

in early 2003. The DCM also emphasized that no progress had 
been made to date in arbitration of outstanding Amcit land 
disputes involving the Honduran government or municipalities. 
Econcouns reminded Cosenza that the GOH had adopted a law 
allowing the state to engage in arbitration in selected cases 
during a short window of six months. As the law went into 

effect on January 16 

months left to make of 
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fers to the Amcit claimants. Cosenza indicated that he would 
look into the issue. 


14. (C) The DCM mentioned pending legislation that we see as 
important. On the economic side 

the civil service reform law 

restructuring of the telecommunications and power sectors 
creation of a unified land registry 

creating the mango plant association. On the political side 

the DCM emphasized the critical importance of ratification of 
ICC Article 98 Agreement and two pending OAS conventions on 
counter-terrorism. 


15. (C) Emboffs also emphasized the importance of vastly 
improved port security 

They urged Cosenza to ensure that the GOH prepares the 
country\'s ports over the next year to meet new legislation 

for maritime traffic to the U.S. 

partial or total concession of port operation and security 
functions. Cosenza responded that the GOH is fully committed 
to doing so 

during this administration. The Customs Service is currently 
working on the purchase of container X-ray equipment that 
will be used to scan both incoming and outgoing containers. 
He took on board Emboffs comments about the importance of 
also strengthening port perimeter security and creation of an 
independent security force. 


16. (C) Econcouns summarized the diverse problems that Post 
is seeing on the island of Roatan 

disputes 

trafficking 

environmental enforcement. She acknowledged that the rule of 
law has traditionally been weak in the Bay Islands but 
explained that the treatment of Amcits in Roatan is becoming 
intolerable; Consenza indicated that he concurred. 

She explained that there had been no progress to date in the 
Moore land case and at the same time 

islanders are benefiting from U.S. dollars in a variety of 

ways - tourism 

the U.S. and dockings by U.S. Navy and Coast Guard vessels. 


17. (C) Cosenza 
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challenges they faced in improving the rule of law in the 
islands. He noted that the USG perhaps has the strongest 
leverage of all 

for presumption of illegal activity and capacity to invoke 
sanctions for violations of U.S. laws such as the TEDS/shrimp 
decertification. Cosenza indicated that the GOH would 
understand if the USG takes targeted moves 

that we not harm the reputation of the country or cut off 
U.S. tourism. DCM noted that we will stay in close touch on 
these issues. 


18. (C) Comment: The discussion was cordial and relaxed 
provided a good opportunity to ensure that President\'s top 
staff is aware of the top economic issues on the USG\'s 
agenda. Cosenza appeared sincerely intent on tackling the 
estatutos 

and growing budget deficit. Although he had received 
briefing material on the Millennium Challenge Account from 
the Honduran Ambassador in Washington 

opportunity to discuss the envisioned process in greater 
detail. The discussion also gave Emboffs an opportunity to 
focus on the Honduran need to make stronger efforts on good 
governance and anti-corruption. The GOH 

can be expected to make MCA proposals for large 
infrastructure projects and funding of low-income housing. 
Cosenza also seemed sincerely interested in improving port 
security in order to assure Puerto Cortes\' continued 
importance for shipping between the U.S. and the isthmus. 


19. (C) Comment continued: Cosenza\'s push for USG incentives 
for companies investing in Central America reflects the lack 
of understanding in the Honduran government of U.S. trade 
policy and sensitivities in the U.S. about claims that trade 
agreements lead to an export of jobs. In the discussions 
about the investment climate and Roatan 

GOH\'s frustration with their inability to make more rapid 
progress in changing the status quo. Embassy will continue 
to urge the GOH to focus on the details of the CAFTA 
negotiations 

discussions 

investment climate in Honduras (including moving on long 
standing investment and commercial disputes). We will also 
continue to encourage the Hondurans to be more active in 
support of our mutual interests in the FTAA and WTO 
negotiations. End Comment. 
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2. JUDGE TAGHREED HIKMAT 
THE JUDICIARY 
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APPOINTED TO THE CRIMINAL COURT. JUDGE HIKMAT WAS APPOINTED 
IN 1996 AS ASSISTANT GENERAL FOR JUDICIARY CASES. SHE THEN 
ROSE TO BECOME THE FIRST FEMALE JUDGE AT THE COURT OF 
APPEALS FOR THE INCOME TAX DEPARTMENT. JUDGE HIKMAT 
ALUMNA OF THE INTERNATIONAL VISITOR PROGRAM ON \"THE ROLE OF 
WOMEN IN SOCIAL AND POLITICAL AFFAIRS\" IN 1997. 
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D) WFP is the only UN Agency considering cross-border 
operations. WFP 

100 

arrive in Iraq via Turkey per month; however 

does not have registration status with the GOT and is working 
under UNDP 

transit application on February 28 and is hoping to have an 
official transit license in the next two weeks. 

E) IFRC will not participate in cross-border operations 
but will assist Kizilay in humanitarian response in Turkey. 
F) ICRC will have a liaison office in Ankara 

planning cross-border operations due to difficulties in 
acquiring permission from the GOT. 


4. (C) Kizilay and GOT are setting up a coordination office 
in Diyarbakir and an operation office in Silopi. Kizilay and 
GOT representation in Diyarbakir will provide overall 
coordination and report back to Ankara. The Silopi operation 
office will coordinate locally at the camp level and oversee 
the distribution of supplies and personnel as needed. 
Currently 

center in Silopi or coordination office in Diyarbakir. U.N. 
agencies based in Ankara are considering sending liaison 
officers to the coordination office in Diyarbakir 
concentrate on needs in Turkey. 


Turkey 

5. (C) Beginning February 27 

(Habur Gate) was closed to all trucks going to 
Kurdish-controlled areas of Iraq 

or further south were allowed to continue crossing the 
border. Forty-one World Food Program (WFP) trucks traveling 
to Kurdish-controlled (KDP and PUK) areas in northern Iraq 
carrying high protein biscuits 

were unable to cross the Turkish-Iragi border since February 
27. The WFP food is for its program in Iraq 

school feeding and nutritional programs. 
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6. (C) Subsequent information provided by WFP indicated that 
10 commercial trucks 

were able to cross the border on March 7. However 

time 

transporting supplies to Kurdish-controlled areas of northern 
Iraq are being offloaded and searched before gaining entry 
through the Habur Gate. Speculation in Silopi on March 4 was 
that the border was closed because Turkish Customs officials 
found a commercial truck 

bring weapons across the border. Note: The border closing 
coincided with the Turkish military taking up positions near 

the border crossing. EndNote Prior to February 27 

100 trucks crossed the border at Habur Gate daily bound for 
Kurdish-controlled areas of northern Iraq. 


7. (SBU)Key International Organizations and UN agencies 
as ICRC 

several international NGOs 

valuable information on humanitarian contingency plans. 
Discussing and identifying humanitarian contingency options 
with these organizations remains important. 

8. (SBU) Indications from the MFA on the NGO transit and 
registration issue are encouraging. Positive indications 
from the MFA in the near future regarding the submission of 
transit applications 

10 

operations in northern lraq. 

PEARSON 


6468 

is not only important 

negotiations. Since the beginning 

flexible as possible 

modalities should not be an obstacle for negotiations. 
Similarly 

assessment of trade. In order not to delay the 
negotiations 


We fully understand the importance of \"autonomous 
liberalization\" for certain members and we are following 
the discussions on this issue and we are quite flexible 
on it. Since 

mechanism 


We understand the importance of liberalization in 
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certain sectors 

all members have their own priorities and hopefully 
throughout the negotiations we will accommodate all 
these in a manner beneficial and acceptable for all. 


Among some sectors 

natural persons 

particularly important for us. This comes as a result of 
the demands of our dynamic population. 


At this stage 

relevant authorities and related sectors are still under 
way and we are preparing our initial offers. We 
understand that we may later revise them according to 
the offers and requests of other members. 


In this connection 

offers of developed members. In our view 

will be an important indicator for the direction of the 
negotiations. The response of the developed members for 
the requests of the developing members may have positive 
or negative ramifications in other negotiation fora at 

the WTO. 

End Text. 

Pearson 


7. (0) WUNENBURGER SAID THAT PATTEN 

RUMINATED ABOUT THE TRAGEDY IN SERBIA AND HIS CONCERN THAT 

THE ASSASSINATION MAY HAVE COME ABOUT IN PART DUE TO 

EXCESSIVE IC PRESSURE FOR ICTY COMPLIANCE. HE BELIEVED THIS 

MIGHT INFLUENCE FUTURE COMMISSION (AND POSSIBLY EU) 

APPROACHES NOT ONLY TOWARD SERBIA BUT ALSO TOWARD CROATIA AND 
OTHER RELEVANT COUNTRIES. 


8. (C) FOR HIS OWN PART 

ABOUT THE DEGREE OF PRESSURE ON CROATIA THAN ABOUT ICTYVS 
TACTICS HERE 

ELEMENTS IN INDICTMENTS UNNECESSARY FOR SUCCESSFUL 
PROSECUTIONS 

PRESENCE IN CROATIA OR ITS RELATIVELY LOWER PROFILE HANDLING 
OF WHAT HE CALLED ITS MOST SERIOUS COMPLAINT 

COOPERATION ON PROVIDING DOCUMENTS. OTHER THAN THE 
\"HISTORICAL\" ELEMENTS OF THE INDICTMENTS 

CONCERNS CLOSELY MATCHED OUR OWN 
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REPORTED (REFTELS). HOWEVER 

WITH CARLA DEL PONTE 
CONFIDENTIAL 
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RAISED NO SUCH CONCERNS WITH HER. (THAT WAS BEFORE THE 
DJINDJIC ASSASSINATION.) 


NEXT EU STEPS ON CROATIA 


9. (C) WUNENBURGER SAID THE COMMISSION SHOULD ISSUE ITS 
ANNUAL ASSESSMENT OF CROATIA\'S IMPLEMENTATION OF THE SAA IN 
ABOUT A WEEK. IT WILL HIGHLIGHT AREAS OF PROGRESS AND 
SHORTFALL ACROSS THE SAA BOARD 

POLITICAL CONDITIONS LISTED ABOVE. THE SAA PROVIDES THE 
COMMISSION WITH AN ADDED 

ITS AVIS ON CROATIA\'S EU APPLICATION. THAT HAS NOT BEEN THE 
CASE WITH PREVIOUS APPLICATIONS. (NOTE: CROATIA\'S 
APPLICATION WAS SUBMITTED IN FEBRUARY; CROATIA HOPES IT WILL 
BE FORWARDED BY THE COUNCIL TO THE COMMISSION FOR AVIS IN 
APRIL BUT THIS MAY NOT OCCUR UNTIL JUNE. A COUPLE OF 
COUNTRIES 

MAY SEEK TO IMPEDE COUNCIL ACTION ON THE APPLICATION.) 


10. (C) WUNENBURGER TOLD THE AMBASSADOR HE HAS RECOMMENDED 
THE INCLUSION OF SPECIFIC RETURNS-RELATED BENCHMARKS IN THIS 
YEAR\'S SAA REPORT: COMPLETION OF ALL PROPERTY RESTITUTION 

THIS YEAR; ACTION ON ALL HOUSING RECONSTRUCTION APPLICATIONS 
THIS YEAR; AND ESTABLISHMENT THIS YEAR OF A CONCRETE 
TRANSPARENT PROGRAM TO \"COMPENSATE\" THOSE WHO FORMERLY 
ENJOYED OCCUPANCY AND TENANCY RIGHTS TO SOCIALLY-OWNED 
PROPERTY. HE SAID HE WAS UNSURE WHETHER THE COMMISSION WOULD 
INCLUDE THESE. 


11. (C) LOOKING AHEAD TO THE AVIS IN A YEAR OR SO 
CONFIDENTIAL 
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WUNENBURGER SAID THAT INCLUSION OF THESE BENCHMARKS AS WELL 
AS THE GENERAL ASSESSMENT OF THE GOC\'S PERFORMANCE ON THE 
POLITICAL CONDITIONS WOULD BE CENTRAL TO ΤΗΕ COMMISSION\'S 
WORK. DEPENDING ON THE COMMISSIONVS ASSESSMENT OF CROATIA\'S 
(PERFORMANCE-PROVEN) READINESS TO ENTER INTO NEGOTIATIONS 
WITH THE EU 

THAT THE APPLICATION BE ACCEPTED AND NEGOTIATIONS BEGUN; THAT 
IT AND NEGOTIATIONS BE DEFERRED WITH SPECIFIC AREAS FOR GOC 
EFFORT IDENTIFIED; OR THAT IT BE REJECTED. THE LATTER WILL 

NOT HAPPEN; HE WAS UNCERTAIN FROM HIS OWN VIEW OF CROATIA\'S 
EFFORTS WHETHER IT WOULD GET A FAVORABLE OR A DEFERRED AVIS. 
IN THE END 
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WEIGH HEAVILY 

ISSUES WILL BE \"BALANCED 

DECIDE; THE COMMISSION\'S AVIS IS JUST THAT 

(THE COUNCIL ALMOST ALWAYS FOLLOWS COMMISSION 
RECOMMENDATIONS 

ESSENTIALLY PRECOOK THE FINAL RECOMMENDATION.) 


COMMENT 


12. (C) WE HOPE THAT WUNENBURGERYS PROPOSED RETURNS 
BENCHMARKS WILL BE INCLUDED IN THE SAA REPORT. THEY MAKE 
SENSE; THEY WOULD MATERIALLY AFFECT THE RETURNS SITUATION FOR 


CONFIDENTIAL 
CONFIDENTIAL PTQ7144 


PAGE 01 ZAGREB 00617 03 OF 03 181557Z 
ACTION SWCI-00 


INFO LOG-00 NP-00 AF-00 AID-00 CIAE-00 COME-00 INL-00 
DODE-00 DOEE-00 SRPP-00 DS-00 EAP-00 EB-00 EUR-00 
ΕΟΟ VC-00 TEDE-00 INR-00 IO-00 LAB-01 L-00 
VCE-00 AC-01 NSAE-00 NSCE-00 OIC-02 OMB-01 DHS-00 
PA-00 PM-00 PRS-00 ACE-00 P-00 SCT-00 SP-00 
550-00 55-00 STR-00 TRSE-00 T-00  USIE-00 PMB-00 
DSCC-00 PRM-00 DRL-01 G-00 NFAT-00 SAS-00 /006W 

τττττττττττττττττη 4655028 1816027 /38 

R 1815467 MAR 03 

FM AMEMBASSY ZAGREB 

TO SECSTATE WASHDC 9753 

INFO AMEMBASSY BELGRADE 

AMEMBASSY BERLIN 

AMEMBASSY LONDON 

AMEMBASSY MADRID 

AMEMBASSY PARIS 

AMEMBASSY SARAJEVO 

AMEMBASSY SKOPJE 

AMEMBASSY THE HAGUE 

AMEMBASSY TIRANA 

USEU BRUSSELS 

USMISSION USUN NEW YORK 

USOFFICE PRISTINA 


CONFIDENTIAL SECTION 03 OF 03 ZAGREB 000617 
SIPDIS 


THE HAGUE FOR JOHNSON/KAYE/WHEATON 
CONFIDENTIAL 


Column 3 
PAGE 02 ZAGREB 00617 03 OF 03 181557Z 


E.O. 12958: DECL: 03/18/2013 

TAGS: PREL 

SUBJECT: PATTEN IN CROATIA: DOUBTS OVER ICTY PRESSUE; WAY 
AHEAD ON CROATIA\'S APPLICATION 


THE BETTER; THEY ARE TOUGH BUT ACHIEVABLE IF THE GOC DISPLAYS 
POLITICAL WILL (AS HE HAS TOLD BRUSSELS); AND THE SAA 
REPORT/AVIS PROCESS PROVIDES CLEAR ACCOUNTABILITY BY A 
COMMISSION THAT WE KNOW IS UNWILLING TO TAKE THE GOC ON 
FAITH. IF THE GOC WERE TO ACT SERIOUSLY ON THOSE SPECIFIC 
ISSUES 

RECORD ON RETURNS AND MERIT EU (AND OUR) RECOGNITION. 
FRANKLY 

ESPECIALLY IN THIS ELECTION YEAR GIVEN THE INDIFFERENCE OR 
HOSTILITY OF VOTERS TO DEVOTING GOC EFFORT AND RESOURCES TO 
RETURNS. 


13. (C) DOWN THE ROAD 
OF EU MEMBER STATES AND THEIR RELATIVE VIGOR IN PUSHING THEM 
WITHIN THE COUNCIL WILL DECIDE THE FATE OF CROATIA\'S 
APPLICATION. IN THAT REGARD 
THE GOC CHOSE TO SIDE WITH FRANCE AND GERMANY THIS WEEK ON 
IRAQ BECAUSE IT SEES THEM AS THE MAIN ACTORS ON ITS 
APPLICATION COUILD TURN OUT TO BE SIGNIFICANT 
ERROR. CONSISTENTLY 
THE EU HAS 15 -- SOON 
AS THE UK 
ITS MEMBERSHIP APPLICATION. BALKANS STABILITY CONSIDERATIONS 
MAY LEAD THE LATTER GROUP TO SUPPORT CROATIA IN A YEAR\'S 
TIME 

CONFIDENTIAL 
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BRITISH AND SPANISH MEMORIES. GIVEN LONDONVS ALREADY HEALTHY 
SKEPTICISM ABOUT CROATIA AND AZNARVS INDIFFERENCE TO CROATIA 
THINGS MAY TURN OUT LESS POSITIVELY FOR ZAGREB\'S EU 
APPLICATION IN 2004. BUT THE AVIS AND DECISION ON THE 
APPLICATION WILL COME ONLY AFTER THE NEXT CROATIAN ELECTION. 
ANALYSTS HERE CONCUR THAT RACAN HAS A ONE-YEAR HORIZON AND 
THAT HE PUTS VOTE-GETTING AHEAD OF THE REAL FATE OF CROATIA\'S 
EU ASPIRATIONS. 

ROSSIN 
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trafficking victims 

NGOs 

enforcement authorities 

diplomatic missions. The UN International Office of 
Migration (IOM) estimates that as many as 300 

women were trafficked for CSE since 1997. In May 2002 
Minister of State Musa Elayo said that between 3 

4 

and called for passage of the National Assembly\'s anti-TIP 
bill. The Italian Ambassador to Nigeria recently estimated 
that 18 

trafficking victims. Nigeria and Italy signed and are 
implementing a bilateral agreement to protect and repatriate 
victims. In the past four years 

cooperated to repatriate over 1 

2002 

there are about 50 women deported to Nigeria per week. 
While many had gone willingly to Italy 

or duped by family members or criminal gangs or driven by 
dire economic conditions into the international sex 
industry. Some believed they were going to work as 
waitresses or domestic staff 

prostitution in order to pay off the debt of being 

trafficked internationally. Other significant receiving 
countries for trafficked Nigerians include the Netherlands 
Spain and France. In one glaring example 

court convicted the former Ambassador of the Netherlands to 
Nigeria for providing visas to Nigerian women allegedly to 
engage in the commercial sex trade. 


C. As in the 2002 report 

appear to be trafficking females to Europe via air routes. 
Instead 

scrutinized land routes across West Africa and the Sahara. 
This change appears to be caused by improved interdiction 
efforts by airlines 

Nigeria 

The adoption of ShariVa-based legal systems by northern 
states resulted in the stronger enforcement of laws against 
child prostitution there. However 

have reported that Koranic scholars in the north are 
exploiting child labor 

being trafficked to Saudi Arabia during the Hajj. 
Immigration estimates it sees about 20 cases of trafficking 
per month. 


D. The extent and nature of trafficking in Nigeria has been 
studied and reported on by various sources listed above. As 
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stated last year 

Elimination of Child Labor (IPEC) has conducted a regional 
study of child trafficking patterns in eight West African 
countries. This excellent resource 

regional anti-trafficking project funded by USDOL 

available on the Internet at www.ilo.org. Recent USAID and 
DOL studies based on surveys carried out by the 
International Institute of Tropical Agriculture explore 
Nigerian child labor in the cocoa industry. A similar study 
produced by UNICEF (available at www.unicef.org) also 
provides quality information. In 2001 UNICEF published a 
report called \"Children\'s and Women\'s Rights in Nigeria: A 
Wake-up Call" (not available on the Web site). The 
International Organization of Migration (IOM) funded a study 
by the University of Benin (Edo State 

the extent of the problem in Nigeria 

unpublished to date. When released 

the most comprehensive data on trafficking within the 
country. 


E. Most victims trafficked to Nigeria are young children 

from neighboring states 

Thousands of children are also trafficked domestically. 

Girls are usually placed in homes as domestic servants; most 
boys become agricultural laborers. Some of the children 
involved in this trade are incorporated into households 
working as \"wards.\" A smaller number may be used to hawk 
goods on street corners or to beg. Traffickers take 
advantage of a cultural tradition of \"fostering 

which it is acceptable to send a child to live and work with 

a more prosperous family in an urban center in return for 
educational and vocational advancement. Often the children 
in these situations only work and do not receive any formal 
education; however 

domestic servants also pay their school fees. Other 

children are forced to hawk goods for their parents or 
guardians 

streets 

punishment 

practices are used to control victims. Child workers also 
fear the deadly poverty that may befall a parent or other 
family member if he or she does not earn a living. In 
countries such as Nigeria where many practice animism 
belief in \"juju\" curses and oaths has considerable effect on 
silencing children in forced labor. Ref B discusses child 
labor conditions further. 


F. Traffickers target impoverished families in rural areas 
for child trafficking from Nigeria 
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River 

children are trafficked for labor in Cameroon 

Republic 

enterprises or as market traders. (These children are also 
targeted for domestic trafficking as domestic servants in 
Abuja and Lagos.) Nigeria\'s ministry of women\'s affairs 
estimates some 6 

are enslaved as farmhands and domestic servants in West 
Africa. Some traffickers kidnapped children from school 
grounds; at least one such example was rescued by a family 
and returned to his family. 


Traffickers may be a distant relative or a friend of a 

friend 

approaches poor parents with promises of a better life for 
their child international or domestically in the home of a 
wealthy urban family. Parents 

awaiting their child 

sum or the promise of salary remittance. Traffickers have 
also reportedly tried to have children in juvenile courts 
released to their custody 

of a few alert magistrates in local courts. 


Children are sometimes trafficked through southeastern 
Nigeria through the riverine areas at night by small boats 
locally referred to as V'ljaw Airways! (ljaw and Itsekiri are 
reportedly common conductors of these passageways). 
Children are packed in boats or canoes and can spend days 
without food or water on the high seas to reach 

international destinations. Some of these victims jump 
overboard; others die in boat accidents; some are reportedly 
shot by police upon arrival. Documentation is not 
necessarily used 

issued genuine passports are also likely used (per 
experience in the U.S. visa section of the mission). In 
Libreville 

goods in markets 

compensation. Some child victims have grown to adulthood in 
these conditions; despite their desire to return to their 

native land 

fines for having been in Gabon illegally. 


Traffickers mostly target young women for the 

international sex trade 

couriers. Edo is followed by Delta State as the main 
suppliers of Nigerian prostitutes for Italy. Anecdotal 
evidence suggests that Edo indigenes began migrating to 
Italy to work as migrant farm laborers several decades ago. 


Column 3 

These laborers began facilitating the travel of other Edo 
residents to Italy for work. Some of these individuals 
became involved with drug trafficking and other criminal 
activities. In the 1980s and 1990s 

networks 

travel of young women for prostitution. Ironically 
traffickers are former victims who have paid off their 
madams and begun recruiting girls from their home areas to 
Italy. Many traffickers prefer overland routes through 
Benin 

Abidjan to Europe. Others move overland to Conakry 
Bamako 

Western Mediterranean to Spain. Staying in safehouses along 
the way 

many victims die of heat exhaustion in transit. In 
addition 

for traffickers 

airport to destinations in eastern Africa and the Middle 
East. Victims are also being taken overland to Niger and 
Morocco or driven through Egypt to the Middle East and 
Europe. 


Many young women claim they are told they will perform work 
other than prostitution and then are forced into the sex 

trade once abroad. Other young women know they will be in 
the sex trade. What most do not know are the horrendous 
conditions they will encounter. A Madam may pay a trafficker 
USD 12 

promised 

smuggling fees as high as USD 50 

physical and sexual abuse to keep them from alerting foreign 
law enforcement authorities. The Madam may profit USD 
20 

pressure to ensure the victims\' participation. Nigerian 

crime syndicates may threaten or use indebtedness 

and/or rape 

victim\'s family members 

those forced into a life of servitude from attempting to 
escape. Many trafficking victims are forced to undergo 

ritual cultural oaths of secrecy or are swayed with charms. 
Because belief in traditional religions is still maintained 

by a number of Nigerians 

or Islam 

contacting authorities about their abuse. See also section 

H below. 


G. Despite the significant efforts discussed throughout 
this report 
minimum standards of the U.S. Trafficking Victims Protection 
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Act (TVPA). In the past year 

no new commitment of resources to fighting TIP. In June 
2002 

trafficking in persons bill. The Senate passed the bill on 
February 6 

signature into law. 


News reports alleged that the law would transform the Women 
Trafficking and Child Labour Eradication Foundation 
(WOTCLEF) 

of Vice President Atiku 

agency. A source who testified at the Senate hearings on 
the bill denies any such provision is included in the law. 

On January 28 

the United Nations Protocol to Prevent 

Trafficking in Persons. On the same day 

rescinded its previous decision (on October 30 

rejected the Child Rights Bill. Public hearings on the bill 

will review and reconsider the bill 

the minimum age for marriage at 18 are considered 
\"offensive\" to some Nigerian customs. Despite the delay in 
passing this domestic law on child rights 

ratify the UN Convention on the Rights of the Child in the 
early 1990s. 


Although various laws have proscribed child labor in Nigeria 
continually since colonial times 

signed the instruments of ratification for ILO Convention 
182 

for Employment 

President Obasanjo recognizes TIP as a threat to Nigeria and 
remains personally committed to the issue 

speaking out against it. The Ministry of Foreign Affairs 

has designated an office to handle TIP issues. In 2002 the 
Government established an inter-ministerial Committee to 
Address TIP 

oversaw no programs. Police and immigration have dedicated 
TIP units. The Police Anti-TIP Task Force of 10 officers in 
Lagos was created by the GON in 1999 to assist with the 
repatriation of trafficked victims and to build criminal 

cases against suspected traffickers. Other anti-TIP units 
are located in eleven critical states 

to staff with 100 officers. Government programs for health 
education and general social development 

earmarked to address trafficking per se 

address factors contributing to trafficking. 


H. Post has received credible reports that individual 
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government officials facilitate trafficking via passive 
complicity 

actively condoning the practice. Corruption is common in 
Customs 

most personnel are underpaid and poorly trained. Some 
repatriated TIP victims have alleged the active 
participation of Nigerian Immigration officials as a part of 
the trafficking syndicates. Returnees have reported that 
they boarded flights to Italy for a fee ($10 

without any passport or visa. 


In November 2002 

retired senior customs or immigration officer and two others 
suspected of trafficking children in Abuja. Post\'s last 
information on this case showed the GON was searching for 
the suspects. Allegations against the former official were 
made by an official in the Internal Affairs Ministry 

said he had \"heard children crying in the night at [the 
suspects\' addresses] 

vehicle going out of the premises and then you no longer 
hear the cries.\" Many women are reportedly trafficked 
through neighboring countries using forged travel documents 
identifying them as non-Nigerians. Ghana and Guinea serve 
as the main transit points using this method. The arrest of 
15 Nigerian traffickers and rescue of 33 Nigerian women and 
girls in Conakry in 2001 revealed the major role Guinea 
plays as a transit hub for Nigerian females bound for Europe 
(please see section | under \"INVESTIGATION AND PROSECUTION 
OF TRAFFICKERS\" for more information on this case.) 


|. The National Police Force 

other relevant authorities lack financial resources and a 
sustained political commitment from the Federal Government 
to combat trafficking in persons effectively. Few officers 
have been trained adequately to identify and monitor 
traffickers. A handful of notable crusaders in the police 

force 

and effect the largest results. They regularly use their own 
funds or resources to feed and care for deportees 

for travel to neighboring states for investigations. Former 
Deputy Inspector General (DIG) of Police Abimbola Ojomo and 
Head of the Lagos-based task force against TIP 

Gimba 

traffickers and aid victims. Immigration comptrollers are 
visiting state officials 

traditional rulers to raise awareness of the issue. 


Corruption 
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misrule and mismanagement by military rulers 

the GON\'s most pressing problems. The GON could summon 
adequate resources to address the TIP problem 

has chosen to allocate resources to other pressing 

equally distressing 

from air carriers suggest that most sex workers travel with 
authentic documents. False Nigerian documents can be 
purchased cheaply and easily. Italian documents 
particularly the residency permit 

to fraud. The GON has not demonstrated the ability nor the 
will to curb fraud in the issuance of travel documents. 
Therefore 

control entry. In 2002 

governments signed a repatriation agreement 

not seem to address the problem of immigration fraud. 
Police attempts to stem TIP were inadequate 

the victims were subjected to lengthy detention and public 
humiliation upon repatriation. 


3. PREVENTION: 


A. The GON acknowledges that trafficking is a problem and 
is aware of the negative image that trafficking generates. 
However 

addressing the international TIP problem on destination 
countries 

blame the problem on demand for Nigerian prostitutes in 
Europe. The trafficking of women and children from northern 
Nigeria to Saudi Arabia is a growing problem 

of these predominately Muslim states are reluctant to admit 
the existence of a sex or labor trade to Muslim countries. 
Nigerian Government officials also do not openly admit the 
internal trafficking of children within Nigeria for forced 

labor purposes. 


B. In the past year 

agencies became more involved in anti-trafficking efforts 
particularly at the state level. Several governors and 

their spouses have developed a personal interest in the 
issue and begun holding state ministerial-level meetings 
including such state and local agencies as Women\'s Affairs 
Social Development 

Juvenile Courts 

active new examples are Governor and Mrs. Achike Udenwa in 
Imo 

Mrs. Victor Attah in Akwa Ibom 

Abia. At the federal level 

inter-ministerial committee to address TIP. 
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GON anti-trafficking efforts still focus largely on law 
enforcement through Customs 

Police Force 

In the past 

women by imposing jail sentences and publicly humiliating 
the victims. In 1999 

Department (CID) paraded a group of 47 females and 17 male 
victims before the press in Lagos. Later that year 
undocumented women were deported from Italy to Nigeria and 
met by police 

chiefs. They were promptly arrested. Such deportations 
from Italy are common now 

arrested but rather released after a cursory screening. 

Both approaches to handling the deportees appear ineffective 
as greed continues to motivate parents 

traffickers in the sex industry. The absence of punishment 
for traffickers also encourages them to continue their 

crimes. One of the highest-risk groups for trafficking is 
returned victims. Former Deputy Inspector General Ojomo 
who has participated in several international trafficking 
conferences 

programs for returned prostitutes to prevent their being re- 
trafficked. 


C. National public awareness campaigns undertaken by NGOs 
prominent politicians 

statements 

Public awareness of TIP increased with Nigerian 
participation in trafficking for Commercial Sexual 
Exploitation (CSE) in Europe and awareness of child 
trafficking for forced labor is growing substantially. As 
discussed above 

profile further. WOTCLEF raises national awareness of the 
trafficking problem through Titi Abubakar\'s high profile 
involvement in the issue. In 2001 WOTCLEF sponsored the 
first Nigerian-hosted Pan-African conference on Human 
Trafficking in Abuja. 


Despite the capital-intensive nature of reaching the village 
level (transportation requires rugged vehicles and hours of 
slow plodding through dilapidated 

times overrun by vegetation) 

significant headway in public awareness campaigns. In 2002 
Imo State forged an innovation and comprehensive anti- 
trafficking campaign through its Ministry of Women\'s Affairs 
and Social Development. This campaign includes radio 
jingles in pidgin English and local tongues (warning parents 
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to \"beware of people who come with shiny gifts\") 

billboards 

posters 

documentary 

ministry in all Imo local governments. The Imo House of 
Assembly introduced a bill mandating that employers provide 
for education of their household staff. 


Public awareness campaigns continue to blanket Edo and other 
eastern states where most of the commercial sex workers 
originate. Despite campaign efforts 

from the international prostitution trade and prevailing 
economic conditions lower the stigma attached to 
prostitution. Idia Renaissance works to raise awareness of 
the dangers of trafficking with parents 

traditional rulers 

governor established an Underprivileged Children\'s 
Scholarship Fund for 179 students. Youths affiliated with 
the Chari-love NGO in Edo wrote 

play to educate communities about the deadly allure and 
hazards associated with TIP. Other on-going campaigns 
include issue-raising by Josephine Anenih 

former federal Minister of Works and Housing 

of the Federation of Women lawyers (FIDA) in Edo State 
whose lobbying efforts brought about the 2000 law increasing 
Edo\'s penalties for traffickers. Despite the humiliation to 
victims 

of returned prostitutes and their families in the national 
dailies to discourage families from putting their daughters 
into prostitution. This controversial tactic began to 
stigmatize the prostitution industry in Edo society 

had largely grown to accept it as an admirable employment 
for the state\'s young ladies. 


In October 2002 in Anambra 

commissioner for women affairs told the press that some 
orphanages were selling babies entrusted to their care. 
Following an allegation made against one such home 

ordered it closed transferred the home\'s 22 babies to a 
government-owned home. Ekwochi said the home\'s caretaker 
had been arrested and charged with child trafficking. She 

said their investigation \"had so far found that the babies 

were sold abroad 

heart were being transplanted into patients.\" 


Onari Duke 
particularly concerned about the sale of children by their 
families in the northern part of the state during the period 
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just after the holidays 

strapped. Despite the efforts in these particular states 

Bisi Olateru-Olagberi of Women\'s Consortium of Nigeria 
(WOCON) says funding for shelters that provide housing 
education 

for the repatriated women is an unmet and immediate short- 
term need. Olateru-Olagberi\'s organization\'s preliminary 
research on the problem includes a survey of repatriated 
women. She also conducts public awareness campaigns and 
national workshops. In the North 

Programs are an important preventive measure. 


D. The federal government offers little to women and 
children as alternatives to trafficking. The GON is 

actively engaged in an ILO/IPEC program to end Nigeria\'s 
Worst Forms of Child Labor. The federal Ministry of Women\'s 
Affairs has few accomplishments to advance the economic or 
social status of Nigerian women. A handful of national 
leaders are committed to advancing women politically 

women have made limited in-roads in this respect during the 
season leading up to the Spring 2003 elections. Women face 
formidable social and legal barriers to equal opportunity 

with men 

rights compared to those of men. Although primary education 
is compulsory 

Many primary and secondary school aged children work when 
they should be in the classroom. Child labor experts 

believe that the GON\'s commitment to improving educational 
access is genuine 

have yet to materialize (ref B). 


State governments are increasingly taking initiative in 
providing options. Many recognize that free primary 
education is the best means of relieving the pressure 
poverty places on families most vulnerable to trafficking. 
In Imo state 

levies and provided school uniforms. Primary school fees 
are less than a dollar per month 

believes is an affordable cost to most families. Most of 
the women returned to Nigeria are ethnic Bini and hail from 
Edo State 

wife of the Edo state governor 

Renaissance\" to fight prostitution and trafficking. Idia 
also rehabilitates repatriated prostitutes. At the Idia 

Skills Acquisition Center in Edo 

four to six month programs teaching in catering 
secretarial 


SIPDIS 
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venturing into a microcredit cooperative program to foster 
the young girls\' creation of cottage industries to sustain 
themselves. IdiaWs educational programs address high drop- 
out rates among girls aged 15 to 20. The Edo government's 
subcommittee on women's political affairs creates awareness 
of the issue 

their children 

trade. Press reports indicate that traffickers have 

threatened the Igbinedions for their high-profile exposure 

of those involved in the trade. 


In 2002 the Rivers State government created seven skills 
acquisition centers in local governments. They intend to 
place one in each of the 23 local governments. Skills 
taught in the centers included sewing 

cosmetics 

decorating. The Rivers government recognizes a myriad of 
social factors compounds TIP 

address them all. Trafficking in Persons is in large 
measure a symptom of the widespread social 

political problems that confront Nigeria. These myriad 
problems will need to be addressed in tandem with the 
creation of greater public awareness of the dangers of TIP 
if TIP itself is to be reduced and eventually eliminated. 


In Akwa Ibom state 

the pattern of traffickers and hope to undermine their 
operations with increased surveillance. In 2002 
commissioner recognized that Akwa Ibom had a large and 
growing trafficking problem. Law enforcement officials 
there estimate that Akwa Ibom is mainly a \"transit center 
with less than half the victims originating directly from 

the state. The destinations include Cameroon 

Guinea 

within the state have received pay-offs. The state\'s 
woman\'s commission began airing radio jingles to warn 
parents of the truth behind trafficker schemes. Their core 
message is that parents must learn to be responsible for 
their children until they are adults 

idea that sending them to the VBig CityV will lead to their 
better future.\" As the wife of Governor Attah says 

must be a partnership. The government must say to its 
people 

for skills development. The parent must agree to be 
responsible for the child\'s guardianship until they are 
ready to provide for themselves. They are engaging in a 
sustained sensitization program 

underlying cause of poverty is less easily addressed. 
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In Abia state 

Affairs to raise public awareness of the trafficking 

problem. WOTCLEF held a public forum at Abia State 
University to sensitize mothers to the dangers with allowing 
their children to be sold off. The women\'s commissioner 
argued that \"The problems lie with the parents. Mothers 
pretend not to see.\" Other messages included the warning 
that pursuit of V'fast money" and a glorified lifestyle would 
not pay off in the long run. In villages 

and workshops addressed grassroots. Churches held meetings 
to raise the issue with parishioners. There had been a few 
television discussions on the rights of the child and child 
abuse. UNICEF programs were sensitizing the local 
population about birth control. The local governments had 
set up child rights committees. Since 2000 

enforcing a Vno hawking during school hours!" rule to curb 
the time spent out of the classroom by children. 


Supplementing individual state efforts 

significant contributions to preventing TIP. In Edo State 

St. Rita\'s Comprehensive High School provides three-year 
vocational training in various programs 

cosmetology 

accountancy 

100 students between the ages of 17 and 25. With additional 
funding 


E. The GON is able to support prevention programs 

to a limited extent. To date 

item. The GON has many pressing needs before it and has not 
yet focused on a comprehensive anti-trafficking program. An 
overall improvement in Nigeria\'s badly deteriorated economy 
and education system is needed to address the root causes of 
Nigeria\'s TIP problem. Moreover 

system of endemic corruption would free resources for 
productive social programs. Elected officials regularly 

divert funds specifically allocated to official social 

projects to other use. 


F. The relationship between the federal executive and 
legislative institutions and NGOs varies depending upon the 
NGO\'s political affiliations. NGOs\' repeated efforts to 
introduce anti-TIP legislation in the National Assembly were 
thwarted until the Vice-President\'s wifevs NGO 
successfully submitted the draft anti-TIP law to the 
Assembly in 2001 

above). NGOs in all areas of civic society want federal 
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funding of their programs. The involvement of wives of 
government officials has made it increasingly difficult to 
distinguish between genuine NGOs and other politically- 
oriented organizations established under the banner of anti- 
TIP work. Established NGOs with good grassroots support 
feel threatened by and are often out-financed by NGOs 
created by high-profile political figures. Despite heavy 
competition for scarce resources 

familiar with and complimentary of each other\'s work. Some 
work together or regularly meet to discuss issues of common 
interest. NGOs frequently applaud the GON\'s permissive 
attitude toward freedom of speech and association since 
1999 

universally. 


G. No 

immigration and emigration patterns for evidence of 
trafficking. Not all law enforcement agencies respond 
appropriately to such evidence. For example 

officers repeatedly have observed small sum payments to 
customs and immigration officers (the equivalent of 20 cents 
to ten dollars) for quick passage without paperwork. Four 
countries border Nigeria 

and goods is easily conducted via unofficial border 
crossings. Poorly trained and corrupt immigration officials 
do not look for evidence of trafficking 

respond adequately when evidence is presented. As noted 
above 

Mohammed International Airport in Lagos have resulted in a 
shift of trafficking patterns to take advantage of the 
country\'s porous overland borders and coastal maritime 
routes. 


H. In 2002 the President established an inter-ministerial 
committee to coordinate all federal anti-TIP policies and 
programs. The committee is chaired by the Minister of State 
for Justice and has subcommittees on law enforcement; 
prevention efforts 

international anti-TIP summit. In 2002 President Obasanjo 
established the position of Special Assistant to the 
President on Human Trafficking and Child Labor. The 
government has a police anti-TIP task force and an 
independent (answering only to the President) anti- 
corruption commission. However 

looming 2003 elections demanded increasing attention by 
senior elected officials. 


|. The GON continues to participate in regional and 
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international conferences and forums addressing TIP 
including the Regional Meeting on the Implementation of the 
ECOWAS Plan of Action Against Trafficking in Persons in Lome 
in December 2002. This meeting focused on national actions 
areas for multilateral cooperation 

Plan of Action for areas of intervention which suffer from 
gaps or duplicate efforts. The GON postponed its planned 
hosting of an international TIP summit in Abuja August 2002 
to formulate better regional and international strategies to 
prevent 

been announced. 


J. The GON does not yet have a national plan of action to 
address TIP. The National Labor Advisory Council (NLAC) is 
responsible for receiving and investigating child labor 
complaints and for enforcing regulations. NLAC 

UNICEF are coordinating efforts to develop enforcement 
strategies 

activities. The Ministry of Employment 

Productivity established a special office for child labor. 
Additional information on child labor issues is in Ref B. 

The inter-ministerial TIP Committee is working toward a 
national plan with the assistance of the USDOL-funded ILO- 
IPEC program. The Ministries of Women and Child 
Development 

are key participants in this process 

voices of NGOs 

Advisor. 


K. In 2002 President Obasanjo named Michael Mku to the new 
position of Special Assistant to the President on Human 
Trafficking and Child Labor. Mku has since left the 

position and no replacement has been named. 


4. INVESTIGATION AND PROSECUTION OF TRAFFICKERS: 
A. As discussed above 

bill which passed the National Assembly on February 18 
2003 

legislation\'s passage 

efforts will be successful as NigeriaVs criminal code 
undergoes change in this new democracy. The criminal code 
applying to southern Nigerian states addresses some 
trafficking aspects 

chapter 21. Sections 276-279 of the Northern Penal code 
which applies to the 17 northern states 

of females for prostitution or any immoral or illegal 

purpose. It should be noted that each of Nigeria\'s 36 

states began updating state laws in 1999. The criminal code 
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and the penal code may no longer be universally applicable 
as new laws or court systems (e.g. ShariVa statutes) have 
supplanted or supplemented older laws. For example 

law specifically targets traffickers of women and children 
adding provisions beyond those found in the criminal code. 
There are laws against kidnapping 

which prosecutors can avail themselves to arrest traffickers 
in many cases. 


B. There is no federal penalty for trafficking in persons 
given the lack of a federal trafficking law. Under the 
criminal code 

fines and imprisonment from two to seven years. Under the 
penal code 

women or children range up to ten years. 


C. The penal code protects children from sexual abuse 
through age 14 and defines all abuse under this age as 
rape. The criminal code prohibits the sexual assault or 
indecent assault of boys under the age of 14 (Criminal code 
Cap. 42 

(Criminal Code Cap. 42 

girls between the ages of 13 to 15 is known as defilement 
and is categorized as a misdemeanor offense (Criminal code 
Cap. 42 

carnal knowledge or defilement of girls 

take place within two months of the commission of the 
offense 

additional witness. (Comment: few convictions for sexual 
assault or defilement of girls are won -- or even brought 
before a court -- under these statutes. The criminal court 
system can take months if not years to hear a case. It is 
extremely difficult for prosecutors to find a witness to 
corroborate the victim\'s testimony 

discussion of sexual issues is taboo in most areas. End 
Comment.) Anyone causing or encouraging female prostitution 
before age 16 is liable for imprisonment up to two years 
(criminal code Cap. 42 

under the criminal code 

knowledge of a woman or girl 

consent is obtained by force or by other means of threat or 
intimidation of any kind 

of false and fraudulent representation as to the nature of 
the act.\" The penalty is life imprisonment. A judge may 
also declare an additional penalty of \"whipping\" for a 
convicted rapist. Under Section 282 of the Penal Code 
threat of death or injury 

used for unlawful carnal knowledge to be considered rape. 
The Penal Code provides for a court to determine any length 
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of imprisonment 

Edo State law against trafficking 
Chapter 21 of the Criminal Code 
Code 

offense. Unfortunately 

despite these laws. 


D. As there is no federal law against trafficking 

have been tried under an anti-TIP law. Criminal penalties 
and civil fines have not been applied successfully and do 
not deter violations of child labor laws. The GON attempted 
to prosecute one prominent case in 2002 against a well-known 
Lagos businesswoman 

presidential candidate. She was arrested and charged with 
19 counts of child stealing and slave dealing 

TIP law had yet been enacted. Authorities reportedly found 
16 children between the ages of 1 and 4 in her custody 
without evidence of authorization from the parents. The 
trial was discontinued after most of the parents could not 
be found or were unwilling to testify 

on bail. As discussed above 

searching for a former customs officer and two others 
suspected of trafficking children in Abuja. The 
investigation is still underway. At the end of 2002 
trafficking cases were pending in Edo 

trafficking law and an anti-TIP police unit 

case against a senior traditional ruler who was stripped of 
his title. Many states arrested known traffickers but were 
forced to release them when victims and their families 
refused to testify. See also section F below. 


E. Some traffickers enjoy strong ties to traditional 

rulers 

collusion of victims\' family members impedes law enforcement 
efforts. As noted previously 

that Edo state-based crime groups control the traffic in 

women and girls from that state to Italy and engage in other 
such criminal activities as drug-trafficking and money- 
laundering. Moreover 

former victims of trafficking are involved in the 

recruitment of young girls for commercial sex work in 

Europe. Some law enforcement and government officials in 
Edo reportedly have been involved in the trade. Travel 
agencies and employment firms based in the South-East and 
South-South frequently advertise bogus offers of legitimate 
employment in Europe and the U.S.; these firms are suspected 
trafficking fronts. 


Column 3 

F. Interpol and members of the anti-Trafficking Task Force 
have minimal resources for investigations and are 
preoccupied with repatriating victims to their states of 
origin. The task force swings into action when it receives 
notice of imminent deportation of Nigerian TIP victims from 
Europe or a trafficker is intercepted at the border. They 
begin investigations by interviewing victims 

do not cooperate in providing criminal evidence against 
traffickers because of their fear of retribution or 
preternatural curses. Next 

videotape the victims and travel to their homes for 
identification purposes and contact their families. The 
deportees are tested for HIV/AIDS. Those who test positive 
are turned over to the state of origin\'s commission for 
health. Electronic surveillance and undercover operations 
are techniques used in the investigation of other criminal 
activities in Nigeria. Edo State is developing a witness 
protection program and exploring options for camera-based 
testimony. However 

techniques are not currently employed in Nigeria\'s anti-TIP 
law enforcement response. Since traffickers have yet to be 
convicted 

from prosecution is generally moot. 


The government regularly arrests suspected traffickers 
which has received increased press coverage in the past 
year. In March 2002 

traffickers and freed 12 victims in the north. The 
traffickers and the victims were paraded before the press by 
the Minister of Internal Affairs 

used the occasion to condemn trafficking as \"modern-day 
slavery\" and called for tighter scrutiny of travel documents 
at West African borders. In April 2002 

Service intercepted ten teenage girls being trafficked out 
of Nigeria and arrested the trafficker. 


In September 2002 

station in Oyo State to report that she and three other 
teenagers had been trafficked to Ibadan for CSE from Edo 
State. The police arrested the two traffickers 

outcome of the case is not known. In January 2003 

in Ebonyi State arrested seven businessmen from Cross River 
State who \"were found in possession of ten under-aged boys\" 
while traveling to Akure 

police discovered \"different types of charms with the 

suspects 

making the children to be unconscious.\" Children told the 
press that they \"did not know their destination 

only promised that they would be helped to make some money. 
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The children said they had to start looking for means of 
earning some income because their parents could no longer 
pay their school fees.\" Demonstrating the limited social 
understanding of the conventional trafficking definitions 

the suspects denied involvement in child trafficking 

\"saying that they were only trying to get their junior ones 

to Akure to get employment.\" The police commissioner 
\"paraded the victims\" before journalists 

childrenYs names. The victims and traffickers were held by 
police while the case was pending. Also in January 2003 
immigration officials in Ogun State arrested four suspected 
traffickers and twenty child victims. Some were allegedly 

in transit for housekeeping work in Lagos 

prostitution. The cases were pending at the time of this 
report. 


G. Police understanding of the trafficking problem remains 
varied. In meeting with USG officials on TIP 
commissioners in some states demonstrated their lack of 
understanding of standard TIP definitions. When given time 
and audience 

distinctions between trafficker and victim 

smuggling 

of the law enforcement community would help. The Nigerian 
Police Force (NPF) soon will receive a specialized anti- 
trafficking training program for members of its anti-TIP 
Task Force as well as members of the general police force 
posted to areas of significant trafficking activity. This 
project 

Migration implements 

module to the basic training curriculum for new police 
recruits. 


In August 2002 

Aisha Abdulkadri 

Harcourt 

mobile police squad to be deployed \"mainly for the fight 
against human trafficking 

Commissioner Abdulkadri said the squad \"will be given 
special training on martial arts\" and \"used to investigate 
cases of human trafficking 

covers on drug barons as well as to investigate other cases 
that concern women and crime.\" 


H. On January 14 

the U.S.-Nigerian Mutual Legal Assistance Treaty (MLAT) were 
formally exchanged and the Treaty was entered into force. 
Although the MLAT does not deal specifically with TIP 
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this treaty 

fraud unit and taskforce that will be responsible for 

combating the use of fraudulent documents at MMIA in an 
attempt to gain entry to the U.S. With this process 

fraudulent documents should be detected and traffickers 
exposed. The GON cooperates with other governments on TIP 
investigations and prosecutions. As in previous reports 

post cannot provide a specific number of cases. The most 
significant case remained the 2001-2002 arrest of 15 

Nigerian traffickers in Conakry and the Guinean governmentVs 
subsequent extradition of these 15 to Nigeria (see paragraph 

| below). 


l. The 1931 U.S.-UK Extradition Treaty was made applicable 
to Nigeria in 1935 and is the legal basis for pending U.S. 
extradition requests. The GON\'s extradition agreements with 
numerous countries but usually have a \"dual criminality\" 
requirement: a person is not subject to extradition to stand 
trial for an alleged offense committed in/against a foreign 
country unless that same offense is a crime under Nigerian 
federal law. Since trafficking is not yet a federal crime 
traffickers cannot be extradited for that particular 

offense 

offenses such as kidnapping 

The 15 Nigerian traffickers arrested in Conakry were 
extradited to Nigeria 

failed to testify without protection. The GON\'s early 2002 
prosecution of the 15 traffickers--including a former police 
commissioner--in this high-profile international case has 
stalled. It appears unlikely to continue despite the GON\'s 
commitment to make this an example of strong anti-TIP 
enforcement. The victims were returned to Edo 

were re-trafficked. Since then 

prevention efforts by developing skills acquisition centers 
throughout the state for returning victims and other women 
and girls. 


As discussed above 

tolerance of trafficking on a local and national 
institutional level. There are also cases against 
government officials accused of trafficking. Deputy 
Inspector General (DIG) of Police Ojomo 

March 6 

allegations of the collusion of Customs officials in the 
illegal trade. Returnees have made allegations that 
Nigerian Immigration officials accepted bribes to look the 
other way when traffickers take victims out of the country. 
There are credible allegations that some traditional rulers 
in Edo State have assisted traffickers and support the 


Column 3 

recruitment of Bini women into the international sex trade. 
Consequently 

and traditional rulers in an awareness campaign frequently 

run aground because of leadership acquiescence in or support 
of human smuggling. 


K. See answer in section H of paragraph 2. 


L. President Obasanjo signed the instruments of 
ratification for ILO Convention 182 concerning the 
prohibition and immediate action for the elimination of the 
worst forms of child labor in 2002 

Convention 138 concerning Minimum Age for Employment and 
Convention 111 on Equality of Occupation. On January 28 
2003 

Prevent 

especially women and children 

Convention Against Transnational Organized Crime. On the 
same day 

October 30 

Public hearings on the bill will review and reconsider the 

bill 

18 are considered \"offensive\" to some Nigerian customs. 
Despite the delay in passing this domestic law on child 
rights 

of the Child in the early 1990s. The GON signed the 
Protocol to the Convention on the Rights of the Child on the 
Sale of Children 

on September 8 

the GON became the first African country to sign the 
Protocol to Prevent 

Persons 

Convention against Transnational Organized Crime) 

ratified in 2001. 


5. PROTECTION AND ASSISTANCE TO VICTIMS: 


A. Clear policies have not yet been established to deal 
with persons trafficked to Nigeria. All regular laws apply. 
For trafficked victims returned to Nigeria 

for resettlement are provided by a small number of 
financially-strapped NGOs 

are forcibly returned against their will when foreign police 
sweep and round up prostitutes for deportation. These 
victims usually lose any private property they had acquired 
abroad and arrive home in chains. Other victims 

the tight watch of their traffickers 
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through such programs as that offered by IOM. 

The Italian government has provided USD 800 

for assistance to women and girls repatriated to Nigeria and 
to provide medical aid for returnees with HIV/AIDS. The 
Italian government provided another USD one million for 
preventative medical programs discouraging the spread of 
HIV/AIDS in the country. Various actors within the GON have 
made sporadic attempts over the past four years to \"parade\" 
returned victims before the media to discourage cooperation 
with traffickers. Media reports have carried estimates of 

the number of those infected by HIV/AIDS in these reports. 
While it may serve as a deterrent to some potential victims 
this campaign does not provide any assistance to those 
already victimized by the illicit trade. 


In Edo State 

comfortably house several dozen repatriated trafficking 
victims. IOM airs jingles 

posters and billboards across Edo as a preventive campaign. 
IOM also runs a hotline to answer questions the public has 
about trafficking (although this has had mixed results--some 
callers want information about how to join in CSE 

trafficking). IOM meets with village heads and arranges 
public viewing of an educational video in the center 

squares. 


In December 2002 

Cooperation Agency (SIDA) allocated USD 900 

years to support a UNICEF anti-TIP project 

Resource Learning Centre in the South-south zone of 
Nigeria.\" The project will \"reduce the underlying causes of 
child trafficking 

among adolescents in Edo and Delta states in collaboration 
with the Federal Ministry of Women Affairs and Youth 
Development 

society actors.\" 


B. The GON has planned to provide funding to NGOs 

the National Council for Women Societies 

Welfare League of Nigeria (CWLN) 

through the Inter-ministerial Committee Against Trafficking 
in Persons to assist returning victims. To date 

have not been allocated or received by the NGOs. 


C. In September 2002 
appealed to host countries of Nigerians abroad that \"the 
dignity of Nigerians must be respected 
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Nigerian origin protected and those trafficked recognized as 
victims who must be assisted rather than be dehumanized.\" 
Victims who are returned from other countries 

Italy 

cramped facilities along with criminals for varying periods 
of time. Victims repatriated to Nigeria are also subjected 

to mandatory testing for HIV/AIDS and other sexually 
transmitted diseases before being released from police 
custody. These repatriated trafficking victims are seldom 
prosecuted for violations of other laws such as immigration 
or prostitution offenses. 


D. The Police Anti-TIP Task Force encourages repatriated 
victims to provide testimony for the prosecution of Nigeria- 
based traffickers 

as many women and girls have been threatened by traffickers 
often through juju 

There is no witness protection program in Nigeria 

witnesses could seek legal action against traffickers 

through civil suits (no such suits are known to date). 

Given the lack of a federal trafficking law and the paucity 

of related criminal investigations 

victims who cooperate in an criminal investigation as a 
material witness are permitted to obtain other employment or 
leave the country. 


E. No victim or witness protection is currently available 
though 

planning to establish long-term care and vocational training 
facilities for returned victims. Also 

measures may be included in the TIP legislation now being 
considered by the President Obasanjo for signature into law. 
Edo State is working to develop a witness protection program 
of its own. 


F. Italy is by far the destination of choice for Nigerian 
women trafficked abroad. The GON has stationed a consular 
officer at its embassy in Rome to assist Nigerian 

trafficking victims arrested or rescued by Italian police 

and to facilitate their repatriation to Nigeria. The 

Nigerian Embassy in Rome works closely with Italian police 
immigration and Carbineri and coordinates shelter care for 
Nigerian trafficking victims with Catholic NGOs such as 
Caritas. Diplomatic personnel have been trained in other 
key posts 

and shelter victims. 
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The Nigerian Ambassador to Gabon was personally responsible 
for assisting two children in Libreville who recently 

approached the Embassy for asylum from their trafficker. He 
contacted the state of origin of the children 

Imo 

eventual return to their worried mother 

her children were in the care of a generous distant 

relative. The Nigerian Ambassador has set up a small center 
in Libreville to provide shelter to other victims. Word has 
spread among the Nigerian victims in Gabon that the Embassy 
can help them. In response to this information 

sent an official delegation on a fact-finding mission to 
Libreville. Upon return 

public awareness campaign strategy as discussed above. 
Training of other Nigerian consular officers and members of 
the NPF anti-TIP Task Force in Lagos 

minimal 

to provide a formal training regime for the Police. 


G. The GON\'s Anti-TIP Task Force provides limited short- 
term shelter for victims of trafficking returned to Nigeria. 

The GON recently donated land in Lagos for a victim transit 
shelter facility. This is facilitating the IOM\'s voluntary 
repatriation program mentioned previously. Victims who test 
positive for HIV/AIDS at the short-term shelter in Lagos are 
turned over to the health commissions of their state of 

origin for follow-on treatment and counseling. 


H. Several NGOs are active on the anti-TIP front 

including: Eki Igbinedion\'s IDIA Renaissance in Edo; Bisi 
Olateru-Olagberi\'s Women\'s Consortium of Nigeria (WOCON); 
Titi AbubakarYs WOTCLEF; the International Human Rights Law 
Group; Women Advocates Research and Documentation Center 
(WARDC); Project Alert On Violence Against Women; BAOBAB for 
Women\'s Human Rights; Women 

Nigerian Association of University Women; Central 

Educational Service; Women\'s Rights Watch Nigeria; National 
Commission of Women in Religions\' Committee for the Support 
of the Dignity of Women; Federation of Women lawyers (FIDA). 
The National Coalition Against Trafficking in Persons 

(NACATIP) is an alliance of over a dozen NGOs to address 
common interests and share information at regular meetings 

or via email. These groups 

in Edo State 

trafficking victims without receiving federal funding. The 

stated commitment of President Obasanjo to the fight against 
TIP has not yet yielded funds for these local efforts to aid 
trafficking victims. 
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6. PostVs contacts on this issue have been Lorelei 
Schweickert and Mark Taylor. For the remainder of 2003 
please contact Garace Reynard 

523-0960 

reynardga@state.gov. 


7. Approximately 100 hours were spent by poloff (FS-5) in 
the preparation of this report. 
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THINKING" ABOUT BUSINESS AND MARKETS. THE GOI IS CONCERNED 
ABOUT THE ECONOMIC CONSEQUENCES OF MILITARY ACTION IN IRAQ 
AND ALREADY IS DESIGNING AN EMERGENCY ECONOMIC STIMULUS 
PACKAGE. ALSO ON IRAQ 

PERSONAL ROLE IN ENSURING FIRM GOI POLITICAL SUPPORT FOR THE 
U.S. POSITION. END SUMMARY. 


2. (SBU) AT THE INVITATION OF THE AMBASSADOR 

ECONOMY AND FINANCE TREMONTI AND HIS SENIOR ADVISOR ANTONIO 
PETRONE PARTICIPATED IN AN INFORMAL LUNCH AT THE AMBASSADOR\'S 
RESIDENCE. ECMIN AND ECONOFF (NOTETAKER) ALSO ATTENDED. 
ECONOMIC REFORM 


3. (SBU) IN THE SUMMER OF 2001 

ECONOMIC TEAM HAD BEEN RIDING ON A CREST. PARLIAMENT HAD 
RAPIDLY PASSED THE 100-DAY-ECONOMIC PROGRAM 

MEASURES DESIGNED TO JUMP-START THE ECONOMY 

BREAKS FOR BUSINESSES. \"THEN SEPTEMBER 11 HAPPENED 

OUR PLANS HAD TO BE POSTPONED 

ITALY 

IN RESPONSE TO THE EFFECTS OF THE GLOBAL RECESSION AGGRAVATED 
BY THE TERRORIST ATTACKS AND THE UNCERTAINTY ABOUT MILITARY 
ACTION IN THE MIDDLE EAST. 


4. (SBU) THAT SAID 

DEFYING ITS CRITICS 

REFORMS 

WAS REFERRING PRIMARILY TO THE BIAGI LAW (REFTEL) 

INTRODUCES NEW KINDS OF FLEXIBLE LABOR CONTRACTS 

VJOB ON CALL 

RETAINER AND CAN EMPLOY HIM WHENEVER NEEDED; JOB SHARING; 
AND V'STAFF LEASING 

EMPLOYMENT AGENCY. THE LAW ALSO REDUCES BARRIERS TO 
PART-TIME HIRING IN ORDER TO ENCOURAGE EMPLOYMENT OF YOUNG 
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PEOPLE AND WOMEN. COMPANIES WILL RECEIVE MORE FREEDOM TO 
\"OUTSOURCE\" ASPECTS OF THEIR BUSINESS AND WILL BE REQUIRED TO 
PROVIDE MORE TRAINING TO APPRENTICESHIP EMPLOYEES. END 
NOTE.) TREMONTI ARGUES THAT BECAUSE OF THE BIAGI LAW AND 
PREVIOUS MEASURES TAKEN BY THIS GOVERNMENT 

MARKETS WILL SOON BE AMONG THE MORE FLEXIBLE IN EUROPE. 

5. (SBU) PENSION REFORM IS THE TOUGHEST CHALLENGE AHEAD 
TREMONTI ACKNOWLEDGED. NONETHELESS 

GOVERNMENT IS COMMITTED TO TACKLING THIS PROBLEM HEAD-ON 
INCLUDING BY CREATING \"DISINCENTIVES\" FOR THOSE WHO RETIRE 
EARLY. \"WE HAVE TO CONVINCE ITALIANS TO THINK DIFFERENTLY 
ABOUT RETIREMENT BENEFITS. A FUNDAMENTAL CREED OF 
DEMOCRACIES IS NO TAXATION WITHOUT REPRESENTATION 

MUSED. "WHAT WE HAVE NOW IS REPRESENTATION - I.E. 

-- WITHOUT TAXATION. ITALIANS MUST BEAR MORE OF THE 
FINANCIAL BURDEN.\" 


6. (C) PENSION REFORM MEASURES WILL BE INTRODUCED IN THE 
SUMMER 

(NOTE: LOCAL ELECTIONS ARE IN MAY. END NOTE.) AS THE ECMIN 
POINTED OUT 

THAT THE BERLUSCONI GOVERNMENT HAS ONLY THIS YEAR TO ENACT 
FUNDAMENTAL ECONOMIC REFORMS 

CONSEQUENCES OF EU ENLARGEMENT AND OF EUROPEAN PARLIAMENTARY 
ELECTIONS IN 2004. TREMONTI DOWNPLAYED THIS POSSIBILITY 
ARGUING THAT SIGNIFICANT REFORMS TAKE TIME AND THE GOI IS 
MAKING PROGRESS. NEVERTHELESS 

THE GOI PLANS TO MOVE AHEAD BOLDLY 

UNCERTAINTIES AND ITALIAN LOCAL ELECTIONS ARE NO LONGER 
ISSUES. 
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CRITICIZED THE STABILITY AND GROWTH PACT. \"YOU CAN HAVE 
GROWTH WITHOUT STABILITY AND STABILITY WITHOUT GROWTH. THE 
PACT AS IT EXISTS NOW PROVIDES NEITHER 

DEFICIT SPENDING 

IS NECESSARY FOR LONG-TERM GROWTH. ZERO-GROWTH 

ALMOST INEVITABLE CONSEQUENCE OF THE PACT AS DESIGNED 
TOLERABLE ECONOMICALLY OR POLITICALLY. THE MODEL OF 
ONE-SIZE-FOR-ALL FIFTEEN JUST DOES NOT WORK 


8. (C) REGARDING THE COMMISSION 

WAS IN A DIFFICULT SPOT LAST SUMMER. ECONOMIC DATA AND 

FORECASTS WERE INDICATING THAT ITALY MIGHT EXCEED 2002 

STABILITY PACT TARGETS. THE GOI HAD HEARD INDICATIONS FROM 

BRUSSELS THAT IT MIGHT BE THE FIRST TO RECEIVE AN EARLY 

WARNING. POLITICALLY 

OF THE LIST NOR EVEN SINGLED OUT FOR \"EARLY WARNING." IN A 
SELF-CONGRATULATORY TONE 

HIS ECONOMIC TEAM\'S PRESENTATION TO THE COMMISSION WAS A 
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\"MASTERPIECE 

ECONOMIC PERFORMANCE 

CRITICIZED. WITH GERMANY AND FRANCE\'S ECONOMIES PERFORMING 
EVEN MORE POORLY 

THE BIG THREE; OTHERWISE THE VIABILITY OF STABILITY PACT 

ITSELF WOULD BE JEOPARDIZED. 


IRAQ - ITALYYS SUPPORT 


9. (C) TREMONTI CONFIDED TO THE AMBASSADOR THAT HE HAD TO 
PERSONALLY CONVINCE NATIONAL LEAGUE CHAIRMAN UMBERTO BOSSI 
THAT ITALY HAD TO SUPPORT THE UNITED STATES IN THE WAR 
AGAINST GLOBAL TERRORISM AND 

BOSSI 

MUSLIMS GENERALLY AND OPPOSED ITALIAN SUPPORT FOR U.S. 
ACTION. TREMONTI SAID HE EVENTUALLY CONVINCED BOSSI OF THE 
MERITS OF THE U.S. POSITION AND THE RATIONALE FOR STRONG 
ITALIAN SUPPORT. COMMENT: TREMONTI IS A CLOSE PERSONAL 
FRIEND OF BOSSI AND IS USED BY THE PRIME MINISTER TO HELP 
KEEP THE NORTHERN LEAGUE IN SYNC WITH THE REST OF THE 
CENTER-RIGHT COALITION. END COMMENT. 


10. (C) NOTE: TREMONTI IS NOT THE ONLY FINANCE MINISTRY 

OFFICIAL TO TAKE A STRONG STAND IN FAVOR OF GOI SUPPORT FOR 
THE U.S. ONIRAQ. EARLIER IN THE WEEK 

MINISTER MARIO BALDASSARI TOLD A GROUP OF DIPLOMATS FROM OECD 
GOVERNMENTS THAT ITALY 

OBLIGATION TO HELP THE UNITED STATES. THE U.S. 

HAD COME TO THE ECONOMIC RESCUE OF EUROPE AFTER WORLD WAR II; 
AMERICAN TAXPAYERS HAD PAID THE BURDEN SO THAT EUROPEANS 
COULD BECOME RICH. NOW 
BEAR THIS BURDEN. IN ADDITION 
OBLIGATION TO HELP THE PEOPLE OF THE MIDDLE EAST BY 
ENCOURAGING DEMOCRACY IN THE REGION. WE HAVE LIVED AND 
GOTTEN RICH OFF THEIR NATURAL RESOURCES AND NOW 
OUR DEBT 


IRAQ - ECONOMIC CONSEQUENCES FOR ITALY 


11. (C) TREMONTI SAID THE GOI ASSUMES THAT ANY MILITARY 

ACTION IN IRAQ WILL DEPRESS 

GLOBAL ECONOMY EVEN FURTHER. THE GOI IS 

AN EMERGENCY ECONOMIC PACKAGE TO STIMULATE ITALYYS NATIONAL 
ECONOMY. TREMONTI SAID HE CHAIRED A MARCH 12 
INTER-MINISTERIAL MEETING 

INCLUDING A NEW ROUND OF TAX BREAKS FOR BUSINESSES AND 
INCENTIVES FOR CONSUMER SPENDING. 


DEFENSE SPENDING 
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12. (C) TREMONTI RUEFULLY ACKNOWLEDGED THAT HE WAS ON THE 
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PENDING IN ALL BUDGETS 

PRIME MINISTER AND DEFENSE MINISTER MARTINO PERSUASIVELY 
LOBBIED TO MAINTAIN A DEFENSE BUDGET SUFFICIENT FOR ITALY TO 
MEET ITS BASIC DEFENSE REQUIREMENTS IN NATO AND UNDER THE 
EUROPEAN SECURITY DEFENSE POLICY. WHEN THE AMBASSADOR 
POINTED OUT ALL THE BENEFITS TO ITALY FOR ITS PARTICIPATION 

IN THE JOINT STRIKE FIGHTER 

DEVELOPMENT 

STRESSED WITH MARTINO THE DIFFICULTY FOR ITALY TO PARTICIPATE 
FINANCIALLY IN TWO JET FIGHTER PROJECTS 

JSF. BOTH TREMONTI AND PETRONE ACKNOWLEDGED THAT THE JSF IS 
A FAR SUPERIOR PLANE. THE EURO-FIGHTER 

SARDONICALLY 

STILL IS NOT RIGHT. UNFORTUNATELY 

ABIDE BY ITS CONTRACTUAL COMMITMENTS FOR THE PURCHASE OF 121 
EURO-FIGHTERS 

TREMONTI WILL ATTEMPT TO CUT SPENDING FOR THE JSF. RATHER 

HE WAS AND IS FACING THE CHALLENGE OF RATIONALIZING SPENDING 
-- AS ANY GOOD FINANCE MINISTER MUST. END COMMENT.) 


EU CONVENTION 


13. (C) WHEN QUERIED BY THE AMBASSADOR ABOUT THE EU 
CONVENTION 

THE CONVENTION PROCEEDINGS ARE A \"DISASTER.\" IDEOLOGICALLY 
THEY OPPOSE THE DIRECTION IN WHICH THE PROCEEDINGS ARE GOING; 
THE STRUCTURE BEING CREATED IS TOO STATIST 

SOCIALIST 

ARGUING THAT THE CONVENTION IS A "CONSTITUTIONAL TAKEOVER OF 
EUROPE BY GERMANY. SOME OF ΤΗΕ CONVENTIONYS DRAFT ARTICLES 
HE MAINTAINED 

LAW. WHAT THE CONVENTION IS ATTEMPTING TO DO 

REMARKED 

AND RATHER 

LEVEL. THAT IS NOT WHAT WE WANT TO HAVE DONE 


14. (C) TREMONTI AND PETRONE ACKNOWLEDGED THAT THE PRIME 
MINISTER IS EAGER TO HAVE A SECOND \"TREATY OF ROME\" SIGNED 
DURING ITALY\'S EU PRESIDENCY. NEITHER IS CONFIDENT 

THAT THE CONVENTION PROCEEDINGS WILL BE FINISHED BEFORE OR 
EVEN DURING ITALYYS PRESIDENCY. THEY HAVE NOT BROACHED THE 
SUBJECT WITH THE PM. BOTH BELIEVE A SLOWER PACE WOULD BE 
BENEFICIAL 

TO ADDRESS SOME OF THE MORE QUESTIONABLE PROVISIONS. 
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ITALY\'S EU PRESIDENCY 


15. (C) TREMONTIVS FRUSTRATION WITH BRUSSELS WAS CLEAR IN HIS 

RESPONSE TO THE AMBASSADORYS QUERY ABOUT ITALYVS EU 
PRESIDENCY PRIORITIES. \"WE WANT TO PROPOSE SOME RADICAL 

MEASURES 

GO AROUND ECOFIN AND SPEAK DIRECTLY TO THE PEOPLE AND TO 

BUSINESS 

ASPECTS OF THESE PROPOSALS 

ON THREE AREAS: FREE TRADE 

A "NEW DEAL\" FOR MARKETS AND BUSINESSES. ΗΕ IS NOT CERTAIN 

HIS COUNTERPARTS IN THE EU WILL CONCUR. ONLY THE FRENCH 

FINANCE MINISTER IS THINKING ALONG SIMILAR LINES 

REMARKED. 


16. (SBU) REGARDING FREE TRADE AND PRODUCTION 

SKETCHED 

TRADEMARK SYMBOLS - ONE THAT DESIGNATES PRODUCTS MADE IN THE 
EUROPEAN UNION 

SYMBOLS ARE IDENTICAL IS NOT JUST A COINCIDENCE. CHINA 

SAID 

TRADE MUST BE FREE 

EQUITABLE. 

TERRORISM FINANCE 


17. (C) INRESPONSE TO THE AMBASSADOR\'S EXPRESSED 
APPRECIATION FOR ITALY\'S EFFORTS ON HALTING FINANCIAL SUPPORT 
FOR TERRORISM 
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IT WILL NEVER BE TRACED. 

TO STAUNCH THE FLOW OF FUNDS 

IT WAS ESSENTIAL TO GET THE SWISS TO CHANGE THEIR BANK 
SECRECY LAWS. 


COMMENT 


18. (C) WE SAW A RELAXED 

LACED HIS COMMENTS WITH MUCH SARCASM AND WIT. TREMONTI KNOWS 
HE HAS THE CONFIDENCE OF THE PRIME MINISTER 

CERTAINLY BOLSTERED BY TREMONTIVS ABILITY TO PERSUADE A 
SKEPTICAL BOSSI REGARDING IRAQ. HE WAS UNABASHED IN HIS 
CRITICISM OF BRUSSELS AND OTHER EU GOVERNMENTS AND FRANK 
ABOUT THE CHALLENGES OF ENACTING REFORMS 

AND IN EUROPE AS A WHOLE. HE ALSO ACKNOWLEDGED THE PROBLEMS 
OF DOING BUSINESS IN ITALY AND EXPRESSED HIS COMMITMENT TO 
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MAKING THE MARKET MORE TRANSPARENT AND FREER. IN THE 

EMBASSY\'S VIEW 

PRESENCE IN THE GOVERNMENT REMAINS AN ESSENTIAL PREREQUISITE 
FOR FURTHER ECONOMIC REFORM IN ITALY. END COMMENT. 


SEMBLER 
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most of his presentation to addressing concerns most 
Bahamians have with joining the Single Market (and the FTAA 
truth be told). He acknowledged that 

economy that produces few goods for export 

comparatively little to gain from market opening in the 

region 

not competitive without that opening. He dismissed concerns 
with the movement of skilled labor (The Bahamas 

higher income levels 

the rest of the region) and the common currency (any change 
from the current one-to-one interchangeability of the 
Bahamian and U.S. dollars could lead to sharp devaluation and 
loss of wealth in The Bahamas) by saying that The Bahamas 
could always use treaty language to opt out of those sections. 


4. (U) In the conclusion of his presentation 

turned strangely threatening 

\"a question 

membership 

explained that the new legal structure of CARICOM requires 
that all member countries sign all agreements in their 
entirety 

from the Single Market 

responsibilities as a CARICOM member. The audience took this 
to mean that 

the Single Market 

Carrington ominously warned that 

small country to be on its own in international waters 

not the most propitious of options.\" 


Bahamian Government Responds 


5. (U) Minister Smith 

to Carrington\'s depiction of The Bahamas\' lack of options. 

He said that The Bahamas 

had three legal options: to join the single market 

associate member through a separate agreement 

to opt out. He did not respond to Carrington\'s threat to 
Bahamian CARICOM membership. He and other panelists called 
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clearly for The Bahamas to consider carefully its own 
economic interests before committing to the Single Market. 
Smith did acknowledge that 

many of the same issues would have to be addressed. 


6. (C) In a March 17 meeting that Ambassador and DCM had 
with Foreign Minister Fred Mitchell 

the CARICOM Secretary General 

Mitchell admitted to being &surprised8 by the Carrington 
quotes 

that they made a &tough sell (on a single market) even 
harder.8 He admitted that the Leader of the Opposition had 
also called him earlier that morning for an explanation of 
Carrington 

was confident 

ways ) continue membership in CARICOM but exercise the 
reserve clause on the issues such as labor mobility. 

7. (U) Carrington\'s comments were generally seen as 
threatening and were not well received. Leading daily \"The 
Nassau Guardian\" warned against precipitous action and called 
for the government to consider Bahamian economic interests 
first and to not commit fully to any organization or 

agreement that was not fully in The Bahamas! interest. 
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to add). March 17 General Director of Customs Saygilioglu 
also pressed us to make a gesture by putting the economic 
package back in play. Without commenting on the package we 
told both interlocutors that Washington is looking only at 

what action the GOT will take. 


3. (U) We understand Kapusuz focused the AK M.P.s attention 
on the need to pass a resolution; the content is not 

important 

Following the AK group meeting Kapusuz declared publicly 
that there will be no group decision on the vote; as during 

the failed March 1 vote on a broader land-deployment 
resolution 

opposition CHP leader Baykal 

cooperation with the U.S. on Iraq has set a new benchmark for 
mendacity 

from the previous group decision to oppose any resolution. 


4. (C) Comment: In AK party circles 

cheap 

flirting with options that would enable Turkey to try to 
persuade the U.S. to reinstate the full economic 
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and military package. If so 

three reasons: (a) the military operation is virtually 

certain; (b) the TGS has spoken out -- twice now; and (c) the 
markets are headed for real instability. 

PEARSON 
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acting alone or with small groups 

the Yemeni security forces possibly being stretched thin in 

an Iraq contingency responding to increased demonstrations. 
ORCA said that \"lone wolf\" terrorists do not have the time or 
resources to plan attacks and would look for targets of 
opportunity. Changing routes and times and avoiding known 
places where Americans congregate or popular intersections is 
key to staying safe. 


7. (S/NF) In light of the Marib incident of an employee 

being the killer 

access was discussed. FSNs are screened through metal 
detectors both at the entrance gate and at Post One. EAC 
members were not aware of any FSNs who might be angry at the 
Embassy. The YALI Director stated that he would immediately 
institute similar entry screening for YALI staff of all 

nationalities. 


8. (C) Ambassador asked EAC members to consider seriously 
whether Post should recommend a change to authorized 
departure status. There was no support for a move to 
authorized departure at this time. It was decided that the 

EAC would discuss the matter further after more information 

is known about the Marib incident. EAC members discussed a 
number of other factors 


-- surveying all Amcit staff to again ascertain their opinion 
and whether non-essential employees and family members would 
plan to leave; 


-- determining what was meant by a comment made by the head 
of airport security to FPD that if it was up to him he would 
close the airport starting March 19; 


-- examining the likelihood of incidents like Marib and Jibla 
happening in Sanaa to harder targets; 


-- continuing to examine tripwires; 
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-- assessing reaction to the start of an Iraq war. 


9. (S/NF) After discussing the Marib incident 

contingency and other threat information 

to go to a MoveSafe stance effective immediately after 
weighing the pros and cons of such a move. During MoveSafe 
employees are directed to minimize travel on the streets of 
Sanaa and required to perform essential travel in armored 
vehicles only (ref b). Information on MoveSafe status was 
disseminated by radio 

those still at the Embassy. 


10. (U) RSO reported that the Ministry of Interior 
recommended that Americans avoid Bab al-Yemen and other 
tourist areas for the time being in light of the possible 

war. EAC decided to issue an immediate Warden Message 
apprising Amcits of the Marib incident and including this 
recommendation to avoid known areas where Americans 
congregate. 


10. (S) The area where all vehicles undergo bomb checks in 
front of the embassy was discussed as a possible easy target. 
RSO will move vehicles to block sightlines to that area and 

in the long term is looking into moving the sight off the 

main road. In addition 

ensure that employees did alter their time of arrival to 

avoid congestion and ensure they were changing times and 
routes to a degree sufficient to frustrate any surveillance 
attempt. 


11. (S) RSO continued follow-up meetings regarding Sheraton 
security to ensure proper coordination between the multiple 
layers of security present at the hotel 

hotel guards and group four (ref c). 

12. (C) Embassy-affiliated Yemen-American Language School 
(YALI) was discussed. It was recommended that they screen 
allemployees. As recommended to all Amcits 

lie low when the Iraq war begins and assess the situation 
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before returning to regular operations. 


13. (C) The National Democratic Institute decided to move 
their Amcit and Canadian trainers into Sanaa and move the 
director to a hotel from her well-known house. NDI is now 
considering having all of its temporary expats leave Yemen in 
light of the Marib incident. 


14. (C) The March 15 demonstrations were discussed. RSO 
reported that the MOI gave him conflicting information from 
that reported by the United Nations security director 

regarding how the demonstration near the UN complex in Sanaa 
was dispersed. The UN representative reported that shots 
were fired in the air by security forces after several unruly 
youths attempted to climb a vehicle with a machine gun mount. 
No injuries occurred. The MOI reported 

were fired in the air after stone throwers threatened to get 

out of hand 

military vehicle. DAO said that a reliable source confirmed 
press reports that demonstrations in Saada on the same day 
got out of control and several people were killed. 


15. (U) Text of Press Statement: 


The American Embassy has learned of the shooting of four 
employees of Hunt Oil in Marib 


One American citizen 
another Canadian wounded. 


We condemn this violence and call on the Yemeni government to 
investigate it fully. 


We cannot release further information pending notification of 
family. 


The Embassy will assist in dealing with the injured and 
deceased. 


American law enforcement personnel will assist the Yemeni 
government in investigating this case. 
HULL 
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afternoon 

yields ending at slightly under 60 percent. CB Governor 
Serdengecti warned us that 

resolution based on the expectation of the full U.S. package 
only to find out the package was not forthcoming 

would be political dynamite. He expressed doubt that Turkey 
could manage its economy through the coming months. End 


Column 3 
Summary. 


Markets Return to Never Never Land 


2. (U) At COB March 18 

rebounds of the morning 

based on local press reports that the full U.S. financial 

package remains valid (see reftel). Markets expectations 

were strengthened by a late afternoon press comment from PM 
Erdogan 

discuss a parliamentary resolution and that it would be 
submitted to parliament either Wednesday or Thursday at the 
latest. 


-- Treasury bill yields ended the day at slightly under 60 
percent compounded. 


-- The lira ended at TL 1 


-- The Istanbul Stock Exchange closed up 11.5 percent. 
Transaction volumes remained heavy in all markets. 


3. (SBU) The main winners in the market\'s 24 hour see-saw 
were local brokers and traders. JP Morgan/Chase\'s Turkish 
bond trader Gumisdis summed up the current local market 
expectation as follows: the Erdogan government would submit 
a new parliamentary resolution to parliament by Thursday 
which would include authorization for U.S. troops (both 
because this is the money part and because the Turkish 
military wants to go into Northern Iraq with the U.S. 

troops). The new resolution would then unlock a very sizable 
U.S. package to include the $8.5 billion bridge loan. 


4. (SBU) Asked if he believed in this scenario 

laughed and said no 

and that was sufficient to last until probably the morning of 
Thursday March 20. 


Warning from Governor Serdengecti 
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5. (C) In a meeting today with EconCouns 

Governor Serdengecti warned that renewed expectations of the 
full U.S. assistance package 

Babacan\'s public statements this morning 

risks. If 

cooperation resolution based on this expectation 

U.S. package was not forthcoming 

negative reaction in the markets and the public. This would 
put tremendous pressure on the government 

it out of office. In that case 

decisions affecting both the economy and the bilateral 
relationship 

the recent past 


7. (C) Serdengecti added that 

package closely tied to the IMF program 

GOT could manage its debt service this year 

to begin fully implementing the IMF-backed reform program. 
The problem 

months ago it would have been possible to get by through 
strengthened reform implementation. But now the GOT has 
created the expectation that an IMF program is not enough; 
they need V'something extra." Now 

from a U.S. package -- and he admitted he did not know what 
that amount was - would suffice to create market confidence. 


8. (C) Continuing the worst case scenario of GOT passing a 
resolution but not getting U.S. financial support 

Serdengecti said the likely GOT reaction would be to blame 
the U.S. for the consequent market downturn (which would 
unfortunately find a receptive audience 

openly consider debt restructuring and other draconian steps 
(e.g. 

of parliament were already muttering about getting rid of the 
IMF and U.S. influence 

Malaysia 

circumstances. 


PEARSON 
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out 

one left to pick up any prolonged drop in production. End 
Summary. 


2. (C) A senior executive at ExxonMobil told Econoff that 
while the drop in Shell 
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Oils production caused by clashes between ethnic groups in 
Delta State is 

relatively minor in relation to overall output 

cannot utilize its 

normal practice of reallocating ShellVs reduced volume to 
other producers 

because all producers are now pumping \"flat out." The 
executive 

years experience working in Mobil Oil\'s Nigerian and 
international oil 

operations 

producers in Nigeria have 

been pumping at full capacity 

at just over 2.2 

million barrels per day (bpd). Shell announced this 
afternoon that due to 

ethnic violence 

five of its facilities in the Warri area 

output by 76 

bpd. Shell total output is estimated at 970 

According to the 

executive 

of crude and 

condensates. ChevronTexaco is estimated to be producing 
517 


3. (U) In the past week 

community have been 

disrupting vessel traffic along the waterways of the Escravos 
River in 

Southwest Delta state near the town of Warri 

gun battles with 

police and military units (reftel). This escalated into 

direct attacks against 

both ethnic Itsekiri villages and a Shell Oil facility. Both 
Shell and 

ChevronTexaco are moving some personnel out of their field 
operations in the 

delta swamps 

caught in the 

crossfire. The situation in the area remains volatile and 
very fluid. 


4. (C) At the time of the discussion between Econoff and the 
ExxonMobil executive 

Shell\'s estimated reduction in output was 30 

the executive 

described as a \"drop in the bucket." When pressed 
industry watchers 
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should begin to worry if Nigeria\'s overall production drops 

by 100 

a sustained period. He also noted that Nigeria Vs current 
maximum production 

effort is matched throughout OPEC. He said that OPEC-wide 
it would be hard to 

pull an additional half-million barrels of crude at this 

time 

from Saudi Arabia. 


5. (C) Comment. The GON normally allocates its OPEC quota 
among each of the oil 

producers doing business here. In the past 

given company's 

production levels have been reduced by equipment failure or 
community action 

as in the case of the take-over by local women of 
ChevronTexaco\'s Escravos in the summer of 2002 
quickly reallocated the anticipated 

production loss to other producers in order to maintain 
overall national output 

levels. If OPEC quotas are being ignored at this time to 
maximize worldwide 

production 

capacity 

field operation disruptions may begin to have an effect on 
output as the GON 

has nowhere to turn to pick up the slack. A small producer 
told Econoff that 

his company is still operating at only 35 percent capacity 
under GON quotas. 

It may be that if disruptions in the Delta or elsewhere 
continue 

operating marginal fields will also be asked to operate at 
maximum capacity 

making every drop of crude truly count. End comment. 
HINSON-JONES 
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such initiatives on the part of others. Canada\'s record in 
promoting the UNCHR as a forum for serious debate was as 
solid as they come 

session on Iraq would serve no useful purpose. 


2. (C) Referring to Foreign Minister GrahamVs telephone 
conversation yesterday evening with Secretary Powell 
reiterated that the GOC understood the reasons why the U.S. 
needed to move forward on Iraq and would not engage in 
criticism and second-guessing. The GOC was looking beyond 
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the conflict 

hoped for a quick transition to a post-confict phase in which 
it intended to do its part in a 

effort. 


Kelly 
KELLY 
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\"ASSISTANCE PROGRAMMES CAN BE RESUMED AS SOON AS THE 
SITUATION PERMITS THE RETURN OF UNITED NATIONS PERSONNEL TO 
IRAQ WITH THE AUTHORITY OF THE SECURITY COUNCIL." THE FULL 
TEXT OF ANNANVS LETTER IS INCLUDED AT PARA 2. 


2. (U) BEGIN TEXT. 


HIS EXCELLENCY 

MR. NAJI SABRI 

MINISTER FOR FOREIGN AFFAIRS OF THE REPUBLIC OF IRAQ 
BAGHDAD 


17 MARCH 2003 
EXCELLENCY 


ON SUNDAY 16 MARCH 2003 

KINGDOM AND THE UNITED STATES CONVEYED TO ME WARNINGS 
REGARDING THE CONTINUED SAFETY AND SECURITY OF UN PERSONNEL 
PRESENT IN THE TERRITORY OF IRAQ. SIMILAR WARNINGS WERE 
TRANSMITTED TO DR. EL-BARADEI OF (THE) IAEA AND DR. HANS 

BLIX 


AFTER CONSULTING WITH DR. EL-BARADEI 

OFFICIALS RESPONSIBLE FOR THE ACTIVITIES OF UN PERSONNEL IN 
IRAQ 

POSITION TO GUARANTEE THE SAFETY AND SECURITY OF THESE 
PERSONNEL 

REMAINING HUMANITARIAN PERSONNEL NUMBERING SOME 195 
INTERNATIONAL STAFF INCLUDING THE PERSONNEL OF COTECNA AND 
SAYBOLT 

THE CONCURRENCE OF DR. EL-BARADEI 5 IAEA STAFF) 

ALL UNIKOM MILITARY AND CIVILIAN PERSONNEL FROM IRAQ. 


I AM WELL AWARE THAT THESE MEASURES WILL LEAD TO THE 
SUSPENSION OF THE ACTIVITIES OF THE HUMANITARIAN PROGRAMMES 
IN IRAQ PURSUANT TO RESOLUTION 986 (1995) 

WORK OF BOTH UNMOVIC AND UNIKOM. HOWEVER 

SAFETY AND SECURITY OF THE PERSONNEL CONCERNED HAS IN EFFECT 
RENDERED THEIR MANDATES INOPERABLE. 


FOR THE RECORD 
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ACTIVITIES AS SUSPENDED DE FACTO. THE MANDATES ESTABLISHED 
BY THE RELEVANT SECURITY COUNCIL RESOLUTIONS UNDER WHICH 
THESE ACTIVITIES ARE CARRIED OUT REMAIN IN FORCE UNTIL SUCH 
TIME AS THE SECURITY COUNCIL SHOULD DECIDE OTHERWISE. 


| INFORMED THE MEMBERS OF THE SECURITY COUNCIL OF MY DECISION 
IN THE INFORMAL CONSULTATIONS WHICH TOOK PLACE THIS MORNING 
AND THE MEMBERS OF THE COUNCIL TOOK NOTE OF MY DECISION. 


ALTHOUGH THIS DECISION WAS ESSENTIAL FOR THE REASONS 

INDICATED 

UNITED NATIONS CONTINUES TO BE COMMITTED TO ASSISTING THE 
PEOPLE OF IRAQ WHO HAVE SUFFERED SUCH HARDSHIP AND HAVE 
DEPENDED FOR SUPPORT ON THE OIL-FOR-FOOD PROGRAMME. THE 
ASSISTANCE PROGRAMMES CAN BE RESUMED AS SOON AS THE SITUATION 
PERMITS THE RETURN OF UNITED NATIONS PERSONNEL TO IRAQ WITH 
THE AUTHORITY OF THE SECURITY COUNCIL 

THIS APPROACH. 


PLEASE ACCEPT 
CONSIDERATION. 


(SIGNED) 
KOFI A. ANNAN 


END TEXT. 


NEGROPONTE 
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constraints 

additional $5 

Jose Felix Palma 

City. Palma indicated his discussions with the MFA were 
proceeding positively. Corado told us on March 5 that while 
the MFA understood the symbolic importance of Guatemala\'s 
small increase 

was unlikely Guatemala would be able to increase its 
contribution. PolCouns raised the issue with Giovanni 
Castillo 

Castillo\'s return from the NAM summit. Castillo said that 
due to the MFA\'s budget cycle 

proposal to increase the contribution to the OAS could be 
considered. 

HAMILTON 


6487 


Column 3 

Vietnam and Cambodia have much in common. Vietnam\'s late 
1978 invasion 

Kemary 

the country from the Khmer Rouge 

vulnerability." There are many who continue to \"fear the 
Vietnamese" because \"they have demonstrated the power to 
dominate Cambodia at different times in our history." 
Notwithstanding that episode 

countries have been \"trying to find more common ground\" and 
advance the bilateral relationship 


3. (U) Since the 1990s 

but steady improvement 

agreements. Among the more important ones relate to: 
--Trade and economic cooperation (1995); 

--establishment of the Joint Committee on Economic 
Cultural 

--cooperation between Vietnam\'s Ministry of Agricultural and 
Rural Development and Cambodia\'s Ministry of Agriculture 
Forestry 

--Anti-criminal cooperation between the two Ministries of 
Interior (1997); 

--Land transport cooperation (1998); 

--Counternarcotics cooperation (1998); 

--Education and training cooperation 2000 - 2005 (1999); 
--Labor cooperation 2000 - 2002 (2000); 

--Investment protection and incentives (2001); and 
--Trading 

areas (2001). 


4. (SBU) According to information provided by Vietnam\'s 
Ministry of Foreign Affairs (MFA) 

Vietnam to Cambodia predominate official exchanges. Nguyen 
Phuong Binh 

Deputy Director 

Cambodian government leaders are \"reluctant\" to appear too 
close to the GVN leadership. Visits to Vietnam \"could leave 
them open\" to criticism from opposition politicians 

added. Binh predicted that this imbalance \"may change as 
bilateral relations continue to improve.\" However 

Cambodian elections in July will \"influence to what extend 
and how fast relations improve 


5. (U) Since 2000 

have included then-National Assembly Chairman (and now 
Communist Party General Secretary) Nong Duc Manh (2000); 
Deputy Prime Minister Nguyen Tan Dung (2000); then-Minister 
of Public Security Le Minh Huong (2001); President Tran Duc 
Luong (2001); Minister of Defense Pham Van Tra (2002); and 
National Assembly Chairman Nguyen Van An (2002). On the 
Cambodian side 
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Hun Sen in 1998 (on a bilateral visit) and again in 2002 (as 
head of the Cambodian delegation to a tripartite meeting 
with Vietnam and Laos held in Ho Chi Minh City); Foreign 
Minister Hor Nam Hong in 2001; and most recently 
Norodom Vachara 

Affairs Commission 

with VietnamVs National Assembly Chairman An. 


6. (SBU) The Cambodian Embassy\'s Kemary admitted that 
cross-border smuggling is a \"major problem\" and one that V'we 
must continue to work on.\" Drug smuggling from Cambodia 
according to DEA\'s Hanoi Country Office 

amphetamine-type stimulants (ATS) 

City. Some of the heroin is for domestic use and some is 
transshipped to Australia. Cambodia is Ho Chi Minh City\'s 
major ATS source. Large quantities of marijuana also enter 
southern Vietnam from Cambodia 

the PRC (Ref b). Kemary claimed that Cambodian police meet 
\"regularly\" with their Vietnamese counterparts; however 
lamented that the Cambodian police have V'very few\" 
resources! for patrolling the border areas. Kemary also 

noted that the smuggling of manufactured goods is V'very 
common and works against real economic growth between 
Cambodia and Vietnam.\" He added that most of the goods 
smuggled into Vietnam come from Thailand. He claimed that 
most of this smuggling was due to \"Thai criminal gangs V" who 
Vencourage corruption" among Cambodian border officials. 


7. (SBU) Human trafficking is also a major issue. While 
few reliable statistics exist 

Crime\'s (UNODC) Hanoi staff have reported that 

estimated 20 

significant number are the victims of human traffickers. 
Several dozen Vietnamese trafficking victims were officially 
repatriated from Cambodia in 2002 

to avoid notoriety 

unofficial channels. In 2002 

Migration (IOM) again confirmed that human trafficking from 
Vietnam to Cambodia had become more serious in recent years. 


8. (U) As the Embassy\'s Trafficking in Persons Reports 

(ref a is for 2002) noted 

from Vietnam go primarily to Cambodia and the PRC. There is 
also evidence that some Vietnamese citizens are trafficked 
through Cambodia to third countries. Nguyen Sy Tuan 
Director of the Institute of Southeast Asian Studies 
commented that 
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major issue 

drugs. He opined that 

on the human trafficking issue 

leaders \"will have to focus more on the human trafficking 
issue.\" 


9. (SBU) The IIRVs Binh discounted the impact on the 2001 
exodus of about 1 

February/March 2001 demonstrations in the Central Highlands 
and the 2002 collapse of the Cambodia/Vietnam/UNHCR 
Tripartite Agreement as ongoing issues in bilateral ties. 
People from the Central Highlands who crossed \"illegally\" 
into Cambodia did so with the intent of reaching a third 
country 

involved 

added. He declined to comment on fresh reports of active 
Cambodian police cooperation in returning additional 2002 
cases of would-be Montagnard escapees 

Vietnamese media accounts 

sentences for at least five Gia Lai residents on March 12. 


10. (SBU) Notwithstanding periodic MFA announcements over 
the past few years that the border issue will be settled 

\"this year 

According to the Southeast Asia Institute\'s Tuan 

current border essentially represents the old French 

colonial demarcation. However 

\"does not always agree with the current maps.\" He added 
that people who live and try to make a living near the 

border \"tend to move back and forth; border lines do not 
mean much to them. Even though \"both governments warn 
their people\" against farming close to the border 

activities continue to take place because of \"the demand for 
rice fields and access to water 


11. (SBU) Nguyen Du Hanh 

Division of the Ministry of Foreign Affairs\' (MFA) Border 
Commission 

\"complicated 

settle it. He pointed out that 

and Cambodia had signed \"a number\" of international 
conventions concerning border demarcation. In addition 
there was a bilateral agreement in 1985 that led to \"some 
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demarcation activity\" from 1986-1990. Hanh noted that this 
activity ceased with a change of governments in Cambodia 
after the UN-sponsored elections. However 

that the two sides \"are not far apart\" - of the nearly 1 
kilometer border 

the June 2002 joint border commission 

\"join hands\" to solve the border issue 

suggested that \"in the end 

French demarcation 

recent developments 

at the \"expert\" working level \"once or twice a year.\" 
However 

officials have been \"busy\" and because there is a lack of 
\"legal documents on which to base final negotiations.\" 


12. (SBU) Separately 

noted that the border had become a \"hot\" issue in Cambodia\'s 
politics. (Note: it has not become a hot issue in Vietnam 
unlike the more controversial land border agreement with the 
PRC in 1999. End note) Tuan added that the opposition 
parties have \"severely\" criticized the present government 

for appearing \"too willingW to make concessions to Vietnam. 
He predicted that there would be no further progress until 
after the Cambodian elections in July. Further progress 

will depend \"to some extent on who is in power 

predicted. He claimed that an expected senior level meeting 
to discuss seven outstanding border issues -- scheduled for 
March 2003 -- had been postponed due to \"domestic political 
considerations\" in Cambodia. 


13. (SBU) Without citing a specific figure 

that two-way trade was \"very low.\" MFA press releases 
concerning Vietnam-Cambodia relations between 2001 and 2003 
include numerous proclamations and pledges of \"continued 
support and cooperation\" but almost none related 

specifically to two-way trade. The Cambodian Embassy\'s 
Kemary suggested that there is some potential for improving 
legal two-way trade 

settled and authorities on both sides take further steps to 

reduce smuggling. Kemary said that the Cambodian government 
is \"hopeful\" about the potential for Cambodia \"modesitly\" to 
improve especially its exports of clothing and shoes to 

Vietnam. (Comment: Since clothing and shoes are well- 
developed domestic and export industries in Vietnam 

would seem unlikely. End Comment.) Separately 

Southeast Asia Institute\'s Tuan opined that improved two-way 
trade is \"unlikely until border and smuggling issues are 
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addressed and the Cambodian economy produces more.\" 


14. (U) In addition to trade 

\"appreciates\" Vietnam\'s rice assistance. (Note: According 
to an October 2002 MFA announcement 

tons of rice to Cambodia\'s Kandal province. End note.) 


15. (SBU) Tuan pointed to the MIA issue as one that 
demonstrates a \"good\" level of bilateral cooperation. He 
said that Cambodia has been helpful in providing information 
on Vietnamese remains. According to the Detachment Two 
Joint Task Force - Full Accounting office in Hanoi 

Vietnam\'s military has conducted dry-season recovery 
operations in Cambodia over the past three years. Each 

year 

deploy Vietnamese troops into agreed-upon areas 

operations 

August 2002 visit by GVN Defense Minister Senior Lieutenant 
General Pham Van Tra also focused on this issue. During 
Prime Minister Hun Sen\'s trip to Ho Chi Minh City for the 
2002 tripartite meeting 

Vietnam\'s Military Zone 7 in Dong Nai (southern Vietnam). 
Tuan opined that Hun Sen \"may have\" raised MIA cooperation 
during that visit as well. According to a January 2003 MFA 
announcement 

Vietnam. 


16. (U) A mix of historical animosities 

rivalries 

Vietnam\'s decade-long occupation and efforts to install its 
own favorites in power in Phnom Penh complicate the 
bilateral relationship. Vietnamese now appear to put aside 
the recent past and deal with Cambodia as just another 
fellow ASEAN member and good neighbor 

to dominate a mini-Indochina lobby within ASEAN seeking 
extra help from richer members. While Vietnam prefers to 
look forward in its 21st century relations with Cambodia 
the likelihood is that Cambodia will be less and less 
important to Vietnam 

economic and political relationships with the U.S. 

and the EU and seeks WTO accession. 

BURGHARDT 
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PROJECT FORMAT\". OTHER PROJECTS WILL BE FINANCED OUT OF 
THE PASA AGREEMENT RECENTLY SIGNED AT POST BETWEEN PUBLIC 
AFFAIRS AND USAID. OUR ABILITY TO CARRY OUT THESE 

ACTIVITIES WILL 

AND SECURITY CONDITIONS IN JORDAN. 


A. ELECTION SUPPORT: 

KING HAS DECLARED THAT ELECTIONS WILL BE HELD FOR LOWER 
HOUSE OF PARLIAMENT ON JUNE 17 

FOLLOW IN JULY. MISSION WILL ASSIST CANDIDATES 

MANAGERS AND POLITICAL ACTIVISTS FROM A WIDE RANGE OF 
POLITICAL PARTIES BY OFFERING THE FOLLOWING SUPPORT. 


--ELECTION CAMPAIGN LECTURES AND WORKSHOPS FOR CANDIDATES 
AND CAMPAIGN MANAGERS 

60 FEMALE CANDIDATES EXPECTED TO RUN AND THEIR CAMPAIGN 
MANAGERS (PART OF A PROJECT ALSO SUGGESTED BY PLANNING 
MINISTER AWADULLAH - SPRING 03); 

--WORKSHOPS FOR BROADCAST AND PRINT JOURNALISTS ON ELECTION 
COVERAGE (SPRING 03); 

--CREATION AND DISSEMINATION OF PUBLIC SERVICE ANNOUNCEMENTS 
INFORMING VOTERS ON ELECTION PROCEDURES IN COOPERATION WITH 
GOJ AND MEDIA; 

--SUPPORT FOR INDEPENDENT DOMESTIC OR INTERNATIONAL ELECTION 
MONITORS 

--MISSION TO SUPPORT THROUGH LOCAL NGO (JORDAN NATIONAL 
FORUM FOR WOMEN) A PHONE BANK FOR ALL FEMALE CANDIDATES 
THROUGH WHICH THEY CAN CONTACT THE CONSTITUENTS (SPRING 03); 
--SPECIAL ORIENTATION VISITS TO U.S. UNDER INTERNATIONAL 

VISITOR AND OTHER PROGRAMS FOR NEWLY ELECTED REPRESENTATIVES 
TO FAMILIARIZE THEM WITH U.S 

03); 

--ORIENTATION VISIT AND TWO-WEEK TRAINING PROGRAM IN THE 

U.S. FOR NEWLY ELECTED FEMALE CANDIDATES (FALL 03); 

--POSSIBLE CITIZENS\' EXCHANGE PROGRAM AIMED AT DEVELOPING A 
CORE GROUP OF LEGISLATIVE ASSISTANTS (FALL 03); 


B. JUDICIAL REFORM 

GOJ HAS MADE INCREASED CITIZEN CONFIDENCE IN THE JUDICIARY A 
TOP PRIORITY BOTH TO INSPIRE CONFIDENCE IN RULE OF LAW 
DOMESTICALLY AND TO FOSTER A FAVORABLE ENVIRONMENT FOR LOCAL 
AND FOREIGN TRADE AND INVESTMENT. MISSION PLANS FOLLOWING 
SUPPORT. 


--RETURNED JUSTICE MINISTRY OFFICIALS TO DESIGN TRAINING FOR 
JUDICIAL PERSONNEL BASED ON THEIR U.S. EXPERIENCE PROVIDED 
THROUGH THE CITIZEN EXCHANGE PROGRAM ADMINISTERED BY THE 
INSTITUTE FOR THE STUDY OF DEVELOPING LEGAL SYSTEMS (SPRING 
03); 

--PILOT PROGRAMS IN CASE MANAGEMENT AND MEDIATION TO BE 
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ESTABLISHED IN AQABA AND POSSIBLY OTHER JORDANIAN CITIES 
(FALL 03); 

--PROGRAM TO TRAIN JUDICIAL MEDIATORS TO BE ESTABLISHED IN 
YARMOUK UNIVERSITY (FALL 03); 

-- JUDICIAL MEDIATION TO BE INTRODUCED AS PART OF THE CORE 
CURRICULUM TO LAW FACULTIES THROUGHOUT JORDAN (FALL 04); 
--ENGLISH AND INTERNET TRAINING FOR JUDICIAL PERSONNEL TO BE 
EXPANDED (ONGOING); 


C. WOMENYS RIGHTS 

POST WILL SUPPORT WOMEN'S PARTICIPATION IN POLITICAL LIFE 
PARTICULARLY THE ELECTIONS (SEE ABOVE) 

SUPPORT WOMEN\'S EMPOWERMENT THROUGH THE FOLLOWING 
ACTIVITIES. 


—HELP ESTABLISH THE FAMILY PROTECTION PROGRAM 
MINISTER OF PLANNING AWADULLAH 

DEFEND WOMEN AGAINST DOMESTIC VIOLENCE AND RAISE AWARENESS 
AMONG THE CITIZENRY AND LAW ENFORCEMENT OFFICERS 

(SPRING 03); 

—ASSIST THE GENERAL FEDERATION OF JORDANIAN WOMEN IN 
CONDUCTING A SERIES OF WORKSHOPS FOR WOMEN THROUGHOUT THE 12 
GOVERNORATES FOCUSSING ON LEADERSHIP 

SKILLS AS WELL AS HUMAN RIGHTS AWARENESS 

PLANNING MINISTER (SPRING THROUGH FALL 03); 

--CONDUCT LECTURES AND WORKSHOPS FOR LAW ENFORCEMENT 
OFFICIALS INVOLVED IN PROSECUTING VIOLENT CRIMES AGAINST 
WOMEN (FALL-WINTER 03-04): 

--SPECIAL ESL AND COMPUTER TRAINING FOR WOMEN ACTIVISTS 
(SPRING 03 AND ONGOING); 

--CITIZENS\' EXCHANGE AND TRAINING PROGRAMS FOR WOMEN'S NGO\'S 
(SPRING THRU FALL 03); 

--SUPPORT WOMEN'S AND GIRLSY RIGHTS AS A PRINCIPLE COMPONENT 
OF CIVIC EDUCATION AT THE SCHOOL AND UNIVERSITY LEVEL AS 

PART OF MISSION\'S CIVIC EDUCATION SUPPORT (SEE BELOW); 
--SUPPORT ΤΗΕ WOMEN\'S MEDIA CENTER 

ADVOCATES FOR WOMEN JOURNALISTS 

EXCHANGE PROGRAMS (SPRING THRU FALL 03): 

--SUPPORT PROFESSIONAL WOMEN\'S ASSOCIATIONS IN AREAS RELATED 
TO INCREASING WOMEN'S PARTICIPATION IN THE PRIVATE SECTOR 
(ONGOING); 

--PROMOTE WOMEN ENTREPRENEURS IN THE SMALL 

MICRO ENTERPRISE SECTORS (ONGOING): 

--ENCOURAGE THE EXPANSION OF WOMEN IN INFORMATION 
COMMUNICATION TECHNOLOGIES (SUMMER 03): 

--PROVIDE BUSINESS EDUCATION TO YOUNG WOMEN (ONGOING); 
--INFORM WOMEN OF FAMILY PLANNING METHODS 

HEALTHIER 

FERTILITY (ONGOING); 

--SUPPLY WOMEN WITH HIGH QUALITY HEALTHCARE SERVICES 
TARGETED TO UNDER-SERVED REGIONS (ONGOING); 
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D. FREE AND FAIR MEDIA 

MISSION IS PROVIDING TRAINING AIMED AT RAISING THE 

PROFESSIONAL LEVEL OF JORDANIAN JOURNALISTS AND ENCOURAGING 
THE PRINT AND BROADCAST MEDIA TO PLAY A STRONGER ROLE IN 
RAISING CITIZEN'S AWARENESS AND EMPOWERMENT. WE WILL 
CONTINUE THIS EFFORT THROUGH THE FOLLOWING ACTIVITIES. 


--CONDUCT IN-SERVICE WORKSHOPS AND WEB TRAINING FOR 
BROADCAST AND PRINT JOURNALISTS (SPRING 03 THRU FALL 04); 
--SUPPORT THROUGH GRANTS FOR TRAINING AND EXCHANGES THE 
CENTER FOR THE DEFENSE OF JOURNALISTS 

JOURNALISTS WHO HAVE BEEN IMPRISONED OR CHARGED WITH 
VIOLATIONS OF THE PRESS OR SECURITY LAWS (SPRING 03-FALL 

04); 

--SUPPORT THE ESTABLISHMENT OF A BRANCH OF THE NEWLY 
PROPOSED MIDDLE EAST TV IN AMMAN 

AND CURRENT EVENTS PROGRAMS AND SERVE AS A MODEL FOR LOCAL 
BROADCAST PROFESSIONALS 

(SPRING 03); 

--STRENGTHEN THE INSTRUCTION OF JOURNALISM AT JORDANIAN 
UNIVERSITIES (FALLO3-04); 


E. TRANSPARENCY AND ANTI-CORRUPTION 

THE GOJ HAS PUBLICLY COMMITTED ITSELF TO THE NEED FOR 
TRANSPARENCY AND EQUITABLE CONTRACTING AND PROVISION OF 
SERVICES TO THE PUBLIC AS A MEANS OF ENSURING THE CITIZEN'S 
CONFIDENCE AND FOSTERING A GOOD BUSINESS CLIMATE FOR FOREIGN 
TRADE AND INVESTMENT. IT IS INTHE PROCESS OF ACCEDING TO 

THE WTOVS GOVERNMENT PROCUREMENT AGREEMENT 

REQUIRE REFORMS IN GOVERNMENT PROCUREMENT SYSTEMS THAT WILL 
REDUCE OPPORTUNITIES FOR FRAUD AND ABUSE. THE MINISTRY OF 
ADMINISTRATIVE DEVELOPMENT PARTICIPATED DURING SUMMER 02 IN 
MISSION WORKSHOPS ON TRANSPARENCY AND ETHICS IN GOVERNMENT 
AND WE PLAN TO FOLLOW UP THROUGH THE FOLLOWING PROGRAMS. 


-|MPLEMENT E-GOVERNMENT ACTIVITIES FOR ΤΗΕ GOJ 
FULL BUSINESS PROCESS RE-ENGINEERING (ONGOING); 

--TRANSFORM THE LOCAL GOVERNMENT OF AQABA INTO A 
STREAMLINED 

(ONGOING); 

--MODERNIZE THE NATIONAL AND AQABA CUSTOMS AUTHORITIES 
THROUGH TECHNICAL ASSISTANCE AND TRAINING (ONGOING); 
--INCREASE THE TRANSPARENCY OF THE COMMERCIAL LEGAL 
FRAMEWORK AND INSTITUTIONS THROUGH TECHNICAL ASSISTANCE AND 
TRAINING OF LEGAL PERSONNEL (FALL 03); 

--PROMOTE TRANSPARENCY WITHIN SIX GOJ AGENCIES AND 

MINISTRIES THROUGH A \"CENTERS OF EXCELLENCY\" PROGRAM THAT 
UTILIZES INTERNATIONAL BEST PRACTICES IN PROVIDING PUBLIC 
SERVICES; 

--TRAIN OVER 20 BUSINESS ASSOCIATIONS IN PUBLIC SECTOR 
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ADVOCACY (ONGOING); 

--SUPPORT THE GOJ PLAN TO ACCEDE TO THE WTO\'S GOVERNMENT 
PROCUREMENT AGREEMENT 

INTERNATIONAL COMPETITION (ONGOING); 

--SIMPLIFY INVESTMENT AND BUSINESS REGISTRATION PROCESSES 
AT THE NATIONAL AND LOCAL GOVERNMENT LEVELS (ONGOING); 
--SUPPORT PRIVATIZATION OF STATE-OWNED ENTERPRISES 
(ONGOING); 

--CONDUCT FOLLOW-ON WORKSHOPS FOR GOJ OFFICIALS 

JUDICIAL PERSONNEL ON ANTI-CORRUPTION AND TRANSPARENCY 
PRACTICES (SUMMER 03); 

--SUPPORT THE TRAINING OF JOURNALISTS IN INVESTIGATIVE 
REPORTING (SUMMER 03); 

--SUPPORT CAPACITY BUILDING AND TRAINING FOR NGO\'S DEDICATED 
TO MONITORING GOVERNMENT PERFORMANCE AND CONTRACTING WITH 
THE PRIVATE SECTOR (FALL 03-04); 

--THROUGH THE FULBRIGHT AND OTHER ACADEMIC PROGRAMS SUPPORT 
JORDANIAN LAW AND POLITICAL SCIENCE INSTRUCTION AT THE 
UNIVERSITY TO INCLUDE A STRONG ETHICS AND TRANSPARENCY 
COMPONENT (FALL 03-04); 


F. CIVIC EDUCATION 

BOTH THE EDUCATION MINISTRY AND JORDANIAN NGO\'S HAVE SHOWN A 
STRONG MOTIVATION TO REFORM EDUCATIONAL PRACTICES TO 
ENCOURAGE TOLERANCE 

INDEPENDENT THINKING AMONG YOUTH. WE WILL SUPPORT THEM 
THROUGH THE FOLLOWING PROGRAMS. 

--THROUGH SPEAKERS 

STRENGTHEN THE NEWLY FORMED 

JORDANIAN MEMBER IS TRANSLATING A FOLLOW-ON TO THE \"PROJECT 
CITIZEN\" CIVED TEXTBOOK SERIES FOR USE IN JORDANIAN SCHOOLS 
(FALL 03-04); 

--SUPPORT MINISTRY OF EDUCATIONVS PILOT 21ST CENTURY 
WORKPLACE EDUCATION PROGRAMS IN THE PUBLIC SCHOOLS THROUGH 
SEMINARS 

WHICH INCLUDE A STRONG CIVED COMPONENT (FALL 03-04); 

--EXPAND THE \"DIALOGUE OF CULTURES\" BETWEEN JORDANIAN 

AND OTHER STUDENTS THROUGH THE IEARN 

BASED EXCHANGE PROGRAMS (ONGOING); 

--CONDUCT YOUTH EXCHANGE PROGRAMS AT THE HIGH SCHOOL AND 
UNIVERSITY LEVEL 

U.S. BEST PRACTICES IN STUDENT GOVERNMENT 

YOUTH ACTIVITIES (SUMMER 03); 

--SUPPORT TEACHER EXCHANGES AND TRAINING IN THE U.S. THROUGH 
CITIZEN EXCHANGE PROGRAMS WHICH INCLUDE A STRONG CIVED 
COMPONENT (SUMMER-FALL 03-04); 

--ENCOURAGE THE STRENGTHENING OF PARENT-TEACHER PROGRAMS 
THROUGH SPEAKERS AND EXCHANGE PROGRAMS (FALL 03-04); 
--SUPPORT JTWS NEW SESAME STREET SERIES (INTENDED FOR 
CHILDREN AND ADULTS) AND SIMILAR PROGRAMS THAT ENCOURAGE 
CIVIC AWARENESS (ONGOING); 
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--ENSURE THAT ESL ASSISTANCE TO THE PRIMARY AND SECONDARY 
SCHOOL SYSTEM INCLUDES A STRONG CIVIC EDUCATION COMPONENT IN 
THE CONTENT-BASED ESL MATERIALS 

METHODOLOGY (ONGOING); 

--INCLUDE A STRONG CIVIC EDUCATION COMPONENT IN THE SUMMER 
TRAINING COURSE AT THE AMERICAN LANGUAGE CENTER FOR 250 
SECONDARY SCHOOL TEACHERS. (SUMMER 03) 
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contracting provisions). Bashir noted that Jordan has a 
number of regional competitive advantages in several sectors 
and would be a natural fit for procurement for Iraq 

the close historical ties between Jordan and lraq. He noted 
further that 

were already employed throughout the region - as engineers 
architects 


2. (sbu) As examples of the types of goods and services 
Jordan could provide 

of goods produced for export in Jordan (also available on the 
GOJWs Department of Statistics Website: www.dos.gov.jo) and a 
list of key service sector exports 

tourism; architectural and engineering consultancy; legal 
services; teaching/education; audit and accountancy services; 
software engineers/computer technicians; contract research 
organizations (testing for pharmaceuticals); contracting 
services; land transportation; and management consultancy. 
(Note: The embassy previously passed to Department reftel 
list of Jordan\'s exports to Iraq for the past three years 

which may be a better gauge of immediate export potential. 
End note.) 


3. (sbu) Comment: Iraq is a natural trading partner for 
Jordan 

excellent regional track record in the export of certain 
services. Jordanian contractors are currently reliable 
supporters of U.S. government activities in Jordan. Jordan 
is also an FTA partner 

counter-terrorism program 

policies. To the extent that USG sourcing from Jordan was 
possible 

countries at a technical level 

develop normal commercial relations between the two countries 
and help the Iraqi private sector get back on its feet. It 
would also signal out continued commitment to Jordan\'s 
economic future. 


4. (sbu) Action Request: Embassy would appreciate 
Washington guidance regarding what possibilities exist for 
procurement from Jordan. What rules govern such procurement? 
How could we accommodate JordanVs request? 
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Bombing.\" The mood was boisterous 

down and swayed their signs to the beat of the music 

control. The rally started at 6:00 pm and ended promptly at 8:00 
pm 

paper 


3. As with other demonstrations we have seen (reftel) -- 
demonstrations in Vietnam are almost always organized by Communist 
Party mass organizations 

outlined Vietnam\'s oft-repeated anti-war policy. The event was 

filmed by the national television station and carried by the three 
newspapers with the largest readership in Vietnam (Saigon Giai 

Phong 


4. On March 18 

Committee of the province of Ba Ria-Vung Tau addressed to the 
governments of the U.S. and the U.K. The letter said that the 

people of Ba Ria-Vung Tau had suffered during the Vietnam War and 
empathized with the people of Iraq. The Committee had organized a 
meeting the day before and decided to send this letter advocating 

the same points raised in reftel 

the economic embargo against Iraq and more time for the UN weapons 
inspections team to ensure that Iraq complies with UNSCR 1441. 


5. Comment: This is not the first example of the Communist Party 
of Vietnam organizing a demonstration to show public support for 
its policy positions 

outpourings of peaceful concern. Nearly 70 percent of the 
population of Ho Chi Minh City is under 30 years-old 

students can easily be mobilized to attend these events through 
school networks and busing. In this case 

were in English 

Westerners in attendance. In a country where opportunities for 
public expression are extremely limited and orchestrated 

have been one occasion where GVN official policy actually 
reflected sentiments close to the studentsV own. 


YAMAUCHI 
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SPECIFICALLY OFFERED TO WORK WITH US ON THE BELARUS 
RESOLUTION. END SUMMARY. 


Column 3 


2. (C) POLOFF AND POLINTERN MET MARCH 17 WITH THE HOLY 

SEE\'S DIRECTOR FOR UN ISSUES 

REVIEW THE U.S. POSITIONS ON KEY UNHRC ISSUES AND SOLICIT 

VATICAN SUPPORT FOR OUR APPROACH. WHILE NOTING THAT THE HOLY 

SEE DOES NOT VOTE ON THE COMMISSION 

THE COMMISSION\'S WORK SERIOUSLY AND WILL ENGAGE ACTIVELY AT 

THE HRC 

PARTNERS 

GENERAL APPROACH AT THE 59TH UNHRC WOULD BE TO SEEK WHAT THEY 

REGARD AS \"CONSTRUCTIVE\" HRC RESOLUTIONS THAT OFFER COUNTRIES 

THE OPPORTUNITY TO \"GO STRAIGHT\" RATHER THAN SIMPLY 
CONFIDENTIAL 
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CONDEMNING AND PUNISHING THEM. BALESTRERO SAID THEY WOULD 
URGE THE HRC TO BE SENSITIVE TO SIGNALS FROM COUNTRIES TRYING 
TO DEVELOP 

STANDARDS. BALESTRERO STRESSED SEVERAL TIMES THE HOLY SEE\'S 
WISH THAT THE HRC NOT BECOME POLITICIZED -- A DISTINCT 
POSSIBILITY GIVEN THE COUNTRIES NOW SITTING ON THE 

COMMISSION. HE SPECIFICALLY NOTED THE LIBYAN CHAIRMANSHIP AS 
POTENTIALLY POLARIZING 

ENSURE CONSTRUCTIVE OUTCOMES. 


3. (C) TURNING TO AREAS FOR POTENTIAL U.S.-HOLY SEE 

COOPERATION AT THE HRC 

HOLY SEE HAD PROBLEMS WITH THE LANGUAGE OF BENING 5 

THAT WE SHOULD WORK TOGETHER TO INSERT MUTUALLY BENEFICIAL 

LANGUAGE ON REPRODUCTIVE HEALTH TO THE DRAFT TEXT. SECONDLY 

HE EXPLAINED THE HOLY SEE\'S DESIRE TO MONITOR CLOSELY THE 

RESOLUTION ON AIDS FOR LANGUAGE WHICH MIGHT CREATE PROBLEMS 

FOR BOTH OF US. READING FROM THE DRAFT AGENDA 

LISTED FOUR ADDITIONAL AREAS IN WHICH THE HOLY SEE AND USG 

COULD COOPERATE: RACISM; GLOBALIZATION AND HUMAN RIGHTS; 

RELIGIOUS INTOLERANCE AND MIGRATION. AS FOR COUNTRY 

RESOLUTIONS 

SEE DELEGATION WILL TAKE AN ACTIVE ROLE IN NEGOTIATING A 

RESOLUTION. THOUGH HE ADMITTED THE 2002 BELARUS LAW ON 

RELIGIONS IS NOT SPECIFICALLY A ROMAN CATHOLIC ISSUE 

HAVE IMPLICATIONS FOR THE CHURCH IN BELARUS. MOREOVER 

HOLY SEE IS COMMITTED TO PROMOTING RELIGIOUS FREEDOM 
CONFIDENTIAL 
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EVERYWHERE. PRESSED ON THE CUBA RESOLUTION 
HOLY SEE CONCERNS AT THE LACK OF PROGRESS ON HUMAN AND 
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RELIGIOUS FREEDOM IN CUBA 

WORKING ON THE RESOLUTION. HE URGED USDEL TO BE IN CONTACT 
WITH THE HOLY SEE\'S PERMANENT OBSERVER 

MARTIN 

AND DISCUSSION OF TEXTS OF RESOLUTIONS DURING THE SESSION. 


4. (C) BALESTRERO SIGNALED TO EMBOFF\'S THE HOLY SEE\'S 
CONTINUING CONCERN THAT THE U.S. WAS BACKING AWAY FROM ITS 
PREVIOUS STRONG SUPPORT OF THE DOHA DECLARATION ON TRIPS AND 
PUBLIC HEALTH. POLOFF EXPLAINED THE USG VIEW THAT AT DOHA 
AGREEMENTS WERE LIMITED TO CERTAIN COMMUNICABLE DISEASE 
EMERGENCIES IN CERTAIN COUNTRIES 

COUNTRIES NOW APPEARED TO WANT TO EXPAND THE DOHA AGREEMENT 
BEYOND THE AGREED FRAMEWORK. AS WE HAVE PREVIOUSLY CONVEYED 
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SUBJECT: HOLY SEE TO FOCUS ON HUMAN DIGNITY 
FREEDOM AT 59TH UNHRC 


TO THE HOLY SEE (REF B) 
UNILATERALLY DECLARED A MORATORIUM ON CERTAIN PATENT 
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ENFORCEMENT ACTIONS IN ORDER TO ENSURE IMMEDIATE ACCESS TO 

CRITICAL MEDICINES FOR THE POOREST COUNTRIES AND CONTINUED TO 

WORK TO ACHIEVE AN AGREED FRAMEWORK. BALESTRERO INDICATED 

THAT BISHOP MARTIN 

WILL ADDRESS THIS AND OTHER ECONOMIC DEVELOPMENT ISSUES 

CONTINUED TO BELIEVE THAT THE USG WAS BACKING AWAY FROM A 
CONFIDENTIAL 
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DOHA UNDERTAKING TO ENSHRINE THE TRIPS MORATORIUM IN THE WTO. 
THE HOLY SEE 

HUMAN RIGHT 

WTO FRAMEWORK 


5. (C) THE HOLY SEE CONTINUES TO REGARD THE RIGHT TO 
DEVELOPMENT AS A FUNDAMENTAL RIGHT 

EXPECTED TO SEEK TO PUSH THE ENVELOP ON THESE ISSUES FURTHER 
THAN WE WOULD LIKE TO SEE. BALESTRERO OBSERVED THAT THE U.S. 
APPEARS TO THE HOLY SEE AT TIMES AS FOCUSING TOO MUCH ON 
POLITICAL AND CIVIC RIGHTS AT THE EXPENSE OF SOCIAL AND 
ECONOMIC DEVELOPMENT RIGHTS. POLOFF REITERATED THE U.S. VIEW 
THAT ECONOMIC AND SOCIAL DEVELOPMENT COULD ONLY TAKE PLACE IN 
AN ENVIRONMENT WHERE POLITICAL RIGHTS WERE GUARANTEED AND 
THERE WAS RESPECT FOR THE RULE OF LAW. FURTHERMORE 

NOTED THAT DEVELOPMENT ISSUES WERE BEST ADDRESSED IN OTHER UN 
FORA. 


6. (C) INA BRIEF REVIEW OF THE HUMAN RIGHTS SITUATION IN 

IRAQ 

COUNTRY \"CATASTROPHIC 

SITUATION WILL BE SOLVED WITHOUT RESORTING TO VIOLENCE. HE 
WAS OPEN TO WORKING ON AN EVENTUAL RESOLUTION 

THAT THE SITUATION IS NOW SO FLUID THAT ALL COUNTRIES WILL 
HAVE TO BE FLEXIBLE. 


CONFIDENTIAL 


PAGE 03 VATICA 01124 02 OF 02 190648Z 
COMMENT 


7. (C) THE HOLY SEE IS CLEARLY A WILLING PARTNER ON MOST 
ISSUES FACING THE UNHRC. THOUGH WE DISAGREE WITH THEIR 
DESIRE TO ADDRESS ECONOMIC AND DEVELOPMENT RIGHTS IN THIS 
FORUM 

CLOSE AND COOPERATION IS POSSIBLE. BISHOP DIARMUID MARTIN 
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FORMER SECRETARY OF THE PONTIFICAL COUNCIL FOR JUSTICE AND 
PEACE (AND 1980\'S INTERNATIONAL VISITOR TO THE U.S.) 

A STRONG ADVOCATE FOR CORE HOLY SEE VIEWS IN THE 
SOCIAL/ECONOMIC REALM AND WILL UNDOUBTEDLY PUSH FOR THOSE 
ISSUES TO BE ADDRESSED AND \'CONSTRUCTIVELY\' RESOLVED AT THIS 
YEAR\'S COMMISSION. (THIS CABLE WAS DRAFTED BY POLITICAL 
SECTION INTERN MATT TAYLOR). 

NICHOLSON 
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empowered to receive and follow-up complaints regarding 
forced labor. He also rejected the idea of a pilot region 
where forced labor would be strictly prohibited and 
alternatives explored because 

mediator would play a central role in the pilot region. 


2. (SBU) Responding to COM\'s recommendation that the 
government\'s implementation committee against forced labor 
needed a representative from the army (the largest user of 
forced labor in the country) 

considered putting a representative from the military 
Inspector General\'s office on the Committee but decided a 
military intelligence officer with experience in 

international relations would be more appropriate. Minister 
Tin Winn said the Burmese government has adequate mechanisms 
in place for receiving and investigations of complaints of 
forced labor and adequate laws for prosecution when 
necessary. The Labor Minister emphasized that the GOB will 
continue to focus on public awareness campaigns to ensure 
that citizens understand that forced labor is not legal. He 
dismissed the COM\'s comments that most victims of forced 
labor remained fearful of reporting abuses. 


3. (SBU) Later the same day 

Perret-Nguyen told COM that 

the GB meeting in Geneva 

government's intransigence on even the minimal elements 
necessary for a meaningful plan of action. Ms. Perret-Nguyen 
said the GOB appears to have reached a critical juncture on 
the issue of forced labor; it does not know how to wean 

itself off of a dependency on forced labor yet it is 

unwilling to allow the ILO 

access to help solve the problem. She said that in a meeting 
on March 5th 

the two minimally required elements she was proposing to 


Column 3 

include in the action plan would satisfy the GB. When she 
responded that the GB would probably ask for more steps to be 
taken (but she would work together with the GOB to address 
these concerns) 

incentive for the GOB to accept these minimal elements if 
more requirements were to follow. Perret-Nguyen said that 
the Minister appeared to be in the difficult position of 
attempting to appease the ILO without allowing real changes 
(i.e. 

Shwe and other memebrs of the military leadership would 
reject. As it stands now 

government\'s plan and she expects that the GB will be quite 
critical of it. 

Martinez 
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CANNONS WITH ASSOCIATED MOUNTING 
SPARES AND AMMUNITION. 


2. AMEMBASSY COLOMBO STRONGLY SUPPORTS THIS SALE AND IN 
ACCORDANCE WITH SECTION 70003 OF THE SAMM 
INFORMATION IS SUBMITTED: 


A. SRI LANKA REQUIRES THE BUSHMASTER CANNONS TO UPGRADE ITS 
NAVY FAST ATTACK AND COASTAL PATROL CRAFT. SRI LANKA NAVY 
SHIPS OPERATING IN COASTAL WATERS ARE CURRENTLY OUTGUNNED BY 
THE LTTE. WITH THE EXCEPTION OF A SINGLE ANCIENT 40MM 

CANNON ON THE NAVY\'S INDIAN-MADE OFFSHORE PATROL VESSEL 
DECK GUNS ARE ALL 20-23MM. A US-DEPARTMENT OF DEFENSE 
ASSESSMENT OF THE SRI LANKAN MILITARY IN SEPTEMEBR 2002 
REPORTED THE WEAKNESS OF MARITIME SURVEILLANCE AND 
INTERDICTION CAPABILITY TO BE THE CENTER OF GRAVITY IN THE 

WAR AGAINST THE LTTE. ALARGER CALIBER DECK GUN FOR THE 

NAVY WAS THE ONLY LETHAL SYSTEM MENTIONED IN NEARLY FIVE 
HUNDRED PAGES OF THE DOD ASSESSMENTS. BUSHMASTER CANNONS 
WOULD GIVE THE NAVY A GREATER CAPABILITY TO FIGHT THE 

FASTER 

ADDITIONAL INCENTIVE TO THE LTTE TO MOVE TOWARDS PEACE AND 
AWAY FROM CONFLICT. 


B. SIMILAR THOUGH SMALLER CALIBER WEAPONS ARE ALREADY IN 
ΤΗΕ NAVY\'S INVENTORY 

FORCE STRUCTURE. THE INCREASE IN RANGE 

ACCURACY HOWEVER 

CAPABILITY TO DEFEND ITS COASTAL WATERS AGAINST THE LTTE SEA 
TIGERS. 


C. IT IS ANTICIPATED THAT SRI LANKA\'S NEIGHBORS WILL HAVE 
NO SIGNIFICANT OR NEGATIVE REACTION TO THIS SALE. INDIA HAS 
ASSISTED SRI LANKA AGAINST THE LTTE IN A NUMBER OF WAYS 
THE LEAST OF WHICH HAS BEEN MARITIME INTERDICTION. THE 
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INTRODUCTION OF A NAVAL WEAPON SYSTEM THAT MIGHT REDUCE 
INDIA\'S ASSISTANCE REQUIREMENTS WOULD LIKELY BE VIEWED 
POSITIVELY IN NEW DELHI. 


D. WITH PROPER TRAINING 

SHOULD HAVE NO TROUBLE OPERATING AND MAINTAINING THE 
BUSHMASTERS 

LEVEL. TRAINING AND SPARES ARE EXPECTED IN THE INITIAL 
PURCHASE 

TO FOCUS ON BUSHMASTER SYSTEMS MAINTENANCE. 


E. THIS SALE SHOULD BE FINANCED WITH COUNTRY FUNDS. THIS 
PROCUREMENT WAS NOT INCLUDED IN THE ANNUAL DEFENSE 
PROCUREMENT BUDGET FOR 2003 

VERIFIED THAT FUNDING WILL BE MADE AVAILABLE. SINCE THE 
PRIME MINISTER AND MINISTER OF DEFENSE HAVE DESIGNATED THIS 
PROCUREMENT A PRIORITY 

FOR THE PURCHASE WITHIN THE REQUIRED TIME. THE OVERALL 
ECONOMIC IMPACT TO THE SRI LANKAN ECONOMY IS INSIGNIFICANT. 


F. ALTHOUGH HUMAN RIGHTS CONSIDERATIONS CONTINUE TO BE A 
PRIORITY WITH AMEMBASSY COLOMBO 

RIGHTS GUARANTEES IS GOOD AND IMPROVING CONTINUOUSLY IN SRI 
LANKA. THIS CONSDIERATION SHOULD NOT AFFECT THE PROPOSED 
SALE. 


G. AMEMBASSY COLOMBO STRONGLY RECOMMENDS THE APPROVAL OF 
THIS PROPOSED SALE. 


3. POC FOR THIS ACTION IS LTC RICHARD S. GIRVEN 
DEFENSE ATTACHE 


WILLS 
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create more demand for you.\" These contradictory goals are 
evident in AK\'s pre- and immediate post-election programs 
including the \"Emergency Action Plan\" adopted in November. 
The AK government was going to increase social spending 
stimulate growth 

disinflation 

spelled out how. 


3. (SBU) In our early meetings with AK leaders 

that despite the pro-reform rhetoric 

economic policy was with those wanting the GOT to spend its 
way out of recession 

chairman for economics and now Minister of Industry) 
repeatedly told us. It was not enough for AK that exports 

and stock rebuilding in 2002 had resulted in over 6 percent 
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growth. Domestic demand 
supporters 

2003. 


4. (C) The rhetoric 

buttressed by the market friendly utterances of State 

Minister for the Treasury Ali Babacan (an MBA in marketing 
from Northwestern University) 

Chairman for media Murat Mercan (a public relations professor 
at Bilkent University). This rhetoric 

the first one-party government in 20 years would be able to 
implement the rhetoric 

market rally and raised hopes that Turkey could begin to move 
away from the financial precipice. 


5. (C) Although much of AKVs rhetoric has remained 
reform-minded 

office 

(nearly $3 billion in new spending) 

independent regulatory agencies 

critically-important public procurement law 

unwise tax amnesty law. Even in the area of privatization 
where AK\'s public statements have been very positive 
government has moved at a snail's pace. AK has stalled on 
IMF and World Bank conditions 

budget. Moreover 

Bank by failing to consult with them before announcing key 
actions 

of being \"unfair.\" As was clear in our bilateral 
negotiations 

an alternative - not a complement -- to sound policy. 


6. (C) The only time the Gul government showed serious 
interest in taking much-needed fiscal measures was when 
markets threatened. On January 7 

Treasury T-bill auction (a 45 percent roll-over rate) led 

Prime Minister Gul to call an emergency meeting and to 
announce significant new fiscal saving measures. Similarly 
after dithering with the IMF team for weeks in February 
government quickly accepted difficult new taxes and budget 
cuts March 2 

troop deployment (and the corollary U.S. financing package) 
threatened a market meltdown. IMF Mission Chief complained 
to us that 

only days in which the GOT worked seriously were March 2 and 
March 9 (after he informed the GOT he was returning to 
Washington with little progress to report.) 
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7. (C) The obvious question is why AK has failed to take the 
measures most outside observers believe are essential to 
avoid renewed crisis 

on the back of a big electoral win. Part of the answer lies 

in the demands of the many small entrepreneurs and 
shopkeepers in its constituency 

government support 

competition 

perception that AK politicians 

so long 

This would explain 

public procurement law. Another 

perception that further fiscal austerity measures would not 
help AK\'s chances in future elections (including Tayyip 
Erdogan\'s election March 9 

next year). Moreover 

macroeconomics 

-- they are blissfully unaware of the consequences of their 
poor policies (and in some cases believe the U.S. will bail 
Turkey out if necessary). A senior economic official 
confided to us that the Cabinet as a whole still views the 
economic program as something imposed on the government by 
the IMF. Finally 

by the prospect of a large U.S. financial assistance package 
and thus have failed to send the warning signals one normally 
would expect in the face of bad policies. 


8. (C) In some ways 

its predecessor 

reforms only under intense IMF and market pressure. One 
important difference 

-- while hardly full of economic wizards -- included Kemal 
Dervis 

leverage provided by the IMF to force through 
politically-unpalatable reforms. In contrast 

Minister for the Treasury 

through reforms. According to one international reporter 
Babacan has been mainly interested in enhancing his standing 
in the Party by demonstrating his toughness in negotiations 
with the IMF and the U.S. He is 

be the \"anti-Dervis.\" IMF Mission Chief said March 7 that 
Babacan had not even read the draft Letter of Intent that he 
supposedly is negotiating on behalf of his government. 
Others 

Babacan has advocated sound policies in Cabinet meetings 
has lacked the clout to push them through. 


9. (C) The rest of the economic team is no better than 
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Babacan 

the need to communicate to the markets. IMF Mission Chief 
(strictly protect) called the team \"totally incompetent\" and 

a \"hopeless bunch.\" Central Bank Governor Serdengecti (also 
strictly protect) said it was like having a bunch of 

small-town politicians run a government. Deputy Prime 
Minister Abdullatif Sener 

issues 

interest rates during his tenure as Finance Minister during 

the Erbakan government. He has been such an enigmatic figure 
in meetings with us and other foreign diplomats that none of 
us can say with any confidence that we know where he stands 
on any issue. Finance Minister Kemal Unakitan (a former tax 
inspector who became a consultant and reportedly has a 
pending tax fraud case) also appears to be in over his head. 
Central Bank Governor Sureyya Serdengecti told us recently 
that Unakitan dismissed the Banks highly-praised inflation 
expectation surveys 

people in a country of 67 million could be useful. IMF 

sources say Unakitan \"doesn\'t get it.\" State Minister for 
Trade Kemal Tuzmen is a bombastic self-promoter who sees 
Turkey\'s future in trade with lraq 

states and who has no apparent understanding of economics. 
European diplomats believe Industry Minister Ali Coskun 

has long advocated populist spending and was a strong 
proponent of the government\'s tax amnesty 

significant 

Erdogan. The opposition CHP 

failed to offer useful criticism or policy alternatives. 


10. (C) As Prime Minister 

good marks from economic bureaucrats 

understanding of the economic picture of anyone in the 
cabinet. However 

was not been able to provide steady economic leadership. 
Moreover 

Tayyip Erdogan 

hazelnut support prices 

measures. Per IMF sources 

U/S Oztrak) agreed to some key budgetary and regulatory steps 
during Ali Babacan\'s absence 

Erdogan 

(Gul subsequently announced these same measures 

on March 3 

troop deployment.) 


11. (C) The case for optimism rests not with the new 
Erdogan government 
policies of the Gul government. Rather it is with the 
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continuation of certain structural reforms already enacted 
(e.g. 

sector exposure to foreign exchange risk) 

senior economic bureaucrats (particularly Central Bank 
Governor Serdengecti and Treasury U/S Oztrak) 

prospect that -- with the U.S. economic package off the table 
-- markets will begin to deliver a clear message on the need 
for sound policy. 

PEARSON 


6497 
6498 


REF: A. STATE 70678 


B. STATE 70649 
C. ZAGREB 615 


CLASSIFIED BY: CLASSIFIED BY NICHOLAS HILL 
FOR REASONS: 1.5 (B) AND (D). 


1. (C) DCM DELIVERED MARCH 18 REFTEL DEMARCHES TO MARIO 

NOBILO 
DCM EXPLAINED THE U.S. DECISION NOT TO SEEK ANOTHER UNSC 
RESOLUTION AND URGED THAT THE GOC NOT SUPPORT HOLDING AN UNGA 
EMERGENCY SESSION ON IRAQ NOR USE THE COMMISSION ON HUMAN 
RIGHTS FOR DISCUSSING THE CURRENT SITUATION CONCERNING IRAQ. 
NOBILO SAID HE UNDERSTOOD OUR POSITION 
WOULD BE \"CAUTIOUS\" ABOUT USING THESE VENUES 
AGREED THAT THE UNCHR WOULD NOT BE AN APPROPRIATE FORUM. 
CROATIA DID NOT WANT TO SEE FURTHER HARM TO THE UN. 


2. (C) IN DISCUSSING REFTELS 

DISAPPOINTMENT THAT THE U.S. HAD DECIDED TO WORK \"OUTSIDE\" 
THE SECURITY COUNCIL CONTEXT. HE SAID HE HOPED A WAR WOULD 

BE SHORT AND THAT LOSS OF LIFE WOULD BE MINIMIZED. HE SAID 

THE GOC WAS VERY CONCERNED THAT A CONFLICT WOULD CONTRIBUTE 
TO A SPREAD OF TERRORISM. THE ASSISTANT MINISTER ADDED THAT 

HE HOPED CROATIA WOULD BE A \"PARTNER\" IN POST CONFLICT 
INSTITUTION BUILDING. 


3. (C) THE DCM UNDERSCORED DISAPPOINTMENT WITH PRESS 
REPORTS EARLIER ON MARCH 18 INDICATING THAT 

THAT HIS MARCH 18-19 TRIP TO LONDON HAD BEEN CANCELLED 
MINISTER RACAN HAD SAID TO THE PRESS THAT CROATIA AND THE UK 
OBVIOUSLY WERE \"NOT ON THE SAME SIDE\" (REF C). FURTHERMORE 
THE PM HOPED THE U.S. WOULD \"UNDERSTAND\" THE GOC\'S POSITION. 
THE DCM SAID THAT 

GOC POSITION; WE WERE VERY DISAPPOINTED THAT CROATIA HAD 
FAILED TO JOIN THE COALITION TO DISARM IRAQ. MOREOVER 

HOPED THAT PM RACAN DID NOT MEAN TO SUGGEST THAT CROATIA AND 
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THE UK WERE NOT ON THE SAME SIDE VIS-A-VIS THE IRAQ REGIME. 


4. (C) NOBILO RESPONDED THAT HE HAD NOT SEEN TRANSCRIPTS OF 
EXACTLY WHAT THE PRIME MINISTER SAID. THE KEY PROBLEM FOR 
RACAN WAS THAT ALL THE FOCUS OF A LONDON VISIT WOULD HAVE 
BEEN ON IRAQ 
INDEED 
\"ENTIRE DISCUSSION\" WOULD HAVE BEEN OVER IRAQ. (WE LEARNED 
SEPARATELY FROM UK SOURCES THAT THE IRAQ SITUATION MEANT THE 
BRITISH COULD NOT GUARANTEE RACAN A MEETING WITH PM BLAIR.) 
ROSSIN 
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\"no war 

English). One student presented one poster subsequently to 
RSO 

own experiences with war. According to some in the crowd 
the demonstrators were all students at Ngo Si Lien School. 


2. (U) Within a few minutes of the beginning of the 
demonstration 

on the scene and moved the protesters to the sidewalk across 
the street from the Embassy. They did not otherwise try to 
break up the demonstration and instead stood facing them 
and helping to direct traffic. Crowds of onlookers quickly 
outnumbered the students but did not join in the chanting. 

A few passers-by on motorcycle raised their fists when they 
saw the demonstrators 


3. (U) One older man 

students and apparently drunk or on drugs 

shirt 

and the ground. Police restrained him and eventually took 
him into custody. 


4. (U) The student protesters remained on the scene for 
about one hour. As far as Embassy knows 

or taken into custody. Several photographers 

and videocam 

coverage on the evening television news March 19 and in 
newspapers on March 20. 


5. (U) Comment: Unlike the well-staged \"mass\" rallies and 
demonstrations (ref) 

slightly more spontaneous (even if still orchestrated by 
school teachers and authorities) than the norm for Vietnam. 
We expect the number and intensity of these protests to grow 
as military action against Iraq grows more imminent and 

after the offset of any hostilities. We continue to expect 
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that Vietnamese security officials will keep these 
demonstrations well under control 
BURGHARDT 
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pregnant or with young children 

disturbing peace and tranquility.\" The announcement was 
provided to the local press but 

ascertained 

made similar releases of pregnant women and women with 
children over the past year at the request of Special 
Rapporteur for Human Rights Sergio Pinheiro. With Pinheiro 
arriving in Rangoon on March 19 

release was motivated by his visit 

made the connection explicit. 


3. (C) According to NLD CEC members 

members among those released. One of the NLD prisoners is 
elderly and another has epilepsy 

the organization was pleased to have them out of prison. 

That said 

first NLD prisoners released since last November and that 
there are many other elderly and sick NLD prisoners still in 
prison. NLD Secretary U Lwin also stated that the identities 

of the 115 prisoners the regime claims to have released in 
November have never been clarified. 


Pamphlets Attack ASSK and Authorities Harass NLD Members 


4. (C) The NLD CEC members said that the distribution of 
defamatory pamphlets against Aung San Suu Kyi continues at 
many locations throughout the country. The NLD leaders found 
it implausible that the regime cannot identify those 

distributing the pamphlets when it closely monitors all 

citizens\' activities 

distribution of written materials. 


5. (C) The NLD leaders said that 

also been an increase in repression against NLD members at 
locations throughout the country. They cited the following 
examples: a) authorities discouraged NLD members from working 
at the NLD office in Kawthaung 

Burma; b) an NLD Member of Parliament elect in southern Shan 
State was told by local authorities to resign from a position 

he held at a local monastery; and c) authorities in Bago 
questioned and harassed the landlord of the NLD office there. 
NLD Chairman U Aung Shwe argued that while local officials 
took these actions against NLD members 

done at the direction of central authorities. U Aung Shwe 

noted in particular that in some of the locations where 
harassment is occurring relations between the NLD and local 


Column 3 
authorities have traditionally been good. 


Ex-members and USDA Hold Anti-NLD Rally in Mandalay 


6. (C) The NLD CEC members said recent press reports 
regarding an anti-NLD rally in Mandalay on March 9 were true. 
Two ex-NLD members organized the rally with support from 
Union Solidarity and Development Association (USDA) members. 
The rally denouncing the NLD was held in Kanaung Hall 

is owned by Minister of Industry-1 Aung Thaung; a former a 
Military Intelligence officer and current USDA official. 


7.(C) Comment: The release of the 45 prisoners 

the 3 NLD members 

Rapporteur Pinheiro\'s visit this week. Pinheiro will almost 
certainly urge the regime to release the political prisoners 

as soon as possible 

Whether these urgings will have any more impact than they 
have in the recent past remains to be seen 

view of the NLD\'s allegations of increased regime harassment. 
End Comment. 
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project had been sanctioned 

Greece had signed the Intergovernmental Agreement for the 
Interconnector Turkey-Greece (ITG). Berki and Akil asked for 
Ambassador Mann 

Bank on applicability of the negative pledge clause to TPAO 
(reftel) and with Greece on the ITG. 


3. (C) Berki said the World Bank 

which prohibits TPAO from pledging its potential future 
revenues in order to secure financing 

problem for the GOT. She said the World Bank had not yet 
responded to the GOT 

but indications were that the waiver would be denied. Berki 
said the GOT would appreciate Amb. Mann\'s support with the 
World Bank on this issue. Amb. Mann responded that he could 
not provide the formal USG position on a TPAO waiver without 
further discussing the issue in Washington; however 

look into all the available options for TPAO with an eye 

toward finding a positive way forward. Mann also encouraged 
the Ministry of Energy to send an expert team to Washington 
to discuss TPAO 


Caspian Gas to Europe and the ITG 


Column 3 


4. (C) On the Interconnector Turkey-Greece 

requested that Ambassador Mann intervene directly with the 
Greeks (DEPA) to 1) urge them to conclude the sales purchase 
agreement with BOTAS as soon as possible; and 2) urge more 
flexibility on price. Akil noted that BOTAS was willing to 

make concessions by not charging a transit tariff 

could not charge less than what it was paying for Shah Deniz 

-- its cheapest -- gas. He added that what Gazprom was 
currently charging DEPA was not a \"real price 

designed by Russia to undercut the East-West Energy Corridor. 
Russia 

Western lines into Europe was another concrete sign of its 
policy to undercut Caspian gas. Akil said the GOT was trying 
to urge Greece to \"think strategically\" about its gas policy. 


5. (C) Ambassador Mann responded that he understood both the 
Greek and Turkish positions on this issue -- Greece 

Gazprom contracts were indeed cheaper than what BOTAS was 
offering 

the Shah Deniz price. He emphasized that there must be a 
sharing of incentives and risks. Amb. Mann added that he 

could be more effective on this issue if he were better 

informed about gas pricing policies in Turkey. Berki agreed 

to try to send a BOTAS representative to Washington to 

discuss these policies with Mann as soon as possible. 


6. (C) BOTAS General Manager Bildaci 

with Ambassador Mann 

view 

help was getting DEPA to commit to taking 2-3 bcm of gas 
annually through the ITG 

the 1/2 bcm to which DEPA was currently committed to taking 
(reftel). Bildaci emphasized to econoff that the volume 
issue was more important than price. Bildaci added that the 
Russians 

currently exporting to Turkey through the two Russia West 
pipelines to the Blue Stream pipeline; that way 

Russia could use the West pipelines to increase its exports 
to Europe. 


7. (C) In a separate meeting 

Affairs Alev Kilic asked for Ambassador Mann 

\"next steps\" for exporting Caspian gas through Turkey to 
Europe via the Balkans route. Kilic emphasized the GOT 
desire that the U.S. 

Greece 

concretely into their gas transportation network. Akil noted 
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that the Greek Development Minister Aksi Tsohatzopoulos 

could be helpful on this issue 

TURKIOG Oil and Gas Congress in Istanbul April 3-4. He said 
the MFA had also formally invited Ambassador Mann to speak at 
this conference 

for a U.S.-Turkey-Greece discussion of next steps. 


BTC: Financing and BOTAS 


8. (C) In all of his meetings 

to the Prime Minister Anmet Davutoglu 

Advisor Volkan Ediger 

Deputy U/S Nermin Berki 

for successful implementation of the BTC contract in Turkey. 
Mann asked each of his interlocutors for their help in 
ensuring that BOTAS had sufficient authority to meet its 
obligations under the BTC turnkey contract. Davutoglu told 
Amb. Mann that he had discussed the \"BOTAS problem\" with 
Energy Minister Guler 

would raise the issue again with the Minister 

his best to fix the problem. 


9. (C) Berki and Akil told Mann that Bildaci had presented a 
comprehensive explanation of the problem at a recent lunch 
with Foreign Minister Yakis and Energy Minister Guler. Berki 
said Guler is committed to resolving this issue as soon as 
possible. Ambassador Kilic also gave his reassurances that 
the GOT was working on a resolution of this issue. 


10. (C) Kilic and Akil both thanked Amb. Mann for his 
assistance in facilitating the recent 
Turkish-Azeri-Georgian-BP visit to Washington to discuss 
financing. Both said there were still concerns about the 

delay in finalizing the financing deal. Ambassador Mann said 
he felt confident that the financing arrangements were in 
good shape. The IFC had told President Aliyev it would make 
a final decision on financing by September 

that date would stick. 


Meetings with Advisors and Parliamentarians 


11. (C) In a meeting with Chief Advisor to the Prime Minister 
Ahmet Davutoglu 
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Volkan Ediger and AK party parliamentarians 

reviewed U.S. energy policy in the Caspian 

U.S.-Turkish cooperation had been and would continue to be 
key to the success of this policy. Davutoglu began a 

spirited discussion of Iraq. Ambassador Mann strongly 
reaffirmed the need to work positively within the U.N. to 

deal with the threat proposed by the Iraqi regime. 


Comment 


12. (C) Ambassador Mann 

getting the GOT to focus on BOTAS implementation of the BTC 
contract in Turkey. Mann 

anticipated his raising the issue 

that they were aware of the problem and were working to fix 

it. We note the MFA pressed hard to make progress on the 
Balkan export route 

next steps. End comment. 
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indicate \"the creation of a new god who demands that all 
other nations must worship him and subscribe to his 
policies....\" 


Under the headline V^ The hour has come!\ the ides of Bush 
the DAILY MIRROR (independent English daily 

circulation) wrote on 3/19: \"Not only in the war against 

Iraq 

and its allies that take the major decisions instead of the 

UN Security Council.... Since the fall of the Soviet 

Empire ... the US and its allies 

transnational corporations 

controlling or manipulating virtually the whole world 

through economic means. Now they are coming out openly and 
imposing world domination by force of arms. ... what is 
happening is virtually the creation of a new god who 
demands that all other nations must worship him and 
subscribe to his policies.... Any country that does not 

bow in worship before this new god or beast cannot survive. 
They will be denied access to proper health 

jobs and economic facilities if they do not carry the card 

or the number of the new god or beast....V' 


2. Opposition Sinhala daily finds it V'difficult to 
understand Bush\'s real objective 


Under \"After twelve midnight 
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(opposition Sinhala daily 

commented: \"It is very difficult to understand Bush\'s real 
objective.... Perhaps he wants genuinely to destroy WMDs 
in Iraq or perhaps he wants an American pawn in charge of 
Iraq in order to control access to oil. Perhaps he holds a 
personal grudge.... These goals can be realized only by 
disarming Iraq." 


3. Independent Tamil daily says neither Bush nor Saddam is 
listening to the international community. 


Under \"Threat of War\" the VIRAKESARI (independent Tamil 
daily 

\"People in their hundreds of thousands have shown their 
opposition by taking part in demonstrations and rallies. 
However 

of the international community and Iraq is also ready to 

face the war. War can start at any moment.\" 
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Mission has reviewed Department\'s points re Iraqi intel 
officers 

is warranted. In other news 

embassy in Baghdad. As requested 

security forces to guard Mission homes. The Maldives 
appears quiet. There has been a spike in media coverage 
re Iraq and some anti-U.S. rallies are planned 

reaction to the situation remains muted. END SUMMARY. 


2. (C) RE UNGA INVOLVEMENT: Mission deployed 

Ref C points re heading off any UNGA involvement re Iraq 
with the Sri Lankan and Maldivian governments on 

March 18. In a conversation with Prime Minister 
Wickremesinghe that day 

concerns that UNGA or CHR involvement regarding the 
developing situation would not be useful. The PM said 

he agreed. He said he had spoken with Sri Lankan UN 
Permrep Mahendran earlier in the day and there had been 
no mention of a possible UNGA session. He would 
however 

attempt to convoke UNGA. (Note: Mission has not yet 
received any reaction to Ref C points from the Maldivian 
government.) 


3. (C) POSSIBLE GSL STATEMENT: Noting President BushVs 
March 17 speech 

minister to consider seriously having his government 

issue a statement re the lraq situation. The Ambassador 
emphasized that a statement preferably backing or at 
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least not criticizing the U.S. stance and underscoring 
Iraqvs complete failure to accede to UNSC resolutions re 
disarmament would be helpful. The PM replied that he 
would look into having the GSL issue a \"constructive 
moderate\" statement soon. 


4. (S) IRAQI INTEL OFFICERS: Mission has reviewed 
latest points re Iraqi intelligence officers contained 

in Ref A 

time is warranted. Per earlier interactions with the 

GSL on this issue (see Ref D 

convinced that the government is seized with this matter 
and that another formal demarche would not be useful. 
In our day-to-day contacts with the GSL 

continue to urge it to remain fully vigilant and to 
reconsider its decision not to expel Iraqi officials. 


5. (U) GSL CLOSES BAGHDAD EMBASSY: The Sri Lankan MFA 
has confirmed local press reports that Ambassador M.M. 

Amanul Farook and his staff closed the Sri Lankan 

embassy and departed Baghdad earlier this week for 

Amman. 


6. (C) SECURITY FORCES PROTECT MISSION HOMES: Per 
Ambassador\'s recent meeting with Interior Minister 
Amaratunga (Ref E) 

soldiers and police in front of the homes of Mission\'s 

Amcit employees. 


7. (C) ANTI-U.S. RALLIES: An anti-U.S. Iraq policy 
rally and march is scheduled to take place after Muslim 
prayers this Friday 

Front Against USAVs Invasion of Iraq\" rally is being 
sponsored by several Muslim groups 

Opposition PeopleVs Alliance party 

left Janantha Vimukthi Peramuna (JVP). As with other 
rallies of a similar nature 

people will probably take part. (Note: The JVP -- which 
has taken an anti-U.S. tack re Iraq -- has hundreds of 
loyal cadre 

Mission has also received unconfirmed reports that 
smaller rallies are planned for other cities in Sri 

Lanka. 


8. (C) MEDIA COVERAGE: In light of President Bush\'s 
speech and the rush of other events 

bit of a spike of late in media coverage re the Iraq 
situation. March 19 coverage of the Iraq story has 

taken various forms: local reporting 

stories 

as noted in Para 9 -- three local op-ed pieces. 
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Selected articles of particular interest in the March 19 
press included: 


- ISLAND (opposition English daily 

circulation) put an announcement of a 3/21 anti-American 
rally on the front page. Inside 

Company was reported to have said \"No fuel worry in 
event of Iraq war 

under headlines like \"Tense wait on the launch pad for 
battle.\" The ISLAND also reproduced two anti-war op-ed 
pieces from UK newspapers. 


- DAILY MIRROR (independent English daily 
circulation) ran a local story 

Baghdad 

piece 

service pieces included \"Powell: 45 nations back US in 
coalition against Iraq" and \"France lashes out at US 
Spain 


- DAILY NEWS (government-owned English daily 

wide circulation) led its front page with Reuters 
coverage under the headline V'Clock ticks towards war in 
the Gulf" and scattered other Reuters pieces in its 
inside pages 

play no role in Iraq war.\" 


- DIVAINA (opposition Sinhala daily 

circulation) published this story above-the-banner: 
\"Saddam go - says Bush!" and No 

Iraqi minister." Other headlines included V'American and 
British troops: 270 


- Coverage in THINAKKURAL (independent Tamil daily 
island-wide circulation) consisted of two stories culled 
from Reuters. They appeared under the headlines V'Bush 
ultimatum for Iraqi president and sons to leave the 
country ...\" and VInternational opposition to American 
action. V 


- THINAKARAN (government-owned Tamil daily 
circulation) relied on a wire service piece 

placed under \"Bush gives 48 hours ultimatum to Saddam 
and sons.\" 


9. (U) As we have noted in previous media reaction 
reports 

consistently critical of USG Iraq policy. In the days 
since the Presidents speech 

softened. Op-ed items included: 
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- Under the headline V^ The hour has come the ides of 
Bush 

of the Soviet Empire...the US and its allies have been 
running 

the whole world through economic means. Now they are 
coming out openly and imposing world domination by force 
of arms.\" 


- Under \"After twelve midnight 

DIVAINA said: \"It is very difficult to understand 

Bush\'s real objective.... Perhaps he wants genuinely to 
destroy WMDs in Iraq or perhaps he wants an American 
pawn in charge of Iraq in order to control access to 

oil. Perhaps he holds a personal grudge...\" 


- VIRAKESARI (independent Tamil daily 

circulation) editorialized on 3/19: \"People in their 
hundreds of thousands have shown their opposition by 
taking part in demonstrations and rallies. However 
U.S. is not listening to the collective voice of the 
international community...\" 


10. (U) MALDIVES: The Maldives appears quiet. The 
government has not issued any public statements re the 
developing situation of late 

aware. Mission has also not heard of any rallies or 
demonstrations regarding lraq. The government- 
controlled website Haveeru.com is regularly posting AFP 
wire service reports on the situation 

commentary. 


11. (C) COMMENT: Despite the spike in press coverage 
local reaction to the Iraq situation remains quite 

muted. As previously reported 

wholly focused on the peace process with the Tamil 
Tigers 

held in Japan (see Septel update). This process is so 
complicated and tense that it is understandably 
difficult for Sri Lankans to look much beyond it. That 
said 

might emerge that would almost certainly include wider 
interest in the situation and possibly herald larger 
anti-U.S. rallies. In the meantime 

that the government -- as evidenced by its quick action 
in deploying security forces to homes -- seems 
committed to protecting U.S. citizens and interests 
fully. END COMMENT. 


12. (U) Minimize considered. 
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NEWSPAPER IN THE UNITED ARAB EMIRATES 

IIP\'S VIRAQVS VOICES FOR FREEDOM" IN A 1300-WORD ARTICLE 
PUBLISHED FRIDAY 

DEMOCRACY TO SHAPE FUTURE\" WITH SUBTITLE: \"EXILES WANT A FREE AND 
INDEPENDENT STATE; SEE (THEIR) COUNTRY AS THE JAPAN OF MIDDLE 
EAST.\" AUTHOR SHAZIA MALIK DIRECTLY QUOTED THE IRAQI EXILES 
FEATURED IN \"IRAQ\'S VOICES FOR FREEDOM\" AND ATTRIBUTED IRC ABU 
DHABI FOR THE INFORMATION. MS. MALIK SUBSEQUENTLY CONTACTED IRC 
STAFF FOR FURTHER INFORMATION ON THE COSTS OF REBUILDING 
AFGHANISTAN. 
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this issue 

Jeevan Thiagarajah 

Humanitarian Agencies 

LTTE-controlled Tamil Rehabilitation Organization be 
allowed to attend the April 14 conference.) 


4. (C) Moragoda also told the Ambassador that the 
delegations in Hakone were currently discussing possible 
means of implementing development assistance. Along 
those lines 

planned to oppose the North/East Rehabilitation Fund 
(NERF) as a means of coordinating aid going into LTTE- 
controlled areas. The Ambassador noted to Moragoda that 
although the USG would not work through the NERF 
would not oppose NERF''s use by other donors. The 
Ambassador added that the USG would find a way to keep 
the NERF informed of its bilateral assistance efforts. 


5. (C) (((Note: On a separate issue 

to the Ambassador that Balasingham had mentioned to him 
recent press reports that the U.S. planned to provide 

the GSL an old U.S. Coast Guard cutter. Balasingham did 
not complain about the reported procurement 

to want Moragoda to know that the LTTE had noticed the 
reports. Based on Balasingham\'s reaction 

the Ambassador that the LTTE was signaling message 
received.\" End Note.))) 


6. (C) Local observers were encouraged that the talks 
seem to be going relatively well despite the recent 
tensions sparked by the March 10 incident. Kethesh 
Loganathan of the Center for Policy Alternatives 
well-regarded local think tank 

pleasantly surprised that the Tigers seemed to want the 
talks to be constructive in nature. Like other 
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observers 

talks simply to hit out at the GSL over the March 10 

incident and on other issues. He also characterized as 
\"amazingly positive\" Balasingham\'s reported comments to 
the press that the LTTE would \"never walk out of the 

peace process.\" 


7. (C) In the meantime 

another incident off the northeast coast on March 17 

but it has been resolved. According to GSL reports 

navy ships spotted a LTTE craft off the coast of 
Trincomalee on March 17 and asked the boat to stop 

it would not. After firing warning shots 

stop and the three LTTE cadre on board surrendered. The 
navy took the men on shore 

Apparently 

related equipment was found on the boat 

navy wonders whether the LTTE cadre dumped cargo during 
the chase. The Norwegian-run Sri Lanka Monitoring 
Mission is looking into what transpired 

that the incident does not seem to have led to any 
increase in tension between the two sides. 


8. (C) COMMENT: Because of the March 10 incident 
there had been widespread concerns that the Hakone talks 
would be contentious. Based on what we are hearing 
however 

than-expected start. Moreover 

trying his level best to give off good vibrations in his 
interactions with the press. In our estimation 

it is still early 

this round of talks work out in a positive fashion. If 

the Tigers continue to behave 

government 

anti-peace process elements of late. END COMMENT. 


9. (U) Minimize considered. 
WILLS 
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falls on Friday 

is the most important holiday for Kurds 

since the 1990s has become increasingly linked to 
Kurdish political aspirations. Our contacts in 

the region predict large public celebrations will 

take place. While our contacts in both the 

Kurdish community and the GOT emphasize they want 
the celebrations to remain peaceful and lawful 

the imminence of war in Iraq could spark trouble. 
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2. (SBU) DEHAP officials in Adana have applied 
to the provincial governor and security director 
for permission to hold Newroz celebrations. As 
of yesterday 

says it is in control of its rank-and-file and 

has warned against responding to \"provocations\". 
They expect a crowd of up to 100 

Adana for a celebration to be held at a large 
vacant lot off a main thoroughfare in Adana. 
(Note: Last year\'s Newroz celebration in Adana 
drew approximately 50 

The Security Directorate for Adana told us he did 
not anticipate any violence. 


3. (SBU) Similarly 

expecting a response from GOT provincial 
officials to a request to hold Newroz festivities 
there. Timing is important 

to the law 

hours in advance. Last year 

celebrated by more than 300 

fairground some 15-km outside Diyarbakir on the 
way to Elazig. This year 

use open land in the Huzurevleri neighborhood of 
Diyarbakir municipality. 


4. (SBU) Newroz could not be coming at a more 
sensitive time 

Kurdish and GOT interlocutors are pledging a non- 
confrontational approach. That said 

potential is there for things to spin out of 

control. It should be recalled that the Newroz 
holiday - celebrated by Kurds everywhere - is not 
only a spring festival but also part of the 

Kurdish peopleVs foundation mythology 
celebrating a successful rebellion against an 
ancient evil tyrant named Dahhak. 

HOLTZ 
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to us to get through the auctions. The markets completely 
lack confidence in these people. They can\'t get things done 
and they don\'t react properly." But Kurtul also added that 
news of progress with the IMF would be welcome and would 
begin to help restore some market confidence. 


3. (SBU) Kocbank acting CEO Kemal Kaya was somewhat less 
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pessimistic 

T-bill exposure. He noted that the Turkish banks (again 
his) can continue to comfortably fund T-bill purchases 
through borrowing in the overnight lira markets at current 
rates (overnight rates are 44 percent). While this creates a 
serious maturity mismatch 

the Central Bank is forced to raise its overnight lending 
rates 

continue to lose money thus downgrading the amount of 
overnight exposure the banks can afford (overnights use 
T-bills as collateral.) 


Some Public Statements Interpreted as 
Giving Hope for New U.S. Package 


4. (U) The main news item at OOB March 19 was not positive 
for those hoping for a U.S. financial package. It was the 
press statement of GOT spokesman (and Justice Minister) Cemil 
Cicek following the late March 18 Cabinet meeting. Cicek 

told the press around midnight that the Government had 
decided to submit a new parliamentary resolution on March 19 
which could be approved by parliament the same day. But he 
said the new resolution would seek authorizations for two 
elements: U.S. overflight rights; Turkish troop deployment 
abroad. (Comment: Markets expect U.S. troop authorization 
but not overflight rights 

Cicek explained the resolution in part as follows: 


-- \"The U.S. Government requested that Turkey only open air 
corridors for the transit of U.S. airplanes. At this stage 

that\'s all they wanted from us. Hence 

these two aspects in the resolution. In the negotiations 
mutually agreed in principle on the presence of Turkish 

troops in Northern Iraq." 


5. (U) Later in morning Turkish TV newcasters and market 
analysts focused on one sentence in the Secretary\'s March 18 
press interview: \"Now we\'l wait to see what the Turkish 
Government is able to do and what the parliament is able to 
do and then we can respond to whatVs on the table or not." 
This was interpreted as giving renewed hope that some U.S. 
package was still available. As chief analyst for Bender 
Securities (the largest stock brokerage for foreign 

investors) told us 

not lost.\" 
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6. (U) Finally 

after noon local time that supported the hopeful 

interpretation in the markets. Babacan was walking into a 
meeting with FM Gul when journalists asked him why he had 
announced on March 18 that the full U.S. package including a 
bridge loan was still available. Babacan replied: \"The full 
package would have been valid in the case of full military 
cooperation with the U.S. But developments are changing very 
rapidly. Depending on developments 

package (from the U.S.)\" 
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commentaries focus on the killing of U.S. peace 
activist 

bulldozer. 


Editorial Commentary 
-- VWar it is\" 


Center-left 

(03/18) editorializes: \"Washington and London have 
justified their political and military attack on Iraq 

by claiming that the Iraqi regime has violated the 

will of the international community. When Iraq did 
the bidding of the international community and the 
international community rejected war 

retracted their claims and instead talked about the 
post-war era 

the best interest of Iraq and the world. It is as if 

this region is destined to suffer from “double 
standards\' 

standards\' that Washington brought forth.. War it is 
then 

anger 


-- \"So the war may pass\" 


Columnist Ibrahim Absi writes on the op-ed page of 
center-left 

(03/18): \"After losing hope of realizing a new 
Security Council resolution that would unleash his 
killing in Iraq 

playing the Palestinian card 

portray his administration 

with preparations for war 

resolving the Palestinian cause and establishing a 


Column 3 

Palestinian state. It is a not so innocent attempt on 
his part to combine war and peace on one level 

Arab level 

quiet while lraq is being slaughtered in return for 
establishing the promised Palestinian state. This is 
not the first time that the Palestinian card was 

played by the Americans to hide their shortcomings.\" 


-- VA crazy moment" 


Chief Editor Taher Udwan writes on the back-page of 
independent 

(03/18): \"The people of this region and the world 
view Bush\'s war as an inescapable plague. The ironic 
issue here is that the American President wants to 
make "the implementation of Security Council 
resolutionsY on Iraq the moral and ethical basis for 

his imminent war. Bush\'s war may achieve its military 
purpose. However 

be a colonialist war 

of arrogant force against law and international 
legitimacy. This is going to make ‘the American 
occupation\ and not ‘the American globalizationV the 
state that marks the relationship between the Arab and 
Muslim people and America. And this is a state of 
conflict.\" 

GNEHM 
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pro-government daily \"The Daily Mirror\" used its March 19 
editorial to accuse the United States and Britain of 
usurping United Nations authority over the Iraq crisis. 
V.the U.N. system will never be the same again after the 
U.S.A. and Britain openly disregarded not only the majority 
of the U.N. Security Council members 
those people who demonstrated against war in their millions 
all over the world 


2. \"...The past one month has clearly shown the world 
how the power of the U.N. has been eroded. . . It 
is sad that 
and weapons destruction 
led by Hans Blix were not given a chance to complete 
their work. There was so much hope that Blix and 
his team were going to accomplish the disarmament of 
Iraq without a single shot being fired. Now 
appears as if the United States President was using 
the U.N. inspectors to point out whatever weapons 
Iraq possesses 
American forces to invade Iraq with minimum 
resistance. It is now clear that the U.S. President 
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was never really serious about U.N. diplomacy. It 
is also ironic that in his war speech 
U.N. to continue with its work and provide 
humanitarian assistance to Iraq. True 
agencies will not stand by and leave Iraqis to die 
after the expected bombardment by American and 
British forces. But the U.N. system will never be 
the same again after the U.S.A. and Britain openly 
disregarded not only the majority of the U.N. 
Security Council members 
those people who demonstrated against war in their 
millions all over the world. . . .\" 


SULLIVAN 
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government-controlled daily \"The Herald" used its March 19 
editorial to accuse the United States of stirring up the 
current socioeconomic and political turbulence in Zimbabwe. 
Excerpts: 


2. V...As if to give credence to claims by the white 
Commonwealth 
situation in Zimbabwe was deteriorating 
gone on an orgy of violence and terror against its 
perceived enemies. Two innocent lives have been 
lost so far at the hands of the MDC in the battle 
for the Kuwadzana constituency. While the MDC is 
petrol-bombing its opponents 
deliberately running over innocent pedestrians and 
firing weapons indiscriminately like lawless 
hoodlums. . .the American Government is 
other hand 
renewed onslaught on Zimbabwe. By targeting 
sanctions on the Zimbabwean government as part of 
measures to remove the ruling ZANU PF from power 
the United States has effectively provided cover to 
the opposition to carry on with its wanton killing 
beatings and torture of innocent Zimbabweans. 


V. ..As if to cheer the MDC on 

started running an illegal radio station this week 

to support dissent in Zimbabwe. The pirate radio 
station was also meant to give impetus to 
yesterday\'s mass action... The United States also 
announced the renewal of a so-called executive order 
by President George W. Bush renewing sanctions and a 
freeze on alleged assets owned by President Mugabe 
and 76 other ZANU PF officials. The U.S. freeze has 
been in place for more than a year but the Americans 
know full well that there are no such assets in 
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their country. The sanctions are 
destroy the Zimbabwean economy and instead blame it 
on the ZANU PF government. Working with the British 
and a few other European Union countries 
has managed to squeeze the Zimbabwean economy 
shutting its normal offshore loans 
investments 
currency that have led to scarcity in fuel and other 
essential imports. . . .\" 


SULLIVAN 
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EDITORIALIZED ON 3/19: 


V... DURING THIS CRUCIAL TIME 

INTERNATIONAL SYSTEM INITIATED SIXTY YEARS AGO AFTER WORLD WAR 
| 

FOR A WAR ON IRAQ 

WOULD LIKE TO IMPOSE ON THE WORLD. WHAT IS GOING TO FACE IRAQ 
DURING THIS WAR WILL BE THE VIDEALY MODEL THAT WILL BE IMPOSED ON 
ALL OPPONENTS 

AMERICAN POLICIES ...\" 


5. COMMENTING ON PRESIDENT BUSH\'S ULTIMATUM FOR WAR IN HIS 
ADDRESS TO THE AMERICAN PEOPLE 
\"AKHBAR AL ARAB\" EDITORIALIZED ON 3/19: 


V... SACRIFICING FOR THE SAKE OF YOUR COUNTRY IS NOT ALWAYS BY 
GOING INTO BATTLES AND BECOMING A MARTYR 

REALIZED THROUGH SIMPLE SACRIFICES 

DOWN FROM THE PRESIDENCY. ISNYT THIS A SACRIFICE A PRESIDENT CAN 
OFFER IN RETURN FOR AVERTING UNIMAGINABLE SUFFERINGS AND 
UNBELIEVABLE CONSEQUENCES FROM HIS OWN FELLOW CITIZENS? HE CAN 
SPARE HIS PEOPLE A DEAR PRICE ...\" 


6. COMMENTING ON A RECENT DEBATE BETWEEN PRIME MINISTER TONY 
BLAIR AND A NUMBER OF BRITISH WOMEN 
EDITORIALIZED IN VGULF NEWSV ON 3/18: 


V... IT WAS A SERIOUS AND CONSTRUCTIVE DEBATE 

AS WE ARE USED TO IN MANY OF THE SO-CALLED ARAB \'DEBATES\ ... | 
ADMIT THAT MY ADMIRATION FOR THIS GREAT PEOPLE DOUBLED ... BUT | 
ALSO HAVE TO ADMIT THAT | WAS OVERWHELMED WITH DISAPPOINTMENT 
WHEN | REMEMBERED THE SITUATION OF DEMOCRACY IN THE ARAB WORLD. 
WHEN | COMPARED THE INDIFFERENT AND BITTER ARAB STATUS TO THAT 
DEBATE 
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7. INAN EDITORIAL ENTITLED \'NOTING HUMANE QUESTIONS IN AN 
INHUMANE TIME 


V... WHY DID THE PEACE ACTIVIST RACHEL CORRIE LEAVE HER COUNTRY 
AND COME TO PALESTINE TO TAKE A HUMAN STAND WITH THE PEOPLE OF 
PALESTINE 

SHARON? WHY ARE OTHER PEOPLE LEAVING IRAQ 

OTHER COUNTRIES IN THE REGION 

FIRE OF THOUSANDS OF MISSILES AND BOMBS 

ALL BOMBS 

QUESTIONS IN AN INHUMAN TIME.\" 


8. COMMENTING ON THE NOW-CLOSED DIPLOMATIC DOORS TO ANY SOLUTION 
OF THE CRISIS IN IRAQ 
ITTIHAD\" EDITORIALIZED ON 3/18: 


V... WILL SADDAM DO IT? WILL HE BE CONCERNED ABOUT THE INTERESTS 
OF HIS PEOPLE AND NOT HIS OWN? WILL HE LISTEN TO THE VOICES OF 
WISDOM AND REASON IN ORDER TO SAVE HIS PEOPLE WHO HAVE BEEN 
SUFFERING FOR YEARS NOW 

COULD BE AVOIDED? WILL SADDAM 

YEARS 

THE HOPE THEY HAVE BEEN AWAITING SO LONG?" 


9. COMMENTING ON THE DEATH OF AMERICAN PEACE ACTIVIST RACHEL 
CORRIE 
EDITORIALIZED ON 3/18: 


V... RACHEL IS UNIQUE. SHE CARRIED OUT A MISSION FILLED WITH 

NOBLE MEANING TO PALESTINIANS 

FATHERS 

BE OFFICIALLY HONORED. SHE DESERVES TO BE REMEMBERED BY THE ARAB 
LEAGUE BECAUSE SHE IS REALLY IN THE HEARTS OF ALL ARABS AS A MOST 
NOBLE AND HONEST EMISSARY (FOR PEACE).\" 
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CONCEIVED TO PROVIDE MINORITY FAITHS TREATMENT EQUAL TO THAT 
ENJOYED BY THE CATHOLIC CHURCH. (ITALY PROVIDES FINANCIAL 
SUPPORT TO THE CATHOLIC CHURCH 

COMPENSATION FOR EXPROPRIATED PROPERTY 

LATERAN ACCORDS RESOLVING THE DIPLOMATIC AND LEGAL 
RELATIONSHIP BETWEEN THE CHURCH AND STATE FOLLOWING CREATION 
OF THE ITALIAN REPUBLIC). THE ACCORDS PROVIDE MODEST 
FINANCIAL BENEFITS AND HELP SMOOTH ADMINISTRATIVE DEALINGS 
WITH THE OFTEN LABYRINTHINE ITALIAN BUREAUCRACIES BY 
NORMALIZING SUCH MATTERS AS A FAITHYS REPRESENTATION IN 
PUBLIC INSTITUTIONS SUCH AS PRISONS AND HOSPITALS AND ITS 
LEGAL CHARACTER WITH RESPECT TO PROPERTY. SINCE THE 


Column 3 

PROVISIONS INCEPTION 

AGREEMENTS; TWO OTHERS AWAIT PARLIAMENTARY RATIFICATION. AN 
ACCORD IS NOT REQUIRED FOR FAITHS TO WORSHIP IN ITALY. 

INDEED 

FREELY IN OVER 200 MOSQUES AND PRAYER CENTERS. 


4. (SBU) WITHIN THE SPACE OF THREE WEEKS 
UNCLASSIFIED 
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PERA FOUND PUBLIC PLATFORMS TO ADVOCATE RAPID CONCLUSION OF 
AN ACCORD WITH THE ISLAMIC FAITH. THEIR MOTIVE IS A FAIRLY 

CLEAR 

BEEN RATTLED BY THE PERIODIC DISCOVERY OF RADICAL ISLAMIST 
TERRORIST CELLS. COUPLED WITH PERCEPTIONS OF RAPIDLY 
ESCALATING IMMIGRATION 

THESE TERROR PLOTS HAVE LEFT COMMENTATORS 

MANY CITIZENS ALARMED OVER THE DEVELOPMENT OF PARALLEL MINI- 
SOCIETIES THAT SHARE FEW OF ITALYYS COMMONLY ACCEPTED NORMS 
AND VALUES. WHILE PLEASED WITH THE DISRUPTION AND ARREST OF 
SUSPECTED ISLAMIC TERRORIST GROUPS IN ITALY 

REPORTEDLY VIEWS THOSE RESULTS AS SYMPTOMATIC OF A WORRYING 
UNDERLYING PHENOMENON. IN WHAT APPEARS TO HAVE BEEN 
UNCOORDINATED INITIATIVES 

PUSH A POSITIVE ALTERNATIVE TO THE REACTIONARY FEARMONGERING 
ESPOUSED BY THE NORTHERN LEAGUE AND CULTURAL TRADITIONALISTS 
OPPOSED TO A MORE MULTICULTURAL ITALY. 


5. (U) DECLARING HIS SUPPORT FOR THE DEVELOPMENT OF AN 
VITALIAN ISLAM COMPATIBLE WITH OUR LAWS AND VALUES 
JANUARY 21 ANNOUNCED HE WAS READY TO SIT DOWN WITH THE 
LEADERS OF MODERATE ISLAM IN ITALY TO CONCLUDE A FORMAL 
ACCORD. MEANWHILE 

WITH ALL NECESSARY FIRMNESS. \"THE MOSQUES MUST NOT BE 
SOURCES OF POLITICAL PROPAGANDA OR 

TERRORIST FINANCING 

SENATE PRESIDENT PERA ECHOED PISANU\'S BROAD CALL 

THAT IT WAS TIME FOR AN ACCORD - PROVIDED ITALYYS MUSLIMS 
RESPECTED RECIPROCALLY ITALIAN SOCIETY. 


6. (SBU) THE REMARKS REFLECT INTER ALIA PISANU\'S STRATEGY OF 
UNCLASSIFIED 
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ENCOURAGING THE ASCENDANCY WITHIN ITALIAN MUSLIM COMMUNITIES 
OF A TOLERANT 

ITALIAN LAW AND SOCIETAL NORMS. PISANU HAS SAID HE WOULD 

LIKE TO DEVELOP RELATIONSHIPS WITH A SMALL GROUP OF 
REPRESENTATIVES OF THE FAITH WHO COULD HELP THE GOVERNMENT 
UNDERSTAND THEIR COMMUNITIES 

ALIA 
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PROVED SUCCESSFUL 
COUNTERPART TO ESTABLISH A FRAMEWORK INTESA. 


7. (SBU) IF PISANU\'S REMARKS ARE INDICATIVE OF A NEW PUSH ΒΥ 
THE BERLUSCONI GOVERNMENT TO CONCLUDE AN ACCORD WITH ITALIAN 
MUSLIMS 

PRINCIPAL OBSTACLE TO AN AGREEMENT HASN\T BEEN THE LACK OF A 
GOVERNMENT COMMITMENT; INTERIOR MINISTRY CONTACTS TELL US 
THEY\VE HAD A DRAFT ACCORD READY FOR MONTHS. RATHER 

THE ABSENCE OF A REPRESENTATIVE GROUP WITH WHOM MINISTRY 
OFFICIALS CAN NEGOTIATE. ISLAM IN ITALY IS 

PHRASE FROM PISANU 

ASSOCIATIONS 

CENTERS. MANY OF THESE GROUPS CLAIM TO REPRESENT THE BULK 
OF THEIR CORELIGIONISTS AND 

GOVERNMENTS NATURAL INTERLOCUTOR. 


8. (SBU) THIS MOSAIC OF ASSOCIATIONS 
UNCLASSIFIED 
UNCLASSIFIED PTQ0622 
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CULTURES AND PHILOSOPHIES 
MAIN ELEMENTS OF A FORMAL ACCORD. RATHER THAN TRY TO SORT 
OUT THEIR DIFFERENCES 

UNCLASSIFIED 
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CONTENT TO SUGGEST THAT THE GOVERNMENT CONCLUDE MULTIPLE 
ACCORDS WITH THE VARIOUS GROUPS (BEGINNING FIRST WITH THEIR 
OWN 

THEIR RESPECTIVE CLAIM TO REPRESENT THE BULK OF ITALYVS 
MUSLIMS IN THE EVENT THE GOVERNMENT HOLDS TO ITS CURRENT 
POLICY OF NEGOTIATING A SINGLE AGREEMENT. 


9. (SBU) COMMENT: PISANU\'S AND PERA\'S SPEECHES ULTIMATELY 

MAY AMOUNT ONLY TO RHETORICAL OUTREACH. EVEN THE CONCLUSION 
OF AN INTESE WOULD HAVE MORE SYMBOLIC THAN PRACTICAL IMPACT 
BUT THIS MODEST OUTCOME WOULD STILL REPRESENT AN IMPROVEMENT 
IN THE WARY RELATIONSHIP BETWEEN ITALIANS AND THE MAJORITY 

OF MUSLIM IMMIGRANTS. THEIR REMARKS UNDERSCORE THE 
GOVERNMENT\'S POSITION THAT ITALYVS \"MUSLIM ARCHIPELAGO\" IS 
POPULATED PRIMARILY BY REASONABLE PEOPLE WORTHY OF RESPECT 
AND DIALOGUE. THAT MESSAGE PROVIDES AN IMPORTANT 
COUNTERWEIGHT TO THE ALARMIST 

NORTHERN LEAGUE AND OTHERS FEARFUL OF THE EROSION OF 
\"TRADITIONAL\" ITALIAN SOCIETY THAT 

TO DOMINATE PUBLIC DISCOURSE ON THE SUBJECT. 


SEMBLER 
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an unforeseen problem.\" He recalled that the legitimacy 
and constitutionality of the Commission were challenged 
when the Commission opened its first investigation against 
a Member of the National Assembly. The Commission 
encountered numerous obstacles after this investigation was 
launched. The National Assembly accused the Commissioners 
of being pawns of the Executive Branch and called them to 
account for all of the Commission\'s funds and presented 
other distractions. Justice Akanbi stated that most 
investigations against National Assembly Members were 
requested by other Assembly Members who presented 
documentary evidence to the Commission. 


3. (U) Akanbi contended that the ICPC was not ignoring 


Column 3 

corruption in the Executive Branch. According to Akanbi 
investigations have been initiated against at least two 
mid-level officials in the Executive. He challenged the 
Senate to send evidence against any Minister 
commence an immediate investigation upon receipt of 
credible evidence. 


4. (SBU) The Independent Corrupt Practices and Other 
Offenses Commission (ICPC) Act 2000 was a key weapon in 
President ObasanjoYs avowed crusade against corruption in 
Nigeria. Although heavily debated 

supported by both houses of the legislature and currently 
enjoys wide public support. There were credible reports 

that numerous lawmakers accepted payments to secure their 
support for the passage of the Anti-Corruption Bill. This 

rates as one of the greatest ironies of this lackluster 
legislative session. Despite these original difficulties 

the ICPC steadily began to show progress. However 

opened investigations into House Speaker Na Abba and Senate 
President Anyim 

Assembly leadership. The Assembly leadership again 
suspected the Commission of doing the bidding of the 
Executive. (At that time 

impeachment threat) Consequently 

proposed an amendment to the ICPC legislation that would 
reduce Executive Branch control over the Commission. While 
the case against Speaker Na Abba seems to have been placed 
on the backburner 

active thus the Senate has taken the lead in proposing the 
amendmert. 


5. (U) There are provisions in the amended bill to grant 
immunity to Members of the Legislature 

leave office. Several interest groups including the 

National Labor Congress 

student associations have publicly opposed the new 
amendment contending that it would weaken the ICPC and 
undermine the national effort against corruption. 


6. (U) Akanbi has publicly threatened to resign if the 

current amendment becomes law. A key change in the 
proposed amendment allows the Chief Justice of the 
Federation to appoint a serving judge as head of the 
Commission 

Senate. This would remove Akanbi 

his position as Chairman. Justice Akanbi stated that he 

did not question the integrity of the Chief Justice and no 
problem being removed as Chair of the Commission. However 
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he said 

corruption efforts and seeks to subjugate the Commission\" 
and he would not serve if the law were passed. 


7. (U) Justice Akanbi said that he \"aims to set a solid 
foundation\" for the Commission. The Commission staff of 23 
prosecutors 

security service 

39 individuals. Among others 

investigation. Akanbi listed UNDP 

addition to INL among its supporters and stated that the 
Commission could use more staff and vehicles. 


8. (U) After Justice Akanbi again thanked the Ambassador 
for US support 

level of support from various interest groups 

that four members of the House have gone to court against 
the amendment 

day.\" The Ambassador added 

made ineffective for the narrow interest of some 

legislators to protect themselves 

US can continue to 

support the ICPC.\" 
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of hostilities 

open. He said that he has worked with a number of 
humanitarian agencies to coordinate arrangements for use of 
the airport for humanitarian purposes. 


2. (SBU) RJ officials told us the airline had canceled its 
Thursday and Friday UN-approved charter flights to Baghdad. 
Otherwise 

for as long as possible and as long as insurance is 
available. This includes RJVs direct service to JFK 
Chicago 

impossible 

shuttle flights to Amman. Nowar added that a number of 
Iraqis 

GOJ policy 

unscheduled RJ flight today 

GNEHM 
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immediately. In response to our demarche on 
funding for WFP Iraq activities 
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noted that the WFP had not raised this issue and 
that the UAE in any case will likely continue to 
deliver its humanitarian aid 

through the UAE Red Crescent Authority which still 
has a good presence on the ground in Iraq and 
enjoys good working relationships with the Iraqi 
Red Crescent. Polchief urged Al-Nuaimi to keep us 
briefed on their assistance efforts so that we 

could better coordinate and deconflict provision of 
needed assistance. 


WAHBA 
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to Iraq. 


-- Stainless steel heat exchangers (Ref B): Mengu noted that 
there is a very reputable Turkish construction firm called 
Atilla Dogan 

identified in Ref B. After checking with Customs 

reported that the company had made no shipments to Iraq. 


-- Meteorological balloons (Ref C): Mengu phoned Yavuz 
Engineering and Industry during the meeting and contacted 
Turkish Customs about the export. Yavuz denied any shipment 
of these items to any customer. Customs reported no record 
of any shipments by this company to Iraq. 


-- Atropine autoinjectors (Ref D): Mengu confirmed what MFA 
told us as reported in Ref B. The Turkish firm has not 
shipped any autoinjectors to Iraq since August 2002 
company was in fact doing very little business of any kind 

due to tight health-care budgets in Turkey. 


Econoff will follow-up to determine whether there is any 
record of shipments for these companies/items to Jordan or 
Syria. 


5. (S) Action Request: Both MFA and Foreign Trade asked us 
for further information on Vetal Veterinary Vaccine Company. 
Our interlocutors were concerned that the company\'s name 
might be insufficient for locating the Turkish side of the 
transaction. Post requests that the Department provide 
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further identifying details 
Veterinary Vaccine Company. End Action Request. 
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should go now" and that the \"Iraqi people have suffered 
enough.\" 


3 

comments at the government-sponsored demonstration held on 
March 15. Islah party leader Sheikh al-Ahmar and Islah party 
Shura Council Chairman and leader of the fundamentalist 
faction Sheikh al-Zindani were both quoted in press reports 
as calling for jinad against Americans should a war begin 
against Iraq. P/E DepChief said that comments like that put 
Americans and the Embassy in danger and were crossing the 
line. Qahtan said he had written a column negating those 
comments that was not published. He offered to apologize on 
behalf of the party 

factions. (Comment: Zindani leads the fundamentalist 
faction 

said that President Saleh had co-opted al-Zindani starting 
with his forced participation on the Code of Conduct 
committee (ref) 

al-Zindani\'s comments on the government for allowing and 
perhaps encouraging them. He did not address Sheikh 
al-Ahmar\'s comments. 


4. (C) Post learned from the United Nations Security Chief 

in Sanaa that the March 15 demonstration had to be dispersed 
by gunfire in the air by security forces after some unruly 
youths tried to climb a police truck with a machine gun 
mounted upon it. This information was not confirmed by the 
RSO with the Ministry of Interior. The MOI said the 

dispersal by gunfire was to stop stone throwers from getting 
out of hand. No one was injured or killed. 


5. (C) Qahtan said that he hears rumors constantly about a 
possible postponement of the April 27 elections if an Iraq 
war starts 

indicated that he hoped there would not be any delay. P/E 
DepChief said that we encourage the elections to go forward. 


6. (C) Qahtan said election preparations are continuing 
between the Joint Meeting Parties (JMP) and within Islah. 
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Approximately 65 constituencies are already agreed between 
Yemeni Socialist Party (YSP) and Islah in terms of which 
party\'s candidate runs in which constituency. These are 
primarily in Aden 

constituencies of the regions already discussed remain 
unresolved. Discussions are ongoing 

characterizes them as constructive. He did not give an exact 
number of seats where YSP women are running for the JMP 
said there were several. 


7. (C) Post will continue to monitor demonstrations closely 
and disseminate information on their scope and location to 

the American community to ensure their safety. It is 

doubtful that the comments made by certain Islah party 
members regarding jihad or containing other inflammatory 
language will end. The Islah party in particular will try to 

use the Iraq war and U.S.-Yemeni counterterrorism cooperation 
to discredit the governing General People\'s Congress (GPC) in 
the election campaign. End Comment 

HULL 
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Relatively Little Violence 


3. (C) There were reports of violence the evening of March 
18 in the high-density suburbs of Kuwadzana 

and Chitungwiza 

of youths (in Kuwadzana) and beatings administered by police 
(in Dzivaresekwa and Chitungwiza). We heard unconfirmed 
reports of isolated incidents of stoning of cars and 

intimidation of those trying to get to work the morning of 
March 19. 


Sympathy from security services? 


4. (C) Adrive by emboffs through downtown Harare and 
several high-density suburbs (Tafara 

and Kuwadzana) revealed virtually no overt police presence. 
We understand from some sources that police concentrated 
their attention today on the high-density areas of Glenview 
Budiriro 

number of flights over Harare 

visible underneath. MDC advisor Mudzingwa told us he was 
encouraged by two specific incidents on March 18 which he 
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interpreted as sympathy for the MDC efforts by security force 
elements. In the first instance 

burning of a bus in Chitungwiza was instigated by police. 
The police officers apparently approached a group of MDC 
youths 

Zimbabwe 

bus. Although wary at first 

bus 

motionlessly. Then 

18 

another bus or to subsequently detain them. 


Comment 


5. (C) The two-day stayaway was a major success for the 
MDC 

support and paralyze Zimbabwe\'s economy. The party 
leadership decided against prolonging the stayaway out of 
concern for the effort\'s sustainability beyond the announced 
two days. We think this was a correct decision 

if the party was uncertain about the prospects for success 
as the MDC can now declare victory and deploy a useful 
bargaining chip in its efforts to forge a sustainable 

resolution of Zimbabwe\'s political crisis. The opposition 
party must now find a way to build constructively on the 
political momentum of the last two days 

the urban population to move from passive resistance to more 
activist 
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done quickly 
us.\" 


3. (C) We agree completely with Muasher that whatever UNSC 
action is needed to resume the O-F-F program be done as 
quickly as possible -- both to ensure the health of Jordan\'s 
banking system 

humanitarian supplies to lraqvs civilian populations. 
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enter lraq even if Saddam leaves\". Major stories 
focus on developments related to the war on Iraq 
including the Iraqi PresidentVs rejection of the U.S. 
ultimatum. 


Editorial Commentary 
-- \"War against the United Nations\" 


Daily columnist Rakan Majali writes on the back page 
of center-left 

(03/19): \"Some analysts make the point that the major 
effect of the war will be to put an end to the old 

world order that has prevailed since the second world 
war and that brought forth the United Nations and also 
achieved a status of international equalization 
particularly between the two superpowers 

States and the Soviet Union.. The U.S. invasion of 
Iraq will 

Nations 

organization has exhausted its purposes and the world 
order that existed since the second world war needs to 
be replaced by a new world order 

been declared by the United States following the 
collapse of the Soviet Union. What the United States 
seeks to do today is to move from the declaration 
phase to the implementation phase of this new world 
order 

namely the presence of a single superpower that 
controls the world\'s capabilities.\" 


-- VA quiet discussion about the option of stepping 
down\" 


Daily columnist Bater Wardam writes on the op-ed page 
of center-left 

(03/19): \"The American-British camp is ready to 

launch war and there are no positive indications of 

any move towards finding a solution that protects the 
Iraqi people from the American aggression any other 
movement. Bush\'s ultimatum to the Iraqi President and 
his family to leave or face war is nothing but a 

political maneuver to attempt to put the ball in the 

Iraqi court and hold the Iraqi President responsible 

for starting the war.. The Iraqi President will not 

leave and there is nothing in his history or his 

mentality that would suggest that. Moreover 

countries reject this idea because it opens the door 

to chaos in international relations. Washington would 
start building up its forces around every country 
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whose policies it does not approve of and then require 
changing the regime by the threat of power. This 
would be utter nonsense.\" 


-- VThe imminent Iraqi attack\" 


Daily columnist Fahd Fanek writes on the back page of 
semi-official 

(03/19): \"The world has not witnessed such a blatant 
aggression since the days of the Moguls. In the name 
of eliminating alleged weapons of mass destruction 
America is going to use weapons of mass destruction; 
and on the pretext of implementing Security Council 
resolutions 

which does not want war. And on the pretext of 
protecting IraqWs neighbors 

same neighbors if they fail to provide facilities for 

the aggression; and under the pretext of saving the 
Iraqi people 

cities in the first few hours of the war. The 

president of the most democratic country in the world 
allowed himself to deliver a fiery speech asking the 
president of another sovereign country to abandon his 
country within 48 hours. How can this happen in the 
twenty-first century? Why has America become a 
country that undermines international law 

world public opinion 

without provocation? U.S. President Bush\'s address 
will go down in history along with speeches by Hitler 
Stalin and all other dictators who love war and 
understand nothing but the language of force 
invasions and destruction.\" 


-- \"The war is not the end\" 

Daily columnist Tarek Masarweh writes on the back page 
of semi-official 

(03/19): \"In his address 

Iraqi President to leave his country within 48 hours 

in order to avoid war and is asking the Iraqi army not 
to fight. The American President is asking the Iraqis 
to open up their cities and villages to the American 
occupation army. Is there any worse contempt 

only for the Iraqis 

world? To think that a people might welcome an 
occupation may apply in a different country 

cannot happen in a country that fought for eight 
years 

all forms of American operations.. The declaration of 
war is not the end to the Iraqi issue. It is just the 
beginning. V" 
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4. (U) Begin Press Guidance: The local office of the Ministry 

of Foreign Affairs in Ho Chi Minh City has confirmed that Dr. 
Nguyen Dan Que is currently under detention in Ho Chi Minh City. 
The Consulate General has advised the Ministry of its strong 
interest in the case and asked for additional information on the 
specific circumstances of this prominent democracy activistVs 
detention. The Consulate General is unable to speculate on the 
reasons for his detention at this time. 


5. (U) Begin background: Dr. Que 

best-known political dissident. He was taken to the local police 
station from his home at 8:00 p.m. Tuesday evening 
transferred to the Municipal Jail the following day. While in 
detention 

seized. His current legal status is not clear. 


6. (U) Background continued: Dr. Que is 60 years old. He was 
imprisoned from 1978 to 1988 

any crime. In 1990 

being convicted of attempting to overthrow the government (for 
writing and disseminating pro-democracy materials). He was 
sentenced to 20 years imprisonment to be followed by 5 years house 
arrest. He was released in a September 1998 amnesty (the first 
prisoner amnesty that saw the release of significant numbers of 
political prisoners). 


7. (U) Background continued: Since his release 

faced varying degrees of harassment 

and monitoring of his activities and communications. His Internet 
and telephone access is regularly restricted. Dr. Que suffers 
from a bleeding ulcer and an unspecified kidney ailment 

which require medication. 
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AK 

form a parliamentary group and mount a vocal alternative for 
core AK supporters in Turkey\'s increasingly charged political 
environment. How Saadet approaches Turkey\'s problematic 
relations with its own Kurdish citizens will be a key to 
success or failure. End summary. 
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2. (C) Erbakan 

(National View) Movement 

court ban from formal politics (February 1998-2003). This 
resulted from what Turks call the military\'s \"post-modern\" 
coup dVetat against his Refah Party-led government in 1997 
and Refah\'s subsequent court-mandated closure. Even so 
Erbakan quietly continued to exert de facto control over both 
the now-banned Fazilet Party and 


3. (C) Oguzhan Asilturk 

to us March 12 that Erbakan is preparing officially to join 
Saadet March 21 

conference in May. Nevertheless 

clear. First 

State\" -- principally the military -- will try to keep 

Erbakan under tight control. Second 

convicted and banned for spreading religious hatred (Penal 
Code Art. 312) but never served his sentence 

complicates his situation. Diyarbakir State Security Court 
No. 1 has denied Erbakan\'s petition to expunge his criminal 
record in the wake of constitutional amendments 
decriminalizing some of the provisions under which he was 
banned -- a step that Erdogan must complete in order to 
reassert fully his political rights. In its holding 

published March 19 

technicalities that Erbakan is ineligible to return until 

Jan. 3 2004. Most observers expect Erbakan eventually will 
win on appeal. 


4. (C) Many Turkish pundits wrote off Saadet and its greying 
leadership as the younger 

Party -- which emerged after Fazilet\'s banning as a breakaway 
faction eager to replace Erbakan at the top of the Islamist 
movement 

their share of the sizeable income stream that Erbakan 
benefits from -- headed for a big win in the November 2002 
national elections. More recently 

has intensified ideological and personality strains within 

the AK parliamentary group. With the AK government\'s March 1 
failure to pass a parliamentary resolution authorizing 
deployment of U.S. troops through Turkey (ref A) -- and with 
nearly 100 AK M.P.s voting against the government -- those 
internecine conflicts have become even more visible. 
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According to several sources 

Erbakan to his sympathizers in the AK group played a role in 
the resolution\'s defeat. 


5. (C) Saadet seeks to exploit AK\'s divisions by having 
Erbakan articulate his time-tested message 

appeal explicitly to the more radical Islamic sentiments in 

the AK group by declaring that a U.S.-led war against Iraq is 
merely the latest Western imperialist \"Crusade\" in the lands 
of Islam; and (2) implicitly suggest that those in AK who 
support the USG 

facto religious apostates -- a serious charge among the 
religiously-inclined. Some Erdogan supporters -- notably 
Korkut Ozal 

crown from Erbakan in the 1970s -- have downplayed to us 
Erbakan\'s return and his political prospects. Nevertheless 
they admit that the Hoca is by far Erdogan\'s superior both as 
a pragmatic tactician and in knowledge of how the Kemalist 
State works -- and that he thus \"can cause problems\" for AK. 
As one senior columnist asserted to us Mar. 19 

been in AKVs place the troop deployment issue would have been 
handled far more smoothly. These AK guys are like political 
adolescents" compared to Erbakan. 


-- The overwhelming majority of AK M.P.s cut their political 
teeth in Erbakan\'s movement 

refer unapologetically to their past affiliation with the 
National View 

former leader even though for tactical political reasons they 
have gravitated to Erdogan. 


-- After the March 1 debacle 

Cuneyt Ulsever confided to us that Erdogan is fearful of 
being outmaneuvered by Saadet on the Islamist flank. AK M.P. 
Emin Sirin 

Affairs Committee and formerly Fazilet\'s public relations 
adviser 

might switch to Saadet 

parliamentary group. \"Sabah\" trumpeted AKVs \"Fear of 
Erbakan\" in its March 16 headlines 

Foreign Minister Yasar YakisV assertion that 15-20 AK M.P.s 
could resign from the party in the event the AK government 
submits another troop deployment resolution. Ulsever and 
others privately put the potential figure in the 40-plus 

range and even higher. 


-- Asilturk told us March 12 that parties including the right 
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of center True Path (DYP) of Mehmet Agar 

Parliament 

M.P.s. Saadet 

advance work 

home. His Saadet colleagues were even more assertive in 
meetings with us March 14. They claimed erstwhile AKers will 
flock to Saadet \"once the bombs start dropping.\" 


6. (C) Given the emphasis on war and Turkish fears of a 
possible independent Kurdish state in N. Iraq 

handles Turkey\'s own Kurdish problem will be key to whether 
Erbakan can reemerge as a strong political force. Islamists 
have long criticized the Kemalist State for its \"racist\" 

policies (ref B) toward the Kurds. In a bid to win Kurdish 
votes 

cultural and regional rights 

passages celebrating God-created differences among men and to 
what they boast was Ottoman-era political \"decentralization.\" 
At the same time 

of nationalist ideologies 

an \"Islamic\" political identity. As a result 

Turk-dominated Saadet 

predecessors 

state as both a physical and ideological manifestation of 
Western imperialism -- and thereby defines the limit of its 
rapprochement with radical Kurdish nationalist elements. 


-- Erbakan\'s ideological focus on the \"ummet\" -- community of 
the Islamic faithful-- as opposed to ethnic nationalism has 

long appealed to Kurds and others who have yet to come to 
terms with Ataturk\'s secularist \"Turkish\" revolution. 

According to Abdurrahman Anik 

Bingol and now an AK M.P. 

still evident among religious elements throughout the Kurdish 
southeast. 


-- While many Kurdish activists criticize Erbakan for failing 
to follow through on his commitments to the Kurds 
privately express their ideological preference for Erbakan 
over the more \"Turkish nationalist\" Erdogan. 


7. (C) Erdogan apparently is aware of this image and is 


Column 3 

taking steps to improve his position among Kurds and thus to 
head off Saadet\'s efforts to hive off M.P.s. Two former 
Refah Kurds -- long-time contacts with impeccable Kurdish 
nationalist and Islamic credentials -- have separately told 

us that Erdogan has directly called them to solicit their 

views on the situation in Turkey\'s predominantly Kurdish 
Southeast and the impending conflict in Iraq. One of these 
sources 

speculated to us that Erdogan is also interested in using 
well-connected Turkish Kurds as Refah had -- as 
intermediaries to Barzani and others. (Note: In the March 18 
edition of pro-AK \"Yeni Safak 

calls on Erdogan to push a package of pro-Kurdish reforms to 
end-run \"international power centers\" trying to play the 
\"lraq card against Turkey.\" End note.) 


-- The pro-Barzani Kurd noted that many of the AK members who 
voted against the Government\'s March 1 troop deployment 
resolution were Kurds worried that a war in Iraq would bring 

the Turkish State down on their heads -- echoing points made 

to us separately by Kurdish Saadet officials on March 14 (ref 

B). Nevertheless 

knowing that Erdogan is their best chance politically. 


-- The source also asserted that prior to the special March 9 
elections in Siirt province that brought Erdogan to 
Parliament 

just-banned) HADEP for support against the opposition CHP 
which resulted in Erdogan getting votes in Kurdish 
nationalist villages he otherwise would have had to write 

off. In return 

of access to his lawyers; and (2) to prepare for a post-lraq 
war wide-ranging amnesty for PKK fighters still hiding in the 
mountains. (Note: As reported in ref C 

boycotted the Siirt election; as reported ref D 

HADEP admitted to us privately their preference for AK over 
CHP regarding Kurdish issues; ref. E notes the break in 
Ocalan\'s isolation. Saadet and HADEP had briefly but 
seriously considered entering a de facto alliance for the 
November 2002 election. End note.) 


8. (C) Saadet is clearly enjoying AK\'s discomfort and appears 
energized and hopeful that 
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and one stint as P.M. 

Turkey\'s fractious political system. With talk of yet 

another parliamentary resolution in the air 

Erbakan to do everything he can to promote squabbling in the 
AK ranks and failure on the floor of parliament. The 

benefits to Saadet from another such blow to AK would be 
considerable. 

PEARSON 
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meeting with the A/DCM 

stressed that 

military action on the basis of resolution 1441 alone 
remains a strong friend and ally of both the United States 
and the U.K. Canada 

its understanding of any action we undertake and will 
continue to place the blame on Iraq. We will not 

hear criticism or doubts expressed by Ottawa. 


7. (C) Comment Continued: Following the meeting 

Director Jim Wright emphasized that 

statements that the Canadian assets in the Straits of Hormuz 
will remain in the region exclusively to support Enduring 
Freedom 

services in the Straits and will otherwise be discreetly 

useful to the military effort. The two ships in the Straits 

now are being augmented by two more enroute 

patrol and supply aircraft in the UAE which are also 

prepared to \"be useful.\" This message tracks with others we 
have heard. While for domestic political reasons and out of 

a deep-seated Canadian commitment to multilateralism the GOC 
has decided not to join in a U.S. coalition of the willing 

they will refrain from criticism of our actions 

understanding 

culprit 

possible in the military margins 

which we intend to clarify. End comment. 
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(ref a). SOC said the Central Security Organization had no 
indications of planned demonstrations. DAO reported that 
airport officials confirmed normal operations with no plans 
to close or curtail in the event of war in Iraq. EAC members 
discussed airlines continuing to operate. Pol/E reported 
that Emirates Airlines and Yemenia Airlines planned to 
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continue operations. 


4. (S/NF) EAC members discussed the current Centcom 
guidance on force protection condition. After a discussion 

of likely scenarios and opsec considerations 

move to a StandFast posture effective at close of business on 
March 20. 


5. (S/NF) EAC decided to alert American employees about the 
StandFast decision immediately 

March 20 EAC meeting to alert FSNs via a DCM-hosted meeting. 
A declaration of StandFast means the immediate closure of the 
Embassy and curtailment of all but essential operations. 
American employees must remain at their assigned StandFast 
location (Embassy 

cannot travel without RSO permission. FSN access is severely 
limited to a list of essential employees updated daily by 

section heads via the RSO (ref c). 


6. (C) The distribution of gas masks and atropine kits will 
be made March 19 by HU and FMO. 


7. (S/NF) Because of the Marib incident of an employee 
being the killer and the issue of an exposed area for vehicle 
bomb checks in front of the Embassy 

parking privileges inside the compound for FSNs effective 
with the shift to StandFast. FSNs will be asked to park 

their cars along the barricaded median outside the Embassy 
wall to help block sightlines while vehicles are checked. 
After StandFast 

to continue the practice or alter it. 


8. (C) Admin made arrangements for supplies 

mattresses 

those employees remaining in the Embassy during StandFast. 
The cafeteria will be open for breakfast 

weekends. In addition 

handled the change to travel via armored vehicles only during 
MoveSafe with DAO\'s able assistance. 


9. (C) Ambassador continued to ask EAC members to consider 
seriously whether Post should recommend a change to 
authorized departure status. Ambassador said that without a 
completed investigation and concrete information on motive 

for the Marib incident 

at the March 20 EAC. Section heads queried their staff to 

see if who would plan to leave under authorized departure. 
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ADM 

staff or spouses would plan on leaving under current 
circumstances. 


10. (U) CONS reported that 

Warden Message advising Americans to consider buying plane 
tickets in advance as a precautionary measure would be 
disseminated March 19. CONS will also work with other 
sections to continue close contact with the airlines and 

airport to stay up to date on available flights. 

HULL 
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the Zone is expected to be completed by March 23. 
The zone is a very large area 

roughly six city blocks 

helicopter landing area. A group of Americans 

also visited the Nusaybin train station and 

gathered information from officials. 


5.NEVRUZ PREPARATIONS 
(Evrensel/Bolge/Cumhuriyet) Nevruz preparations 
continue across the country. The DEHAP 
provincial organization in Urfa held a press 
conference at the Harran Hotel and announced 
celebrations will take place at the local 

fairgrounds. In Tunceli 

to the governorate for permission to celebrate 
Nevruz on March 21 at the town center. Despite 
the call from the Diyarbakir governorate to have 
mutual celebrations 

activities will be held separately again this 

year. The Nevruz organization committee\'s 
request to include Kurdish music in the 
celebrations was turned down; consequently DEHAP 
after getting support from non-governmental 
organizations 

celebration in Diyarbakir. 


6. MARDIN WORRIED AND HELPLESS 
(Evrensel) Residents in Mardin 

with U.S. soldiers 

Due to the closing of the Habur border gate 
oil trucks are sitting idle in front of their 
owners\' homes 
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become the site for locating U.S. bases the 
economy has come to a halt. Workers have lost 
jobs 

to work in construction are working at minimum 
wages. 


7. PRESS CENTER IN MARDIN 

(Turkiye) In Diyarbakir 

established under the governorate where 
journalists receive accreditation cards and 

bullet proof vests. The press center is located 
at the first floor of Dedeman hotel. 

8. AMERICANS ARE WEARING BULLET PROOF VESTS 
(Radikal) The U.S. has deployed 1000 military 
vehicles in Mardin 

important logistic base for the U.S. American 
soldiers have began wearing bulletproof vests in 
the past two days 

during heavy work. This is interpreted as a sign 
that the possible war is close. The number of 
military vehicles that have arrived from 
Iskenderun by railway to the Mardin rope factory 
has increased. 
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is in the West Bank 

year. I\'m very angry 

to focus against Saddam. He\'s never done anything to hurt me 
or my family 

the USG has \"done nothing\" to Israel after the death of AMCIT 
peace activist Rachel Corrie. \"Palestinians gave her more 
respect than her own government did. ThatVs horrible 

said. Note: The group was careful to distinguish between 
Americans and the USG 

the USG and the President 

\"warmonger.\" 


4. (C) On March 19 

public relations/internet technology professional in the same 
cafe. She seemed optimistic about what the war would do for 
Jordan and its economy 

madman.\" But 

went well and lragis benefited 

credibility" here. V'You have a long road to go to get to 
where people here will believe the President over even a 


Column 3 

random conspiracy theory on the internet.\" In the past week 
even well-educated young adults have dissembled into 
conspiracy theories on various reasons for the war 

from a USG desire to destroy the Euro currency to an 
irrational need for President Bush to avenge his fatherVs 
\"failures\". It is nearly impossible to convince people that 
USG intentions are in the interests of the Iraqi people. 


5. (C) Despite the emotional anger against USG policy 

people here appear resigned that V'America is going to do what 
it wants to do." Most do not expect the street to V'erupt 
although there are again calls for boycott 

Jordanians telling PolOff they have been receiving 

forwarding 

EconOff received one such message from an unknown source 
calling on \"everyone\" to begin worldwide boycotts against 
American products as soon as the \"U.S. invasion begins. V 
Note: while our American Chamber of Commerce contacts and 
others in the business community expect to see local calls 

for boycotts of American or \"Zionist\" products to continue 

we see no hard evidence of such campaigns materializing as of 
yet. 


6. (C) Thus far 

interruption of their daily lives. \"We\'ve been through this 
before 

said. There appears to be an almost macho 

against stocking up in some circles. Most people 

are purchasing essentials to get them through a period of 
uncertainty. 


7. (C) Business community contacts in Zarqa (Jordan\'s second 
largest city 

purchases of foodstuffs have increased in the past few days 
but note that current stocks and production capacities are 
easily sufficient to accommodate increased consumption 
levels. They note that this increased consumption closely 
followed Trade Minister BashirYs recent announcement that 
food stocks were plentiful and Jordanians should not start 
hoarding. Remon Altalteh 

flour mills 

grain stocks are high and his mill is only doing half the 
business it could handle. Gasoline stations continue to do 
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normal business 
fuel. 


8. (C) Jordanians are largely resigned to a likely war. 

Scratch beneath the surface 

to serious anger and frustration towards the USG 

particularly in the younger crowd. At the moment 

has practically zero credibility with the young set 

credibility within the business community and some political 
circles hinges on the social/political outcome of the war and 
demonstrated progress (instead of \"empty promises\") on the 
roadmap. While positive results for the Iraqi and Jordanian 
people will help restore some belief that the USG does harbor 
good intentions 

policy to remain. This skepticism may limit public GOJ 
support for USG objectives 

for us with sensitivity toward the highly charged emotions of 
its people. 
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AND ARE CROWING ABOUT THEIR \"BRAVE\" DECISION. OTHER 
POLITICAL OBSERVERS ARE DUMBFOUNDED BY THE GOC DECISION AND 
BY ITS MANY PUBLIC STATEMENTS. THEY ARE WONDERING WHY 
CROATIA\'S POLITICIANS ARE MISSING ANOTHER EXCELLENT 
OPPORTUNITY TO SHUT UP. END SUMMARY. 


MESIC: US ACTION WOULD HAVE QUESTIONABLE LEGITIMACY 


2. (U) PRESIDENT MESIC 

VSLOBODNA DALMACIJA\" ON MARCH 19 

INTERNATIONALIST LINE. HE SAID THAT THE U.S. \"DEPARTURE FROM 

THE UN CHARTER FRAMEWORK CALLS THE LEGITIMACY OF THE ACTION 

INTO QUESTION.\" HE SAID THAT U.S. ACTION WOULD CREATE A 

PRECEDENT WHEREBY A COUNTRY THAT IS \"NOT AMERICA 

IS STRONGER THAN THEIR NEIGHBOR 

AND CITED CROATIA\'S EXPERIENCE WITH MILOSEVIC. MESIC 

QUESTIONED WHETHER CROATIA NEEDS \"THIS KIND OF NATO." 
CONFIDENTIAL 
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DPM GRANIC: \"NO\" TO FUTURE USG REQUESTS FOR SUPPORT 
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3. (U) DEPUTY PRIME MINISTER GORAN GRANIC SAID THAT THE GOC 

IS "CONCERNED ABOUT THE LATEST DEVELOPMENTS AND 

DOES NOT SUPPORT ANY ACTION OUTSIDE OF THE UN.\" GRANIC SAID 
THAT THE GOC WOULD REJECT FUTURE U.S. REQUESTS FOR SUPPORT OF 
MILITARY ACTION \"ACCORDING TO THE DECISION TAKEN BY THE 
COUNTRY\'S LEADERS 

AMENDED. I REPEAT THAT CROATIA WILL OPPOSE ANY ACTION WHICH 

IS TAKEN OUTSIDE THE UN.\" 


SMALLER PARTIES GET ON THE BANDWAGON 


4. (U) LEADERS OF CROATIA\'S SMALLER POLITICAL PARTIES HAVE 
JUMPED ON BOARD AS WELL; THEIR COMMENTS WERE PUBLISHED IN THE 
MASS-MARKET DAILY \"VJESNIK.\" FORMER FM MATE GRANIC 
(PRESIDENT OF THE OPPOSITION DEMOCRATIC CENTER - DC) DECLARED 
THAT HIS PARTY DOES NOT SUPPORT MILITARY INTERVENTION WITHOUT 
A NEW UNSCR BECAUSE IT WOULD DIVIDE THE COUNCIL AND 
VCOMPLETELY DESTABILIZE INTERNATIONAL RELATIONS AND THE UN 
WITH UNFORESEEABLE CONSEQUENCES.\" DAMIR KAJIN OF THE 
REGIONAL PARTY ISTRIAN DEMOCRATIC UNION (IDS) SAID THAT THE 
U.S. DECISION TO GO AHEAD WITHOUT A NEW UNSCR \"DELEGITIMIZES 
THE ACTION AGAINST IRAQ 
MOMENT IS NOT THREATENING ANYONE." HE DERIDED THE STRONG 
PRO-U.S. POSITION OF THE OPPOSITION HDZ BY SAYING THAT HDZ 
PRESIDENT SANADER \"LOOKS LIKE HE IS RUNNING HIS ELECTION 
CAMPAIGN IN MASSACHUSETTS 

CONFIDENTIAL 
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CROATIAVS POLITICIANS ARE SHOWING AN WENVIABLE LEVEL OF 
UNITY." 


5. (C) LUKA TRCONIC 

COALITION\'S SECOND-LARGEST PARTY) SAID \"WE SUPPORT THE 
GOVERNMENT POSITIONY' BUT EXPLAINED THAT HIS PARTY VHAS 
UNDERSTANDING FOR THE FRUSTRATION OF THE AMERICANS AND THEIR 
DESIRE TO PUNISH SADDAM HUSSEIN.\" EVEN THE FRINGE PARTIES 
ARE ECHOING THE RULING COALITION. ANTO DJAPIC 

THE CROATIAN PARTY OF RIGHT (HSP) SAID THAT \"THE HSP DOES NOT 
ENDORSE THE USA AND ALLIESY ACTION IN IRAQ WHICH IS NOT 
BACKED BY A RESOLUTION OF THE UNSC. THE MOTIVES FOR THE USA 
AND ALLIES TO ATTACK IRAQ ARE NOT IDEALS 

OF A GREAT POWER. (COMMENT: PM RACAN SHOULD BE WORRIED 
COMFORTED BY THE SUPPORT OF THIS PARTY OF RIGHT-WING 
EXTREMISTS.) 


COMMENTATOR: WHY COULDN'T WE JUST BE QUIET? 


6. (U) WHILE MOST POLITICAL COMMENTATORS HERE HAVE -- 
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TYPICALLY -- FOCUSED ONLY ON THE EFFECT OF THE GOC DECISION 
AS IF IT HAD NO EFFECT OUTSIDE OF CROATIA 
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\"VJESNIK\'S\" LEADING FOREIGN AFFAIRS COLUMNIST 

GOC\'S \"PERILOUS SYNDROME OF REACTING OFFICIALLY TO UNOFFICIAL 
RUMORS.\" \"FOR THE MOST PART 

CROATIA.\" CROATIA WILL NOT PLAY ANY ROLE IN THE DECISION TO 
ATTACK IRAQ AND ITS \"EUROPEAN CLAMORING\" IN THE PRESS AND 
PUBLIC WILL NOT DO ANY GOOD EITHER 

COLUMN. HE ADDED THAT IF CROATIAVS \"NEW\" POSITION TO OPPOSE 
MILITARY ACTION OUTSIDE THE UN FRAMEWORK WOULD HAVE RULED OUT 
NATO ATTACKS ON THE FRY. WHILE HE AGREED WITH RACANVS 
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DECISION TO POSTPONE HIS TRIP TO LONDON 

\"ILLOGICAL\" DECISION TO TALK TO THE PRESS ABOUT WHY. IN 
SPEAKING ABOUT CANCELLING THE VISIT 

OBVIOUSLY WE ARE NOT ON THE SAME SIDE! ... THIS STATEMENT IS 
ONE OF A SERIES OF DIPLOMATIC GAFFES WHICH ARE UNFORTUNATELY 
TYPICAL FOR A CROATIAN FOREIGN POLICY BURDENED WITH 
SHORT-SIGHTEDNESS AND IGNORANCE.\" BOTH LOPANDIC AND AN 
INTERVIEWER FROM ANOTHER NEWSPAPER EXPRESSED THE BELIEF AS 
OUTLINED IN REFTEL THAT THE GOC WAS SIDING WITH FRANCE IN 
ORDER TO CURRY FAVOR FOR ITS EU APPLICATION. 

ROSSIN 
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in stabilizing and reforming its economy 

strong economic recovery. The policy framework makes 
Turkey\'s economy more resilient and more likely to achieve 
sustained growth. We have confidence in the Turkish 
government\'s commitment to strong economic policies 
every expectation they will continue them 

IMF 

will lead to further strengthening of the Turkish economy. 
The U.S. government has supported Turkey\'s IMF and World Bank 
programs and will continue to do so as long as Turkey 
continues to implement strong economic policies." 


3. (U) The Embassy distributed the press release just as 

Prime Minister Erdogan was announcing that he expected such a 
statement by the end of the day. A few minutes earlier 

State Minister Babacanent had announced that: \"There is 
always agreement that the United States will give strong 

support to Turkey. Apart from that 

is not possible to say anything more now." 


4. (U) The Embassy press release has been running as the top 
story in the local press over the past few hours 

TV channels welcoming it as a statement of support and others 
expressing disappointment because it indicated U.S. support 
would be verbal only. 


5. (SBU) Bender Securities Murat Gulken told us tonight 
that markets had not reacted significantly to these public 
indications that there would be no U.S. package because \"the 
fog (i.e. 

hour to clear.\" He predicted further market declines 
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Thursday as the absence of a package sinks in. 
PEARSON 
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passes\" into Turkey. Iran announced that it would 
not except refugees into the country but would 
help them on the Iraqi side of the border. While 
civilians in Kirkuk try to go to safer 

mountainous Kurdish region in the North 

reported that the Iraqi soldiers in Kirkuk are 
demoralized and ready to surrender. It has been 
announced from that municipality\'s loudspeakers 
that anyone who went out of their houses would be 
shot during the war. 


4. Tercuman: The Red Cross and Red Crescent 
Federation announced that it has prepared the 
largest emergency relief operation in its 

history. The Federation has units poised in lraq 
and neighboring countries to supply refugees! 
needs 

toilet facilities 

The Federation expects to give services to at 
least one million people a month in those units. 
The Federation has prepared sheltering facilities 
for up to 250 

Iraq to Iran 

camps on the Turkish side have been rechecked and 
any shortcomings have been rectified. 


5. Milliyet/Radikal/Sabah/Tercuman: In a joint 
meeting of representatives from the US 

and Iraqi Kurds and Turkmens in Ankara 
agreed that the Kurds will not enter Mosul and 
Kirkuk. The US will administer the region. 
Turkmens will be included in Iraqvs new 
administration. An independent Kurdish will not 
be founded. The US envoy 

warned the Kurds against rioting. Turkey said it 
could unilaterally enter northern Iraq to stop 
refugee flows; the Kurds rejected Turkey\'s 
possible unilateral incursion. Khalilzad 
announced Turkey should act in harmony with the 
coalition forces 

parties" under US leadership - and including 
Turkey 

established to deal with migration 

terrorism 
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6. Cumhuriyet/Radikal: It is reported that the 
\"Repubblica Drima\" Italian-flag vessel was not 
allowed to offload six of its containers 

including ammunitions for Stinger missiles and 
tanks. Stingers had been offloaded some time ago 
from a different freighter for the protection of 

US bases in Turkey. Based on instructions by the 
Turkish General Staff 

were kept locked. 


7. Cumhuriyet/Radikal/Evrensel: Based on 
increased tension and security concerns the 
Department of State announced a public warning 
that US citizens in 23 provinces in Southeast 
Turkey should leave the region and postpone any 
nonessential travel there. While the Department 
of State initiated authorized departure from the 
Consulate in Adana 

voluntary departure of dependents of military 
personnel at Incirlik AB. 


8. Cumhuriyet/Radikal/Sabah/Tercuman/Dunya/Hurri yet: 
As tension has mounted prior the war 

was put on alert status \"Charlie\" 

before the war. The announcement of the next 

level 


9. Evrensel: \"Regional Crisis Management 
Centers\" have been established in the provinces 
in the region. The purpose of these centers is 
coordinate relief operations together with 
international relief organizations. In addition 

it has been announced that press members without 
credentials are prohibited from working in 
Diyarbakir 

Van provinces. The credentials cards issued by 
the Diyarbakir Press Center will be valid for a 
period of two months and should be carried with a 
valid ID card or passport. 


10. Evrensel: It has been announced by Adana\'s 
Labor 

DEHAP 

festivities will be held at the Yuregir 

Secondhand Auto Market Lot in Adana at 10:00 a.m. 
on March 21. Various concerts will play Turkish 
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Kurdish 


11. Evrensel: On the grounds of being 
unproductive 

Agriculture along the Van-Ercis highway is being 
turned into F-type prison. No new students have 
been enrolled for the past two years 

school currently has only 16 students. Of the 
school\'s 12 

left to the school while the remainder will be 
turned over to the Justice Ministry for prison. 


12. Turkiye: Based on a tip 

nine persons in Sati village of Diyarbakir. While 
searching the car of one of the detainees 
jandarma found 300 grams of heroin in secret 
compartments of the vehicle. In Malatya 

police seized 4 kilograms of heroin in a house. 
HOLTZ 
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ally 

\"the West\" (especially the UK) is carrying water for white 
farmers whose forebears expropriated land belonging to the 
rightful black owners. In other words 

that land issues are at the root of the political crisis in 
Zimbabwe 

HMG did not do nearly enough to realize a fair and equitable 
redistribution of land in years past. They also ignore the 
overwhelming evidence that the GOZ is redistributing land not 
to right historical wrongs but to provide favors to supporters 
while punishing opponents. For them 

\"justice\". The lack of reference to historical antecedents 
and established principles of land redistribution in Africa 
does not invalidate the \"principle 


3. (C) Obasanjo also believes he owes a debt to Mugabe 

friend for more than 25 years with whom he has a deep personal 
bond. Obasanjo was Head of State during the Lancaster House 
negotiations and has repeatedly stated that he pressured 
Mugabe to accept a constitution that would hold land reform in 
abeyance even though Mugabe wanted to forge ahead immediately 
on the issue. In the late eighties and early nineties 

Obasanjo also counseled Mugabe to bridle his drive for land 
reform so events in Zimbabwe would not scare apartheid 
supporters and thus throttle reform in South Africa. After 

having twice asked Mugabe to cool his heels 

obliged to support Mugabe on land reform now 
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riddle its implementation notwithstanding. Obasanjo adheres 
firmly to an erroneous belief that Zimbabwe\'s political and 
economic crisis today is unrelated to the chaos arising from 
political events that have taken place over the past year. 


4. (C) The Nigerians 

excruciatingly difficult to criticize Mugabe when they see him 

in conflict with his old adversaries (white Zimbabweans); this 
makes them want to see inequalities in land distribution as 

root rather than secondary causes of political and economic 
crisis. Zimbabweans and Nigerian diplomats in Zimbabwe see an 
autocratic and increasingly brutal old man who refuses to cede 
power gracefully. Nigerians in Nigeria 

himself 

These factors 

underlie Obasanjo\'s willingness to believe GOZ assertions 
despite all evidence to the contrary. Of course 

confirm that Nigerian diplomats in Harare report faithfully to 
Abuja the views they hold forth to U.S. diplomats. Ambassador 
Olufemi George 

a firm belief that land is the fundamental cause of Zimbabwe\'s 
instability. Other key advisors 

Sule Lamido and International Affairs Advisor Ad\'Obe Obe 
equally hard lines. The position that Obasanjo takes on the 
Zimbabwe question is fed and reinforced by these hardliners. 


5. (C) Obasanjo was clearly annoyed with Australia for having 
implemented sanctions that went beyond those imposed by the 
Commonwealth. He made that clear in his letter to Howard 

it was one of the first points he raised in a meeting (ref B) 

with Ambassador Jeter and AF DAS Bridgewater. His personal 
distaste for Howard magnified Obasanjo\'s outrage at Howard\'s 
unilateral action. Animus toward Howard is pervasive within 

the GON. 


6. (C) Obasanjo has also been unhappy with MDC leader Morgan 
Tsvangirai 


SIPDIS 

fact that Tsvangirai went to the media with details about an 
earlier meeting with Obasanjo reportedly annoyed the Nigerian 
President. Moreover 

those shorter in the tooth than he (whether in chronological 
years or in years of experience as a national leader) as less 
worthy of serious consideration than those of contemporaries. 
This tendency has at times heightened domestic tensions 

it may be a factor in his dealings 

and Tsvangirai. 
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7. (C) That said 

believes that there is flexibility in NigeriaWs position. 

Obasanjo desperately wants to hold the next Commonwealth 
Summit in Abuja and will not jeopardize that opportunity even 

for Mugabe. The HC told Ambassador Jeter that if a 
recommendation for MugabeVs continued suspension comes from 
the Commonwealth Secretary General and Secretariat Obasanjo 
will not oppose it and will go forward with the Commonwealth 
Summit even if Mugabe is excluded. However 

recommendation comes from Howard 

Obasanjo to swallow. 

JETER 
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Iraq. Given what he termed \"national politics\" and the 
tremendous pressure the GOG was under from various sources 
NAM 

Iraq 


2. (C) Owusu-Agyemang noted the confusion in the local media 
over a false report of a call from the Presidency to the 

White House expressing support for USG actions to disarm 
Iraq. There had been no such phone call made 

Additionally 

silent publicly on Iraq 

spokesman stating that more time should have been given to UN 
inspectors had been repudiated by the Chief of Staff in later 
remarks to the press 

local \"anti-war machinery\" was in \"overdrive 

government had to exercise caution. However 

any public demonstration that might threaten or impinge upon 
Mission activities (none are planned that this Mission is 

aware of) 


3. (C) Ambassador also delivered reftel A demarche on Iraqi 
agents to the Foreign Minister 

our concerns to GOG security forces \"immediately.\" The 
Ambassador thanked the Minister for the fine level of 
cooperation on security matters. The Minister concluded by 
saying 

States on Iraq 

security matters. He said he would be briefing the President 
this afternoon on the details of these demarches. 

YATES 
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Guatemala does not take a position for or against war with 
Iraq. He added that he sent a letter of support to President 
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Bush (reftel). According to the MFA 

the Roatan Centam Presidential Summit reportedly had 
instructions to sign a joint statement on Iraq 

to achieve consensus. Some opposition party leaders have 
expressed strong support for the U.S. while others have 
expressed concern over economic fallout due to rising energy 
prices. Guatemalan public opinion is divided on Iraq. End 
Summary. 


2. (U) Speaking in his home town of Zacapa 

Portillo told reporters that Guatemala has not taken a 
position on hostilities with Iraq. However 

in this delicate time Guatemala V'will stand with its ally 

the United States.\" Portillo dodged questions about possible 
economic repercussions for Guatemala of any military action 
in Iraq. He said that although the international situation 

is Vgrave 

U.S. to respond to it. Portillo described his recent letter 

to President Bush (reftel) as a further example of his 
support and told the crowd the letter was intended to 
Vencourage U.S. authorities because they are living through 
difficult moments." Political cartoons lampooned Portillo\'s 
indecision on the potential hostilities 

chicken buffeted by the winds of war but insisting that \"we 
are not for or against 


3. (SBU) Deputy Foreign Minister Abiu told us on March 19 
that Guatemala had instructed its representatives at the 
Centam presidential summit in Roatan 

Central American Summit statement on Iraq. He said that 
there had been no consensus on the statement 

said ultimately the statement was withdrawn. He said that 
President PortilloVs statement was intended to make clear 
that 

the GOG will stand by the United States. 


4. (U) Opposition party leaders have publicly and privately 
expressed a wide range of reactions to events in the Persian 
Gulf. Some have strongly endorsed U.S. military action 

while others have limited themselves to expressing concern 
over the potential of economic consequences to Guatemala of 
any war. 


5. (U) Public opinion appears divided. There have been a 
number of small 

in recent weeks against the possibility of war in Iraq. The 
demonstrators tend to be student or religious groups and have 
not attracted large numbers of protesters. Despite fairly 

regular press coverage implying that Guatemala will suffer 

from higher energy prices and reduced tourism 

Guatemalans are more concerned with daily problems than with 
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events in the Middle East. The media has also devoted 
detailed coverage to the 860 active duty and 650 reservists 
of Guatemalan origin who are currently serving with the U.S. 
military 

possibility of war and in others 

their adopted country. 


6 (SBU) Comment: We see PortilloWs statement as trying to 
have it both ways. 
HAMILTON 
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West 

Hollywood to deliver the message that \"poverty and drugs are 
not a death sentence 

presented his audiences in nine different program venues and 
four cities with a new perspective on Black History 

discussing the role played by slaves and freed Black 
Americans in settling and developing the West 

along the way with academic and cultural contacts 
representatives of Garifuna (Afro-Honduran) NGOs 

and professors from the English Departments at two 
universities 

filmmakers and reaching thousands during his six-day 
program. The highlight of his program was meetings with 
hundreds of young people 

recovering drug addicts and former gang members 

leaders from Garifuna and other North Coast communities who 
are working as mentors with kids at risk in their 

communities. During these inspiring programs 

Watlington talked about his personal story of recovery from 
drug addiction and an early adolescence spent in gangs. His 
extremely warm personality 

audience frequently interrupt with applause and more than 
made up for his lack of Spanish. He is an articulate 
dedicated 

tremendous energy and thought to bringing a message of the 
benefits of diversity and the possibility of hope through 
education to his audiences 

this was an \"I\'m proud to be an American\" moment. The Post 
wholeheartedly recommends him for future programming. 


3. PAS Tegucigalpa thanks CAO David McGuire in PAS Managua 
for suggesting Dennis Watlington as a speaker and appreciate 

the usual excellent work of IIP/G/WHA Camille Barone and 

Gloria Lloyd in facilitating financial arrangements. 

Palmer 
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left open\" but they would appeal the decision to restrict the 
case to Spanish subjects. Gustavo Meono 
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Menchu Foundation 

the appeal that \"authors of genocide are common enemies of 
all humanity.\" 


ACCUSED TAKE NEWS IN STRIDE 


5. President of Congress Rios Montt is the only one of the 
accused still serving in a public position. Upon hearing of 
the court decision 

analyze the case with his lawyers 

anything to do with genocide\" and that he has disproved 
repeated accusations of misdoing. Benedicto Lucas Garcia 
chief of staff of the Army under his brother\'s regime 
publicly claimed innocence. 


COMMENT 


6. Press coverage of the Spanish Supreme CourtVs decision 
could negatively affect Rios Montt\'s ongoing campaign for the 
Presidency 

Foundations appeals move through the Spanish courts. 
Justice for Guatemalan war crimes has moved at a snailVs 
pace; Menchu and her colleagues are prepared for a long legal 
battle. 

HAMILTON 
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INTERNATIONAL COMMUNITY. ANNAN STATED THAT V THE 
RESPONSIBILITY FOR PROTECTING CIVILIANS IN CONFLICT FALLS ON 

THE BELLIGERENTS; IN ANY AREA UNDER MILITARY OCCUPATION 
RESPONSIBILITY FOR THE WELFARE OF THE POPULATION FALLS ON THE 
OCCUPYING POWER. THE UN WOULD PROVIDE WHATEVER ASSISTANCE 
IT COULD TO THE IRAQI PEOPLE WITHOUT IN ANY WAY ASSUMING OR 
DIMINISHING THAT ULTIMATE RESPONSIBILITY. THE FULL TEXT OF 

THE ANNAN\'S SPEECH IN INCLUDED AT PARA 2. 


2. (U) BEGIN TEXT. 
THANK YOU 
EXCELLENCIES 


NEEDLESS TO SAY 

MEMBERS OF THE COUNCIL AT THE FACT THAT IT HAS NOT BEEN 
POSSIBLE TO REACH A COMMON POSITION. WHATEVER OUR DIFFERING 
VIEWS ON THIS COMPLEX ISSUE 

SAD DAY FOR THE UNITED NATIONS AND THE INTERNATIONAL 
COMMUNITY. 
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I KNOW THAT MILLIONS OF PEOPLE AROUND THE WORLD SHARE THIS 
SENSE OF DISAPPOINTMENT 
PROSPECT OF IMMINENT WAR. 


LET ME HERE PAY TRIBUTE TO THE UNITED NATIONS STAFF BOTH 
INTERNATIONAL AND IRAQI WHO HAVE WORKED SO HARD IN IRAQ UP TO 
THE LAST POSSIBLE MOMENT. THAT INCLUDES THE INSPECTORS 

WHOSE WORK HAS NOW SADLY BEEN SUSPENDED. | WOULD LIKE TO PAY 
SPECIAL TRIBUTE TO DR. (HANS) BLIX 

AND (RAMIRO) LOPES DA SILVA 

UNDER WHOSE LEADERSHIP THE STAFF WORKED IN IRAQ. 


MR. PRESIDENT 
NOW MY MOST IMMEDIATE CONCERN 
THAT SENTIMENT SHARED BY ALL THE SPEAKERS IN THIS DEBATE. 


IN THE PAST TWENTY YEARS 
WARS 
OF DEBILITATING SANCTIONS. 


THE COUNTRY\'S VITAL INFRASTRUCTURE HAS BEEN DEVASTATED 
THAT IT NO LONGER MEETS THE MOST BASIC NEEDS FOR CLEAN WATER 
HEALTH OR EDUCATION. 


ALREADY 
AND CHILDREN 
FOR LACK OF MEDICINE AND MEDICAL EQUIPMENT. 


ALREADY 
CHRONIC MALNUTRITION. 


ALREADY 

WHICH IS HANDED OUT EACH MONTH TO EVERY FAMILY IN THE 
COUNTRY. FOR MORE THAN SIXTY PER CENT OF THE POPULATION 
THIS RATION IS THEIR MAIN SOURCE OF INCOME. YET MANY FAMILIES 
HAVE TO SELL PART OF IT TO BUY CLOTHES OR OTHER ESSENTIALS 
FOR THEIR CHILDREN. 


ALL THAT IS TRUE AS WE SPEAK. AND IN THE SHORT TERM 
CONFLICT THAT IS NOW CLEARLY ABOUT TO START CAN ONLY MAKE 
THINGS WORSE 


MR. PRESIDENT 

I AM SURE ALL MEMBERS OF THIS COUNCIL WILL AGREE THAT WE MUST 
DO EVERYTHING WE CAN TO MITIGATE THIS IMMINENT DISASTER 
WHICH COULD EASILY LEAD TO EPIDEMICS AND STARVATION. 


UNDER INTERNATIONAL LAW 
CIVILIANS IN CONFLICT FALLS ON THE BELLIGERENTS; IN ANY AREA 
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UNDER MILITARY OCCUPATION 
THE POPULATION FALLS ON THE OCCUPYING POWER. 


WITHOUT IN ANY WAY ASSUMING OR DIMINISHING THAT ULTIMATE 
RESPONSIBILITY 
CAN TO HELP. 


AS YOU KNOW 
HAVE FOR SOME TIME BEEN ENGAGED IN PREPARING FOR THIS 
CONTINGENCY 


WE HAVE DONE OUR BEST TO ASSESS THE POSSIBLE EFFECTS OF WAR 

IN TERMS OF POPULATION DISPLACEMENT AND HUMAN NEED 

POSITION OUR PERSONNEL AND EQUIPMENT ACCORDINGLY. FOR THESE 
PREPARATIONS WE REQUESTED 123.5 MILLION DOLLARS FROM DONORS A 
MONTH AGO 

MILLION DOLLARS RECEIVED 

SOON BE COMING BACK WITH AN APPEAL FOR MUCH LARGER SUMS 
FINANCE ACTUAL RELIEF OPERATIONS AND | EARNESTLY HOPE THAT 
MEMBER STATES WILL RESPOND WITH GENEROSITY AND SPEED. 


WE HAVE ALSO EXAMINED THE SITUATION CAUSED BY THE SUSPENSION 
OF THE ACTIVITIES OF THE OIL-FOR-FOOD PROGRAMME IN IRAQ 

WAYS THAT THE PROGRAMME COULD BE ADJUSTED TEMPORARILY 
ENABLE US TO CONTINUE PROVIDING HUMANITARIAN ASSISTANCE TO 
THE PEOPLE OF IRAQ DURING AND AFTER HOSTILITIES. 


SUCH ADJUSTMENTS WOULD REQUIRE DECISIONS BY THIS COUNCIL. | 
WILL THEREFORE SUBMIT MY SPECIFIC PROPOSALS FOR THE COUNCIL\'S 
CONSIDERATION - AS SUGGESTED IN YOUR NOTE 


IN CONCLUSION 

THE EFFORT TO RELIEVE THE SUFFERINGS OF THE IRAQI PEOPLE 
TO REHABILITATE THEIR SOCIETY AFTER SO MUCH DESTRUCTION 
YET PROVE TO BE THE TASK AROUND WHICH THE UNITY OF THIS 
COUNCIL CAN BE REBUILT. 


THANK YOU VERY MUCH. 


NEGROPONTE 
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suggests as full coordination as possible among federal 
state 

industrial sectors. U.S. and Canadian industry agree: their 
operations can be modified if necessary to accommodate 
security concerns - it is unexpected actions of undetermined 
duration that causes the most havoc in trade flows 
increased security measures by themselves. End summary. 
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2. The stakes are large: Thirty-five American states have 
Canada as their leading export market. Total two-way trade 

in goods between the US and Canada is larger than total US 
merchandise trade with the entire 15-country European Union. 
In 2001 

US$383 billion 

goods crossing the border every day. 


3. The US traded US$223 billion in goods with the province 
of Ontario alone in 2001 - only US$11 billion less than 

total goods trade with Mexico. Michigan alone conducted 
US$62 billion of trade in 2001 with Canada. Twenty three 
percent of all US merchandise exports go to Canada. The 
bottom-line is Canada is our largest market 

three percent of US GDP 

accounting for over 30 percent of its GDP. 


4. About 65% of this trade (by value) in goods is 

transported across the border by truck 

pipeline 

infrastructure can be a massive bottleneck. Three border 
crossings 

Fort Erie ON - Buffalo NY bridge 

Huron MI bridge account for approximately US$160 billion 
annually 

commerce between the two countries. Below are some examples 
of trade interdependencies in key sectors. 


5. The massive North American automotive manufacturing 
sector is unalterably integrated across the Canada-U.S. 
border. Michigan and Ontario\'s automotive industries are co- 
dependent 

automobiles 

of this integration is \"just-in-time\" delivery and inventory 
management (Ref A). In practice this means that assembly 
plants do not have warehouses 

arrival of deliveries 

company transfers. Significant border delays wreak havoc on 
this finely-tuned system. In the case of 9-11 and 

subsequent days in 2001 

assembly lines shut down for hours 

down for a day or longer - albeit the border closure also 
coincided with an existing slump in the auto industry. The 
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auto industry has told us they fully support all necessary 
security measures 

remember that the more information we can provide them 
easier than can adjust their methods to changed 
circumstances. 


6. US exporters are the dominant suppliers of Canadian 
agricultural imports 

the total 

their agricultural exports to the United States. Canadian 
exports of perishable food items 

meats 

deterioration under lengthy border delays. Major delays can 
also severely affect the health of livestock in transit. 

About 7.0 million live cattle and hogs are exported to the 
United States annually. Almost 2.5 million of these are 
destined for U.S. processing plants whose operations are 
heavily dependent on the timely availability of Canadian 
animals. According to the Ontario Food Terminal 

largest produce terminal 

fresh produce to Canada are by truck. Rather than return to 
the United States empty 

backhaul. In fact 

is often dependent upon timely backhaul arrangements. 
Canada exports about US$1.8 billion worth (FDA estimated 
retail value in 2001) of fresh and frozen seafood to the 
United States. The major metropolitan markets of the 
eastern seaboard are particularly conspicuous consumers of 
Canadian products and delays of only a few hours 
significantly diminish the quality and marketability of 
fresh/live seafood. 


7. Disruption to the timely and reliable supply of essential 
medical isotopes from Canada to the United States could 
result in the cancellation of some of the approximately 

36 

the cancellation of treatments for cancer. An Ottawa-based 
company 

medical isotopes 

companys products include molybdenum-99 

diagnosis used in about 80% of nuclear medicine procedures 
and \"radio-iodine\" (iodine-131) used for diagnosing and 
treating thyroid conditions including cancer. Due to their 
short radioactive half-lives 
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these isotopes 

serious impact on their reliability for diagnostic and 
therapeutic purposes. 


8. Many Canadian nurses work at hospitals in Detroit and 
live in Windsor Ontario. In the wake of 9-11 

hospitals suffered due to border delays that prevented staff 
from making it to work. To continue to function 

in the U.S. took special steps to arrange transportation for 
staff coming from Canada. 


9. Industry and transportation associations on both sides of 
the border have expressed concern about possible confusion 
and resultant border delays if the U.S. moves to Threat 

Level Condition Red. Representatives of the automobile 
manufacturers 

information about what they could expect under threat level 
red. Lacking other information 

Association has posted its own interpretation of what 
truckers can expect to encounter. 


10. We recognize that specific information about what to 
expect under various threat scenarios is difficult to 

provide. Speculation aside 

tension seem a good time to point out that it is in the 
interest of ourselves and the Canadians to maintain travel 
and trade across the border 

There is no question on either side that the border should 
remain open for legitimate purposes 

terrorists. A major motivation for business and other 
frequent users to enroll in FAST 

to support this goal by simplifying border use while 
enhancing security. We have worked for more than a year and 
a half through the Smart Border Action Plan to make the 
border smart and secure. Our challenge is to maintain this 
in the high threat environment that lies ahead. 


Kelly 


Column 3 

6554 

6555 

6556 

THE WOUNDS OF WAR.\" RUSSIAN FM IVANOV REJECTED ANY LINKAGE 
BETWEEN 9/11 AND IRAQ 

THAT CONFERRED BY THE COUNCIL FOR THE USE OF FORCE. GERMAN 
FM FISCHER DEFENDED THE COUNCIL AND REITERATED GERMAN 
OPPOSITION TO ANY MILITARY SOLUTION 

WAS BEING MADE. WITH THE EXCEPTION OF SYRIAN FM SHARA\'S 
RHETORICAL STATEMENT 

LARGELY UNREMARKABLE 

THE COUNCIL\'S ROLE AND LEGITIMACY 

SOLUTION BUT RECOGNITION THAT SUCH HAD FAILED 

TO SAFEGUARD THE HUMANITARIAN SITUATION TO THE GREATEST 
EXTENT POSSIBLE. END SUMMARY. 


U.S. 
AVOIDED 


U.S.: FOCUS FORWARD ON HUMANITARIAN ASPECTS 


3. (U) AMBASSADOR NEGROPONTE THANKED UNMOVIC AND THE IAEA FOR 
THEIR WORK PROGRAMS AND THEIR EFFORTS 

IMMEDIATE APPROVAL OF THEIR WORK PROGRAMS WAS INCOMPATIBLE 
WITH THE CURRENT LEVEL OF IRAQI COOPERATION AND PREMATURE 
GIVEN THE CIRCUMSTANCES ON THE GROUND. HE ASKED THAT THE 
WORK PROGRAM BE SET ASIDE FOR THE TIME BEING 

UNITED STATES DID NOT EXCLUDE THE POSSIBILITY THAT IT MAY 

PROVE USEFUL TO RETURN TO THESE DOCUMENTS AT SOME TIME IN THE 
FUTURE. 


4. (U) AMBASSADOR NEGROPONTE THEN TURNED THE COUNCIL\'S 
ATTENTION TO THE FUTURE 

IRAQI PEOPLE IN THE TIME AHEAD. HE TOUCHED ON U.S. PLANNING 
EFFORTS 

RESPONSE TEAM (DART) 

IN SUPPLIES 

AGENCIES. HE SAID THE U.S. WOULD INCREASE DONATIONS 

URGED OTHER DONORS TO DO LIKEWISE. AMBASSADOR NEGROPONTE 
ANNOUNCED THAT THE U.S. WOULD SOON PRESENT A DRAFT 
HUMANITARIAN RESOLUTION TO ENSURE THE CONTINUITY OF THE 
OIL-FOR-FOOD PROGRAM. HE ENDED BY EXPRESSING U.S. READINESS 
TO WORK WITH THE COUNCIL ON ISSUES RELATED TO THE SITUATION 
IN IRAQ IN THE DAYS AND WEEKS TO COME. 


5. (U) FULL TEXT OF AMBASSADOR NEGROPONTE\'S REMARKS SENT REF A. 
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UK: LOOKING AHEAD 


6. (C) UK PR GREENSTOCK SAID THE UK HAD TRIED HARD TO AVERT 
CONFLICT AND SEE TO IRAQ\'S PEACEFUL DISARMAMENT 

IRAQ FOR TWELVE YEARS HAD FAILED TO RESPOND TO THE COUNCIL\'S 
PLEAS OR DEMANDS. HE OBSERVED THAT 

THE UN 


7. (C) GREENSTOCK ARGUED THAT THE UN HAD TO PLAY A ROLE IN 
IRAQ\'S FUTURE 

REGARDING SAFEGUARDING IRAQ\'S TERRITORIAL INTEGRITY 

LIFTING OF SANCTIONS 

IRAQ\'S OIL WEALTH. GREENSTOCK EXPRESSED THE UK\'S SUPPORT FOR 
RECONFIGURING OFF AND SAID HE LOOKED FORWARD TO THE 
PRESENTATION OF IDEAS BY THE SYG. HE ALSO ADVOCATED FUTURE 
ROLES FOR UNMOVIC AND THE IAEA IN ASSESSING IRAQI WMD PLANS 
AND THE IMPLEMENTATION OF AN ONGOING MONITORING SYSTEM. 


8. (C) GREENSTOCK ANNOUNCED THAT THE HMG MINISTER FOR 
INTERNATIONAL DEVELOPMENT WAS IN NEW YORK ON MARCH 19 AND 
THAT THE UK WOULD BE DONATING USD 110 MILLION FOR IMMEDIATE 
HUMANITARIAN RELIEF AND WOULD BE LIKELY TO DONATE MORE. 


9. (C) TURNING TO THE UNMOVIC WORK PROGRAM AND KEY REMAINING 
DISARMAMENT TASKS 

REQUIRE A COOPERATING IRAQI GOVERNMENT. BOTH WORK PROGRAMS 
SHOULD BE KEPT UNDER REVIEW 

GOVERNMENT PREPARED TO COOPERATE ACTIVELY 

UNCONDITIONALLY. 


SPAIN: SADDAM\'S PATH OF CONFRONTATION 


10. (C) SPANISH PERMREP ARIAS 
THE INSPECTORS 
SUSPENSION OF INSPECTIONS. HE STATED: 


- SADDAM HUSSEIN HAD OPENLY CHOSEN THE PATH OF 
CONFRONTATION 

CONFRONTING THE SERIOUS CONSEQUENCES LAID OUT IN UNSC 
RESOLUTIONS. 


- THE UNANIMOUS ADOPTION OF USNCR 1441 CHANGED THE PARADIGM 
OF INSPECTIONS UNDER UNSCR 1284 AND THE PROGRAM OF WORK. 
WITHOUT FULL COOPERATION FROM IRAQ 

NOT BE POSSIBLE. 


- TOGETHER WITH THE U.S. AND UK 
A PEACEFUL SOLUTION TO THE IRAQI CRISIS THROUGH INCREASED 
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PRESSURE FOR IRAQ TO MAKE A \"STRATEGIC DECISION\" TO COOPERATE 
FULLY WITH INSPECTORS. IRAQ HAD FAILED TO TAKE ITS FINAL 
OPPORTUNITY. 


-- SPAIN BELIEVED 
NECESSARY BECAUSE THE LEGAL BASIS FOR FORCE WAS GIVEN IN 
UNSCRS 660 


-- IRAQ HAD NOT MET ALL ITS OBLIGATIONS UNDER UNSCR 687 
INCLUDING CONTINUING TO PROVIDE ASSISTANCE TO TERRORISTS. 


-- AT THIS LATE STAGE 
ACCOUNT OF ITS WMD DEMANDED BY PARAGRAPH NINE OF UNSCR 687 
AND LATER EMPHASIZED IN UNSCR 1441. 


-- SPAIN REMAINED CONCERNED ABOUT THE HUMANITARIAN DIMENSION 
OF CONFLICT. THE COUNCIL SHOULD CONSIDER A DRAFT RESOLUTION 
TO ALLEVIATE HUMANITARIAN SUFFERING AS SOON AS POSSIBLE. 


BULGARIA: IRAQI REFUSAL TO COOPERATE 
EXHAUSTED POLITICAL PROCESS 


11. (C) BULGARIAN PERMREP TAFROV STATED THAT THE SUSPENSION 
OF INSPECTIONS SHOULD NOT CALL INTO QUESTION THE USEFULNESS 
OF THE INSPECTIONS PROCESS WRIT LARGE IN THE PREVENTION OF 
WMD PROLIFERATION. HE CONTINUED: 


-- ACTIVE AND FULL COOPERATION WAS REQUIRED FOR INSPECTIONS 
TO BE EFFECTIVE. IRAQ HAD NOT COOPERATED ACTIVELY. 


-- BULGARIA REGRETTED THAT DIPLOMATIC EFFORTS DID NOT YIELD 
RESULTS. IRAQ\'S REFUSAL TO COOPERATE WITH INSPECTIONS HAD 
CAUSED THE POLITICAL PROCESS TO BECOME EXHAUSTED 

FULL IMPLEMENTATION OF UNSCR 1441 NOT TO BE REALIZED. 


-- IRAQ HAD FAILED TO SEIZE THE LAST CHANCE TO DISARM IN 
ACCORDANCE WITH UNSC RESOLUTIONS 


-- WHILE THE COUNCIL WAS ABLE TO REACH CONSENSUS ON THE ISSUE 
OF IRAQI DISARMAMENT 
UNITY ON THE METHOD OF DISARMAMENT. 


-- BULGARIA SUPPORTED ΤΗΕ SYG\'S DECISION TO WITHDRAW ALL UN 
STAFF FROM IRAQ TO ENSURE THEIR SAFETY. 


-- NOW THE COUNCIL SHOULD FOCUS ON THE URGENCY OF THE 
HUMANITARIAN SITUATION IN IRAQ 
POPULATION OF IRAQ. 
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-- BULGARIA WANTED TO PRESERVE THE ROLE OF THE UN AND THE 
COUNCIL WHICH PLAYED A CRITICAL ROLE IN PRESERVING 
INTERNATIONAL PEACE AND SECURITY IN THE WORLD. ACCORDINGLY 
THE COUNCIL SHOULD PLAY AN IMPORTANT ROLE IN THE REBUILDING 
OF IRAQ AFTER CONFLICT. 


SYG ANNAN: SAD DAY FOR THE WORLD; 
OCCUPYING POWER IS RESPONSIBLE FOR IRAQI PEOPLE 


12. (U) SYG ANNAN (FULL REMARKS IN REF B) SAID THE SESSION 
MARKED \"A SAD DAY FOR THE UNITED NATIONS AND THE 
INTERNATIONAL COMMUNITY.\" HE CONTINUED THAT \"MILLIONS OF 
PEOPLE AROUND THE WORLD SHARED THIS SENSE OF DISAPPOINTMENT 
AND ARE DEEPLY ALARMED BY THE PROSPECT OF IMMINENT WAR." THE 
SYG COMMENDED THE WORK OF UNMOVIC AND THE IAEA 

PRIMARY CONCERN NOW WAS DEALING WITH THE HUMANITARIAN 
SITUATION OF THE IRAQI PEOPLE. THE SYG WARNED THAT 
INTERNATIONAL LAW 

CIVILIANS IN CONFLICT FALLS ON THE BELLIGERENTS. SIMILARLY 
RESPONSIBILITY FOR THE WELFARE OF THE POPULATION FALLS ON THE 
OCCUPYING POWER. ANNAN WARNED THAT HE HAD REQUESTED USD 
123.5 MILLION FROM DONORS 

45 MILLION IN PLEDGES AND OF THAT USD 34 MILLION HAS ACTUALLY 
BEEN RECEIVED. ANNAN CONCLUDED THAT THE TASK OF REBUILDING 
AND REHABILITATING IRAQ COULD YET PROVE TO BE TASK AROUND 
WHICH THE UNITY OF THE SECURITY COUNCIL COULD BE REBUILT. 


BLIX: WORK PROGRAM NOW HAS LIMITED PRACTICAL RELEVANCE 


13. (U) UNMOVIC EXECUTIVE CHAIRMAN BLIX (FULL COMMENTS REF C) 
EXPRESSED RELIEF THAT ALL UNMOVIC PERSONNEL HAD BEEN SAFELY 
EVACUATED TO CYPRUS. HE TOUCHED ON THE PROGRAM OF WORK MADE 
AVAILABLE TO COUNCIL MEMBERS ON MONDAY 

VEXPRESSED SADNESS THAT THREE AND A HALF MONTHS OF WORK 
CARRIED OUT IN IRAQ HAVE NOT BROUGHT THE ASSURANCES NEEDED 
ABOUT THE ABSENCE OF WEAPONS OF MASS DESTRUCTION.W BLIX 
RECOGNIZED THAT THE WORK PROGRAM HAD BEEN DRAFTED FOR 
IMPLEMENTATION BY A LARGE STAFF OF UNMOVIC INSPECTORS 

THAT IT WOULD SEEM TO HAVE LIMITED PRACTICAL RELEVANCE IN THE 
CURRENT SITUATION. HE ADVISED THAT UNMOVIC ROLES AND 
FUNCTIONS CONTINUE UNLESS AMENDED BY A FURTHER DECISION BY 
THE SECURITY COUNCIL 

REPRESENT A UNIQUE BODY OF EXPERIENCE THAT SHOULD BE KEPT IN 
MIND BY MEMBERS OF THE COUNCIL. 


IAEA: READY FOR QUESTIONS 
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14. (C) IAEA NEW YORK REPRESENTATIVE ZLAUVINEN ANNOUNCED THAT 
THE IAEA WORK PROGRAM WAS READY FOR CONSIDERATION BY COUNCIL 
MEMBERS (FAXED TO NP AND IO/UNP AND REF D). HE SAID THAT 

IAEA DIRECTOR GENERAL EL-BARADEI WAS READY TO FIELD ANY 
INQUIRIES FROM COUNCIL MEMBERS. 


FRANCE 


FRANCE: WDEMOCRACIES SHOULD SET THE EXAMPLE; 
PERSUASION AS IMPORTANT AS RAW POWER 


15. (C) FRENCH FM DE VILLEPIN FOCUSED HIS REMARKS ON THE NEED 
FOR THE INTERNATIONAL COMMUNITY TO FOCUS ON COOPERATIVE 
EFFORTS ACROSS A RANGE OF ISSUES. VILLEPIN OFFERED A MORE 
MEASURED PRESENTATION 

TERMS 

BEFORE 

HIS INTERVENTION. FULL TEXT OF HIS REMARKS REPORTED REF E. 


- THE MAP LAID OUT IN UNSCR 1441 WAS STILL AVAILABLE 
ALTHOUGH BEING \"BLOCKED\" TODAY; 


- TWO VISIONS WERE REFLECTED IN THE WORLD TODAY: THE USE OF 
FORCE TO SOLVE COMPLEX PROBLEMS VERSUS A LONG-TERM APPROACH 
WHICH RECOGNIZED THAT ALL ASPECTS OF PROBLEMS NEEDED TO BE 
TAKEN INTO ACCOUNT 


- DEMOCRACIES NEED TO SET THE EXAMPLE. 


- THE MIDDLE EAST WAS A REGION OF ANCIENT CONFLICTS AND 
INSTABILITY. 


- IRAQ COULD HAVE BEEN AN IMPORTANT AND EFFECTIVE MODEL FOR 
OTHER NON-PROLIFERATION AREAS; A TOOL THAT COULD HAVE BEEN 
FURTHER EXPLORED. WHY NOT A UN \"DISARMAMENT CORPS\" UNDER AN 
INTERNATIONAL UMBRELLA? 


- THE WORLD NOW RAN THE RISK OF FAILURE 
AND HELPING FEED TERRORISM. 


- NOW WOULD BE THE TIME TO SOON STAUNCH THE WOUNDS OF WAR 
AND FOCUS ON HUMANITARIAN ASSISTANCE; WE MUST PREVAIL OVER 
DIFFERENCES. FRANCE INTENDED TO BE A FULL PARTICIPANT IN 
SUCH EFFORTS. 


- THE OIL-FOR-FOOD (OFF) PROGRAM NEEDED TO CONTINUE WITH 
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NECESSARY ADJUSTMENTS - FRANCE LOOKED FORWARD TO RECEIVING 
THE SYG 


-- NO ONE STATE COULD LAY CLAIM TO BUILDING THE PEACE; THE UN 
WAS THE ONLY AUTHORITY IN SUCH CASES. 


-- TWO PRINCIPLES NEEDED TO BE FOLLOWED: TERRITORIAL 
INTEGRITY OF IRAQ AND ITS SOVEREIGNTY. 


-- THE WORLD FACED OTHER THREATS 
ORGANIZED CRIMINAL NETWORKS; STATES MUST SHOW UNITY IN SUCH 
AREAS AND ON ALL FRONTS. 


-- THE STRUGGLE AGAINST TERRORISM NEEDED TO BE INTENSIFIED 
WITH NEW IMPETUS ON DEALING WITH WMD; FRANCE SUGGESTED A 
MEETING OF HEADS OF STATE/GOVERNMENT ON THE SIDELINES OF THE 
NEXT GENERAL ASSEMBLY. 


-- THERE WERE NEW INITIATIVES ON THE MIDDLE EAST THAT 
DESERVED ATTENTION. 


-- IN DEALING WITH THESE ASYMMETRICAL THREATS 
COUNTRIES TO \"PERSUADE WOULD BE AS IMPORTANT AS THE NUMBER OF 
(MILITARY) DIVISIONS.\" 


-- THREE FACTORS WERE INDISPUTABLE TO A COUNTRY\'S INFLUENCE: 
RESPECT FOR LAW 
DIALOGUE AND TOLERANCE. 


RUSSIA: WE REMEMBERED 9/11 AND WERE THERE 
FOR YOU -- BUT NO LINKAGE WITH IRAQ 


16. (C) RUSSIAN FM IVANOV RESTATED THE CENTRAL IMPORTANCE OF 
THE COUNCIL IN INTERNATIONAL AFFAIRS AND NOTED THAT PRESIDENT 
PUTIN HAD BEEN THE FIRST WORLD LEADER TO PHONE PRESIDENT BUSH 
AFTER 9/11 TRAGEDY. STILL 

BETWEEN 9/11 AND IRAQ EXISTED. HE SAID: 


-- INSPECTORS WERE ACHIEVING TANGIBLE RESULTS; BAGHDAD HAD 
VIRTUALLY FULFILLED ALL CONDITIONS/TASKS WITH FEW OBSTACLES. 


-- THE PROCESS SHOULD BE ALLOWED TO CONTINUE BASED ON AGREED 
TIMELINES IN PRIOR RESOLUTIONS; UNMOVIC 
HAD NOT CONCLUDED BUT WAS MERELY SUSPENDED. 


-- THERE WAS NO ALTERNATIVE OTHER THAN RETURNING THE ISSUE OF 
IRAQ TO THE COUNCIL IN ORDER TO DEAL WITH A COMPREHENSIVE 
SETTLEMENT. 
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-- NO PRIOR COUNCIL DECISIONS AUTHORIZED THE USE OF FORCE 
OUTSIDE THE UN CHARTER OR APPROVED THE VIOLENT OVERTHROW OF 
THE LEADERSHIP OF A SOVEREIGN STATE. SUCH ACTIONS WOULD NOT 
HELP STRENGTHEN THE INTERNATIONAL COOPERATION/SOLIDARITY 
NEEDED ON TERRORISM. 


-- A POLITICAL SETTLEMENT NEEDED TO BE CONSISTENT WITH 
INTERNATIONAL LAW. 


-- ON SEPTEMBER 11 

TRAGEDY; PRESIDENT PUTIN HAD BEEN THE FIRST WORLD LEADER TO 
PHONE PRESIDENT BUSH AND EXTEND SOLIDARITY AND SUPPORT; 
SINCERE FEELINGS HAD BEEN FELT BY THE RUSSIAN PEOPLE. 


-- IF WAR IN IRAQ WAS IN RESPONSE TO DIRECT THREATS TO THE 
SECURITY OF THE U.S. 

ASSEMBLE ALL MEANS TO ELIMINATE THEM. HOWEVER 

WAS NOT IN A POSITION TO SUBSTANTIATE SUCH CLAIMS. 


CHINA: INSPECTIONS STILL POSSIBLE? 


17. (C) INA SLIGHTLY UNREAL INTERVENTION 

WANG NOTED THAT UNMOVIC AND THE IAEA HAD SUBMITTED THE WORK 
PROGRAM AHEAD OF THE UNSCR 1284 SCHEDULE 

FOLLOWING COMMENTS: 


-- DUE TO RAPIDLY CHANGING EVENTS 
HAD \"FALLEN BEHIND.\" INSPECTIONS HAD BEEN SUSPENDED. 


-- IN LIGHT OF PROGRESS ON INSPECTIONS 

TO ACHIEVE PEACEFUL DISARMAMENT. THE INSPECTORS HAD 
SUBMITTED THE WORK PROGRAM WHICH INCLUDED SUGGESTIONS FOR 
MORE EFFECTIVE INSPECTIONS. 


-- THE SITUATION IN IRAQ WAS 'WORRISOME:V A SITUATION IN 
WHICH WAR COULD BREAK OUT AT ANY MOMENT. 


-- CHINA HAD ALWAYS PURSUED A FOREIGN POLICY OF PEACE. 
-- CHINA WAS CONCERNED FOR PEACE AND SECURITY AND THE 
HUMANITARIAN SITUATION IN IRAQ 

COUNCIL\" TO PAY CLOSE ATTENTION TO THE IRAQ ISSUE. 

-- THE COUNCIL BEARS THE RESPONSIBILITY FOR PEACE AND 


SECURITY AND MUST SHOULDER THAT RESPONSIBILITY INORDER NOT 
TO \"LET DOWN" THE INTERNATIONAL COMMUNITY. 


GERMANY: \"WE DO NOT LIVE ON VENUS 
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RATHER 


18. (C) GERMAN FM FISCHER OFFERED A DECIDEDLY MORE EXPANSIVE 
STATEMENT THAN IN PREVIOUS COUNCIL MINISTERIAL MEETINGS; THE 
FULL TEXT OF HIS REMARKS IS REPORTED REF F. HE SAID: 


-- THE SECURITY COUNCIL COULD NOT \"REMAIN SILENT\" IN THE 

CURRENT SITUATION; THE TASK AT HAND WAS TO SAFEGUARD ITS 
RELEVANCE AT A TIME WHEN RECENT DEVELOPMENTS HAD BROUGHT THE 
WORK OF THE UN TO A STANDSTILL ON THE GROUND. 


-- PEACEFUL DISARMAMENT OF IRAQ WAS STILL POSSIBLE DESPITE 
THESE CIRCUMSTANCES BY WITHHOLDING RESOLUTION DEMANDS AND 
TIMELINES. 


-- TIME AND AGAIN 
RUSSIA TO PUT FORWARD PROPOSALS FOR MORE EFFICIENT 
INSPECTIONS. 


-- REAL PROGRESS HAD BEEN ACHIEVED: IRAQ HAD SCRAPPED MANY 
OF ITS AL-SAMOUD MISSILES; 70 HAD NOW BEEN DESTROYED. 


-- THAT SAID 

UNSATISFACTORY; IT WAS HESITANT AND SLOW. THE COUNCIL AGREED 
ON THAT 

TERRIBLE CONSEQUENCES? 


-- WHY SHOULD WE DISBAND NOW PLANS TO DISARM IRAQ VIA 
PEACEFUL MEANS? THE MAJORITY OF COUNCIL MEMBERS BELIEVED 
THERE WERE NO GROUNDS FOR BREAKING OFF THE DISARMAMENT 
PROCESS. 


-- THREE POINTS NEEDED TO BE EMPHASIZED: FIRST 

HAD NOT FAILED; WE \"MUST COUNTER THAT MYTH.\" THE COUNCIL IS 
NOT RESPONSIBLE FOR WHAT IS HAPPENING OUTSIDE THE UN. 
SECOND 

CIRCUMSTANCES THE POLICY OF MILITARY INTERVENTION HAS NO 
CREDIBILITY; IT DOES NOT HAVE THE SUPPORT OF OUR PEOPLE; IT 
WOULD NOT HAVE TAKEN MUCH TO SAFEGUARD THE UNITY OF THE 
COUNCIL; THERE IS NO BASIS IN THE UN CHARTER FOR REGIME 
CHANGE WITH MILITARY MEANS. THIRD 

NEEDED TO BE PRESERVED; RESOLUTIONS 1284 AND 1441 WERE STILL 
IN FORCE. 


-- THE UN AND COUNCIL NEEDED TO CONTINUE TO PLAY THE CENTRAL 
ROLE IN THE IRAQ CONFLICT; THERE IS NO SUBSTITUTE. 


-- NEGOTIATIONS ON THE IRAQ CRISIS 
PEOPLE WORLDWIDE 
PEACEMAKING ROLE OF THE COUNCIL IS. 
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-- GERMANY IS DEEPLY CONCERNED ABOUT HUMANITARIAN 
CONSEQUENCES OF A WAR IN IRAQ - THE WORLD\'S TASK NOW IS TO DO 
VEVERYTHING POSSIBLE\" TO AVERT A HUMANITARIAN DISASTER. 


-- ALARGE MAJORITY OF PEOPLE IN GERMANY AND EUROPE ARE 

GREATLY TROUBLED BY THE IMPENDING WAR; EUROPE HAD EXPERIENCED 
THE HORRORS OF WAR ONLY TOO OFTEN. THOSE WHO KNOW OUR 
EUROPEAN HISTORY UNDERSTAND THAT \"WE DO NOT LIVE ON VENUS 

BUT 

IT IS A GREAT TRAGEDY FOR THOSE AFFECTED AND FOR US ALL. 


-- NEVERTHELESS 

ON TWO OCCASIONS DURING THE LAST FEW YEARS BECAUSE ALL 
PEACEFUL ALTERNATIVES HAD PROVED UNSUCCESSFUL: IN KOSOVO AND 
IN AFGHANISTAN. 


SYRIA: RHETORIC FLOWS 
ON ISRAEL 


19. (C) SYRIAN FM SHARA MADE A LENGTHY RHETORICAL STATEMENT 
SAYING: 


-- THIS WAS A SAD AND PAINFUL MOMENT. NOTHING TO BE SAID 
COULD ADDRESS THE VICTIMS OF WAR. 


-- THE UN CHARTER OPENS: \"WE THE PEOPLE OF THE UNITED 
NATIONS 

SCOURGE OF WAR 

UNTOLD SORROW TO MANKIND... UNITE OUR STRENGTH TO MAINTAIN 
INTERNATIONAL PEACE AND SECURITY.\" THIS WAS THE IMPORTANT 
COMMITMENT CONSECRATED IN THE CHARTER 58 YEARS AGO 

SAN FRANCISCO IN 1945. A HISTORIC MONUMENT WAS BUILT TO THE 
CHARTER IN NEW YORK. THE AMERICAN PEOPLE WHO LIVE BETWEEN 
THE EAST AND WEST COASTS ARE IN PLURALITY AND DIVERSITY A 
MICROCOSM OF THE INTERNATIONAL COMMUNITY 

ELSE IN THE WORLD. 


-- THE QUESTION WAS 

PALESTINIAN CAUSE 

THEMSELVES OF RESPONSIBILITY FOR CATASTROPHIC OUTCOME? THE 
UN WAS WITNESS TO HISTORY. COULD THE U.S. USE DIFFERENCES IN 
FINDING A CONSTRUCTIVE SOLUTION IN THE SECURITY COUNCIL AS AN 
EXCUSE TO WAGE WAR? WHEN WAS PEACE EASY? 


-- WITHIN HOURS 
DECLARED IN WASHINGTON. THOSE WITH VISION AND INSIGHT WILL 
DEMONSTRATE THAT THIS DECISION WOULD RETURN TO HAUNT... 
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-- THIS WAR WAGED TO DISARM IRAQ OF WMD WAS INCONSISTENT WITH 
ISRAELYS STOCKPILE OF NUCLEAR WEAPONS. IF INTERNATIONAL 
MONITORING AND INSPECTIONS PROCESSES MONITORED IRAQ 

SHOULD THEY NOT ALSO BE APPLIED TO ISRAEL V 


-- SYRIA VOTED \"YES\" FOR 1441 BECAUSE IT BELIEVED IN AN 
INTERNATIONAL SOLUTION AND ULTIMATELY THE INTERNATIONAL 
INSPECTIONS PROCESS YIELDED POSITIVE RESULTS. 


-- TO CALL INTO QUESTION THE ROLE OF THE SECURITY COUNCIL OR 
THE UN OR ANY ATTEMPT TO BLAME ANY MEMBER IGNORED THAT THE 
MAJORITY OF NATIONS REJECTED THE USE OF FORCE AND THERE WAS 
NO NEED TO VETO A RESOLUTION. 


-- UNSCR 1441VS OP12 

CONVENED 

WAS OCCUPATION AND EXPLOITATION OF IRAQI NATIONAL RESOURCES 
IN CONTRAVENTION OF ALL INTERNATIONAL LAW. 


-- HOW COULD ONE DENY THAT IRAQ WAS COOPERATING? ALL HAD 
SEEN THE DESTRUCTION OF AL-SAMOUDS. 


-- AMERICAN RECORDS WHICH CITE DANGER TO U.S. INTERESTS AND 
AMERICAN PEOPLE FROM MORE THAN 150 COUNTRIES WITH AL-QAEDA 
SLEEPER CELLS ALSO INDICATE THE U.S. HAS THE BIGGEST ARSENAL 
OF WMD. 


-- IF THE U.S. FORGETS THE PALESTINIANS 

RACHEL CORRIE 

MILLIONS IN THE INTERNATIONAL COMMUNITY WERE CLEAR IN THE 
WORLD DEMONSTRATIONS. 


-- THE OPTION OF PEACE WAS STILL AVAILABLE. THE PROSPERITY 
OF THE MIDDLE EASTERN PEOPLES WAS STILL AVAILABLE 

SAVE THE LIVES OF MILLIONS OF IRAQI PEOPLE IN DEFIANCE OF THE 
OCCUPIER. 


PAKISTAN: TYPICAL NUANCE 


20. (C) PAKISTANI PERMREP AKRAM SHOWED NO CARDS IN HIS 
INTERVENTION 

ALWAYS A HUMAN TRAGEDY 

ADVOCATED A PEACEFUL SOLUTION AND EXHAUSTING ALL OTHER MEANS 
BEFORE MOVING TO THE USE OF FORCE. THE UNMOVIC / IAEA DRAFT 
PROGRAM OF WORK COULD HAVE PROVIDED A USEFUL BASIS FOR THE 
DISARMAMENT OF IRAQ 

UNCONDITIONAL COOPERATION COULD HAVE BEEN SECURED IN TIME." 

IT WAS REGRETTABLE THAT \"OBVIOUSLY 

COULD NOT BE PURSUED AT THIS TIME.\" RECALLING THAT 
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\"THE WHOLE WORLD HAD BEEN RIVETED ON THE SECURITY COUNCIL 
MEMBERS SEPARATED BY \"HONEST DIFFERENCES\" HAD NOT BEEN \"IN A 
POSITION TO TRAVERSE THIS PATH TOGETHER;" THE SECURITY 
COUNCIL NONETHELESS REMAINED RELEVANT AND MUST UPHOLD THE 
INTERNATIONAL LEGAL FRAMEWORK. THE COUNCIL SHOULD SEEK TO 
IMPLEMENT ALL ITS RESOLUTIONS 

THE PALESTINIAN PEOPLE AND KASHMIR 

STRUGGLED AND DIED FOR THE PAST FIFTY YEARS 

SAID 

URGENT HUMANITARIAN TASKS. IN THAT CONTEXT 

SHOULD CONSIDER AS SOON AS POSSIBLE THE SYG\'S HUMANITARIAN 
PROPOSALS WHEN RECEIVED. PAKISTAN WOULD WORK IN SOLIDARITY 
WITH ITS IRAQI WBROTHERS AND SISTERS" TO ENSURE THAT THERE 
WOULD BE NO DELAY OR PROCRASTINATION TO EXACERBATE THEIR 
SUFFERING. \"EVEN ONCE GUNS SPEAK 

RESPONSIBILITY FOR CONTAINING HUMANITARIAN SUFFERING 
ENSURING UNITY AND TERRITORIAL INTEGRITY 

OF THE REGION AND WORLD WOULD NOT END. THE PROCESS OF 
VHEALING THE WOUNDS TO DATE AND TO COME COULD BE ACCOMPLISHED 
IN THE SECURITY COUNCIL AND THROUGH THE UN.\" 


MEXICO: NOT TIME FOR RECRIMINATION BUT... 
DEFENSIVE OF THE COUNCIL 


21. (C) INUSUAL FASHION 

DEPLORED THAT IT WAS NOT POSSIBLE TO CONTINUE JOINTLY THE 
DISARMAMENT OF IRAQ 

CONSTITUTE AN OBSTACLE TO THE SECURITY COUNCILYS DISCHARGE OF 
ITS RESPONSIBILITIES TO THE WORLD. HE CONTINUED: 


-- MEXICO UPHOLDS A MULTILATERAL PATH FOR THE RESOLUTION OF 
CONFLICT; PRESIDENT FOX HAD SAID THE WORLD MUST CONTINUE TO 
UPHOLD THE SPIRIT AND LETTER OF THE CHARTER. THE USE OF 
FORCE WAS ONLY JUSTIFIED AS A LAST RESORT. 


-- THE SECURITY COUNCIL IS THE ONLY ORGAN TO WHICH THE 
INTERNATIONAL COMMUNITY HAS ENTRUSTED WITH THE RIGHT TO 
AUTHORIZE FORCE. AT STAKE WAS THE VERY MANNER IN WHICH 
HUMANKIND ADDRESSES QUESTIONS OF WMD AND PROLIFERATION. 


-- MEXICO WAS A DEEPLY PACIFIST AND PEACEFUL STATE. THE 
TOUCHSTONE OF THE PRINCIPLES TO WHICH MEXICO ADHERED WAS THE 
PEACEFUL SETTLEMENT OF DISPUTES AND THE MULTILATERAL 
APPLICATION OF POLICY. 


-- THE UN WAS THE FORUM \"PAR EXCELLENCE\" WHICH PRESERVES OR 
RESTORES PEACE 

CHILDREN OR THE DISABLED 

DISEASE 


Column 3 
MANDATE. 


-- THIS CURRENT 

HAVE SUCCEEDED. THERE WAS NO TIME FOR RECRIMINATION BUT IT 
WAS TIME TO ANALYZE THE TASKS AHEAD WITH A CLEAR SENSE OF 
RESPONSIBILITIES AND CHALLENGES AHEAD. 


CHILE: BITTER EXAMINATION OF WHAT MIGHT HAVE BEEN 


22. (C) CHILEAN PERMREP VALDES SAID THAT CHILE HAD EXAMINED 

THE PROGRAM OF WORK WITH BITTERNESS BECAUSE \"WHAT MIGHT HAVE 
BEEN WAS PEACE 

FOR A PEACEFUL SOLUTION AND HAD ENDEAVORED TO IDENTIFY A PATH 
TO THAT. HE SAID: 


-- STRENGTHENED AND ACTIVE INSPECTIONS ACCOMPANIED BY ROBUST 
MILITARY PRESSURE WERE CAPABLE OF ACHIEVING A PEACEFUL 
SOLUTION. 


-- THE CONSEQUENCES OF THE CURRENT SITUATION WERE SERIOUS FOR 
HUMANITY: THE IRAQI REGIME NEVER UNDERSTOOD THE PRICE IT 
WOULD HAVE TO PAY. 


-- EACH COUNCIL MEMBER MUST SHOULDER RESPONSIBILITY FOR 
FAILING TO FIND A PATH OF COLLECTIVE ACTION 
WAS NOT A DAY FOR RECRIMINATION. 


-- THE INSPECTORS DESERVED TRIBUTE 

\"EXTRACT TRUTHS AND PLACE THEM BOLDLY\" BEFORE THE COUNCIL. 
THERE SHOULD BE NO DOUBTS ABOUT THE VALIDITY OF INSPECTIONS; 
CHILE BELIEVED IN THE VALUE OF THE INSPECTIONS PROCESS AS A 
TOOL FOR DISARMAMENT. 


-- WAR WILL BRING HORROR UPON MILLIONS OF IRAQIS: THE 
COUNCIL WILL HAVE TO WORK TIRELESSLY TO SAVE LIVES. 


ANGOLA: IRAQ DID NOT COMPLY 


23. (C) ANGOLAN MINISTER MIRANDA DEPLORED THE FAILURE OF 
INSPECTIONS TO HAVE DISARMED IRAQ 

IRAQ WAS UNABLE TO AVAIL ITSELF OF ITS LAST OPPORTUNITY TO 
COMPLY. IRAQ DID NOT COMPLY WITH UNSCRS 

GOVERNING ITS PEACEFUL DISARMAMENT 

THE INTERNATIONAL COMMUNITY THAT IT WAS MAKING A GENUINE 
EFFORT TO DISARM. ANGOLA DEFENDED PEACEFUL SOLUTIONS TO 
CONFLICT AND BELIEVED IN THE USE OF FORCE ONLY AS THE LAST 
RESORT. FOUR DECADES OF CONFLICT IN ANGOLA HAD LED THEM TO 
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THE PRIMACY OF THIS BELIEF. IN ADDITION: 


-- THE SECURITY COUNCIL SHOULD BE THE PRIMARY INSTRUMENT OF 
THE INTERNATIONAL COMMUNITY. 


-- WAR IS NOW INEVITABLE; THEREFORE 

CONSEQUENCES WOULD BE OF CONCERN 

MOST AFFECTED BY WAR. THE INTERNATIONAL COMMUNITY SHOULD 
MUSTER THE RESOURCES FOR HUMANITARIAN ASSISTANCE TO BE 
DEPLOYED WHEN THE CONFLICT WAS OVER. 


-- THE SECURITY COUNCIL 
WOULD FACE THE IMMENSE TASK OF RECONSTRUCTION. 


CAMEROON: EACH AND EVERY ONE TO BLAME 


24. (C) CAMEROONIAN PERMREP BELINGA-EBOUTOU SAID THAT THE 
COUNCIL WAS AT A CROSS-ROADS 

HOPE FOR ALAST MINUTE MIRACLE 

SENSES\" HAD NOT OCCURRED. \"WE ARE EACH AND EVERY ONE TO 
BLAME; ALL WERE WRONG 

THE PRINCIPLE OF INSPECTIONS WAS OVER. CAMEROON PAID HOMAGE 
TO THE INSPECTORS 

THEM. THE COUNCIL WOULD ENTRUST TO THEM NEW TASKS IN THE 
FUTURE 

PROGRAM OF WORK COULD HAVE BEEN A GOOD BASIS. BUT DESPITE 
THE IDENTIFICATION OF KRDTS 

FULL 

IRAQ 

COUNCIL MUST CONSIDER THE HUMANITARIAN IMPACT OF THE DE FACTO 
SUSPENSION OF THE OFF PROGRAM. CAMEROON APPROVED THE SYG\'S 
DECISION TO REMOVE UN STAFF FOR THEIR SAFETY. BUT GIVEN THE 
IMPACT ON THE IRAQI POPULATION 

661 COMMITTEE MEET AS SOON AS POSSIBLE AT THE PERMREP LEVEL 
ON THE BASIS OF THE SYG\'S PROPOSALS (NOTE: WHICH ARE STILL 
FORTHCOMING. END NOTE.). FINALLY 

WITHIN THE COUNCIL COULD SOON BE REVIVED. 


GUINEA: MORAL NECESSITY TO RID WORLD OF WMD 


25. (C) COUNCIL PRESIDENT AND GUINEAN FM FALL MADE AN 
EXTREMELY BRIEF STATEMENT IN HIS NATIONAL CAPACITY. HE SAID: 


-- THE COUNCIL HAD EXAMINED BUT COULD NOT ACHIEVE CONSENSUS 
ON A NUMBER OF INITIATIVES WITH REGARD TO THE CURRENT 
SITUATION. 


Column 3 
-- THE INSPECTORS DESERVED THE THANKS OF THE COUNCIL FOR THE 
PROGRAM OF WORK AND THE IDENTIFICATION OF THE KRDTS. 


-- GUINEA NOTED THE SYG\'S DECISION TO WITHDRAW INSPECTORS 
BECAUSE OF THE SECURITY SITUATION. 


-- WAS THERE 

INEVITABLE 

THE RECONSTRUCTION TASK AND TO SAFEGUARD THE HUMANITARIAN 
SITUATION OF THE IRAQI PEOPLE. 


-- GUINEA UNDERSTOOD THE MORAL NECESSITY OF RIDDING THE WORLD 
OF WMD. SUCH ACTION WAS NECESSARY TO THE MAINTENANCE OF 
INTERNATIONAL PEACE AND SECURITY. 


-- MORE THAN EVER 
COUNCIL UNITY. 


IRAQ: UNREPENTANT 


26. (U) AN UNREPENTANT IRAQI PR AL-DURI (FULL REMARKS IN REF 
G) THANKED COUNCIL MEMBERS THAT HAD OPPOSED THE U.S. / UK / 
SPANISH DRAFT RESOLUTION AND TOOK ON THE U.S. 

FOR THEIR EFFORTS IN THE COUNCIL. HE SAID IRAQ HAD NO WMD 
AND THE COMING DAYS WOULD PROVE IT. AL-DURI CRITICIZED U.S. 
AID PLANS FOR IRAQ 

HELP THE VICTIM EXCEPT BY KILLING HIM.\" ELABORATING HE SAID 
THE IRAQI PEOPLE WOULD NOT NEED HUMANITARIAN AID BUT FOR 
IMMINENT U.S. / UK MILITARY ACTION. HE REJECTED U.S. AID ON 
BEHALF OF IRAQ. HE SAID THAT THE TRUE GOALS OF THE U.S. HAD 
NOTHING TO DO WITH THE SEARCH FOR WMD AND INSTEAD WERE 
FOCUSED ON OCCUPYING IRAQ AND CONTROLLING ITS OIL FIELDS. 


NEGROPONTE 
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of its nation 

such action. One commentator writes that US confidence does 
not guarantee success 

longer conflict 

Lebanon.\" Regarding the implications for the UN 

writer opines: \"the fate of the United Nations is similar to 

that of the League of Nations 

to deal with the Iraqi regime 

decided to overstep its bounds under pressure from Christian- 
Zionist radicals.\" End Summary. 


2. News Stories: All papers report that Sheikh Sabah Al- 
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Ahmad 

Affairs 

contingencies in the event of war. He stressed that Kuwait 
has ample supplies of gasoline 


On March 18 
Kuwaiti National Assembly called for Saddam to step down. 


Al-Rai Al-Aam front-pages GCC Secretary General Al-Atiyyah\'s 
comment after his March 18 arrival in Kuwait that Saddam 
should \"make a brave decision\" and leave Iraq. 


Al-Watan carried on its front page a statement by Kuwait 
Airways Director of Public Relations that there are no plans 
to close Kuwait International Airport in the event of war. 

All papers report that British Airways has halted its 

flights to and from Kuwait until further notice. 


Al-Qabas front-pages the Kuwaiti National Guard announcement 
that it will deploy on Kuwait\'s streets and around vital 
installations and in residential areas. 


Al-Qabas carries an exclusive two-page interview with 
Ambassador Richard Jones on March 19. Ambassador Jones said 
the conflict could begin at any time after 4:15 a.m. 

Thursday [Kuwait local time]- exactly 48 hours after the end 

of President Bush\'s speech. 


The Ministry of Interior said that unidentified persons 
wrote graffiti against Kuwaiti State Security and slogans 
calling for \"death to America\" in the Quortuba district of 
Kuwait City 


Al-Rai Al-Aam reports that a former Russian General stated 
that the US has deployed nuclear weapons to Kuwait. 


Editorials: 


3. \"The Zero Hour is Approaching\" 

Dr. Shamlan Al-Essa wrote in independent Al-Seyassah (3/19): 
\"President Bush stressed that the goal of the war on Iraq is 

to liberate the Iraqi people from the tyrant Saddam in order 

for the Iraqis to enjoy the wealth and its nation. The US 

and its allies will definitely win this war. Therefore 

wish that Arab leaders would call on Saddam to convince him 
to step down from power to avert this destructive war.\" 


4. \"The Opportunity Which The Arabs Lost\" 

Faisal Al-Qanai wrote in independent Al-Seyassah (3/19): 
\"The is no more chance for any peaceful solution 

to stop the prospective war on Iraq after President Bush\'s 
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address to the nation. President Bush\'s ultimatum is a 
translation of Shaikh Zayed\'s initiative [for Saddam to go 
into exile] 

Sharm El-Shaikh.\" 


5. \"The Fate of the League of Nations\" 

Ahmad Al-Daeen wrote in independent Al-Rai Al-Aam (3/19): 
\"President Bush stated in his address: `The Security Council 
did not carry out its responsibility 

will take action.Y This statement was not a warning to 
Saddam as much as it was to the United Nations. Today 
fate of the United Nations is similar to that of the League 

of Nations 

Iraqi regime 

bounds under pressure from Christian-Zionist radicals. The 
problem now is that there is no alternative to the 
superpower.\" 


6. \"Let us Hope for the Best\" 

Salah Al-Fadhli wrote in independent Al-Rai Al-Aam (3/19): 
\"Preliminary indications show that America has the ability 

to make its plans succeed 

some things cannot be determined by force. America\'s entry 
and its involvement in Iraq may be similar to IsraelVs 
involvement in Lebanon. At this moment of time 

to God that innocent people will not be harmed and let us 
hope for the best.\" 


7. Whether the People Like it or Not\" 

Dr. Sami Nasser Khalifa wrote in independent Al-Rai Al-AVam 
(3/19): \"Washington does not only want to dominate Iraq 
economically 

surrounding Iraq like Syria 

countries. To implement this strategy 

has to start in changing the Iraqi regime. [but] all the 
countries in the region are targets for the White HouseVs 
greediness 
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operation costs to meet the demands of lower income groups" 
who might want to leave Kuwait in the time of emergency. 
DGCA\'s Al-Farah said his office has not yet received requests 
from any of the air carriers to increase ticket prices. 
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8. Al-Farah said overall operations of Kuwait\'s airport will 
depend on a given situation. He admitted it was possible 

that all civilian operations would cease in a time of crisis 

and only military flights would originate from Kuwait. He 
added that KAC and other carriers have plans to scatter or 
remove their aircraft from the runway should word come of an 
imminent missile attack from Iraq. If the airport closes 

KAC will immediately vacate its jets to Dubai 


9. In the event of an attack 

shelter its personnel and any passengers on the premises. An 
extensive basement under the airport grounds has been 
prepared and equipped with food 

Gas masks are available for all staff members but not yet for 
the general public. Al-Farah said a massive review of the 
airports fire fighting system was conducted last year 

following a large-scale fire at the airport in August. 

Airport staff have been put through several training sessions 
and provided detailed instructions in case of emergency. 


10. Post plans to keep in regular contact with DGCA and has 
asked Al-Farah to alert us of any new developments in the 
operations of Kuwait Airways Corporation or Kuwait 
International Airport. 

JONES 
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the negotiators. There was no agreement on the road 
map 

LTTE 

it. 


4. (C) In the meantime 

talks (March 20) reportedly shifted to long-term 

political issues. During a meeting with the Ambassador 
(focusing mainly on Iraq) 

Wickremesinghe stated that the GSL proposed an outline 
regarding long-term political issues to the Tigers. 

(Note: The PM was not clear on the exact nature of the 
GSL\'s proposal 

ideas for the north/east.) The LTTE did not respond 
immediately 

Wickremesinghe expressed his hope that some sort of 
outline re political issues will be ready by the time of 
the June donor\'s conference in Tokyo. 
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5. (U) (((Note: On March 21 a number of articles 

appeared in the local press expressing concern that the 
June donor\'s conference could be overshadowed by events 
in Iraq. In this regard 

Special Advisor for Sri Lanka Akashi stated that \"the 

war against Iraq could cause considerable damage to the 
economy of Sri Lanka and also take away from the 
international attention from the Norwegian-led peace 
bid.\"))) 


6. (C) COMMENT: Despite initial fears that the sixth 
round of talks would be contentious 

that the talks went smoothly and were carried out ina 
cordial manner. It appears that the LTTE did not want 
to give any ammunition to those who oppose the GSL and 
the peace process in the south. There is also 
speculation that the LTTE 

talks 

the expectation that it (the LTTE) will receive a great 
deal of aid during the June donor\'s conference. END 
COMMENT. 


7. (U) Minimize considered. 
WILLS 
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go 

radical changes in the politics of ... the Middle East but 

... Will also turn the new political order ... topsy 

turvy 

to the forefront in US foreign policy [is] ... replaced 

with sheer militarism and disregard for international law 

and the UNA" The ISLAND concludes: \"the world can only 
hope that what is happening is an aberration.\" 


2. Block quotes: 


It\'s all over but the shouting. George Bush and Tony Blair 
are marching to war but there are no delirious cries of 
patriotic fervour from their countrymen 

assurances of support from their allies 

nations that have had good relations with the two warring 
nations and certainly very strong opposition being 
expressed in the Islamic world. 


Paradoxically 

wants to drive out of power is by no means a person liked 
and loved by even a very few 

reign of terror during which he has held the Iraqi people 
in bondage 
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country - the over ten years of war with Iran and the 

invasion of Kuwait - have left the country in shambles and 

its people in untold misery. They have been suffering 

under UN imposed sanctions for over a decade. But a war is 
being opposed by the great majority of nations and 

naturally by the Iraqis. They most probably want Saddam 
Hussein out but not a war. This war could make Saddam 
Hussein 


There is no doubt which way the war will go. The Daily 
Telegraph report from the Kuwait - Iraq border (see page 8) 
said the stark choices for the Iraqi soldiers in the 

battlefield are to: run 

last chance for diplomacy is over. The United States 
Britain and Spain on Monday announced that they were 
withdrawing a draft resolution submitted to the UN Security 
Council which authorised the automatic use of force and 
which was likely to be rejected by the UN. Later 

Bush in an address to the nation called upon President 
Saddam Hussein to leave his country within 48 hours or face 
war that will start "at a time of our choosing 


This war is not only bound to bring about radical changes 
in the politics of Iraq and that of the Middle East but it 

will also turn the new political order that was taking 
shape after the Cold War 


For over a century 

States have been working as allies and in close political 

and economic collaboration having fought two World Wars and 
been united for half a century in the Cold War against the 
Soviet Union. 


Having triumphed in the Cold War 

they have been working very closely as allies 

to forge a new international order. Whether 
multi-polar world that was being forged or a uni-polar 
world during the past decade 

co-operation and understanding between the Atlantic 
Alliance remained unshaken. But with the advent of 
President Bush 

in foreign policy and finally the issue of war on Iraq has 
rendered them apart. 


America\'s European allies 

France 

sanction of the UN Security Council. President Chirac in a 
very strongly worded statement on Monday said that most of 
the recent debates in the UN have shown that the Security 
Council was not prepared to 

to approve a precipitate march to war and that there was no 
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justification for unilateral decision to resort to war. 
President Chirac in oblique ways said that the US was 
ignoring international law and appealed to every one to 
ensure the respect of international legality. 


This kind of unilateral action was not possible at the time 

of the existence of the other superpower 

but even after its demise both President Bush\'s father and 
President Bill Clinton preferred multi-lateralism and 

sought to work through the UN. The Bush (Snr) in his war 
with Saddam Hussein worked in accordance with UN Security 
Council resolutions and was able to bring together a 
coalition of nations including those of Arab hardline 

nations such as Syria led by the late President Assad. 
Today 

other leaders - British and Spanish Prime Ministers - with 
him and even then there is strong opposition to the war in 
those countries 

Tony Blair's cabinet and a 139 Labour members voting for a 
motion against the war. 


Now that the war seems inevitable the question to be posed 
is: After the War 


What would concern the entire world is whether the 
democratic idealism that gradually came to the forefront in 
US foreign policy in the last few decades 

emergence of Cold war presidents like Reagan 

replaced with sheer militarism and disregard for 
international law and the UN. The world can only hope that 
what is happening is an aberration. 


Wills 
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FUNDS TO PURCHASE A BOMBARDIER JET FOR THE KING WITHOUT 
FIRST SEEKING PARLIAMENT\'S APPROVAL (REF A AND B). 

THE COMMITTEE CONCLUDED THAT: THE MINISTER FOR EP&D 
ILLEGALLY DIRECTED THAT ONE MILLION USD BE TAKEN FROM 
DEVELOPMENT FUNDS TO ACQUIRE THE JET; THE MINISTER OF 
PUBLIC WORKS ILLEGALLY SIGNED FINANCIAL AGREEMENTS FOR 
THE PURCHASE WITHOUT SEEKING LEGAL ADVICE ON THE 
IMPLICATIONS OF THE AGREEMENTS; THE PRIME MINISTER 
ILLEGALLY ORDERED THE TEAM TO REDIRECT MONEY ALREADY 
ALLOCATED BY PARLIAMENT TOWARDS THE PURCHASE; AND THE 
MINISTER OF FINANCE ILLEGALLY PERMITTED THE TAKING OF 
FUNDS FOR THE $2.8 MILLION USD DEPOSIT FROM DEVELOPMENT 
FUNDS 

AIRLINE. 


3. THE COMMITTEE ALSO CONCLUDED THAT ALTHOUGH THE KING 
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DID NOT ORDER THE INVOLVED MINISTERS TO DISREGARD 
PARLIAMENTARY PROCEDURES FOR COMMITTING PUBLIC FUNDS 
HE GAVE CLEAR DIRECTION THAT HE WANTED THE JET. AMONG 
THE DISCOVERIES THE COMMITTEE FOUND MOST TROUBLING WAS 
THE FACT THAT NO ONE IN GOVERNMENT HAS BEEN ABLE TO 
PRODUCE ANY RECEIPTS FOR THE $2.8 MILLION USD ALREADY 
PAID. CONSEQUENTLY 

KNOWING WHETHER THE MONEY EVER EVEN REACHED ITS 
INTENDED RECIPIENT OR WHETHER ILLEGAL COMMISSIONS WERE 
PAID. 


4. THE COMMITTEE HAS ADVISED THE GKOS TO CEASE EFFORTS 
TO PROCEED WITH THE PURCHASE AND TO RECOUP THE MONEY 
ALLEGEDLY ALREADY PAID. BUT THE PM HAS REFUSED TO 
ACCEPT THIS RECOMMENDATION AND INSTEAD IS LOBBYING THE 
MPS TO PERMIT THE DEAL TO GO AHEAD. MANY MPS WE HAVE 
SPOKEN TO VOW THAT IN THE UPCOMING VOTE 

AFFIRM THEIR EARLIER DECISION REJECTING THE PURCHASE 
(REF C). 


5. COMMENT: GIVEN THE DISREGARD BOTH THE KING AND PM 
HAVE SHOWN IN RECENT MONTHS FOR JUDICIAL INDEPENDENCE 
AND THE RULE OF LAW 

EXPRESSED CONCERN THAT REGARDLESS OF PARLIAMENT\'S 
DECISION 

DYING OF HIV/AIDS 

TAKES HIS INAUGURAL FLIGHT ON HIS 72 MILLION DOLLAR 
BOMBARDIER EXECUTIVE JET. 
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Reftel paragraph 7) 

that it be sent to the Prime Ministry for vetting and 
approval. Ergin predicted that going this route would take a 
\"long time.\" 


3. Action Request: At polmiloff's request 

preferred text for our review. In lieu of \"shall constitute 

an agreement 

considered as a political commitment.\" Post requests the 
Department\'s guidance on whether the GOT\'s choice of words is 
acceptable to the USG. End Action Request. 


PEARSON 
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Latest demarche re Iraqi intel officials has been 
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conveyed to the GSL. Media coverage continues to be 
heavy. A test of local reaction will come after Muslim 
prayers on March 21. END SUMMARY. 


2. (C) INTERACTIONS WITH GSL: Prime Minister 
Wickremesinghe has invited Ambassador Wills to see him 
late today. The PM almost certainly wants to discuss 

the developing situation. We will brief Department 

after the meeting. 


3. (C) In the meantime 

U.S. Devinda Subasinghe called Ambassador Wills early 
March 20 (before the actual commencement of military 
operations) and said the GSL was planning on issuing a 
\"helpful\" statement re the Iraq situation. (Note: The 
PM had also told the Ambassador this on March 19 -- See 
Ref E.) Subasinghe said domestic political (e.g. 

Muslim) sensitivities and other complexities 

(specifically President Kumraratunga\'s likely 

objections) would prevent the GSL from actually coming 
out and publicly joining the U.S.-led coalition of the 
willing. 


4. (S) Per Ref B 

demarche pressing for the expulsion of Iraqi officials 

and the closure of the regimeVs embassy to the GSL. We 
will continue to press government interlocutors re this 
high-priority matter. 


5. (C) SRILANKA REACTION: The news that military 
operations had commenced broke in Sri Lanka just before 
9:00 am 

work at this point and traffic continued to proceed 
normally in Colombo. There have been no reports of 
disturbances. Mission has been in touch with contacts 
in mainly Muslim areas of the east and Puttalam District 
north of Colombo 

quiet. There was a demonstration by Muslims north of 
Batticaloa town early March 20 

peacefully. Per Ref D 

take place in Colombo after Muslim prayers on Friday 
March 21 

other sites in country. (Note: Mission held an EAC on 
March 20 -- see Septel. The police have contacted RSO 
and promised unequivocal cooperation. DCM is also 
scheduled to attend a briefing for the diplomatic corps 
given by the Interior Minister late March 20. The 
briefing will focus on the local security situation.) 

(Note: Mission has just received a report attributed to 
AFP that someone in the Opposition People\'s Alliance 
called President Bush a \"war criminal.\" We are looking 
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into the report 


6. (C) MALDIVES REACTION: In a conversation focused on 
other subjects 

Permanent Secretary of the Maldivian MFA 

situation in Male. Shaheed said all was quiet 

that he did not expect any rallies or demonstrations to 

take place. Poloff also spoke to Minh Pham (Amcit--pls 
protect) 

confirmed that the situation was quiet. Pham added that 
many Maldivians were watching news of the developing 
situation on CNN and BBC. His overall impression was 
that Maldivians did not support the war 

Vresigned to it. The government website \"Haveeru\" 
contained AFP wire service reports re the situation 

no commentary. 

7. (U) MEDIA COVERAGE: The front-pages of Sri Lanka\'s 
newspapers were full of stories re the Gulf situation on 
March 20 

Lankan peace talks was also given significant coverage. 
The start of the military campaign took place after 

papers were published 

March 20 editions focused on the runup to war. After 

the war started 

situation. Conforming to the general anti-U.S. slant of 
many press pieces here 

English-language ISLAND entitled From Satyr to Martyr?\" 
stated: 


\"This war is not only bound to bring about radical 
changes in the politics of Iraq and that of the Middle 
East...it will also turn the new political order that 

was taking shape after the Cold War topsy turvy (as the) 
the democratic idealism that gradually came to the 
forefront in US foreign policy (is)...replaced with 

sheer militarism and disregard for international law and 
the UN. The world can only hope that what is happening 
is an aberration.\" (Note: See Ref D for additional 

text from this editorial.) 


8. (C) COMMENT: At this point 

Lankans are just absorbing the news that war has begun 
and are collecting their thoughts. Our best educated 
guess is that the situation will remain relatively calm 
here primarily for the good reason that Sri Lanka has 
plenty of other fish to tandoori. A test will come 

after Muslim prayers on Friday 

extremists and leftists will try to bring out crowds and 
test the government\'s commitment to keep the situation 
under control. END COMMENT. 
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9. (U) Minimize considered. 
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COMMITMENT TO RESPECT NONCOMBATANTS\' HUMAN RIGHTS AND 
DETAILING THE STEPS WE WOULD TAKE TO DO SO. WE NOTED THAT 
SENIOR U.S. OFFICIALS 
ADDRESSED THIS ISSUE PUBLICLY. NONETHELESS 
OBSERVED 
PROACTIVE U.S. STATEMENT WOULD SAP MUCH OF THE MOMENTUM FROM 
EFFORTS TO ORGANIZE A SPECIAL SEATING. 

SEMBLER 
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On the Unclassified system the CLUVs address in the Global 
Address List is Amman Crisis Liaison Unit.\" 


2. (SBU) Embassy has gone to standfast. Only a skeleton 

staff is at the Embassy and non-emergency American staff have 
been instructed to remain in their homes. The Embassy 
remains open for emergency American Citizen Services 
suspended visa and other routine public services for March 

20 

hours after which we will assess appropriate staffing levels 
based on the local security environment. 
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of the country in the military zone. There is also one 
report of a downed Cessna aircraft in the same area. 
CJTF/CM on the scene reports preliminarily that there are 
no detectable chemical or biological agents. Embassy 
continues to pursue details with US military and will 

report as soon as possible. Embassy is in close 
consultation with the MFA 


State 72914 (Notice to Mariners and Airmen) passed to OMC- 
K for immediate notification of Kuwaiti Navy and Air 

Force contacts. Post also notified Kuwait Petroleum 
Corporation contacts. Post made contact with Zuhair Al- 
Zamal 
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Ref Kuwait 1007 
that they want/want to be listed as members of the 
Coalition. 


Kuwait MFA has established an Emergency Committee (24- 
hour Operations Center) and provided Embassy with contact 
numbers. 


CA/OCS/ACS/NESA called to provide Op Center with 
information on a CLASS name-check hit for an AMCIT who 
had requested issuance of an emergency passport for 
urgent travel out of Kuwait. Department informed that 

the name-check hit did not/not apply to the AMCIT and 
authorized post to issue the AMCIT a limited validity 
emergency passport. CONS issued the passport at 0930AM 
on March 20 


At 0800hrs 

to the American citizen community in Kuwait. One message 
contained pre-cleared language regarding the commencement 
of military action in Iraq. The other contained the texts 

of the Public Announcement Worldwide Caution and Public 
Announcement Middle East and North Africa Update dated 
March 20 

and fax 

alert them to the existence of the messages. The 
messages are being posted on the Embassy web-site and 
recorded on the Embassy\'s automated 24-hour Warden 
message telephone recording in both English and Arabic. 


At 1005hrs 

able to issue her newborn child (born on 08 March 2003 in 
Kuwait) an emergency passport for immediate travel even 
though the child has not/not yet been documented as an 
American citizen. AMCIT claimed she has been unable to 
obtain an official Kuwaiti birth certificate or apply for 

a Consular Report of Birth Abroad for the child. CONS 
agreed to issue the child an emergency limited-validity 
passport for urgent travel. AMCIT will come to the 
Embassy 


CONS booked reservations for two AMCITS (mother and minor 
child) to depart Kuwait for Dubai today at 1600hrs. CONS 
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provided 7 other AMCITS (and their family members) with 
flight reservation information and contact details for a 
local travel agency able to assist in booking the 

tickets. These AMCITS will be able to depart Kuwait for 
Dubai on the same flight at 1600hrs today. One other 
AMCIT who had requested Embassy assistance in departing 
Kuwait declined to accept booking on a flight today and 
has decided to depart Kuwait tomorrow. All cases 
reported in SITREP 2 have now been resolved. No other 
cases have been reported at this time. 


All European air carriers have suspended service to 
Kuwait. Kuwait Airways 
carriers continue to operate. 


Embassy communications operations are now at 24/7 and the 
Embassy\'s Health Unit has gone to extended hours. 


Embassy is awaiting confirmation of conference call with 
White House Situation Room. 


3. COMMENTS: None 
4. STATUS OF PENDING REQUESTS: See above. 
JONES 


6573 
RUFFLES SINGAPORE\'S FEATHERS 


CLASSIFIED BY: AMB. FRANK LAVIN FOR REASONS 1.5 (B) AND (D) 


1. (C) MFA PERMSEC (2) BILAHARI KAUSIKAN 

CALLED DCM AT OOB ON MARCH 20 TO EXPRESS THE MFA\'S CONCERN AT 
MISCHARACTERIZATION OF SINGAPORE\'S POSITION DURING THE STATE 
DEPARTMENT\'S MARCH 19 PRESS BRIEFING. SINGAPORE DID NOT 
APPRECIATE 

CHANGED ITS STANCE ON MEMBERSHIP IN THE IRAQ COALITION. 

THESE RESULTED FROM THE SPOKESMAN\'S STATEMENT THAT \"THERE IS 
SINGAPORE 

HOURS IT IS OKAY TO NAME THEM 

THAT THE THREE NEWLY LISTED COUNTRIES HAD \"PREFERRED TO KEEP 
THEIR SUPPORT ANONYMOUS.\" 


Column 3 


2. (C) THAT WASN'T THE CASE 

SINGAPORE HAD ALWAYS MADE CLEAR ITS SUPPORT FOR THE EFFORT TO 
DISARM SADDAM 

WANT TO BE MENTIONED. (APPARENTLY 

CONCERNED NOT TO BE LISTED UNDER THE TITLE \"COALITION OF THE 
WILLING 

FINALLY ADOPED.) THE SNAFU WAS EMBARRASSING TO A GOVERNMENT 
WHICH HAD GONE OUT OF ITS WAY TO BE STEADFAST IN ITS POLICY 

ON IRAQ; HE BELIEVED IT RESULTED FROM LACK OF COORDINATION 
WITHIN THE USG. HE INSISTED THAT HIS DEMARCHE BE REPORTED TO 
WASHINGTON. (DCM OF COURSE AGREED TO DO SO 

OUT THE INFLAMMATORY LANGUAGE.) 


3. (C) AFTER CONSULTING THE BRIEFING TRANSCRIPT 

NOTED THAT A LARGE PART OF THE PROBLEM SEEMED TO LIE WITH 
AFP\S EMBROIDERY OF ΤΗΕ SPOKESMAN 'S WORDS. HE ASSURED THE 
PERMSEC THAT ANY MISREPRESENTATION OF SINGAPORE\'S POSITION 
WAS TOTALLY INADVERTENT. KAUSIKAN 

THAT HE WAS NOT ASKING FOR ANYTHING NEW OR DIFFERENT TO BE 
ENUNCIATED BY THE USG ON THIS ISSUE AT THIS TIME. \"JUST TELL 
THEM TO BE MORE CAREFUL." 


4. (C) COMMENT: WE SUSPECT THAT THE MFA RECEIVED SOME HEAT 
FROM THE GOSY SENIOR LEADERSHIP OVER THE PRESS COVERAGE 
KAUSIKAN WAS FEELING THAT HEAT. THE QUESTION OF WHETHER 
SINGAPORE HAS BEEN \"FORTHRIGHT\" IN ITS SUPPORT FOR WAR IN 
IRAQ IS A POLITICALLY-CHARGED ONE DOMESTICALLY 

CRITICS HAVE LAMBASTED IT FOR \"HIDING\" ITS SUBSERVIENCE TO 
THE U.S. BEHIND A WALL OF OBFUSCATION UNTIL LAST FRIDAY. 


LAVIN 


6574 

ONLY THE BEGINNING AND OTHER ARAB CAPITALS WILL FOLLOW. 
MEANWHILE 

SUFFERING OF IRAQIS AND THE WAR. END SUMMARY. 


2. UNDER THE HEADLINE YA ROAD MAP IS PENETRATING ARAB CAPITALS 
SHARJAH-BASED PAN-ARAB DAILY \"AL-KHALEEJ\" EDITORIALIZED ON 3/20: 


\"THE QUESTION NOW IS NOT WHETHER OR NOT THE WAR WILL START 

WHAT COMES AFTER IT AND HOW LONG WILL .S. TROOPS STAY IN IRAQ? 

THE MOST DANGEROUS QUESTION IS THE LEVEL OF COORDINATION BETWEEN 
WASHINGTON AND TEL AVIV INDRAWING NEW GEOPOLITICAL MAPS AND 
RESHAPING THE FUTURE OF THE REGION. IT HAS BECOME KNOWN THAT 
ONCE U.S. TROOPS ENTER IRAQ THEY WILL NOT DEPART 

CONFIRMED BY NUMEROUS AMERICAN OFFICIALS UNDER THE PRETEXT OF 
CEMENTING PEACE AND STABILITY 

CURTAILING ANY ETHNIC DISPUTES ... IRAQ WILL ONLY BE THE STARTING 
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POINT TO RE-MAPPING THE MIDDLE EAST 

ISRAEL WILL PLAY A FUNDAMENTAL ROLE IN THIS ... STATEMENTS OF 
AMERICAN OFFICIALS CLARIFY THAT THE WAR AGAINST IRAQ IS ONLY THE 
FIRST STEP. THE LIST OF NATIONS AND ORGANIZATIONS WHICH THE U.S. 
INSISTS ON LABELING AS VTERRORISTSY IS EXTREMELY LONG 

ISRAEL. THEREFORE 

TO \'LIBERATE\' IRAQIS 

THE REGION...\" 


3. ABU DHABI-BASED PAN-ARAB DAILY \"AKHBAR AL-ARAB\" 3/20 
EDITORIALIZED: 


\"... THE U.S. AND A HANDFUL OF ITS ALLIES INSIST ON DECLARING WAR 

IN THE NEXT FEW HOURS 

IRAQ REJECTS SHOULDERING ITS HISTORICAL RESPONSIBILITY BEFORE GOD 
AND THE ENTIRE NATION AND INSISTS ON RETAINING POWER UNTIL THE 

LAST IRAQI CITIZEN ... WE HAVE TO ADMIT THAT WE ARE FACING A 

VICIOUS POWER WHICH HAS ITS OWN AGENDA ... AND THE RIGHT THING TO 
DO IN SUCH A SITUATION IS TO SAVE WHAT CAN BE SAVED AND NOT 
SACRIFICE THE NATION FOR THE SAKE OF A FEW INDIVIDUALS 

ESPECIALLY WHEN THEY THEMSELVES HAVE PROVIDED A JUSTIFICATION FOR 
AN UNPRECEDENTED INTERVENTION IN THE REGION'S AFFAIRS ...\" 


PUBLIC OPINION READ-OUT 


4. THE GENERAL MOOD IN THE UAE IS SIMILAR TO THAT ELSEWHERE IN 

THE REGION. MANY EXPRESS FEELINGS OF FRUSTRATION AND DEEP 
SADNESS ABOUT WHAT THEY VIEW AS A TRAGIC ENDING TO THE CRISIS. 
MOST OF POST\'S INTERLOCUTORS ARE CONVINCED THAT WAR HAS BECOME 
INEVITABLE AS A RESULT OF SADDAM HUSSEIN'S STUBBORNNESS AND 
REFUSAL TO STEP DOWN TO AVERT A DESTRUCTIVE WAR AGAINST IRAQ. 
THIS BELIEF IS VERY STRONG IN THE UAE AND REFLECTS THE OFFICIAL 

LINE OF THE UAEG FOLLOWING THE INITIATIVE IT PROPOSED DURING THE 
SHARM EL-SHEIKH OIC SUMMITS. HOWEVER 

EXTREMELY CONCERNED ABOUT THE CONSEQUENCES OF THE WAR FOR OTHE! 
ARAB AND NEIGHBORING NATIONS AND FOR THE REGION AS A WHOLE. THE 
MAIN CONCERN HERE IS WORRY FOR THE IRAQI PEOPLE AND POSSIBLE 
CIVILIAN CASUALTIES DURING THE WAR. 


5. ONE UAE PROFESSOR OF POLITICAL SCIENCE SUMMED UP THE POPULAR 
MOOD THUS: \"EVERYBODY IS CONFUSED. HOW TO REMOVE SADDAM WITHOUT 
WAR? WAS IT RIGHT TO LAUNCH A WAR? NOBODY IS HAPPY WITH THE WAR 
NOBODY. WE ARE THINKING ABOUT THE IRAQI PEOPLE AND HOW TO HELP 
THEM. WE HOPE THAT SOMETHING WILL HAPPEN TO SADDAM AT THE LAST 
MINUTE. | WAS NOT FOR PROLONGING THE INSPECTIONS 

CONCERNED ABOUT CIVILIAN CASUALTIES. IF THERE ARE NOT TOO MANY OF 
THEM 


WAHBA 
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6575 

6576 

the people\'s sovereignty 

Bhattarai\'s contention that resolution of Nepal\'s domestic 
conflict can come only through a constituent assembly. 
Bhattarai claims the Maoists are on a winning streak. 
However 

its cadres with promises of only amendments to the present 
constitution. For Maoist leaders to satisfy their followers 

they must persuade the government to accede to a sovereign 
constituent assembly. (Note: The term \"sovereign\" was not 
defined during the discussion and could refer either to the 
people\'s sovereignty as defined by the existing constitution 
or to an agreement that the conclusions of the constituent 
assembly have sovereign status.) 


Maoists as Supposed Defenders of Democracy? 


4. (C) As reported by Gautam 

be held for representation to a constituent assembly. During 
the campaign 

allowed to compete on their respective platforms. For the 
Maoists 

communist republic. Bhattarai 

that if the Maoists\' vision is not accepted by the people 
during the constituent assembly elections 

the will of the people. Gautam\'s own opinion is that all 
parties should contest constituent assembly elections because 
that mechanism would either resolve the conflict through 
democratic means or serve to \"call the Maoists\'s bluff.\" 


Comment 


5. (C) The conversation related by Gautam appears to reflect 
part of an ongoing charm offensive by the Maoists to improve 
their stature as a legitimate political party--a strategy 

made necessary by their loss of public support due to their 
violent excesses over the past year. Gautam\'s contact with 
Bhattarai provides insight into the Maoists\' political 

strategy 

continue to pursue their fundamental goal of the creation of 

a communist republic (reftel). Bhattarai\'s promise to abide 
by the electorate\'s free choice of delegates to a constituent 
assembly is credible only as a tactic to curry favor among 
political party leaders 

international community. By reaching out to political 

parties 

support in a constituent assembly to engineer a new 
constitution that would marginalize the monarchy and make the 
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army susceptible to Maoist infiltration and eventual control. 
MALINOW SKI 


6577 

basics\" steps are essential 
be not sufficient. 
PEARSON 


6578 
IRAQ AND HUMANITY\" AND CALLED FOR RESISTANCE. IT WAS NOT 
CLEAR IF THE BROADCAST WAS LIVE. (CNN) 


2. (C) REPORTS OF IRAQI MISSILES HITTING KUWAIT: EMBASSY 

KUWAIT REPORTS THAT TWO SCUDS WERE LAUNCHED FROM IRAQ AND 
THAT BOTH WERE SUCCESSFULLY DESTROYED BY PATRIOT MISSILES. 
KUWAITI MINISTER OF DEFENSE SEPARATELY STATED THAT TWO 

IRAQI MISSILES LANDED ON THE KUWAIT-IRAQ BORDER. KUWAIT TV 
REPORTED THEY WERE NOT CARRYING UNCONVENTIONAL WARHEAD. IT 
IS NOT CLEAR IF THESE WERE SEPARATE INCIDENTS. (REUTERS 

TASK FORCE-EMBASSY KUWAIT TELCON) 


3. (C) OPEC WILL MAKE UP ANY OIL SHORTAGE: OPEC PLEDGED TO 
MAKE UP ANY OIL SHORTAGE 

ENSURE SUPPLY CONTINUITY. INDONESIAYS ENERGY MINISTER SAID 
OPEC WAS READY TO ADD 5-6 MILLION BARRELS PER DAY TO THE 
MARKET IF NEEDED. MEANWHILE 

ARE BECOMING RELUCTANT TO ENTER THE GULF. (REUTERS 
FORCE-EMBASSY KUWAIT TELCON). 


4. (S) GOK APPROVAL OF ENTRY OF FORCES TO KUWAIT: THE GOK 
AUTHORIZED NEW COALITION FORCES TO ENTER KUWAIT WITHOUT A 
SIGNED STATUS OF FORCES AGREEMENT 

U.S. COMMAND AND SOFA NEGOTIATIONS ARE ONGOING. (KUWAIT 
1004) 


5. (U) IRAN CLOSES BORDER WITH IRAQ: IRAN CLOSED ITS 
BORDERS WITH IRAQ SHORTLY AFTER THE US STRIKE BEGAN 
ACCORDING TO IRAN\S DEPUTY INTERIOR MINISTER. THE OFFICIAL 
STATED THAT ANY IRANIAN ASSISTANCE TO REFUGEES WOULD BE 
CARRIED OUT ON IRAQI SOIL. (IRNA) 


MINIMIZE CONSIDERED. 


POWELL 
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or the \"Meliani Group\" 

Bomb-making materials and weapons were found in their 


Column 3 

Frankfurt apartments. On March 10 

defendants were sentenced to 10-12 years of prison (the 
possible maximum being 15) for plotting to bomb the 
Christmas market in Strasbourg 

Busid Karimou 

group. He was charged with membership in a terrorist group 
and was released from detention on August 30 
defendants trained in camps in Afghanistan. The trial 
provided insight into the activities of a group of 

terrorists 

western Europe against a European target. This cable 
compiles what was learned during the trial about the 
backgrounds of the terrorists and suspected terrorists 
their movements and operations 

other terrorists in Europe. End background and summary. 


Defendants Trained in Afghanistan 
Al Qaeda Connection 


3. (U) The group was arrested in December 2000 and their 
trial began in Frankfurt on April 2002 

Court (Oberlandesgericht) 

State Security Cases (Staatsschutzsenat). Four of the five 
defendants 

Salim Boukhari 

organization 

murder 

They were sentenced to 10-12 years in prison and have only a 
week to appeal 

German law is limited to procedural irregularities. The 
theoretical maximum sentence was 15 years. A formal written 
verdict is expected before the end of March. 


4. (SBU) Defendants Beandali 

to training in terrorist camps in Afghanistan (Jalalabad 

Khost and Khaldan). Boukhari also mentioned learning 
electronics in Turkum 

camp\" (presumably in Turkum 

a year\'s training in \"Islamic studies\" in Afghanistan 
(presumably also at a terrorist camp) where he met Beandali 
and Boukhari. A witness 

also trained with terrorists in Afghanistan. The court 

never successfully determined who planned or ordered the 
attack 

originated with a man called Abu Doha in London. Due to the 
complications of getting witnesses from other countries 
prosecution dropped the charge of \"membership in a terrorist 
organization\" on January 15 

determined that proving the defendants were linked with 
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known terrorist organizations would have dragged out the 
trial (it had already lasted nearly a year) without 

increasing the severity of the ultimate sentences. There 
were some indications the group was affiliated with the 
Algerian GSPC or Salafist Group for Preaching and Combat 
and their Afghanistan training suggests an Al Qaeda 
connection 

connections. 


The Defendants: Multiple Aliases 


5. (SBU) The following are the known names/aliases and dates 
of birth of the defendants. (Some variances in spelling 
have been seen in different sources.) 


A. Aeurobui Beandali (also Deandali) DOB 12/10/1975; aka Ben 
Ali; aka Mustapha Mestpha Kelouili DOB 11/19/1978; aka 

Djilali Benali Correia DOB 7/15/1975; aka Djilali Adadi DOB 
6/5/1975. Presumed Algerian. 


B. Lamine Moroni 
7/25/1970. Presumed Algerian. 


C. Salim Boukhari (also Boukari) 

El-Haddad 

Karim Muscat DOB 8/8/1971; aka Messaoud (also Mesud) Zamali 
(also Zemani) DOB 8/4/1966; aka Mihdi; aka Malsara; aka 

Kamal. Presumed Algerian. 


D. Fouhad Sabour 
12/08/1967; aka Samir Bouinoual DOB 8/9/1978; aka Alain 
Dubois; aka Morira. French or Algerian. 


E. Samir Karimou (also Krimou) aka lbrahim Ahmed 
12/18/1968; aka Abdel Kader. (Released from prison August 
30 

Morocco. 


The Evidence: Bomb-Making Materials 
Passports 


6. (SBU) The evidence presented in the case included a 
surveillance videotape of the Strasbourg Christmas market 
and surrounding area 

materials found in the apartments 

defendants\' phone conversations. Two apartments and a 
rental car were searched by the Bundeskriminalamt or BKA 
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(similar to the FBI). An apartment in Roederbergweg was 
searched on December 23 and 26 

Sigmund Freud Strasse was searched on December 25-26 
Items found included various passports and identification 
papers (some of them fraudulent); weapons 

mini-machine pistols; 2 semi-automatic weapons; a revolver 
and ammunition; a hand grenade; 20 kg of potassium 
permanganate; various electrical components and wires; 
chemicals and a detonator; batteries; acetone peroxide 
(TATP); mobile phones; cannabis or hashish; nails; and cash 
in various currencies (German marks 

francs.) (Note: the cannabis or hashish was apparently seen 
on the initial search on December 23 

when the items were seized on December 26.) Various notes 
and letters were also found. Forged passports were also 
found in one of the defendant\'s rental cars. Defendant 
Beandali stated the weapons were eventually to be shipped to 
Algeria. 


The Defendants 


Defendant 


7. (SBU) Aeurobui Beandali was the first of the defendants 
to testify before the court. Beandali expressed regret for 
his actions 

changed his views on terrorism as a means of political 
change. Of the five defendants 

in Germany the longest but had the strongest connection to 
Algeria. He said his original motivation was anger over 
human rights abuses committed by the Algerian military 
government. Beandali said he has been a member of the 
Islamic Salvation Front political party (outlawed in 1992). 
Beandali fled Algeria in 1992 at the age of 16 and applied 
for political asylum in Germany. After committing several 
criminal offences 

BeandaliWs German asylum application was rejected and he was 
ordered deported in April 1992. He went into hiding to 
avoid deportation 

drug trafficking. He also spent some time in France 
although the dates are unclear 

committed robbery and drug-related crimes. 


8. (SBU) Beandali gave contradictory statements about his 
whereabouts in 1999-2000. In one statement he said from 
March 1999 until spring 2000 he lived in an apartment on 
Leonardsgasse 7 in Frankfurt. In another 

went to Afghanistan from about November 1999 - August 2000. 
Beandali said he paid his own way to train in a camp in 
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Afghanistan 

Beandali claimed he had to pay for his own ammunition - $150 
for 750 rounds of ammunition. He described his training in 
Afghanistan as specializing in religion 

heavy weapons and explosives. Beandali said he met another 
defendant 

Khaldan 


9. (SBU) Beandali said he was an expert in explosives and 

that it was his job to buy the bomb-building materials for 

the Frankfurt cell. He explained that the bomb was to be 

placed in a large 

ordered in London. (Note: The fact that this would have 
produced deadly splinter fragments was used as evidence that 
the targets were people and not an empty synagogue as the 
other defendants claimed. End Note.) He also bought large 
amounts of potassium permanganate. Found among the evidence 
seized in the Frankfurt apartment was a letter 

from a company 

kilograms of potassium permanganate. Beandali admitted that 
he and Boukhari had written the letter using a fabricated 
company name and person (Barakhat). Given the large amount 
of potassium permanganate 

group planned multiple attacks. Beandali stated that 

several attacks in Algeria were planned after Strasbourg 

hence the large amount of bomb materials. 


10. (SBU) The BKA testified on what was found in Beandali\'s 
rental car 

a backpack 

passport photos. One of the passports was connected with 
Aknoush and Aknoush\'s fingerprints were found on the 
backpack. (Note: Aknoush 

cell 

phone 

BKA. 


11. (SBU) Despite BeandaliVs sometimes contradictory 
statements and previous criminal record 

most open with the court 

along 

turn away from Islamic extremism. He received the lightest 
sentence 

Beandali accepted the sentence and said he would not appeal. 


Defendant 


12. (SBU) Beandali had stated that Lamine Maroni\'s only job 
was to help him mix the chemicals to make explosives and 
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that he was not involved in planning the attack. Maroni did 
not formally testify but confirmed some statements by 
defendant Sabour. Maroni said Beandali was the leader of 
the Frankfurt cell and he openly displayed hostility to 
Beandali. Maroni\'s role in the group was unclear 

other defendants seemed to be a bit afraid of him. Maroni 
seems to have been in England before coming to Frankfurt 
with Boukhari sometime in late 2000. Maroni did not 
cooperated with his lawyers 

uninformed. A witness 

Maroni also trained with terrorists in Afghanistan. 


13. (SBU) Maroni was disruptive from the start. On the 
first day of the trial he shouted 

He said that non-believers are dirt 

lawyer 

to disrupt proceedings on subsequent trial days and was 
absent for the fourth trial session on May 7 

being found in prison with a razor blade which he used to 
cut up his clothing. He later rejoined the trial 

missed several sessions. Maroni enjoyed engaging in 
distracting behavior 

information was about to be revealed by a defendant or 
witness. He yelled out things to the other defendants such 
as 

demanded sandwiches 

criticized the judges and prosecuting attorneys 
complained loudly about his handcuffs. 


14. (SBU) Maroni received a sentence of eleven years 
year higher than the prosecution had requested 

of cooperation and repeated hostile statements. His 
outbursts demonstrated his hatred and ruthlessness 
court concluded. 


Defendant Salim Boukhari: The London Connection 


15. (SBU) The defendant Salim Boukhari appears to have had 
the strongest connections to London. The Algerian Embassy 
questioned him on October 30 

The Algerian Embassy confirmed that Boukhari was Algerian 
but cast doubt on the accuracy of the name and Algerian 
address he had given. When Judge Zeiher read Boukhari\'s 
Algerian address from a letter Boukhari had written (50 
Boulevard Mohammed V 

declined to confirm it 

to the Algerian Embassy 

government might harm his family. The judge responded that 
the address was not a secret. 
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16. (SBU) According to his own statement 

study in France but failed to get a residence permit. He 
went to London but was deported 

unclear. Somehow he returned 

statements 

married Tina Nash and lived with her at 79 Blesbury Road in 
London. He worked for a security company called Mitas 
Security and then later moved to the Layton Stone district. 
He met a man named Noureddine in 1995 

interested in religion. After BoukhariVs divorce in 1998 

he moved in with Noureddine 

causes 

Palestine. Boukhari said he thought of donating money to 
the Algerian freedom struggle but instead used his life 
savings of 3000 British pounds to go to Afghanistan via 
Pakistan. 


17. (SBU) He arrived in Peshawar in early 2000. He was 
welcomed by Hassan Aknoush and other Algerians 

man named Jaffa. Boukhari trained for five months in 
Afghanistan in light and heavy weapons 

religion. He became ill with malaria and typhoid fever and 
returned to Pakistan where he stayed with Jaffa. In 

Pakistan 

forced to flee 

Boukhari obtained a forged British passport and returned to 
London on September 16 

and had a son on June 19 

who asked him if he was willing to go to Frankfurt to pick 

up some weapons from Aknoush. Boukhari went to Frankfurt in 
early November 2000 for a few days. Later in November 2000 
he returned to Frankfurt 

with Beandali. 


18. (SBU) BoukhariVs statements to the court were often 
confusing and inconsistent. Regarding his involvement in 
the attack in Strasbourg 

began in early December 2000 

participate if no one would be hurt. He also claimed he 
intended to return to London in December 2000 

would not be present at the time of the attack. Boukhari 
admits he was the point of contact for Nourredine in London. 
Boukhari claims 

orders or designate a target but gave \"only ideas." 
Boukhari admitted buying chemicals at different locations in 
Germany with the help of Sabour. Boukhari also admitted 
making the comment on the surveillance videotape of the 
Strasbourg Christmas market 

They dance and are happy 

hell" 
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19. (SBU) Aknoush stated that Boukhari was in contact with 
Abu Doha in London. Boukhari said he had spoken with Abu 
Doha but only on the subject of renting rooms in Baden 
Baden. Aknoush 

also said that Boukhari was the assigned leader of the 
Frankfurt cell. Boukhari stated that the attack was planned 
for the end of January or beginning of February 2001 
perhaps 

target and the charge of attempted murder. 


20. (SBU) Boukhari received the longest sentence of the four 
defendants 

he was the \"driving force\" behind the Frankfurt cell who 
obtained money for the operation 

amount of bomb-making materials 

cooperated only reluctantly with the court 

expressed hatred of Jews and western culture. 


Defendant 


21. (SBU) Fouhad Sabour said that he became involved with 
Islamic extremists in London in 1995. In 1996 

arrested in France for membership in a terrorist 
organization. He admitted being a member of AlgeriaWs GIA 
or Armed Islamic Front. He said that he spent a year in 
Afghanistan (May 1999 - May 2000) for \"Islamic legal 
studies.\" (Note: Presumably 

training camp 

met Beandali and Boukhari. It is not clear when Sabour came 
to Germany 

the Sigmund Freud Strasse apartment in Frankfurt. Sabour 
admitted possessing three fraudulent passports and other 
forged documents and using aliases. 


22. (SBU) Sabour's role in the plot was unclear. Boukhari 
in his statements 

knowledge of the bombing plans. It seems Sabour was 
assigned some duties (specifics unclear) to help in carrying 
out the attack together with Boukhari or Beandali. Boukhari 
said he and Sabour bought chemicals at different locations 
in Germany. Sabour also admitted driving the car to 
Strasbourg 


23. (SBU) Sabour received the second highest sentence of 
eleven and a half years. The judges agreed with the 
prosecution that Sabour\'s participation in videotaping the 
Christmas market made him a willing accomplice in the 
attack. 
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Defendant 


23. (SBU) Busid Karimou was released from detention on 
August 30 

was involved in the preparations for the bomb attack 

he was only charged with membership in a criminal group 
which carries a one-to-ten year sentence. The judge ordered 
Karimou released from custody after he was incarcerated for 
17 months 

considering that a prisoner can be eligible for an early 
release 

thirds of the sentence. The judge noted that Karimou had 
lied repeatedly 

that he had trained in Afghanistan 

innocent. 


25. (SBU) According to his own statement 

in Rabat 

February 1999. He applied for asylum in Germany on February 
23 

was pending. He felt he was being pursued by police and 
fled to London 

permit. He began visiting the Finsbury Park mosque in 
London and became interested in religion and politics. In 
January 2000 

went to Afghanistan for training. First he stayed with 

Jaffa in Peshawar 

he met Boukhari 

required to turn in his forged French passport. He met 
Beandali at a second camp in Khost. The training was harder 
than he expected; Karimou said he argued constantly with his 
group leader and the other participants. After only three 
months of training 

accused him of being a traitor. Karimou said he got his 
forged French passport back only after repeated attempts. 


26. (SBU) Karimou returned to London in May 2000 and met an 
old friend from Frankfurt 

job in London 

first he had no place to stay 

Aknoush out of his apartment in Sporstrasse 61. (The 
landlord was angry because Aknoush had not paid his rent.) 
Apparently this apartment was used as a meeting point for 
the group 

Karimou said he had no knowledge of the Strasbourg attack 
and was never a member of the group. Beandali 

statement 

in the plot but only arrested because they were friends. 
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According to Beandali 
at the wrong time when arrests were made. 


Witnesses 
Cell 


27. (SBU) Mohammed Afane 

arrived in Frankfurt in April 2000 after transiting Spain 

and France. Afane said he had met Karimou in Frankfurt 
knew KarimouVs brothers in Algeria. Afane also testified 

that he met Boukhari (known to him as Hitscham) in 
Weiterstadt prison near Darmstadt. Boukhari asked Afane to 
take a letter for him 

reading it. He said the letter mentioned \"saving money for 
weapons to support our friends\" and a man named Suleiman who 
was not arrested and \"hopefully could make it before he also 
gets arrested.\" Afane assumed Suleiman was a dangerous 
terrorist. (Note: Suleiman may be Slimane Khalfaoui or 
Slimane Mutamna 


28. (SBU) Hassan Aknoush (aka Jassin; aka Moheme; aka 
Aknouche) 

met Boukhari in Pakistan. Aknoush\'s written statements were 
read by the Frankfurt court. A backpack with Aknoush\'s 
fingerprints was found in BeandaliVs rental car. Beandali 

has stated that the weapons seized in the Frankfurt 

apartment belonged to Aknoush 

Aknoush was connected to the bomb plot. Beandali said he 
had known Aknoush since 1999. Aknoush said 

to French authorities cited by the court in Frankfurt 

Abu Doha was the head of the Frankfurt cell and Boukhari was 
his closest contact. Aknoush said that according to a phone 
call he had with Abu Doha 

in charge of the attack in Strasbourg.\" Aknoush stated 
reported in French police documents 

Maroni underwent training with Abu Kahba 

and chemical weapons connected to Al Qaeda 


29. (SBU) Abu Doha (aka Dr. Rashid) 

Algerian terrorist leader 

extradition to the United States based on his connection 

with the plot to bomb Los Angeles International Airport 
during the Millenium. He has been described by the media as 
the man who supervised Algerian terrorists in Europe once 
they had finished their training in Afghanistan. Abu Doha 
was a contact of Boukhari\'s in London. His role in the 
planned Strasbourg attack is unclear. Defendant Beandali 
has denied Abu Doha was the leader of the Frankfurt cell. 
Defendant Boukhari has admitted to telephone conversations 
with Abu Doha 
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stated that Abu Doha had instructed the Frankfurt cell 
presumably in December 2000 

a longer time 

to do with the Strasbourg attack and was not the leader of 

the Frankfurt cell. However 

intelligence reported a telephone conversation between 
Boukhari (in Frankfurt) and Abu Doha (in London) on December 
24 

Abu Doha for more money for the rooms rented in Frankfurt. 


30. (SBU) Mohammed Sadikki (aka Mohammed Bitchu) 
Got to know Maroni and Beandali in two German prisons. 
Sadikki provided the most extensive testimony of any 
witness. According to Sadikki 

participation in a number of terrorist operations in the 

U.K. Sadikki said Beandali asked him to deliver a message 
to a mosque in Frankfurt and talked of the need to fight 
Christians and Jews. Beandali mentioned a synagogue in 
Lille 

Sadikki the group planned further attacks in Germany 
and Spain. Beandali never mentioned the Strasbourg 
Christmas market to Sadikki 

to turn Rome 

Sadikki verified BeandaliVs role as bomb expert and 
indicated that Beandali and other members of the group 
coordinated their testimonies in prison before the trial 
started. 


31. (SBU) Sadikki mentioned Usama bin Laden twice. Sadikki 
reported that Beandali asked him to contact a man named 
Abdul Rachman in London after his release. Beandali 
described Rachman as \"Usama bin Laden\'s representative\" in 
London 

release of the members of the Frankfurt cell. Sadikki also 
testified that Beandali told him that the camp in 

Afghanistan at which he was trained was run by Usama bin 
Laden. Sadikki also said that the group used forged 
documents and stolen credit cards. SadikkiVs testimony was 
sharply challenged by Beandali\'s attorney. Sadikki also did 
not always strike observers as a credible witness since much 
of his testimony consisted of merely confirming statements 

he had given earlier to the police. He also seemed to be 
exaggerating at times. For example 

the Frankfurt cell had 38 million German marks at their 
disposal 


32. (SBU) Slimane Khalfaoui 

Amena; aka Sedine; aka \"Tourist\") 

an eastern suburb of Paris 

connection with the Strasbourg bombing plot. Slimane 
Khalfaoui is described by a New York Times report as \"an 
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important member of the Al Qaeda network in Europe 
year-old with French-Algerian nationality 

Bosnia and Afghanistan and has been on wanted lists since 
1996. Beandali admitted knowing Slimane Khalfaoui. The 
police have a recording of a phone conversation between 
Slimani Kalfaoui and Beandali from December 25 
discussed the whereabouts of Noureddine and Slimane 
Kalfaoui\'s expected arrival in Frankfurt. Slimane Khalfaoui 
may have lived in Lyon for a time 

cell with information on Jewish communities. Beandali 
stated that Slimane Khalfaoui sometimes resided in Germany 
but also in France and Britain.\" 


33. (SBU) Abdul Rachman 

witness Sadikki (see above) as \"Usama bin LadenVs 
representative\" in London 

hostages to force the release of the members of the 

Frankfurt cell. Sadikki 

defendant Beandali had asked Sadikki to contact aman named 
Abdul Rachman in London after Sadikki\'s release. 


34. (SBU) Meliani 

Currently in French custody. According to an Italian police 
report filed with a court in Milan 

connected to Mohamed Bensakhiria in Italy. Meliani has also 
been described as a leader of the Frankfurt cell and the BKA 
has investigated other Meliani contacts in Berlin. The 
Frankfurt cell\'s connection to Meliani was never pursued by 
the Frankfurt court. 


35. (SBU) Lazahr ben Mohamad Tlilli 

year old Tunisian man was arrested in Marseille in mid- 
October 2000. According to the media 

Tlilli was in possession of false documents and telephone 
numbers of people suspected of terrorist involvement in 
Italy 

Mohamad Tlilli is alleged to have connections with at least 
one member of the Frankfurt cell. The Frankfurt court did 
not pursue this connection. 


36. (SBU) Mounir Shuhaib 
terrorist and alias of the person who rented the apartment 
in Sigmund Freud Strasse according to BKA testimony. 


37. (SBU) Hassan Atap 
is an opposition leader in Algeria and was his contact for 
planning attacks in Algeria. 


38. (SBU) Jaffa 
described by Boukhari as a member of the Takfiri group 
extremist than the Taliban. Karimou also mentioned Jaffa in 
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Peshawar. Karimou said Jaffa accused him of being a traitor 
when Karimou gave up after only three months of training in 
Afghanistan. Jaffa was reluctant to return to Karimou his 
forged French passport. (Note: Perhaps this is the Abu 
Jaffar mentioned by Anmed Ressam 

his 2001 testimony 

training in Afghanistan. Abu Jaffar was also described by 
Ressam as being a camp leader 

use of TNT and C4 explosives.) 


39. (SBU) Djoumakh 

France 

2002 trial session by Judge Zeiher as a friend of Slimane 
Mutamna. Prosecutor Brinkmann said that Djoumakh had 
testified on contacts Maroni 

Abu Doha and Slimane Mutamna in London. 


40. (SBU) Salime (also Slimane) Mutamna 
said he 

Frankfurt in November 2000 

weapons for Algeria. 


Motivation 


41. (SBU) The defendants gave various and contradictory 
explanations of their motivation for a terrorist attack. 
Beandali 

at human rights abuses in Algeria or \"fighting the dangerous 
regime\" in Algeria a motivation. Beandali stated the 
weapons seized by authorities were intended for Algeria. 
Boukhari and Sabour also cited solidarity with the \"struggle 
of the Palestinian people\" as a reason. A desire to disrupt 
relations between France and Israel was also mentioned. All 
defendants seem to share a general hatred of Jews and 
Christians as shown in statements such as 

don\'t deserve to breathe. They are the enemies of God....\" 
The court did not establish any clear motivation for the 
attack by the Frankfurt cell -- or any of its members -- or 
why Strasbourg in particular was selected as a target 

though clearly the Strasbourg cathedral and market are 
heavily symbolic. The defendants have given contradictory 
statements about whose idea the attack was. Sabour stated 
it was the idea of the Frankfurt cell alone 

said that Boukhari received orders for the attack from 
London. Defendants are vigorous in denying any connection 
to Al Qaeda 

contact with other known Al Qaeda network members make this 
claim somewhat doubtful. The court abandoned attempts to 
prove an Al Qaeda connection by dropping membership in a 
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terrorit organization charges in January 


What was the London Connection? What was the role of Abu 
Doha and Noureddine? 


42. (SBU) Abu Doha: The London connection to the Frankfurt 
cell is unclear. According to the BKA 

reported a phone call between Boukhari (in Frankfurt) and 
Abu Doha (in London) on December 24 

terrorist attack is discussed and Boukhari asks Abu Doha for 
more German money to pay for two rooms rented in Frankfurt. 
Boukhari admitted to having phone conversations with Abu 
Doha 

criminal complaint filed in the Southern District of New 

York alleges that Abu Doha facilitated the travel of 

trainees into Al-Qaeda-affiliated training camps and was 
responsible for establishing communication among various 
cells in the training camps (see par. 8). In addition 

press statements 

key figure in Al Qaeda. 


43. (SBU) Noureddine (never further identified) 

View: Noureddine was another London contact frequently 
mentioned. Beandali said he distrusted Noureddine. He said 
he met him in Afghanistan and noted he did not follow 
Islamic washing rites. He described Noureddine as an 
Algerian with a French passport living in London. He stated 
that Noureddine was an undercover agent of French 
intelligence and that Noureddine had told Beandali that the 
French secret service had offered him money to inform on 
Algerians living in London and Afghanistan. Beandali also 
heard from a man known as \"the Emir\" that Noureddine was an 
informer. Beandali also said that Noureddine was flown out 
of the Balkans by the French government. Noureddine was 
also interested in a man named Hisham 

was wanted by the FBI. Beandali said he helped Hisham 
escape from Afghanistan to London 

Spain. Eventually 

Beandali believes Noureddine turned Hisham into the 
authorities. Thus for several reasons 

Noureddine was an informer. In a somewhat contradictory 
statement 

directing the attack in Strasbourg (Comment: This seems 
strange for a French intelligence agent. End comment) and 
giving orders to Boukhari from London. Beandali told Judge 
Zeiher 

plan 

building. A guy like Noureddine certainly had something 
more spectacular in mind 
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hurt.\" 


44. (SBU) Noureddine 

appears to have been a rather close friend of Noureddine. 
Boukhari stayed with Noureddine at his London apartment at 
various times and between his marriages. Noureddine 
apparently nudged Boukhari in the direction of Islamic 
extremism 

also said that the Frankfurt cell had 20 

their disposal 

Boukhari has been vague about Noureddine\'s role in the 
Strasbourg attack 

\"ideas 


CONCLUSIONS AND COMMENT 


45. (SBU) The defendants 

origin 

England and Germany) 

criminal activity for several years. They moved easily in 

and out of Germany and around western Europe. Four of the 
five (all but Maroni) have admitted to training in 

Afghanistan. Three of the five (Beandali 

Karimou) admitted to training in terrorist camps there. A 
witness 

with terrorists in Afghanistan. Thus if Aknoush is correct 

all five defendants trained in Afghanistan. The Frankfurt 

cell was planning some type of bomb attack in Strasbourg and 
had gathered significant bomb-making materials for the job. 
The Frankfurt cell had definite connections to others 
assumed to be terrorists or Islamic extremists in England 
and France. Although the court could not prove an Al Qaeda 
connection 

Khalfaoui (in France 

Abu Doha (in London 

and Noureddine (in London 

the sentences 

defendants had \"prevented a bloodbath.\" 


46. (U) This message has been coordinated with Embassy 
Berlin. 
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(REFTEL). THE STATEMENT FOLLOWED TWO DAYS OF CALLS BY 
POLITICAL OPPONENTS 

ORGANIZATIONS FOR A STRONGER INDONESIAN GOVERNMENT RESPONSE 
TO ANTICIPATED AND NOW ON-GOING U.S.-LED MILITARY ACTION. 
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THE PRESIDENT NOTED IN THE STATEMENT THAT \"SYMPATHY (FOR THE 
IRAQI PEOPLE) SHOULD BE EXPRESSED IN A PEACEFUL AND 

DEMOCRATIC MANNER...A MANNER THAT SHOULD NOT UNDERMINE PUBLIC 
ORDER AND OUR NATIONAL STABILITY..." THE PRESIDENT\'S OFFICE 
RELEASED THE ENGLISH LANGUAGE TEXT 


(BEGIN TEXT) 
INDONESIA STRONGLY DEPLORES UNILATERAL ACTION AGAINST IRAQ 


-- 1. THE GOVERNMENT AND THE PEOPLE OF INDONESIA STRONGLY 
DEPLORE THE UNILATERAL ACTION TAKEN BY THE GOVERNMENT OF THE 
UNITED STATES OF AMERICA AND ITS ALLIES THAT HAVE DECIDED TO 

GO TO WAR AGAINST IRAQ. INDONESIA DEEPLY REGRETS THAT THE 
MULTILATERAL PROCESS THROUGH THE UN SECURITY COUNCIL HAS BEEN 
SIDELINED. INDONESIA IS OF THE VIEW THAT THE USE OF MILITARY 
FORCE AGAINST IRAQ BASED ON THE UNILATERAL DECISION 
CONSTITUTES AN ACT OF AGGRESSION WHICH IS IN CONTRAVENTION TO 
INTERNATIONAL LAW. THIS UNILATERAL MILITARY ACTION HAS ALSO 
THREATENED THE WORLD ORDER. 


-- 2. WAR WILL NOT ONLY FAIL TO RESOLVE THE PROBLEM 

WILL ALSO CAUSE HUMANITARIAN TRAGEDY. THE GOVERNMENT AND THE 
PEOPLE OF INDONESIA ARE GRAVELY CONCERNED OVER THE INNOCENT 
CIVILIAN CASUALTIES AND THE IMMENSE MATERIAL LOSSES THAT MAY 
RESULT FROM THIS MILITARY ACTION. THE WAR WILL BRING 

NEGATIVE ECONOMIC AND POLITICAL IMPACTS TO THE MIDDLE EAST 
REGION AND THROUGHOUT THE WORLD 


-- 3. THE INDONESIAN GOVERNMENT 

EFFORTS BOTH BILATERALLY AND THROUGH INTERNATIONAL FORA SUCH 
AS ASEAN 

ISLAMIC CONFERENCE 

STRESSED THE NEED TO FIND A PEACEFUL SOLUTION TO THE IRAQI 
CRISIS. THESE EFFORTS HAVE EVEN BEEN STRENGTHENED BY PEACE 
MISSIONS OF THE INDONESIAN INTER-FAITH LEADERS TO SEVERAL 
COUNTRIES AS WELL AS BY THE REPEATED CALL FOR PEACE FROM ALL 
SEGMENTS OF THE INDONESIAN NATION. THE GOVERNMENT HAS 
EARLIER ESTABLISHED \"THE NATIONAL TEAM TO ADDRESS THE IMPACT 
OF THE IRAQI CRISIS\" INORDER TO TAKE PRECAUTIONARY MEASURES 
FOR THE PROTECTION OF INDONESIAN NATIONALS IN THE MIDDLE EAST 
AS WELL AS TO ANTICIPATE NEGATIVE IMPACTS TOWARDS INDONESIA. 


-- 4. THE GOVERNMENT OF INDONESIA DEMANDS THE UNITED NATIONS 
SECURITY COUNCIL 

INTERNATIONAL PEACE AND SECURITY 

AN EMERGENCY MEETING IN ORDER TO URGE THE GOVERNMENT OF THE 
UNITED STATES AND ITS ALLIES TO IMMEDIATELY STOP THE WAR AND 
FOR THE GOVERNMENT OF THE UNITED STATES OF AMERICA AND ITS 
ALLIES TO BE RESPONSIBLE TO OVERCOME THE HUMANITARIAN ASPECTS 
RESULTING FROM THE CONFLICT SITUATION. SHOULD THE EFFORTS BY 
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THE UN SECURITY COUNCIL COME TO A DEAD-LOCK 

URGE THE UN GENERAL ASSEMBLY TO CONVENE IN AN EMERGENCY 
SESSION UNDER THE FRAMEWORK OF THE \"UNITING FOR PEACE\" 
RESOLUTION. 


-- 5. THE GOVERNMENT OF INDONESIA EMPHASIZES THE NEED TO 

AVOID THE FURTHER DESTABILIZATION OF THE MIDDLE EAST REGION. 
THE INDONESIAN GOVERNMENT ALSO STRESSES THAT ANY SOLUTION TO 
THE QUESTION OF IRAQ SHOULD RESPECT THE TERRITORIAL INTEGRITY 
AND NATIONAL SOVEREIGNTY OF IRAQ. 


-- 6. THE GOVERNMENT OF INDONESIA CALLS ON ALL INDONESIAN 
NATIONALS WITHIN THE VICINITY OF IRAQ TO REMAIN CALM AND 
REPORT TO THE NEAREST INDONESIAN MISSIONS FOR ANY NECESSARY 
ASSISTANCE AND PROTECTION. 


-- 7. THE GOVERNMENT OF INDONESIA FULLY SHARES THE 

OUTPOURING OF ANTI-WAR CALLS AND SYMPATHY FROM THE INDONESIAN 
PEOPLE TOWARDS THE PLIGHT OF THE IRAQI PEOPLE. SUCH SYMPATHY 
SHOULD BE EXPRESSED IN A PEACEFUL AND DEMOCRATIC MANNER AS IN 
A MANNER THAT SHOULD NOT UNDERMINE PUBLIC ORDER AND OUR 
NATIONAL STABILITY --- AND BY MAINTAINING OUR NATIONAL UNITY 

AND INTEGRITY. 


JAKARTA 
THE PRESIDENT OF THE REPUBLIC OF INDONESIA 
MEGAWATI SOEKARNOPUTRI 


(END TEXT) 
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and Erciyes said they would immediately inform all relevant 
authorities in Turkey. NOTMAR and NOTAM were also delivered 
to the Turkish General Staff 

Turkish Naval Forces Command by the Defense AttacheVs Office 
via normal military channels. 

PEARSON 
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assistance for Turkey in this matter." 


-- The lira is currently trading at TL 1 

dollar (a one percent depreciation from yesterday); 

-- T-bill yields are 67 percent compounded (up two 
percentage points from yesterday); 

-- The Istanbul Stock Exchange 100 index is down 1.5 percent 
in morning trading. 
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Helpful Central Bank Statement 


2. (U) At OOB March 20 

that traders this morning credited with dampening dollar 
demand. It said the CBT is prepared to take certain 
measures that may be needed to maintain financial stability. 
They are: a TL liquidity facility so banks could borrow (at 
rates higher than the current money markets) to meet 
extraordinary cash needs; one-week dollar deposits to banks 
again at higher than market interest rates. The statement 
(issued only in Turkish) read in part: 


-- \"Turkish Lira Market. The liquidity level of TL is 
sufficient to meet the needs of the financial system. Still 

if any liquidity need arises 

provided through the Central Bank establishing a VLate 
Liquidity WindowY in the interbank money market that would 
become active 


-- \"Foreign Exchange Market. In the extraordinary case of 
extra FX demand in the market 

smooth operation of the FX market 

prepared to provide to banks U.S. Dollar deposits of one-week 
maturities 

The interest rate on such deposits would be between 12-8 
percent per annum.\" 


Other Public Statements Less Helpful 


3. (U) Deputy PM and FM Gul gave a Reuters interview given 
on March 19 and published mid-morning March 20. It reads in 
part as follows: 


-- \"It would be wrong to link the whole Turkish economy to a 
U.S. package. It is important to take the right measures in 

the economy and to implement the economic program in a right 
way 

discipline.\" 


-- \"We already told the U.S. that we would have military 
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forces in Northern Iraq and there was a mutual understanding 
on this in yesterday\'s (i.e. March 18) meeting.\" 


Treasury U/S Oztrak Plan 


4. (SBU) IMF resrep Brekk met with Treasury U/S Oztrak on 
March 20 am and told us that Oztrak has proposed to the GOT 
that PM Erdogan issue a statement today with detailed 
strengthened economic reform measures. OztrakVs strategy 

per IMF resrep 

afternoon Ankara time 

respond at the IMF weekly press meeting at 9:30 am Washington 
time today. However 

not yet obtained full GOT agreement on the content of the new 
measures 


5. (SBU) Resrep added that he was prepared to work urgently 
with the GOT 

IMF staff cannot travel to Turkey now). Resrep believes the 
draft LOI could be revised in several days of work to reflect 
a war scenario 

budget and fiscal measures to support it. He stressed that 
the IMF had already given the GOT a list of fiscal measures 
most of which they have yet to adopt 

needed fiscal tightening. He singled out public sector wage 
cuts as the most important measure 

Babacan is resisting in talks with Oztrak. 
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Iraq 

Israeli-Palestinian conflict 

U.S. troops are in Jordan operating Patriot missile 
batteries 

operations. 


4. (C) The Public Security Directorate (PSD) has provided 
additional support to the Embassy 

remain in close consultation with all GOJ security agencies 
and are monitoring developments. PSD reports that small 
peaceful demonstrations (100-200 people) occurred this 
morning at the BagaVa and Wihdat Palestinian refugee camps 
and that the Lawyers\' Professional Association has organized 
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a small (250 person) government-approved march from the main 
courthouse in Amman to the city center. Additionally 

students are planning mid-day demonstrations at three 
universities (the Arab College 

Al-Hashimiya University). PSD expects these gatherings to be 
peaceful and confined to university grounds 

additional security personnel on hand to ensure order. 


5. (U) As of 1200 local time 

toward the Jordanian border has been 200 third-country 
nationals (TCNs) -- mostly Sudanese citizens. No Iraqi 

asylum seekers have yet approached the Jordanian border. 
According to IOM country director Georgette Hoshe 

have been denied entry by the GOJ. The group of 12 includes 
some Sudanese diplomatic passport holders 

on expired Sudanese passports 

southern Sudan who wants to seek asylum in Jordan. The GOJ 
will not allow the Sudanese to enter Jordan until someone 

from the Sudanese Embassy comes to the border to screen the 
Sudanese nationals. IOM has thus far been unable to locate 
anyone from the Sudanese Embassy and 

providing tents 


6. (U) The remaining 188 TCNs have been moved to the 
IOM/Jordanian Red Crescent Society (JRCS) transit camp in 
Ruweished. IOM is arranging meals and transportation for 
these individuals. Poor weather conditions -- high winds and 
blowing sand -- continue to make it difficult for UNHCR and 
JRCS to erect tents. That said 

at the refugee camp and JCRS had set up 200 tents at the 
transit camp at last report 

numbers. UNHCR says it will be able to set up additional 
tents according to demand. 


7. (SBU) All major Jordanian dailies ran 24-hour operations 
in anticipation of war and thus covered the cruise missile 
attacks (described as efforts to assassinate Saddam) 
President BushVs statement on the outbreak of hostilities. 
Editorials 

hostilities 

inevitable 

consequences 

hostile ethnic groups in Iraq. Liberal daily Ad-Dustour\'s 
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columnist Batten Ali Warden held both \"the Washington gang\" 
and the Iraqi regime responsible for the war -- the Iraqis 
because of their long history of mistakes. Semi-official 
Ar-Rai\'s columnist and Health Minister Abdul Rahim Melhas 
stated that while Arab regimes might have their reasons for 
standing by the U.S. 

and minds 

and penchant for last stands. Finally 

yesterday the French Embassy was being showered with bouquets 
from appreciative Jordanians. 
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MEETING MARCH 19. THE GROUP ISSUED A COMMUNIQUE CALLING FOR 
BOYCOTTING U.S. PRODUCTS 

EMBASSIES 

STATEMENT ALSO PRAISED THE PALESTINIAN INTIFADA AS THE BEST 
\"ROAD\" FOR THE PALESTINIANS VICE THE \"SO-CALLED ROADMAP 
REASSERTED THE RIGHT OF THE \"RESISTANCE\" TO CONFRONT ANY 
ISRAELI AGGRESSION. SOLIDARITY ACROSS FACTIONS HAS BEEN 
BUILDING THROUGHOUT THE BREWING REGIONAL CRISIS. HIZBALLAH 
SECRETARY GENERAL HASSAN NASRALLAH EMERGED AS THE GATHERING\'S 
SPOKESPERSON 

TO BE THE ACTOR BEST ABLE TO RALLY NATIONAL UNITY DURING THIS 
CRISIS. END SUMMARY. 


2. (U) THE LEADERS OF MANY OF LEBANONVS DIVERSE 
CONFESSIONALLY-BASED POLITICAL PARTIES AND 11 PALESTINIAN 
FACTIONS HELD AN EMERGENCY MEETING MARCH 19 TO DEVISE A 
\"NATIONAL\" APPROACH TO THE WAR IN IRAQ. FOLLOWING THE CLOSED 
SESSION 

NASRALLAH SAID POLITICAL PARTY LEADERS WERE UNITED IN THEIR 
OPPOSITION TO THE U.S. WAR AGAINST IRAQ. HE CALLED ON ALL 
ARABS TO CONTINUE TO REJECT WAR 

THE U.S. DOLLAR 

EMBASSIES WORLDWIDE. NASRALLAH STRESSED THE \"READINESS OF 
THE RESISTANCE TO MEET ANY ISRAELI AGGRESSION 

THAT EVENTS IN IRAQ WOULD LEAD TO A REDRAWING OF THE REGIONAL 
MAP WITH INTERNATIONAL REPERCUSSIONS. HE ANNOUNCED THAT A 
NATIONAL EMERGENCY COMMITTEE WOULD BE FORMED TO COORDINATE 
PLANS AND THAT ANTI-SYRIAN CHRISTIAN OPPOSITION GROUP QORNET 
SHEHWAN WOULD BE INVITED TO PARTICIPATE. DRUZE LEADER WALID 
JUMBLATT APPLAUDED THE POSITION OF PRESIDENT LAHOUD AND THE 
MARONITE PATRIARCH FOR THEIR SUPPORT OF SYRIAN PRESIDENT 
ASAD 

VDEMOCRACY CANNOT BE BROUGHT IN ON AN AMERICAN TANK. A 
WORKING LEVEL MEETING OF THE SAME FACTIONS IS SCHEDULED FOR 
MARCH 20 TO CONTINUE DISCUSSIONS. 


3. (C) COMMENT: POLITICAL LEADERS\' EXPRESSION OF UNITY IN 
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OPPOSITION TO WAR IN IRAQ APPEARS PREDOMINANTLY AIMED AT 
PROVIDING POLITICAL COVER 

LID ON LEBANON DURING THE CONFLICT. AMBASSADOR SPOKE WITH 
PRIME MINISTER HARIRI AND DRUZE MINISTER OF THE DISPLACED 
MARWAN HAMADEH ON MARCH 20 

\"SIT-IN\" TO DESCRIBE PLANS FOR POSSIBLE ACTIVITIES DIRECTED 

AT COALITION EMBASSIES IN BEIRUT. FORMER MP MARWAN ABU FADEL 
TOLD US THE MEETING AND RESULTING COMMUNIQUE WERE NECESSARY 
IN ORDER TO DEFLATE TENSION IN THE STREET BY EXPRESSING 
CONDEMNATION OF THE WAR. 


4. (C) COMMENT CONTINUED: HIZBALLAH SYG NASRALLAH \'S 
EMERGENCE AS THE GATHERING\'S KEY SPOKESMAN MAY BE 
SIGNIFICANT. THERE APPEARS TO BE TACIT 

AGREEMENT AMONG CONFESSIONAL LEADERS THAT NASRALLAH IS THE 
ONLY FIGURE WHO CAN PUT SUBSTANCE BEHIND THEIR CALL FORA 
UNIFIED POSITION. NASRALLAH\'S CREDENTIALS AS LIBERATOR OF 
SOUTH LEBANON ARE WIDELY ACCEPTED BY LEBANESE OF ALL 
FACTIONS 

TO RESPOND TO ISRAELI ACTIONS DIRECTED AT LEBANON; AND HE IS 
COMFORTABLY UNDER THE ULTIMATE CONTROL OF BROTHER SYRIA. 
NASRALLAH 

DESIRE TO PLAY A MORE ESTABLISHMENT ROLE 

ON THIS OPPORTUNITY TO PROMOTE HIS TWO-PRONGED PUBLIC 
RELATIONS CAMPAIGN -- ONE FOR THE WEST AND ONE FOR THE 
REGION. (SEPTEL). END COMMENT. 
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become a cult 

University of Zimbabwe. A twenty-year old woman 
in Chegutu reveals 

James 

today. We look at ourselves through them. If 
anything happens to Vimbayi 

happening to me. It\'s so real. | love it.\" 


6. While Studio 263 connects with the youth 
through its emotional drama and identifiable 
characters 

show of one hour duration 

debate and discussion in Zimbabwean society by 
providing more detailed information on HIV/AIDS- 
related issues in an interactive 

manner. Topics are chosen for their relevance to 
youth. They are discussed at length under the 
guidance of experts with both a studio audience 
and people on the street. The show is co-hosted 
by two well-known Zimbabwean presenters. 
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7. Launched in June 2002 

a viewership of more than 1.5 million young 
people per episode. Popular for its frank 
approach and treatment 

some of the most difficult issues surrounding 
HIV/AIDS prevention: abstinence -- and 
strategies for achieving it; fidelity; the risks 

of serial monogamy - a common characteristic 
among youth; the trusted-partner myth; condom 
efficacy; alcohol 

HIV; living positively with HIV -- providing 
support encouragement and information; stigma 
and discrimination; teenage pregnancy; rape; 
children affected by AIDS; and the scapecoat of 
\"African culture\" as an excuse for sexual 
promiscuity. 


8. Both Studio 263 and This is Life are scripted 

directed and produced by Zimbabweans with oversight 
from USAID\'s contractor 

International (PSI) 

quality. Studio 263 and This is Life 

a CDC/Zimbabwe-sponsored radio serial drama (Mopani 
Junction) 

prevention communications in Zimbabwe. 
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hadn\'t heard of many people changing their business plans or 
operations 

with a delegation of Vietnamese officials in April. 


OCCUPANCY DROPPING AS PEOPLE FEAR DROPLETS 


3. While the recent outbreak of Sudden Acute Respiratory Syndrome 
(SARS) in the region (ref A) was something of a concern for 
business and leisure travelers to HCMC 

the war in Iraq would unsettle this otherwise stable tourist 
destination (ref B). The hotel industry in HCMC has seen a 

decline in reservations and an increase in cancellations over the 
past two weeks. However 

leading hotels stated that a number of cancellations were due to 
fear of contracting SARS 

suspected cases of the illness in HCMC. Cancellations were having 
the most serious impact on hotels that catered to business 

travelers and conferences. Occupancy at the New World Hotel this 
week fell from 98 to 60 percent 
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from 90 to 70 percent. The impact on others was less significant. 
Occupancy at the Omni Saigon fell from 92 to 85 percent. 


HUMANITARIAN RICE EXPORTS HALTED 


4. Vietnam was expected to export up to one million tons of rice 
valued at US$400 million 

food programs. With annual rice export turnover of three million 
tons 

exports from Vietnam. The oil-for-food program has been suspended 
during the current military action. According to Mrs. Cao Thi 
Ngoc Hoa 

Corporation 

shipments until further notice two days ago. Ms. Hoa anticipated 
that if the program did not resume 

lower its sale price to sell the rice to another market. 


MILK EXPORTS TO IRAQ 


5. Vinamilk 

normally exports 10 percent of its products to Iraq as powdered 
milk under the oil-for-food program 

approximately US$60 million. While these shipments have also 
stopped 

lived. In the meantime 

foreign markets that would buy powdered Vinamilk products. 


PETROLEUM PRODUCTS PRICES RISING 


6. In reaction to the increase in the global price of crude oil 

in 2003 (from US$26.70 to US$37.66 a barrel by the end of 
February 

GVN reduced the automobile gas import tax from 10 percent to 0. 
Nevertheless 

7 percent 

transportation. According to Ms. Hai Ly 

Saigon Times Group 

from Vietnam to the Middle East and Africa has increased from 
US$56 to US$100. Vietnam Airlines has increased its projected 
spending on gasoline from VND1 

million) to VND2 

has also had to reroute its regularly scheduled transit flights 
through Dubai on their way to Europe for the duration of the 
conflict 

PROFITS 

7. Along with an increase in the global price of crude oil 

costs of PP and PE 
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of plastics and synthetic materials 

to US$1.90 

Ngoc 

this rise should not affect total revenues for PetroVietnam 
because the profits from selling Vietnamese crude could be used to 
cover any losses from importing PP and PE. Mr. Pham Gia Hung 
officer at Vinatex textile manufacturing company 

the overall volume of textile exports to the Middle East was 
relatively small (approximately US$4.6 million 

of the total market) 

fibers combined with other factors related to market instability 
could affect the industry overall. 


LENDERS WORRY 


8. Several banks that lend to companies that export to the Middle 
East were worried that the companies would not be able to make 
their payments 

General Director of InvestConsult. A decline or interruption in 
trade as a result of the conflict could affect exports estimated 

at US$300-$400 million in footwear 

pottery 

products. Banks and investors were also concerned about the 
effect of any potential fluctuations in the U.S. dollar. 


NO DEMONSTRATIONS TO TIE UP HCMC 


9. With the start of military action 

activity in HCMC dropped precipitously 

peaceful demonstration in the main tourist square downtown drew an 
estimated crowd of 10 

earlier demonstrations were orchestrated to reflect support for 
official GVN positions 

school and university students in at least two different locations 

were given the choice of joining organized demonstrations or 

failing their courses (Ref C). 


COMMENT 


10. Most ConGen contacts in the business community did not appear 
to have given much thought to the long-term impact the war could 
have on their businesses -- a possible indication that they were 

not overly concerned over any effects that might be felt here. 

Even among those who had considered the business consequences 
most assumed the action would be over too quickly to make much of 
a dent in the local economy. A prolonged war 

the potential to reduce somewhat southern Vietnam\'s high 
expectations for continued double digit economic growth rates. 
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one shipping company...are not prepared to enter the Gulf in 
the present circumstances.\" KPC expects that other firms may 
follow suit 

operations at other Northern Gulf ports such as Ras Tanura. 
KPC officials intend to initiate \"shuttle services\" to move 

crude and product to the Southern Gulf for transfer to 

waiting tankers.\" One KOTC Tanker captain refused to operate 
in the Northern Gulf 

capacity to move 100 

does not intend to \"advertise\" the fact that it is allowing 

some customers to load there 

same service. 


4. (U) Dow Jones and Reuters news wires reported on 3/19 
comments by KPC officials that Kuwait is selling an 
additional 300 

dampen high oil prices. Most of the oil is being sold on 
term contracts to Asian buyers 

sales may also occur \"later on 

officials also said that KPC has no plans to stop any 
operations 

unless physical hostilities were directed against the 
country\'s oil facilities. The Reuters report added that 
Kuwait has plans to use its own fleet to carry crude and 
product to Khor Fakkan 

storage facilities. (Note: Khor Fakkan is located outside the 
Persian Gulf 
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SARG WOULD PROVIDE SECURITY FOR THE CAMPS (DIRECTLY 
CONTRADICTING STATEMENTS MADE BY DFM MU\'ALLIM TO AMBASSADOR 
THE MORNING OF MARCH 19 

QUESTIONED THE POLITICAL IMPLICATIONS OF SENDING SYRIAN 
MILITARY/SECURITY ELEMENTS INTO IRAQ AT THIS TIME. YASIN 

ASKED FOR RELIEF MATERIALS AND HELP DEVELOPING INFRASTRUCTURE 
AT THE CAMPS. HE SAID THE SARG IS WILLING TO ALLOW TCNS IF 

UNHCR WILL RECEIVE THEM AT ITS EL HOL REFUGEE CAMP. THE UN 
DOUBTS THE SARG/RED CRESCENT HAS THE CAPACITY TO RESPOND TO A 
REFUGEE CRISIS ALONE. THE UN/IO COMMUNITY WAS TAKEN BY 
SURPRISE BY THE SARG\'S REVERSAL AND IS SCRAMBLING TO FIGURE 
OUT WHATVS NEXT. THERE DOES NOT YET APPEAR TO BE A LARGE 
NUMBER OF REFUGEE SEEKERS AT THE BORDER. END SUMMARY. 
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2. (C) AT 23:00 ON MARCH 19 

SALAH YASIN CONVOKED REPRESENTATIVES FROM UNHCR 
ΙΟΜ 

HUMANITARIAN ASSISTANCE. HE SAID: 


-- THE SARG 
REFUGEES 
FOR THE DURATION OF HOSTILITIES. 


-- SYRIA IS COMMITTED TO PROVIDING HUMANITARIAN ASSISTANCE. 
WITH THE SYRIAN RED CRESCENT AND INTERNATIONAL FEDERATION OF 
RED CROSS/RED CRESCENT (IFRC) THE SARG WILL ESTABLISH THREE 
CAMPS 8-10 KILOMETERS INTO IRAQ NEAR THE THREE MAJOR BORDER 
CROSSINGS OF AL TANF (SOUTH) 

YAROBIAH (NORTH). 


-- THE SARG WOULD ENSURE THE SECURITY OF THE CAMPS (THIS 
DIRECTLY CONTRADICTED WHAT DFM MU\'ALLIM TOLD AMBASSADOR THE 
MORNING OF MARCH 19 


-- THE SARG WOULD ALLOW TCNS INTO THE COUNTRY IF UNHCR WOULD 
RECEIVE THEM AT ITS EL HOL REFUGEE CAMP. 


-- THE SARG HOPED THE INTERNATIONAL COMMUNITY WOULD PROVIDE 
SUPPLIES (TENTS 
DEVELOPING INFRASTRUCTURE (WATER 


-- NO GROUND HAD BEEN BROKEN ON ANY OF THE CAMPS 
SARG THOUGHT THEY COULD BE READY IN A WEEK AND HAVE A 
CAPACITY OF 100 


3. (S) CONFLICTING MESSAGES FROM SARG ON CROSS-BORDER RELIEF: 
CONTACTS WHO ATTENDED THE MEETING TOLD POLOFF ON MARCH 20 
THEY WERE ASTONISHED BY THE SARG\'S ANNOUNCEMENT THAT IT WOULD 
SET UP CAMPS IN IRAQI TERRITORY. THEY IMMEDIATELY ASKED WHO 
WOULD BE RESPONSIBLE FOR THE SECURITY AND IF THE SARG HAD 
FULLY CONSIDERED THE POLITICAL IMPLICATIONS OF SUCH AN 

ACTION. YASIN REPLIED THAT SYRIAN \"ELEMENTS\" WOULD ENSURE 
SECURITY FOR THE CAMPS. (NOTE: THIS DIRECTLY CONTRADICTED 
WHAT SARG DFM WALID MUVALLIM TOLD THE AMBASSADOR EARLIER THE 
SAME DAY: THAT SYRIA COULD NOT BE RESPONSIBLE FOR THE 
SECURITY OF ANY REFUGEES 

WERE; THAT SYRIAN MILITARY FORCES WOULD NOT LEAVE SYRIA AND 
THEIR PURPOSE WOULD BE TO PREVENT REFUGEES FROM ENTERING 
SYRIA; AND THAT ONLY HUMANITARIAN WORKERS 

CRESCENT AND AFFILIATED UN/NGO 

ASSIST THE REFUGEES AND PROVIDE SUPPLIES. END NOTE.) YASIN 
REPORTEDLY SIDESTEPPED THE QUESTION OF POLITICAL 

IMPLICATIONS 

CAMPS 

LAND\" BETWEEN THE TWO BORDERS (WHICH THE UN DOES NOT BELIEVE 
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LEGALLY EXISTS.) 


4. (C) RED CRESCENT IN CHARGE 

IT CLEAR THAT THE RED CRESCENT (WITH THE SUPPORT OF THE IFRC) 
WOULD TAKE THE LEAD ON CROSS-BORDER REFUGEE RELIEF 
PROSPECT THAT EMBASSY INTERLOCUTORS CONTEMPLATED WITH 
SOMETHING AKIN TO DREAD. UNHCR 

LONG EXPRESSED DOUBTS ABOUT THE RED CRESCENTYS CAPACITY TO 
DEAL WITH A REFUGEE CRISIS. UN STAFF AND RED CRESCENT 
PRESIDENT DR. ATTAR \"HAVE NOT BEEN ON SPEAKING TERMS FOR 
MONTHS 

ATTAR 

IN INVERSE PROPORTION TO HIS EXPERIENCE OR ABILITIES. EVEN 
WITH THE EXPERTISE AND MATERIAL ASSISTANCE OF THE IFRC 

FELT THERE WAS NO WAY THAT THE RED CRESCENT WAS UP TO THE 
TASK. AN IOM OFFICIAL SAID 

WAY THE RED CRESCENT COULD HANDLE THE SITUATION WAS IF SYRIA 
DEPLOYED ITS ENTIRE ARMY TO ASSIST. 


5. (C) NO REFUGEES 

NO/NO REFUGEES WOULD BE ALLOWED TO CROSS THE BORDER 

THE SARG WOULD ALLOW TCNS TO ENTER SYRIA PROVIDED UNHCR WOULD 
RECEIVE THEM AT EL HOL. UNHCR 

MANDATED TO TAKE CARE OF TCNS 

OF THE CAMP\'S INFRASTRUCTURE DEVELOPMENT 

LEAST) OPPOSED TO THE IDEA OF ALLOWING TCNS AT EL HOL. IOM 

DOES NOT HAVE AN ALTERNATE SITE TO HOUSE THE 3 

EXPECTED AND IS NOT EQUIPPED TO DEAL WITH THEM WITHOUT 
COOPERATION FROM UNHCR AND OTHER UN AGENCIES. 


6. (C) UN IN DISARRAY/NEXT STEPS: A GENUINELY SURPRISED UN/IO 
COMMUNITY 

ASSURANCES THAT IT WOULD KEEP THE BORDERS OPEN DESPITE ITS 
LACK OF PREPARATION AND COMMUNICATION 

CLARIFY THE SARG\'S POSITION AND REORGANIZE. 


-- UNHCR APPEARS TO BE HOLDING OUT HOPE THE SARG WILL REVERSE 
ITS POSITION AND HAS BEEN IN NON-STOP MEETINGS WITH SARG 
OFFICIALS. ON MARCH 20 

SEND OBSERVERS TO THE BORDER CROSSINGS TO ASSESS THE 

SITUATION AND TOLD UNHCR TO WAIT UNTIL AN OFFICIAL SARG 
ANNOUNCEMENT RE REFUGEE/HUMANITARIAN ASSISTANCE WAS RELEASED 
(TO BE EXPECTED IN 2-3 DAYS). UNHCR IS OPPOSED TO 

CONSIDERING 


-- ICRC HAS KICKED DECISION-MAKING UP TO GENEVA AND IS 

MEETING WITH THE (NEWLY ESTABLISHED) IFRC DELEGATION WHILE 
AWAITING THE RETURN OF THE SYRIAN RED CRESCENT PRESIDENT FROM 
GENEVA TO COORDINATE THE MOVEMENTVS POSITION. IN ANTICIPATING 
FUTURE COOPERATION WITH THE SARG 

THE FACT THAT AFTER MONTHS OF NEGOTIATING 
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BEEN ABLE TO BRING NON-FOOD ITEMS FOR 20 
AQABA. 


-- IOM IS NEGOTIATING WITH UNHCR REGARDING ΤΗΕ ΤΟΝ ISSUE AND 
IS SURREPTITIOUSLY SENDING STAFF TO THE BORDERS. 


-- WFP 
CROSS-BORDER FOOD DISTRIBUTION IS THE LEAST AFFECTED BY THE 
POLICY CHANGE AND IS SITTING TIGHT. 


7. (C) NO LARGE BACK-UP AT BORDER 

SKETCHY ABOUT THE SITUATION AT THE BORDER 

HAVE BEEN DENIED OFFICIAL PERMISSION TO TRAVEL THERE. BUT 
ANECDOTAL REPORTS AND A SURVEY OF THE UN/IO COMMUNITY SUGGEST 
THERE ARE CURRENTLY NO MORE THAN 100-200 REFUGEE SEEKERS AT 
THE OFFICIAL IRAQI/SYRIAN BORDER CROSSINGS. 


8. (C) COMMENT: GIVEN LOCAL AFFAIRS MINISTER YASINVS POSITION 
OUTSIDE INNER SARG DECISION-MAKING CIRCLES 

STATEMENT OF SARG INTENT TO PROVIDE SECURITY FOR CAMPS INSIDE 
IRAQ IS ACCURATE. AMBASSADOR KATTOUF QUESTIONED DFM MUVALLIM 
CLOSELY ON THIS POINT 

YASIN\'S DISJOINTED PRESENTATION TO THE INTERNATIONAL RELIEF 
COMMUNITY IS TROUBLING 

SCRAMBLES TO DEAL WITH THE US-LED ATTACK ON IRAQ. GIVEN THE 
LIMITED CAPABILITIES OF THE SYRIAN RED CRESCENT (DESPITE 
SIGNIFICANT ASSISTANCE FROM THE IFRO) IT IS DIFFICULT TO 

IMAGINE CAMPS BEING SET UP WITHOUT SIGNIFICANT NGO 
INVOLVEMENT. END COMMENT. 


KATTOUF 
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Turkish authorities; " and (2) deployment of Turkish troops to 
northern Iraq. The resolution was approved by a 332-202 
vote 

once it is published in the Official Gazette 

this evening or on the morning of March 21; technically 
overflights could begin immediately thereafter. 


2. (C) Comment: as reported reftel 

authorities are now discussing how to manage Turkish airspace 
-- including \"points of entry/exit for U.S. aircraft 

desired corridors and routes. \" 

PEARSON 
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UNANIMOUS RESOLUTION ON MARCH 6 \"COURAGEOUS.\" AMBASSADOR 
TARIFA ASSURED DEPUTY SECRETARY ARMITAGE THAT ALBANIA\'S 
SUPPORT FOR AMERICA ON IRAQ WAS NOT FOR POLITICAL 
EXPEDIENCY 

VKNOWING WHAT LIVING UNDER A DICTATORSHIP REALLY MEANS.\" 
HE SAID THAT 75 SOLDIERS WERE BEING SENT TO KUWAIT 

MORE WERE BEING TRAINED FOR PARTICIPATION IN THE 

COALITION. (NOTE: AMBASSADOR TARIFA\'S INFORMATION MAY NOT 
BE CURRENT. ALBANIA IS COORDINATING WITH CENTCOM AND THE 
U.S. EMBASSY IN TIRANA ON ALBANIAN PARTICIPATION (REFTEL). 
END NOTE.) THE DEPUTY SECRETARY PREDICTED THAT NON-ARAB 
MUSLIM COUNTRIES WOULD HAVE A VALUABLE ROLE TO PLAY IN THE 
POST-CONFLICT RECONSTRUCTION OF IRAQ. 


3. (C) DEPUTY SECRETARY ARMITAGE PREDICTED THAT U.S.- 
ALBANIA RELATIONS WOULD CHANGE 

POLITICALLY 

AMBASSADOR TARIFA EMPHASIZED THAT 

FOREIGN POLICY INITIATIVES 

NEGOTIATIONS 

RULE OF LAW ISSUES 

TO JUSTICE AND STOPPING TRAFFICKING ACROSS THE ADRIATIC. 
HE HOPED THE U.S. WOULD RECOGNIZE AND ENCOURAGE ALBANIA\'S 
EFFORTS BY ACCEPTING A PRIME MINISTERIAL VISIT TO 
WASHINGTON. THE DEPUTY SECRETARY SAID HE SUPPORTED A 
WASHINGTON VISIT BY PM NANO AT AN APPROPRIATE TIME. 


DJINDJIC ASSASSINATION 


4. (U) DEPUTY SECRETARY ARMITAGE HOPED THE MARCH 12 
ASSASSINATION OF SERBIAN PRIME MINISTER DJINDJIC WOULD NOT 
EMBOLDEN DARKER ELEMENTS OF SOCIETY TO BE MORE VICIOUS AND 
VIOLENT. THE U.S. SUPPORTS THE DEMOCRATIC PROCESS NOW 
UNDERWAY IN SERBIA TO CHOOSE A NEW LEADER. HE AGREED WITH 
AMBASSADOR TARIFA\'S STATEMENT THAT DJINDJIC HAD BEEN A 
CALMING INFLUENCE IN THE REGION 

ASSASSINATION SHOWED HOW VULNERABLE PARTS OF THE BALKANS 
REMAIN TO INSTABILITY. 


ADRIATIC CHARTER 


5. (C) ON THE ADRIATIC CHARTER 

AGREED WITH AMBASSADOR TARIFA THAT IT WAS IMPORTANT FOR 
THE BALKAN COUNTRIES TO WORK COOPERATIVELY. HE ASSURED 
THE AMBASSADOR THE DEPARTMENT WAS WORKING TO IDENTIFY AN 
APPROPRIATE DATE TO ENABLE THE SECRETARY TO SIGN THE 
CHARTER FOR THE U.S. AMBASSADOR TARIFA JOKED THAT 

ALBANIA 

BRUSSELS TOGETHER.\" 
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totaled about 4 

individuals from other Arab countries (ref). UNHCR reports 
that as of 1600 (local) 

had crossed into Jordan from Iraq. The MFA believes a 
Jordanian taxi driver 

Western Iraq. Oil tanker truck traffic appears to be slowing 
significantly. During a 2 1/2 hour period 3/20 

officer sighted only 21 trucks crossing the border 

1/2 of the rate on a normal day. The GOJ has set up 
approximately 15 checkpoints on the road from Azraq to the 
border 

District a closed zone. No access into the region will be 
allowed without a permit from the Crisis Management Center of 
the Interior Ministry. 


3. (C) As of 2000 

crossing into Jordan from Iraq. GOJ border officials have 
told UNHCR officials at the border that Amcits with proper 
identification would be allowed to travel directly to Amman. 


3. (C) King Abdullah chaired a meeting of the State Security 
Council at the General Intelligence Directorate (GID) 
Headquarters during the afternoon. According to the official 
Petra News Service 

us most is the suffering of the Iraqis and the catastrophic 
situation they are passing through . . . we will not spare 

any effort to shoulder our humanitarian duties towards the 
Iraqi people with a view to ease their suffering and overcome 
the effects of war." PM Abul Ragheb affirmed that the GOJ 
will enforce the law and will not allow anyone to violate it. 


4. (C) Cooperation with all GOJ security agencies continues 
to be excellent. Additional security measures around the 
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Embassy remain in place. 


5. (U) UNHCR Senior Logistics Officer Douglas Osmond reports 
that 350 TCNs (mostly Sudanese and a few Egyptians) have been 
screened 

taken directly to the IOM/JRCS transit camp in Ruweished. No 
Iraqi asylum seekers have thus far sought to enter Jordan. 

Of the 34 TCNS (again mostly Sudanese) that were detained at 
the border during the course of the day due to inadequate 
documentation 

(to the Ruweished TCN transit camp) and 19 are still under 
review. UNHCR has set up three tents at the border for these 
individuals and IOM is providing them with food and water. 
UNHCR also reports that approximately 100 meters beyond the 
last GOJ border post (and still within no-manVs land) 

GOJ has leveled off an area that could be used for a 

campsite. The JRCS has erected 10 tents there and is putting 
in latrines and a water supply. As of this report 

not know the purpose for this new campsite. UNHCR has been 
very satisfied with its degree of access at the border. 


6. (C) IO attended opening of UK governments press 
information center at an Amman hotel. FCO briefer and UK 
Ambassador provided official statements and some background 
commentary to assembled international press. Separately 
UN opened a briefing press briefing center 

daily briefings for international press on regional UN 

activities. The majority of international press (including 
representatives of all major US TV and print media) resident 
in Jordan have relocated from Amman to Ruweished near the 
Iraqi border. The GOJ has allowed journalists to operate 
there and to cover humanitarian and refugee issues at the 
Iraq/Jordan border. The interest of the great majority of 
these journalists remains 

such a time that it becomes safe to do so. 

GNEHM 
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retail Internet services 

incumbent cable and telephone carriers." Soehn stated that 
ISPVs already have non-discriminatory access to cable 
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infrastructure at wholesale rates set by the CRTC and that it 

was not a requirement that CRTC address this issue of access 

to \"lite\" Internet service. However 

reviewing the application and follow-on submissions and would 

be making a recommendation to the CRTC Commissioner. Soehn 
did not provide a time-frame for a conclusion of the 

proceedings on CAIP\'s application. Details on the various 
submissions can be found on the CRTC web site at: 
www.crtc.gc.ca/PartVll/end/2002/8622/c51-03.h tm. 


2. Soehn commented that she was surprised that this issue had 
been raised in the context of USTR\'s annual 1377 review given 
that \"Canadian regulations go well beyond those in the U.S.\" 
in providing ISP\'s with access to incumbentVs high speed 
Internet networks. 

KELLY 
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the border. 


At 2330 CONS 

contacted Kuwait Airways concerning a group of Amcit 
passengers who arrived in Kuwait today from Mumbai and 
had been unable to depart as scheduled for Chicago due to 
the threat of missile attack. Kuwait Airways has located 
all 51 American passengers at a hotel near the airport. 
Passengers have had to share rooms because of the high 
occupancy rate at all Kuwait hotels. Passengers are 
currently scheduled to leave tomorrow on KU 103 at 1230 
for London 

spoke to one American passenger who stated that all 
passengers are safe 

being in Kuwait at this time. CONS has faxed the latest 
Warden Message to the hotel and asked that it be 
distributed to all American guests. 


A total of 23 persons (AMCITS and their family members) 
who have contacted the Embassy to request assistance 
departing Kuwait are still pending departure. 


TDY FS Health Practitioner Joanne Silva arrived after 
circuitous journey from Miami via London 

Dubai 

hours 
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None 


3. COMMENTS: None 
4. STATUS OF PENDING REQUESTS: See above. 
JONES 
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FOR THE TURKISH MILITARY." ZIYAL AGREED ON THE NEED TO 
DISCUSS WITH US THE NATURE OF THE PRESENCE. MEANWHILE 
TURKISH PARLIAMENT HAS VOTED TO ALLOW COALITION USE OF 
TURKISH AIRSPACE. (ANKARA 1794 


OIL WELLS ON FIRE; MARKETS UNFAZED 


4. (S) IMAGERY CONFIRMS THAT IRAQ HAS BLOWN NINE OIL WELL 
HEADS SOUTH OF BASRA; AT LEAST THREE ARE ON FIRE. REPORTS 
OF THE WELLS BURNING SOUTH OF BASRA DID NOT FAZE OIL 
MARKETS 

EST. KUWAITI REFINERIES REMAIN OPERATIONAL 

IRAQI MISSILES BY PATRIOT BATTERIES 

KUWAIT. TO REASSURE MARKETS 

ARE MORE THAN ADEQUATE TO MEET NEEDS. MEANWHILE 
INTERNATIONAL CIVIL AVIATION ORGANIZATION ACTIVATED 
CONTINGENCY PLANS TO REROUTE CIVILIAN AIR TRAFFIC IN THE 
REGION. (IRAQ TF-EB TELCON 

FOX NEWS 


5. (U) MINIMIZE CONSIDERED DUSHANBE 
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noted that raids on stores selling pirated Microsoft goods 

in 2002 were a good start 

demonstrated weaknesses in Vietnamese enforcement tactics as 
only a few stores were targeted 

confiscated 

selling pirated goods. The U.S. delegation also highlighted 
that in other countries IPR crime is often linked to illicit 
trafficking of drugs and weapons. Thus 

in the region improve their legislation and enforcement 
activities 

Vietnam because they believe it is relatively easier to 
function there. The U.S. delegation also noted that other 
countries have found it useful to form a committee composed 
of representatives of the various ministries responsible for 

IP enforcement to oversee enforcement efforts. 
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8. (SBU) TRADEMARK REGISTRATION IN THE U.S.: The U.S. 
delegation briefed the GVN on the procedures for registering 
trademarks in the U.S. 

the procedures for dealing with competing applications for 

the same trademark. The U.S. side offered to organize a 
video teleconference for GVN officials with the U.S. Patent 

and Trademark Office as well as training on how to access 

and use the USPTO website. The GVN asked questions about 
\"cyber-squatting\" and the costs associated with registering 

a trademark in the U.S. 


Chapter III: Services 


9. (SBU) FINANCIAL SERVICES: The U.S. side noted that the 
GVN has not fulfilled a BTA obligation (Annex G 

item E) to allow U.S. bank branches to accept deposits from 
Vietnamese \"natural persons\" in a ratio of 100 percent of 
paid-in-capital. The GVN responded that it would raise the 
issue with the State Bank. 


10. (SBU) DECREE ON LAWYERS: The GVN informed the U.S. side 
that the GVN expects to submit the draft Decree on Lawyers 
to the National Assembly in June 2003. The U.S. noted our 
concern that the last draft provided had included a non-BTA 
compliant provision that would prohibit Vietnamese lawyers 
hired by a foreign law firms from arguing cases in court 

thus in effect disenfranchising Vietnamese lawyers who work 
for foreigners. The GVN informed the U.S. that 

to concerns raised by the U.S. and foreign lawyers 

earlier provision had in fact been removed from the final 
draft. In addition 

technical assistance providers 

and information to legal officers in Hanoi as well as in the 
provinces. 


Chapter IV: Investment 


11. (SBU) IMPROVEMENTS TO INVESTMENT REGIME: The GVN cited 
numerous changes it has made to fulfill its obligations 

under the Investment chapter of the BTA. These included: 
phasing out regulations on foreign exchange 5 years earlier 
than required; authorizing land use rights for credit 

institution joint ventures three years earlier than 

required; taking steps toward unifying dual pricing for 

water 

percent U.S.-owned insurance companies to operate. (Note: 
only one U.S. insurance company has been granted a license 
to operate 

pending approval.) The GVN also noted that a new decree 
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allowing foreign joint ventures to be joint stock companies 

would be promulgated soon. The GVN said that it planned to 
unify foreign and domestic investment laws. In the interim 

the GVN had submitted amendments to Decree 24 (guidelines on 
permissible foreign investment) to address shortcomings in 
current foreign investment law 

the changes in Decree 24 are not \"fully satisfactory\" to 

meet BTA obligations (e.g. do not address board of directors 

and exchange of shares issues). 


12. (SBU) FORD/GM AND AUTO TARIFFS: The U.S. side argued 
that a draft Ministry of Finance decision to raise import 

duties on auto parts and increase the special consumption 
tax on domestically produced autos will make it difficult 

for the 11 major auto manufacturers currently in Vietnam to 
remain in the market. The U.S. delegation urged the GVN to 
continue its dialogue with representatives of the auto 

sector to find a way forward that works for both sides. It 
emphasized that the outcome of the auto issue will be an 
early example of how well the U.S.-Vietnam commercial 
relationship will progress. The U.S. side also noted that 

the MOF decision raises questions about the GVN\'s 
\"preservation of investor rights\" and TRIMs obligations 
under the BTA and could negatively impact Vietnam\'s WTO 
accession. The GVN responded that it had consulted with the 
auto producers and that it would be difficult to find a 

solution that will satisfy all parties. 


13. (SBU) MCCULLAGH/KRONG ANA: The U.S. side noted the case 
where a U.S. company (McCullagh) had the approval of the 
Ministry of Planning and Investment (MPI) to buy out its 

local partner but was being obstructed by the provincial 
government. The U.S. side thanked MPI for its efforts to 
resolve this case over the past year and urged MPI to submit 
the case to a higher authority for resolution. The U.S. 

side noted that although the U.S. investor in this case had 
lost faith in the provincial government 

confidence in the ability of the central government to 

resolve the case. The U.S. side also emphasized that the 
central government bears full responsibility for ensuring 

the BTA is implemented - even at the provincial level. The 
GVN noted that the Prime Minister had just sent a dispatch 
to the Dak Lak provincial authorities asking them to resolve 
the issue. 


14. (SBU) ENFORCEMENT OF ARBITRAL AWARDS/TYCO: The U.S. 
side complemented the landmark decision of the Economic 

Court in HCMC to enforce an arbitral award for a U.S. 

company (Tyco) and noted that this action had been viewed 

widely by the international community as a very important 

event in Vietnam. However 
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decision to overturn the Economic Court\'s decision may lead 
U.S. investors to question whether or not they will be able 
seek protection under the BTA and the New York Convention. 
The U.S. side expressed hope that upon higher review of the 
case 

manner. The U.S. side also offered to provide additional 
training for judicial officials on arbitration procedures. 

The GVN said it would appoint staff to watch the case but 
noted that 

to Vietnamese law and the GVN cannot override them. 


15. (SBU) DECISION 718/TRIMS: The U.S. noted that at the 
first BTA Joint Committee 

December 2001 Decision 718 which increased the number of 
sectors where foreign investments are subject to export 
requirements and noted this decision contradicted BTA TRIMs 
obligations. The U.S expressed its pleasure that no U.S. 

firm had reported that the GVN had tried to apply this 
decision 

clarification that it did not apply to U.S. companies per 

the BTA. The GVN agreed to provide clarification in writing 
to the Embassy that the export requirements put in place in 
December 2001 (under Decision 718) in sectors not explicitly 
included in VietnamVs national treatment exceptions under 
the BTA would not apply to U.S. companies. 


Chapter V: Business Facilitation 


16. (SBU) VISAS: The GVN argued that since September 11 
2001 it has become more difficult for Vietnamese in general 
and Vietnamese enterprises in particular to get visas to do 
business in the U.S. While acknowledging U.S. security 
concerns 

it difficult for Vietnamese enterprises to take advantage of 
opportunities created by the BTA. The GVN specifically 
cited long waiting periods 

vague reasons for refusal. The Vietnamese side noted that 
its embassy in Washington was making efforts to facilitate 
business travel to Vietnam and usually issued business visas 
within 24-48 hours. The U.S. side agreed that this was a 
serious issue 

countries 

visa issuances in accordance with U.S. law and noted that 
issuance of business visas in Hanoi and HCMC has actually 
increased 35-40 percent in 2002. The U.S. side also noted 
that in 2002 only 30 cases in HCMC and 27 cases in Hanoi 
were seriously delayed because of the clearance process. 


Chapter VI: Transparency 
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17. (SBU) REVISED LAW ON LAWS: The U.S. side noted that the 
revised Law on the Promulgation of Legal Normative Documents 
(\"Law on Laws\") does not define official letters 

instructions or guidelines as legal normative documents and 
asked whether the GVN planned to make these kinds of 
documents public as required under the BTA\'s transparency 
obligations. The GVN responded that although the revised 

Law on Laws was the result of cooperation between the GVN 
and Vietnamese and international legal experts 

and Vietnamese experts were not yet satisfied with the law. 

The GVN is working with the U.S. Support for Trade 
AcceleRation (STAR) project to identify shortcomings in the 
revised law and to introduce provincial-level versions of 

the Law on Laws. The Vietnamese side noted that introducing 
transparency is a \"process\" that takes time and needs to be 
done step by step to ensure Vietnamese law is in compliance 
with international practices. 


18. (SBU) The U.S. side welcomed the positive steps taken on 
transparency but advised the GVN that Vietnam\'s transparency 
obligations were due upon entry-into-force of the BTA 
(December 2001) and the USG expects BTA-level treatment to 
apply to all U.S. firms and investors. The U.S. delegation 

also noted that transparency is critical for attracting 

foreign investment. Investors want to know what the rules 

and regulations are and be sure that they will be 

consistently applied. The GVN responded that there had been 
changes to the way legislation is drafted. Draft 

legislation is open for comment from the public and 
enterprises before it is submitted to the National Assembly 
which also accepts additional comments on draft legislation. 


Other Issues 


19. (SBU) \"CATFISH\": The GVN noted the \"catfish\" situation 
has \"gotten worse\" since the first meeting of the BTA Joint 
Committee in 2002. The Department of Commerce ruling that 
Vietnam is a non-market economy (NME) is unfair and the 
preliminary tariff rates (although some had been adjusted 
down) are too high. The GVN cited several reasons why 
Vietnamese frozen fish companies are not guilty of dumping 
their product in the U.S. market: 1) Vietnamese enterprises 
are too poor to dump their product; 2) Vietnamese fish 
companies benefit from good technology and low production 
costs; 3) the price of Vietnamese catfish in the U.S. market 

is the same or higher than the price of Vietnamese catfish 

in other markets; and 4) catfish producers do not receive 

state subsidies. The GVN urged the DOC to take a fairer 
approach to calculating the costs 
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to 1) ensuring the DOC takes into account all stages 
involved in the process of producing frozen fish fillets and 

2) using the retail 

costs in the surrogate country. The GVN also raised 
concerns about a potential dumping case against Vietnamese 
exports of shrimp. The U.S. delegation noted its 

willingness to listen to GVN concerns about the catfish case 
but clarified that 1) this was not a BTA issue and 2) 

dumping investigations follow an established legal process 
and the GVN needs to continue to deal directly with ITA on 
anti-dumping issues. Separately 

that recent dumping decisions in neighboring countries (e.g. 
China/honey) could have an adverse impact on Vietnam if it 
becomes a transshipment location and advised the GVN to 
report any cases of suspected transshipment of goods (to 
avoid anti-dumping charges against Vietnam) to Customs via 
the Embassy in Hanoi. 


20. (SBU) CHLORAMPHENICOL: The GVN raised concerns that the 
U.S. (and EU) are using standards on levels of 

Chloramphenicol in seafood as a V'hidden excusel" to protect 

the U.S. domestic seafood industry. The U.S. delegation 

responded that this is a health and safety issue and the 

U.S. does not use SPS procedures to hinder trade. 


21. TEXTILES: The GVN asked that the USG reconsider 
including extraneous issues such as labor in a bilateral 
textile agreement. Bilateral discussion on labor issues 
should be conducted in the context of the USDOL-Ministry of 
Labor 

labor. The GVN also argued that textile quota levels should 
be based on Vietnamese production capacity. The GVN noted 
that it had already proposed to have the second round of 
negotiations take place in the first half of April in 
Washington and it was currently working on a counter- 
proposal on quota levels. The U.S. side responded that 
these textile negotiations are taking place against a 
backdrop of economic difficulty for the U.S. textile 

industry. In the last 15 months more than 50 textile 
factories have closed in the U.S. and VietnamWs textile 
exports have already surpassed other exporting countries in 
the region 

side urged the GVN to provide a counter proposal to USTR 
quickly. The U.S. side also noted that the proposed labor 
language in the draft textile agreement is a positive 
affirmation of Vietnam\'s commitment to progress on labor 
issues and will reassure importers that Vietnamese factories 
will respect minimum labor standards. 


22. (SBU) WTO ACCESSION: The U.S. side noted that 
implementation of the BTA provides a solid foundation for 
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Vietnam\'s WTO accession. The pace of accession is up to the 
GVN but the U.S. is willing to help in any way it can. The 

U.S. side encouraged the GVN to work with WTO members and 
respond quickly to questions. 


23. (SBU) DISPUTE SETTLEMENT: The GVN suggested 
establishing a subcommittee to handle dispute settlement as 
bilateral issues arise. The U.S. side responded that 
Vdispute settlement\" has a very specific legal meaning in 
the WTO context that is not appropriate for bilateral 
commercial disputes. In addition 

for arbitration of commercial disputes 

contain a dispute settlement mechanism. The U.S. side 
noted 

of bilateral concern. 


MINUTES 


24. (U) The following is the official text of the minutes of 
the Joint Committee meeting. 


Begin Text: 


Joint Committee on Development of Economic and Trade 
Relations Between Vietnam and the United States 
Second Working Session Minutes 


Hanoi 


From 4-10 March 2003 

Joint Committee on Development of Economic and Trade 
Relations between Vietnam and the United States was co- 
chaired in Hanoi by Vice Minister of Trade of Vietnam Mr. 
Luong Van Tu and Deputy United States Trade Representative 
Mr. Jon Huntsman 

who represent various ministries and agencies relating to 

the implementation of the agreement is provided in the 
attached annex. 


The two sides reviewed the implementation process in the 
year 2002 and discussed progress and challenges of 
implementation and ways in which to address issues of mutual 
concern. The U.S. side acknowledged Vietnam\'s efforts to 
comply with BTA provisions and committed to further support 
Vietnam in this process. The U.S. side urged Vietnam to 
continue its efforts to meet the timetable for 

implementation contained in the BTA. 


The U.S. emphasized the importance of IPR enforcement. The 
U.S. side was pleased to hear of Vietnam\'s determination to 
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enforce IPR and to learn of recent enforcement actions by 
Vietnam to establish order in this area. 


Vietnam expressed its desire to actively start discussions 
towards a Sanitary and Phyto-sanitary trade protocol. 


The two sides recognized the importance of BTA 
implementation as a contribution to WTO accession. The U.S. 
side reiterated its support for Vietnam\'s efforts to join 

the WTO. The two sides looked forward to the WTO working 
party meeting in May 2003 and bilateral discussions at that 
time. 


The two sides reviewed the status of bilateral textile 
negotiations and expressed a desire to work together to meet 
a mutually satisfactory result. 


The Vietnamese side highlighted its concerns and 
frustrations with the ongoing anti-dumping investigation 
against Vietnam\'s exports of frozen fish fillets (tra and 
basa) to the U.S. The U.S. side encouraged Vietnam to 
continue working with the U.S. Department of Commerce\'s 
Import Administration on this issue. 


The two sides discussed a variety of issues of concern to 
businesses in the two countries and agreed to consult on 
such matters on a regular basis in order to facilitate and 
strengthen the bilateral economic relationship. They agreed 
to use all available channels of communication 

through their embassies in both capitals 

this. 


The two sides appreciated the quality discussions of the 
second working session 

Vietnam economic and trade relations will continue to be 
strengthened on the basis of the BTA. 


The two sides agreed that the third working session of the 
U.S. Vietnam Joint Committee will be held in the United 
States in 2004. 


The U.S. side appreciated the hospitality and preparation 
made by Vietnam toward a successful working session. 


Signed in Hanoi 
For the Government of Vietnam 
Luong Van Tu 


Vice Minister of Trade 


For the Government of the United States of America 
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Jon M. Huntsman 
Deputy U.S. Trade Representative 


End Text. 
BURGHARDT 
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recent bills by the City Councils of Westminster and Garden 
Grove 

former Republic of Vietnam and to prevent further such 
legislation at the local and state level. Text of the 
diplomatic note is in para 3. 


2. (U) Comment: unusually 

note to the Embassy nor summon emboff to receive the protest 
in person. This may be due to what appears to be at least a 
partial freeze in official appointments here due to the 

onset of hostilities in Iraq. End comment. 


3. (U) quote 
(unofficial translation) 


No: 118 NG-CM 


The Ministry of Foreign Affairs of the Socialist Republic of 
Vietnam presents its compliments to the Department of State 
of the United States of America and has the honor to refer 

to the latter the following: 


It is known that on the (sic) March 11 

Council of Garden Grove 

Res. 8486-03 allowing the flag of the former regime of the 
South of Vietnam to be displayed at public institutions 

at public functions of Vietnamese-American community in the 
City of Garden Grove. At present 

being made to instigate other city councils in the State of 
California namely those in Oakland 

Jose ... to introduce a similar resolution 

same time 

to consider and pass a bill in this regard. Such 
developments have not only been causing great indignation 
among the Government and entire people of Vietnam 
triggered the past of hatred among Vietnamese-American 
community in the U.S. 

reconciliation and unity of the Vietnamese nation 
completely running afoul of the current course of our 
bilateral relations in consistence with the common interests 
of the two peoples. Furthermore 

resolutions will send wrong signals to the U.S. GovernmentVs 
formal position 

the National Flag of the Socialist Republic of Vietnam in 
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the bilateral diplomatic relations. 


The Government of the Socialist Republic of Vietnam strongly 
opposes and requests the Federal Government and the State 
Department of the United States 

interests of the two countries 

appropriate measures to abolish the wrongful resolutions of 
the City Councils of Westminster and Garden Grove 

prevent any similar development wheresoever in the United 
States 

similar bill in this regard by the Assembly of other states. 


The Ministry of Foreign Affairs of the Socialist Republic of 
Vietnam takes this opportunity to renew to the Department of 
State of the United States of America the assurances of its 
highest consideration. 

Hanoi 


To: The Department of State 
The United States of America. 
end quote 

BURGHARDT 
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[will] free US from terrorists threat.\" 


Under the headline \"Will war on Iraq free US from 
terrorists threat? 
islandwide circulation) wrote on 3/21: 


The question arises whether elimination of the Saddam 
Hussein regime will rid America and European nations from 
the threat of terrorism. The war in Afghanistan and 

driving out the Taleban regime 

Queda and its leader bin Laden. Even US intelligence 
agencies such as the CIA and FBI have said openly that 
America will not be free of terrorist attacks. Much 

progress has been made in the Global War on Terrorism and 
President Bush has been receiving a good response to his 
appeal from most countries 

But it is evident that that he is jeopardising his global 

effort on terrorism with this war which has proven to be 
much unpopular. 


2. Government-owned English daily ponders local fallout 
praises government's preparations. 


Under the headline V'Tiding over emergencies 
NEWS (government-owned English daily 
circulation) wrote on 3/21: 
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With tensions further intensifying in the Gulf 

Lankan heart is going out to the numerous local migrant 
workers in the Middle East who would now have to grapple 
with a whole host of imponderables. Apparently 

Lankans are employed in Iraq itself but a considerable 
number of them are employed in Saudi Arabia and other 
neighbouring countries which could be expected to be 
affected by a war in the Gulf. Their safety should be a 
prime concern for the State and for the people of this 
country. 


Fortunately 

requirement. ... every possible step has been taken to 
evacuate some 500 

Middle East 

missions in the region... 


Besides the provision of these facilities and security 
measures 

these workers in the event of the war having grave 
spillover effects. It would be best for the State to be 
prepared for serious humanitarian crises although we hope 
fervently that there would be no prolonged suffering for 
anyone. 


Food shortages need to be anticipated and the necessary 
measures taken to ensure that essential commodities are 
stocked and rationed 

regulations would ensure the fulfilment of these conditions 
and provide for the efficient running of local food supply 
systems. 


There is every possibility of unscrupulous traders cashing- 
in on situations of this kind to ensure self-enrichment. 
Times of hardship invariably turn out to be opportunities 
for hoarding and for earning a fast buck by the more 
parasitic of businessmen. It is up to the authorities to 
guard against such dangers. 


3. Independent Sinhala daily says that Saddam\'s imprudence 
in 1990 is being matched by American imprudence today. 


Under the headline \"Now showing!\" DIVAINA (opposition 
Sinhala daily) wrote on 3/21: 


The hi tech war movie on worldwide TV channels. This is 
about a war initiated by a undisciplined and stubborn war- 
loving man to manipulate another of the same ilk. 


George W. has planned this war for a long time and Saddam 
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looks happy to receive it. 


Using the same bull-in-a-China-shop approached that it 
followed in Vietnam decades ago 

ago 

And Saddam is ready.... For each missile that Bush sends 
Saddam will reply with a missile of smallpox 

etc. We have constantly been aware of this and have often 
expressed our views.... 


We have absolutely no regard for Saddam 

dictator who controls millions of people in Iraq. But if 
Bush is using this situation to take control of Iraq\'s oil 
reserves 

condemn that 


One must be wise enough to understand the limits of one\'s 
freedom. Saddam didn\'t show prudence in 1990 when Iraq 
invaded Kuwait. George B. isn\'t showing it today. 


4. Independent Sinhala daily suggests \"Let\'s be prepare for 
the impact of the war.\" 


Under the headline V'LetVs be prepared for the impact of 

war\" LANKADEEPA (independent Sinhala daily) wrote on 3/21: 
No one can say how and when the war will be over 

thing is clear: billions of people -- in Iraq and other 

developing countries -- will face numerous difficulties. 

To this the Sri Lankan government should give priority. It 

is urgent and vital. 


Ministers of Labor and of Consumer affairs have spoken of 
migrant workers and consumer items and food and petroleum. 
But consistent attention is vital 

our country loses its fizz after some time. 


Hundreds of thousands of Sri Lankans work in the Middle 
East. They earn vital foreign exchange for us. If that is 
hampered 

the country will increase significantly... 


Who can assure harmony in foreign employment 
prices 
needed; the government should start something ASAP! 


Wills 
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any negative impacts the war may have. On the down 
side 

pick-and-choose the language they want to focus on 
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including that which gives a bit too much pride-of-place 
to the UN\'s standing re war and peace issues. 


4. (C/NF) As foreshadowed in Ambassadon\'s March 20 
conversation with Sri Lanka\'s Ambassador to the U.S. 
Devinda Subasinghe (see Ref C) 

it would not be possible for Sri Lanka to join the 
coalition. In explaining why 

that it would be difficult politically and 

constitutionally because President Kumaratunga would 
have to be involved in any decision on the issue. The 
PM did not think she would be at all helpful on the 
matter and it was best not to move forward with 
something so controversial at this point. (Note: The 
Ambassador is slated to meet with the president on March 
25 


5. (S/NF) The Ambassador also used the meeting to 
review with the prime minister Ref E points arguing for 
the immediate closure of the Iraqi embassy and the 
expulsion of its personnel. The Ambassador also 
provided the PM Ref D points providing legal 
justification for the war. The PM took both sets of 
points on board. (Note: Mission has conveyed Ref A 
points re keeping the Iraq issue in the UNSC to the Sri 
Lankan and Maldivian governments.) 


6. (C) SRI LANKA/MALDIVES SITUATION: The general 
situation in Sri Lanka and the Maldives continues to be 
calm. Since the start of military operations against 

the Iraqi regime early March 20 (local time) 

not heard of any serious disturbances in Sri Lanka. 
There reportedly have been several marches by small 
groups of Muslims at various places in Sri Lanka 
nothing large and nothing violent. As mentioned in Ref 
B 

after the conclusion of Muslim prayers today 

March 21 

Colombo. Rallies at other sites around the island are 
also planned. 


7. (C) Mission continues to pick up all the right 

signals from the GSL re security issues. The DCM 
attended a meeting of the diplomatic corps on March 20 
where Interior Minister Amaratunga promised full 

security support. Amaratunga noted specifically that no 
demonstrations would be allowed anywhere near the U.S. 
and UK embassies 

in downtown Colombo. At embassy\'s request 

forces remain in place 
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8. (C) MEDIA COVERAGE: As could be expected 
Lankan media coverage of the situation has spiked up and 
March 21 papers are full of news articles on the start 

of military operations. Editorial opinion re the war 
continues to be largely negative toward the U.S. 

including this March 21 sample entitled \"Will War on 

Iraq free U.S. from Terrorists threat?\" from the 

Opposition English-language daily ISLAND: 


\"...the question arises whether elimination of the 
Saddam Hussein regime will rid America and European 
nations from the threat of terrorism. The war in 
Afghanistan and driving out the Taliban regime have not 
eliminated Al-Qaida and its leader Bin Ladin. Even US 
intelligence agencies such as the CIA and FBI have said 
openly that America will not be free of terrorist 

attacks. Much progress has been made in the global war 
on terrorism and President Bush has been receiving a 
good response to his appeal from most countries 
including many Islamic states. But it is evident that 

he is jeopardizing his global effort on terrorism with 

this war which has proven to be much unpopular.\" 


(Note: Additional media coverage is contained in 

Septel.) (Note: Coverage of the situation on the 

Maldivian government website \"Haveeru.com.mv\" continues 
to consist primarily of AFP wire-service reports. There 

are also some local postings stressing that the GoRM is 
keeping apprised of the situation 

ameliorate any potentially negative impacts on tourism 

and other elements of the local economy.) 


9. (C) COMMENT: Mission has received truly 
extraordinary support from the GSL 

of its way to be as helpful as possible in meeting our 
security concerns. The next several days should tell 
how serious any adverse reaction to the U.S.-led action 
may or may not be. On the political side 

governmentVs statement may not have been helpful as we 
would have liked (despite our best efforts) 

out of his way to try to craft it so that it was 

reasonably constructive and we think he succeeded in 
large part. END COMMENT. 


10. (U) The text of the Sri Lankan MFA\'s public 
statement re the Iraq situation follows: 


BEGIN TEXT: 


March 20 Press Release: Situation in Iraq 
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Sri Lanka has consistently urged Iraq to comply fully 
with the United Nations Security Council resolutions 
obliging it to eliminate weapons of mass destruction. 


Until now there has been a lack of full compliance with 
these resolutions. Therefore 

weapons of mass destruction in Iraq has not been 
completed through peaceful means. Unfortunately 

lack of concurrence in the Security Council on how to 
proceed with its own Resolution 1441 adopted unanimously 
has led to the collapse of the UN process. 


Sri Lanka is greatly disturbed by the outbreak of this 
conflict in the Middle East. Sri Lanka is gravely 
concerned about the massive political 

and above all 

ensue in the military conflict 

Middle East region and indeed international peace and 
security. We express confidence that the coalition 
partners would move early to minimize adverse 
consequences on the civilian population in Iraq and 
association with other members of the international 
community 

country. 


Beyond the current issue 

an undiminished role in other situations of tension such 
as 

should be substantial progress towards an enduring and 
just peace in which the States of Palestine and Israel 
can develop in peace 

secure boundaries in accordance with the Security 
Council resolutions 242 (1967) 

(2002). 


The all pervasive evil of terrorism must not at this 

stage be permitted to exploit and thrive on the global 
uncertainty and tension which have now been heightened. 
The international consensus and collective will to 
eradicate all forms and manifestations of terrorism 
wherever and in whatever circumstances it occurs 

not be deflected or blunted. Terrorism should not be 
identified and stereotyped with any particular religion 
nationality or civilization. 


Sri Lanka is conscious of the hardships and dangers that 
this military conflict would pose to millions of migrant 
workers in the Middle-East region 

hundred thousands of our own nationals. Our Missions in 
the region are working closely with the host governments 
concerned to ensure the safety and security of Sri 
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Lankans and their well-being in the present volatile 
situation. 


Other ramifications stemming from the instability in the 
Middle -East extend to Sri Lanka as well. In this 

context 

steps to coordinate a program whereby essential food 
stocks such as rice 

products 

be ensured without interruption and at fair prices for 
consumers in the country. To this end 

Services (Maintenance) Bill was passed unanimously today 
in the Sri Lankan Parliament. 


It is tragic in the current dangerous situation that the 
UN system 

rendered ineffective 

to disagreement among its members. Sri Lanka 
nevertheless continues to firmly believe that issues 
affecting international peace and security should be as 
far as possible identified 

through the UN 

which the will of the international community can be 
legitimately expressed. 


Therefore 

its credibility and authority be restored and respected. 
The Government will continue to monitor closely the 
complex implications of the situation in Iraq. Sri 
Lanka will also seek to work closely with like-minded 
countries in the national and collective imperative to 
keep United Nations alive. 


Sri Lanka urges a quick end to this crisis based on the 
sovereignty and territorial integrity of Iraq and the 
safety 

END TEXT. 

11. (U) Minimize considered. 
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preserve public order (ref a). 


4. (C) Local news reports highlighted student demonstrations 


Column 3 

at the University of Jordan in Amman and the Jordan Univerity 

of Science and Technology in Irbid on March 20. PSD has not 
reported any confrontations resulting from the 

demonstrations. Embassy sources have confirmed press reports 
that the GOJ has rounded up an indeterminate number of 
\"Islamic activists\" in anticipation of additional 

demonstrations in Amman and elsewhere following Friday 
prayers. 


5. (C) UNHCR reports the Jordan-Iraq border remains open. 
Two new possible refugee cases 

seeking return to Sudan 

Information Minister Mohammed Al Adwan denied press reports 
that the Jordan-Iraq border has been closed 

the designation of the eastern desert as a closed military 

zone would restrict movements into and out of the area (ref 


6. (U) No new developments since previous sitrep. 
GNEHM 
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planned to visit Insein prison 

U Thant (the only Burmese UN Secretary General). Pinheiro 
said the short length of this visit did not allow any field 

visits. He would be staying in Rangoon 

visit he hoped to travel to Rakhine State. 


Proposed Human Rights Assessment Team 


4. (C) Pinheiro said he would also seek SPDC approval of his 
proposal for a human rights assessment team to visit Burma 
hopefully later this year. Following up on the need for an 
independent assessment of the Shan rape allegations 

said he has been back and forth a great deal with the Burmese 
on a mutually acceptable assessment. He is now proposing a 
five-person team to conduct a 3-5 week assessment looking at 
human rights issues including rape 

treatment of civilians in areas of conflict. He does not 

know how the regime will react to this latest proposal but 

said he does not plan to continue making proposals and 
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counter-proposals. If the regime refuses to accept this 
proposal or if they delay 

assessment and published report based on information he has 
gathered along the Thai border. He assumes that this would 
upset the GOB 

themselves to blame for not being responsive to his proposals 
to assess conditions from inside Burma. 


5. (C) Pinheiro told the Ambassadors that if his proposal 

for an assessment team is accepted 

international community would provide funding for it. COM 
Martinez and others assured Pinheiro that funding for the 
assessment would not be a problem. The Australian Ambassador 
said he had been encouraging SPDC officials to agree to the 
assessment and told them that his government would provide 
funding. 


AmbassadorsV Feedback 


6. (C) COM Martinez urged Pinheiro to press the regime to be 
more transparent in actions it takes on human rights. As an 
example 

of them political prisoners 

about only from rumors and press reports from foreign 
sources. Similarly 

prisoners last November but never provided a list of names of 
those released. She said that 

been a full accounting of who was actually released in spite 
of efforts by several Embassies and the local press to sort 

it out. Pinheiro said he shared the COMNs frustration 
agreeing that the regime does not provide information in an 
open or transparent manner even when it appears to be in its 
best interests to do so. For example 

the 45 prisoners released on March 16 included 15 elderly 
people 

provide him with a list of names. Now 

there may have only been a handful of political prisoners in 
the group. (Note: The NLD says only three of its members 
were released. We have no information on other political 
prisoners among those released. End Note.) He added that 
whether it was a handful or fifteen 

release any political prisoners since his last visit was 
inexcusable and he intends to push hard for the unconditional 
release of all political prisoners. 


7.(C) The COM also urged Pinheiro to emphasize to the SPDC 
the need to show their commitment to improving the human 
rights situation by committing fiscal resources to the 

process. Setting up committees and organizations to mount 
public information campaigns was pointless if there were no 
fiscal resources to carry out investigations or assist 
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victims 
community is not fooled by these tactics. 


8. (C) The British Ambassador thanked Pinheiro for his 
December report 

his report were misrepresented by regime-backed press he may 
want to be more careful of his wording in this report. 

Pinheiro said he believed his December report was accurate 
and that the executive summary 

\"devastating\" criticism of the regime\'s failures. He said he 
could not be responsible for how various periodicals \"spun\" 
his statements. The British Ambassador added that if he 
comments again on the need for greater humanitarian 
assistance by the West 

information on the constraints and harassment that NGOs face 
in Burma 

humanitarian assistance to focus on progress on human rights. 
Pinheiro said he agreed on all points and 

planned to include more on the constraints on NGOs in this 
report. 


9. (C) The Japanese Ambassador stated that there is no 
question as to whether the SPDC is right or wrong; they are 
clearly wrong. The key question now is how to persuade them 
to make improvements. He argued against continued sanctions 
and tough rhetoric and encouraged engagement as a means to 
effective positive change. The Australian Ambassador noted 
that engagement has been the policy of his country for more 
than one year and 

street. He cautioned that it has to be a two-way street for 

any progress to occur; the regime has to be willing to 

change. 


10. (C) The French argued for continued sanctions and 
claimed that the regime does respond to this kind of 

pressure. The German Ambassador drew the conversation back 
to practical measures for improving human rights in Burma 
recommending that Pinheiro work with his UN colleagues to 
make human rights reporting part of every UN officer\'s 
responsibilities. The Australian Ambassador recommended that 
Pinheiro\'s report should be a little harsher than the last on 
forced labor and child soldiers 

be widespread problems 

of religious freedom. The Ambassador said that while 

religious activities are restricted 

have found ways around the restrictions and are quite active. 
Pinheiro thanked the Ambassadors for their views and 
promised an outbrief on the results of his visit on March 26. 
Privately - \"Very Frustrated\" 


11. (C) In a private meeting following the briefing 
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Pinheiro confided in COM Martinez that he is very frustrated 
with the regimeVs lack of progress on human rights. Pinheiro 
said he has tried to provide openings for the regime to 
demonstrate some improvements on human rights but they 
continue to deny basic freedoms across the board. He is 
questioning whether there is really an interest in the higher 
echelons of the regime for any improvement in human rights. 
He is not particularly hopeful that the SPDC will accept his 
proposal for a human rights assessment team. If they do not 
and he publishes a report based on information gathered along 
the Thai border 

regime will deteriorate. He would prefer to maintain an open 
dialogue 

regime he must report what he finds. 

Martinez 
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only one king at a time..." Employer and labor reps both 
took this as an indication that the GOZ was backing away 
from its previous heavy-handed support of the group it 
created to challenge the primacy of the internationally- 
recognized (and opposition aligned) Zimbabwe Congress of 
Trade Unions (ZCTU). 


2.(SBU) Comment: Whether this position reflects the GOZ\'s 
formal strategy is unclear. There is no doubt that the GOZ 
has gained much useful propaganda (as well as an increased 
veneer of legitimacy) from its very public \"consultations\" 
with the ZCTU in the TNF meetings (ref). Last year 

actually paid for the rival ZFTU to attend and \"advise\" at 

the International Labor OrganizationVs (ILO\'s) annual 
convention in Geneva -- although it ultimately granted the 
ZCTU formal recognition as the accredited labor 
representative -- where the government gained widespread 
international condemnation for its campaign against 
organized labor in general and the ZCTU in particular. 
Whether or not the GOZ insists on ZFTU participation in this 
year\'s ILO conference in May may well indicate its long-term 
intentions towards the ZCTU. End comment. 


Sullivan 
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REF: 02 Hanoi 1279 

1. (SBU) SUMMARY. The visit by Than Shwe 

and Chairman of Burma\'s State Peace and Development Council 
(SPDC) 


relationship of these two fellow ASEAN states. Narcotics 
were apparently not on the agenda; however 
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pledged cooperation in tourism 

well as reaffirmed cooperation in other areas such as 
military-to-military ties; counterterrorism; and crime. END 
SUMMARY. 


2. (U) Than Shwe visited Vietnam from March 14-16 at the 
invitation of Vietnam\'s President Tran Duc Luong. This was 
his third visit to Vietnam 

and 1998 (the latter for the Sixth ASEAN Summit). President 
Luong visited Burma in May 2002 (reftel). Other prior GVN 
visits included: then-Communist Party of Vietnam General 
Secretary Do Muoi (1997); then-Deputy Prime Minister and 


SIPDIS 
Foreign Minister Nguyen Manh Cam (1998); and 
Phan Van Khai (2000). 


3. (U) According to media accounts 

consisted of a variety of officials 

--SPDC Secretary and Lieutenant General Soe Win; 
--Chairman of the Peace and Development Council (PDC) 
Mandalay Division and Commander of the Central Military 
Command Major General Ye Myint; 

--Chairman of the Sagaing Division of the PDC and Commander 
of the Northwest Military Zone Major General Soe Naing; 
--Agriculture and Irrigation Minister Major General Nyunt 
Tin; 

--Industry Minister U Aung Thaung; 

--Commerce Minister Brigadier General Pyi Sone; 
--Foreign Minister U Win Aung; 

--Livestock Breeding and Fisheries Minister Brigadier 
General Maung Maung Thein; 

--Energy Minister Brigadier General Lun Thi; 

--Health Minister Professor Dr. Kyaw Myint; 

--Military Assistant to the SPDC Chairman 

Win; 

--Director General of the SPDC Office 

Nyein; and 

--an unspecified number of \"entrepreneurs.\" 


4. (U) Than Shwe\'s activities followed a typical pattern 

for ceremonial visits: mutual compliments about each 

country\'s accomplishments (\"President Luong renewed 
Vietnam\'s support to the Myanmar Government\'s efforts to 
maintain territorial integrity and national reconciliation 

and unity. . A"); meetings with Prime Minister Khai 

President Luong 

An; a courtesy call with Communist Party of Vietnam General 
Secretary Nong Duc Manh; a banquet; a wreath laying ceremony 


SIPDIS 
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at the Ho Chi Minh Mausoleum; and a joint communiqu summing 
up the visit. 


5. (SBU) The Burma Embassy and the Ministry of Foreign 
Affairs Asia Il Department declined our requests for 
briefings on the visit. However 

Director of the Department for Southeast Asian Studies at 
the MFA\'s Institute of International Relations (IIR) 
described the Vietnam - Burma relationship to poloff on 
March 18 as \"excellent.\" Duong noted that Burma had been 
one of the first countries to establish relations with 

Vietnam following the end of the Vietnam - US War. Burma 
opened its embassy in Hanoi in May 1975 

after reunification. VietnamVs leaders also \"highly valued\" 
Burma\'s V'spiritual support" during the war 

Duong said that the relationship as \"not quite traditional 

but very close.\" (Note: Vietnam reserves the term 
\"traditional" for its oldest friends 

Russia. End note.) Duong noted that 

able to fulfill his itinerary in Hanoi 

old and frail.\" 


6. (SBU) Reports in Vietnam\'s state controlled media 
emphasized the economic focus of the visit 

two-way trade had increased 300 percent between 1998 and 
2002. However 

million and USD 12 million. The GVN\'s stated goal is to 
reach a two-way trade level of USD 30 million by 2005. The 
IIR\'s Duong admitted that even this modest figure is 
\"probably not feasible.\" Duong noted that BurmaYs economy 
is quite weak 

addition 

predicted that the two sides \"must look more at barter 
trading.\" Aside from some gems and timber 

have much\" to offer Vietnam 

specifics 

remain on economics during 2003 

the two Ministries of Trade. 


7. (SBU) Duong noted that the leaders had discussed 
military-to-military cooperation 

\"quite smooth.\" Duong admitted that while she was not 
knowledgeable about the details of the military-to-military 
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activity 

between senior military officers as well as some officer 
exchanges. Duong predicted additional senior level military 
visits from both sides during 2003. 


8. (SBU) Similar to exchanges during President Luong\'s 
visit last May (reftel) 

cooperation in a number of areas 

education 

Duong said that 

ways to promote progress in these areas 

very many concrete programs.\" Specifically relating to 
tourism 

could \"join forces\" to promote tour packages for foreigners 
to visit both countries. 


9. (SBU) According to the media 

guests that Vietnam and Burma should view the visit as an 
opportunity to improve not only the bilateral relationship 

but also cooperation within the ASEAN framework. Duong said 
that this was very much in line with the GVN\'s desire to 
increase cooperation among the \"new ASEAN\" members - 
Cambodia 

and multilateral basis 

approach." Duong claimed that the \"lower tier" members 
feared being \"disadvantaged\" economically by the wealthier 
members as they move into free trade arrangements. Duong 
commented that Than Shwe\'s visit could be viewed as an 
attempt by Vietnam to solidify bilateral relations while at 

the same time strengthening the ASEAN subcontext. 


10. (SBU) Although Vietnam is a transit point for Golden 
Triangle heroin 

visit 

two sides had agreed that the visit\'s focus should be mostly 
on trade and economics issues 

that Vietnam and Burma have an existing MOU for drug 
cooperation and that they have agreed in the past to 
cooperate both through this agreement as well as within the 
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ASEAN framework. Duong added that both sides discuss drugs 
\"on an ongoing basis\" during other \"appropriate\" official 

visits. 


11. (SBU) Duong highlighted that the leaders had agreed on 
the need to continue to cooperate against terrorism. 
According to the joint communiqu 

\"strengthen information exchanges\" relating to terrorism. 
While the joint communiqu also stated that both sides 

intend to sign an anti-crime agreement 

predict when this might occur. 


12. (U) While Vietnam and Burma are clearly interested in 
moving forward on the bilateral relationship 

likely to remain subsumed in the more important ASEAN 
context. Despite considerable public cheerleading 
significant increase in trade is not realistic. In both the 
Luong visit last May and this visit 

see a strong stand against terrorism 

trends in ASEAN. It is notable 

no public reference to Iraq. 

BURGHARDT 
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history\" the government-controlled daily \"Chronicle\" 
dedicated its March 21 editorial to declaring that the 
war against Iraq is uncalled for and is bound to fail 
adding 
world.\" Excerpts: 


2. \"German autocrat 
caricatured as a man walking on gunpowder with a 
burning cigarette in his mouth. We regret that 
this could easily apply to America\'s George Bush 
and Britain\'s Tony Blair who seem to have learnt 
nothing from history. History will record that 
unilateral steps taken by superpowers have 
failed in the past... There is no 
justification whatsoever for the Americans to 
use morality as a reason for ousting Iraqi 
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President Saddam Hussein when it is clear that 
their desire is to control oil production. 
History will record the failures of these 
unilateral campaigns. Need we remind the 
Americans of their failure in the Gulf War to 
oust President Hussein or their disastrous 
campaign in Vietnam. . . While we appreciate 
Bush\'s zeal to redeem himself after the 
disastrous campaign in Afghanistan 
failed to track down Osama bin Laden 
that by attacking Iraq 
far. The U.S. 
of the world\'s policeman like Hitler tried to 
do 
the irrelevance of the body in policing 
superpowers. 


V. . „Itis sad that the U.S. 

to control Iraqi oil 

the world that it was concerned about human 
rights issues in the Middle East country. The 
truth is out. ..! The Americans 

fear of the unknown 

reprisals from terrorist organizations. We say 
that those who live in glass houses should not 
throw stones. Here will be a typical case of 
violence begetting violence. For as long as the 
Americans bully other nations and ignore the 
United Nations 

wait with anticipation for those who have 
declared a jihad on America to remind George 
Bush et al that the oil he wishes to control is 
not worth the blood that will be shed in the war 
against Iraq. America must not be allowed to 
bully the world. We are not all American. V" 


SULLIVAN 


6619 

KHALEEJY EDITORIAL NOTES THAT THE WAR SYMBOLIZES A DEFEAT FOR 
INTERNATIONAL LAW AND HUMANITY AS A WHOLE. LIKEWISE 

BAYAN\" EDITORIAL CLAIMS THAT THE WAR REPRESENTS A DEATH 
CERTIFICATE FOR THE UNITED NATIONS. FINALLY 

EDITORIAL SAYS THAT THE WAR WILL NOT STOP AS LONG AS THERE ARE 
INDIVIDUALS IN THE IRAQI REGIME YEARNING ONLY FOR POWER AND BLIND 
TO THE SUFFERING OF THEIR OWN PEOPLE. END SUMMARY. 


2. SEMI-OFFICIAL ABU DHABI-BASED ARABIC DAILY \"AL-ITTIHAD\" 
EDITORIALIZED ON 3/21: 


V... WHAT HAPPENED IS A CATASTROPHE ABOUT WHICH WE HAVE ALWAYS 
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WARNED 

THE RELUCTANCE OF SOME AND THE AGITATION OF OTHERS AT THE 
SECURITY COUNCIL 

ISSUES SUCH AS IRAQ HAVE INCREASED THE TONE OF THE CHALLENGE ... 
THUS INCREASING THE SUFFERINGS 

BROTHERLY IRAQI PEOPLE 

CATASTROPHIC ADVENTURE IN LESS THAN A QUARTER OF A CENTURY ... 
THE WAR HAS STARTED 

THERE ARE INDIVIDUALS (IRAQI REGIME) WHOSE DESIRE FOR POWER HAS 
BLACKED OUT THEIR EYES FROM SEEING THE SUFFERING OF THEIR OWN 
PEOPLE ...\" 


3. UNDER THE HEADLINE \"A DEFEAT OF HUMANITY\" 
ARAB DAILY \"AL-KHALEEJ\" EDITORIALIZED 3/21: 


V... BY THE STANDARDS OF MOST OF THE WORLDYS NATIONS 

SMALL 

THIS WAR HAS BEEN DICTATED. IT IS ILLEGAL AND DOES NOT HAVE ANY 
LEGAL JUSTIFICATION. IT IS A SPECIAL WAR LAUNCHED BY THE U.S. TO 
ACHIEVE ITS GLOBAL OBJECTIVES OF CONTROL AND HEGEMONY 

OUR PART OF THE WORLD 

... EVERY BULLET FIRED AT IRAQ CARRIES DEATH FOR ITS CIVILIANS. 

HOW IS THE SITUATION THEN WHEN THE AMERICAN ADMINISTRATION HAS 
BEEN PROMISING IRAQIS WITH THOUSANDS OF MUNITIONS INCLUDING SMART 
BOMBS 

EVEN STRATEGIC NUCLEAR BOMB? THE WAR HAS STARTED AND IT IS A 
DREADFUL DEFEAT FOR INTERNATIONAL LAW AND HUMANITY AS A WHOLE.\" 


4. DUBAI-BASED BUSINESS-ORIENTED ARABIC DAILY \"AL-BAYAN\" 
EDITORIALIZED ON 3/21: 


V... THE MOST DANGEROUS ELEMENT IN THE AMERICAN AGGRESSION 
AGAINST BROTHERLY IRAQ IS THE LACK OF RESPECT FOR INTERNATIONAL 
LAW. IN FACT 

CHARTERS 

NOT EXAGGERATE IF WE SAY THAT WHAT AMERICA DID YESTERDAY WAS A 
DEATH CERTIFICATE FOR THE UNITED NATIONS SEALED WITH AN AMERICAN 
STAMP ... THE WORLD IS IN CHAOS 

DAY 

TO OUR HISTORY RECORDS. WE REMAIN AT A STANDSTILL 

YIELDING AS IF WE ARE SATISFIED WITH WHAT IS HAPPENING." 


PUBLIC OPINION READ-OUT 


5. A GENERAL MOOD OF CONCERN AND ANGER CONTINUES TO PREVAIL 
AMONG MOST EMIRATIS AND LOCAL ARABS. CITIZENS AND RESIDENTS 
CONTINUE TO VOICE THEIR DEEP CONCERN FOR THE SITUATION. ONE 
CONTACT ASKED: \"DO YOU THINK SUCH A WAR WILL BRING DEMOCRACY TO 
THE ARAB WORLD? NO. ALL IT BRINGS IS MORE HUMILIATION AND 

DEFEAT FOR THE ARABS 

WONDERING ABOUT WHAT IS HAPPENING WHEN ADULTS FIND IT DIFFICULT 
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TO EXPLAIN THE SITUATION TO THEM. HOW WOULD WE EXPLAIN THE 
SURRENDER OF IRAQI SOLDIERS? IT IS ALL DISGRACEFUL.\" 

ALL CONTACTS REMAIN VERY WORRIED ABOUT \"THE IRAQI PEOPLE 
HAVE HAD ENOUGH AND CANNOT BEAR FURTHER TRAGEDIES.\" 


WAHBA 
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that the GOZ still subsidized maize-meal \"at a horrendous 
rate. Against Agriculture Minister Joseph Made\'s 
opposition 

price of maize and allowing the import of white maize at 
market value. (Note: There is presently little incentive 

for producers to sell grain to the GMB at controlled 
prices.) 


3 Bilateral Friction Points 

3. (SBU) Expropriations of Amcit Properties: Amb 
Sullivan protested the GOZVs unlawful seizure of land 
belonging to five U.S. citizens under fast-track land 
reform 

Minister agreed to look at the cases and accepted copies 
of the Embassy\'s notes verbal to date. 


4. (SBU) Enfeebled Democracy: Murerwa expressed regret 
that the land issue had soured bilateral relations. Amb 
Sullivan countered that the USG had long supported land 
redistribution within a legal framework. He argued that 

the USG was most concerned with Zimbabwe\'s undemocratic 
elections last March and deteriorating human rights 

record. Murerwa insisted repeatedly that the GOZ\'s main 
conflict was with the United Kingdom and not domestic 
opposition. He expressed outrage at alleged opposition 
violence in the just-concluded two-day national strike. 


5. (SBU) Financial Sanctions: Amb Sullivan gave Murerwa 

a copy of the March 6 executive order authorizing 

financial sanctions against Zimbabwe\'s leaders. Murerwa 
asked whether sanctions extended to businesses owned by 
listed Zimbabweans. The Ambassador told him the USG has 
yet to define these parameters. 


Comment 

6. (SBU) Murerwa shares customary ZANU-PF biases 
the UK - rather than suppression of opposition and rule- 
of-law -- for ZimbabweVs estrangement from much of the 
international community. However 

GOZ moderates 

working quietly to rationalize economic policies. We 
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have no doubt the Harvard-trained educator recognizes 
that the GOZ has gone overboard on self-destructive price 
controls and other statist policies. He will continue to 
lobby gingerly for liberalization and against cabinet 
hard-liners 


Sullivan 
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described as involving at least tens of thousands of 
Vietnamese citizens in various locations. However 

was virtually non-existent of the very small student 

protests across the street from the Chancery on March 19 and 
March 20. (Comment: Failure to publicize these protests 

may indicate that they did not have any official sanction 

and that the GVN does not want to encourage any spontaneous 
demonstrations on this or other issues. End comment) 


2. (U) Media also emphasized the tough remarks made by the 
Foreign Ministry spokeswoman on May 20 

action a \"gross violation of the fundamental principles of 
international law\" that was an \"extremely dangerous 
precedent 

demanding an \"immediate\" end. Unusually 

referred to US and UK \"power holders\" (nha cam quyen) rather 
than \"authorities\" (chinh quyen) or \"governments\" (chinh 
phu) 

illegitimate regime. (An MFA official assured Pol/C on 

March 21 

connotation was intended 

decision-makers 

Foreign Minister Nguyen Dy Nien 

official quoted in the press 

action as a \"bad precedent\" that will \"harm peace 

and all aspects of political and economic life the world 

over.\" A Voice of Vietnam commentary on March 20 predicted 
that \"cruelty and destruction\" in this war could kill as 

many as four million people 

was first to seize control of Iraq\'s oil fields and 

eventually become \"master of the world.\" 


3. (U) The MFA spokeswoman nonetheless pledged on March 20 
that Vietnam had taken \"all necessary measures to ensure the 
security of our people 

foreigners in Vietnam\" and promised that Vietnam would 

remain a \"truly safe destination.\" She also confirmed that 

no Vietnamese remained in lraq 

families 


4. (U) Security coverage at the Chancery and Rose Garden 
annex remained good. Police responded quickly to another 
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student protest (apparently 

university age) at the Chancery in mid-afternoon on March 
20. This one was louder than previous ones. At one point 
a brick was thrown and hit the front of the Embassy 

there were no other negative aspects. An expected 
demonstration at the Australian Embassy apparently did not 
take place. 


5. (U) Similar to cancellations of meetings with GVN and 
CPV officials on March 20 (ref a) 

Office of Government unexpectedly canceled a March 21 
meeting with Econ/C 

chaired by the Prime Minister. His office later declined to 
reschedule during the week of March 24. However 

Americas Department deputy director met with Pol/C on March 
21 at our request to deliver a demarche on Iraq (ref a and 
septel). 


6. (U) CONS issued Department-approved warden message on 
March 20. No Amcits have called to express concern for 

their safety or offer opinions on the war 

Vietnamese have asked whether the Consular Section would 
continue to issue visas. (Yes.) There has been a marked 
increase in Amcit registrations 

determine whether this was due to the worldwide caution or 

to a different series of warden messages on the SARS 

outbreak. 

BURGHARDT 
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Independent Students\' Union-Revolutionary (ANNISU-R) 
unlocked college campuses on March 16 after Tribhuvan 
University (TU) reportedly agreed to fulfill their demands 
(Ref A) 

statement issued on March 16 that Purna Poudel 
Secretary of ANNISU-R 


SIPDIS 

Parajuli 

about Poudel\'s whereabouts 

security personnel of murdering ANNISU-R cadres in custody. 
ANNISU-R promised a \"strong action\" if their cadres were not 
released. The GON announced on March 16 that it plans to 
reconstruct infrastructure destroyed during the Maoist 
insurgency 

children and widows. The families of five youths mistakenly 
killed in Nuwakot District by security forces in November 
2002 (Ref B) are still waiting to receive compensation 
promised to them by the GON. 


POSSIBLE START DATE FOR PEACE TALKS 
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2. Prime Minister Lokendra Bahadur Chand told the local 
press on March 15 that peace talks would likely start in 
April. The Prime Minister said that the Maoists had 
requested three weeks to inform all of their cadres of the 
March 13 signing of the code of conduct. 


3. Dinanath Sharma 

of the Maoist negotiating team 

that the focus of the peace talks should be on how much the 
participants are willing to sacrifice and not how much they 
want to gain. Sharma also promised that more senior Maoists 
would appear in public if the GON created a conducive 
environment 


4. Narayan Singh Pun 

Works and government-appointed peace talks coordinator 
expressed confidence on March 16 that the peace talks would 
succeed 

Minister Pun also said that 

of the country was vital to ensure that democracy 

flourished 

the peace talks. 


GON READY TO ACT ALONE 


5. Prime Minister Chand announced on March 15 that the GON 
would try again to involve the major political parties in 

peace talks 

ready to move ahead on its own if necessary. Chand 
reportedly dismissed the labeling of his government as 
illegitimate 

parties might be trying to disrupt the peace process. Chand 
proclaimed that the GON was committed to maintaining peace 
and accused the main parties of boycotting the peace 
process. (Note: The major parties boycotted 

second time 

Chand on March 11. They had boycotted a previous all-party 
meeting to which they were invited by Chand on February 17. 
End note.) 


PUN SAYS NO ARRESTS OF MAOIST LEADERS 


6. Minister Pun said on March 19 that Maoist leaders would 

not be arrested during peace talks. Pun said the code of 
conduct guaranteed freedom of movement by Maoist negotiators 
and that the GON was committed to honoring the code. 
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7. Five Maoists were re-arrested shortly after their 

release on March 16 in Jhapa District. The detainees had 
been in custody for three months. The Chief District 

Officer (CDO) said he was aware of their re-arrest but did 

not know where they had been taken. Two ANNISU-R cadres 
were arrested on March 14 in Surkhet District while 

attending an organizational meeting. Devendra Parajuli 
President of ANNISU-R 

the code of conduct. 


8. In Salyan District 

custody on March 18. Security officials reportedly released 
them to help generate support for the peace process. Three 
Maoists in Baglung District 

teacher 

this week. A senior-level Maoist arrested in Damauli 

District by army personnel a week after the announcement of 
the ceasefire was released on March 20. 


MAOIST CADRES IGNORE CODE OF CONDUCT 


9. Maoists reportedly have abducted two Nepali Congress 
(Democratic) workers in Pyuthan District on March 19. The 
insurgents have accused them of being informants for 
security forces prior to the ceasefire. 


10. The Maoist affiliated Kirant Worker\'s Party (KWP) 
apparently has shunned the code of conduct guidelines and 
reportedly are extorting money from school teachers in 
Sankhuwasabha District. The KWP activists allegedly are 
armed and visiting schools demanding portions of the 
teachers\' salaries. 


11. Locals in west-central Baglung District are still 
unable to return home because the Maoists have not 
relinquished control of their land even after the ceasefire. 
According to local press accounts 

have been displaced throughout the district after the 
insurgents seized their land 

the announcement of the ceasefire. Maoist leaders in the 
eastern district of llam reportedly are asking people to 
return to their homes. Many of the villagers have stayed 
away despite the ceasefire 

be forced again by Maoists to make monetary contributions. 
The insurgents have apparently told the villagers it was 
safe for them to return and had nothing to fear if they did 
not take any action against the Maoists. 


12. Local journalists met with Maoists in the central hill 
district of Kaski on March 18 and reported that the 
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insurgents are still widely engaged in recruiting 

storing weapons in the jungle and other hideouts. The 
Maoists have also shunned offers of food by the \"feudal 
rulers and imperialists\" and allegedly have said they do not 
accept these acts of \"so-called cooperation\" by the 
government. The district leader also warned that if the 
talks failed there would be a vicious war. 


13. Maoists reportedly issued a statement on March 15 
demanding that the GON supply food to villagers in Baglung 
District. The food depots there are empty due to earlier 
raids by the insurgents 

district reportedly are facing a severe food crisis. The 

GON already has been supplying rice. 


ANNISU-R UNLOCKS COLLEGES 


14. The All Nepal National Independent Students\' Union- 
Revolutionary (ANNISU-R) unlocked college campuses on March 
16 after Tribhuvan University (TU) reportedly agreed to 

fulfill their demands 

imprisoned students; the release of information on the 
whereabouts of Purna Poudel 

an immediate end to arrests of pro-Maoist students; a ban on 
security forces inside campuses; and the admission of pro- 
Maoist students to government-run universities. 

The militant student wing of the Maoists had padlocked 
branches throughout the country of government-run Tribhuvan 
University since March 9 (Ref A). 


15. ANNISU-R cadres reacted angrily to the Home Ministry\'s 
press statement issued on March 16 that Purna Poudel 
General Secretary of ANNISU-R 

there any records of him being detained. Devendra Parajuli 
President of ANNISU-R 

and declared that the GON was lying about PoudelVs 
whereabouts 

Poudel on April 26 

security personnel of murdering ANNISU-R cadres in custody. 
Poudel insisted that the GON reveal the whereabouts of all 

its missing cadres and release them or face a \"strong 
movement against the government.\" 


RECONSTRUCTION AND REHABILITATION PLANS 


16. On March 14 Kulchandra Gautam 

General of the United Nations (UN) and Deputy Executive of 
UNICEF 

role in the reconstruction of Nepal once the current 
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conflict is resolved. Gautam said that there was much 
sympathy within the international community for Nepal and 
that many governments would be agreeable to launch 
humanitarian and reconstructive programs for the regions hit 
hardest by the insurgency. 


17. The GON announced on March 16 that it plans to 
reconstruct infrastructure destroyed during the Maoist 
insurgency and rehabilitate displaced people. The National 
Planning Commission (NCP) said priority would be given to 
district headquarters 

health clinics 

training and shelter would also be available for those 
displaced as a result of the insurgency. The GON\'s figures 
show that almost three thousand people have been displaced 
but many human rights organizations claim the number is much 
higher. There is no date set for when these programs will 
begin. 


18. The GON announced a rehabilitation program on March 19 
for over one thousand children in the mid and far western 
districts. The program is aimed at helping those children 
affected by the insurgency as well as women who were 
widowed. Under the program 

education 

opportunity to obtain interest-free loans for start-up 

businesses. Critics of the program 

as inadequate and limited to only a handful of insurgency 
victims. 


19. In direct contrast to past statements of party 

objectives 

negotiation team 

basic foundation of the country and that it was important to 
develop a free market economy. Mahara said the business 
community has many troubles that need to be solved before 
NepalYs economy can prosper 

seventy-five-point plan. No details of this plan have been 
provided. Maoists traditionally have discouraged private 
sector growth and made numerous threats against foreign 
businesses and investors. 


GON SLOW WITH COMPENSATION 


20. The families of five youths mistakenly killed in 

Nuwakot District by security forces in November 2002 (Ref B) 
are still waiting to receive compensation promised to them 

by the GON. Despite frequent visits to the District 
Administration Office (DAO) the families have been sent away 
repeatedly empty-handed. The Chief of the DAO said he has 


Column 3 
not received the money from the GON 
the families as soon as he did. 


MALINOWSKI 
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deployed in Kuwait were keeping up the spirits of their 
soldiers by encouraging them to put up `a proud fight. 
"Iragis are a decent nation 

why you are here. You\'ll be welcomed as ‘good boys" when 
you reach the North. Do your job and go back home. God is 
with you 


Mainstream papers criticize the AKP governmentVs 
indecisiveness regarding the Iraq crisis which 

believe 

military risk for the country. Turkey has failed to 

guarantee a chair for the Turkomen in the post-war Iraq 
administration 

presence in Northern Iraq 

billion of U.S. aid 

looming war 

However 

rejected TurkeyVs opening its soil for U.S. troops by saying 

it was ‘too late 

heavy defeat in his first test. Papers say that the U.S. 
punished the AKP government. \"Hurriyet\" says the U.S. and 
Turkey have agreed that Turkish troops will enter Northern 
Iraq to halt a possible wave of refugees 

belonging to the U.S.-led coalition will be given overflight 
rights 

The paper slams the government for failing to reach a 
profitable agreement and then caving in to U.S. demands for 
overflight. \"Aksam\" highlights remarks by U/S State 
Grossman saying that the U.S. could extend a compensation 
fee to Turkey if the GOT takes steps forward after the 
decree is approved. Aksam draws attention to the 
considerable amount of Turkish land rented by Americans on 
the Iraqi border 

transport to the border provinces. The paper sees this as 
indicative of long term U.S. plans regarding Iraq. A 
government decree granting a six months access to Turkish 
airspace for the U.S.-led coalition aircraft is to be sent 

to the parliament on Wednesday. The motion would authorize 
temporary Turkish military presence in Northern lraq to 
control refugees and prevent activities of the separatist 
Kurdish group PKK/KADEK. Once the air corridor is opened to 
coalition planes 

Say. 
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EDITORIAL OPINION: The War on Iraq 


VPossibility for change\" 

Murat Yetkin lists the disadvantages due to Turkish 
governments belated act in liberal-intellectual Radikal 
(8/20): V The crisis management of the AKP government 
presented a failure. It seems Ankara did not realize the 
change of tone in Washington. While the AKP government 
engaged in bargaining plans for additional financial aid 

with Washington prior to the parliament\'s authorization 
Secretary Powell 
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overflights 

the government acted like an amateur player who shows the 
cards in his hand to the other side. . At this point 

cannot afford to decline the US request for overflight 
because this will only pose a heavy blow on the Turkish- 
American ties for the last 50 years. The current picture 

can be depicted as follows: 

- The US has given up the northern front option from Turkey. 
The ongoing site modernization might be used for possible 
humanitarian reasons or rescue operations. 

- There are conflicting statements about the Turkish 
presence in northern Iraq. Turkish government sources say 
that in exchange for the overflight permission 

Powell accepted in principle the Turkish military presence 

in northern Iraq. However 

Turkish incursion into northern Iraq should only be for the 
humanitarian purposes and carried away with non-combating 
troops. It seems the basic worries earlier expressed by the 
Turkish Chief of General Staff General Staff General are 
happening. 

- The government says that the agreement for political and 
military cooperation with the US remains valid 

recent agreement reached with the Iraqi opposition looks 
like something written on ice. 

- The government announced that Washington was going to make 
a statement for economic support 

paragraph statement issued by the US Embassy in Ankara. The 
US just repeated the stereotype rhetorical support for 

Turkey and that it would continue as long as the economic 
program is implemented. Hopes for up to $24 billion American 
loans for Turkey however faded away. . According to the 
Ankara observers 

debate on allowing overflights and the vote in the 
parliament. V 
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V'It is too late for Turkey\" 

Yalcin Dogan notes that Turkey cannot be a part of the 
northern front even if it wants to be 

Hurriyet (3/20): V'Even if Turkey grants the necessary 
permission 

northern Iraq will take at least two weeks. Because of the 
lateness in the action 

possibility as an option any more. With the exception of 
overflight permission 

of troops or their transit movement from Turkish soil will 

not do any good to the US 

enough 

still tries to bargain with the US. . As clearly seen at the 

ATC meetings 

extremely distant to Ankara. In fact 

fun of the AKP government. The government might be faced 
with immediate consequences on April 24 (\"Armenian Genocide\" 
Day). Let\'s not be surprised at all if the Congress 

suddenly decides to pass the Armenian resolution. V 
PEARSON 
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Kuwaiti air shortly after midnight March 21 

hydrocarbons from burning oil. The EPA takes air samples 
every five minutes from six fixed stations located throughout 
the country 

(reftel). 


3. At dawn 

purple-gray color. US military sources in Kuwait confirmed 
later in the morning that the pollution was caused by 
multiple oil fires burning in Iraq 

previous night by the Iraqis. Fires were burning in the 
southern portion of IraqVs large Al-Rumaylah oil field 

small portion of which straddles the border into Kuwait 
where it is called Radqa oil field. 


4. Dr. Sarawi said the pollution had not reached dangerous 
health levels. He explained that the dark sky was caused by 
smoke trapped in the \"inversion layer 

and warmer air on either side 

environment. In KuwaitVs northern city of Jahra 

oxide level reached only 10 parts per billion 

would have to reach more than ten times this amount to pose 
inhalation risks. He added that by early afternoon the sky 
had cleared and the level of pollution had decreased 
throughout Kuwait. 
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5. Dr. Sarawi said that he received several telephone calls 
from Kuwaiti and international media outlets with questions 
about the oil fires 

had not received any calls from concerned people living in 
Kuwait. Likewise 

any calls from American citizens asking about the pollution. 


6. COMMENT: Given that many Kuwaitis and some Americans 
living in Kuwait were here during the Gulf War and remember 
how retreating Iraqi troops set hundreds of oil wells on 

fire 

this most recent episode pales by comparison. Nonetheless 
Dr. Sarawi agreed to immediately inform Post should pollution 
from oil fires or other sources reach dangerous health 

levels 

community. 

JONES 
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of the world order\" 


Daily columnist Fahd Fanek writes on the back page of 
semi-official 

(03/21): \"The American missiles launched by U.S. 
President George Bush against Iraq do not suggest 
changing the Iraqi regime only 

world order 

relative peace in the world for five decades.. The 
U.S. administration chose to leave the world order 
bash international law and international legitimacy 
to take the world back to the law of survival of the 
fittest 

Security Council 

against Iraq in contradiction of the simplest rules of 
international law.. As of now 

realize that they no longer live under the umbrella of 
international law 

rule of the jungle. Therefore 

security is gone; Israel 

some blatantly stupid actions such as invading 
Palestinian territories 

attacking Syria and Lebanon 

actions of aggression 

world would not allow.\" 


-- VThe Arabs must be active in the post-Saddam era" 
Former Jordanian Minister of Information Saleh Qallab 


writes on the op-ed page of semi-official 
Arabic daily Al-Rai (03/21): V'This is exactly what 
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was expected. The lraqi crisis reached the finish 

line. The need to violently undo the knot that could 
have been undone peacefully has become the only 
option. The worst of the matter is that the defense 
policy that the Arabs have adopted put them where they 
are today: a major Arab country is facing an unknown 
fate and they are incapable of doing anything.. The 
Iraqi President may have or may have not realized that 
the Security CouncilVs battles and the confrontation 
between the United States and its allies on one hand 
and France and its supporters on the other had nothing 
to do with Iraq or with international legitimacy. 

Rather they were the outcome of conflicting interests 
for the purpose of creating another world power that 
balances the United States. Saddam Hussein\'s mistake 
was that instead of taking his already targeted 

country away from these world conflicts 

Iraq right in the middle of the storm and turned it 

into a battlefield for the conflicting parties. The 
outcome is that the United States 

have the single superpower formula altered 

back to all and moved towards war. What happened has 
happened and matters are where they are now. The 
question is what can the Arabs do? It is not 
permissible for the future of a brotherly Arab 

country 

decided in the absence of the Arab viewpoint.\" 


-- \"A war crime\" 


Columnist Ibrahim Absi writes on the back page of 
center-left 

(03/21): \"Had the world been free 

concerned for people\'s rights to life 

security 

not subject to American threats and bribes 

have declared a decisive stand against the criminal 
war being perpetrated by the U.S. administration 
against Iraq and the Iraqi people 

declared its rebellion against the American tyranny 
that surpassed all levels.. The new American crime 
represented by this crazy war being perpetrated by the 
U.S and British administration against the Iraqi 
people is the dirtiest and bloodiest and deserves the 
name ‘the mother of all crimes\'.\" 


-- VInvading the world" 
Columnist Yaqoub Jaber writes on the op-ed page of 


center-left 
(03/21): \"The invasion of Iraq by the United States 
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is nothing but part of a wide-scale invasion to 

control the world. The plan to invade Iraq is not a 
direct outcome of the September 11 attacks 

an old plan put in place by the hawks of the current 
U.S. administration before they came to power.. The 
United States controls most of the oil routes and now 
seeks to control what left of these routes under the 
pretext of combating terrorism. Invading lraqi is 
nothing but part of this hellish scheme 

resisted via a coalition including Europe 

Russia and all countries keen to protect their 
independence and dignity.\" 
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had some). 

Local investors now fully control the markets. According to 
bond and stock traders 

hear the morning TV news that the GOT is still negotiating 
with the U.S. on overflight rights (i.e. 

prospects of any U.S. aid). Locals are re-focusing their 
hopes for an optimistic scenario based now on two elements: 
a short war in Iraq (with smaller tourism and trade effects 

on Turkey); and quick GOT action to complete the Fourth IMF 
Review. 


Budget Update 


3. (SBU) A key prior action under the IMF Fourth Review is 

passage of the full-year 2003 budget 

be adopted by April 1. According to Finance Ministry Deputy 
DG Ahmet Kesik 

debate to begin on Sunday 

later on Friday 

until Monday 

Constitution gives the President up to 10 days to take action 
on legislation). 


4. (SBU) Kesik told us there is one potential problem for 

the 2003 budget. Two new revenue raising measures - on motor 
vehicles and real estate - are contained in separate bills 

stuck in the parliament\'s Budget and Planning Commission. 
Parliament must pass those bills quickly as well 

exacerbating existing serious concerns on budget financing. 
Kesik said the GOT plans to limit pass the bills out of the 

Budget and Planning Commission on March 28. 
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Rising Inflationary Expectations 


5. (U) The Central Bank publishes twice monthly a survey of 
expectations regarding forward-looking inflation. On March 
21 

March. It shows a steady increase in average expectations 
for year-end Consumer Price Index inflation. In February the 
expectations remained at 25 percent 

percent (the GOT target is 20 percent). 
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news broke about the initial bombing. Today the general 

tone is about the ongoing missile attacks as well as 
speculation as to the reason for the early bombing. Reports 
claim that CIA-based intelligence reports had revealed the 
locating about Saddam and his aides. Several papers report 
that the heavy bombardment continues with Cruise missiles 
while the ground operation has been launched from the south. 
\"Milliyet\" reports that US troops captured two Iraqi cities 

in the southern port area. All major Turkish papers are 

filing their stories on the war by using international wire 
service reports to supplement information from their 
correspondents in Baghdad or Kuwait. \"Hurriyet\" reports 
that 

direct contact. In 1991 then-president Bush notified Turkey 

an hour before the war began 

learned of the war from Turkish liaison officers in Tampa 

FL. Papers also note the ongoing discussions between Turkey 
and the US about the terms and conditions of the overflight 
permission. \"Yeni Safak\" blames the government for hurrying 
to pass the resolution from parliament before reaching 
agreement on a related MOU. Several papers mention that 
Turkey wants to link the use of Turkish airspace with a 
Turkish army incursion into northern Iraq. The discussion 
about the shape of the MOU continued until early this 

morning 

diplomatic sources as saying \"Turkey is waiting for certain 
answers from Washington at this point.\" 


From the internal standpoint 

is that the AKP government has made an historical mistake 
and has handled the issue very badly. News reports and many 
editorial comments are questioning the decisions reached by 
policy-makers. They note that Turkey was ‘dreaming\' by 
believing that the US had no "Plan BY for the war 

Turkey\'s resistance could prevent the war from occurring. 
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\"Hurriyet\" editor-in-chief Ertugrul Ozkok slams the AKP and 
their advisers as being \"completely blind 

Turkey will have to pay the negative consequences in the 
years to come. \"Sabah\" reports statements by former Foreign 
Minister Yakis 

“Plan BY did not exist. Yakis said \"evidently we were wrong 
and made a very serious strategic mistake.\" Islamist \"Yeni 
Safak\" pursues a different tone 

stop the war. The front-page banner headline reads 
Villegitimate and unlawful.\" Ultra-nationalist \"Ortadogu\" 
characterizes the war as \"a blood feud 

it will last much longer than expected. Stories in the 

press also highlight the \"different priorities\" within the 

AKP administration 

Anatolian city in the midst of war preparations. In an 

effort to convince the AKP to accept the overflight 

proposal 

will not be a ‘third resolution\' in the future. "When | was 

in Corum (a town in Central Anatolia) | understood that 
nobody cares about Iraq. They are thinking about the 
poverty they face in everyday life.\" 


EDITORIAL OPINION: War on Iraq 


\"Pluses and minuses\" 

Sedat Ergin analyzed the current status of US-Turkish 
relations in light of the war on Iraq in mass appeal 

Hurriyet (3/21): WThe results of the bargain between 
Turkey\'s AKP government and the US administration can be 
summed up as follows: 

The most important and valuable gain for Turkey is the 
agreement with the US on the political principles of 
reshaping Iraq. Most important is the declaration that 

IraqVs resources belong to all peoples of Iraq. Naming the 
Turkomen as one of lraq\'s founding peoples is also a very 
important gain for Turkey. . On the other hand 

still uncertainty about the Turkish army\'s role in northern 
Iraq. If Turkey remains persistent on that issue 

probably the two sides will reach a consensus in the days 
ahead. . On the economic front 

the US seems to be no more than a one-page press release 
issued by the US Embassy in Ankara. We all knew that 
Washington supports Turkey\'s economic reform program - that 
is not news. . When it comes to the political losses 

would require another full-page commentary. Due to the fact 
that Washington is now implementing "Plan BY for the Iraq 
operation 
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now sees Ankara. Just like a crack in a vase 

will take time and the crack will remain visible even at the 
end. . Given the current picture 

Turkey\'s strategic importance has also suffered an erosion. 
Once the war is over 

lose its vitality as the US moves to the Middle East.\" 


\"The wrong calculation\" 

Sami Kohen commented in mass appeal Milliyet (3/21): \"The 
war on Iraq began in an unusual way. Evidently 
intelligence reports led to the conclusion that Saddam and 
his aides could be located and targeted. However 
missiles went to the wrong address and 

Saddam Hussein went on live television just three hours 
later. In the event that Saddam had been killed 

may have ended. It seems that it was an idea endorsed by 
President Bush as well 

current war poses a series of dangers to the international 
community 

in addition to the possibility that Saddam will use chemical 
or biological weapons 

in the growing negative public reaction and the possible 
rise in international terrorism. From the political point 

of view 

puts the US gradually in a state of alienation and also 
alters existing international balances. From the economic 
standpoint 

scale 
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Wuerttemberg State Office for the Protection of the 
Constitution 

since 9/11. The unit consists of 35 experts who are fluent 
in several Arab languages 

papers and Arab TV programs. Landolin Mueller 

group 

interpret when dialects come into play. Hidden messages 
contain intense hatred against Israel and the U.S. Hatred 
and attacks against the U.S. are in most cases legitimized 
with quotes from the Koran. Mueller notes the number of 
militant Islamic fundamentalists is increasing but 
infiltration of fundamentalist circles is extremely 

difficult. Mueller is concerned about the Internet linkage 
between different militant groups and the fact that these 
circles seek loose ties with right and left wing extremist 
groups in Germany. Their hatred of the U.S. binds them. 
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Economic News 


6. Paris Overtakes Frankfurt Airport in Number of 
Passengers 


(U) Paris Charles de Gaulle overtook Frankfurt Airport in 
2002 with the largest number of passengers in continental 
Europe. According to figures released by the Board of 
Airlines in Germany (BARIG) on March 20 

million passengers 

Frankfurt is still Europe\'s number one cargo airport. 1.5 
billion tons of freight were transported through Frankfurt 

but Amsterdam and London-Heathrow are catching up. The 
announcement renewed calls by Frankfurt Airport Executives 
for the speedy construction of a new runway at Frankfurt 
Airport. 

7. Regional Airports in Southwest Germany Losing Passengers 


(U) The Stuttgart Airport owns over 60 percent of the 
regional Baden Airport in Soellingen (between Karlsruhe and 
Baden-Baden) 

the status of \"regional airport 

million Euro will be necessary. Georg Fundel 

Director of the Stuttgart Airport 

the B-W State Government to make such a financial commitment 
despite declining passenger numbers at smaller regional 
airports. During a meeting with Consul General 

clear that he has no intentions to invest the 200 million 

Euro and called the Soellingen airport \"a stillborn child\". 
Given a choice 

invest the money. In light of the current downturn in the 
airline industry 

Wuerttemberg are reporting lower numbers. In 2002 
Stuttgart airport 

drop of 10 percent compared to the peak year of 2000. 


8. Saarland Has Low Unemployment 
Sector 


(U) Saarland 

unemployment. In 1999 

Germany 

Unemployment rose 4.7 percent in January compared with 
December. (The national average was 10 percent.) Saarland 
also showed the biggest jump in growth in Germany with 1.2 
percent (Germany average: 0.2 percent). The growth is 
attributed to successful economic development initiatives 

and a shift away from steel and coal towards automotive 
supply industries. 


Column 3 
9. German Customs Catch Tax Evaders at Swiss Border 


(U) In 2002 

have confiscated 1 billion Euro during random checks of 
vehicles at the German-Swiss border. According to German 
customs officials Germans from all professions bring cash 
over the 283-kilometer-long border to Switzerland to avoid 
German taxes. 47 million travelers and 20 million cars pass 
through the 24 border checkpoints each year. The Stuttgart 
IRS office alone was able to collect an additional 9.3 

million Euro in 2002 due to the findings of the customs 
officials. 


10. IBM Germany Has New CEO 


(U) Walter Raizner is the new CEO of IBM Germany. He 
succeeds Erwin Staudt who was appointed Chairman of the 
Supervisory Board. Raizner expects a difficult year for IBM 
Germany 


11. Zeiss Loses Money 


(U) The Optics Company Carl Zeiss announced that it will 
have to cut 200 jobs at its headquarters in Oberkochen 
sharp decline from its 2002 growth 

jobs. During the first four months of the new business year 
(which started October 1 

percent. 


12. DaimlerChrysler\'s Profits Improve 


(U) DaimlerChrysler reported a 6.8 billion Euro operating 
profit for the year 2002. The Mercedes Car Group 
contributed the largest growth 

3.02 billion Euro and the Chrysler Group with 1.3 billion 
Euro. DaimlerChrysler\'s problem division is trucks and 
vans 

DaimlerChrysler CEO Juergen Schrempp is worried about 
profits. The global economic situation and international 
tensions may have a negative impact on growth. 
DaimlerChrysler is in 100 countries. 
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diplomatic missions. He added that this commitment extended 
to Embassy residences and the Sheraton Hotel 

realizes many Americans stay. 


12. (S/NF) Ambassador took a call from the Presidency 
giving reassurance that they will take all \"necessary 
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measures\" to protect the Embassy. 


13. (U) Television and wire services have been reporting 
the demonstrations since 1500 local time. Al-Jazeera reports 
that six people have been killed in fierce clashes between 
police and demonstrators near the Embassy. Wire services (AFP 
and Reuters) have reported that tens of thousands of 
demonstrators chanted \"Death to America.\" and that one 
policeman and three protesters were killed. Yemeni 
television and radio has not reported any news of the 
demonstrations. However 

Yemen Times has been running wire reports of the 
demonstrations on its website. PD has been fielding calls 
from press about the situation and is drafting press 

guidance. 
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PEACE.\" THE PRESIDENT OF THE LIBRA PARTY 

CONDEMNED THE DECISION TO ATTACK IRAQ WITHOUT A SECURITY 
COUNCIL RESOLUTION. HE TOLD REPORTERS THE DECISION 
\"PROBABLY MEANT SOWING THE SEEDS OF TERRORISM FOR THE 
FUTURE.\" THE LIBERAL PARTY PRESIDENT 

THAT 

OPERATION WITH UNCLEAR RESULTS." HE ADDED THAT THE \"U.S. 
GOVERNMENT WOULD BEAR ALL CONSEQUENCES" FOR THE DECISION. 


3. EXCEPT FOR HDZ 

SIMILAR NEGATIVE VIEWS. THE SOCIAL LIBERAL PRESIDENT 

DRAZEN BUDISA (HSLS) SAID THE CONSEQUENCES OF THE WAR WOULD 
BE GRAVE FOR HUMANITARIAN REASONS 

FOR THE ROLE OF THE UN AND FOR RELATIONS AMONG ALLIES IN 

THE EURO-ATLANTIC PROCESS. DEMOCRATIC CENTER PRESIDENT 

MATE GRANIC (DC) SUPPORTED THE PRINCIPLE OF MILITARY 

INTERVENTIONS WITHIN THE UNSC FRAMEWORK 

\"PLAYING ON THE CARD OF DIVISIONS\" BETWEEN THE U.S. AND THE 

EU 

PASALIC (HB) HOPED THE ACTION WOULD BE OVER AS SOON AS 

POSSIBLE AND CASUALTIES KEPT TO A MINIMUM. ANTO DJAPIC OF 

THE RIGHT WING CROATIAN PARTY OF RIGHTS (HSP) DESCRIBED THE 

MILITARY ACTION AS POSING THE \"BIGGEST CRISIS FOR THE 

INTERNATIONAL ORDER IN THE LAST 40 YEARS.\" 
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HAVE TO DECIDE THE BEST MECHANISM.\" THE FASTEST AND EASIEST 
WAY 

STATED 

AND CENTRAL BANK AND WORK OUT A JOINT PLAN OF ACTION. 
MARESCA ADDED THAT THE VALUE OF IRAQI ASSETS IN ITALY WAS 
WELL BELOW THE VALUE CITED IN THE UN FIGURE. 


2. (C) POLITICAL MINISTER RAISED THE REQUEST ON THE AFTERNOON 
OF MARCH 21 WITH MINISTER ANTONIO BADINI 

GENERAL FOR THE MIDDLE EAST. BADINI SAID THAT THE ORDER HAD 
GONE OUT THAT SAME MORNING (SOON AFTER OUR MEETING WITH 
MARESCA) TO FREEZE ALL IRAQI ASSETS. BADINI CONFIRMED THAT 
THE VALUE OF IRAQI ASSETS IN ITALY WAS FAR LESS THAN THAT 
CITED REFTEL. 

SEMBLER 
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said the GON was open to discussion. We doubt the threat of 
ASPA-based sanctions will move the GON 

might. We continue to pursue this key objective 

energetically. End Summary. 


2. (C) The GON was deeply involved in the establishment of 
the International Criminal Court (ICC) 

candidate (who lost) for one of the seats. Ministry of 
Foreign Affairs (MFA) resistance to an Article 98 Agreement 
was anticipated. Thus 

agreement foresaw approaching others in the GON before 
engaging with MFA. Indeed 

produced very strong opposition from Foreign Minister Sule 
Lamido (Ref C). 


3. (C) In October and November of last year 
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raised Article 98 with National Security Advisor LTG Aliyu 
Mohammed (ret) and Minister of Defense LTG Theophilus Yakubu 
Danjuma (ret) 

consideration. Mohammed (Ref C) was interested in exploring 
possibilities and encouraged us to engage with Danjuma and 
Minister of Justice Kanu Godwin Agabi. The Ambassador 
stressed that 

beyond 

signing Article 98 agreements with other countries as well 
particularly countries in ECOWAS. Danjuma (ref D) expressed 
some doubt and said he would discuss the matter with FM 
Lamido. 


4. (C) Ina meeting at the end of January 

on board the Ambassador\'s points 

ASPA 

issue. We left a draft Article 98 Agreement with Agabi also. 
The Ambassador and AF DAS Bridgewater raised Article 98 with 
Obasanjo on February 14 (Ref F). Initially criticizing the 
USG for not being a member of the ICC 

receptive to Article 98 as the discussion proceeded. At the 
end 

Obe) to ask FM Sule Lamido to convene an Inter-Ministerial 
Committee to examine whether Nigeria should enter into an 
Article 98 Agreement. 


5. (C) The Ambassador 

strong pitch for Article 98 to MFA Permanent Secretary Dan 
Hart. Hart explained that Nigeria had played an important 

role in the establishment of the ICC and strongly backed its 
principles. The Ambassador responded that the USG had no 
objection to the principles behind the ICC and that Article 98 
Agreements were bilateral accords for which the Rome Statute 
specifically provides. The Ambassador related to Hart the 
substance of his meeting with Obasanjo (Ref F) and wondered 
whether the Inter-Ministerial Committee had been formed. Hart 
said it had not. He welcomed the Ambassador\'s offer of a 
draft Article 98 Agreement and other materials 

was certain the matter would be discussed within the GON 
\"before long.\" 


6. (C) In response to the Ambassador\'s point that Nigeria 
might have its own strong interest in concluding Article 98 
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Agreements with countries in the region 

he \"personally\" was not concerned about the possibility of 
Nigerian troops being convicted of war crimes if they had 
committed them. War must be conducted to \"correct and humane 
standards 

agreed completely but took a different approach; accusations 
of war crimes should be addressed in national courts or by 
special-purpose ad-hoc bodies established to respond to the 
results of a particular conflict situation. The U.S. believed 
that the Rome Statute had gone too far 

for political purposes 

issues. 


7. (C) COMMENT: MFA opposes Article 98 and is not in any 
hurry to convene an Inter-Ministerial Committee. We will 

again raise President Obasanjo\'s mid-February instruction with 
Obe in the near future. However 

direction is very unlikely as long as the war in Iraq 

continues. We do not think the threat of ASPA sanctions will 
motivate the GON to conclude an agreement with us. Obasanjo 
who seemed not to fully understand the ICC\'s mandate (\"The 
International Criminal Court is fine for drug traffickers 

money launderers and the like 

the military.\") 

Agreement with the U.S. 


8. (C) For now 

players gently to gather in their Inter-Ministerial forum and 
discuss Article 98 in the context of NigeriaVs role in PKOs in 
Africa and beyond. We will 

aware of the provisions of ASPA 

provisions a central theme. 
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labor component expended $ 5.0 million. This was 
accomplished through programs designed to support Central 
American efforts to strengthen the protection of 
internationally recognized core labor standards 
labor-management relations 

activity also helped improve workplace conditions and better 
enable workers to receive their fair share of gains generated 
by trade expansion and productivity increases. 


PROALCA supported the Ministries of Labor of Central America 
Belize and the Dominican Republic. The program provided 
assistance for policy reform and for effective policy 
implementation 
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included specialized technical assistance 
(inter-ministerial) cooperation programs 
programs 

seminars 


USAID-IDB-SIECA Labor Modernization Project: This program 
was designed to assist Central American efforts to modernize 
labor markets by supporting regional and national dialogue on 
topics related to labor markets and hemispheric integration 
globalization and trade policy 

also provided opportunities for the region 

participate in pilot activities in methods of alternative 

dispute resolution and occupational safety standards. 


The program financed technical assistance and consulting 
services for the eight Ministries of Labor in the formulation 

of national and regional policies 

labor markets. Thirty-six national seminars and workshops 
were developed in the region. 1 

1 

and NGOs were trained on subjects related to social dialogue 
information systems 

resolution 

of the labor market. 


This subcomponent supported the development of a web-based 
labor information system. This system facilitates the 

research of statistics on occupation 

vulnerable groups 

ministerial meetings 

dialogue 

data 

labor topics. Training on the use of the system and the 
necessary computer equipment and software were also provided 
to the ministries. This component finished on September 30 
2001 (although a no-cost extension was approved for an 
additional year and activities continue with IDB financing). 


Labor Advisor: This consulting service provided the Ministers 
of Labor with advice on the status of the hemispheric 
economic and social integration process 

are incorporated into that process 

ministerial modernization processes. It also helped the 
Ministers define appropriate social 

policies. 


This subcomponent facilitated the exchange of technical 
assistance 

American Ministries of Labor and between Central America and 
those from outside the region through a horizontal 

cooperation program and site visits. A total of 82 labor 
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officials participated in the hemispheric cooperation program 
in areas such as: modernization of labor markets 

of labor information 

certification of labor skills. Five extraordinary 

ministerial meetings were supported as well as the XVI 
Council of Ministries of Labor of Central America. Under 
this contract 

officials participated in 18 seminars and workshops on 
employment policies 

labor markets. 


With the support of this subcomponent 

and Social Welfare of Mexico and the Ministers of Labor of 
the region signed an operational agreement on November 23 
2001. This agreement will allow the transference 

minimum cost 

by the participation of Mexico in the North American Free 
Trade Agreement (NAFTA) in aspects such as labor skills 
certification programs and systems for the establishment of 
norms 

achievements of this subcomponent 

creation of an ad-hoc secretariat of the Central American 
Ministers of Labor and the successful garnering of assistance 
from other donors for the labor sector in Central America. 


Strengthening Labor Management Relations: This program 
concluded in November 2000 and was developed through a US 
$1.6 million cooperative agreement awarded to FUNPADEM. Its 
purpose was to support the modernization of the labor 
inspection departments in each ministry 

ministerial abilities to resolve labor conflicts and enhance 
labor-management relations. 


This assistance included the design of a modern management 
system to enhance the inspection process through improved 
monitoring and quality control of inspections and 

establishing a database on businesses 

frequency and geographic locations of violations. 


Training activities on inspection 

and labor issues in the context of economic globalization and 
hemispheric integration surpassed expectations. 1 

men and 307 women) representatives from the labor ministries 
unions and management participated in six workshops 
courses 


Child Labor Program: The Child Labor Eradication Program 
funded by USAID was successfully completed in September 2001. 
FUNPADEM provided sub grants to and monitored the national 
NGOs 

American country according to the selected high-risk areas 
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identified by the Ministers of Labor (Guatemala-quick lime 
production). 


NGOs were provided with the equipment and furniture required 
to implement activities. The program developed regional 
workshops 

socio-economic diagnosis 

to encourage more than one thousand children (586 girls and 
624 boys) 

in educational and training activities. A total of 547 

children will stop working to study 

the rest will combine both activities. NGOs obtained 193 
scholarships 

the private sector and municipalities. 
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includes Iraqi recognition of the State of Kuwait." 


In a striking departure from the pervasive Sunni perspective 
on KuwaitVs editorial pages 

Watan\" discusses the liberal tradition of thought associated 
with the ShiaVa religious center in the Iraqi city of Najaf 

and suggests that the US should support this school as a 
counterbalance to the highly politicized 

religious interpretations emanating from Iran \"if America 
wants liberal government in Iraq." 


One commentator expresses concern that some US-supported 
Iraqi dissidents \"have good relations with the Zionist 

lobbies.\" Another sees \"the true goal\" of the US as the 
domination and exploitation of Iraq. 


Prompted by reports of bread shortages and stockpiling by 
residents 

confident. On the news pages 

suspended trading 

outages in the wake of missile attacks on Kuwait on March 20 
due to the volume of calls. END SUMMARY. 


2. News Stories: Kuwait television carries statement by 
Kuwaiti Ministry fo Defense that Kuwait\'s armed forces have 
shot down two Iraqi Scud missiles launched against Kuwait. 


All newspapers are carrying comments by the Dean of Kuwait 
University\'s College of Sharia and Islamic Studies 
Mohammed Al-Tabtabaie 

fellow Muslims are fighting on the \"path of Allah 

their aim is to defend against the aggression of the 
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\"tyrannical lraqi regime\'s army.\" 


On the front page of Al-Qabas 

Sabah Al-Ahmed received a phone call from President Bush to 
thank him for KuwaitVs support and to update him on the 

latest developments in the region. 


Al-Watan\'s front page carries a report that Kuwaiti troops 
apprehended an Iraqi family that fled to Kuwait by boat 
handed them over to American forces. 


Sales at local cooperatives (grocery stores) on March 20 
were three times what they were on the previously record 
day 

regime 


In an interview with Al-Watan 
General Ali Al-Moumen 
Operations Center in Kuwait 
will be set-up in southern Iraq 


All newspapers report that the Kuwaiti communications 
network suffered a series of outages on March 20 when the 
mobile network and international lines were swamped. 


Military sources confirmed to Al-Watan that Iraqi civilians 
are already fleeing towards the Kuwaiti border and that 
members of the Iraqi military are hiding among them. 


According to Al-Anba 
Yousef Al-Mulla denied there were any clashes between 
Kuwaiti and lraqi troops on March 20. 


Al-Rai Al-Aam reports on its front page that the Director 
General of the Kuwait Stock Exchange (KSE) announced that 
all KSE transactions will be halted until further notice. 


Al-Rai Al-Aam and Al-Seyassa dailies report that liberal MP 
Ahmed Al-Rubie 

warned that \"sleeper cells\" in Kuwait are waiting for the 
Vzero hour" of a full-scale US attack in Iraq to execute 
sabotage activities in Kuwait. 


Editorials: 


3. \"Our Interest First\" 

Opening editorial for independent Al-Anba (3/21): \"We have 
to take into consideration Kuwait and Kuwait\'s interests in 
the post-Saddam era. [These] interests can be summarized in 
six points: 1) Any elected Iraqi Council must first 

apologize to Kuwait for the occupation of Kuwait in 1990; 2) 
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This Iraqi Council must formalize written recognition of the 
Kuwaiti-Iraqi border; 3) The transitional Iraqi government 
must provide full support in searching for POWs 
supervision; 4) The transitional Iraqi government must 
return the Kuwaiti National Archive; 5) The transitional 
Iraqi government must commit itself to compensation to 
Kuwait for damage due to the Iraqi invasion of Kuwait; 6) 
The UN must be involved in formulating the Iraqi educational 
curricula which should include Iraqi recognition in the 
State of Kuwait. We Kuwaitis must demand that our 
government. not adopt the slogan 


4. V'The Republic of Drought and Graveyards\"\" 

Fouad Al-Hashem in independent Al-Watan (3/21): V [Kuwait] 
completed a project for a water pipeline which runs from one 
of the water desalination stations in Kuwait to our Iraqi 
brothers who live only a few meters away from the Shatt Al- 
Arab river in Umm Qasr. This is the same river from which we 
brought fresh water to Kuwait [more than a century ago] 
because of Saddam\'s tampering with the Iraqi marshes 
level of the river dropped and became saline. Mr. President 
[Bush] 

country 

Iraqis are the victims of one person and we were saved by 
one man and his son 


5. VSaddam and the Third Picture V 

Awad Al-Mutairi wrote in independent Al-Qabas (3/21): 
\"After few days 

defeated. Saddam will be remembered as a person who only 
loved himself 

Throughout his leadership in Iraq 

himself a historical figure. He presented himself to the 
world as a knight and an intellectual 

successful in presenting both of these images. Therefore 
advise Saddam to leave Iraq and to apologize to the Arab 
nations and the Iraqis for all the crimes he has committed 
against them.\" 


6. \"Without the Last Mulberry Leaf\" 

Dr. Yasser Al-Saleh wrote in independent Al-Rai Al-Aam 
(3/21): \"It is very obvious that the American administration 
has lost credibility among the people of the world. The 
problem of the American administration and Prime Minister 
Blair is that their goal for the war on Iraq has no ethical 
justification. because they failed to get UN approval. They 
failed to prevent the media from revealing their true goals 
and their suspicious connections with the lraqi regime 
companies and international contractors.\" 


7. \"Why the Need to Stockpile Food Supplies?\" 


Column 3 

Ali Al-Mahdai wrote in independent Al-Watan (3/21): \"What 
need is there to stack food supplies and water? There is no 
need to do so. Kuwait today is different than Kuwait in 1990 
when we were invaded by Iraq. Food supplies 

consumable products are available and plenty for all the 
people and the expatriates. There is no need to panic at 
this difficult time. We should also not heed any rumors 
which are aimed at sowing sedition in our society because 
our country is protected. Let the people of Kuwait be 
assured that Kuwait is safe and there is no need to fear 
anything.\" 


8. \"The Dangers of the Next Stage in Iraq" 

Basil Al-Naqeeb wrote in independent Al-Watan (3/21): \"What 
is really worrying us is the US support for some Iraqi 
opposition who are only concerned about the removal of 
Saddam. For example 

Al-Jallbi who says he has visited Israel on many occasions 
and that he has good relations with the Zionist lobbies. We 
have to realize that people like Al-Jallbi were the ones who 
supported the Kurds to be separated from Iraq. They are 
people who have no problems with extorting the Gulf 
countries to reach a balance in the region. If we keep 

silent about them 

acceptance. Therefore 

countries to express their opinions before a new government 
is formed.\" 


9. \"Washington Between the Hoza in Najaf and the Hoza in 
Qum\" [A \"hoza\" is a Shiite scholarly center] 


Shiite Fakher Al-Sultan wrote in independent Al-Watan 
(3/21): We believe that after the toppling of Saddam 

US will strengthen and enforce its relations with the 
religious scientific centers in Najaf in lraq in order to 
support the non-political religious movements. In its goal 
to change the region 

their liberal project by separating religion from politics. 

It is a project consistent with the ideology adopted by the 
religious scientific centers in Najaf in lraq 

the toppling of Saddam and the establishment of a liberal 
government in lraq. Morever 

centers in Najaf will not object to any influence that will 
weaken their [more conservative ideological] competitors in 
the religious scientific centers in Qum [in Iran]. 

Therefore 

it has to support this ideology which separates religion 
from politics 

centers in Najaf.\" 
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cover\" alerts in response to reported launches of 
surface-to-surface missiles from Iraq. The most recent 
was at approximately 2326. No/no reports of damage 
or casualties 

biological warheads were reported. 


The Kuwaiti MFA contacted the Ops Center to confirm the legitimacy of 
applications being made in their London Embassy on behalf of ORHA. W 
Kuwait Desk Officer and ORHA team members in Kuwaiti 

confirm the applications were legitimate and pass this information to 


The remaining stranded Amcit passengers reported earlier have departe 
Kuwait Airways for Chicago via London this afternoon. 


Fourteen Amcits have requested Embassy assistance to depart from Kuwa 
the majority have requested assistance in obtaining flight reservatio 

have requested assistance with Saudi transit visas. Embassy Consular 
will be assisting these Amcits tomorrow a.m. Embassy Consular office 
Warden Notice number 11 

citizens living in Kuwait to be vigilant and practice good personal s 

security measures. Kuwait International Airport remains open 

carriers have suspended or restricted service. However 

flying at close to normal operations. 


An Embassy Consular officer and FSN met with Congen Dhahran and Kuwai 
officials at the Kuwaiti/Saudi border today. The Kuwaiti border offi 

reported that no Americans citizens have tried to cross the border si 

start of hostilities between Iraq and U.S. Kuwaiti authorities claim 

during the past few days 

Kuwaiti/Saudi border 

weekend. The Consular officer and Congen confirmed that the Saudi Em 
Kuwait will issue gratis \"emergency transit visas\" to American citize 

Kuwait 


At the request of TFIZO1 
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fires had been set by lragi forces at the Rumalya oil/gas separation 

of the 9 were extinguished by civilian contractors moving with the 1s 
Expeditionary Force (1MEF) in Southern Iraq. This contradicts a CNN 
fifteen oil fires were burning in Rumalya. 


3. COMMENTS: None 
4. STATUS OF PENDING REQUESTS: See above. 
JONES 
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the party is more interested in pursuing personal gain 
through traditional political corruption rather than seeking 

to advance a Nationalist party agenda or improve the overall 
social and economic situation in Honduras for the betterment 
of the Honduran People. 


4. (C) Since November 

that Maduro would make some cabinet changes in an effort to 
recapture the political momentum (ref A). Many of Maduro\'s 
ministers are not well known publicly and polling data 

indicate that less than a third of those participating had 

much confidence in the PresidentVs cabinet. This issue was 
raised publicly during a press interview in January when 
Maduro was questioned on the subject. At that time 

stated he was in the process of evaluating his minister\'s 
performances but had not made any decisions about possible 
changes. Although many expected movement in this area 
date no changes have been made. The ministers of education 
health 

although Foreign Minister Perez-Cadalso may also be removed. 


5. (C) Relations between the U.S. and Honduras have been 
excellent 

security 

reform 

relationship. U.S. expectations were high when Maduro took 
office that the new Administration would be able to tackle 
some fundamental structural issues that were beyond the reach 
of its predecessors. Some progress has been made 
considering the substantial U.S. investment in good 
governance programs 

assistance 

expectations. 
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6. (SBU) President Maduro has been a good and reliable 
partner of the U.S. on counterterrorism. He recently issued 
a statement on behalf of the GOH declaring that Honduras 
supports the U.S. war on Iraq. Also 

of legislation passed under Maduro was a tough 
money-laundering bill 

military counterterrorism exercise in March 2002. The GOH 
has quickly responded with freeze orders to all U.S. requests 
regarding suspect terrorist bank accounts and to date no 
terrorist assets have been found in Honduran financial 
institutions. Honduras was also the first country in Central 
America (and the second in Latin America) to sign an ICC 
Article 98 Agreement with the United States. However 

GOH has yet to submit the agreement to Congress for approval. 
Other concrete steps the GOH still needs to take are: 
designate a national coordinator for counterterrorism; file 

its national report in accordance with United Nations 
Security Council (UNSC) Resolution 1373; and most of all 
sign and/or ratify the five outstanding international 
conventions/protocols and two OAS conventions (1971 and 2002) 
against terrorism. It is also of vital importance for 

Honduras to improve security at its maritime ports 
particularly Puerto Cortes. Despite the right rhetoric 

GOH has been slow to follow-through on necessary 
counterterrorism actions. 


7. (C) Fighting Honduras\' endemic corruption was one of the 
mainstays of Maduro\'s campaign to capture the presidency. 
While the President\'s public resolve appears strong 
remains to be seen if Maduro and his government 

the judicial system and Congress 

action against major economic and political figures involved 
in 

took office 

or even arrest 

granted that the rich and politically connected are above the 
law 

sizable government procurement efforts fairly and 
transparently. 


8. (SBU) Maduro\'s administration has successfully implemented 
some key reforms in the following areas: the selection of an 
independent Supreme Court; establishment of a task force to 
capture white collar criminals 

involved in fraudulent banking practices; the first-ever 

removal of congressional immunity from a deputy (in a rape 
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case); and adoption of the national budget by Congress in an 
open and transparent process (ref B). Yet many average 
Hondurans still feel that no real change has taken place. 
They are particularly looking for more concrete results 
against individuals involved in corrupt activities 

that has not happened to date. 


9. (C) In response to these criticisms Maduro has publicly 
directed that his government take action against obvious 
corruption. However 

performance in prosecuting corruption cases on the Attorney 
General (AG). The AG is an independent appointee from the 
Liberal Party with a seven-year term of office 

not expire until next year. Maduro has expressed that the AG 
is not in sync with the rest of his government team (ref B). 
While very possibly true 

has thwarted USG interests in a number of areas. However 
possible move in the coming months by the Congress to remove 
the AG before his term expires would set off a political 
donnybrook and paralyze the nation\'s already weak 
prosecutorial function. 


10. (SBU) Under Maduro\'s watch 

developing into an independent branch of power 

its predecessor courts since democracy was restored in 1982. 
This has only been possible due to a new transparent 
nominating procedures put in place to select the current 
court and the imposition of seven-year term limits. Supreme 
Court President Vilma Morales is pro-reform in orientation 
and has been effectively fighting to increase the Court\'s 
status as a separate branch of power within the federal 
government. The established political order is fighting that 
prospect with all its might. In fact 

the political opportunity to introduce legislation that would 
amend the constitution to give itself the power to interpret 
the constitutionality of any laws it passes. Maduro works 
closely with Morales to support her efforts. However 

not risen forcefully to the CourtVs defense in public on this 
issue (ref C). 


11. (C) While the establishment of the Court as a separate 
branch of federal power is important 

be under substantial pressure from entrenched political 
interests. Of great concern has been the weight brought to 
bear by the Nationalists in Congress over judicial 
appointments. Nominations have been sent forward for 
unqualified and/or corrupt judges that Nationalist members of 
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Congress know would do their bidding. If this process 
continues 

established will be in jeopardy. Moreover 

of the Maduro administration 

reform as a major accomplishment 


12. (SBU) A positive step forward was the introduction in 
2002 of a new Criminal Procedure Code (CPC) 

version that was still partially based upon Spanish colonial 
law. Under the old system 

written submissions rather than oral testimony. The process 
was slow 

corruption. The new Code provides for oral trials 
adversarial trial process 

defendants 

growth of a more transparent and effective system. President 
Maduro has been a strong supporter of judicial reform and 
increased efficiency. While passed under President Flores 
implementation of the CPC is something the Maduro 
administration can point to as advancing this agenda (ref D). 
Similar reforms are desperately needed on civil actions 
particularly in the commercial and labor sectors. 


13. (SBU) Public security remains a priority 

important 

at large. Upon taking office on January 27 

Maduro\'s first act was to fulfill his main campaign promise 
-- a zero tolerance campaign against the country\'s 
out-of-control crime situation. He deployed more than 5 
soldiers to the streets to support the police. The public 
responded enthusiastically. However 

success of establishing a visible police presence 

crime 

marginally. 


14. (C) A year after taking office the campaign to reduce 
violence appears to be faltering. According to government 
statistics the number of homicides increased in 2002 despite 
the military\'s augmentation of the police force. The 
homicide closure rate in Honduras is only 1-2 percent. Thus 
even if the police are successful in apprehending a suspect 
the odds of a conviction are small. Public support is fading 
and the campaign needs some visible victories to restore 
confidence in the government\'s program. The USG is helping 
the Maduro government establish an anti-kidnapping unit 
increase intake/training of police recruits 

tourist police force 
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expand the frontier police. The country\'s geographic 
position makes it an obvious strategic transit point for 
narcotics trafficking 

organized crime activities. 


15. (SBU) Despite this assistance 

continued to fall since Maduro took office. Extrajudicial 

killings 

remain a source of serious concern. The number of child 
homicides continues to grow and there have been no aggressive 
measures by the GOH to solve them. Maduro\'s administration 
blames increased gang activity 

police officials are responsible for some of the killings 

have not been sufficiently addressed (ref E). Maduro will 

have to do better or the public will lose what confidence it 

has left in the Administration\'s ability to combat the 

scourge of violence. The trafficking in persons of 
women/children for prostitution in Central America 

and the U.S. also continues. 


16. (SBU) The unsolved murder cases of 30 American citizens 
remains a thorny issue. The GOH has established a special 
task force 

convictions have occurred within the last six months. This 
represents significant progress. While Maduro has addressed 
these issues 

order to protect Americans and prevent crime. For example 
six police officers on bicycles and one pick-up are 

responsible for the entire island of Roatan outside the main 
tourist areas. Also of concern are the more than 150 land 

and commercial dispute cases involving American citizens. 
Though the GOH has worked to create a mechanism through which 
some of the expropriation cases may be eligible for 

arbitration 

to follow-though. 


17. (SBU) Honduras has border disputes with its three Central 
American land neighbors and its seven maritime neighbors. 
The disputes with El Salvador and Nicaragua are the most 
heated. Maduro is personally engaged with his presidential 
counterparts to address these issues but there does not 
appear to have been any concrete progress. Foot-dragging by 
El Salvador over the land border demarcated by the ICJ in 
1992 has been particularly vexing. Maduro has tried to move 
the process forward with little success. 


18. (SBU) On the Caribbean coast 
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a long-standing maritime border dispute over the 15th 
parallel. Honduras provoked Nicaraguan retaliation when it 
signed a maritime treaty with Colombia recognizing the 15th 
parallel as its maritime border in 1999. Nicaragua filed an 
ICJ case over the maritime border and more importantly in 
1999 slapped a punitive 35 percent tariff on Honduran goods 
that remains in place despite a Central American Court of 
Justice ruling that it is illegal. With former Nicaraguan 
President Arnoldo Aleman deposed as President of the National 
Assembly 

President Enrique Bolanos would make good on private 
assurances to lift the tariff 

the Central American Court of Justice ruled in favor of the 
GOHVs petition against the tariff. Frustrated by the lack of 
progress on the issue 

react 

tariff equal to that of Nicaragua plus increased fees for the 
use of Puerto Cortes. This measure will be popular in 
Honduras and could boost the PresidentVs lagging popularity 
while at the same time providing the GOH leverage against the 
Nicaraguan tariff (ref F). 


19. (SBU) President Maduro inherited a stagnating economy and 
seriously deteriorated government finances from the previous 
government. GDP rose by only two percent in 2002 

lower than economic growth rates in the previous years. Per 
capita income fell by 0.6 percent during the first year of 
Maduro\'s administration while the Consumer Price Index rose 
by eight percent. Already one of the poorest countries in 

the hemisphere 


20. (C) The GOH missed all key International Monetary Fund 
(IMF) targets in 2001 

austerity and tax measures sill resulted in a government 
budget deficit of 5.6 percent of GDP. The GOH failed to 
reach agreement with the IMF mission in November 2002 on 
draft terms of a three-year Poverty Reduction and Growth 
Facility Program (PRGF) because of the GOH\'s limited efforts 
to address the budget deficit. On January 29 

team went to Washington to discuss with the IMF its planned 
measures (elimination of tax exemptions and loopholes 
freezing of many government salaries 

service reform law). The GOH believes it can reduce the 
central government deficit to three percent in 2003 and take 
measures to control the burgeoning wage bill 

a way to an agreement with the IMF. However 

enact any of these difficult changes. 
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21. (SBU) International Financial Institution (IFI) and 

bilateral donor disbursements (USD 140 million) will be held 
up until the new IMF program is in place. There will also be 
pressure for renewed GOH Paris Club debt service payments 
(USD 100 million per year). For example 

received instructions to deliver a demarche on potential 
Brooke amendment sanctions if DOD loan payments are not 
resumed. In the meantime 

Indebted Poor Countries (HIPC) debt reduction (worth USD 900 
million) continues to slip back further. If unaddressed 
country\'s fiscal situation and the lack of a new IMF program 
could also impact Honduras, eligibility for Millennium 
Challenge Account grants. 


22. (SBU) Recognizing the benefits of increased trade and 
economic integration between the U.S. and the Central 
America 

economic growth. However 

the negotiations and the negotiating team remains weak and 
understaffed. The GOH trade team has been leaning on the 
more sophisticated Costa Rican team for advice and this 
scenario seems likely to continue throughout the 

negotiations. The main objectives for the GOH in the 
negotiations are to maintain the U.S. market access they 
already have now 

and hopefully provide an improved investment climate in which 
the vital textile sector can compete with Asia after the 
elimination of quotas in 2005. U.S.-CAFTA holds the 
prospects of bringing much needed economic growth to Honduras 
and the general attitude toward a free trade agreement is 
positive. Getting the agreement smoothly though Congress 
though 

problematic. 


23. (C) COMMENT: The jury is still out on whether or not 
Maduro will be successful in moving his agenda forward; the 
challenges ahead are imposing. The governments ability to 
fund new programs is extremely limited and little prospect 
exists to raise government revenues in the short-term. While 
Maduro remains optimistic 

key goals are stalled: no major convictions in the 
government\'s crusade against corruption; crime (particularly 
homicide rates) at historic levels 
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reduction in areas such as bank robberies 

car thefts; and the economy is performing poorly. The areas 
where the Administration has made progress 

the Supreme Court and the new CPC 

fruit for some time. 


24. (C) In order to assuage his lagging popularity 

needs to show demonstrable progress soon on topics of major 
concern to the voters. If not 

have had will be squandered and his desire to transform 
Honduras thwarted. President Maduro faces a very difficult 
political challenge which requires his sustained engagement. 
One major short-coming of his first year has been his 
inconsistent engagement on critical issues and lack of 
decisive leadership at crucial moments. Just as the 
underachieving talented student 

the necessary effort to keep his government from failing. 

But thus far 

marks 


25. (C) Next month\'s possible visit to meet President Bush 
will provide Maduro a much needed political lift 

also present the U.S. with an important opportunity to press 
him for more concrete actions rather than just \"nice words.\" 
A strong exhortation from the highest levels of the U.S. 
government could help him realize his administration\'s full 
potential. END COMMENT 
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20 YEARS FOR ANYONE RECEIVING ASSISTANCE FROM THE USG. 

THE CRACKDOWN COINCIDED WITH UNCONTROLLED VERBAL ATTACKS 
AGAINST USINT FOR SEEKING TO ENCOURAGE NORMAL DEMOCRATIC 
DEVELOPMENT. THE GOVERNMENT ANNOUNCEMENT ON THE ARRESTS 
STATED THAT THOSE WHO HAD MET WITH USINT OFFICERS WOULD BE 
SUBJECT TO ARREST. THAT CUBA CHOSE TO MAKE THESE ARRESTS 
THE WEEK THE UN COMMISSION ON HUMAN RIGHTS OPENED IS 
ESPECIALLY APPALLING. 


4. (C) POSTS ARE ASKED TO SHARE THE FOLLOWING TALKING 
POINTS WITH THE APPROPRIATE FOREIGN MINISTRY OFFICIALS. 
BESIDES THE TALKING POINTS 

DEPARTMENT SPOKESMANVS REMARKS ON THE ISSUE 

19. POSTS MAY WISH TO REFER TO REFTELS FOR BACKGROUND ON 
HUMAN RIGHTS ISSUES IN CUBA. GENEVA MAY DRAW FROM POINTS 
AS APPROPRIATE. 


5. (C) FOR LONDON 
COPENHAGEN 
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SPECIFICALLY RAISE QUESTION OF CUBAN MEMBERSHIP IN 
COTONOU. YOU MAY WISH TO MAKE THIS DEMARCHE 
SIMULTANEOUSLY. 


TALKING POINTS 


-- AT LEAST 70 CUBANS HAVE BEEN ARRESTED BY STATE SECURITY 
FROM MARCH 18-21 
RIGHTS. THAT NUMBER COULD RISE. 


--THIS IS NOW THE MOST EGREGIOUS ACT OF POLITICAL 
REPRESSION IN CUBA IN YEARS. 


--AMONG THOSE DETAINED INCLUDE MARTHA BEATRIZ ROQUE 
GOMEZ MANZANO 

THE CUBAN OPPOSITION WERE CONDUCTING A PEACEFUL FAST 
PROTESTING THE DETENTION OF ANOTHER DISSIDENT (DR. OSCAR 
ELIAS BISCET) WHEN THEIR EVENT WAS BROKEN UP BY STATE 
SECURITY. 


--AMONG THE DOZENS OF CUBANS ARRESTED INCLUDE THE 
FOLLOWING LEADERS OF THE OPPOSITION: 

TODOS UNIDOS LEADERS PEDRO PABLO ALVAREZ RAMOS 

ALFONSO 

MEMBERS OF OSWALDO PAYA\'S CHRISTIAN LIBERATION MOVEMENT 
JOSE DANIEL FERRER CASTILLO AND LUIS ENRIQUE FERRER 
CASTILLO; THE LEADER OF THE INDEPENDENT LIBRARY MOVEMENT 
JISELLE DELGADO; AND 

OSCAR ESPINOSA CHEPE 

LUIS GARCIA PANEQUE. 


--WE ARE PARTICULARLY CONCERNED ABOUT THE CONNECTION MADE 
BY CUBAN STATE MEDIA BETWEEN THESE ARRESTS AND MEETINGS 
HELD BETWEEN MANY OF THOSE ARRESTED AND U.S. DIPLOMATS. 


--THE CUBAN GOVERNMENT HAS THREATENED TO PROSECUTE THOSE 
ARRESTED UNDER \"LAW 88 
20 YEARS FOR ANYONE RECEIVING ASSISTANCE FROM THE USG. 


--THE ARRESTS INCLUDED EXTENSIVE SEARCHES OF OPPOSITION 
MEMBERSY HOMES. A WIFE OF ONE LEADER TOLD OUR DIPLOMATS 
THAT STATE SECURITY HAD CARRIED OUT A FIVE-HOUR SEARCH OF 
HER SMALL HOME 

HER BOOKS AND MAGAZINES 

OF THE HOUSE. WHILE CARRYING OUT THE SEARCH 

ON HER TELEVISION AND INSTRUCTED HER TO WATCH THE 
GOVERNMENT PROGRAM DENOUNCING U.S. DIPLOMATS\' TIES TO 
VCOUNTERREVOLUTIONARY TRAITORS\" WHILE THEY DISASSEMBLED 
HER HOME. OTHER FAMILIES REPORTED EVEN LONGER AND MORE 
INTRUSIVE SEARCHES 
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FORCED THE OPPOSITION MEMBERS\' SPOUSES AND CHILDREN TO 
LEAVE DURING THE NIGHT. 


--THE UNITED STATES IS OUTRAGED AT THESE ARRESTS AND 
CONTINUED REPRESSION OF CUBANS WHO ARE SEEKING FREEDOM AND 
DEMOCRATIC CHANGE IN CUBA. 


--WE HAVE CALLED UPON THE CUBAN GOVERNMENT TO RELEASE 
THESE PEOPLE IMMEDIATELY. 


--WE ASK YOUR GOVERNMENT TO JOIN US IN DEMANDING THEIR 
RELEASE. THE CUBAN GOVERNMENT CANNOT BE ALLOWED TO TAKE 
THESE STEPS WITH IMPUNITY. 


(FOR COMMISSION ON HUMAN RIGHTS MEMBERS AND OBSERVERS) 
--THAT THE CUBAN GOVERNMENT TOOK THIS ACTION AS THE UN 
COMMISSION ON HUMAN RIGHTS OPENED IN GENEVA IS ESPECIALLY 
EGREGIOUS. THE COMMISSION MUST RESPOND TO THIS ACTION. 


(FOR EU MEMBERS) 
--WE HOPE THE EU WILL TAKE THIS ACTION INTO ACCOUNT WHEN 
CONSIDERING CUBA\'S APPLICATION TO JOIN COTONOU. 


PRESS STATEMENT - MARCH 19 


STATEMENT BY RICHARD BOUCHER 
U.S. OUTRAGED BY CUBAN CRACKDOWN ON DISSIDENTS 


THE UNITED STATES IS OUTRAGED BY THE CUBAN GOVERNMENT\'S 
ANNOUNCED ARREST OF DOZENS OF OPPOSITION MEMBERS YESTERDAY 
EVENING. THIS IS AN APPALLING ACT OF INTIMIDATION AGAINST 

THOSE WHO SEEK FREEDOM AND DEMOCRATIC CHANGE IN CUBA. 

THESE PEOPLE HAVE BEEN ARRESTED FOR SIMPLY SPEAKING OUT 

ONE OF THE MOST BASIC INTERNATIONALLY RECOGNIZED HUMAN 
RIGHTS. WE CALL ON THE CUBAN GOVERNMENT TO RELEASE THEM 
IMMEDIATELY AND FOR THE INTERNATIONAL COMMUNITY TO JOIN US 

IN DEMANDING THEIR RELEASE. 


THE ANNOUNCEMENT OF ARRESTS FOLLOWED A GOVERNMENT RADIO 
BROADCAST ATTACKING THE HEAD OF OUR INTERESTS SECTION AND 
THE OUTREACH EFFORTS OF OUR DIPLOMATS IN CUBA. THE CUBAN 
GOVERNMENT SUGGESTED THAT MANY OF THE DETAINEES WERE 
ARRESTED FOR MEETING WITH OUR DIPLOMATS. WE ALSO NOTE 
THAT THESE EVENTS COINCIDE WITH THE OPENING OF THE UN 
COMMISSION ON HUMAN RIGHTS IN GENEVA 

MEMBER. THE UNITED STATES CALLS ON THE COMMISSION TO 
CONDEMN THIS ACTION IN THE STRONGEST TERMS. CUBA HAS 

AGAIN DEMONSTRATED THAT IT IS NOT FIT TO SIT ON THIS 
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COMMISSION. 


WHILE THESE ARRESTS ARE INTENDED TO DEAL A BLOW AGAINST 
THE OPPOSITION MOVEMENT 

PEOPLE\'S DESIRE FOR FREEDOM AND THEY ONLY SERVE TO EXPOSE 
THE WEAKNESS AND DESPERATION OF THE REGIME AS IT REALIZES 
THAT IT IS NEARING ITS END. 


POWELL 
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Offensive;\" San Pedro liberal daily Tiempo: \"Land offensive 
started in the south--without resistance\" and San Pedro Sula- 
based liberal daily La Prensa: \"No price increase on fuel 
because of War: President Maduro.\" Beginning last night 
radio and all TV stations and print media have been devoting 
an impressive amount of coverage to the conflict 

sources CNN in Spanish and other international news 
sources.\" 


3. The morning news programs repeated the international 
reports several times. Radio and TV stations are running 
spots telling their audiences to stay tuned for complete 
coverage of the war. Newspaper \"El Heraldo\" has special 
radio spots announcements inviting readers to buy the 
newspaper to keep up on developments in the war\". 


4. \"Telenoticias\" showed some Desert Storm footage last 
night to explain events during the first war and featured 
interviews with several Ambassadors to Honduras. 


5. Italian Ambassador Stefano Cachaquero: \"We have said very 
clearly since the beginning that we support the United 

States in its efforts. The Italian government is providing 

support to the airfields that are open to U.S. military 

troops 

the reconstruction of Iraq. 


6. Ambassador of Mexico Walter Astie: - \"Obviously we are in 
favor of lraq disarming and the elimination of a threat to 

other countries. We are against terrorism but we still 
continue to believe that the best solution for this problem 

is through negotiations through the United Nations. 


7. Ambassador of France Michell Avignon: \"To begin military 
operations is going to be the unilateral decision of 

President Bush who 

United Nations had failed to carry out its responsibilities 

but that he would carry out his. | am sorry to say 

that is called "prepotency and the U.S. is the first nation 
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of the world 

the force of right 

we are going to experience.\" 
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carried comments and reactions by representatives of 
Honduran political parties to the beginning of hostilities 

in Iraq. The President of the Liberal Party in the Congress 
stated 

IRAQ... the Honduran government should first get the 
consensus of its citizens before announcing any official 
position or support for anyone in this international 

conflict. Not a single Honduran is in favor of war because 
poor countries are the ones who will suffer the 
consequences. We have to plead for peace in the world. 
El Heraldo also carried half-page interviews with the German 
and French Ambassadors to Honduras\". 


\" A member of the political committee of the \"Partido 
Unificacin Democr tica\" condemned the Honduran government 
position. \"Hondurans should not take sides in this war. The 

UD Party cannot support a military conflict thatwhich does 

not involve the country\'s national interest. A war could 

impact unnecessarily on our economy.\" 


\" The Resident Representative of the United Nations 

Avina 

U.S. and Iraq would have a negative impact in Honduras 
saying that food aid won\'t suffer any changes. \"What is 
important is that the country conclude an agreement with the 
IMF in order to have support from the international 
community during the upcoming months\". 
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March 22. 


2. (C) Finance Minister Marto told us privately that plans 
were in the works to raise domestic gasoline and fuel oil 
prices. The increase was included in the 2003 budget and an 
initial gasoline price increase of 25 fils/liter (13 

cents/gallon) was to have gone into effect on Friday 

21. However 

moment was not right politically. Marto was confident 
however 

kerosene and cooking gas 
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Consular Issues 


3. (U) No new issues to report. The number of consular 
inquiries remains very small. 


4. (U) King Abdullah delivered an address on national TV at 
approximately 2000 local time March 21. The King stressed 
the importance of \"placing our national interest above all 
interests and considerations 

Jordan\'s security and stability. He stated that 
demonstrations in support of \"the brotherly Iraqi people\" 
should be \"expressed in a civilized manner 

\"expressions should reflect the true belonging to beloved 
Jordan.\" The King ended his address by urging Jordanians to 
go to work and carry on with daily life 

that the GOJ was taking measures to ensure the continuity of 
normal daily life in Jordan. 


5. (C) Embassy contacts reported media reports (Al Jazeera) 
that Jordanian Islamic activists are demanding that all 
Americans leave Jordan. Embassy has been unable to confirm 
this story through local contacts. 


6. (C) Embassy contacts reported at 2030 local time March 21 
that demonstrations were continuing in the southern Jordanian 
city of MaYan. According to these sources 

was injured in the demonstrations. Media reports of March 22 
indicated \"spur of the moment\" demonstrations were held March 
21 in various locations throughout the country 

reportedly calling for \"Arab armies\" to come to the aid of 

Iraq and Saddam. A Media report indicated that protesters 
demanded the expulsion of US troops and the US Ambassador at 
an unlicensed March 21 afternoon demonstration in downtown 
Amman. 


7. (C) IOM contacts reported at 2100 local time March 21 
that the Jordan-lraq border remains open. A total of 470 
TCNVs have crossed into Jordan. The majority are Sudanese; 
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other nationalities include Egyptians 

Chadians and Eritreans. IOM medical staff report that some 
arrivals suffer from respiratory infections and exhaustion. 

No Iraqi refugees/asylum seekers have yet attempted to enter 
Jordan. An IOM charter flight with 140 Sudanese departed 
Amman for Khartoum at Midnight March 21. Another 160 
Sudanese scheduled to depart the Ruweished camp told IOM 
officials they feared persecution if they returned home and 
asked to stay in the camp. Negotiations between the group 
Sudanese embassy officials 

concerned international agencies are continuing. 


8. (U) No new issues to report. 
GNEHM 


All American staff and emergency essential FSN staff were 
informed to report to work. Non-emergency essential FSN 
staff were authorized liberal leave. 


3. COMMENTS: None 
4. STATUS OF PENDING REQUESTS: n/a. 
JONES 
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NEGLIGENCE OF ALL INTERNATIONAL LAWS AND REGULATIONS.\" ΑΝ VAL 
ITTIHADY EDITORIAL STRESSED THE URGENCY OF PROVIDING HUMANITARIAN 
AID FOR THE IRAQI PEOPLE. AN VAKHBAR AL ARABY EDITORIAL 

DESCRIBED THE ANTI-WAR DEMONSTRATIONS AROUND THE WORLD AS \"A 
VOLCANO OF ANGER. UAE COLUMNIST AYSHA SULTAN LASHED OUT IN AN 
OP-ED AGAINST ARAB IMPOTENCE IN THE CURRENT SITUATION. ALL LOCAL 
ENGLISH AND ARABIC DAILIES GAVE POSITIVE COVERAGE TO ANTI- 
AMERICAN AND ANTI-WAR DEMONSTRATIONS AROUND THE WORLD 

THOSE IN THE ARAB WORLD. END SUMMARY. 


2. INA REFERENCE TO REMARKS BY U/S MARC GROSSMAN AT THE FOREIGN 
PRESS CENTER ON MARCH 19 
PAN-ARAB VAL KHALEEJV ON 3/22 READ: \"U.S. WANTS A \'NEW 


Column 3 
GOVERNMENT\' (OF IRAQ) WHICH WILL RECOGNIZE ISRAEL.\" 


3. ON 3/22 

PHOTOGRAPHS 

DUBAI-BASED BUSINESS-ORIENTED VAL BAYAN 

BASED ENGLISH-LANGUAGE DAILY \'GULF NEWS\' CARRIED EDITORIALS 
EDS AND NEWS REPORTS THAT THE U.S. IS DETERMINED TO OCCUPY 
RATHER THAN LIBERATE 


4. COMMENTING ON AMERICAN CONCERN FOR THE IRAQI PEOPLE 
KHALEEJY EDITORIALIZED ON 03/22: 


V... THE U.S. BELIEVES THAT SAVING THE PEOPLE OF A COUNTRY MEANS 
KILLING THEM 

OCCUPYING ΙΤ... THE REASON FOR THE BUSH-BLAIR WAR IS TAKING UP 
COLONIAL RESIDENCE IN THE HEART OF THE ARAB REGION 

AND ALL THE CATASTROPHES IT HAS BROUGHT TO THIS REGION FOR THE 
LAST 55 YEARS HAVE NOT BEEN ENOUGH.\" 


5. DESCRIBING THE WORLDWIDE DEMONSTRATIONS AGAINST THE WAR IN 
IRAQ AS \"A VOLCANO OF ANGER 


V... WHAT IS VERY FRIGHTENING IS THAT THE U.S. IS ACTING WITH NO 
CONSIDERATION FOR ANY INTERNATIONAL LAWS. DURING THE OLD DAYS OF 
OCCUPATION 

SECURITY IN THE WORLD 

EASY AT THAT TIME TO REPEL THE OCCUPIERS. HISTORY INFORMS US 

THAT MOST COLONIAL NATIONS AGREED AMONGST THEMSELVES TO DIVIDE UP 
THE WORLD AND ITS RESOURCES. IT SEEMS THAT THE U.S. HAS 

ABANDONED ITS BETTER NATURE 

MODEL FOR OTHER COUNTRIES BECAUSE OF ITS POWER IN THE WORLD 

IS ABANDONING ALL INTERNATIONAL LAWS AND REGULATIONS. THE 
VVOLCANO OF ANGER\" (THE DEMONSTRATIONS) WILL SPREAD ALL OVER THE 
WORLD 

DIGNITY OF THE INTERNATIONAL COMMUNITY 

WOUNDED BECAUSE OF THE U.S. ATTACKS ON IRAQ" 


6. NOTING THAT THERE ARE TWO LOSERS IN THIS WAR 
PAN-ARAB DAILY VAKHBAR AL ARABY EDITORIALIZED ON 03/22: 


V... THE SURE THING IS THAT THE FIRST LOSER AND VICTIM OF THIS 

WAR IS THE POOR IRAQI PEOPLE 

THE PAST TWO DECADES AND PAID THE PRICE IN THEIR OWN BLOOD AND 
RESOURCES FOR THE DEADLY MISTAKES OF THEIR REGIME ... AS FOR THE 
SECOND LOSER 

ESPECIALLY THE SECURITY COUNCIL; THE US 

HAMMERED THE FIRST AND PERHAPS LAST NAIL INTO ITS COFFIN ... 
DIVIDING IRAQ INTO SMALL ETHNIC AREAS WILL NOT BENEFIT THE 
REGION 

ISRAEL 

MOVE BEYOND THE BORDERS OF PALESTINE ...\" 
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7. EMPHASIZING THE URGENT NEED FOR HUMANITARIAN ORGANIZATIONS 
AND AID TO REACH THE IRAQI PEOPLE 
GOVERNMENT VAL ITTIHADY EDITORIALIZED ON 03/22: 


V... MOST IMPORTANT IS TO OBTAIN A SERIOUS AND SPEEDY 

INTERNATIONAL MOVE TO PROVIDE HUMANITARIAN AID SUCH AS FOOD AND 
MEDICINE TO IRAQ AS SOON AS POSSIBLE. THIS WILL REQUIRE 
COOPERATION FROM ALL WORLD DONORS AND A QUICK RESPONSE IN ORDER 
TO START THE NECESSARY HUMANITARIAN OPERATIONS ...\" 


8. IN AN IMPASSIONED CRITIQUE OF ARAB IMPOTENCE 
AYSHA IBRAHIM SULTAN WROTE IN VAL BAYAN\' ON 3/22: 


V... FORGIVE US 

HEARTS ARE WITH YOU 

PAYING THE BILL OF CENTURIES INSTEAD OF US ... FIRST CAME THE 

TATARS AND FINALLY CAME THE (U.S.) LATTER-DAY TATARS TO TEACH YOU 
A LESSON AND STOP YOU FROM RAISING YOUR HEAD WITH GLORY ... TODAY 
WE ARE ALL IRAQ 

HOW WILL WE ATONE FOR OUR DISGRACE?\" 


WAHBA 
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LAND ATTACK ON IRAQ 

INFLUENTIAL ARABIC DAILY AL-RAI AND CENTER-LEFT 
INFLUENTIAL ARABIC DAILY AL-DUSTOUR 

INDEPENDENT 

REFERRED TO AS: \"BARBARIC BOMBING SETS BAGHDAD\'S NIGHT 
ABLAZE.\" 


-- THE DEMONSTRATIONS IN JORDAN 

SOME INCIDENTS WITH THE POLICE IN AMMAN 
DEMONSTRATORS CHANTED: \"SO WHERE IS THE ARAB ARMY? 
[THE OFFICIAL NAME OF THE JORDANIAN ARMED FORCES 

IN THE TRIBAL CITY OF MAVAN. THE KING GAVE AN ADDRESS 

IN WHICH ASSURED JORDANIANS THAT: \"OUR SENTIMENTS ARE 
IDENTICAL TO YOURS\" AND ENJOINED THEM TO EXPRESS THEIR 
SENTIMENTS IN A PEACEFUL AND CIVILIZED MANNER. IN 
COVERING THE DEMONSTRATIONS 

\"AGGRESSION AGAINST IRAQ\" IN DESCRIBING THE CONFLICT. 


-- THE MINISTER OF FOREIGN AFFAIRS STATED THAT JORDAN 
HAS NOT RECEIVED A REQUEST FROM THE U.S. TO EXPEL 
IRAQI DIPLOMATS. 


-- THE REFUGEE CAMPS AT RUWEISHED 
(NON-IRAQI ) PRAISED THE JORDANIAN AUTHORITIES FOR 
RECEIVING THEM. 


Column 3 
-- THE POSITIONS OF DIFFERENT GOVERNMENTS 
THOSE OF FRANCE AND RUSSIA 


EDITORIAL COMMENTARY 

-- THE MOST DANGEROUS FOR WORLD PEACE 

LEADING DAILY COLUMNIST FAHED AL-FANEK WROTE IN SEMI- 
OFFICIAL INFLUENTIAL ARABIC DAILY AL-RAI ON MARCH 22: 
\"ALTHOUGH AMERICAN IMPERIALISM WAS AN ACCUSATION 
LEVELED AGAINST THE U.S. DURING THE COLD WAR 

NOW DEVELOPED INTO AN OPEN CALL BY THE NEO- 
CONSERVATIVES 

HISTORIC OPPORTUNITY FOR DOMINATING THE FIVE 
CONTINENTS WITH A MILLION-MAN ARMY 

RIGHT TO REPLACE REGIMES THAT IT DOES NOT LIKE 
LACKEYS. THE WORLD 

THE MOST DANGEROUS MAN FOR WORLD PEACE 

AS THE MOST DANGEROUS STATE TO WORLD PEACE. EVENTS 
NOW PROVE THIS OUTLOOK." 


-- THE TRINITY OF LOBBIES IN THE BUSH ADMINISTRATION 
DAILY COLUMNIST MALIK ATHAMNEH WROTE IN SEMI-OFFICIAL 
INFLUENTIAL ARABIC DAILY AL-RAI ON MARCH 22: \"BUSH AND 
BIN LADEN ARE ALIKE ON ONE VERY CRUCIAL POINT 

WILL TO DIVIDE THE WORLD INTO TWO CAMPS 

AGAINST US.Y THIS LEAVES MOST OF US ON THE MARGIN OF 
EVENTS 

DIABOLICAL ALLIANCE WITHIN THE ADMINISTRATION COMPOSED 
OF THE TRINITY OF ZIONIST CHRISTIAN EVANGELISM 

GIANT ECONOMIC LOBBY 

LOBBY THAT SERVES ONLY ISRAEL.\" 


-- OBSERVATIONS ON THE MARGIN OF STEADFASTNESS 

DAILY COLUMNIST NAHED HATTAR WROTE IN INDEPENDENT 
MASS-APPEAL ARABIC DAILY AL-ARAB AL-YAWM ON MARCH 22: 
\"WHAT MATTERS NOW IS THAT THERE ARE MEN WHO ARE 
FIGHTING TO DEFEND THE TERRITORY 

OF IRAQ AND ALL THE ARABS. THE WILL TO FIGHT IS THE 
ONLY HOLY THING AT A HISTORIC MOMENT THAT WILL STAY 
WITH US FOR ALONG TIME YET. THIS MESSAGE WILL NOT 
REACH THE AMERICANIZED AND RUSTY HEARTS AND MINDS OF 
THE PSEUDO-INTELLECTUALS WHO THEORIZE TO JUSTIFY 
SURRENDER AND SLAVERY 

AND MINDS OF THE CHILDREN OF EGYPT. SO FAR THERE HAS 
NOT BEEN A SINGLE OFFICIAL CONDEMNATION OF THE 
AGGRESSION AGAINST IRAQ. NOT A SINGLE CALL 

LEAST A PLEA TO STOP THE MILITARY OPERATIONS AGAINST 
OUR BROTHERS. NOT A SINGLE HINT THAT THE ANGLO- 
AMERICAN WAR ON IRAQ IS BEING CONDUCTED OUTSIDE 
INTERNATIONAL LEGITIMACY. COULD WE NOT AT LEAST 
REGURGITATE THE DECLARATIONS OF THE ARAB SUMMIT AT 
SHARM EL-SHEIKH 
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-- THE AGGRESSION HAS STARTED 

ATEF AL-JOLANI 

WEEKLY REFLECTING THE VIEWS OF THE ISLAMIC ACTION 
FRONT) WROTE ON MARCH 22: \"THE AGGRESSION HAS STARTED 
AND THE RABID AMERICAN MISSILES WERE LAUNCHED AGAINST 
IRAQ 

OCCUPYING IT. THE IRAQI PEOPLE STAND ALONE FACING THE 
AGGRESSION 

WATCH 

TV STATIONS TO FOLLOW THE LATEST DEVELOPMENTS OF THE 
AGGRESSION. OF COURSE 

BOAT 

WILL PAY FOR THEIR WICKED DEEDS 

HOPE AND PRAY THAT THE PROBLEM OF IRAQ WILL BE OUT OF 
THE WAY VERY SOON. GNEHM 
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campaign 

the UAE. The Ambassador reminded Task Force/EAC members of 
the need to monitor local reaction to U.S. military 

actions. 


8. (C) A senior royal family member contacted the 
Ambassador on Friday morning to assure her that no anti- 
American demonstrations would take place in Abu Dhabi 
following the Friday sermon. RSO confirmed that Abu Dhabi 
police have received two requests for demonstrations -- 
neither was approved -- and security upgrades around the 
Embassy are complete. 


9. (S/NF) ORCA and RSO were not aware of any new threats. 
ORCA advised that ref A-C threat reporting of planned Iraqi 
attacks using high-powered explosives and poison gas in the 
UAE had been recalled. 


10. (C) PAO confirmed that the raising of the American 
flag over the Iraqi town of Umm Qasr had dominated the 
headlines of local newspapers and was the focus of an 
extremely negative editorial in the \"Gulf News\" English 
daily. She noted that local editorials were not positive; 
one Arabic editorial accused U.S. forces of attempting to 
\"colonize\" Iraq. In a reference to remarks by Under 
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Secretary Marc Grossman at the Foreign Press Center on 


SIPDIS 

3/19 

Arab \"Al-Khaleej\" Arabic daily 3/22 read 

new government [of Iraq] which will recognize Israel.\" 

Deputy Secretary Armitage appeared on Abu Dhabi Television 
overnight 

the day. 


11. (C) PAO learned that her British counterpart also had 
received numerous phone calls from the UAE Information 
Ministry requesting immediate assistance to embed Abu Dhabi 
Television journalists 

Coalition supply units 

Information Minister Shaykh Abdulla also told the 

Ambassador that Abu Dhabi Television and Al-Jazeera 
reporters have been released from the Iraqi Information 
Ministry building 

inside (ref D). 


12. (U) Abu Dhabi Iraq Task Force/EAC will reconvene at 
1000 local time 


13. (U) Iraq Task Force/EAC members in attendance included 
AMB 
ADMIN 


Wahba 
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AWE\"; EMOTIONAL JORDANIANS CYNICAL ABOUT USG INTENTIONS. 


REF: AMMAN 6692 (2002) 
Classified By: AMBASSADOR EDWARD W. GNEHM REASONS: 1.5 (B) and (D) 


1. (C) SUMMARY. King Abdullah\'s March 21 speech was largely 
upstaged by the televised coverage of the beginning of 
extensive coalition bombing. Many people we spoke with 
missed the beginning of the speech to watch the bombing 
most read a transcript the following day. Already very 
emotional and pre-occupied with coverage of military activity 
in Iraq 

message. Some 

critical of the King\'s stance \"against\" Iraq and dismissive 
of his attempt to \"empathize\" with the Jordanian people. 
Contacts in the middle class felt the King didn\'t really say 
anything surprising or new 

exclusively on events in Iraq. END SUMMARY. 
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2. (SBU) At 2000 local time March 21 

five minute speech to the nation on Jordan TV. He asked 
Jordanians for \"a sense of responsibility\" in placing \"our 
national interest above all interests and considerations.\" 

He was clear that the GOJVs current primary objective is \"to 
preserve the security and stability of our homeland and 
protect its top interests.\" As for the people of Iraq 

King noted Jordan\'s \"humane brotherly obligation 

he would work as hard as possible to end the war and \"ease 
the suffering of our brethren in Iraq.\" On demonstrations 
the King said Jordanians should express themselves with 
civility. 


3. (SBU) The King empathized with his people 

the pain and true anger you are feeling because of the 
suffering and ordeal that the Iraqi people are facing. | am 
one of you 


DISTRACTED JORDANIANS TUNED TO THE WAR; 
SOME YOUNG PEOPLE DISMISSIVE OF SPEECH 


4. (C) Most Jordanians were (and have been for the past two 
days) almost exclusively focused on the military conflict in 
Iraq. Many contacts report that they missed the King\'s 
remarks because they were watching the beginning of the 
coalition \"shock and awe\" bombing campaign against the Iraqi 
regime. Contacts report most Jordanians -- who read the 
speech the morning after -- regard it as \"nothing new.\" 
However 

that the King will be unable to deliver a \"dividend\" for 
Jordan\'s \"allegiance\" to Washington. A senior Foreign 
Ministry official expressed the belief that the King struck 

the proper tone in the speech 

need to focus on Jordan would inevitably win over public 
opinion when fighting in Iraq ends. 


5.(C) Many younger contacts were more derisive of the King 
with some scoffing openly at his attempt to \"relate\" to the 
Jordanian people. This cynicism is apparently also more 
concentrated within the Palestinian-Jordanian community 
which appears to be reacting more emotionally 

the Iraq situation. 


COMMENT 
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6. (C) Faced with vivid images of US bombs exploding in 
downtown Baghdad 

emotional. They are glued to the television and internet and 
in this context 

than the immediate war. It is worth mentioning that the 
meaning of the King\'s \"Jordan First\" campaign 

October 2002 (reftels) 

prior to the onset of hostilities 

easier for him to effectively articulate the need to focus 

now on Jordan\'s interests. 


7. (C) Many embassy contacts are optimistic that if the 
operation in Iraq proceeds well 

will subside. That said 

moderate 

growing presumption of bad intentions toward the USG that 
even a best-case outcome in Iraq may be unable be to quash 
completely. Jordanians will need to see more progress on the 
Roadmap 

stabilize 

GNEHM 
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near the Embassy and turned violent. He also said the 
General Prosecutor will investigate and prosecute those 
responsible. 


4. (C) DCM 

Brigadier General Sunaidar 

of Interior 3/22. Sunaidar said he will participate in 
questioning those arrested in the demonstrations 

afternoon 3/22. They will focus initially on those who spoke 
to and stirred up the crowd in order to get the demonstration 
moving. Sunaidar indicated they do not have a full list yet 
of those arrested 

figure in Yemen\'s relatively small chapter of the Iraqi Baath 
party. DCM passed Ambassador\'s thanks to the Minister and 
appreciation for Saleh\'s statement. DCM inferred 

of Presidents remarks 

anticipating any further unauthorized demonstrations 

that they will be prepared to deal with them more quickly. 
Sunaidar indicated he did not know of express orders to this 
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effect 

will move quickly to head off unauthorized demonstrators. 
The list of American citizens in Yemen requested by the MOI 
to provide better security was also discussed 

requested the list in Arabic which Embassy will provide. 


5. (C) Sunaidar said that the actions of the security 

forces were their \"duty\" and they were prepared to do it 
again. In terms of security enhancements 

hardware have been provided and higher restrictions on 
movement instituted. He also requested assistance from the 
USG in training its riot police on more efficient tactics for 
crowd control 

of equipment. 


6. (U) Below the President\'s statement in al-Thawra 
article quoting a source from the Ministry of Interior was 
published. Text of statement 

paragraph 15. 


After-Midnight MFA Visit: 
Finally Providing Baghdad Coordinates 


7. (S/NF) After two months in DIA channels and more than 

three weeks through MFA channels 

Embassy request for more precise information on the Yemeni 
Ambassador's residence in Baghdad. While no one had the GPS 
coordinates 

the Embassy at 0115 Saturday 3/22 to find the residence. 

After poring over satellite photos for more than 45 minutes 

the location was pinpointed. More follow up will be 

conducted if additional maps and photos are obtained. 


8. (S/NF) The Yemeni Ambassador to Iraq was recalled and is 
in Sanaa 

Baghdad residence. Official Saba news agency reported 3/20 
that the Yemeni embassy in Baghdad would remain open to 
provide consular services and assistance to Yemenis wishing 
to return home. 


Embassy Standing Fast; 
EAC Meeting 1400 local March 22 


9. (S) Embassy personnel remained at StandFast and EAC 
agreed to maintain StandFast at least through an EAC meeting 
on March 23 to assess the situation. All was quiet during 

the night 
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around the perimeter. ORCA reported no new threats. 


10. (S) EAC discussed in detail each tripwire that might 
warrant a change in Embassy security posture. EAC agreed 
that a few tripwires 

demonstrations not controlled by ROYG 

inciting anti-Americanism 

suppression of demonstrations and a U.S. attack on an Arab 
country 

tripwire has been crossed to date 

recurrence of violent demonstrations posed greatest present 
risk of a wire being tripped. EAC consensus was not to 
recommend a request for authorized departure at this time. 


11. (U) Official daily al-Thawra ran President Saleh\'s 

statement and the MOIVs statement prominently on the front 
page. Reporting on the demonstration was placed on page 

three and was factual and not inflammatory. The editorial 

called for \"national responsibility\" to \"confront any 

attempts that might destabilize the internal front.\" 
English-language newspaper Yemen Observer 3/22 did not report 
on the demonstration 

parliamentary elections. 


12. (U) International television press 

al-Jazeera and MBC 

footage of the 12-year old boy who was killed. In an 
interview with its Sanaa-based correspondent 

that the security forces showed restraint in responding to 
stonethrowers and small arms fire. International written 
press reported widely on the violent Sanaa demonstrations 
although usually as a lead for a lengthier article on 
demonstrations throughout the region and the world. 


13. (C) CNN has run repeated ticker-line reports and other 
accounts estimating demonstrators at 30 
exaggeration of the 5-7 


demonstrators who remained to clash with police once violence 
began. 


14. (U) Text of President Saleh statement: 


In the name of God 
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holding of this meeting 

the National Defense Council and the Higher Security 
Committee comes in the context of addressing ourselves to 
today\'s incident which took place after Friday prayers. The 
incident was accompanied by chaos. The demonstrators headed 
for both the northern and Western region in the direction of 

the U.S. embassy. 


The demonstration 
a number of victims 
personnel 


We regret this painful incident. We are of the view that the 
people of Yemen had expressed their views in open and clear 
manner in the demonstrations they held last Saturday (15 
March). The demonstrations were held in the capital 

provincial and some districts headquarters. The 
demonstrations expressed the opinion of the people of Yemen 
and their political stand 

people\'s and party levels. 


We expressed our opinion of objecting to the war against 
Iraq. We also expressed our view regarding what the Arab 
nation of Palestine was facing 

terrorism and cleansing. 


We consider today\'s incident 

the security organs 

incident we consider it as a shortcoming and a disruption of 
national security 

people\'s opinions are in agreement 

countries. 


There are three considerations upon which we have expressed 
our position. We expressed opposition to the war against 

Iraq 

of Palestine 

which are directed against the United States and directed 
against the nation of Yemen. 


In this country 

Any demonstration by any political group in this country 
should adhere to the law and seek permission. Any political 
group has the right of expressing its opinion peacefully. But 
if it happens that this is unlawful and foolish and if it 

harms the security of the nation 

except the enemies of the nation and does not aid the 
foundation of Yemen. 


Regarding the terrible situation in Iraq 
frightful and scary. However 
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Muslims aren\'t the only ones that have been harmed or 
suffered pain. The whole world is harmed by what has resulted 
from this disaster. 


We all generally object to the war against Iraq and what the 
Palestinian people are facing. We all condemn terrorist 
activities against the United States of America and against 
our country and against the lands of the Arabs and the 
Muslims and what has happened to the Palestinians. This 
position is agreed upon 

different views and different politics. 


End of Text. 
15. (U) Text of al-Thawra article quoting MOI source: 


A well placed source in the Ministry of Interior told Saba 

news agency that the massive demonstration resulted after 
Friday prayers 

demonstration from the Ministry of Interior 

the law. Furthermore 

the demonstrations through the march that occurred through 
the streets of the capital that approached the American 
Embassy. The demonstrators were trying to take control of the 
Embassy. 


Some riotous elements among the demonstrators concealing arms 
started to fire randomly 

policemen to fire upward and disperse the crowd with tear gas 

and water hoses. 


The source added 

Critically 

The source explained that security authorities managed to 
hold some demonstrators suspected of firing their weapons 
committing vandalism acts on cars and other properties 
belonging to citizens and they will be brought to court. 


And at the end of his presentation 

of the brotherly citizens to express their ideas peacefully 

and far from the acts of hooliganism and to govern themselves 
with the order and law that are in the interests of the 

country. 


End Text of article. 
HULL 
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that U.S. Special Forces would be landing in Northern Iraq 
from Jordan. We\'ve received a few questions for comment. 


Column 3 

Our posture has been not to comment on the specific report. 
Jordanian officials told us that they will continue to deny 
such reports. 

GNEHM 
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a positive 


3. (C) Fara\'neh and George Musleh 

businessman from Beit Sahour but resident in Amman 

the appointment of a PM should help improve the quality of 
Palestinian governance. It will be possible under a PM 
Musleh said 

media to criticize the quality of work of a Palestinian 
ministry without it being taken as an implicit criticism of 
Yassir Arafat and 

\"Palestinians have never before been able to criticize the 
job the PNA does without being seen as attacking Abu Ammar 
(Arafat).\" 


4. (C) Fara\'neh and Adnan Abu Odeh 

King Hussein and King Abdullah 

against Iraq will make it more difficult for Abu Mazen to 

take the concrete security steps Israel is demanding. HAMAS 
and Islamic Jihad (Plu) 

and will oppose any real consolidation of PNA control in Gaza 
or the West Bank. He expects HAMAS and PIJ to try to stir up 
the Palestinian street to prevent Abu Mazen from taking 
security actions against them. They argued strongly that 
many Palestinians will not support strong security steps 
without concrete Israeli \"concessions\" that Palestinians 
could \"see and feel.\" The most important things Israel could 
do would be to end targeted killings (\"assassinations\") and 
house demolitions 

on the West Bank and Gaza 

reoccupied in the past year. In the fairly near term 

would have to withdraw its forces to the September 28 

lines 

Israeli pledges to end settlement activity would be less 
valuable since they would not be immediately visible to 
average Palestinians. 


5. (C) The harshest words in these conversation were aimed 
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not at PM Sharon and his new 

President Bush. All of these interlocutors asked pointedly 

why the President had waited until the eve of war before he 
endorsed the Roadmap. Fara\'neh and Musleh angrily dismissed 
the President's March 14 White House remarks as an V'insulting 
attempt to win Arab and European support for his war in 

Iraq" When asked how the U.S. could win back the goodwill 

it might lose during an Iraq campaign 

quick 

Vreal American pressure on Israel that produced \"real 
movement toward a Palestinian stateV' would win back many 
suspicious Palestinians. 


6. (C) Originally conceived as a way to promote the 
President's March 14 Roadmap remarks with Palestinians here 
these meetings turned instead into acrimonious discussions of 
the lack of credibility of the U.S. (in general) and 

President Bush (specifically) in the region. Most previous 

U.S. statements on the MEPP (such as the PresidentVs June 24 
2002 speech) produced in Jordan at least a temporary spike in 
optimism. We were struck -- but given the intense focus here 
on Iraq 

March 14 statement produced criticism of American credibility. 


GNEHM 
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at his or her post 


Photos of US and British medics treating injured Iraqi POWs 
were featured prominently in all Kuwaiti newspapers. Kuwaiti 
dailies report that the GOK will donate a total of USD 12 
million for aid to the Iraqi people. Kuwaiti cooperatives 
(grocery stores) have begun to make gas masks available to 
the general public 

front of the Saudi Embassy seeking visas to leave Kuwait by 
land (Note: Most Kuwaitis appear today to believe that the 
threat from Iraq has receded.) End Summary. 


2. News stories: All newspapers prominently published 
photos 
offering medical treatment to Iraqi POWs. 


Al-Seyassa and Al-Anba learned that Kuwaiti authorities 
captured seven Iraqi soldiers on Kuwait\'s Warba Island after 
their boat came under attack by coalition forces. 


FUNDS 1. (U) CLASSIFIED BY AMBASSADOR MARCELLE M. WAHBA FOR REASONS 1.5 (B,D) 


COBURN AND C. WASHINGTON E.O. 12958: DECL: X5, X6 TAGS: EPET, KU SUBJECT: KUWAIT 
y ADVOCACY REQUEST REF:A. STATE 66481 B. AMMAN 1252 1. (u) On March 13, Embass 
:UBJECT: TFIZO1 SITREP ΝΟ. 10 REF: KUWAIT 1037 AND PREVIOUS 1. SITREP NO. 10 AS OF 
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All newspapers report Ministry of Defense spokesman Col. 
Yousef Al-Mulla\'s announcement that three Kuwaiti Patriot 
missiles successfully destroyed an Iraqi SCUD missile 
launched towards Kuwait on March 21. 


All newspapers report that Kuwait\'s Permanent Representative 
to the UN Mission in Geneva 

announced that Kuwait will donate USD 2 million to UNHCR to 
aid Iraqi refugees. Al-Seyassa daily also reports that the 
Director of the Humanitarian Aid Center 

Al-Moumen 

in installments to aid the Iraqi people. 


All newspapers report that the Ports Authority of the 
Ministry of Interior announced that expatriates in Kuwait 
without a valid visa will be allowed to leave without paying 
a fine. 


Thousands of expatriates queued in front of the Saudi 
Embassy yesterday for visas to transit by land through Saudi 
Arabia to their home countries 


Secretary-General of the Kuwait Journalist Association 


SIPDIS 

Faisal Al-Qanaie 

Al-Qabas 

Arab country denouncing Iraqi missile attacks on Kuwait. 


Arab League Secretary-General 

missile attacks against Kuwait as a Vnegative development 
and stressed that the Arab league does not approve of these 
attacks 


All newspapers report that cooperatives (grocery stores) in 
Manusira and Abdulla Al-Salem areas of Kuwait City announced 
they will be selling one thousand gas masks to Kuwaiti 

citizens residing in the two areas; other cooperatives are 

also making plans to sell gas masks. 


Editorials 


3. VThe First Day of War" 

MP Ahmad Al-Rubei wrote in independent Al-Qabas (3/22): "We 
should be proud of how the first day of the war went 

domestically. Every single person was at his or her post 

unlike what happened in 1990 when we were invaded by Iraq. 
We lived with the sounds of [air raid] sirens on the first 

day of the war 

current war is an opportunity to regain the trust in our 


SUBJECT: D'S MEETING WITH GLPERIIS Classified By: Ambassador E. Ashley Wills. Reasons ` 
(SBU) Proprietary information please hold closely. 2. (SBU) Summary. The situation at Chevroı 


SUBJECT: TFIZ01 SITREP NO. REF: KUWAIT 1013 AND PREVIOUS 1. SITREP NO. 11 AS OF 12 
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government 


4. \"Kuwait and the Media War\" 

MP Abdelmohsen Jamal wrote in independent Al-Qabas (3/22): 
\"At this time of war 

focus on the Iraqi missile aggressions against Kuwait 

to realize that the Iraqi regime will not hesitate to 

threaten Kuwait in any possible way. We have to inform the 
world that the Iraqi media is lying by denying such attacks 
against Kuwait. Our official media must be transparent and 
balanced in order to win this media war.\" 


5. \"The Media of Defeat\" 

Dr. Shamlan Al-Essa wrote in independent Al-Seyassah (3/22): 
\"As was expected 

to occupy a big part of Iraq without resistance. but we 

were astonished at how some media were not objective in 
presenting facts and figures. It was very obvious that the 

Arab media were siding with Iraq-- which is normal because 
they reject any aggression on any Arab country-- but to 
broadcast lies denying what other foreign media were 
reporting is not acceptable. The Arab satellite channels 

were not subjective in their analysis and they used 
sentimental language in their reporting. Therefore 

foreign media reporting was more truthful 

more credible because they broadcast facts as they happen.\" 


6. \"The Fall of Basra: How and When\" 

Abdelrahman Al-Ajmi wrote in independent Al-Seyassah (3/22): 
\"America and Britain will be in an embarrassing situation if 
Basra does not fall quickly into the hands of their forces 

this week. This situation will result in putting both 

countries under international pressure. It is also certain 

that the American and British forces are concerned about 
minimizing their loses and about the safety of the Iraqi 

people also.\" 


7. \"A War On the Dark World\" 

Abdelamir Al-Torki wrote in independent Al-Seyassah (3/22): 
\"The war is not against Iraq. It is a war against the dark 
world 

freedom. The war is against Saddam Hussein 

tyrant and oppressor. The war is against the Arab regimes 
that are living 

war against the world 

establishment of a new world system. We thank God that the 
war on Saddam has been initiated from Kuwait to put an end 
to Arab dark regimes.\" 
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launchers and bazookas 

response 

deployment with additional men and weaponry (he did 
not specify weapon types). 


4. (C) Obasanjo said that he had conferred with the 
COAS who said he was prepared to attack the ljaw 
militants\' positions; however 

very bloody and significant damage would be done. In 
an apparent but indirect allusion to impending 
elections and the overall tense security environment 
Obasanjo stated that now was not the time for more 
violent confrontation. He explained that the upheaval 
was basically due to political competition between the 
ljaws and Itsekiris over the demarcation of local 
governments in the area. The two groups were long-time 
rivals who feud frequently. Frustration over oil 
revenue allocations 

thought he had resolved 

Ijaw\'s militant dissatisfaction. 


5. (C) Instead of a frontal attack that might make 
matters worse 

attrition. The army would not engage the ljaws but 
would instead encircle them 

check. He hoped that within a short time 

starve the youth of both their ardor and ammunition. 
Once they were sufficiently weakened 

police would probe and begin to exploit their 
weaknesses. The President did not give a timetable for 
this strategy to work and 

content to wait things out. Obasanjo added that Delta 
State Governor Ibori had held talks with Ijaw and 
Itsekiri leaders months ago; coming out of those talks 
Ibori had assured the President that all was calm. 
Obasanjo intimated that further talks would be needed 
but did not think Ibori would be the one to do it. The 
President did not say that he would intervene 
personally. 


6. (C) During a luncheon today with the Ambassador 
the National Security Advisor\'s Political Advisor Ben 
Obi (fully protect) expressed reservations about the 
President\'s plan to resolve the Escravos impasse. 
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First 

Staff is Urhobo not ljaw. (Obasanjo thought the COAS 
was ljaw when he had the appointment 

Because Urhobos are often at odds with the ljaw 
Ogumudia\'s influence on the ljaws will be limited 

not counterproductive. Second 

involved in oil bunkering; therefore 

resupply and rearm their militants may be much greater 
than the GON estimates. 


7. (U) Meanwhile 

Escravos continue. According to reports received by 
RSO/Lagos 

within the tank farm by late morning 

American citizens had been evacuated. There were 

still approximately 39 people at offshore sites 

associated with Escravos. At one point during the 
morning 

of which landed near the Escravos Tank Farm. The ljaw 
have repeatedly made it clear that their quarrel is 

neither with GON Armed Forces nor with ChevronTexaco 
but with their Itsekiri neighbors. 


8. (C) COMMENT: Obasanjo\'s approach may be the only 
reasonable course of action for the GON. A shootout 
now would give provide ammunition to Obasanjo\'s 
political opponents 

Administration has allowed festering ethnic tensions 

to flare into open conflict 

broadly to maintain law and order 

finally acts 

attack now could also turn the populous ljaw community 
(the largest ethnic group in the South-South and the 
fourth largest in Nigeria)) against him just weeks 

before the presidential election. Moreover 

is caught between the \"rock\" of security for oil 
installations and the V'hard placeV of human rights 
concerns. He and his advisers want to avoid a third 
incident (after Odi and Zaki Biam) of military abuse 

of force. 


9. (C) However 

terms of sustaining oil production levels and 
ultimately 

possibly very bloody encounter between the Army and 
the ljaws. The longer the two sides are in close 
proximity 

becomes. Indeed 


Column 3 

control extends beyond the immediate area of Escravos. 
Additionally 

the ljaws. While Obasanjo seems content to wait things 
out 

provoke similar flare-ups elsewhere in this important 
oil-producing area. END COMMENT. 
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transit visas\" will be issued to individual applicants 
provided they have valid travel documents. There have 
been 

no requests for assistance in obtaining Saudi visas 


Kuwaiti immigration reports all quiet at the main POE 

on the Saudi border this morning. There are no 

\"stranded\" Americans. The Consular team from Dhahran 
that was at Khafji on the Saudi side of the border to 

assist Americans left yesterday after 

we agreed their presence was no longer required. We are 

in close 

touch with Kuwait Immigration and they have our emergency 
contact numbers if any Americans do need assistance. 


The remaining two Amcits who had contacted the Embassy 
for departure assistance are no longer interested. They 
have made their arrangements. No pending cases. 


Nothing to Report 

3. COMMENTS: None 

4. STATUS OF PENDING REQUESTS: n/a 
JONES 
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for Foreign Affairs Dr. Mohammed Al-Sabah declared the UAE 
initiative calling for Saddam to step down \"the last chance 

for a peaceful solution and the last glimpse of hope.\" 

Speaker of the National Assembly Jassem Al-Kharafi 
underscored Kuwait\'s gratitude for America\'s role in the 
liberation 

to America our point of view in the event of starting to 

believe that it will be the world policeman.\" 
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WAR 

SPEAKER AL KINDI AS SAYING THE SAME. AN \"AKHBAR AL ARAB\" 

EDITORIAL ASSERTED THAT THE DURATION AND INTENSITY OF THE WAR 
SURPRISED AMERICAN OFFICIALS. A \"GULF NEWS\" EDITORIAL COMMENTED 
ON U.S. PLANS FOR A POST-WAR IRAQI GOVERNMENT AND URGED UN 
ASSISTANCE. AN \"AL BAYAN\" EDITORIAL CLAIMED THE WORLD IS OPPOSED 
TO THE WAR. END SUMMARY. 


2. HEADLINES FOR 3/23 INCLUDE: 


--\"AL KHALEEJ 

COLOR PHOTOGRAPHS OF WOUNDED IRAQI CIVILIANS. \"AL KHALEEJV' AND 
\"GULF TODAY\" ALSO CARRIED A FULL INTERNAL PAGE OF SIMILAR 
PHOTOGRAPHS. 

--\"HUNDREDS IRAQIS WOUNDED AND KILLED BY AMERICAN WEAPONS OF 
DESTRUCTION 

BASRA 

\"ISRAELI WEAPONS USED IN ATTACKS\" AND \"SHOCK AND AWE ORIGINALLY A 
JEWISH IDEA WITH AN AMERICAN IMPLEMENTATION.\" (AL KHALEEJ) 
--\"BAGHDAD IS BURNING" AND \"IMAGES OF IRAQ FUEL ARAB AND WORLD 
FURY.\" (GULF TODAY) 

--\"BLOCKS ON ROAD TO BAGHDAD 

\"IRAQIS WELCOMING TROOPS - FRANKS.\" (GULF NEWS) 

--\"ALLIES CLAIM BIG GAINS 

(BIN RASHID AL MAKTOUM 

DEFENSE).\" (KHALEEJ TIMES) 

--\"COALITION FORCES DRAWING CLOSER TO BAGHDAD\" AND \"FORCES 
CONTROL NASIRIYYAH AND UM QASR AND ENCIRCLE BASRA.\" (AL ITTIHAD) 
--\"AMERICAN ATTACKS BURN BAGHDAD\" AND \"HUNDREDS OF CIVILIAN 
CASUALTIES 


3. ABU DHABI TV\'S LIVE COVERAGE OF THE WAR CENTERS IN BAGHDAD 

WITH ANALYSIS AND COMMENTARY FROM THE ABU DHABI TV NEWS CENTER. 
ABU DHABI TV CONTACTS REPORT THAT ADTV\'S FOOTAGE FROM BAGHDAD ANI 
ELSEWHERE IS CURRENTLY USED IN OVER 160 COUNTRIES. ABU DHABI TV 

DID NOT/NOT CARRY FOOTAGE OF THE CIVILIAN CASUALTIES IN BASRA AND 
HALABJA AS ON AL JAZEERA. ALSO 

THE ONLY ARAB MEDIA TO ASK QUESTIONS TO GEN. TOMMY FRANKS DURING 
HIS 3/22 PRESS BRIEFING IN DOHA. 


4. ON 3/23 

REPORTED UAE FEDERAL NATIONAL COUNCIL (FNC) SPEAKER SAEED AL 
KINDI AS SAYING \"THIS SITUATION OF WAR AND INSTABILITY IN THE 
WORLD WAS CREATED BY THE IRAQI REGIME WHO DID NOT RESPOND TO 
SHEIKH ZAYEDVS INITIATIVE.\" 


5. NOTING THE BEST SOLUTION FOR THE CURRENT CRISIS 
EDITORIALIZED ON 3/23: 
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V... BLIND 

ALL ADVICE GIVEN TO THEM BY THE DEVOTED PEOPLE OF THE ARAB 

NATION. THEY WERE WARNED THAT THE CONSEQUENCES OF THEIR ACTIONS 
COULD LEAD TO A CRISIS. THEY WERE ALSO ASKED TO BE WISE IN ORDER 

TO SOLVE THIS CRISIS 

ACTIONS ... WE HOPE THEY LEAVE NOW WHILE THEY STILL HAVE THEIR 
DIGNITY AND BEFORE THEY ARE FACED AND SURPRISED WITH THE 
HUMILIATION OF IMPRISONMENT 

WAR. WE HOPE THEY LEAVE NOW AND ABANDON THE RUINS OF THEIR 
PALACES AND THE HEADQUARTERS OF THEIR STUBBORNNESS AND CRUELTY.\" 


6. COMMENTING ON THE SURPRISING DURATION AND INTENSITY OF THE 
WAR 
EDITORIALIZED ON 3/23: 


V... AMERICAN OFFICIALS CONFESSED THAT THIS IS GOING TO BE A HARD 
AND LONG WAR. THIS WAS ONLY AFTER THE THIRD DAY OF WAR 
AMERICANS WERE FACED WITH A NUMBER OF SURPRISES 
UNANTICIPATED RESISTANCE IN SOME AREAS. THIS INDICATES THAT THIS 
WAR WILL BE LONGER AND LOSSES WILL EXCEED WASHINGTONVS 
EXPECTATIONS ...\" 


7. NOTING WORLDWIDE OPPOSITION TO THE WAR 
ORIENTED \"AL BAYAN\" EDITORIALIZED ON 3/23: 


V... WAR IS ALWAYS GOING TO BE HATED 

IT (WAR) AS A SOLUTION TO ANY CRISIS. WHILE WATCHING THIS 

CHAPTER OF THE WAR 

ARE ALL PRAYING TO GOD THAT THE CHILDREN 

LAND OF MESOPOTAMIA WILL BE SAFE. THIS IS THE LAND OF A PATIENT 
PEOPLE WHO HAVE SUFFERED MORE THAN ANY NATION IN OUR REGION HAS 
EVER SUFFERED ...\" 


8. DESCRIBING THE WAR AS ILLEGITIMATE 
DAILY \"AL-KHALEEJ\" EDITORIALIZED ON 3/23: 


V... IF THE U.S. SUCCEEDS IN IRAQ 

IT WILL CREATE A NEW INTERNATIONAL SYSTEM THAT HAS NOTHING TO DO 
WITH INTERNATIONAL LEGITIMACY OR THAT WILL PLACE INTERNATIONAL 
LEGITIMACY UNDER ITS (U.S.) CONTROL. U.S. WILL CARRY THIS (WAR) 

OUT IN ORDER TO BECOME THE ONLY POWER IN THE WORLD THAT CONTROLS 
ITS POLITICAL AND ECONOMIC DESTINY AND SECURITY. THIS WAR IS 
ILLEGITIMATE AND WAS STARTED WITHOUT SECURITY COUNCIL SUPPORT AND 
AGAINST THE WILL OF THE INTERNATIONAL COMMUNITY 

CONSEQUENCES WILL DEFINITELY BE THE SAME ...\" 


9. ARGUING THE U.S. ADMINISTRATION HAS NOT LAID OUT A CLEAR POST- 
WAR STRATEGY FOR IRAQ 
NEWS\" EDITOIALIZED ON 3/23: 


Column 3 

V... THE U.S. HAS NOT FORWARDED ANY DETAILS ON ITS PLANS ONCE IT 
TAKES CONTROL OF ALL IRAQI CITIES. THIS BRINGS US TO QUESTION 

THE FORM OF GOVERNMENT THAT WILL RULE IRAQ WHEN THIS TAKES PLACE. 
IT IS NOT CLEAR WHETHER IT WOULD BE A GOVERNMENT COMPRISING THE 
IRAQI OPPOSITION OR WHETHER WASHINGTON WILL ASSIGN AN AMERICAN 
GENERAL OR COMMANDER TO GOVERN IRAQ. IF THE LATTER IS AMERICA\'S 
INTENTION 

OCCUPATION OF THE COUNTRY RATHER THAN VLIBERATIONY AS THE 
AMERICANS HAVE CALLED IT ... THE UN IS THE ONLY BODY FULLY 

CAPABLE OF OVERSEEING THE PROCESS OF REBUILDING A COUNTRY THAT 
HAS BEEN TORN BY WAR AND CRIPPLED BY ECONOMIC SANCTIONS ... THE 
TIME HAS COME AT LAST FOR THE ORGANIZATION TO BECOME ENGAGED IN 
THE REBUILDING OF A NEW IRAQ - ONE THAT IS GOVERNED BY IRAQIS AND 
CATERS TO THE PEOPLE OF IRAQ.\" 
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casualties and growing anti-war protests. Headlines 
in several papers refer to Iraqis killed to date as 
\"martyrs.\" One paper featured a graphic color 
photograph (from Al Jazeera television) of a child 
with his head blown apart. Papers also carried color 
photos of a burning Baghdad. Another lead story 
focuses on King Abdullah\'s meeting with the Jordanian 
Cabinet 

his governments efforts to maintain order and 
security 

those demonstrating against the war. 


Editorial Commentary 
-- VWho picks up the war bill?" 


Centrist 

Jordan Times (03/23) editorializes: V'U.S. President 
George W. Bush and British Prime Minister Tony Blair 
have publicly stated their long-term commitment to the 
rebuilding of Iraq on several occasions. But they 
have been less than transparent with their own 
constituencies on what that means 

financial level. The United States has a long record 
of forsaking countries which it entered as a 
"liberatorY. The last such example is Afghanistan 
where WashingtonVs promises of aid 

prosperity are still light-years away from 

materializing. As a politician 

leave a mess in Iraq. But 

re-election 

look like a country capable of taking care of itself 

let alone Iraq.. The Bush administration has over the 


RESIDENTIAL HOUSING COMPOUND - ABUJA 1. (SBU) Summary: During the early morning hou 


AQ REF: STATE 75616 Classified By: Alan G. Misenheimer, Deputy Chief of Mission for Reasons 1 
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past few days craftily avoided questions on how much 
the war alone would cost. It might be a long time 
ever 

thinks to commit to piece Iraq back together.\" 


-- \"A war 


Daily columnist Bater Wardam writes on the back page 
of center-left 

(03/23): \"President George Bush may be using many 
religious phrases and words in his speeches 

may be personally under the impression that he is 
fulfilling a “sacred mission\' authorized to him by 
`godV when he launches war on Iraq. The fact is 
however 

the lobby of the oil companies 

Cheney and Rice 

hawks of the military industry 

Powell and Wolfowitz 

hegemony over the world 

Zionist Lobby 

and Eliot Abrams 

force that could pose a threat to it. This is the 
American war on Iraq: a colonialist 

related war 

war..Statements issued by many Islamic organizations 
and parties describing the American-Zionist war 
against Iraq as a ‘crusader\' war are contributing to 
making many friends into enemies. They force us into 
the American-Zionist trap that is seeking to create a 
war of cultures between Islam and Christianity 

the service of Zionism. This war on Iraq is not the 

last one. It might as well be called the ‘Iraq first 

war. It is going to be followed by other war against 
countries and regimes in the region that do not abide 
by the U.S. policy. This long war will not only be in 
the military sense 

and social levels. The Arabs and Muslims will not be 
able to fight it alone 

fight it at all. They will need those millions of 
Christians 

streets in protest.. The haphazard speeches 
extremism and turning friends into enemies is a first- 
class foolish policy that cannot be justified by anger 
against the American aggression. Our real enemies are 
those who colonize our lands 

and protect Israel. V" 
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better to wait until after the current conflict with Iraq had 
subsided before bringing this particular piece of legislation 
to the floor of the assembly for debate. 


4. (C) Al-Sagr stressed that he did not see any trouble in 
passing the legislation when the time comes; \"maybe only five 
people are against it 

that it might be hard for outsiders to understand why Kuwait 
was moving on the other conventions but not on the CSFT. He 
noted that two branches of Kuwaiti charities had had their 
assets frozen for suspicion of financing terrorism. Some 
would interpret inaction on the CSFT as a sign of a lack of 
Kuwaiti resolve on this critical issue. The French 

Ambassador supported this line of argument. Al-Sagr took the 
point and agreed to consult with the Deputy Speaker of the 
National Assembly about the possibility of adding the CSFT to 
next week\'s session and avoiding criticism of Jordan. He 
warned the ambassadors that he might need to ask for their 
help with a few key members of the National Assembly in this 
regard. 


5. (C) COMMENT: The impending progress on legislation on the 
remaining five counter-terrorism conventions is very welcome 
news. We will continue to coordinate with our G8 colleagues 

to encourage Mohammed al-Sagr and other members of the 
National Assembly to keep working until all the conventions 

have been approved. 
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Arabic daily to \"tone down\" its Iraq reporting. PAO noted 
however 

United States and focused on Iraqi casualties of war 
carrying a full page of photographs of wounded Iraqi men 
women 


9. (C) Shaykh Abdulla also told the Ambassador that all 
journalists held captive in the Iraqi Information Ministry 
building have been allowed to leave 

to file their reports from the building. According to 
Shaykh Abdulla 

night for fear of their safety during the U.S. air strikes 
on Baghdad. 


10. (C) Abu Dhabi TV aired Deputy Secretary Armitage\'s 
interview on 3/22 and 3/23. Secretary Powell is expected 

to appear on Abu Dhabi TV next week. PAO noted that only 
two Arab reporters -- from Abu Dhabi TV and Al-Jazeera -- 

had asked questions of General Franks in yesterday\'s 
CENTCOM briefing. The Ambassador noted the importance of 
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placing more Arab journalists in the front rows at CENTCOM 
briefings to ensure that their questions were aired. PAO 
undertook to pass this suggestion to her military 
counterparts. 


11. (U) PAO has updated the Embassy web page 

recent statements from Administration officials 
established an SMS text messaging service for local 
journalists and UAEG officials to quickly disseminate Iraq- 
related information. 


12. (U) Abu Dhabi Iraq Task Force/EAC will reconvene at 
1000 local time 


13. (U) Iraq Task Force/EAC members in attendance included 
AMB 
ADMIN 
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actions that contradict the nature of their work as 
diplomats\". The Minister said they would be asked to leave 
the country. 


2. (C) The Embassy resumed many public services today 
although activities at ancillary facilities (the American 
Language Center 

American personnel were encouraged to stagger their arrival 
and departure to/from work and 

lifted 


3. (C) The vast majority of Jordanians remain angry 

frustrated and completely unconvinced by the U.S. rationale 
for war. Although the GOJ continues to keep a tight lid on 
public displays of opposition to the war (allowing some 
demonstrations but always with a large security presence) 
private conversations with Jordanians reveal an unprecedented 
level of anger with both the U.S. and with Arab leaders who 
are seen as abetting a new \"colonization of Arab lands.\" 
Many contacts described the King\'s 3/21 speech to the nation 
(and his subsequent comments on 3/22 (see below)) 

negative 


4. (C) As of 1200 noon local time 

of student demonstrations are currently ongoing at several 
Jordanian universities. These include 3 

University for Science and Technology in Irbid 

al-Yarmouk University in Irbid 

universities in MaVan and on the outskirts of Amman. PSD 
personnel are present at all these sites and report that the 
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gatherings have been peaceful. Intermittent demonstrations 

by groups of youths at the BagaVa refugee camp continue today 
as well. 


5. (U) The Jordanian press reported today on the return of 
the body of the Jordanian taxi driver allegedly killed on the 
road from Baghdad near Ramadi by a coalition missile. The 
press also reported today that four Jordanians were killed in 
a car accident near Mosul 

(particularly via mobile phone text messages and a story on 
al-Jazeera TV) that they too were hit by U.S. ordnance. The 
MFA confirmed that four Jordanians had died near Mosul 
did not have specific information on the circumstances of the 
incident. 


6. (C) Financial markets continue to take events in stride. 

The Amman Stock Exchange recorded a 1 percent gain Sunday. 
Queen Alia International Airport continues to operate 

normally. Alitalia resumed its Amman service 

France 

carriers are assessing security and market conditions before 
they restore service to Amman. KLM has indicated it will not 
resume operations before April 14. 


7. (C) Port of Aqaba authorities said \"business as usual\" 
continues at the port. Officials said that none of the big 
shipping lines have indicated reductions or cancellations in 
calls or loads. However 

Ministry of Foreign Affairs and shipping associations are 
working with international insurance companies to ensure that 
Aqaba is not designated as part of the war zone. Inclusion 

in the war zone could translate into additional insurance 

costs of up to USD 4000 per ship and up to USD 150-250 per 
container. 


9. (U) Petra news service reported that 

cabinet meeting 

maintaining domestic security and stability in the current 

crisis. He added that any expressions of anger should be 
non-violent. Also in the cabinet meeting 

said the government had taken measures to mitigate the impact 
of the war on sensitive economic sectors including tourism 


itive But Unclassified, please protect. 2. (SBU) Summary: Two World Bank economists in Sanaa art 
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transport and exports. Abul Ragheb noted Jordan\'s monetary 
situation is stable 

high. 


10. (U) No new issues. GOJ protection of the chancery 
compound remains at a heightened state. 


11. (SBU) As of 1200 noon 

TCNs have crossed into Jordan from Iraq since the beginning 
of hostilities (51 overnight). IOM continues to evacuate 

TCNs. All Sudanese who had previously said that they wanted 
to claim asylum have now agreed to return to Sudan. IOM 
continues to organize their departure via charter and 
commercial flights. Currently 291 TCNs remain in the 
Ruweished transit camp. No Iraqi asylum seekers have yet 
tried to enter Jordan. 


12. (C) CNN reporters who were expelled by the Iraqi 
authorities and arrived at Ruweished on 3/22 told UNHCR that 
the Iraqi side of the border is open 

to the Jordanian border remains clear 

anything that could prevent Iraqis from leaving the country 
and that they did not come across any population movements 
along the road. TCNs 

strikes on vehicles attempting to transit the Baghdad-Amman 
highway. However 

journey late on 3/22 corroborated the account of the CNN team 
that they saw no evidence of injured civilians or blockages 
along the road. 


13. (C) UNHCR also reports that the GOJ has restricted access 
to all points east of Safawiye and had turned back UN 

officials who lacked proper documentation. UNHCR reports 
also that a zone 5 KM from the Iragi-Jordanian border is now 
officially off-limits to journalists. 


14. (U) Local Arabic press coverage continues to focus on the 
bravery and resistance of Iraqi troops 
of civilian casualties 


vaiti woman expressing support for our role in the military action in Iraq. She said her call was the re: 
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the U.S. military. Cartoonists depict scenes such as 
President Bush tossing a bomb out of a plane and saying 
\"Here 

Al-Dustour ran a gruesome above-the-fold front page color 
photo of an Iraqi child allegedly killed by coalition 

bombing. Editorialists vary between articles hailing King 
Abdullah\'s determination to end the war as soon as possible 
and protect Jordan\'s interests 

being waged by the Zionist lobby and oil interests. 
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chair." Consequently 

it and would not attend. He said he did not expect V'the Gulf 
Foreign Ministers" to attend. Muasher said Jordan\'s 
Ambassador in Cairo will represent Jordan 

instructions to avoid language that will undermine coalition 
efforts 

GNEHM 
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IN BAGHDAD. DESIROUS OF AVOIDING A TIT-FOR-TAT 
CLOSURE 

DIPLOMATS HERE THAT THEY ARE TO BEHAVE THEMSELVES. 
THE AMBASSADOR NOTED IN PARTICULAR THE NEED TO 
KEEP TABS ON IRAQI INTELLIGENCE SERVICE 

OPERATIVES. SHAYKH HAMDAN REASSURED THE 
AMBASSADOR THAT SURVEILLANCE OF THE OFFICIAL 

IRAQIS IS CONSTANT AND INTRUSIVELY OBVIOUS. HE 
BELIEVED THEY HAD GOTTEN THE MESSAGE. 


3. (S/NF) SHAYKH HAMDAN NOTED THAT HE GETS CALLS 
3-4 TIMES PER DAY FROM THE UAE CHARGE IN BAGHDAD 
(USING A THURAYYA SATELLITE TELEPHONE). THE 

EMIRATI MISSION IS ABLE TO GLEAN USEFUL 

INFORMATION FROM ITS CONTACTS ABOUT DEVELOPMENTS 
INSIDE IRAQ (INDEED 

EMIRATI CHARGE IN BAGHDAD CALLED SHAYKH HAMDAN TO 
REPORT ON 20 EXPLOSIONS IN WESTERN BAGHDAD AROUND 
THE TAJI MILITARY COMPLEX AND A NUMBER OF OTHER 
SITES). AS AN EXAMPLE OF THE INFORMATION THE UAEG 

IS ABLE TO OBTAIN 

IRAQI SOURCES HAVE TOLD THE EMIRATIS IN BAGHDAD 
THAT ALI HASSAN AL-MAJID (AKA V'CHEMICAL ALI) IS 

DEAD. 


4. (S/NF) COMMENT: THE UAE CLEARLY BELIEVES 

THAT THE THREAT POSED BY ALLOWING IRAQI MISSIONS 
TO REMAIN OPEN HERE HAS BEEN EFFECTIVELY MITIGATED 
BY AGGRESSIVE SURVEILLANCE 

IRAQI DIPLOMATS 
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(MOST NOTABLY THE IRAQI AMBASSADOR). WE WOULD 
NOTE THAT ORCA CHIEF HERE IS OF A SIMILAR VIEW. 
GIVEN THE IMPORTANCE THE UAEG ATTACHES TO KEEPING 
TABS ON DEVELOPMENTS IN IRAQ 

EXTENSIVE NETWORK OF CONTACTS WHICH THE UAEG 
ENJOYS IN BAGHDAD AND BEYOND 

THE UAEG IS LIKELY TO CHANGE ITS VIEW THAT CLOSING 
IRAQ\'S DIPLOMATIC MISSIONS HERE IS NOT IN THE 
INTEREST OF THE EMIRATES. 


WAHBA 
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PUBLIC OPINION THAN ANYTHING THAT WILL EMERGE FROM 
TOMORROW\'S SESSION IN CAIRO. 


WAHBA 


4. (S/NF) RSO briefed EAC on increased security measures. 
Embassy stood down the 24/7 watchstanders. The location 
where cars are swept outside the compound was changed to be 
farther away from the street. Embassy employees other than 
cleared Americans will no longer be allowed to park vehicles 
inside the compound. ROYG security enhancements and 
responses include: 


-- providing additional personnel and equipment to guard the 
Embassy 

Sheraton Hotel. 

-- ensuring that Iraqi agents are under 24-hour surveillance. 
-- working with the Embassy to compile a list of expat 
Americans and their contact information to provide extra 


security. 


--attempting to manage public opinion through statements and 
the media to avoid violent reaction. 
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5. (S) EAC decided to alter Embassy\'s security posture from 
StandFast to MoveSafe effective COB 3/23. MoveSafe entails 
curtailed operations 

Embassy and to essential meetings and travel exclusively in 
armored vehicles. Despite the end of StandFast 

will not/not be open to provide visa/consular services to the 
public. Armored vehicle shuttle services began after EAC to 
ensure a well-staggered departure from the Embassy. FSNs 
will return to work on 3/24 as normal. 


6. (S) EAC discussed whether a request should be made to 
move to authorized departure status and deferred making a 
recommendation pending developments. The issue remains open 
and under active review 

connection with tripwires (particularly the possibility of 

further violent demonstrations in coming days). 

HULL 


6681 

cover\" alerts in response to reported launches of 
surface-to-surface missiles from Iraq. The most recent 
was at approximately 2326. No/no reports of damage 
or casualties 

biological warheads were reported. 


The Kuwaiti MFA contacted the Ops Center to confirm the legitimacy 

of visa applications being made in their London Embassy on behalf 

of ORHA. Working with Kuwait Desk Officer and ORHA team members 
in Kuwaiti 

legitimate and pass this information to the MFA. 


The remaining stranded Amcit passengers reported earlier have 
departed Kuwait on Kuwait Airways for Chicago via London this 
afternoon. 


Fourteen Amcits have requested Embassy assistance to depart from 
Kuwait. While the majority have requested assistance in obtaining 
flight reservations 

transit visas. Embassy Consular officers will be assisting these 
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Amcits tomorrow a.m. Embassy Consular officer released Warden 
Notice number 11 

American citizens living in Kuwait to be vigilant and practice 

good personal safety and security measures. Kuwait International 
Airport remains open 

restricted service. However 

normal operations. 


An Embassy Consular officer and FSN met with Congen Dhahran and 
Kuwaiti border officials at the Kuwaiti/Saudi border today. The 
Kuwaiti border officials reported that no Americans citizens have 
tried to cross the border since the start of hostilities between 

Iraq and U.S. Kuwaiti authorities claim that during the past few 
days 

Kuwaiti/Saudi border 

on the weekend. The Consular officer and Congen confirmed that 
the Saudi Embassy in Kuwait will issue gratis \"emergency transit 
visas\" to American citizens in Kuwait 

deteriorated. 


At the request of TFIZ01 

1655 only 9 oil fires had been set by Iraqi forces at the Rumalya 
oil/gas separation facility; 2 of the 9 were extinguished by 

civilian contractors moving with the 1st Marine Expeditionary 
Force (1MEF) in Southern Iraq. This contradicts a CNN report that 
fifteen oil fires were burning in Rumalya. 


3. COMMENTS: None 
4. STATUS OF PENDING REQUESTS: See above. 
JONES 
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from others." He added that one of KuwaitVs main objectives 
would be to get the Arab League to condemn Iraq for launching 
surface-to-surface missiles at Kuwait even though at the time 
no attack had been launched at it from Kuwaiti soil. 


2. (C) COMMENT: Dr. Mohammed normally represents the GOK at 
such meetings. Sending the Kuwaiti Ambassador to Egypt in 

his stead is a clear signal of Kuwait\'s displeasure with the 

recent performance of the Arab League in general and of AL 
Secretary General Amr Moussa in particular. 


SIPDIS 
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the lraqi people take on this task to spare us the turmoil 

of being part of frightening American plans.\" Prominent 

radical Islamist and Al-Qaeda apologist Mohammad al-Mulaifi 
(reftel) espouses no love of Saddam in his \"religious 

opinion\" on the war- We must pray the famous prayer of the 
Prophet: "God destroy one tyrant with another\'\"- and goes on 
to enumerate how America seeks to \"establish hegemony over 
the region.\" 


There is criticism over reports of Kuwaiti troops entering 

(and praying in) the border town of Umm Qasr--denied by the 
Ministry of Defense. The raising of the American flag over 
that city is seen as inflammatory. 


Newspapers report that now that gas masks are available to 
the public 

expatriates have left Kuwait since March 18. A conspirator 
in the killing of a US Marine on Failaka Island in October 
2002 has been released on bail pending the final verdict. A 
prominent liberal commentator bashes the GOK decision to 
give female employees the week off 

home 

SUMMARY. 


1. News Stories: Dr. Mohammed Al-Tabtabaee 

College of Sharia and Islamic Studies at Kuwait University 
called on the Kuwaiti people to combat the \"Scuds of 
Tyranny\" with a strong faith in God 


All newspapers carry Ministry of Defense spokesman 
Yousef Al-Mulla\'s denial of reports that Kuwaiti forces have 
entered the Iraqi side of Umm Qasr 

border. 


Al-Qabas reports that the Chairman of the National Committee 
for POW and the Missing Affairs 

spoken to the American and British Ambassadors about the 
importance of locating Kuwaiti POWs. 


All newspapers report that many women came to work in 
government offices on March 22 despite a decision by the 
Civil Service Commission to allow them to take leave in 
light of the current circumstances. 


Al-Watan says a Kuwaiti Criminal Court released on 500 
Kuwaiti DinarVs bail (approximately USD 1500) pending the 
verdict one of the eight Kuwaitis accused of aiding the men 
(killed at the scene) that carried out the October 2002 
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Failaka Island attack which left one US Marine dead. 


The two cooperatives (grocery stores) that began selling gas 
masks to the public on March 22 report only minimal sales of 
sixty and ten masks respectively 

Al-Rai Al-Aam. 


Approximately 30 
left the country since last Tuesday 


All newspapers report that Kuwait Airways has announced that 
they will fly only between the hours of 7a.m. and sunset 

and that they have temporarily suspended flights to the 

United States 


A Kuwaiti source reported that a plane from the World Food 
Program carrying 50 tons of food aid for the Iraqi people 
landed in Kuwait on the evening of March 22. 


All newspapers report on their front pages that the Kuwaiti 
Cabinet decided to establish a health center run by the 
Kuwaiti Red Crescent on the Iraqi side of the border to 
treat Iraqi casualties. 


Editorials: 


1. \"Improvised Decision" 

Liberal Kuwait University Political Science Professor 

Shamlan Al-Essa wrote in independent Al-Seyassah (3/23): 
V'It is very obvious that the decision [to grant women 
government employees the week off] has been made to satisfy 
the political Islamist groups in Kuwait. The justification 

that women were granted leave to take care of their children 
at home during this time is not true simply because maids 

are the ones who take care of our children. We are very 
proud of some of Kuwait\'s women who are working today with 
the allied forces as interpreters or with the international 

press. If Kuwaiti women want to be equal to men in all their 
rights 

just as men do 

on television.\" 


2. Islamist Mohammad Al-Mulaifi 

the Ministry of Awqaf and Social Affairs 

independent Al-Seyassah (3/23): V'There is no doubt that 
America\'s success in controlling Iraq and its oil will 

revive the American economy 

President Bush\'s chances for re-election... He who controls 
this region 

what is the legal religious opinion with regards to what is 
happening in Iraq? | say: [Saddam] is a criminal Baathist 


ι. CAIRO 2311 B. AMMAN 1745 Classified By: AMBASSADOR EDWARD W. GNEHM FOR REA 


:F: A. (A) ANKARA 1396 B. (B) BOILER-LERNER 3/24 FAX 1. Action request--para 5. 2. March 
1 session to Sri Lanka and Maldivian governments Ref: STATE 77740 1. (U) This message is Sens 


Column 3 

infidel and God has empowered a worse criminal infidel over 
him... We must pray the famous prayer of the Prophet: \"God 
destroy one tyrant through another...\" The most important 
goals of the American war on Iraq could be summarized in 
five points: 1) regain its dignity which was lost following 
September 11 and make up for its inability to arrest Al- 
Qaeda leaders; 2) dominate Iraq\'s oil reserves; 3) establish 
hegemony over the region by imposing an American military 
presence in lraq; 4) set a precedent for imposing change 
from the outside 

something that can be repeated in either Syria 

or Iran; 5) remove a rebellious regime that refuses to be 
fully part of the American system.\" 


3. Khalid Al-Mutairi wrote in independent Al-Seyassah 
(3/23): \"Some Kuwaiti soldiers held the evening prayers in 
the city of Umm Qasr in Iraq. My question to them is who 
ever gave you the authority to enter that city? Did you take 
permission from any member of the Iraqi opposition to enter 
Umm Qasr and pray in it? If the answer is ‘no 

apologize to our Iraqi brothers for such behavior from those 
who act before they think.\" 


4. Khalid Al-Mutairi also wrote in independent Al-Seyassah 
(3/23): \"The American soldier who raised the American flag 
over Umm Qasr does not realize the big mistake he committed 
in this war. Such a mistake should not have happened. For 
those who will argue that this is but a small error 

remind them that World War II started with a single bullet." 


5. \"His Intentions Have Been Revealed\" 

Liberal Secretary-General of the Kuwait Journalists 
Association 

Seyassah (3/23): \"The missiles which the Iraqi regime 
launched against Kuwait proved to the international 
community the real aggressive intensions against Kuwait. 
The Iraqi missiles reached Kuwait before a single bullet was 
fired from Kuwait. Therefore 

respond to any aggression and to demand that France 

and Russia act on the security agreements they have signed 
with Kuwait.\" 


6. \"The Opportunism of the Muslim Turks\" 

Liberal Abdullatif Al-Duaij wrote in independent Al-Qabas 
(3/23): \"There are no other words to describe the Turkish 
position except opportunistic and aggressive. The Turks 
under their Muslim leadership 

liberation of Iraq in return for European aid from France 
and Germany. This is cheap opportunism and immoral and 
unjustifiable aggression by the Turkish State... The Turks 
themselves have entered lraqi land as invaders and not 
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liberators. How is it acceptable for superior Muslim states 
to take over the land of weak Muslims 

foreigners to do the same?\" 


7. \"Mixed Feelings\" 

Salah Al-Fadli wrote in independent Al-Rai Al-Aam (3/23): 
VI experience mixed feelings when | watch the war on 
television. | feel uncomfortable watching foreign forces 
entering an Islamic country and for seeing an Arab capital 
being bombarded. This is especially true when one realizes 
that the American goal... is to gain full control of the 

world and not to help the Iraqi people... On the other hand 
when one realizes that this war is the only means of 
toppling this criminal regime 

is true that we will be joyful to see Saddam\'s regime 
toppled 

Iraqi people take on this task to prevent us the turmoil of 
being part of frightening American plans.\" 


JONES 


6684 

6685 

6686 

6687 

the independent English DAILY MIRROR. The government-owned 
Sinhala weekender 

environment: crisis and impact." WAlas! War" said the 
opposition Sinhala weekly 

weekly 

position on the war under the headline \"A matter of self- 
interest.\" LAKBIMA 

President Bush \"The Ugly American. \"Do not disable UN\" 
urged the independent Sinhala daily LANKADEEPA. Playing on 
Washington\'s \"Shock and Awe 

weekly 

which American and British democratic traditions have been 
held by all of humanity is suddenly endangered by the 
launching of a war sans the collective sanction of the 
community of nations gathered in the UN.\" The Independent 
English weekly 

And VIRAKESARI 

\"Although the U.S. claims that this is a step to destroy 
Saddam Hussein and his supporters 

condemning the war as one against humanity. Now the world 
is divided into two. Excerpts follow: 


2. Independent English daily 

commented: the war \"... is against all norms of 
international law and ethics for a foreign country to take 
upon itself the task of liberating a people in a sovereign 


1) Ministry of Finance Secretary General Dr. Mohammad Abu Hammour provided the following inforn 
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land by military action.... What emerges as a ... paradox 

is that those waging war today are avowed apostles of peace 
who exhort all and sundry to resolve their conflicts 

through peaceful means and negotiations. V" 


3. Government-owned Sinhala weekender 
published the headline V'Middle East war environment: 
crisis and impact 


V'This war 

have a plethora of negative impacts.... Migrant workers 

... bring us a great deal of foreign exchange. We are 
thankful that the Minister of Labor is concerned for their 
safety. The government has also paid attention to consumer 
items 

words alone.... The impact will be nasty. 


It is sensible to provide diplomatic missions with 

protection 

is also commendable.... We are already feeling the 
negative impact of twenty years of war in our own country. 
Now there is another war over which we can have no 
influence.... While we do not endorse any military action 
we unanimously agree that the impact on our people should 
be minimized. V 


4. The opposition Sinhala weekly 

ironic that 

were discussing peace in Japan 

shocking the whole world. A war initiated by George B. on 
Iraq.... How wise was Bush\'s decision 

ask. 


VIs the U.S. chasing Saddam away to free the Iraqi nation? 
What sort of fairyland will the U.S. build in Iraq after 
victimizing innocent people? When will these cruel leaders 
realize that their might is not justice? If a country\'s 

leader is a dictator 

by a world authority and ... in a fair manner....\" 


5. Opposition English weekly 

criticized the Sri Lankan government\'s \"wishy-washy 
statement on the war.... Uncle Sam is going to crush Iraq 
and in the process inflict untold suffering on helpless 
people. Clearly we cannot cheer him on 

we rap him on his knuckles leave alone kick him in the 
bottom. So we issue the kind of statement we were treated 
to last week. Colombo obviously could not influence the 
course of events.... Certainly not roar like the lion 
emblazoned on our national flag or even cluck like a broody 
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hen. So voice the usual platitudes. Say that we have long 
urged Baghdad [to] comply with Security Council resolutions 
and get rid of its weapons of mass destruction.... Then we 
hope for a quick end to the conflict.... We are gravely 
concerned about the humanitarian consequences of the 
war.... Hence our V'confidence that the coalition partners 
would move early to minimize adverse consequences on the 
civilian population in Iraq\" and our blind faith that those 
who are dropping the bombs will move swiftly to repair the 
damage.... Nary a word of censure... 


VWhether there will be a payoff for statements such as last 
week\'s effort by the Colombo foreign office only time can 
tell. But a harder line 

well understand 


6. Independent Sinhala daily 
Bush \"The Ugly American": 


\"The world saw on TV how Bush opened the doors of 
destruction and misfortune by initiating the war against 
Iraq.... the U.S. ... dancing a devil dance.... Where 
will this end? Will there be a dictator for the whole 
world using its military power? We have a lot to say on 
this subject but this is what America\'s most popular 
president 

a stop to war 


7. Independent Sinhala daily LANKADEEPA (3/22) pleaded \"Do 
not disable UN\" 


\"The wagers of war 

UN. Soare Australia and Spain.... They should respect UN 
policies.... All countries should get together to 

strengthen the UN.... The UN was established to pursue 
important objectives. One of them is securing peace in the 
world.... This war should be immediately stopped and the 
Iraq issue should be solved through a peaceful process. V 


8. Independent weekender 
the Vlessons of war\": 


- For Sri Lanka: V'From being the donors darling right 

now 

to Iraq in the begging-bowl relay in June 

Prime Minister very cold feet indeed. There\'s only so much 
money that the planet\'s better heeled nations dole out to 
their impoverished cousins each year. It now seems we will 
have to share our cake with Iraq: the race to be seen 
offering bags of largesse will be far sexier to the anti- 

war citizens of Europe and Japan 
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our direction....\" 


- for the U.S. V'American credibility can come only from 
its pushing Israel into a just 

the Palestinians 

region if need be. Bludgeoning Saddam into submission 
while giving Israel a free hand to settle on Palestinian 
lands and deprive Palestinians of the right of nationhood 
is an act of supreme hypocrisy. And for a meaningful 
settlement of the ‘Middle-East Question 

the UN are indispensable. Fences need to be mended 
right quickly 


- for the future: \"...start thinking seriously about how 
relevant the permanent membership of the UN Security 
Council is in the world order that has emerged since 1945. 

It may be time to give the EU and Japan seats as permanent 
members 

attitudes and more democracy at the highest level of world 
governance will give rise to a truly enlightened new 
international order: if ever there was a millennium 

challenge 


9. Government-owned English weekly 

commented: \"... the formally stated intentions of 
Washington and its allies in attacking Iraq are laudable 
and eminently reasonable. The primary issue in relation to 
Iraq has been its weapons capability 

mass destruction 

against its neighbours as well as its record of use of its 
deadly weaponry.... Today humanity is no longer a 
collection of loosely linked or isolated polities and 
communities. The world is so closely knit that all 
communities and states are easily vulnerable to the actions 
of each other 

depredations or military action. The misbehaviour of 
individual states today destabilise whole regions and 
sometimes may negatively affect the whole Earth. 


\"But the management of global affairs can only be done by 
collective decision-making institutions at a global level. 

The international community has grown 

century 

system 

institutions of global management such as the WTO and other 
bodies and international legal mechanisms. Today these are 
the ultimate 

democracy and governance.... That is why the recent 

failure of the US and its allies to adhere to the UN 

process in relation to Iraq has sent shock waves through 

the international community. Indeed 
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with which American and British democratic traditions have 
been held by all of humanity is suddenly endangered by the 
launching of a war sans the collective sanction of the 
community of nations gathered in the UN. 


\"The US and its allies now bear the challenge of returning 
as quickly as possible to the UN fold and proceeding with 
all future actions in relation to Iraq via the global 

collective decision-making process. It is only such a 

rapid submission to the global system of governance that 
will redeem these leaderships and legitimise their 
undeniably honourable intentions. More importantly 

will guarantee the future of this system so vital as it is 

for global peace and prosperity.\" 


10. Independent English weekly 

the war \"... a grudge match at the insistence of just one 
man 

day and age in the face of overwhelming opposition that one 
can send your army to kill the head of a sovereign state 

... iS Surreal... 


V'... the United States 
preach to the world whatVs right and what\'s wrong 
pass as a moral arbiter in international affairs. 


\"Countries such as ours have no option but to grin and 
bear 

scores with impunity and with absolute disregard for 
international law. In our position as bystander in this 
whole imbroglio 

statements and scramble to control the fallout disaster to 
our own affairs.\" 


Wills 


6688 

6689 

6690 

that President Bush had clearly defined the opportunity 
track through the Enterprise for ASEAN Initiative (EAI). In 
their meetings 

generally hit the right notes on most problems and 
opportunities. However 

regarding the proposed increase in auto tariffs remains an 
area of concern 

effect on the investment climate. END SUMMARY. 


2. (SBU) During DUSTR Jon Huntsman\'s March meetings with 
Deputy Prime Minister (DPM) Vu Khoan 
(MOT) Truong Dinh Tuyen and Minister of Planning and 
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Investment 

the U.S.-Vietnam Bilateral Trade Agreement (BTA) 
tariffs 

global integration. 


BTA IMPLEMENTATION 


3. (SBU) GVN counterparts universally heralded the positive 
development of the U.S.-Vietnam bilateral relationship since 
BTA implementation began 

two-way trade. Exports to the U.S. have more than doubled 
in value over the past year (up 129%) 

U.S. to Vietnam are up by almost one-third (up 26%). MOT 
Tuyen forecast that exports from Vietnam will rise more 
slowly in the future while American exports to Vietnam will 
accelerate. All three GVN officials pointed out Vietnam\'s 
efforts to meet its BTA commitments 

them 

GVN officials like to claim this 

true. They have licensed one U.S. firm ahead of schedule as 
a 100% FIE in the life sector but there are several other 
outstanding requests in both the life and non-life sectors.) 


4. (SBU) DUSTR Huntsman responded by characterizing the 
U.S.-Vietnam relationship as \"fundamentally very good\" and 
noting the additional interest in Vietnam brought by the 

BTA. While acknowledging the GVN\'s progress on 
implementation 

continue to focus on outstanding issues 

transparency and IPR enforcement. DPM Vu Khoan 

and MPI Phuc replied by highlighting the GVN\'s various 
efforts on both fronts. Regarding transparency 

Khoan pointed to the fact that GVN decrees now do not take 
effect until fifteen days after they have been announced and 
are often launched on the government website. MOT Tuyen 
noted that laws are made available to the public and are 
often published in the newspapers. Meanwhile 

referred to GVN efforts build the capacity of civil servants 

in order to ensure that they have a good understanding of 
the laws and roadmaps in order to properly enforce them. 


5. (SBU) On IPR 

issue will always be important to our relationship 

there are people in the U.S. and Vietnam creating and 
developing new technologies that fuel future growth. The 

three Vietnamese counterparts acknowledged the significance 
of IPR for the GVN and that the lack of protection could 

hinder Vietnam\'s development. Furthermore 

companies now realize the importance of protecting their own 
trademarks. The large number of workshops and seminars 
conducted by the USAID-funded Support for Trade AcceleRation 
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(STAR) project provide the groundwork for improving 
cooperation on IPR. The three GVN officials acknowledged 
that the GVN must streamline the activities of the agencies 
responsible for IPR enforcement. At the same time 

Khoan attributed some problems in enforcement to 
difficulties in being able to tell if an import is 

counterfeit or not. MPI Phuc stated that they are doing 
everything they can to fight piracy 

are beyond the GVN\'s control. 


6. (SBU) DUSTR Huntsman also raised the problems 
experienced by one U.S. company (McCullagh) with the Dak Lak 
provincial government in its attempts to buy out its joint 
venture partner (Krong Ana). He explained the necessity of 
ensuring that local governments do not overturn decisions 
made by the central government and urged the Ministry of 
Planning and Investment to do everything possible to resolve 
the situation in an amicable way. MPI Phuc responded that 
he is aware of the case and has appointed officials who will 
follow and report on it. DUSTR Huntsman also raised 
concerns about the GVNYs commitment to enforce arbitral 
awards 

reftel A). MPI Phuc simply responded that he must check into 
the status of the case. 


AUTO TARIFFS 


7. (SBU) DUSTR Huntsman raised the issue of a Ministry of 
Finance proposal to significantly raise import duties and 
apply a special consumption tax on the importation of 
automobile kits and cited the issue as an \"area of concern\" 
(see reftel B for discussion about a similar decree in 
December 2002 that had been temporarily suspended). The 
GVN\'s inadequate consultation with the industry makes this 
issue even more worrisome. Using the case of Ford as an 
example 

72 million in Vietnam. However 

implemented 

market. Before the GVN implements this policy 

Huntsman urged 

opportunity to sit down with the relevant departments to 

hear the plan and be able to discuss its effect on their 

long term investment plans in Vietnam. DUSTR Huntsman 
advised that the GVN carefully consider the place of the 
international auto companies in Vietnam\'s market. 


8. (SBU) The responses from the three Vietnamese officials 
were confusing and disjointed 

comprehension of the true motives behind this proposed 
Decision. DPM Vu Khoan tried to explain that the GVN\'s 
policy of adjusting tariff rates is designed to suit WTO 
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standards. The GVN needs to reduce the level of protective 
barriers 

example 

currently offered for automobiles produced domestically. 
Consumers pay 100 percent special consumption tax on 
automobiles imported into Vietnam but only 5 percent for 
those produced domestically. DPM Vu Khoan argued that 
Vietnam needs to reduce the protective barriers as part of 
its negotiations with the WTO. With respect to consultation 
with the industry 

Finance has already met with the automobile producers to 
discuss the issue. He also stated that he would study the 
letters Ambassador Burghardt and the U.S. automobile 
association had sent him on this issue. 


9. (SBU) MOT Tuyen acknowledged that the change to the 
tariff schedule was sudden and would have an adverse impact 
on producers. He argued 

the BTA because there is no binding commitment on auto 
tariff levels. Auto producers in Vietnam 

very high profits. He stated that producers still do not 

produce many auto parts in Vietnam and that Vietnam very 
much wanted to develop an auto industry. (Note: Tuyen was 
echoing an argument we have heard in many other areas - the 
idea of \"too much\" or \"enough\" profit. GVN officials often 
do not understand or accept the concept of recovery of sunk 
costs and/or return on investment. We continue to remind 
them that the amount of \"profit\" is not a GVN concern 

in fact 

revenue.) 


10. (SBU) Finally 

this strategy concerned import duties on spare parts and the 
special consumption tax (SCT). Presently 

taxed at 300 per cent while locally manufactured cars are 
only subject to a 100 per cent tax. Because importers and 
exporters reject this protectionism 

the SCT. Furthermore 

such as the SCT 

locally manufactured and imported cars in order to follow 
their commitments to international institutions. In 

response to this explanation 

underscored the importance of continued consultations with 
investors regarding this issue. DUSTR Huntsman also pointed 
out Vietnam\'s tariff roadmap should approximate WTO rates 
and not have spikes 

WTO. In light of this process 

consider phasing out local content requirements. MPI Phuc 
replied that he understood this issue and that the GVN 
recently abolished the local content requirement for 
motorcycles. 


ire pleased with the cooperation they have enjoyed over the past year with the U.S. Customs inspect 
als with John McNiesh, Eastern European Desk Officer for the Canadian Department of Foreign Affaii 
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TEXTILE NEGOTIATIONS 


11. (SBU) DUSTR Huntsman expressed appreciation that 
Vietnam had offered dates for a second round of textile 
negotiations (the week of April 7) 

Vietnam needs to offer a counterproposal in advance of these 
discussions. There are buyers and company boards of 
directors who want to know what is coming and need this 
matter settled so that they can make business decisions. 
DUSTR Huntsman also pointed out that the USG waited 14 
months before beginning negotiations. He assured his 
counterparts that the U.S. would be fair 

and Vietnam must wrap the negotiations up quickly. 


12. (SBU) Both DPM Vu Khoan and MOT Tuyen affirmed that the 
GVN is ready to negotiate and implement an agreement. 
However 

VvitalityV' of the BTA. Furthermore 

consider Vietnam\'s overall potential as a producer. The 

U.S. should not simply look at current export numbers 

because \"sometimes reality is unrealistic.\" While the 

increase in Vietnamese textile exports to the U.S. is 

remarkable 

huge U.S. market. 


13. (SBU) MOT Tuyen noted the large amount of U.S. cotton 
imported by Vietnam. He stressed the importance of the 
textile and apparel industry to Vietnam 

textiles account for a significant portion of Vietnam\'s 
export revenue (after stripping out coffee and marine 
products). Because Vietnam has less agricultural land per 
person than China 

redundant farm workers to industrial jobs 

offered in textile and garment production. If Vietnam does 
not succeed in this effort 

additional stresses on the forest and environment would 
occur. He further emphasized that Vietnam is a growing 
market. With additional quota 

foreign exchange to purchase U.S. products 

and other high-tech goods 

participation in infrastructure projects. In addition 

Tuyen said that he did not think that the U.S. wants its 
market full of Chinese products. 


14. (SBU) During his discussion on this subject 

Khoan emphasized that the two sides should work to expand 
their bilateral relations with a long-term vision and on the 
basis of stability. This concept is crucial for both sides 

and the Southeast Asian region as a whole. The fact that 
negotiations have begun is a good step 
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Next April when negotiations resume 

discussions and the GVN will present its ideas to the U.S. 
side. 


WTO AND BEYOND 


15. (SBU) Although it will be important for Vietnam and the 
U.S. to make progress on some of the current difficulties in 
the relationship 

finishing textile negotiations in April 

emphasized that both sides should also focus on the long- 
term relationship. This goal fits with President Bush\'s 

vision of the Enterprise for ASEAN Initiative (EAI) 

recognizes the importance of ASEAN and ensures that the two 
sides grow and develop together through increased trade 
links. The U.S. wants to help Vietnam join the WTO 

perhaps negotiate a Trade Investment Framework Agreement 
(TIFA) 

DUSTR Huntsman noted that the USG will participate in the 
WTO working party on VietnamVs accession that is tentatively 
planned for May in Geneva. The GVN must take advantage of 
this preparatory stage 

several areas in which Vietnam can begin preparing for 
membership today by putting the right rules on the books. 

BTA implementation will also help prepare Vietnam for WTO 
accession. 


16. (SBU) DPM Vu Khoan noted that the GVN is looking 
forward to the sixth working party. Although a number of 
countries have indicated an interest in having bilateral 
negotiations with Vietnam 

with a limited number of countries 

Zealand. The GVN is 

opportunity to assess its partners\' sentiments during the 
working party. DPM Vu Khoan agreed that Vietnam must use 
its time to prepare for WTO accession. The National 
Assembly has 117 bills and amended laws on its agenda 
through 2005. The National Assembly is also in the process 
of reforming the process of law making 

accelerate the reform process. 


17. (SBU) MOT Tuyen welcomed the EAI as well as possible 
technical assistance WTO issues. However 

implementation remains an issue. MOT Tuyen stressed his 
personal view that the U.S. should not seek to negotiate 
separate agreements with individual ASEAN member states 
should try to negotiate with ASEAN as a group. As most 

tariff rates among ASEAN countries drop to between zero and 
five percent in 2006 

ASEAN. DUSTR Huntsman reaffirmed the U.S. commitment to 
working more closely with ASEAN and the increasing 
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importance of an integrated market. However 
members are clearly ready to move faster than others. 


18. (SBU) COMMENT: Throughout DUSTR Huntsman\'s meetings 
he noted that the U.S.-Vietnam bilateral relationship has 

two tracks - a problem-solving track and an opportunities 

track. While both sides must work on the \"problem-solving 
track\" in addressing the wide range of issues 

also pursue the \"opportunity track\" to build the long-term 
relationship. In their meetings 

and MPI Phuc generally agreed with this approach 

the right notes on most problems and opportunities. 

However 

response regarding the proposed increase in auto tariffs 
remains an area of concern 

disastrous effect on Ford and GM/Daewoo investments and the 
investment climate in general. 


19. This cable was cleared not cleared by USTR. 
BURGHARDT 
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government weekly \"The Sunday Mirror\" (03/23) 
comments: 


\"The decision by the United States and its 
allies to launch a military attack on Iraq 

without the endorsement of the United Nations 
has seriously undermined the world 
organizationVs integrity. .. Prominent global 
leaders have argued the case for a peaceful 
resolution of the Iraq question within the U.N. 
framework but 

George W. Bush and his British and Spanish 
allies have stubbornly refused to budge 
choosing instead to plunge the world body into a 
potentially fatal credibility crisis. The 

ongoing attacks on Iraq are in open defiance if 
the U.N. Charter and customary international law 
and 

aggression. .. The unilateral decision to 

strike Iraq by the U.S. has introduced a 
dangerous precedent in the conduct of 
international relations. . . .\" 


3. Under headline \"Most unpopular war\" the 
independent daily \"The Daily News\" (02/22) comments: 


\"The United States\' war against Iraq. . .is 
probably the most unpopular war a U.S. President 
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has ever initiated... The U.N. will be 
criticized for a long time for not coming up 
with a forthright condemnation of the U.S. and 
Britain for playing the Lone Ranger and Tonto. 
The hope around the world is that there will be 
few civilian casualties and minimum destruction 
of lraq 
imposed after the Gulf War of the 1990s. Saddam 
Hussein may be a warmonger and a dictator 
dialogue ought to have been given a chance. 
There was no cause for the U.S. to decide on war 
regardless of the potential for inciting 
reprisals against its allies and another 11 
September outrage on its own. All that will be 
on George W. Bush\'s head.\" 
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the government-controlled weekly \"The Sunday Mail\" (03/23) 
an opinion article by the newspaper\'s Political Editor 
Munyaradzi Huni. Huni accuses the United States and 
Britain of leading a campaign \"to spread imperialism.\" 
Excerpts follow: 


2. VMy heart bleeds for the people of Iraq. May the 
powerful and all-conquering God see to it that good 
triumphs over evil. But 
hell does the U.S. think it is anyway. . .?V Over 
300 
ashes. . .not only to remove Saddam Hussein from 
power but to spread imperialism in that region. 
America knows that defeating Saddam Hussein is the 
first and biggest step in conquering the Moslems 
around the world. All the talk about weapons of 
mass destruction is just propaganda to justify the 
killing of innocent lives in Iraq. Mr. Blair knows 
the price for not supporting America... If 
Britain fails to support America 
that once Mr. Bush finishes the project in other 
countries 
So while Iraq is thousands of kilometers away 
is happening there could happen to Zimbabwe because 
the reasons why they are bombing Iraq are the same 
reasons why they imposed sanctions against Zimbabwe. 
It\'s all about spreading this new kind of 
colonialism. .. Once they finish the project in 
Iraq. . .Mr. Bush and Mr. Blair are likely to turn 
their attention to North Korea 
accuse of having weapons of mass destruction. After 
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North Korea 
will be pounding 
that Mr. Bush and Mr. Blair\'s efforts to spread 
imperialism will continue because their madness and 
hunger to rule the world knows no bounds. Isn\'t it 
time this madness is put to a quick stop. . . .\" 


SULLIVAN 
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fighters\" -- international recognition 

the United States 

want and need money for development of \"their\" part of 
Sri Lanka (i.e. 

under their control). 


3. (C) Moragoda went on to make the following specific 
remarks re the talks: 


-- LTTE senior negotiator Anton Balasingham is V'very 
very\" worried about the Tiger navy (the \"Sea Tigers\"). 
The Sea Tigers \"feel caged 

resentment 

(Note: See Paras 5-6 regarding reports that the Sea 
Tigers were involved in the March 20 sinking of a 
Chinese fishing boat.) 


-- During the talks 
Balasingham at least twice a day. 


-- The LTTE said it wanted an expansion of the Sub- 
Committee on Immediate Humanitarian Rehabilitation Needs 
(SIHRN) so that the body can consider mid- and long- 

range projects for the north/east. Moragoda said the 

GSL would only agree to this if the LTTE agreed to talk 
about political structures and milestones to be reached 

prior to a final settlement. 


-- Moragoda said he was very worried about chain-of- 
command issues within the Sri Lankan military. He 
expressed concerns 

incident in which the navy attacked and sunk a LTTE ship 
off the northeast coast without what he considered a 
clear political go-ahead from GSL leaders. (Note: Due 
to this incident 

LTTE cadre 

talks. The navy asserts that the LTTE ship was carrying 
arms.) Overall 

military was \"too loose\" and that Prime Minister 
Wickremesinghe was not exerting enough control. 
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-- Moragoda said he felt that the Japanese hosts of the 
Hakone talks were \"out of their depth" on political 
issues. He added that he noticed tension between the 
Japanese and the Norwegian facilitators throughout the 
negotiations. 


-- At the end of the conversation about the talks 

Moragoda reflected and said that it had been important 
that the two sides had reached an understanding in 
Hakone that the ceasefire needed to be consolidated. 

The security situation needed to be managed very 
carefully 

would be a meeting between the Sri Lankan navy and Sea 
Tiger commanders in the next several weeks (see Para 4). 


4. (C) At the close of the talks on March 21 

sides issued a joint press statement through the offices 
of the Norwegian facilitators. (Note: The text of this 
statement was passed to SA/INS in Ref A.) Per the 
statement 

the following: 


-- Ceasefire Modalities: As noted by Moragoda 

sides discussed ways to avoid a repetition of recent sea 
confrontations 

sides agreed to meet within three weeks in order to 
review the February 2002 ceasefire agreement and find 
ways to improve on it in regard to sea-related issues. 
The two sides also agreed to establish clear modalities 
for handling GSL soldiers and LTTE cadre captured by the 
other party. (Note: There have a number of incidents 
in which the LTTE has detained GSL troops and police 
and refused to release them for days and weeks at a 
time.) 


-- Strengthening the Monitors: As part of the general 

effort to improve the implementation of the ceasefire 
agreement 

mandate and capacity" of the Norwegian-run SLMM. The 
two sides also agreed to \"guarantee the security" of 
SLMM personnel. (Note: The security of SLMM personnel 
became a major issue after monitors were forced to jump 
for their lives from a burning LTTE boat in February.) 


-- Federalism: Reconfirming their commitment to 
\"develop a federal system based on internal self- 
determination within a united Sri Lanka 
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discussed \"essential elements\" of federalism 

fiscal issues. (Note: Per Ref B 

with the Ambassador 

stated that the GSL had proposed an outline regarding 
long-term political issues to the Tigers. The PM was 

not clear on the exact nature of the GSL\'s proposal. He 
said the LTTE did not respond immediately 

to review the proposal. In an interesting aside 
Moragoda told the Ambassador that Balasingham had told 
him the following: V'You know 

final settlement until Ranil is president" In making 

this comment 

President Kumaratunga and others who have taken a 
critical stance toward the peace process. End Note.) 


-- North/East Local Elections: The LTTE indicated that 

it would Vfavorably consider" allowing the government to 
call new local elections in the north and east. (Note: 
Local elections in these two regions have been postponed 
for some time. In his conversation with the Ambassador 
Moragoda said Balasingham had confirmed the LTTEVs 
intention to consider seriously allowing these elections 

to go forward.) 


-- Human Rights: The press statement also reviewed a 
human rights V'road map" put forward by lan Martin 
former Amnesty International official. The road map 
among other matters 

to a \"declaration\" on human rights 

rights training for LTTE cadre and government personnel. 
Per Ref B 

road map at the talks 

time to review it. (Note: Moragoda said MartinVs 
presentation at the talks provoked yawns from both 
delegations.) 


-- Meeting Schedule: The two sides agreed to the 
following schedule of meetings: 


- April 29 to May 2 in Thailand 

- June 12-15 in Japan 

- July 15-18 in Europe (venue to be determined) 
(Note: The April/May and June dates are not new 
the July date is.) 


5. (SBU) As the talks wrapped up on March 21 
came in that the Tigers had apparently sunk a Chinese 


iress reports often contain errors or exaggerations; AmConsulate Adana does not vouch for the accur 
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fishing boat off the northeast coast in the early 

morning hours of March 20. Details are still sketchy 

but it seems that small boats with armed personnel 
attacked the Chinese boat about 20 or so miles off the 
LTTE-controlled coastal town of Mullaitivu. According 

to reports 

missing and feared dead (three bodies have been found 
so far). (Note: Most of those missing are Chinese 
nationals 

navy 

claims that the Sea Tigers carried out the attack. For 
their part 

involvement. The SLMM is still investigating the 
incident. The Chinese Embassy in Colombo has lodged a 
complaint with the Sri Lankan MFA and demanded a full- 
and-complete investigation. 


6. (C) When asked about the mysterious incident 
observers told us that they believed 

evidence 

They were not clear exactly why the Tigers may have done 
so 

felt that the Chinese fishing boat had gotten too close 

to sensitive LTTE military outposts near Mullaitivu and 
decided to sink the boat without checking its identity. 


7. (C) The fact that the talks went as well as they did 
provided a solid boost for the peace process. There had 
been real fears after the March 10 incident that the 
Tigers might boycott the talks or choose to use them as 
a platform to criticize the government. Except for the 
first day of talks when the Tigers discussed the 

incident in a non-rancorous way 

on the incident and seemed to go out of its way to make 
clear that it wanted to move forward with the peace 
process. Moragoda 

confidence that the Tigers want to make the process 
work 

Tigers certainly made things much easier for the 
government. The GSL had been taking a lot of flak from 
the Opposition re the peace process and will 

continue to do so. Nonetheless 

Tigers were cooperative in Hakone will make it harder 
for the Opposition to score political points. END 
COMMENT. 
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Suggested Press Guidance 


8. (U) Suggested press guidance follows below. Mission 
plans to issue guidance along these lines on March 25 
unless otherwise directed. 


Begin text: 


The U.S. has taken note of the talks between the 

Sri Lankan government and the Liberation Tigers of Tamil 
Eelam (LTTE) held in Hakone 

We are encouraged by the substantive and comprehensive 
nature of the talks 

federalism and human rights. Most importantly 

welcome the discussions on ways to improve ceasefire 
modalities. We hope these discussions will lead to a 
cessation of efforts by the LTTE to smuggle arms into 

Sri Lanka and prevent confrontations such as the one 
which took place off the northeast coast on March 10. 

It is positive that the two sides have agreed to meet 

again in April/May 

Norwegian government for facilitating the talks and the 
Japanese government for hosting them. 


Regarding the March 20 incident in which the LTTE 
reportedly attacked and sank a Chinese fishing boat 
note that information is still very sketchy. We support 
a complete and immediate investigation into what took 
place. We 

those missing will be found soon. 


End text. 
9. (U) Minimize considered. 
WILLS 
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travel to Vietnam until further notice\" is not the Mission\'s 
understanding of the current situation. Mission has merely 
deferred non-essential TDY travel. Some essential TDY travel 
continues 

assigned to Mission continues as planned. 


Action requested: Mission requests that the Department issue a 
corrected travel warning immediately. 


2. In addition 
situation via the warden system on Monday afternoon (March 24th). 
Mission would like to update and re-send the content of this 
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message daily. 


3. BEGIN TEXT OF WARDEN MESSAGE SENT. 


Further to this morning\'s message 
of the SARS situation. The picture is actually a bit improved 
today: 


Authorized departure of Embassy family members: 

Although WHO and CDC say the situation is confined and effective 
steps have been taken to isolate those suspected of being 
infected by SARS 

of mission families 

Ambassador has requested 

voluntary departure for dependents of Embassy and Consulate 
staff. (We do not yet have an indication of how many family 
members 

The following statistics were taken from the World Health 
Organization\'s (WHO) website. This site is updated regularly and 
can be found at www.who.int/csr. Additional information can also 
be found on the US Centers for Disease Control website at 
www.cdc.gov. 


SITUATION AS OF MARCH 22 

Worldwide 

that case meets certain criteria based on serious symptoms 

described on the WHO and CDC websites. Although these symptoms 
are strong criteria in an area with SARS 

some cases that are caused by other diseases unrelated to SARS. 
While some laboratory data suggest possible viruses as being 
responsible 

can positively detect SARS. 


Worldwide: 

Number of cases worldwide: 386 

Number of deaths worldwide: 11 

Suspected and/or probable cases are found in the following 
countries: Canada 

Administrative Region of China 

Slovenia 

United States 

The WHO\'s website indicates 22 suspected cases in the United 
States on March 22nd 


Vietnam: 

(These figures do not include the \"index patient" who came in 
from Hong Kong 

and sadly 

Number of cases in Vietnam: 63 

Number of deaths in Vietnam: 2 


asilia 606 1. (U) Summary. The Brazilian economy grew a modest 1.5% in 2002, as a strong export 
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Unofficial Reports: 


Unofficial reports indicate that there were two new \"probable\" 
cases admitted to Bach Mai hospital this weekend - both 
epidemiologically linked to health care workers at the Hanoi 
French Hospital. 


Unofficial reports further indicate: 

-One patient who was on a mechanical respirator was extubated 
leaving 2 patients on ventilators and 4 patients in critical 
condition. 

-Most other patients remain stable and many are improving. 
-Worldwide the rate of fatality among SARS cases is 3%. 

-Two patients have recovered and been determined to be no longer 
infectious to others and released to go home. 

-The condition of the boy medically evacuated from Ho Chi Minh 
City to Taipei continues to improve. 

-The incubation period for SARS has passed and the boy\'s 65 
schoolmates who were on the same school trip have all been 
determined not to have contracted SARS. 

-There were two other possible SARS cases in Ho Chi Minh City 
but both have been ruled out. 


We hope this information is helpful. Please look for further 
updates each morning. 


4. End text of warden message sent. 


5. Given the time difference and the necessity to awaken OCS 
duty officer to obtain clearance for warden messages 

requests blanket clearance to update the content of the above 
message and send the updated information each morning. 


6. Mission also requests clearance to add the following 
correction to tomorrow morning\'s warden message: 

\"Further to our warden message issued on the morning of March 
24th 

to Vietnam is not suspended. Some officials coming for non- 
essential purposes have been asked to defer their travel. 
Officials assigned to Vietnam and some official visitors continue 
to travel to and from Vietnam. The department of state remains 
concerned about the unavailability of adequate healthcare in 
Vietnam and continues to recommend that non-essential travel or 
stays in Vietnam be deferred. 


7. WHO and CDC 

is confined in Vietnam and effective steps have been taken to 
isolate those suspected of being infected by SARS. Barring any 
new introduction of SARS to Vietnam 

situation is contained. 


According to official figures, UAE oil exports to Japan increased 20.6% in January 2003 from Decerr 
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Column 3 
BURGHARDT 


6696 

6697 

released it to Coalition naval forces. The UAE Navy was 
also trying to locate the motor vessel \"MARWAN\" 

be in UAE waters or in port. Like the "BUSHRA ΙΝ" 
\"MARWAN\" is suspected of being involved in mining 
operations in the Gulf on behalf of the Iraqi regime. 


7. (C) RSO confirmed that security inspection of American 
and FSN employees at the Embassy would begin tomorrow 3/25. 
Inspections will occur on a random 


8. (S) ORCA and DAO mentioned a number of recent 
uncorroborated threat reports of an impending attack 
against American interests in the Gulf 

were no specific threats related to the UAE. 


9. (U) PAO reported that stories of Iraqi civilian 

casualties and the U.S. POWs dominated the local papers 
today. Today\'s local press contained little coverage of 
General Abizaid\'s news conference 

fact that the conference occurred at 2300 local time -- too 
late to make the newspapers. 


10. (U) Unlike Abu Dhabi TV 

news reporting -- for example 

of the U.S. POWs -- satellite-channel Sharjah TV\'s backdrop 
showed repeated stills of the bombing of Baghdad. Sharjah 
TV also hosted yesterday UAE lawyer Dr. Mohammed Al-Rukn 
who quoted a British general from the 1917 occupation of 
Baghdad and suggested that the U.S.-led Coalition intends 

to occupy Iraq and steal its natural resources. Abu Dhabi 

TV and Al-Arabiyya channels showed footage of Iraqi 

civilian casualties in hospitals. 


11. (U) Abu Dhabi Iraq Task Force/EAC will reconvene at 
1000 local time 


12. (U) Iraq Task Force/EAC members in attendance included 
AMB 
ADMIN 
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6. (C) Comment: When combined 

lack of planning by individual businessmen and Kuwaiti 
complaints during the pre-war period seem to paint a picture 
of a business sector ill-prepared to operate outside the 
protective cocoon of a Kuwaiti business environment 
personal influence 

Kuwaiti businesses hoped to partner with U.S. companies 
Kuwait\'s antiquated business laws are a direct and often 
insurmountable obstacle to companies looking to enter the 
Kuwaiti market 

base. (Foreign companies are required to have a Kuwaiti 
majority stakeholder 

Kuwaitis are serious about entering a liberated Iraqi market 
they will need to develop a serious plan to do so. End 
Comment. 

JONES 
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OF THOUGHT 


1. (U) Summary: Istanbul contacts claim the overall climate 

for free expression continues to improve. While the GOT 
continues to censor works dealing with the Kurdish issue and 
other sensitive topics 

strengthened the underlying legal basis for freedom of 
expression. The film \"Ararat 

of the most sensitive political issues in Turkey 

massacres of Armenians in the Ottoman Empire during the early 
twentieth century 

release in Turkey. These Istanbul contacts ascribe most 
problems with censorship not to specific government policies 
but to narrow-minded bureaucrats who are stubbornly resistant 
to change. End Summary. 


Freedom of Thought Movement 

2. (U) Author and free speech activist Sanar Yurdatapan 
described the work of his Freedom of Thought movement 
began in 1995 as a signature campaign in support of renowned 
author Yasar Kemal 

he had published in a national daily. Using a Turkish law 

that held writers and publishers equally responsible for 

their publications 

\"re-published\" Kemal\'s letter 

prosecutors to open cases against all of them. The cases 


E BUT UNCLASSIFIED. 1. (sbu) Summary. Royal Jordanian Airlines plans to shuttle passengers b 
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dragged on for years 

the defendants. In the meantime 

these tactics and began to publish regular compilations of 
writings and transcripts that had been subject to 

investigations and trials 

\"publishers\" to publicize the cases and shame the system into 
acquitting the defendants. The movement continues to publish 
one or more pamphlets each year and supports the original 
defendants in their legal battles in the courts. 


Film Review and Rating Commission 

3. (U) Film directors 

fare somewhat better than their prose counterparts. Unlike 
publishers 

submit films to the Review and Rating Commissions (RRC) for 
an age-based suitability rating and prior approval before 

they can distribute them to theaters. Legislative reforms in 
1991 established a Lower RRC with 3 members (2 appointed by 
the industry 

members (4 appointed by the industry 

by the National Security Council). Only particularly 
controversial and sensitive cases are submitted to the Higher 
RRC. According to Bedahattin Cetin 

(a film distribution company specializing in foreign and 
artistic films) and Vice President of the National Film 
Platform (an industry coalition) 

denied marketing approval since the RRCs were established. 
That film 

approval by the courts (and won national accolades) 

the director herself is still the subject of an ongoing court 
case. 


\"Ararat\": No Problems Expected 

4. (U) Cetin currently owns the distribution rights for 
\"Ararat 

the mass killing of Armenians that took place in 1915 in the 
waning days of the Ottoman Empire. Cetin told poloff that he 
expects a very limited demand for the film 

than three screens. Although there were local press reports 
last year when the film first came to public attention that 

the then-National Security Council described it as the 
greatest threat to Turkey since \"Midnight Express 

assured poloff that he has not experienced 

anticipate 

Turkey. \"In fact 

congratulated me on taking the initiative 

Cetin did note that he planned to edit a particularly violent 


Column 3 

and shocking rape scene 

claims that 

admitted that the same scene had been edited for U.S. 
distribution). Cetin\'s primary concerns are about the 
timing of the filmVs release in relation to a possible war in 
Iraq. 


Narrow-Minded Bureaucrats 

5. (U) Both Yurdatapan and Cetin told poloff that the primary 
obstacles to freedom of expression are narrow-minded 
bureaucrats who are generally inclined to ignore legislative 
changes that protect the rights of writers 

film makers. Asked whether there might be a link between the 
level and type of harassment and which political parties are 
in government 

pattern. According to Yurdatapan 

cases filed against writers and journalists are eventually 
dismissed in the courts. The cases and trials themselves 
however 

films 

admitted that local governors still have the authority to 

pull films from the theaters and send them to court if they 
believe they are subversive. The American film V'Basic 
Instinct" and the Iranian-Kurdish film V'A Time for Drunken 
Horses 

provinces on the order of local governors (the former for its 
explicit sexuality 

Kurds). The courts overturned the bans in both cases and the 
increased publicity that resulted led to long and successful 
runs in the theaters. 


Comment 

6. (U) If the opening of \"Ararat\" goes as smoothly as Cetin 
predicts 

date 

a broad loosening of state censorship. The Publishers\' 
Association of Turkey reports that 

cases against 67 books and leveled charges against 35 
publishers and 48 writers; in 2001 

against 42 books 

continues to level charges of separatism against writers and 
publishers of works dealing with the Kurdish issue or using 
the word \"Kurdistan.\" 

ARNETT 
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'e investigations of murdered American citizens and labor leaders, to beef up his office on money laur 
gan is a candidate for Parliament in the special March 9 election in Siirt province. Assuming he wins 
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also trying to locate the motor vessel \"MARWAN\" 
be in UAE waters or in port. Like the "BUSHRA ΙΑ" 
\"MARWAN\" is suspected of being involved in mining 
operations in the Gulf on behalf of the Iraqi regime. 


7. (C) RSO confirmed that security inspection of American 
and FSN employees at the Embassy would begin tomorrow 3/25. 
Inspections will occur on a random 


8. (S) ORCA and DAO mentioned a number of recent 
uncorroborated threat reports of an impending attack 
against American interests in the Gulf 

were no specific threats related to the UAE. 


9. (U) PAO reported that stories of Iraqi civilian 

casualties and the U.S. POWs dominated the local papers 
today. Today\'s local press contained little coverage of 
General AbizaidVs news conference 

fact that the conference occurred at 2300 local time -- too 
late to make the newspapers. 


10. (U) Unlike Abu Dhabi TV 

news reporting -- for example 

of the U.S. POWs -- satellite-channel Sharjah TV\'s backdrop 
showed repeated stills of the bombing of Baghdad. Sharjah 
TV also hosted yesterday UAE lawyer Dr. Mohammed Al-Rukn 
who quoted a British general from the 1917 occupation of 
Baghdad and suggested that the U.S.-led Coalition intends 

to occupy Iraq and steal its natural resources. Abu Dhabi 

TV and Al-Arabiyya channels showed footage of Iraqi 

civilian casualties in hospitals. 


11. (U) Abu Dhabi Iraq Task Force/EAC will reconvene at 
1000 local time 


12. (U) Iraq Task Force/EAC members in attendance included 
AMB 

ADMIN 

Wahba 
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technology 

that any member of the SPDC\'s senior leadership had 
authorized the eavesdropping. Nevertheless 

for his mission 

is to be accorded all sources 

had no choice but to suspend his mission on the spot. 
Pinheiro added that he will not return until there is an 
acceptable explanation of the incident by the government 
a re-commitment by the government to all the guidelines for 
his mission. 


Assessment in Shan State 


4. (C) On a more positive note 

agreement in principle with Secretary 1 Khin Nyunt on March 

21 regarding a UNHCR assessment of the allegations of rape 

and other government violence against ethnic minorities in 

Shan and Karen States. The exact modalities for the UNHCR 
assessment have to be worked out in negotiations with the 
SPDC\'s Brigadier General Than Tun and Deputy Foreign Minister 
Khin Maung Win. However 

mandate would include allegations of forced relocations and 

the use of child soldiers 


Political Prisoners 


5. (C) Pinheiro indicated that he did not make much progress 
in regard to political prisoners. In fact 

have been some stiffening in the government position. The 
government had provided the names and other identifying 
information on the 115 prisoners released last November 

well as the 48 released this year. However 

draw a distinction between prisoners who were members of 
political parties 

believes that only the former are political prisoners 

Pinheiro and the ICRC have been firm in asserting that all 

1 

should be released immediately. The GOB was also cautious 
about commitments to new releases. While they indicated that 
they would continue to release aged or sick prisoners on 
humanitarian grounds 

release of political prisoners. 


Political Dialogue 


6. (C) Finally 

between the National League for Democracy and the SPDC had 
fallen victim to mutual suspicions. Each side accused the 

other of being insincere 

according to Pinheiro. The SPDC in particular complained 

that the NLD had not responded to their gestures in releasing 


:S OF NO VIOLENCE AGAINST TURKMEN IN WAKE OF LARGE ANTI-TURK DEMONSTRATION | 
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Aung San Suu Kyi and other political prisoners 

offices to re-open and allowing senior NLD leaders to travel 
freely throughout Burma. The NLD meanwhile continued to 
assert that there was no \"real dialogue.\" (Note: Pinheiro 

told COM privately after the meeting that the GOB\'s claim 

that Brigadier General Than Tun has meet with ASSK ten times 
since the Special Rapporteur\'s visit in November was 
confirmed by ASSK. However 

not resulted in any substantive dialogue. End Note.) 


7. (C) Pinheiro was also mildly sarcastic regarding Aung San 
Suu Kyi and the other NLD leaders. They wasted 

hour of his three-hour meeting with them on a pointless 
semantic debate regarding \"principled engagement 

had used in his report. He defended the concept 

would proceed as he described in the report 

agreed to drop the use of the term 

offensive. 


Next Steps 


8. (C) According to Pinheiro 

court. It has \"to demonstrate that it wants to continue\" 
with the Special Rapporteur\'s visits. That will require an 
explanation of the eavesdropping incident and guarantees 
against any further incidents like it. In addition 

said 

soon on the modalities for a UNHCR mission to Shan and Karen 
States (along with donor funding for the mission). If those 
conditions could be met 

consider returning in May. 

Martinez 
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BROADCASTING OF FOOTAGE OF DEAD U.S. SOLDIERS AND U.S. POWS. 
ALSO IN VAL ITTIHAD 

IRAQ IS IN PEOPLE\'S HEARTS WORLDWIDE 

CONQUEST 

THE INITIATIVE" REITERATED THE IMPORTANCE OF SHEIKH ZAYED\'S 
INITIATIVE FOR SADDAM TO STEP DOWN. END SUMMARY. 


2. HEADLINES FOR 3/24 INCLUDE: 


--\"AL KHALEEJ 

AND FULL-SPREAD COLOR PHOTOGRAPHS OF THE DEAD AND CAPTURED U.S. 
SOLDIERS. 

--\"BROADCAST OF PRISONERS CONFUSES WASHINGTON AND BUSH ADMITS 
\FIGHTS ARE HARD\\"; "FIERCE BATTLES IN THE SOUTH; 15 AMERICAN 
SOLDIERS KILLED\"(AL KHALEEJ) 

--"IRAQI FORCES FIGHT BACK\" AND V'IMAGES OF DEATH 

ARABS\" (GULF NEWS) 


JSAID/A, DCHA/AA, DCHA/RMT, DCHA/OFDA, DCHA/FFP, DCHA/OTI, DCHA/DG, ANE/AA AND U: 
386 COMMENT: EFMs: Of the 19 EFMs remaining at post, 9 have decided to leave and will d 


ess reports often contain errors or exaggerations; AmConsulate Adana does not vouch for the accura 
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--\"ENCIRCLING BAGHDAD FROM THREE SIDES\" AND \"THE AMERICAN 
PRESIDENT WARNS TURKEY AGAINST INTERFERING IN NORTHERN IRAQ\" (AL 
ITTIHAD) 

--\"AMERICAN ATTACKS CONFUSED POLITICALLY 

INFORMATION-WISE:;\" \"385 CIVILIAN CASUALTIES 

SOLDIERS\" (AL BAYAN) 


3. A 3/24 FRONT-PAGE ARTICLE IN SHARJAH-BASED PAN-ARAB DAILY \"AL- 
KHALEEJ\" REPORTED THAT AN ISRAELI MISSILE WAS USED IN THE RAIDS 

ON IRAQ AND THAT THIS INFORMATION WAS CONFIRMED BY ISRAELI 

DEFENSE MINISTER SHAOUL MOFAZ. ANOTHER \"AL-KHALEEJ\" ARTICLE 
CLAIMED THAT WASHINGTON HAS MADE THE BROADCASTING OF FOOTAGE OF 
THE POWS INTO A LEGAL ISSUE AND HAS REQUESTED ALL SATELLITE 
CHANNELS NOT TO BROADCAST THESE IMAGES. 


4. ARABIC DAILIES HAVE NOT YET REPORTED ON GENERAL ABIZEIDYS 
3/23 BRIEFING. \"GULF NEWS\" CARRIED A FRONT-PAGE REPORT ON THE 
BRIEFING QUOTING THE GENERA\'S REMARK THAT V'YESTERDAY WAS THE 
TOUGHEST DAY OF RESISTANCE." 


5. UNDER THE HEADLINE \"BACK TO THE INITIATIVE\" 
PAN-ARAB DAILY V'AKHBAR AL ARAB\" EDITORIALIZED ON 3/24: 


V... OUR OBLIGATION REQUIRES THE INTERVENTION OF THE 
INTERNATIONAL AND REGIONAL (COMMUNITY) 

INITIATIVE 

THIS IS THE RIGHT TIME TO ACT ON AND COMPLETE THE LEGAL ASPECTS 
OF THIS INITIATIVE 

EXIT FROM WAR." 


6. CONDEMNING THE BROADCAST OF PHOTOGRAPHS OF DEAD AMERICAN 
SOLDIERS AND AMERICAN POWS AS UNACCEPTABLE 
DHABI-BASED SEMI-GOVERNMENT \"AL ITTIHAD\" 3/24 SAID: 


V... BROADCASTING PICTURES OF DEAD 

BLOOD 

TERRIFIED OF THE BRUTALITY OF THEIR CAPTORS 

OFFENDS ALL INTERNATIONAL REGULATIONS AND ALL HUMAN VALUES. THIS 
WILL NEVER GIVE THE EFFECT DESIRED BY THE BROADCASTER; ON THE 
CONTRARY 

ONLY AMONG THE PEOPLE INVOLVED IN THE WAR 

WHO ARE THOUSANDS OF MILES AWAY...\" 


7. NOTING THE NEGATIVE CONSEQUENCES OF THIS WAR ON THE WORLD AND 
THE REGION 
EDITORIALIZED 3/24: 


V... BUSH'S HAWKS PLAN TO CHANGE THE UN 

WHICH CONSISTS OF FRANCE AND GERMANY 

SYRIA 

AND ANY COUNTRY THAT BOTHERS THEM. THESE PLANS INDICATE THAT THE 
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KNIFE THAT IS NOW IN IRAQ WILL MOVE ON TO REACH MANY NECKS 
ELSEWHERE IN THE WORLD...\" 


8. DESCRIBING THIS WAR AS ONE IN SUPPORT OF ESTABLISHING 
\"GREATER ISRAEL 
SHURUQ\" EDITORIALIZED 3/24: 


\"THE WAR ON IRAQ HAS BEGUN 

STOP THE U.S. IN ITS SCHEMES TO DESTROY THE IRAQI LAND 

AND HISTORY WILL FAIL. MOST IMPORTANT (TO THE U.S.) IS TO 
IMPLEMENT THE PLAN--THAT IS 

AND TO SUPPORT THE ESTABLISHMENT OF GREATER ISRAEL. BOTH THE 
TRADITIONAL AND THE NEW ZIONISTS 

AMERICAN-JEWISH CHURCH 

LEADING WASHINGTON TO THIS WAR OF ANNIHILATION ON BAGHDAD 
THEN THE ARABS AND MUSLIMS 

OF GREATER ISRAEL ...\" 

9. UNDER THE HEADLINE \"LONGER WAR 

ENGLISH-LANGUAGE DAILY \"GULF NEWS\" EDITORIALIZED ON 3/24: 


V... BUT AS ALWAYS 

WAR 

BE PAID BY THE VERY PEOPLE THAT THE AMERICANS SAY THEY HAVE SET 
OUT TO HELP: THE IRAQI POPULATION... THE U.S. HAS NO CHOICE BUT 

TO TAKE ALL NECESSARY MEASURES TO AVOID A PROLONGED WAR. IT IS 
ABOUT TIME FOR THE U.S. TO CONFRONT THE TRUTH... THE SOONER IT 
DOES SO THE BETTER 

ITSELF ENTANGLED IN ITS OWN WEB OF LIES.\" 


10. CRITICIZING THE CRUDE LANGUAGE USED BY IRAQI MINISTER OF 
INFORMATION 
VAL ITTIHAD\" ON 3/24: 


V... AL SAHHAFVS DICTIONARY DEPARTED FROM THE USUAL 

AND PATIENTLY-CHOSEN LANGUAGE OF DIPLOMACY. IT EXCEEDED THE 
LANGUAGE OF ANGER AND WAS MOSTLY SWEARING AND USE OF UNSUITABLE 
ADJECTIVES IN FRONT OF THE WORLDVS TV CHANNELS. THIS SHOULD NOT 
BE THE CASE 


11. IN AN EMOTIONAL ARTICLE ABOUT IRAQ 
SULTAN WROTE IN DUBAI-BASED BUSINESS-ORIENTED \"AL BAYAN\" ON 3/24: 


V... IRAQ IS GETTING BIGGER AND BIGGER IN OUR HEARTS AND THE 
HEARTS OF THE PEOPLE OF THE GLOBE 

INCREASING AND THEY ARE SUCKED INTO THE SWAMP. THE VLAND OF 
BLACKNESSY IS STILL RESISTING 

OF THE MONGOLS AND HULAGUVS CATAPULTS. IT IS ALWAYS GOING TO BE 
AL-RASHIDVS CAPITAL 

COLLECTIONS OF POETRY. THE VLIBRARY OF ΤΗΕ WORLDvY (IRAQ) IS 
ARROGANT AND WILL ALWAYS BE SO IF GOD WILLS" 


anal coordinator Fatma Baykal 2/7 to explore ways to energize program activities. Baykal advised the 


nmary and Action Request. On February 19, 2003, the Honduran Ministry of Agriculture, along with tl 
ry 19. Corado agreed that the DPRK\'s announced intention to withdraw from the Treaty on the Non- 
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Iraqis and the Coalition forces. All papers highlight 

the capture of American POWs on their front pages 
include photos taken from television footage. One 
paper\'s banner headline reads \"A day packed with 
losses for the American and British forces\". Another 
lead story highlights remarks made by Jordanian Prime 
Minister 

held yesterday. The Prime Minister spoke about the 
expulsion of three Iraqi diplomats from Jordan and 
stressed that there are no military activities against 
Iraq from Jordan. The Prime Minister also declared 
that the government of Jordan would launch V'extensive 
efforts\" to stop the war. 


Editorial Commentary 
-- VBrutal American raids V 


Daily columnist Fahd Fanek writes on the back page of 
semi-official 

(03/24): V'They [Americans] say that they are not 
targeting the Iraqi people but Saddam Hussein. If 

this true 

bombs on Iraq? If they knew where Saddam Hussein was 
they would only need a single bomb 

thousands of bombs is meant against the Iraqi people. 
The point is that they [the Iraqi people] become 
shocked and awed by the brutality of the American 
bombing 

world. This war is not a secret one. The world is 
following it live on their television screens.. This 

public coverage has exposed the level of brutality and 
blood-thirsty nature for shedding Arab blood and has 
produced great anger in not only Arabs and Muslims but 
also in every honorable human being with a sense for 
what is going on in the world. America is not 

standing in the face of only the Iraqi people 

also in the face of all the people of this world. 

America has come to isolate Iraq 

isolated itself. It has come to disarm the weapons of 
mass destruction 

of those weapons. It has come to implement Security 
Council resolutions 

the Council 

This is not the third Gulf war. It is rather the 

second American-Arab war. Does Bush now know that his 


for Reasons 1 .5 (b,d) 1. (U) Summary: After years of internal debate, anendments to Yemen\'s 1€ 
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actions make up the answer to his question: \"Why do 
they hate us?\" 


-- \"Is there not a joint Arab action" 


Center-left 

(03/24) editorializes: \"The fourth day of the 

American war on Iraq was not one of the "happy days\' 
for Washington and London. The media confusion and 
the conflicting stories exposing much false 

information and lies about the battles and the size of 
losses showed without a shadow of a doubt that what is 
happening on the ground is completely different from 
what the American and British spokespeople are saying 
and promoting.. The images of children and innocent 
victims in Basra shook the minds and hearts and 
thwarted the "fairy tale of a clean war\' that 

Washington had promoted. Yet 

resorts to excessive use of power in the coming days 

it would likely make this war 

legitimacy 

fears strengthen the need to launch diplomatic and 
political initiatives that would put an end to this 

crazy war and would restore respect to diplomacy and 
international legitimacy 

result of America\'s arrogance and Washington\'s 
determination to beat the drums of war without any 
consideration to the Security Council 

Charter and calls of millions of human beings to stop 
the war.\" 


-- VWhere is international legitimacy?\" 


Daily columnist Bater Wardam writes on the op-ed page 
of center-left 

(03/24): V'The dust of battles 

confrontations must not suggest that the war is matter- 
of-fact or that it enjoys legitimacy. The reality is 

that three countries 

Australia 

Council authorization 

is a member of the United Nations.. If the United 
Nations fails to stand up to the big aggressor 

its role and moral credibility are as good as 

finished. The responsibility now lies on the 

shoulders of the Secretary General 

Council and member states. If they choose to live in 

a jungle led by the United States 

their duties now; but if they want to restore respect 

to the United Nations 

role of condemning and rejecting the American invasion 
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and stress the illegality and illegitimacy of this 
invasion.\" 


-- \"lraq steadfastness and American confusion\" 


Daily columnist Yaser ZaVatreh writes on the op-ed 
page of center-left 

Dustour (03/24): \"It is a sure thing that the 
American and British forces are trying hard to avoid 
striking against civilians and are striving to be 
accurate in selecting their military targets 

the fact that a large number of civilians have fallen 
victims. This concern does not stem from any 
compassion for the Iraqi people 

the repercussions of the Arab and international public 
opinion.. It is also safe to say that the Iraqi 
resistance was a surprise 

but also for all observers. The silliness of remarks 
about the Iraqi desire to embrace and receive the 
invaders with open arms is proven. This is in 
addition to the presence of rejection that is enough 
to stir a confrontation that 

the Americans an easy victory.. The invaders are 
confused 

mistakes. It might not stop the course of occupation 
but it will make it difficult. History will write 

that Iraq did not surrender 

might at a time when regimes were watching with folded 
arms or opening their lands for the invaders.\" 
GNEHM 
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the existing program carefully and meticulously. We will not 
allow the economic program to collapse by giving as an excuse 
the difficult conditions. | believe we have to strengthen 

our fiscal and economic policies." 


-- VThe 2003 budget will provide a primary surplus of 6.5 
percent of GNP. Measures to prevent waste in the social 
security and health care systems have been undertaken. In the 
past two months 

and tax revenue was TL 580 trillion more than expected. The 
arrangements to eliminate redundant employment (in the public 
sector) are being dealt with urgently and will be resolved by 

the year-end.\" 


-- \"We expect the Fourth Review to be concluded in the first 
half of April....| have given the necessary instructions to 
all the ministers and civil servants. No one should take 


called Operation Northern Watch POLAD early March 5 to report that the night of March 4, the buildir 


'958: DECL 03/05/13 TAGS: EPET, PGOV, BEXP, ENRG, ECON, TC SUBJECT: (C) ABU DHABI ON 


(C) On the morning of March 5, a USMC convoy from Camp Commando had a 7-ton vehicle break o 
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into consideration any statements or behavior which are 
outside the program.\" 


4. (SBU) IMF resrep in Ankara told Reuters March 24 am that 
\"the IMF welcomes the commitments to economic policies made 
by Prime Minister Erdogan last night 

working with the Government to finalize the letter of intent 

for the Fourth Review. Resrep told us Erdogan had dropped 
specific policy measures contained in an earlier Treasury 

draft of the economic portion of the speech. Nevertheless 
resrep saw Erdogan\'s speech as an important first commitment 
by the new GOT to the IMF program. He said he understood 
Treasury was seeking to get full GOT approval for further 

fiscal measures 

of Ministers meeting. 


5. (SBU) Erdogan\'s speech is partly a reaction to a tough 
message from IMF headquarters delivered by resrep to Treasury 
U/S Oztrak on March 21. This message came after recent 
negative statements and actions by GOT ministers. On March 
21 

approval to lower electricity prices by 1.5 percent 

would also reschedule outstanding electricity payment 
arrearages amounting to TL 2.4 quadrillion lira. (This would 
contravene an LOI commitment not to reschedule any public 
sector receivables.) Also on March 21 

Minister announced he was moving forward on amending the 
Public Procurement Law (contravenes a commitment in the draft 
LOI). World Bank economist Jim Parks told us March 24 that 
Treasury told the Bank it would seek to kill both of these 
initiatives before they got before the Cabinet. 


6. (U) At 1;45 pm local time 

Minister) Cicek told reporters after a Cabinet meeting that 
the draft 2003 budget would include an additional $2.3 
billion of spending cuts and would obtain approval for the 
privatization of TEKEL. 


Markets Not Impressed; 
Concern with Dollar Outflow 


7. (SBU) Erdogan\'s speech did not lift the general 
pessimistic mood prevailing in the markets. Credit SuisseVs 
Istanbul analyst Berna Bayazitoglu wrote on March 24 am 
\"henceforth 


3/ONE/DGUGLIELMI 4500/ITA/MAC/DAS/WILLIAMSON 3131/CS/OIO/ANESA E.O. 12958: DECL 0 


14 unless military action jeopardizes the safety of civilian flights. Commercial airlines, however, may ( 


? following comments in response to reftel request for a summary of PostVs actions in 2002 to encour 


Column 3 
Zafer Kurtul 
sector bank 


7. (SBU) Kurtul said the major concern in the banks is with 
the outflow of foreign currency deposits. He said about 55 
percent of deposits in Turkish banks are currently 
F/X-denominated. Akbank has about $6.5 billion in F/X 
deposits and about 4 quadrillion ($2.5 billion) in lira 
deposits. He estimated about $20 million outflow of F/X 
deposits from Akbank in the past two days 

that in Turkey\'s less solid medium-size banks the outflow 
would be larger. F/X outflow takes the form of bank 
withdrawals in cash which stay in Turkey and transfers of 
deposits to foreign banks overseas. Kurtul added that this 
dollar outflow would not directly affect the GOT\'s ability to 
borrow from the banks in lira terms 

funding costs are not increasing at the moment. Turkish 
banks fund lira debt purchases currently from two sources 
the overnight money markets and lira deposits 

rates in both markets are currently stable. But he noted 
that the GOT has a major debt redemption in June in F/X 
terms 

he predicted that Turkish banks will raise their F/X deposit 
rates to try to stem the F/X outflow. 


8. (U) The worried tone of some press commentary may be 
supporting the beginnings of outflow of dollars from the 

banks. For instance 

Motorola deadbeat Cem Uzan) of March 23 carried an editorial 
entitled 

Salih Neftci 

readers that Turkey is headed towards bankruptcy and advises 
to pull money out of the banks. As of March 24 mid-day 

there is no sign of panic in the public or any runs on banks. 
PEARSON 
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last RJ flight from Baghdad (Amman 1661) remained at the 
airport. He said they were awaiting transit to third 
countries 

that they held valid visas 

training. The remainder 

Africa. Nowar said that passenger traffic continued to 
improve 


nd not for internet distribution. Market - Rally Continuing ------------------------- 1. (U) All Turkish mar 
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8. (C) No new issues. Inquiries remain light. NIV applicant 
numbers are up from yesterday 

normal. 


9. (U) PM Abul Ragheb 

al-Adwan held a joint press conference on the evening of 
3/23. Abul Ragheb: 

-- stated that Jordan is seeking V'to present new ideas and 
opinions that would be acceptable to the parties concerned in 
order to stop the military operations and save Iraq and the 
lives of its citizens. V 


-- reiterated the GOJVs long held public posture that Jordan 
\"is not party to the ongoing war and will never be used as a 
launching pad for a military operation against Iraq. V" 

-- categorically denied that U.S. military operations in 

Iraq\'s western desert had been launched from Jordan. 


-- publicly confirmed that shipments of Iraqi crude had 

stopped and 

-- said the GOJ had asked the Iraqi Embassy to remove five of 
its diplomats for V'performing acts that were incompatible 

with their diplomatic status and affect JordanVs security. V 
(today\'s newspapers quote Abul Ragheb as saying that Jordan 
later allowed two of the five to remain.) 


10. (C) Demonstration by approximately 400 persons currently 
underway at Al-Zaytouna University on the airport highway 
outside Amman on the morning of March 24. Police sources 
expect rallies today at Yarmouk University in Irbid 

University in Karak 

reportedly engaging in an informal work stoppage today in 
protest over the war. 


11. (C) Leaflets depicting a dead Iraqi child with half his 

head blown off are being circulated at street corners and 

traffic lights. The leaflets denounce the US and the UK as 
\"criminals\" and \"murderers\". (This is the same photo featured 
on the front page of yesterday\'s papers.) PSD is attempting 

to track down the source of the leaflets. 


Refugee/Humanitarian Issues 
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12. (C) UNHCR reports that two more Amcits crossed into 
Jordan from Iraq late on March 23. GOJ authorities gave them 
permission to go directly to Amman. Neither has contacted 
Embassy\'s consular section. 


13. (C) IOM reports that a second group of some 150 Sudanese 
left the Ruweished transit camp Sunday en route to Khartoum 
via an IOM-chartered RJ flight. 11 Egyptians were scheduled 

to leave Aqaba via bus that same evening. South African 
officials were scheduled to pick up eight \"human shields\" who 
arrived Saturday night. The camp population will be down to 
less than 100 after the above departures. UNHCR reports no 
new arrivals as of 1500 local time on March 23. 


14. (SBU) All major papers carried front page photos of the 
captured US soldiers 

resistance and setbacks to coalition efforts. Lead story: PM 
announced Jordan\'s launching of renewed diplomatic efforts to 
stop the war 

Vexcessive use of force\". 

GNEHM 
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THE IRAQ CRISIS\" THAT ALLOWED FOR THE PURCHASE AND PRE- 
POSITIONING OF 5 

AND HIGH ENERGY BISCUITS IN COUNTRIES SURROUNDING IRAQ. ON 
FEBRUARY 17 


UNCLASSIFIED 
UNCLASSIFIED PTQ4016 
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ose personal ties to top military medical officers corroborated recent DAO Rangoon reports that Vice 
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AMEMBASSY AMMAN 
AMEMBASSY ANKARA 
AMEMBASSY DAMASCUS 
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2003 - USD 1.23 BILLION 


ALLOWED FOR THE PURCHASE OF AN ADDITIONAL 23 

OF CEREALS. THE PRE-POSITIONING OF SOME 29 

OF COMMODITIES AT A TOTAL COST OF U.S. 16.0 MILLION DOLLARS 
PUTS WFP IN A POSITION TO RESPOND IMMEDIATELY TO A 
POTENTIALLY LARGE-SCALE HUMANITARIAN CRISIS IN IRAQ AND 
SURROUNDING COUNTRIES. 


5. (SBU) CONCURRENTLY 


Column 3 

\"PREPAREDNESS MEASURES IN VIEW OF A POTENTIAL CRISIS 

AFFECTING IRAQ AND NEIGHBORING COUNTRIES\" WAS LAUNCHED AT A 
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TOTAL COST OF U.S. 7.5 MILLION 

DEVELOPMENT AND AUGMENTATION IN THE AREAS OF 
TELECOMMUNICATIONS AND LOGISTICS 

TO RAPIDLY LAUNCH A COMPLEX EMERGENCY OPERATION AND MEET ITS 
INTER-AGENCY RESPONSIBILITIES AS THE LEAD AGENCY FOR ICT AND 
LOGISTICS COORDINATION (UNJLC). 


6. (SBU) APPROXIMATELY 480 

COMMODITIES ARE DISTRIBUTED EVERY MONTH TO THE ENTIRE IRAQI 
POPULATION THROUGH THE PUBLIC DISTRIBUTION SYSTEM (PDS). 

THE SYSTEM IS WELL ESTABLISHED 

SOURCE OF BASIC FOOD COMMODITIES FOR THE POPULATION. IN THE 
15 CENTRAL AND SOUTHERN GOVERNORATES 

TRADE (MOT) IS RESPONSIBLE FOR THE DISTRIBUTION PROCESS 
WHILE WFP HAS THE MANDATE TO IMPLEMENT THE DISTRIBUTION IN 
THE THREE NORTHERN GOVERNORATES. THE ACTUAL DISTRIBUTION OF 
THE FOOD RATION IS UNDERTAKEN BY A COUNTRY-WIDE NETWORK OF 
44 

GOVERNORATES AND 33 


7. (SBU) THE CRUCIAL IMPORTANCE OF THE PDS FOR THE FOOD 
SECURITY OF THE ENTIRE IRAQI POPULATION CANNOT BE 
OVERSTATED. ACCORDING TO THE ASSESSMENT OF THE WFP 
OBSERVATION MECHANISM IN IRAQ 
POPULATION RELY ALMOST ENTIRELY ON THE SCR 986 FOOD RATION 
FOR THEIR DAILY SUBSISTENCE. OTHER COPING MECHANISMS FOR 
THE PRIMARILY URBAN POPULATION HAVE BEEN HEAVILY ERODED BY 
THE ECONOMIC IMPACT OF THE SANCTIONS. ANY SIGNIFICANT 
DISRUPTION IN THE PDS WOULD HAVE DRAMATIC HUMANITARIAN 
CONSEQUENCES FOR THE IRAQI POPULATION WITHIN A VERY BRIEF 
PERIOD. 

UNCLASSIFIED 


PAGE 04 ROME 01220 02 OF 05 241311Z 


8. (SBU) WFP\'S RESPONSE IS TWO-FOLD: SUPPORTING THE PDS 
MANAGEMENT WHILE MAINTAINING ITS OWN FOOD PIPELINE FOR AN 
INTERIM PERIOD. AS SOON AS FEASIBLE (MONTH TWO ONWARDS) 

WILL PROVIDE SUPPORT TO ENSURE THAT THE FOOD PIPELINE AND 

THE PUBLIC DISTRIBUTION MECHANISM CONTINUE TO FUNCTION. WFP 
WILL ALSO ADDRESS (FROM MONTH ONE) THE EMERGENCY FOOD NEEDS 
OF IRAQI POPULATIONS WHO WILL NOT HAVE ACCESS TO THE PDS. 

THIS WOULD INCLUDE REFUGEES IN NEIGHBOURING COUNTRIES; 


relcome the proposed initial visit of a USG Consequence Management Support Team (CMST) to disc 


ns 1.5 (b,d) 1. (U) This is an action request - see paragraph 5. 2. (C) Summary: On March 3 Pol 
U) Summary. On March 3, President Maduro announced a number of retaliatory countermeasures a 
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INTERNALLY DISPLACED PERSONS (IDPS) 

ABLE TO COLLECT THEIR FOOD RATION FROM THE FOOD AGENT THEY 
ARE CURRENTLY REGISTERED WITH; AND VULNERABLE GROUPS WITHIN 
IRAQ (THROUGH LIMITED CROSS-BORDER OPERATIONS) 

SPECIAL ATTENTION IS REQUIRED. 


9. (SBU) INMONTHS TWO THROUGH FOUR 
TO 27.1 MILLION BENEFICIARIES (MONTHLY) DURING THIS PERIOD 
INCLUDING REFUGEES IN NEIGHBORING COUNTRIES 


UNCLASSIFIED 
UNCLASSIFIED PTQ4017 
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EXCEEDINGLY VULNERABLE. 


10. (SBU) IN MONTHS FIVE AND SIX 

PUBLIC DISTRIBUTION SYSTEM WILL BE RE-ESTABLISHED 
THEREFORE TARGET SOME 4.9 MILLION BENEFICIARIES - 1.3 
MILLION REFUGEES 

700 


11. (SBU) WFP HAS ESTABLISHED TO VARYING DEGREES WORKING 
RELATIONSHIPS WITH TURKEY 
UNCLASSIFIED 
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COOPERATION RELATED TO POSSIBLE INFLUXES OF REFUGEES INTO 
THEIR RESPECTIVE COUNTRIES. 


12. (SBU) NOTE: WFP\'S FIGURES FOR THE TOTAL POPULATION OF 
IRAQ BY GOVERNORATE 

IN THE SCR 986 DISTRIBUTION PLAN (DP) SUBMITTED TO THE 
SECRETARY-GENERAL BY THE GOVERNMENT OF IRAQ FOR PHASE XIII 


SIPDIS 

(5 DECEMBER 2002 - 4 JUNE 2003). CASELOAD ESTIMATES 

EXCLUDING THE SCR 986 CASELOAD FOR THE GENERAL FOOD RATION 
CONTAINED IN DP XIII 

AND RE-ASSESSMENT BY WFP 

EMERGENCY SITUATION. END NOTE. 


13. (SBU) THE UNITED NATIONS AGENCIES IN IRAQ HAVE NOW 


sons 1.5 (b) and (d). 1. (U) This is an ACTION REQUEST. 2. (S) Econ officer delivered talking poi 


) THE HOLY SEE TO LAY OUT THE VATICAN\'S LINE ON IRAQ REPRESENTED A FURTHER STE 
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LOCATED TO A COMMON HUMANITARIAN CO-ORDINATION CENTRE BASED 
IN LARNACA 

COUNTRIES NEIGHBOURING IRAQ. WFP\'S RESPONSE TO THE IRAQ 
REGIONAL CRISIS WILL BE IMPLEMENTED UNDER THE UMBRELLA OF 

THE OCHA-CO-ORDINATED INTER-AGENCY HUMANITARIAN RESPONSE FOR 
IRAQ. THE UNITED NATIONYS HUMANITARIAN COORDINATOR FOR IRAQ 
HAS BEEN DESIGNATED TO ASSUME A REGIONAL CO-ORDINATION ROLE 
FOR THE DELIVERY OF HUMANITARIAN AID TO IRAQ. 


14 (SBU) AS SOON AS THE UNITED NATIONS SECURITY COORDINATOR 

APPROVES THE RETURN OF INTERNATIONAL STAFF 

A DAY-TRIP BASIS 

RESUMED. THE HIGHEST PRIORITY WILL BE GIVEN TO RESUMING IN- 

COUNTRY OPERATIONS IN ORDER TO STEM ANY OUTFLOW OF REFUGEES 
UNCLASSIFIED 
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OR IDP MOVEMENT. 


15. (SBU) UPON RE-ENTRY OF INTERNATIONAL STAFF INTO IRAQ 

WFP IS PLANNING ON SETTING UP AND EQUIPPING AN APPROPRIATE 
NETWORK OF OFFICES AND FACILITIES 

COMMUNICATIONS AND TRANSPORT EQUIPMENT 

GOVERNORATES. THIS WOULD BE CARRIED OUT IN A STAGED MANNER 
SUBJECT TO A PERMISSIBLE ENVIRONMENT. 


16. (SBU) IMPLEMENTATION OF THIS OPERATION WILL REQUIRE A 
MASSIVE GEARING UP OF STAFFING LEVELS IN THE NEIGHBORING 
COUNTRIES 

PRESENT BUDGET PROVIDES FOR A TOTAL OF 334 INTERNATIONAL 
PROFESSIONALS AND 3 

AND 65 PERCENT RESPECTIVELY WILL BE REQUIRED IMMEDIATELY 
UPON RE-ENTRY. THE ROLE OF NATIONAL STAFF WILL BE 
PARTICULARLY IMPORTANT UPON RE-ENTRY 

FIELD OPERATIONS 

MANAGEMENT. PROVISION IS ALSO MADE TO AUGMENT STAFF CAPACITY 
IN NEIGHBORING COUNTRIES AND OF VARIOUS HEADQUARTERS UNITS 
TO COPE WITH A MASSIVE AND CONCENTRATED INCREASE OF THE 
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WORKLOAD ASSOCIATED WITH THE IMPLEMENTATION OF THIS EMOP. 


17. (SBU) PRESENTLY 


Column 3 
NATIONAL OBSERVERS IN EACH GOVERNORATE. OF THESE 
TRAINED AND EXPERIENCED NATIONAL STAFF HAVE BEEN DESIGNATED 
TO LEAD THE TEAM TO CARRY OUT NEEDS ASSESSMENTS 
WITH LOCAL AUTHORITIES 
DISTRIBUTION AND MONITORING OF THE FOOD. THESE STAFF WILL 
BE TASKED WITH THE ADDITIONAL RESPONSIBILITY OF ASSESSING 
THE FUNCTIONING OF THE PDS 
UNCLASSIFIED 
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TO COLLECT AND DISTRIBUTE THE FOOD 

BOTTLENECKS SUCH AS THE SHORTAGE OF FUEL OR SPARE PARTS FOR 
FOOD AGENTS. UPON RE-ENTRY 

IDENTIFICATION OF ANY MAJOR INTERVENTIONS THAT MAY BE 
REQUIRED VIS-A-VIS THE PDS IN THE POST-CONFLICT SITUATION. 
THESE TEAMS WILL BE FURTHER AUGMENTED WITH SUPPORT STAFF 
(ADMINISTRATION AND LOGISTICS) DEPLOYED THROUGH A PRIVATE 
CONTRACTOR FROM NEIGHBORING COUNTRIES TO MOTIVATE AND 
ORGANIZE MINISTRY OF TRADE (MOT) STAFF STILL OPERATIONAL IN 
EACH GOVERNORATE CAPITAL. COMMUNICATION WITH THE STAFF IN 
THE INITIAL STAGE WILL BE BY A POUCH SYSTEM WITH ARRIVING 
FOOD TRUCKS 

TELEPHONE TRUNK LINES AND NGO HF FACILITIES WHERE AVAILABLE. 


18. (SBU) DUE TO THE POSSIBLE DISRUPTION OF THE PDS 

WILL BE EXPECTED TO CLOSELY MONITOR THE DISTRIBUTION 
MECHANISM FROM EXTENDED DELIVERY POINTS (EDPS) TO THE FINAL 
DELIVERY POINTS (FDPS) AND BENEFICIARIES 

AND ADDRESS POSSIBLE BOTTLENECKS IN THE DISTRIBUTION SYSTEM. 
TO THIS EFFECT 

GOVERNORATE AND INTENDS TO CONTRACT PRIVATE CONSULTANTS AND 
ENGAGE NGOS TO BE DEPLOYED IN EACH GOVERNORATE 

SUPPORT TO THE MOT\'S MANAGEMENT AND LOGISTICS STRUCTURES 
WELL AS TO FOOD AGENTS. 


19. (SBU) SUPPORT MAY INVOLVE THE PROVISION OF FUEL TO FOOD 
AGENTS TO ENABLE THEM TO CARRY ON THE COLLECTION OF 
COMMODITIES FROM EDPS TO FDPS 
DIRECTLY TO FDPS WHERE NEEDED 
TRANSPORT CAPACITY THROUGH THE HIRING OF LOCAL TRANSPORT TO 
EFFECT DELIVERIES TO FDPS. DURING THE CONFLICT 

UNCLASSIFIED 
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ENVISAGED THAT MOT STAFF MAY BE PROVIDED WITH IN-KIND 
PAYMENTS OF FOOD IN LIEU OF CASH AS INCENTIVES 

RISK EXPECTED IN MOVEMENT OF CASH FUNDS IN AN INSECURE 
ENVIRONMENT AND THE POSSIBLE DISRUPTION OF GOVERNMENT 
PAYROLL DISBURSEMENTS. 


20. (SBU) APPROXIMATELY 1 


ERSEN, AFR/SA FOR POE AND COPSON, AFR/SD FOR ISALROW AND WHELAN PRETORIA FC 
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COMMODITIES WILL BE MOVED INTO IRAQ OVER A SIX-MONTH PERIOD. 
GIVEN THE UNPREDICTABILITY OF THE CONFLICT 

LOGISTICS STRATEGY IS CENTRED ON A DIVERSIFICATION OF 
CORRIDORS 

FLEXIBILITY TO SWITCH BETWEEN THEM AT SHORT NOTICE. WFP IS 
ESTIMATING FOR PLANNING PURPOSES THAT FIVE PER CENT OF THE 
FOOD REQUIRED FOR THIS OPERATION WILL BE PROCURED LOCALLY OR 
REGIONALLY. A KEY ASSUMPTION FOR THIS EMOP IS THAT THE PORT 
OF UMM QASR WILL NOT BE ACCESSIBLE INITIALLY. HENCE 

WILL RELY ON CORRIDORS THROUGH NEIGHBORING COUNTRIES. 
LOGISTICS ARRANGEMENTS ARE IN ADVANCED STAGES IN THESE 
COUNTRIES 

FINALIZED 


UNCLASSIFIED 


UNCLASSIFIED PTQ4022 


PAGE 01 ROME 01220 05 OF 05 241312Z 
ACTION AID-00 


INFO LOG-00 NP-00 AGRE-00 CIAE-00 COME-00 INL-00 USNW-00 
DOTE-00 SRPP-00 EAP-00 EB-00 EUR-00 FAAE-00 UTED-00 
VC-00 TEDE-00 INR-00 10-00 VCE-00 NEA-00 DCP-01 
NSAE-00 NSCE-00 OES-00 OIC-02 IRM-00 TEST-00 TRSE-00 
SA-00 EPAE-00 PRM-00 DRL-01 NFAT-00 SAS-00 /004W 

MM 499DE5 241312Z /38 

P 241304Z MAR 03 

FM AMEMBASSY ROME 

TO SECSTATE WASHDC PRIORITY 8895 

INFO EU MEMBER STATES COLLECTIVE 

AMEMBASSY AMMAN 

AMEMBASSY ANKARA 

AMEMBASSY DAMASCUS 

AMEMBASSY KUWAIT 

AMEMBASSY NICOSIA 

AMEMBASSY CANBERRA 

USEU BRUSSELS 3173 

USMISSION GENEVA 

USMISSION USNATO 

USMISSION USUN NEW YORK 

JOINT STAFF WASHDC 

USCINCCENT MACDILL AFB FL 

USCINCEUR VAIHINGEN GE 


UNCLAS SECTION 05 OF 05 ROME 001220 


SIPDIS 


AIDAC 
UNCLASSIFIED 


by Polcouns John Kunstadter. Reason: 1.5(b) and (d). 1. (C) Ahmet Turan Demir, chairman of the [ 


ER, WHO AGREES TO MEET WITH U.S. COLA COMPANIES Sensitive but unclassified, and not fo 


Column 3 

PAGE 02 ROME 01220 05 OF 05 241312Z 
FROM U.S. MISSION IN ROME 

SENSITIVE 


STATE FOR A/S PRM DEWEY 

SA/INS 

USDA/FAS FOR U/S PENN 

USAID FOR ADMINISTRATOR NATSIOS 
BMCCONNELL 

JOINT STAFF FOR JE/J4/J5 

GENEVA FOR RMA 

BRUSSELS FOR USEU 

NSC FOR JDWORKEN 

USUN FOR AMBASSADOR NEGROPONTE AND MLUTZ 


E.O. 12958: N/A 

TAGS: EAID 

SUBJECT: WFP TO LAUNCH IRAQ REGIONAL EMERGENCY OPERATION FOR 
2003 - USD 1.23 BILLION 


21. (SBU) GIVEN THE HIGH PORT OFF-TAKE AND TRUCKING CAPACITY 

IT OFFERS 

MAIN SUPPLY ROUTES. ARRANGEMENTS HAVE ALREADY BEEN MADE WITH 

PORT AUTHORITIES AT AQABA TO DISCHARGE UP TO THREE VESSELS 

SIMULTANEOUSLY AND CONTRACTS ARE CURRENTLY BEING CONCLUDED 

WITH JORDANIAN TRANSPORTERS. TOTAL CAPACITY THROUGH THE 

JORDAN CORRIDOR IS ESTIMATED AT 300 

MONTH 

WILL BE A MAJOR CORRIDOR FOR DELIVERIES TO NORTHERN IRAQ AND 

TRANSPORTERS HAVE BEEN LINED UP TO WORK OUT OF A NUMBER OF 
UNCLASSIFIED 
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DIFFERENT PORTS 

THROUGHPUT OF 100 

PORTS IN LEBANON 

WFPVS STRATEGY TO TAKE UP THE BALANCE OF REQUIREMENTS 
ON-FORWARDING ARRANGEMENTS TO IRAQ ARE IN PLACE. 


22. (SBU) SECURITY ARRANGEMENTS WILL BE OF THE HIGHEST 
PRIORITY DURING THE EVACUATION 

OF THE EMOP. TO THIS END 

TO NEIGHBOURING COUNTRIES AND IS WORKING IN CLOSE 
COLLABORATION WITH THE REGIONAL FIELD SECURITY OFFICER (FSO) 


Column 3 
IN LARNACA AND THE DESIGNATED OFFICIALS IN THE CONCERNED 
COUNTRIES. 


23. (SBU) THIS IS THE LARGEST WFP APPEAL IN ITS HISTORY. US 
MISSION STRONGLY URGES IMMEDIATE U.S. SUPPORT FOR WFPVS EMOP 
REQUEST 

ALLOW FOR MAXIMUM FLEXIBILITY. 


24. MINIMIZE CONSIDERED. HALL 
UNCLASSIFIED 
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areas of the DDA must progress together 

improbable that a satisfactory agreement would result if 
evaluation of the negotiations as a single-undertaking only 
transpires at the end of the process. 


FTAA - Services Lever 


4. (SBU) The GOB has already decided to use its services 
offer within the FTAA as a tactical lever. According to 
Hees 

deadline 

Foreign Minister Amorim 

Lula. While claiming that he is not privy to Minister 
Amorim\'s reasoning 

conversations within the Ministry that the decision was a 
reaction to disappointment with other aspects of the FTAA 
negotiations. In particular 

reaction to Canada\'s market access offers for goods 

it excluded 97 agricultural products 

Brazilian exports. 

GOB Demands Respect 


5. (U) Leaving aside Brazil's decision to delay submission of 
its offer 

with the U.S. approach in FTAA services negotiations. His 
core accusation was that discussions between the U.S. and 
Mercosul delegations are less than frank 

well as within bilateral meetings. He was particularly vexed 
by what he portrayed as a lack of forthrightness in the way 
the initial U.S. services offer was characterized in Panama. 
According to Hees 


Column 3 

offer in plenary as covering \"all levels of the USG 

that after reading the text 

concluded that it does not. To illustrate 

exception given in Annex 1 (p.17) that allowed all 
sub-federal levels of government to enact legislation that 
did not accord national treatment. By his read 

that any state within the United States would be able to 
enact legislation that discriminates against Brazilian 

service providers 

said the GOB recognizes that the U.S. government structure 
poses challenges for devising services commitments; he 
suggested that the GOB would display more understanding 
regarding this difficulty 

and Mercosul delegations would be more candid. He also 
claimed that information provided on U.S. willingness to 
negotiate Mode 4 concessions was misleading. Hees stressed 
that more candid exchanges between the delegations could 
reduce friction and help move the negotiations forward 
through productive dialog. 

6. (U) Hees also termed the U.S. \"mantra\" that offers be 
constructed as \"negative\" lists as a source of friction. 
Hees claimed that the GOB has not yet rejected the 
possibility of using a negative list. However 

that the U.S. delegation\'s insistence that the negative list 
approach be adopted 

discussion of the pros and cons of other approaches 

Brazil to react defensively 

in favor of a positive list. More or less 

Brazil has to be convinced ) not told -- that a negative 

list approach is better. He noted that Peru and Colombia had 
constructed their offers in yet different ways and thought 
these approaches might also have something to offer to the 
debate. 


7. (U) Hees argued that the premise that a negative list 
provides for more comprehensive commitments is basically 
flawed 

FTAA countries were far from comprehensive ) the devil being 
in the details of the annexes ) including for future 

services. Countries intent on liberalizing can do so under 
either approach 

their markets closed 

that a negative list 

provides less 

He noted an annex entry covering \"all sectors 

identified applicable U.S. laws 

the laws would affect provision of the services in the 

sector; there was no mention of the specific subsectors or 
modes affected. Expanding on this 

also real value to sticking to a system (GATS) that 
government officials throughout the hemisphere now know how 


ource confirmed that Ricardo Alvarado was sworn in at noon on March 4 as Guatemalan Ambassadc 
acekeeping Section, told us on March 7 that Canada is very unlikely to be able to increase its contrib 
ERN ABOUT CUBAN MEDDLING IN INTERNAL HONDURAN POLITICS REF: TEGUCIGALPA 032 


ne Ambassador that he had received a recent death threat that he was taking very seriously. Apparen 
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to read and use 

to explain to their exporters in detail what services 
openings and restrictions they will face. 


8. (U) In a final note 

to Brazil considering the extent to which services have 

already been liberalized in the country. Hees complained 

that the U.S. appears to approach Brazil much in the same way 
as it approaches countries with closed services sectors 
presumes because constitutional difficulties prevented 
ratification of Brazil's GATS commitments. He suggested that 
acknowledgment of Brazil\'s current openness would create a 
more positive environment for Brazil to consider requests for 
improving access. 
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Strategies in the Global Fight Against Sex 

Trafficking\" Conference in Washington D.C. The MFA is 
also currently shepherding information on USG training 
opportunities on trafficking in persons to the 

Ministry of Interior and Ministry of Justice. 


The Ministry of Justice took the lead in the UAEGVs 
accession in December 2002 to the UN Convention 
Against Transnational Organized Crime. The Ministry 

of Justice is also currently taking the lead in the 

UAEG\'s consideration and reported upcoming accession 
to that Conventions Supplemental Protocol to Prevent 
Suppress and Punish Trafficking in Persons 

Women and Children 

the Smuggling of Migrants by Land 


The Ministry of Justices Institute for Judicial 
Training and Studies includes mandatory courses for 
prosecutors and judges on subjects that generally 
impact trafficking in persons 

sex offenses 

violations. Justice Ministry officials requested and 
are currently considering information on training 
opportunities that specifically address trafficking in 
persons 

trafficking in persons training program that we 
provided to the Ministry of Justice as soon as it was 
available. The Ministry of Justice purview includes 
prosecutors as well as judges. A representative from 
the Ministry of Justice 

Ain 

VPathbreaking Strategies in the Global Fight Against 
Sex Trafficking\" Conference in Washington D.C. 


REPARES FOR IMPACT OF WAR ON STOCK MARKET 1. (U) Local press reported on March 3 th: 


son. Reasons 1.5 b and d. 1.(C) DCM conveyed to MFA Director General for Middle Eastern Affai 


rdogan and his AK Party swept all three seats in March 9 repeat of parliamentary election in Siirt prov 
, 2003 TO VISIT RAED HIJAZI. ONCE AGAIN RAED REFUSED TO MEET WITH THE VISITING Ct 
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or Marcelle M. Wahba signed a Memorandum of Understanding (MOU) with the National Drilling Con 
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Ministry of Justice officials report that they are 
reviewing U.S. legislation and the Trafficking 

Protocol to determine whether UAE existing legislation 
covers all aspects of trafficking in persons. If not 

then Ministry of Justice officials indicate that a 
determination will be made as to whether supplemental 
legislation will suffice or whether new comprehensive 
legislation on trafficking in persons is warranted. 


Regarding the child camel jockey ban 

Health organized the medical committees that conduct 
the medical tests to estimate the age of the camel 
jockey identification applicants. The Ministry of 

Health also conducts the applicant/parent DNA testing. 


Ministry of Health officials acknowledge the health 
problems affecting trafficking victims 

HIV/AIDS and sexually transmitted diseases 

possible resulting public health issues. The Health 
Ministry maintains social workers/counselors in all 
public hospitals to which medical personnel refer 
patients when sexual or other abuse is suspected. The 
social workers/counselors are also available for 
consultation by patients in the absence of such 
suspicion. The local police departments also maintain 
officers in public hospitals that are immediately 
accessible in the event a patient is suspected to be a 
victim of a criminal offense. 


The Ministry of Health issues annual health cards to 
workers 

physical examination upon arrival to the UAE. The 300 
dirhams (about $82) health cards are provided by 
employers to employees for free medical treatment and 
medication to employees and their dependents at public 
hospitals. Annual physical exams for employees are 
required to renew the health cards. Domestic servants 
are subject to these annual exams even though they are 
not covered by the Labor Code. During this exam 
medical personnel with specialized abuse-detection 
training make inquiries and look for signs of sexual 

or physical abuse. The Ministry of Health also makes 
available at public hospitals brochures about domestic 
violence and sexual and physical abuse with 
information on who to contact for help or assistance. 


Ministry of Health officials also report that the 

Ministry actively conducts health education outreach 

to community associations (many of the more than 201 
nationalities resident in the UAE have community 
associations) and foreign embassies. In March 2003 
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the Ministry of Health announced that it would soon 
begin widespread distribution of a booklet on 
communicable diseases 

treatment and how to report them to authorities. 


The Ministry of Labor and Social Affairs manages the 
work force and labor market and enforces compliance 
with the labor law through inspections. The Ministry 
of Labor and Social Affairs also reviews employment 
contracts for workers in the industrial and service 
sectors to ensure compliance with the labor laws. 


In 2002 

began distributing an information booklet to foreign 
workers outlining their rights under the labor law and 
how to pursue labor disputes 

collective. The booklet includes information on work 
permits 

recruitment agencies 

compensation for work injuries and occupational 
diseases 

termination 

sponsorship and repatriation. The booklet also 
contains contact information for the Ministry of Labor 
and addresses and telephone numbers for all foreign 
missions in the UAE. 


Ministry of Labor officials stated that they 

distributed the information booklets to embassies and 
consulates in the UAE 

numbers of citizens working here 

foreign diplomats to assist in the distribution of the 
information booklets to their citizens already present 
and working in the UAE. Ministry of Labor officials 
also requested the foreign missions to assist in 
providing the information booklets to prospective 
employees in their countries prior to their departure 
for the UAE. 


Employees may file individual employment dispute or 
collective work dispute complaints with the Ministry 
of Labor. Press reports continually reflect the 

active involvement of the Labor Ministry in resolving 
such disputes. In individual complaints 

may file a complaint with special labor courts if the 
Labor Ministry is unable to mediate a resolution by 
agreement of the parties. The Labor Ministry also 
mediates collective work disputes. However 

Labor Ministry is unable to successfully mediate a 
collective work dispute 

Labor Ministry Conciliation Committee for arbitration. 
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Either party may appeal the Conciliation CommitteeVs 
decision to a Labor Ministry Supreme Committee of 
Conciliation 


In May 2001 

requiring some employers to deposit monetary 
guarantees with third-party banks. The purpose of the 
guarantee was to decrease the growing number of cases 
in which employees worked 

without wages. The amount of the guarantee increased 
according to the number of workers employed by the 
depositor. In May 2002 

that the institution of bank guarantees to protect 

rights of workers had been mostly successful as the 
number of labor disputes 

were required to deposit large bank guarantees 
decreased. After reports that some employers were 
making their employees pay the amount of the bank 
guarantee 

publicly warned employers that such actions were labor 
law violations because employers are responsible for 
providing the bank guarantees and that it would take 
strict action against companies that deducted the 

value of the bank guarantee from their workers\' 
salaries. 


In May 2002 

tolerate the violation of the rights of workers 
especially those of low-income laborers 

and intensified inspections. In August 2002 

Labor Ministry announced that 215 companies had been 
blacklisted (suspended from submitting applications 
for new work permits or sponsorship transfers) and 
fined for labor law violations. In September 2002 
the Labor Ministry blacklisted a company for failure 
to comply with an agreement with the Ministry to pay 
outstanding backpay of five months to 300 workers. 


In response to inspections revealing a high incidence 
of labor law violations by private companies 

2002 the Labor Ministry announced the creation of a 
special task force to inspect all industrial 
establishments in the private sector. In November 
2002 

increasing the number of labor inspectors to about 
120. Labor inspectors review a number of items 
during inspection 

worked 

inspections include a review of business records as 
well as employee interviews. In February 2003 
Labor Ministry announced that it had prepared 
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guidelines for labor inspectors as part of a 
comprehensive plan to upgrade inspections. 


In an effort to reduce the practice of \"sham\" 
companies 

for employees but do not actually provide them with 
employment 

federal Cabinet Committee reviewed data provided by 
the Ministry of Labor and released a report in 
November 2002 with recommendations on how to 
eliminate this practice 

of commercial license and work permit applications. 


In March 2003 

new requirement for private companies to reduce the 
incidence of unpaid wages and \"sham\" companies. Upon 
request from the Labor Ministry 

must furnish periodic reports 

professional auditors 

workers\' salaries and/or the location of workers 
sponsored by the company 

sponsor company or other companies. Labor Ministry 
officials stated that these requirements are 

currently being applied to construction and 
maintenance companies. Other types of companies 
however 

the future if they fail to pay workers! salaries 

regularly as required by employment contracts and the 
labor law. Companies that do not comply with this 
new reporting requirement will be blacklisted -- 

their commercial licenses will be suspended and they 
will be banned from obtaining new employment visas. 
Non-compliant companies will also be subject to fines 
and/or imprisonment of their owners/managers for 
labor code violations as provided by law. 


In February 2003 

completion of a draft proposal expressly authorizing 
the creation of labor and trade unions. Once 
approved by the Cabinet 

establish a new department responsible for handling 
matters related to unions. Groups of twenty or more 
nationals working in a profession or trade will be 
permitted to organize to protect their rights and 
interests; foreign workers in the UAE for more than 
six years will be allowed to join as associate 
members but will not be permitted to vote or contest 
elections. Organizations will be allowed to join 

Arab or international trade unions and a UAE Unified 
Labor Federation may be established. 
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The Ministry of Labor and Social Affairs 

Health 

together to enforce health and safety standards 

the Government requires every large industrial concern 
to employ a certified occupational safety officer. 


The Ministry of Information and Culture helped 

increase public awareness with an extensive 
information campaign in the English and Arabic press 
about trafficking in boys for use as camel jockeys. 

The information campaign was conducted in conjunction 
with the announcement of the child camel jockey ban in 
July 2002 and for months thereafter. 


The Ministry of Interior oversaw the implementation 
and enforcement of the child camel jockey ban in 
coordination with local governments and police 
departments. The Ministry of Interior also 
spearheaded the inclusion of DNA testing as a part of 
the camel jockey identification card issuance process. 


The Ministry of Interior\'s Department of 
Naturalization and Residency oversees the current 
amnesty program. It worked closely with the Ministry 
of Labor in designing the program and information- 
gathering questionnaire to better monitor migration 
patterns 


In January 2003 

indicated that they continue to work on developing 
channels to exchange information with other 
governments on organized crime 

in persons. 

UAE labor laws do not cover domestic workers and 
agricultural workers. Consequently 

Interior\'s Department of Naturalization and Residency 
reviewed the contracts of foreign domestic employees 
as part of residency permit processing to ensure that 
the negotiated salaries and terms are adequate. 


To guard against involuntary servitude 

2003 

mandatory unified contract for domestic workers and 
agricultural workers. The contract regulates the 
employer-employee relationship and specifies rights 
granted to the employee. The regulations provide that 
the UAEG review the employer's ability to pay the 
worker before the work permit is granted. The 
regulations also provide that the worker may complain 
of unified contract violations to the Ministry of 

Labor\'s Labor Dispute Department. 
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In an effort to combat prostitution 

conduct special patrols in areas frequented by 
prostitutes and the immigration and police forces use 
special units to conduct raids and sting operations in 
areas where prostitutes are known to frequent. In May 
2002 

immigration authorities coordinated raids on several 
massage parlors on tips that the parlors were centers 
for prostitution. Law enforcement authorities state 
that women arrested for prostitution are interviewed 
to determine whether they might be victims of forced 
prostitution or trafficking in persons. During the 
interview 

they came to the UAE 

here and where they have been staying while in the 
UAE. 


In April 2003 

an FBI Organized Crime Undercover Operations training 
program at the Middle East Law Enforcement Training 
Center. Law enforcement officers representing all 

local police departments are expected to attend. 

This specialized training will help to combat 

trafficking in persons to the UAE since organized 

crime groups reportedly commit most trafficking 
offenses. 


In 2002 

conducted an outreach program to foreign missions to 
advise of programs and services available to residents 
and visitors. The Human Rights Department maintains 
an Office of Social Services and Human Rights at 
police stations throughout Dubai Emirate staffed with 
human rights officers and social workers/counselors. 
These officers are available to assist complainants 
and victims 

persons. 


Two members of the Dubai Police Department 

Rights Department Director and the Al Rashidiya Police 
District Director 

International Visitor Program on Trafficking in 

Persons in June 2002. The Dubai Police Department 
Human Rights Director also attended the February 2003 
\"Pathbreaking Strategies in the Global Fight Against 
Sex Trafficking\" Conference in Washington D.C. 


In 2002 
Director developed a Crime Victims\' Assistance 
Program 
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Assistance Coordinators and police training in victim 
protection and assistance. In March 2003 
Assistance Coordinators were assigned to police 
stations. Victim Assistance Coordinators\' 
responsibilities include advising victims about the 
criminal justice system and criminal procedure; 
encouraging witness testimony 

involving sexual abuse and trafficking in persons 
where victims are reluctant to speak out; advising 
victims of their rights; providing counseling and 
medical care; placing victims in safehouses or 
shelters; and following-up with victims as the case 
proceeds to trial. In March 2003 

Human Rights Department began conducting Victim 
Protection and Assistance training courses for Dubai 
police officers. 

The Dubai Tourist Security Department operates a 24- 
hour toll-free hotline telephone number to assist 
visitors with inquiries or problems. The Department 
publishes information on the hotline and precautionary 
measures for visitors in a brochure that is 

distributed at ports of entry and other locations. 


The Women\'s Da\'waa Administration in the Dubai 
Department of Awqaf and Islamic Affairs also operates 
a hotline geared for women and children. Operating 
since July 2002 

nationalities living in all emirates. The hotline is 

open from 8:00 a.m. to 9:00 p.m. 

Wednesday 

and Friday (the UAE weekend). 


-- C. Are there or have there been anti-trafficking 
information or education campaigns? If yes 
describe the campaign(s) 

and effectiveness. 


The Ministry of Information and Culture helped 

increase public awareness with an extensive 
information campaign about trafficking in boys for use 
as camel jockeys in conjunction with the announcement 
of the child camel jockey ban in July 2002 and for 
several months thereafter. 


The local press highlights cases of child jockeys 
rescued by local authorities and non-governmental 
organizations. The local press also reports on cases 
of forced prostitution. Some local newspapers include 
regular columns with advice on worker rights. 


-- D. Does the government support other programs to 
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prevent trafficking? (E.g. 

participation in economic decision making or efforts 
to keep children in school.) Please explain. 


In addition to government ministries and departments 
charitable and other organizations funded by the 
Government and individual ruling family members are 

also involved in programs that help to prevent 

trafficking. The Government maintained its efforts to 
address humanitarian needs and concerns in the UAE and 
worldwide through government-funded charitable 
organizations. 


In the UAE 

Crescent Authority 

International Federation of the Red Cross and Red 
Crescent Societies 

provided assistance to widows 

prisonersV wives 

from poor families. Projects funded by the Red 
Crescent Authority include maintaining schools and 
mosques 

training for people with special needs. 


Outside the UAE 

other charitable organizations funded by individual 

ruling family members 

and the Mohammed Bin Rashid Al-Maktoum Humanitarian 
and Charity Establishment 

relief projects and provided reconstruction and other 

types of assistance to a number of countries 

worldwide 

Eastern Europe 

President and Abu Dhabi Emirate Ruler Shaykh Zayed Bin 
Sultan Al-Nahyan funds the Zayed Foundation. Shaykh 
Mohammed Bin Rashid Al-Maktoum is the Crown Prince of 
Dubai Emirate and UAE Minister of Defense. 

Many of the countries that receive aid from UAE 
charitable organizations are source countries or are 

at risk of becoming source countries for trafficking 

in persons because of poor socio-economic conditions. 
These charitable projects are anti-trafficking in 

nature because they help to support people and 
communities vulnerable to trafficking. These 
organizations fund a multitude of projects 

providing food 

telecommunications equipment 

electrical generators 

vehicles 

paying government employees\' and teachers" salaries; 
providing financial aid to support orphans; conducting 
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demining projects; building roads 

homes 

refugee camps and orphanages; and digging wells. 


The UAE Red Crescent Authority conducts outreach 
programs for displaced persons 

children. In 2002 

orphans in Yemen 

Jordan 

Thailand 

19.6 million dirhams (more than $5.4 million). 


Countries or areas receiving assistance from UAE 
organizations include Pakistan 

Palestine 

Eritrea 

Kazakhstan 

Jordan 

Mongolia 

Macedonia 


The UAEG cooperates with the office of the UN High 
Commissioners for Refugees (UNHCR) and other 
humanitarian organizations in assisting refugees. In 
2000 

established a Fund for Refugee Women to help refugee 
women worldwide 

Crescent Society in cooperation with UNHCR. 


The UAEG also cooperates with Medecins Sans Frontieres 
(Doctors Without Borders) 
the UAE. 


-- E. Is the government able to support prevention 
programs? 


The government is able to and does support prevention 
programs both in the UAE and in other countries. See 
answers to 4.C and 4.D above. 


-- F. What is the relationship between government 
Officials 

other elements of civil society on the trafficking 
issue? 


The UAEG works with foreign embassies and source 
country NGOs to provide shelter and assistance to 
victims and facilitate their repatriation. 


The Ministry of Labor works with ILO on various labor 
issues. The Ministry of Foreign Affairs is currently 
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considering UAE membership in the inter-governmental 
International Organization for Migration (IOM). 


-- G. Does the government adequately monitor its 
borders? Does it monitor immigration and emigration 
patterns for evidence of trafficking? Do law 
enforcement agencies respond appropriately to such 
evidence? 


Reports indicate that the UAEG adequately monitors 
its borders against illegal migration and smuggling. 
The Armed Forces are responsible for guarding and 
monitoring the UAE\'s coast and land borders. The 
border guards also have the legal authority to stop 
and inspect individuals at the border or point of 
entry 

illegal activity. In January 2002 

erecting a 3-meter fence barrier along its land 
border with Oman in an effort to curb smugglers and 
illegal immigration. 


The federal and emirate-level immigration authorities 
are responsible for controlling the influx of people 

at the country\'s international airports. In August 
2002 

conducted fraud intercept training at Dubai 
International Airport to help immigration authorities 
there better combat document fraud at that point of 
entry into the UAE. 


The authorities have recognized that illegal 
immigration and the violation of residency laws 
whether involving women and children or not 
problem in the UAE. To that end 

Interior's Department if Naturalization and Residency 
announced in 2000 the establishment of a central 
operations room 

center to track the arrival and departure of 
individuals in the Federation\'s seven emirates. The 
UAEG has also instituted the use of retinal scans to 
add biometrics identification information to its 
databases. Biometrics information will help UAEG 
authorities better monitor migration and combat 
document fraud by visitors and illegal immigrants 
for example 

passports and other identification papers. 


In an effort to crack down on border infiltrators and 
immigration violators 

a four-month amnesty program. The amnesty program 
from January through April 2003 
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have overstayed their visas or who entered the 
country without visas to leave the country without 
penalty of prosecution for immigration violations. 


So that the UAEG can better monitor immigration 
patterns 

databases with information received from a 
questionnaire to be completed by all amnesty-seekers. 
The questionnaire includes questions on how the 
amnesty applicants arrived in the country 

assisted them in coming and staying here 

have been doing and whether they have been working 
while here 

questionnaires containing information that suggests 
criminal activity 

are referred to law enforcement authorities for 
investigation. 


Labor Ministry officials indicate that they will use 
statistical information received from the general 
amnesty program to identify practices and trends that 
violate the labor law or abuse workers so that they 

can better manage the labor market and protect worker 
rights. 


Although the amnesty program is not designed 
specifically to determine the extent or the magnitude 
of the trafficking in persons to the UAE 

officials state that statistical analyses based on 
amnesty program information will provide them with a 
foundation to actively and effectively monitor 
trafficking in persons and estimate the magnitude of 
the problem. 


-- H. Is there a mechanism for coordination and 
communication between various agencies 
multi-agency working group or a task force? Does the 
government have an anti-trafficking in persons task 
force? Does the government have a public corruption 
task force? 


In 2002 

directed inter-ministry coordination and 
communication on trafficking in persons issues. In 
February 2003 

announced the creation of a UAE trafficking in 
persons task force. 


Ministry of Foreign Affairs officials state that the 
Government is currently considering the best method 
to institutionalize follow-up on monitoring and 
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combating trafficking in persons. One option under 
consideration includes an office to coordinate and 
follow-up on ministries\' actions. 


-- |. Does the government coordinate with or 
participate in multinational or international working 
groups or efforts to prevent 

trafficking? 


In January 2003 

indicated that they continue to work on developing 
channels with other governments to exchange 
information on organized crime 

in persons. 


UAEG authorities reportedly cooperated with 
authorities in Pakistan and Bangladesh to prevent and 
control trafficking in boys to the UAE by stemming 

the seizure and/or recruitment of these children at 

the source. Law enforcement officials also reported 
that they cooperate and work in coordination with 
foreign NGOs and foreign governments on trafficking 
in women cases. 


Immigration authorities also work with foreign 
embassies and consulates in the repatriation of 
trafficking victims. 


-- J. Does the government have a national plan of 
action to address trafficking in persons? If so 

which agencies were involved in developing it? Were 
NGOs consulted in the process? What steps has the 
government taken to disseminate the action plan? 


In 2002 

directed inter-ministry coordination and 
communication on trafficking in persons issues. The 
Ministry of Foreign Affairs 

with other ministries and departments 

plan of action for the child camel jockey ban and 
other measures related thereto. 


In February 2003 

announced the creation of a UAE trafficking in 
persons task force. The task force reportedly will 
be responsible for creating a formal national plan of 
action regarding trafficking in persons for inter- 
ministry action and follow-up. 


Ministry of Foreign Affairs officials state that the 
Government is currently considering the best method 
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to institutionalize follow-up on monitoring and 
combating trafficking in persons. One option under 
consideration includes an office to coordinate and 
follow-up on ministries\' actions. 


-- K. Is there some entity or person responsible for 
developing anti-trafficking programs within the 
government? 


See answer to 4.J. above. 
5. Investigation and prosecution of traffickers: 


(For questions a-c 
particular whether or not the country has enacted any 
new legislation since the last tip report.) 


-- A. Does the country have a law specifically 
prohibiting trafficking in persons? If so 

the law? If not 

traffickers be prosecuted? For example 

laws against slavery or the exploitation of 

prostitution by means of coercion or fraud? Are these 
other laws being used in trafficking cases? Are these 
laws 

of trafficking in persons? 


UAE Penal Law Art. 346 prohibits trafficking in 

persons: \"Whoever brings into or out of the country 
any person intending to possess or dispose of and 
whoever possesses or purchases or sells or offers for 
sale or transacts in any manner of any person as a 
slave shall be punished with provisional 

imprisonment.\" Provisional imprisonment is a sentence 
of 3 years minimum and 15 years maximum. 


Justice Ministry officials indicate that traffickers 

can also be prosecuted under penal laws 

laws prohibiting kidnapping; rape; sodomy; sexual 
abuse; sexual exploitation; immoral acts; exploitation 
of someone for immoral acts; physical abuse; false 
imprisonment; juvenile endangerment; forced labor; 
child labor; forced prostitution; indecency; 
enticement 

immoral acts or prostitution; aiding or facilitating 
the commission of immoral acts or prostitution; 
keeping or operating a place for immoral acts or 
prostitution; and money laundering. 


Ministry of Labor officials also report that the UAE 
Labor Law contains penalties for labor law violations. 
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UAE Labor Law Art. 181 provides for a fine from 3 
dirhams (about $820) to 10 

and/or imprisonment up to six months per labor law 
violation or for obstructing 

threatening labor inspectors. 


UAE law appears to adequately cover the full scope of 
trafficking in persons. Ministry of Justice 

officials report that they are currently reviewing 

U.S. trafficking in persons legislation and 

evaluating current UAE laws to determine whether 
there are gaps in existing legislation. If so 

Justice Ministry officials state that they will then 
determine whether supplemental legislation will be 
adequate or comprehensive trafficking in persons 
legislation will be necessary. 


-- B. What is the penalty for traffickers? 


UAE Penal Law Art. 346 provides for imprisonment from 
3 years minimum to 15 years maximum. 


-- C. What are the penalties for rape or forcible 
sexual assault? How do they compare to the penalty 
for trafficking? 


The sentencing range for rape is 15 years plus 
lashings to capital punishment. The penalty for rape 
that leads to the death of the victim or for rape 

with extenuating circumstances is capital punishment. 


-- D. Has the government prosecuted any cases against 
traffickers? If yes 

indictments 

What were the penalties actually imposed in each case? 
Are the traffickers serving the time sentenced? If 

no 

can provide this information 


Law enforcement officials claim that cases have been 
prosecuted under the penal laws prohibiting 
trafficking and related crimes. UAEG officials are 
attempting to compile statistics on arrests 
prosecutions 

information immediately when it is received. 


-- E. Is there any information or reports of who is 
behind the trafficking? For example 

traffickers freelance operators 

and/or large international organized crime syndicates? 
Are employment 
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marriage brokers fronting for traffickers or crime 
groups to traffic individuals? Are government 
officials involved? Are there any reports of where 
profits from trafficking in persons are being 
channeled? (E.g. armed groups 

organizations 


IOM and NGO reports indicate that organized crime 
groups are behind most if not all trafficking cases to 
the UAE 

group varying according to the source country. 


-- F. Does the government actively investigate cases 
of trafficking? (Again 

trafficking cases versus migrant smuggling cases.) 
Does the government use active investigative 
techniques in trafficking in persons investigations? 
To the extent possible under domestic law 
techniques such as electronic surveillance 
operations 

cooperating suspects used by the government? Does the 
criminal procedure code or other laws prohibit the 
police from engaging in covert operations? 


Law enforcement officials report that they actively 
investigate cases of trafficking in persons. 
Investigation is most easily accomplished in cases 
brought to their attention by complaint from the 
victim or other interested party. Police officials 
state that trafficking in persons investigations are 
challenging when trafficking is suspected but the 
victim refuses to provide information 

fear or distress. 


Police officials also report that active investigative 
techniques are used in criminal investigations 
including trafficking in persons cases 

electronic surveillance and undercover operations are 
permitted and used. Police officials recommend 
sentence mitigation for cooperating suspects and are 
not prohibited from engaging in covert operations. 


-- G. Does the government provide any specialized 
training for government officials in how to recognize 
investigate 


On several occasions over the past year 
leadership requested information on training 
opportunities that specifically address combating 
trafficking in persons 

prosecutors and judges better identify 
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and prosecute cases of trafficking in persons. After 
receiving information on USG training classes in 
February 

Office of the Minister of State for Foreign Affairs 
which forwarded the information to the Ministry of 
Interior and Ministry of Justice for review. 


Ministry of Justice officials report that the 

Ministry\'s Institute of Judicial Training and Studies 
conducts mandatory classes for prosecutors and judges 
on proper victim care and assistance. The Institute 
also conducts mandatory specialized classes (with 
course duration in parentheses) on the following 
topics: human rights (14 hours); sexual offenses (20 
hours); offenses against life (20 hours); immigration 
offenses (20 hours); juvenile protection and 
delinquency (30 hours); labor violations and offenses 
(12 hours). 


In April 2003 

an FBI Organized Crime Undercover Operations training 
program at the Middle East Law Enforcement Training 
Center. Law enforcement officers representing all 

local police departments are expected to attend. 

This specialized training will help to combat 

trafficking in persons to the UAE since organized 

crime groups reportedly commit most if not all 

trafficking offenses. 


-- H. Does the government cooperate with other 
governments in the investigation and prosecution of 
trafficking cases? If possible 

number of cooperative international investigations on 
trafficking? 


UAEG officials state that they cooperate with 
authorities in Pakistan and Bangladesh to prevent and 
control trafficking in boys to the UAE by stemming 

the seizure and/or recruitment of these children at 

the source. Law enforcement officials report that 
they also cooperate and work in coordination with 
foreign NGOs and foreign governments on trafficking 
in women issues when cases are brought to their 
attention. 


Immigration authorities work with foreign embassies 
and consulates and foreign NGOs in repatriation 
cases. 


In January 2003 
indicated that they continue to work on developing 
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channels with foreign governments to exchange 
information on organized crime 

in persons. 


-- |, Does the government extradite persons who are 
charged with trafficking in other countries? If so 

can post provide the number of traffickers extradited? 
Does the government extradite its own nationals 
charged with such offenses? If not 

prohibited by law from extraditing its own nationals? 
If so 

to permit the extradition of nationals? 


The UAEG currently has extradition treaties with a 
number of countries 

Armenia 

charges) 

Morocco 

1997-2001 

from the UAE and 96 suspected criminals were 
extradited to the UAE. In some cases 

performed to and from countries with which the UAEG 
does not currently have an extradition treaty. 


In June 2002 

was discussing extradition treaties with Pakistan 
Russia 

Yemen. In December 2002 

proposed draft extradition treaty to the USG for 
consideration. In March 2003 

negotiations were announced. 


The UAEG also has mutual legal assistance treaties in 
criminal matters with a number of countries. In June 
2002 

delivered 235 files of criminal case documents to 
other countries and had received 145 files of criminal 
case documents from other countries. In some cases 
mutual legal assistance was exchanged with countries 
with which the UAEG does not currently have a mutual 
legal assistance treaty. The USG and UAEG have 
exchanged mutual legal assistance treaty documents and 
will likely commence treaty negotiations this year. 


To our knowledge 

extradition or granted extradition in a case of 

trafficking in persons. Based on the UAEGV's record on 
extradition and mutual legal assistance in criminal 
matters 

grant extradition and mutual legal assistance in 
trafficking in persons cases. 
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SIDENTIAL BUSINESS FORUM ON HIV/AIDS REFS: (A) ABUJA 2651 (B) ABUJA 03297 1. Summ 


¡AL FOR MULTILATERAL AFFAIRS GIANCARLO ARAGONA TOLD DCM ON MARCH 11 THAT THE 
3AGUA 35 PERCENT TARIFF REF: TEGUC 00606 1. (SBU) The news of the Nicaraguan Congres: 
8 1. Following is the list of the Canadian delegation who will participate in the G8 CIP Experts Meetit 


M 1. Per refs A, B, C, and D Honduras and El Salvador are looking to move forward on border demai 


Column 3 


UAEG extradition of a UAE citizen to another country 
is unlikely absent extenuating circumstances. For 
example 

extradition treaty 

wherein both nations agreed not to extradite their own 
nationals to the other. 


-- J. Is there evidence of government involvement in 
or tolerance of trafficking 

institutional level? If yes 

detail. 


There is no evidence of government involvement or 
tolerance of trafficking 
institutional level. 


-- K. If government officials are involved in 

trafficking 

end such participation? Have any government officials 
been prosecuted for involvement in trafficking or 
trafficking-related corruption? Have any been 
convicted? What actual sentence was imposed? Please 
provide specific numbers 

There have been no cases reported of government 
officials involved in trafficking. Based on previous 
cases of investigation and prosecution of government 
officials for criminal offenses 

the UAEG would investigate and prosecute government 
officials suspected of trafficking or trafficking- 

related corruption. 


-- L. Has the government signed and ratified the 
following international instruments? Please provide 
the date of signature/ratification if appropriate. 


A. ILO Convention 182 Concerning the Prohibition and 
Immediate Action for the Elimination of the Worst 
Forms of Child Labor? 


The UAEG ratified ILO Convention 182 Concerning Worst 
Forms of Child Labor on 28 June 2001. 


B. ILO Conventions 29 and 105 on Forced or Compulsory 
Labor 


The UAEG ratified ILO Convention 29 Concerning Forced 
Labor on 27 May 1982. 


The UAEG ratified ILO Convention 105 Concerning 
Abolition of Forced Labor on 24 February 1997. 


litical Counselor Mary Witt for reasons 1.5(b) and (d). 1. (C) Embassy presented the talking points c 
3 (B) STATE 65141 Classified By: Acting Political Counselor Mary Witt, Reasons 1.5 (b) and (d). 1. ( 
of Department for Multilateral Cultural Affairs, Gulseren Celik. Celik expressed appreciation for USG 


atnamese fisheries officials and visited several fisheries-related activities in and near Hanoi the week 
at Nguyen Vu Viet, Nguyen Truc Cuong, and Nguyen Thi Hoa, whom reports have described as nepr 
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C. Optional Protocol to the Convention on the Rights 
of the Child on the Sale of Children 
Prostitution 


The UAEG ratified the UN Convention on the Rights of 
the Child on 3 January 1997 

supplemental Option Protocol on the Sale of Children 
Child Prostitution 


D. The Protocol to Prevent 

Trafficking in Persons 

Supplementing the UN Convention against Transnational 
Organized Crime? 


The UAE acceded to the UN Convention Against 
Transnational Organized Crime in December 2002. 
Justice Ministry officials report that the UAE has 
reviewed and will likely sign the following 
supplemental protocols in the near future: (1) the 
Supplemental Protocol to Prevent 

Trafficking in Persons 

Children; and (2) the Supplemental Protocol Against 
the Smuggling of Migrants by Land 


E. Other 


The UAEG has also ratified or acceded to the following 
international instruments that help directly or 

indirectly guard against trafficking in persons. 

(Note: Date of ratification or accession in 

parentheses. End note.) 


--UN International Convention on the Elimination of 
All Forms of Racial Discrimination (acceded 20 June 
1974). 


--Convention Against Slavery (ratification date 
unknown). 


--ILO Convention 1 Concerning Hours of Work for 
Industry (ratified 27 May 1982). 

--ILO Convention 81 Concerning Labor Inspection 
(ratified 27 May 1982). 

--ILO Revised Convention 89 Concerning Night Work for 
Women (ratified 27 May 1982). 


--ILO Convention 100 Concerning Equal Remuneration 
(ratified 24 February 1997). 


--ILO Convention 111 Concerning Discrimination in 
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Employment and Occupation (ratified 28 June 2001). 


--ILO Convention 138 Concerning Minimum Age for 
Employment (ratified 2 October 1998). 


6. Protection and Assistance to Victims: 


-- A. Does the government assist victims 

example 

status 

legal 

please explain. Does the country have victim care and 
victim health care facilities? If so 

provide the number of victims placed in these care 
facilities? 


The Government provides assistance and protection to 
victims 

Counseling services are available in public hospitals. 
Authorities have worked with embassies and NGOs to 
provide shelter facilities. Victims may also seek 
shelter in their embassies. Police Departments also 
reportedly provide shelter facilities for victims 

separate and apart from jail facilities. Those 

sheltered in police facilities receive free medical 

care. 


UAE Code of Criminal Procedures Arts. 14 and 22 
provide for legal assistance for victims. 


The following victim protection and assistance 
services in Dubai Emirate are particularly notable 
because almost all women traveling to the UAE for 
purposes of prostitution 

reportedly travel to Dubai. 


Each Dubai police station is staffed with a human 
rights officer and a social worker/counselor from 
Dubai Police\'s Human Rights Department. These 
officers and social workers/counselors are available 
to assist complainants and victims. 


In 2002 

developed a Crime Victims\' Assistance Program 
includes the creation of Victim Assistance 
Coordinators and police training in victim protection 
and assistance. In March 2003 

Coordinators were assigned to police stations. Victim 
Assistance Coordinators\' responsibilities include 
advising victims about the criminal justice system and 
criminal procedure; encouraging witness testimony 


iad met often with UNHCR representative Eusebe Hounsokou and that the GON was interested in ac 


Column 3 

especially in cases like sexual abuse and trafficking 

in persons where victims are reluctant to speak out; 
advising victims of their rights; providing counseling 
and medical care; placement in a safehouse or shelter; 
and follow-up with victims as the case proceeds to 
trial. 


The Dubai Tourist Security Department operates a 24- 
hour toll-free hotline telephone number to assist 
visitors with inquiries or problems. The Department 
publishes information on the hotline and precautionary 
measures for visitors in a brochure that is 

distributed at ports of entry and other locations. 


The Women\'s Da\'waa Administration in the Dubai 
Department of Awqaf and Islamic Affairs also operates 
a hotline especially geared for women and children. 
Operating since July 2002 

nationalities living in all emirates. The hotline is 

open from 8:00 a.m. to 9:00 p.m. 

Wednesday 

and Friday (the UAE weekend). 


-- B. Does the government provide funding or other 
forms of support to foreign or domestic NGOs for 
services to victims? Please explain. 


The Government works with foreign NGOs to provide 
assistance to trafficking victims. We are unaware of 
whether the Government provides direct financial 
assistance to these NGOs. 


-- C. Are the rights of victims respected 

they also treated as criminals? Are victims detained 
jailed 

long? Are victims fined? Are victims prosecuted for 
violations of other laws 

immigration or prostitution? 


Rights of victims are generally respected. 
Individuals identified as victims are not detained 
jailed or deported. Individuals identified as 
victims are also not prosecuted for violations of 
other laws 

prostitution 

determined to have occurred beyond their control 
which would be the case for most trafficking victims. 
For example 

they would not prosecute a victim of forced 
prostitution for prostitution. And 

officials indicate that victims would not be 
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prosecuted for immigration violations if 
example 

because a trafficker had seized their passports. 


- D. Does the government encourage victims to assist 
in the investigation and prosecution of trafficking? 

May victims file civil suits or seek legal action 

against the traffickers? Does anyone impede the 
victimsY access to such legal redress? If a victim is 

a material witness in a court case against the former 
employer 

employment or to leave the country? Is there a victim 
restitution program? 


Law enforcement officials report that they advise 
victims of their rights and encourage witness 
testimony 

trafficking in persons where victims are reluctant to 
speak out. 


Before or during a criminal trial 

financial compensation or \"diya\" 

part of defendant\'s sentence. Victims may also file 
civil suits for damages. 


Foreign diplomats indicate that victims have been 
permitted to give sworn testimony and leave the 
country before judgment was rendered. 


-- E. What kind of protections is the government able 
to provide for victims and witnesses? Does it provide 
these protections in practice? 


The government is able to provide protections for 
victims and witnesses. 


UAE Code of Criminal Procedures Arts. 14 and 22 
provide for legal assistance for victims. 


Authorities have worked with embassies and NGOs to 
provide shelter facilities. Victims may also seek 
shelter from their embassies. Police Departments 
also reportedly provide shelter facilities for 

victims separate and apart from jail facilities. 


-- F. Does the government provide any specialized 
training for government officials in recognizing 
trafficking and in the provision of assistance to 
trafficked victims 

trafficked children? Does the government provide 
training on protections and assistance to its 


ered the talking points contained reftel to Adrian Norfolk, Deputy Director for Human Rights in DFAIT\ 
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embassies and consulates in foreign countries that are 
destination or transit countries? Does it urge those 
embassies and consulates to develop ongoing 
relationships with NGOs that serve trafficked victims? 


The UAEG senior leadership has repeatedly requested 
information on training opportunities that 
specifically address combating trafficking in 
persons 

prosecutors and judges better identify 

and prosecute trafficking in persons cases. After 
receiving information on USG training opportunities 
in February 2003 

the Office of the Minister of State for Foreign 
Affairs 

Ministry of Interior and Ministry of Justice for 
consideration. 


Ministry of Justice officials report that the 

Ministry\'s Institute of Judicial Training and Studies 
conducts mandatory classes for prosecutors and judges 
on proper victim care and assistance. The Institute 
also conducts mandatory specialized classes (with 
course duration in parentheses) on the following 
topics: human rights (14 hours); sexual offenses (20 
hours); offenses against life (20 hours); immigration 
offenses (20 hours); juvenile protection and 
delinquency (30 hours); labor violations and offenses 
(12 hours). 


In March 2003 

Department began conducting Victim Protection and 
Assistance training courses for Dubai police officers 
as part of the new Dubai Police Department\'s Victims! 
Assistance Program. 


-- G. Does the government provide assistance 
medical aid 
repatriated nationals who are victims of trafficking? 


We are not aware of any instances in which UAE 
nationals were trafficked. Considering the UAEG\'s 
record of numerous services provided to citizens at 
little to no cost 

provide generous assistance to repatriated UAE 
nationals who are victims of trafficking. 


-- H. Which NGOs 

victims? What type of services do they provide? What 
sort of cooperation do they receive from local 
authorities? 


Caribbean Bureau, on March 4. Benn told poloff at that time that the question of increasing Canada’ 


2). 1. (C) CAMEROONIAN PERMREP BELINGA-EBOUTOU REPORTED THAT THE U-6 INITIATIV 


¡LIELMI, 4520/ITA/MAC/ONE/CLOUSTAUNAU, 4500/ITA/MAC/DAS/WILLIAMSON, 3131/CS/OIO/AN 
| Mazroui, MFA International Organizations Department Deputy Director. Post will advise the Departm 
M Frank C. Urbancic for reasons 1.5 (B) and (D) 1. (C) A Senior KPC official informed Embassy late 


Column 3 


The Government cooperates and coordinates with NGOs 
in providing assistance to trafficking victims. For 
example 

the Pakistan-based Ansar Burney Foundation 
governmental organization dedicated to improving 
human rights in South Asia 

and assisting in the repatriation of rescued children 
brought to the UAE to work as camel jockeys. 


WAHBA 
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the other hand 

its production is now 70 
END COMMENT. 


4. (U) According to Pryor 

CT had planned to use to evacuate personnel and IDPs from 
Escravos were not able to make the trip from South Africa. 
However 

It expects to complete the evacuation by mid-day on Monday 
March 24. From 35-50 persons will remain at the tank farm to 
provide maintenance and keep utilities operating 

tasks. Another 8-9 persons will stay on CT\'s platform at the 
mouth of the river. 


5. (SBU) Pryor reported that approximately 280 GON security 
personnel 

and around Escravos. There have been no problems in the 36 
hours prior to his conversation with the Ambassador. 


6. (C) Pryor reported that the GON was already pressing CT to 
bring Escravos back into operation but that CT thought the 
Escravos area remained too tense and unstable for operations 
to resume. Even once the GON provided CT with an \"all-clear 
the company would be reluctant to resume operations without 
independent confirmation (via imagery) that calm had returned. 


COMMENT 


g points to Bader Humaidhi, Director General of the Kuwait Fund for Arab Economic Development (K 
TER OF STATE SHAYKH HAMDAN BIN ZAYID AL-NAYNAN ON MARCH 15. 2. POST CONVEYED 
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7. (C) We understand that the USG has sometimes provided U.S. 
firms imagery of oil-producing areas that had suffered from 
instability or insurgency. We understand 

this was done in Angola. We believe CT must understand that 
USG imagery assets are fully deployed for other purposes at 

this time. Nonetheless 

know that each day with Escravos off-line is a day with 

440 


8. (SBU) 735 

of daily worldwide crude oil production (79 mbpd). There is 

no guarantee that production losses will not climb higher 
before stability returns to the Niger Delta. As we reported 
previously (Ref B) 

are being aggravated by electoral politics. Meanwhile 

Nigeria Labour Congress (NLC) is publicly threatening a 
nationwide general strike for April 1 

implement a 12.5% increase in civil service salaries and the 
minimum wage. While the last NLC-sponsored general strike (an 
effort to roll back an increase in motor fuel prices) fizzled 
organized labor in Nigeria remains a potent force. Oil 
companies may be reluctant to restart production in the days 
ahead if they fear the petroleum sector unions (NUPENG and 
PENGASSAN) might join the general strike. They certainly will 
not resume without iron-clad assurances of security. 


9. (SBU) Lost Nigerian oil production may have a larger 
impact on the U.S. than mere percentages would suggest. The 
U.S. has long been the largest consumer of Nigerian crude; in 
2001 our average daily imports from Nigeria were about 800 
bpd (according to a \"Newsweek\" article that cited the IEA). 

In addition 

refineries that blend its light 

varieties (primarily from Canada and Venezuela) to refine 
motor fuels that are then sold in the U.S. Precise figures 

are impossible to derive 

the U.S. was the end-consumer of about 80% (between 1.2 and 
1.3 mbpd) of Nigeria\'s crude production that year. Canada\'s 
Deputy High Commissioner recently told us that this business 
continued to be important for refineries on his country\'s 
Atlantic coast. 


10. (SBU) If production losses in the 700 
continue for very long 
foreign exchange reserves (already lower than a year ago) 


Jards budget, Standing Deputy Minister of Foreign Affairs Nguyen Dinh Bin responded in a letter date 


ance excluding onlending and capital costs of reform; 2) overall fiscal balance including onlending; 3) 
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further to support the Naira. For political reasons 

cannot permit a significant devaluation of the currency now 
just weeks before national elections. One of many tools that 
Nigeria traditionally has used to maintain its influence in 
West Africa has been to provide other countries with some 
crude oil on concessional terms. We do not know the current 
daily volume of these deals. However 

reduce or halt deliveries of such shipments until production 
returns to normal. 


11. (U) Abidjan minimize considered. 
JETER 
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back to their homes as their perceived security changes. 
ICRC believes there are well under 500 

Iraq. 


4. (SBU) A Mercy Corps International representative in 
Sulaymaniyah told us that the pattern of displaced persons 
returning to their homes is not taking place in Dahuk. 

This may be due to the town\'s proximity to Mosul. 
Pearson 
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Social democrat-intellectual Cumhuriyet carried this front 
page editorial comment (3/24): \"Whether the war in Iraq 
takes longer than expected as President Bush has suggested 
or shorter 

easy in the future. The people of Iraq have not welcomed 
the foreign troops as saviors 

aides had hoped and expected. In this context 

position stands on basic principle and is the right one. 
Turkey cannot be part of an unjust war 

international law and legitimacy for the sake of our 
strategic ally. . The bilateral atmosphere between Ankara 
and Washington is cool at the moment. Yet the fact of the 
matter is that the Bush administration is in need of 
Turkey\'s cooperation if it aims to establish US sovereignty 
over the oil region in the Muslim world.\" 


\"A mistake which can last for the next two generations\" 
Fatih Altayli criticized Turkey\'s handling of the Iraq issue 
in mass appeal Hurriyet (3/24): \"From the very beginning 
the AKP government constantly gave the wrong signals. 
Moreover 

Washington even more. In the end 

steps 
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are clear messages coming from the US now. Even well-known 
pro-Turkish Congressmen are keeping their distance from 
Turkey. Handling some critical issues in the near future 

such as the Armenian genocide resolution 

easy as it used to be. Turkey is hurting itself by not 

giving a clear `yesV or 'no\' answer to the US. There is a 

big price to pay -- not only for us 

generation as well.\" 


\"The current situation\" 

Hasan Unal commented in the Islamic-intellectual Zaman 
(3/24): \"It would be different had Turkey stood against the 
war clearly from the very beginning. This 

have required no negotiation and no bargaining with the US. 
. Now we look like an undesired 

wants to care for. Turkey seriously damaged its very 
important relationship with the US. At the same time 
Turkey failed to prevent the war from happening. Moreover 
Turkey\'s rights and interests -- not only in lraq 

the entire region -- are now at stake. Such incredible 
strategic planning and diplomatic achievement (!) deserves 
to be a future case study in universities.\" 


PEARSON 
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pro-government \"Daily Mirror\" dedicated its 
March 24 editorial to denouncing the war against 
Iraq 
(President George W. Bush) is ensnaring them 
into deeper poverty and distress.\" Excerpts: 


Y. . .ltis becoming clear that instead of 
delivering the world from danger 

endangering the world more. Instead of freeing 
the Iraqis 

poverty and distress. Iraq is a country already 
struggling under-year-old international 
sanctions 

reached alarming proportions 

U.N. A worse catastrophe is the mounting death 
toll directly related to military operations. 

For how long can the world afford this killing 
and destruction of a city and a country that was 
once the capital of the Islamic world. ..? As 
we have said before 

war are being ignored. President Bush himself 
stated last week that the so-called allies 
wanted to replace the present administration 


'aceful anti-war demonstration on March 15. (Note: The UAE University, with some 14,000 students, | 
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with a U.S.-led military dictatorship before 
installing a puppet government run by local 
people. That is hardly the way to create a 
democracy. What this will only achieve is the 
looting of resources of the world\'s eighth 
largest oil producer and boost the egos of the 
Bush clan 
to topple Saddam during the Gulf War. The rest 
of the story is about murder and mayhem.\" 


SULLIVAN 
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it is along war 

strongly 

conflict will likely be short and cause minimal 
delays. 


3. (SBU) In the next few months 

consultant to assess the current investor climate 

value assessment committee 

(chaired by THY\'s Vice President). The tender commission 
will be responsible for advertising the technical 
specifications of THY aircraft and aircraft parts. In the 

third quarter of 2003 

15-25 percent of the company followed by a block sale of a 
minimum 51 percent 

remainder of the company. Tekin hopes to finalize the sale 
by early 2004. Press sources estimate THY\'s value in 2001 
was USD $2-3 billion. 


4. (SBU) Bidders will have to meet a number of requirements: 
no more than 40 percent of THY can be foreign owned; a 
majority of the company\'s capital assets must be held in 
Turkey; and a majority of its board must be Turkish. PA is 
trying to find interested investors in Turkey as well as in 
Turkish expat communities in Europe. The articles dictate 
that the GOT hold at least one share - the \"golden share\" - 
reserving the GOT the right to block any future merger 
decisions taken by the new THY management. Speaking of all 
the conditions that need to be met 

bidder will not necessarily be the highest bidder. \"We\'re 
looking for a suitable candidate for our daughter 

\"It doesn\'t have to be rich but it sure needs to be decent.\" 


THY Remains Profitable in a Struggling Industry 


. (U) ON MARCH 15, GERMAN PERMREP PLEUGER CIRCULATED THE FOLLOWING GERMAN 
3) DURING COURSE OF DISCUSSION ON OTHER TOPICS, PRIME MINISTER BERLUSCONI'S 
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5. (SBU) Taken into the privatization portfolio in August 
1990 

privatization efforts gone awry. In 1991 

halted when war with Iraq broke out and 

were again delayed due to the GOT financial crisis. 
Following that crisis 

controls on THY flights 

unprofitable flight routes 

excess aircraft 

THY was fortunate to receive $20 million from the Government 
of Iran for the sale of several Airbuses one week prior to 
September 11 


6. (SBU) This increased autonomy and revenue helped THY 
manage the post 9/11 storm that hit the aviation industry. 

In 2002 

European flag carriers went bankrupt 

profitable year since 1996 ($107 million in profits). In 

2001 

months of 2002 

largest foreign currency earner in the Turkish economy 
revenues are an important mechanism in protecting the Turkish 
lira from depreciation.) 


Threat of War Hurting Sales 

7. (SBU) Head of Marketing for Turkish Airlines Guliz Ozturk 
told us in late February that THY expected a significant 
decrease in international and domestic operations in the 
event of a war in Iraq (reftel). Ozturk said THY has already 
cut back on its flights to the Far East 

a significant drop in bookings on THYVs European flights. In 
addition 

domestic operations to eastern and southeastern Turkey 
noting that it would be difficult 

aircraft and crews in these cities once an operation began. 
8. (SBU) COMMENT: In light of these difficulties 

executive was doubtful that the airline could be successfully 
privatized this year. Although Tekin appears to be genuinely 
committed to completing the sale of THY by early 2004 

be overly optimistic on the timing. 

PEARSON 
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IN TELECOMMUNICATIONS AND HOW DOES THIS RELATE TO ITS 
REGULATORY COMMITMENTS UNDER THE WTO? 


left seven dead in Delta state late last week. While Shell Oil moved non-essential staff from pockets | 
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3. RESPONSE: ITALY APPLIES THE CONCEPT OF \"SIGNIFICANT MARKET 
POWER" (SMP) AS DEFINED BY EUROPEAN COMMUNITY LAW 

ITALY COMPLIES WITH ITS REGULATORY COMMITMENTS UNDER THE WTO. 
AS THE USG IS AWARE 

TELECOMMUNICATIONS WILL ENTER INTO FORCE IN JULY 2003. 


UNDER THE 1998 REGULATORY PACKAGE 

HAVE SMP WHEN ITS MARKETS SHARE EXCEEDS 25 PERCENT. MARKET 
SHARE ALONE IS 

CONDITION FOR AN SMP FINDING. EUROPEAN LAW REQUIRES THAT 
OTHER FACTORS BE TAKEN INTO ACCOUNT 

ORGANIZATION\'S ABILITY TO INFLUENCE MARKET CONDITIONS; ITS 
TURNOVER RELATIVE TO THE SIZE OF THE MARKET; ITS CONTROL OF 
THE MEANS OF ACCESS TO END-USERS; ITS ACCESS TO FINANCIAL 
RESOURCES AND ITS EXPERIENCE IN PROVIDING PRODUCTS AND 
SERVICES IN THE MARKET. 


UNDER THE NRF 

ENJOYING (INDIVIDUALLY OR JOINTLY WITHIN A CONSORTIUM 

A POSITION OF ECONOMIC STRENGTH AFFORDING IT THE POWER TO 
BEHAVE TO AN APPRECIABLE EXTENT INDEPENDENTLY OF COMPETITORS 

AND ULTIMATELY 

DEFINITION 

REQUIRED TO APPLY THE PRINCIPLES OF EUROPEAN COMPETITION LAW. 


THE NRF EMPHASIZES THE NEED FOR SOUND ECONOMIC ANALYSIS OF 
RELEVANT MARKETS UNDER A CASE-BY-CASE APPROACH 

EUROPEAN ANTI-TRUST JURISPRUDENCE - WHERE APPLICABLE TO 
EX-ANTE REGULATION - AS A BLUEPRINT FOR ACTION. WE BELIEVE 
THAT ITALY IS ALREADY IMPLEMENTING THIS NEW APPROACH WITHIN 
THE CONSTRAINTS OF THE OLD REGIME (SEE ALSO NEXT ANSWER) WITH 
A VIEW TO IMPROVING MARKET PERFORMANCE AND INCREASING 
CONSUMERS\' WELFARE 

WTO OBLIGATIONS. 


4. QUESTION: SINCE ITALIAN MOBILE OPERATORS DISCRIMINATE BY 
CHARGING OTHER MOBILE OPERATORS LESS THAN WHAT THEY CHARGE 
FIXED LINE OPERATORS FOR WHAT APPEARS TO BE A LIKE SERVICE OF 
TERMINATION 

CONCERNED THAT THERE MIGHT BE INCONSISTENCY WITH ITALYVS 
NON-DISCRIMINATION OBLIGATION UNDER THE GATT\'S 
TELECOMMUNICATIONS ANNEX? 


5. RESPONSE: WE DO AGREE THAT REGULATION OF MOBILE 
TERMINATION IS A VERY PRESSING ISSUE 

CAN HELP BRING ABOUT NEW AND BETTER REGULATION FROM THE 
OPERATORS\' AND 

YOU ARE AWARE 

DECIDED TO IDENTIFY A SEPARATE RELEVANT MOBILE TERMINATION 
FOR EACH OPERATOR 

CONDITIONS ARE SUCH THAT OPERATORS ARE ABLE TO REAP 
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EXTRA-PROFITS IN PROVIDING THESE SERVICES. THIS UNDOUBTEDLY 
REPRESENTS A STEP FORWARD IN THE REGULATION OF THESE MARKETS 
AS COMPARED TO THE OLD REGIME 
TERMINATION MARKETS COULD BE CONSIDERED AS PART OF THE LARGER 
INTERCONNECTION MARKET 
MARKETS. 


WHILE WE CANNOT 

THE CURRENT REGULATION OF FIXED-TO-MOBILE AND 
MOBILE-TO-MOBILE TERMINATION WILL CHANGE UNDER THE NRF 
COULD NOT RULE OUT SOME FORM OF ASYMMETRY BETWEEN THE TWO 
TYPES OF SERVICES. IN FACT 

DISCIPLINE IN THE MOBILE-TO-MOBILE AVERAGE RETAIL TERMINATION 
RATES 

ATTRACT CUSTOMERS 

ARE NOT CLOSE SUBSTITUTES (AS FIXED AND MOBILE NETWORKS ARE 
AT LEAST UNDER CURRENT TECHNOLOGY AND DEMAND CONDITIONS). 


6. END WRITTEN COMMUNICATION FROM THE COMMUNICATIONS 
AUTHORITY. 
SEMBLER 
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very difficult for Yemen to act against Iraq because of their 
long-standing bilateral relations. He further noted that for 
countries like Jordan and Egypt this type of action would be 
easier because they are closer to the U.S. Awadi also 

indicated that the ROYG was concerned about Yemeni students 
still present in Iraq 

contacts could restrict the ROYG\'s ability to assist them. 


2. (S/NF) DCM explained that our request pertained only to 
the Iraqi government 

that Yemen-lraq people-to-people relations would obviously 
continue. Moreover 

regime would compel the ROYG to address the question of how 
to deal with representatives from SaddamVs government. Still 
hesitant 

change the ROYG position 

support for the Iraqi people. 


3. (S/NF) Also in attendance were DATT and 
Pol/EconOff(notetaker). 


HULL 
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categories. | know some Arab rulers will be annoyed by what 


Marib were shot by a Yemeni employee shortly before 1215 hours local March 18. Ron Horsch, an Al 


Classified By: DCM Frank Urbancic for reasons 1.5 (b) and (D) 1.(C) Following is unedited data set! 
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| say. What | will say applies to the majority and not all 
Arab states. Here are the three categories. 1. Rulers who 
directly plot and take part in the aggression 

regime in Kuwait. 2. Rulers who plot and coordinate in 
secret and indirectly or secretly take part in the 


SIPDIS 

aggression. However 

The Arab masses started to discover their roles. | will not 
mention the names of those governments now. 3. The failing 
rulers who try to prevent their people from protesting the 
aggression. They ask their masses not to protest except with 
the approval of interior ministers. If the masses go the 
embassies of aggression 

killing. They convene councils of war and form investigation 
committees and consider those who confront security men as 
plotters against the security of their countries. They 

pledged to protect the Americans and Zionists in their 
countries and they are ready to launch a war for this sake.\" 
HULL 
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followed up with another call to bank officials March 23 
asking them to call him immediately \"with any fishy matters\" 
that would suggest withdrawals from other accounts on the 
part of GOI officials. In line with the points in REF A 

Shahin emphasized to bankers that it was \"in Jordan\'s 
national interest to safeguard the funds for the Iraqi 

people. It belongs to them 

entourage.\" 


3. (C) Shahin stressed to us that while it had the full 
support of the Jordanian government 

sensitive matter for the GOJ. Thus 

a public announcement of this action. 


4. (C) Shahin also said the CBJ was keeping \"a close eye\" on 
the Amman branch of the GOl-owned Rafidain Bank 

Iraqi bank with branches outside of Iraq. He said the branch 
maintains accounts in Jordanian banks on behalf of the GOI 
and its front companies. Shahin told us the CBu is allowing 
Rafidain to transfer funds from one Jordanian bank to 

another 

He hoped that a post-Saddam Rafidain Bank would be 
\"energized\" to facilitate international commerce and trade 

for a normal Iraq. 


4UTS DOWN URBAN CENTERS REF: HARARE 546 Classified By: political section chief Matt Harr 
arch 18 polmiloff met with MFA Iraq Desk officer Ferhat Alkan and delivered Ref A points. Alkan readi 
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5. (C) Shahin said the Central Bank of Iraq had no accounts 
with the CBJ and that the only relationship between the two 
was through the implementation of the bilateral oil for goods 
barter protocol. He added that recent protocol trade was 
\"not what it used to be.\" He said that the CBJ worked 
diligently with the Ministry of Trade and Industry and the 
Customs Directorate to ensure proper valuation of protocol 
shipments 


6. (C) In a separate conversation 

Supervision Mai Khamis estimated current exposure of the 
Jordanian banking sector to UN-authorized exports to Iraq 
under the OFF program at about $250 million. She said she 
had no breakdown on how much of that exposure was related to 
trade currently held up by the conflict. She requested 

Embassy assistance in determining the status of a GOJ request 
of the UN to permit OFF deliveries to the Port of Aqaba and 
stationing of a Cotechna team in Jordan pending resolution of 
hostilities (REF B). 


7. (C) Shahin said the CBJ was monitoring bank activity 
daily and that bank business had been normal since the war 
began. He said Jordanian banks had not faced problems 
clearing international transactions 

high capital adequacy level of Jordanian banks 

around 20% on average. Shahin added that the sector has 
approximately $4.7 billion in foreign currency deposits 
abroad 

with Jordanian counterparts. Shahin said the Bank had 
brought cash into the country earlier this month in case it 
was needed to meet customer demand for banknotes. 


8. (C) There continue to be no reports of unusual demands 
for foreign currencies or of efforts to transfer funds 

outside of Jordan. Healthy bank capitalization and strong 
foreign reserves 

the storm. However 

require the continued attention and diligence of the CBJ 
anything we can to support that effort will be in our 

interests as much as in the interest of the Government of 
Jordan. 


18: DECL: 03/17/2013 TAGS: EAID, IZ, MOPS, PREF, PREL, TU, WFP SUBJECT: PRM A/S DEWEY 
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have been given military uniforms and equipment 

operating under orders from military officers. The 
government-owned The Herald reported that 160 MDC members had 
been arrested around the country for perpetrating violence 

during the stayaway. 


Mugabe Calls for Crackdown on MDC 

Blames West for Violence 

4. (U) The upsurge in officially sponsored violence comes in 
the aftermath of recent statements by President Mugabe vowing 
greater action against the opposition MDC. At the funeral of 
former Minister of Higher Education 

March 21 at the National Heroes\' Acre outside Harare 

said 

anymore.\" He said when freedom of expression was used to 
promote violence and terrorism 

who promote the violence must be severely punished. He went 
on to say that if Hitler fought for the freedom 

sovereignty of his people he (Mugabe) could be a black Hitler 
\"ten-fold\". He accused Western nations 

U.S. 

engage in violence. 


5. (U) The Following accounts were derived from Embassy 
Officer interviews with some of the victims: 


Retired Military Officer Tortured 

6. (C) On March 21 in the middle of the night two persons in 
military uniform and insignia 

with AK-47s 

(David) Shamu 

home in the Harare suburb of Mufakose. Shamu had been 
threatened on numerous occasions and has attempted to conceal 
his military background. GOZ authorities believe Shamu might 
pass sensitive military information to the MDC through his 

wife 

denies the claim or any personal involvement with the MDC. 
Shamu 

previously guided Poloff and a UN official to visit 
ex-commercial farm workers and was beaten when war vets 
detained the entire party at a commercial farm in Melfort in 
November (Ref B). During the abduction on March 21 the 
soldiers and ClO officers beat Shamu\'s eleven and fourteen 
year old boys and 27-year-old cousin with sjamboks (rubber 
whips cut from car tires) 

7. (C) The CIO officers blindfolded Shamu 
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undisclosed location 

torture administered to his fingers 

Three suspected CIO officers told him to open his mouth while 
they urinated into it accusing him of giving away sensitive 
information to the MDC. Shamu was dumped unconscious 
and blindfolded into a vacant field in Msasa near Harare at 
10 p.m. on March 21 where he awoke 

flagged down a passing car for assistance. He was badly 
bruised 

afraid of talking when Poloff interviewed him at Avenues 
Clinic on March 23. 


MDC Mabvuku Officials Beaten 

8. (U) On March 22 approximately five soldiers beat severely 
the MDC\'s chairwoman for women\'s issues for Mabvuku (a 
high-density suburb of Harare) 

youth member 

the Harare high-density suburb Mabvuku. According to the 
brother 

of the night and five beat them with batons particularly on 
the bottoms of their feet 

soldiers told the mother 

arrived 

of an AK-47 assault rifle into her private parts while her 
children looked on. Polchief interviewed the three at the 
Avenues Medical Clinic on March 23 and found them cut and 
bruised over their faces 

Crispin was unable to sit up on his own 

traumatized 

sister\'s wrists were swollen severely 


9. (U) On approximately March 22 five soldiers arrived in the 
middle of the night at the home of the secretary for the MDC 
offices in Mabvuku. She told the Defense Attache that the 
soldiers beat her 

drink her son\'s urine. They also accused her of associating 
with Amani Trust 

operations of the MDC office including whether the MDC had 
received USG funding. 


Violence Close to Embassy Homes 

10. (U) On March 22 

nurse in the low-density Harare suburb of Highlands 

many Embassy families live 

in her bedroom. One of them said 

bitch\"; they forced her to strip naked 

room 

know whether she passed out or went into shock. When Nell 
reported the incident to police 
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that \"youths\" were the perpetrators in order to avoid ClO 
harassment. She was visibly bruised and shaken up when 
Polchief interviewed her at Avenues clinic on March 23. 
Though a veterinary nurse 

of violence in the wake of the stayaway. After transferring 
to another hospital on March 24 

phone call on her direct line in her room warning her against 
continuing to tell her story. 


MDC Councilor Abducted / Beaten 

11. (U) On March 20 in the middle of the night 

suspected CIO officers abducted Murewa South city councilor 
and MDC local chairman Raphinas Madzokere from his home in 
Chitungwiza (a high-density suburb of Harare). The soldiers 
took Madzokere\'s liberation war veteran\'s identity card 

MDC materials 

unconscious near his home on March 21. Three soldiers 
returned to the house on March 22 and threatened the family 
with death. Madzokere was living in Chitungwiza because 
ZANU-PF supporters had destroyed his home in Murewa last year. 


MDC Chinhoyi Leadership Beaten 

12. (U) On March 20 unknown assailants burned the Chinoyi 
offices of the General Agriculture and Plantation Worker\'s 
Union of Zimbabwe (GAPWUZ) to the ground. Also in Chinhoyi 
unknown assailants burnt to the ground the ZANU-PF offices. 
In response to the latter 

Chinhoyi local MDC leadership 

them severely. They were still in custody on March 24 
although no evidence has yet been released linking the MDC to 
the fire. 


Police Cancel MDC Rally 

13. (U) On March 23 riot police beat numerous MDC supporters 
who had arrived for a scheduled MDC rally in Kuwadzana. Two 
days earlier Police had requested that MDC officials 

reschedule the rally to March 22 saying that President Mugabe 

would be speaking at a ZANU-PF rally in Kuwadzana on March 
23. Having already made arrangements the MDC refused 

the police prevented the rally by force; in the end Mugabe 

did not address a rally in Kuwadzana on March 23. 


Harare MDC Mayor Threatened 

14. (U) On March 21 a mob of approximately 100 ZANU-PF 
supporters threatened HarareYs MDC Mayor Elias Mudzuri 
chanting \"you are a murderer and you will also be killed 

he walked to his car following a funeral ceremony at Heroes\' 
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Acre in full view of senior GOZ officials and police. They 
confiscated the keys to Mudzuri\'s official vehicle; Mudzuri 
secured a spare set and returned home with a police escort 
but he continues to receive threats. 


Comment: 

15. (C) Although a GOZ campaign of retribution in the 
aftermath of the stayaway was already underway 

Mugabe\'s March 21 speech intensified the brutalization of MDC 
officials and supporters. It is also clear that the security 

forces are either directly involved or 

complicit in the ongoing GOZ crackdown. End Comment. 
SULLIVAN 
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in the South-west Warri Local Government of Delta State \"by 
any means necessary\" before local elections take place. Oil 
companies are not the target. The target is strictly the 
balance of political power between ljaw and Itsekiri 

main riverine groups of the area. The ljaw regard themselves 
as the majority ethnic group in this area and the Itsekiri as 

a minority group. Under redistricting enacted after the 1999 
elections 

demarcated to the Itsekiri 

view the chairmanship to the local government as paramount to 
allocating government revenue 

region\'s sole means of economic resources outside of the oil 
industry. The ljaw see attaining the local government 
chairmanship as a life-or-death issue. 


3. (C) The ljaw do not think President Obasanjo is a neutral 
actor in the crisis 

heritage. The ljaw believe the Itsekiri are actually Yoruba 
affiliates 

an accent." Fumudoh says 

appear indifferent and aloof regarding all conflict 

situations 

on the inside. All the ljaw want is for the president to be 
fair. We see him as siding with the Itsekiri 

covers up his true feelings through his official language." 
This belief was further fueled over the weekend of March 
22-23 by reports of press statements given by Afenifere and 
the Yoruba Council of Elders (traditional Yoruba political 


E 01119 181741Z REF: SECSTATE 50683 1. THE HIGH COST OF MOBILE TO FIXED TERMINA 
ie make-up and mandate for an international commission to investigate recent attacks on human righ 


and (d). 1. (C) In the absence from Guatemala of Foreign Minister Gutierrez, the Ambassador spoke 


onsideration for the difficult situation facing the U.S. and offering Portillo\'s personal unconditional sur 
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interest groups) condemning the ljaw\'s moves against the 
Itsekiri. Fumodoh said the reports indicate that Yoruba 
groups would \"take up arms against the ljaw\" if the fighting 
does not end. 


4. (C) As discussed in ref B 

regarded by the ljaw as a member of the Isoko ethnic group 
subset of the Urhobo group. Fumodoh says the Urhobo 
mainland and not riverine ethnic group 

neutral and outside this conflict between ljaw and Itsekiri 
(septel will explain complexities and contradictions of this 
issue). Delta State Governor James Ibori is generally 
respected by the ljaw as a peace-maker for his former roles 
in the ethnic conflict 

his father Urhobo (septel to follow on Warri-Niger Delta 
politics). 


5. (C) COMMENT. Although the ljaw may outnumber the 
Itsekiri nation-wide 

poloffs that the ljaw constituency\'s status within a 
geopolitical area depends heavily on the boundary 
demarcations. Gerrymandering directly impacts ljaw political 
power. The ljaw believe that oil production has disrupted 
their traditional means of economic sustenance (i.e. 

fishing) 

means of survival. Until a third option of viable private 
sector employment develops in their region 

spoils of power are seen by constituents as being distributed 
among minority and majority groups alike 

unlikely to end their quest for political power by any means 
necessary. Atrisk are lives 

production 

elections in the Niger Delta. END COMMENT. 
HINSON-JONES 


6723 

Offensive; V San Pedro liberal daily Tiempo: \"Land offensive 
started in the south--without resistance\" and San Pedro Sula- 
based liberal daily La Prensa: V'No price increase on fuel 
because of War: President Maduro.\" Beginning last night 
radio and all TV stations and print media have been devoting 
an impressive amount of coverage to the conflict 

sources CNN in Spanish and other international news 
sources. \" 


2. The morning news programs repeated the international 
reports several times. Radio and TV stations are running 
spots telling their audiences to stay tuned for complete 
coverage of the war. Newspaper \"El Heraldo\" has special 


Column 3 
radio spots announcements inviting readers to buy the 
newspaper to keep up on developments in the war\". 


3. \"Telenoticias\" showed some Desert Storm footage last 
night to explain events during the first war and featured 
interviews with several Ambassadors to Honduras. 


4. Italian Ambassador Stefano Cachaquero: 'We have said very 
clearly since the beginning that we support the United 

States in its efforts. The Italian government is providing 

support to the airfields that are open to U.S. military 

troops 

the reconstruction of Iraq. 


5. Ambassador of Mexico Walter Astie: - \"Obviously we are in 
favor of lraq disarming and the elimination of a threat to 

other countries. We are against terrorism but we still 
continue to believe that the best solution for this problem 

is through negotiations through the United Nations. 


6. Ambassador of France Michell Avignon: \"To begin military 
operations is going to be the unilateral decision of 

President Bush who 

United Nations had failed to carry out its responsibilities 

but that he would carry out his. | am sorry to say 

that is called "prepotency and the U.S. is the first nation 

of the world 

the force of right 

we are going to experience.\" 


Palmer 
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missile 
fallen over a 500 meter area. 


5. Tercuman: Turkish Foreign Minister Abdullah 
Gul announced that there were no negative aspects 
in Turkish-US relations. FM Gul announced that 
Turkey had granted permission to an American C- 
130 aircraft carrying wounded individuals to land 

at Incirlik AB the previous evening. 


6. Milliyet: With the legal conclusion of 
Operation Northern Watch 

tanker planes operating under ONW flew out of 
Turkey as of Friday. Some 1 

assigned to ONW at Incirlik AB are expected to 
return home. It is reported that the planes 
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continuing to use Incirlik AB were flying in 
support of the humanitarian relief program in 
Afghanistan. Preparations are being made near 
the base\'s golf course for deploying Patriot 
missiles. 


7. Evrensel: During Newroz festivities on March 
21 in Bingol 

administrator at DEHAP\'s National Headquarters 
were ordered held and subsequently put in Bingol 
prison. Seven more persons were imprisoned in 
Sanliurfa 

Newroz-related incidents. 


8. Evrensel: After policemen failed to capture a 
group of youth who set a bonfire and shouted 
slogans during Newroz celebrations in Siirt 
policemen allegedly took revenge by breaking the 
windows of the surrounding houses with the 
stones. The windows of ten houses are reported to 
have been damaged. 


9. Evrensel: Ten students from Cukurova 
University in Adana who had been detained on the 
grounds of undertaking anti-war actions on March 
21 were subsequently released by the State 
Security Court of Adana. 


10. Turkiye: Two persons trying to introduce 

40 

the market in Batman were arrested by police. 
During a search of a taxi 

bank notes were found in secret compartments of 
the car. 

HOLTZ 
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RECONSTRUCTION. BADINI DESCRIBED THE GON'S INTEREST IN BROAD 
ENGAGEMENT OVER THE NEAR- AND MEDIUM-TERM TO INCLUDE 
POST-CONFLICT SUPPORT 

COMMERCIAL CONTRACTS. 


2. (C) WHILE BADINI DID NOT SPECIFY AMOUNTS OF MONETARY 
ASSISTANCE 

WOULD BE TAKEN TO SECURE NECESSARY FUNDS. MEANWHILE 
WAS SUPPORTIVE REGARDING SUCH GOI CONTRIBUTIONS OF 
SPECIALISTS IN BIOLOGICAL AND CHEMICAL WEAPONS AS MIGHT BE 


OF 1159 HOURS LOCAL TIME, 0359 HOURS WASHINGTON TIME, MARCH 19, 2003. 2. EVENTS 
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NEEDED IN THE IMMEDIATE POST-WAR PHASE (REF A) 

SHOULD CONTRIBUTE TO THAT FOR SURE." BADINI ALSO AGREED ON 
THE NEED TO BE ATTENTIVE TO TURKEYVS PRIOR COMMITMENT TO 
RESPECT THE TERRITORIAL INTEGRITY OF IRAQ. BADINI ALSO 
SHARED HIS PARTICULAR INTEREST IN ENCOURAGING STRONGER USG 
ENGAGEMENT WITH 

(REPORTED SEPTEL 


3. (C) COMMENT: BADINI CLEARLY WANTS TO USE HIS VISIT TO 
WASHINGTON ON MARCH 24 AND 25 AND TO NEW YORK ON MARCH 26 AND 
27 AS A POINT OF DEPARTURE FOR BUILDING THE GOIVS IRAQ 
RECONSTRUCTION TASK FORCE IN SUCH A WAY AS TO INTERFACE 
EFFECTIVELY WITH USG AND UN ORGANIZATIONS. HE IS EAGER TO 
LEARN FROM OUR OWN COORDINATION EFFORTS AND TO UNDERSTAND HOW 
ITALY CAN HELP IN A RANGE OF AREAS FROM NON-COMBAT TROOPS TO 
HUMANITARIAN ASSISTANCE TO SALVAGING FORMER COMMERCIAL 
CONTRACTS THAT HAVE BEEN SUSPENDED IN RECENT YEARS. BADINI 
MADE CLEAR THAT HE WANTED TO BE SURE THAT ITALIAN INTERESTS 
WERE FAIRLY REPRESENTED IN THE POST-WAR PERIOD 
WAY THAT IS CONSISTENT WITH IRAQ\'S POST-WAR DEVELOPMENT 
NEEDS. END COMMENT. 

SEMBLER 
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REITERATED HIS GOVERNMENTYS POSITION \"REGRETTING\" THE LACK 
OF UNSC UNITY OVER THE DECISION TO USE FORCE TO COMPEL IRAQ 
TO DISARM. HE SAID THAT ALL OF THE GOVERNMENTVS STATEMENTS 
FOLLOWED THE AGREED POLICY LINE 

PRESIDENT MESIC DID NOT CONSULT WITH THE GOVERNMENT BEFORE 
DELIVERING HIS SPEECH TO THE CROATIAN PEOPLE ON MARCH 20. 

(IN THAT ADDRESS 

LEGITIMACY\" WITHOUT UNSC APPROVAL.) 


2. RACAN SAID CROATIA COULD NOT \"SELECTIVELY IGNORE\" 

SECURITY COUNCIL RESOLUTIONS 

WOULD HAVE HAPPENED V'HAD WE IGNORED 

COUNCIL DECISIONS ON ICTY AND STOPPED COOPERATION." RACAN 
POINTED OUT THAT CROATIA HAD GRANTED OVERFLIGHT APPROVAL TO 
U.S. CIVILIAN AIRCRAFT CARRYING MILITARY PERSONNEL AND 
EQUIPMENT. IN ADDITION 

AIRPORTS FOR FUELING 

OF THE COUNTRIES THAT WERE FORMALLY ALLIED WITH THE U.S. 

THE PM SAID. 


C/ONE/DGUGLIELMI 4500/ITA/MAC/DAS/WILLIAMSON 3131/CS/OIO/ANESA E.O. 12958: DECL ( 
27 1. (U) Classified by Ambassador Marcelle M. Wahba for reasons 1.5 (B) and (D). 2. (C) Polchief 
iLIELMI, 4520/ITA/MAC/ONE/CLOUSTAUNAU, 4500/ITA/MAC/DAS/WILLIAMSON, 3131/CS/OIO/AN 
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3. PRESIDENT STJEPAN MESIC RESPONDED TO RACAN\'S MARCH 22 
INTERVIEW BY DENYING THE EXISTENCE OF ANY MISUNDERSTANDING 
BETWEEN HIM AND THE GOVERNMENT ON THE IRAQI CRISIS. HE SAID 
THAT THE FOREIGN POLICY LEADERSHIP AGREED ON A SINGLE 
STANCE; HIS SPEECH SIMPLY CAME AT THE SAME POSITION FROM A 
DIFFERENT ANGLE. 

4. PARLIAMENT SPEAKER ZLATKO TOMCIC (WHO IS ALSO PRESIDENT 
OF THE HSS 

PRESS THERE WAS NO DIFFERENCE IN VIEW ON IRAQ AMONG THE 
PRESIDENT 

EXPRESSED THE BELIEF THAT A UNILATERAL MILITARY ACTION 
ENDANGERED THE FUNCTIONING OF A WHOLE SERIES OF WORLD 
INSTITUTIONS 

ACTION ENDS SOON 

DAMAGED; IF IT TAKES LONG 

LEGAL SYSTEM WILL BE HARSH 


5. THE LOCAL PRESS QUOTED ON MARCH 23 DEPUTY PM GORAN 

GRANIC AS SAYING THAT \"IT IS TRAGIC TO SEE HOW MUCH 

AMBASSADOR ROSSIN GOT LOST IN TIME AND SPACE 

HE MEANT THIS IN THE CONTEXT OF \"ALL THOSE IN THE 

INTERNATIONAL COMMUNITY WHO ALLOWED THEMSELVES MUCH GREATER 
RIGHTS THAN ARE USUAL IN INTERNATIONAL RELATIONS 

REGARD TO THIS AND THE FORMER GOVERNMENT.\" GRANIC ADDED 

THAT THE GOVERNMENT WAS NOT SERIOUSLY CONSIDERING ANY FORM 
OF POSSIBLE U.S. \"PUNISHMENT 

INTERVIEW HAD SUGGESTED. 


6. THE AMBASSADOR MET MARCH 24 WITH PM RACAN TO CALM THE 
RHETORIC IN THE LOCAL MEDIA REGARDING THE GOC\'S POSITION ON 
THE IRAQ CRISIS. THE ACCOUNT OF THIS MEETING IS BEING 
PROVIDED SEPTEL. 
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and stands ready to support Jordan. However 

to ship oil to Jordan itself. He proposed that the best 
solution would be a Kuwaiti/Saudi oil swap whereby Saudi 
Arabia would make 25 


‘RD, TC SUBJECT: UAE FEDERAL CUSTOMS AUTHORITY STILL A WORK IN PROGRESS 1. (SE 
(B) and (D). 2. (C) Polchief discussed reftel demarche on possible UNGA and CHR sessions on Iraq 
iy: Pol/Econ Deputy Chief Catherine J. Westley for Reasons 1 .5 (b,d) 1. (C) Summary: An Islah pa 


ents at the refugee camp at Ruweished (also identified on USG maps as Ruwayshid or H-4). Poor w 


rkey, population movements in northern Iraq in anticipation of war are not toward the Turkish border. 
E/AA FOR CHAMBERLAIN; USAID/A, DCHA/AA, DCHA/RMT, DCHA/OFDA, DCHA/FFP, DCHA/OT 


Column 3 

return Kuwait would provide 25 

production at the Khafji oil field to Saudi Arabia. He asked 
for USG support in persuading Saudi Arabia to agree to such 
an arrangement. 


5. (C) Action Request: Embassy recommends Department issue 
urgent demarche to both Kuwait and Saudi Arabia to fix this 
problem between themselves without further delay. 

JONES 
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irreparable harm.\" End Summary 


2. (C) The Ambassador reciprocated March 22 Portillo\'s 
February 25 dinner for the Ambassador. Like that dinner 

this was a one-on-one that got down immediately to discussion 
of a (mostly) pre-agreed agenda. 


Iraq 

3. (C) Portillo said he had been watching CNN all day and 
agreed with the Ambassador\'s observation that U.S. forces 
were taking extraordinary precautions to minimize loss of 

life and damage to infrastructure. He did not commit to 
coming any further toward support of our position in public 
but did agree that the UNSC is the appropriate venue for any 
further UN consideration of the issue. 


Cuba 

4. (C) Portillo said he completely agreed with the Ambassador 
that Castro has again showed his true colors in the arrests 

of the last week and mustered a seemingly genuine show of 
indigation. To the Ambassador's observation that surely 
after this 

Portillo acknowledged that a yes vote is in order. After 
passing allusion to the views of FonMin Gutierrez (old line 
leftist reluctance to fall in with the U.S. to condemn 

Castro) 

General Rios Monit 

presidential ambitions. The Ambassador again reviewed our 
position on this (up to the FRG and the Guatemalan 
constitutional court to decide whether Rios Montt runs but 

as President 

the U.S.) Portillo said he finds the U.S. position 
understandable and realistic and said he tried to make the 
General understand it but that Rios Montt is angry and the 
subject pops up whenever the Cuba resolution is raised. The 
Ambassador was loaded for bear to refute the Guatemalan claim 
(made by FonMin Gutierrez during the visit of Cuban FonMin 


ANKARA 1427 (E) STATE 59920 (F) STATE 425350 (G) ANKARA 1111 (H) STATE 55832 (I) ΑΝ 
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Perez Roque) that Cuban doctors here have achieved a \"70 
percent reduction in infant mortality\" but with Portillo 
candidly admitting that Rios Montt is the problem 

subject did not come up. 


Narcotics Certification 

5. (C) The Ambassador went over re-certification criteria in 
detail with Portillo and gave him copy of the diplomatic 

note 

sets forth the general and specific criteria. Portillo made 

a pitch for funds to repair Guatemalan helos. The Ambassador 
pointed him instead to quick adoption of asset forfeiture 
legislation 

spirit of U.S. legislative prohibitions on FMF. Portillo 
appeared to accept this answer and was aware that the FRG 
caucus is busy on such an asset forfeiture bill. The 
Ambassador told Portillo that we have received a report of 
testimony taken by MINUGUA to the effect that Guatemalan 
police illegally detained and tortured two individuals to 
extract information that led to the March 6 drug bust (ref 

b). The Ambassador said such actions 

that we are checking) are totally unacceptable. They would 
be 

possibiliies for re-certification 

damaging charges against Guatemala last year was the 
anti-drug police conduct at Chocon. The Ambassador also 
noted that 

intelligence 

if true 

immediately. Portillo said he would find out immediately and 
make sure it stopped. He said he had already fired one 
military intelligence official for a misguided effort to push 
anti-drug efforts forward (note: which takes credit for 
our/our insistence that this official be removed 

Ambassador led that point pass). 

Article 98 

6. (C) The Ambassador walked Portillo through this issue in 
some detail. Portillo was vaguely aware of it and promised 
to consult with FonMin Gutierrez and get back to us. 


Labor Rights 

7. (C) The Ambassador briefed Portillo on the AFL-CIO GSP 
labor petition 

push for rapid progress in the three areas of deficiency: 

lack of prosecution in cases of violence against labor 
leaders; a clogged system of labor justice 

inability to force the re-hiring of illegally fired workers. 

Portillo is familiar with the most egregious case of fired 


3y: AMBASSADOR EDWARD W. GNEHM, REASONS 1.5 (B) AND (D). 1. (S/NF) Jordan is a uniq. 


Ning the return of King Abdullah from a 5 day trip to the UAE and Qatar late on March 18, the Ambas: 


Column 3 

workers (the Maria Lourdes finca case) 

Moreira is pushing for reforms to the labor code that could 
clear up the backing of labor fines and other issues and 
pledged to push for more vigorous investigations. 


\"Eurobonds\" 

8. (C) Portillo as expected made a strong pitch for the USG 
not to oppose the placing of a bond issue that includes US$63 
million for a first payment of US$225 compensation for 
wartime services rendered to each of some 250 

patrol members. He seemed to accept the Ambassador\'s reply 
that 

such compensation 

opposed the bond issue. Portillo spoke at some length and 
with some anxiety about the danger to public security and 
order that the so-called Ex-Pacs represent. He claimed that 
their ambitions and resentments have been egged on 
irresponsible elements in the ruling FRG 

guerrillas) and by the PAN (center-right 

oppposition) and that a march on Guatemala City 

one 

buying them off. 


The October Testimony 

9. (C) At one point Portillo went off on a tear 

only by \"the spirit of candor that informs our discussions\" 

to complain bitterly of State Department congressional 
testimony last October that he had links to organized crime. 
He seemed particularly hurt by the criticism of then A/S 

Reich 

relationship. The Ambassador said we could understand how he 
felt 

ties to the Ortega Menaldo crime syndicate of ex-military 
officers? Indignant (or with a good show of indignation) 
Portillo responded with some heat that his entire campaign 
was funded by banker Francisco Alvarado Maldonado. Portillo 
pointed out that Alvarado is currently being prosecuted for 

the failure of his two banks 

his aid despite the past political support. The Ambassador 

let the subject drop without giving any indication that we 
accept that reply at face value. 


CONTIERRA 

10. (C) Portillo assured the Ambassador that CONTIERRA 
government agency that seeks to resolve land tenure 
conflicts 

has been doubt on this). 


) HOURS WASHINGTON TIME. -------- SECURITY -------- 2. Nothing Substantive to Report (NSTR) 


IN CENTRAL AMERICA REF: A. STATE 32314 B. GUATEMALA 489 C. TEGUCIGALPA 650 
¿IN TO LEAVE IRAQ REF: A. SAN SALVADOR 749 B. USUN NEW YORK 751 C. MANAGUA 


Column 3 

Leadership of Guatemalan tax authority 

11. (C) The Ambassador told Portillo that the quality of 
performance at the Guatemalan tax authority (SAT) is 
deteriorating badly since Marco Tulio Abadio took over as 
Director in late 2002. All the donor countries and the IFI\'s 
are losing confidence in the SAT and are backing away from 
their programs of support. Portillo 

said he would take (unspecified) action. (Comment: Portillo 
picked the mercurial Abadio to serve as an attack dog against 
Portillo\'s private sector opponents. He has not been 
effective in his or other roles.) 


April 10 meeting with the President 

12. (C) Portillo understands that CAFTA is the only issue for 
discussion in the meeting between the President and the 
Central American presidents 

that Cuba 

side meetings with senior U.S. officials. 


Comment 

13. (C) Even on the subject of Eurobonds and Ortega Menaldo 
this was a civil exchange and it is clear that earning 
re-certification and avoiding other blows to Guatemala\'s 
image is high on PortilloWs agenda in his final months. 
HAMILTON 
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carried comments and reactions by representatives of 
Honduran political parties to the beginning of hostilities 

in Iraq. The President of the Liberal Party in the Congress 
stated 

IRAQ... the Honduran government should first get the 
consensus of its citizens before announcing any official 
position or support for anyone in this international 

conflict. Not a single Honduran is in favor of war because 
poor countries are the ones who will suffer the 
consequences. We have to plead for peace in the world. 
El Heraldo also carried half-page interviews with the German 
and French Ambassadors to Honduras\". 


V A member of the political committee of the \"Partido 
Unificacin Democr tica\" condemned the Honduran government 
position. \"Hondurans should not take sides in this war. The 

UD Party cannot support a military conflict thatwhich does 

not involve the country\'s national interest. A war could 

impact unnecessarily on our economy.\" 


Column 3 

\" The Resident Representative of the United Nations 

Avina 

U.S. and Iraq would have a negative impact in Honduras 
saying that food aid won\'t suffer any changes. \"What is 
important is that the country conclude an agreement with the 
IMF in order to have support from the international 
community during the upcoming months\". 


Palmer. 
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you.\" 


1954 Received call from Kuwaiti citizen expressing thanks 
for the American and British forces in Kuwait; caller 
stated \"Our hearts are with you; we are in a safe place 
because the Americans are here.\" 


2117 Received call from Kuwaiti citizen expressing 
gratitude to America; caller stated \"You\'re freeing so 
many people who suffer in the Iraqi regime 
doing an extremely important job for the people of Iraq 
and the next generation.\" 


2130 Received call from Kuwaiti citizen speaking on 
behalf of entire family; caller expressed appreciation 
for America\'s hard work 
anything. Best of luck 
and Bush senior as well.\" 


2230 Received call from Kuwaiti citizen representing 30 
compatriots; caller expressed appreciation for Operation 
Iraqi Freedom and condolences for all Coalition soldiers 
who have lost their lives in action. Caller stated \"We 
pray for an easy and quick return of coalition POWs 
support the Coalition 100% in its actions inside Iraq." 


2320 Received call from Kuwaiti citizen expressing deep 
gratitude to the Coalition forces and offering to provide 
housing and food if necessary. 


2335 Received call from Kuwaiti citizen expressing 
profound appreciation to the Coalition; offered to help 
in any way. 


2240 Received call from Kuwaiti citizen expressing 
support for the war against suppression of 
Iraqis. 


Consular 


T OIL UPDATE -- MARCH 19, 2003 REF: KUWAIT 978 AND PREVIOUS Classified By: DCM Frank 
ancic, reason: 1.5 (A) and (B) 1. (S) THE GOK HAS AUTHORIZED NEW COALITION FORCES TC 
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1555 Airport Operations: 1) As of today 

International 
Airport is open from 0600-1800; this will be 
reassessed in 7 days. 2) Kuwait Airways has 
canceled all direct flights to Europe and the 
United States; situation to be reassessed on 
March 29. 3) Connections to/from Europe are 
via Dubai (now serving as Lufthansa\'s main 
hub) 


3. COMMENTS: None 
4. STATUS OF PENDING REQUESTS: See above. 
JONES 
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PROJECT NUMBER: 
REF: ASHIFFLETT/BALOHOF E-MAIL OF 3/6/03 


1. POST NOMINATES MR. J.W.M. RANJITH THOMAS SEIMON 
DIRECTOR (ENGINEERING) 
PARTICIPATION IN SUBJECT PROJECT. 


2. NOMINATION IS AS FOLLOWS: 

START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 
: The following data is in a fixed format which enables 

: automated processing in Washington and should not be 
: edited except by means of the Post-EVDB software. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.5 

POST-EMAIL: rscmb@pd.state.gov 
TRANSMITTING-POST: PAS Colombo 
TRANSMITTING-POST-ID: 2929 

EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VGN 

PROG-AGENCY-NAME: 

POST-PROJ-ID: 79 

ECA-PROJ-NO: 


IT'S REMARKS TO THE AMERICAN PEOPLE AND MAY BE USED AS TALKING POINTS WHEN L 


2914 (U) Econchief conveyed reftel Notice to Airmen (NOTAM) on the morning of 3/20 to Riis Johar 
/NF) In his March 19 conversation with King Abdullah and GID Director Saad Kheir, the Ambassador 


ncy Action Committee (EAC) met to implement new security procedures due to the onset of conflic 


o the Sri Lankan Government. WILLS 


2 GOT would not be sending a delegation to the March 24-29 ICAO Conference. PEARSON 
3rations to Kuwait; it did not announce a date for resumption of operations. THY currently operates tv 
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PROJ-NAME: SA-RP: Water Resources Management - April 
14-May 2 

START MEMO PROJ-DESC: 


END MEMO PROJ-DESC: 
PROJ-TYPE: Regional 
PROG-TYPE: IV Grant Visitor 
FY: 2003 

DEPART-POST: 04/12/2003 
SESSION-DATE: 04/14/2003 
RETURN-POST: 05/04/2003 
NO-OF-PART: 1 
RANK-ORDER: 1 

START MEMO POST-OBJ: 
This nomination is in support of MPP goal on \"Economic 
Development" 

END MEMO POST-OBJ: 
START MEMO POST-RCMD: 


END MEMO POST-RCMD: 
ECA-OFFICE-ID: 1039 
PROG-AGENCY-ID: 
PROJ-TYPE-ID: RP 
PROG-TYPE-ID: 29 
NOMINATING-POST-ID: 2929 
FUNDING-CNTRY-ID: 
STATUS: N 

ORIGINATOR: P 

SUBJ-DISC: Environment 
START BIO: 

PREFIX: Mr. 

F-NAME: J. W.M. 

M-NAME: Ranjith Thomas 
L-NAME: SEIMON 

SUFFIX: 

POSITION-CODE: 114 
PRINCIPAL?: Yes 

M-ADDR1: Ministry of Irrigation 
M-ADDR2: 500 T.B. Jayah Mawatha 
M-ADDR3: 

M-CITY: Colombo 10 
M-STATE: 

M-CNTRY: Sri Lanka 
M-ZONE: 

M-ZIP: 

M-PHONE: (94-1) 687-348 
M-FAX: (94-1) 687-141 
M-EMAIL: imbulana@eureka.lk 
M-CNTRY-ID: CE 
M-ADDRTYPE: B 

GENDER: M 
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DOB: 11/03/1050 
MAR-STAT: M 
BIRTH-CITY: Colombo 
BIRTH-CNTRY: Sri Lanka 
CITIZ-CNTRY: Sri Lanka 
RES-CNTRY: Sri Lanka 
START MEMO POSITION: 
Director (Engineering) 
2002- to date 

END MEMO POSITION: 
START MEMO OTHER-POSITIONS: 


END MEMO OTHER-POSITIONS: 

START MEMO PREV-POSITIONS: 

June 1997-March 2002 - Deputy Director (Engineering) 
Ministry of Irrigation 

1996-May 1997 - Chief Irrigatiaon Engineer 
Development and Construction Branch 

Irrigation 

September 1982-December 1995 - Worked as Irrigation 
Engineering in various branches of the Department of 
Irrigation 

1976-August 1982 - Technical Assistant 

Department 

1972-75 - Assistant Foreman 

Construction Corporation 


END MEMO PREV-POSITIONS: 
START MEMO US-TRAVEL: 


END MEMO US-TRAVEL: 
START MEMO OTHER-TRAVEL: 


END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

Civil Engineering Degree 

Lanka 

Civil Engineering (Charter) Institution of Engineers 
Sri Lanka 

Mastaer\'s Degree in Hydrology 

India 

END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 


END MEMO MEMBERSHIPS: 
START MEMO PUBLICATIONS: 


END MEMO PUBLICATIONS: 
START MEMO SPEC-CONSID: 


END MEMO SPEC-CONSID: 
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FIRST-LANG: Sinhala 

ENGL-READ: 4 

ENGL-SPEAK: 4 

ENGL-COMP: 4 

START MEMO NOM-POST-OBJ: 

This nomination is in support of MPP goal on \"Economic 
Development" 

END MEMO NOM-POST-OBJ: 

START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 


END MEMO VIS-REC: 

NOMINATING-OFFICER: Bruce A. Lohof 

START MEMO NOMINATING-JUSTIFICATION: 

Mr. Seimon is the Director (Engineering) of the 
Ministry of Irrigation. His duties include assisting 

the Ministry Secretary in advising the Minister on 
formulation of irrigation policy matters 

of activities of the Irrigation Department which is the 
institution providing irrigation facilities to the 

farmer community. Activities include formulation of 
Water Resources Development Projects comprising of 
investigations 

Water Resources Management. 

In additon 

Evaluation Committee to evaluate Environmental Impact 
Assessment of Irrigation and Water Resources 
Development Projects. 


END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: Public Affairs Section 
SPEAKER?: No 

NOTIFY-EMB: Yes 

MEDIA?: No 

HOME-STAY: No 
HOME-HOSP?: Yes 

E-I-TYPE: 

NOMINEE-ID: 112 

PERSON-ID: 113 
BIRTH-CNTRY-ID: CE 
CITIZ-CNTRY-ID: CE 
RES-CNTRY-ID: CE 
FIRST-LANG-ID: SI 
E-I-TYPE-ID: 

NOM-POST-ID: 2929 
NOM-FUNDING-CNTRY-ID: 


¿AC MEETING MARCH 20 2003 REF: A. SANAA 521 B. SANAA 520 Classified By: Ambassador 
E/AA FOR CHAMBERLAIN; USAID/A, DCHA/AA, DCHA/RMT, DCHA/OFDA, DCHA/FFP, DCHA/OT 
.S. Resettlement Program (USRP) operations in West Africa. This cable is one in a series of cables | 


NGUAGE REF: A. A)ROME 1144 B. B) STATE 64728 C. C) 02 STATE 215870 CLASSIFIED E 


al attack by the Coalition of the Willing (COW) on Iraq spread rapidly. Most Nigerians are aware hosti 


PLE AND DEFEND THE WORLD FROM THE GRAVE DANGER POSED BY IRAQ\'S WEAPONS ( 


sified by Ambassador W. Robert Pearson. Reasons: 1.5 (B and D) 1. (S/NF) During his March 20 rr 
PARA6. 2. (S) SUMMARY: ON MARCH 20, MFA CHIEF OF CABINET CESARE RAGAGLINI SAI 
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NOM-STATUS: N 
DS2019-ACTION: 1 
DS2019-SUBJECT: 14.0805 
SPONS-FUNDS: 0 
SPONS-AGENCY1: 
USGOVT-AGENCY1: DOS 
US-AGENCY-AMT1: 8500 
USGOVT-AGENCY2: 
US-AGENCY-AMT2: 0 
INTL-ORG1: 
INTL-ORG-AMOUNT1:0 
INTL-ORG2: 
INTL-ORG-AMOUNT2: 0 
VIS-GOVT-AMT: 0 
COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 


3. PLEASE ADVISE ACCEPTANCE OF THIS NOMINATIONC. 
WILLS 
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stand is very clear 

our airspace to strike Iraq.' In a meeting with the 

President of the Jordanian Senate 

plans exist to convey military troops 

move from Turkey into Iraq 

announced Jordan\'s willingness to allow the Iraqi Embassy in 
Amman to exchange the three diplomats ordered to depart the 
Kingdom with three other diplomats. 


5. (U) The official Petra News Service reported a statement 

by GOJ Information Minister Mohammed Adwan stating that four 
Iraqis -- two who work for Iraqi airlines and two who work 

for the Iragi-Jordanian Land Transportation Company -- 
interrogated for security reasons on 3/23 

3/24 (ref b). 


6. (C) No new issues. GOJ protection of the chancery 
compound remains at a heightened state. 


gton to the White House and Department of State) saying that Guatemala stands by the United State: 


faller realized when he took over the Desk just how much work there would be! In the event, he has | 


Column 3 
Refugee/Humanitarian Issues 


7. (U) The Jordan-lraq border remains open but the flow of 
TCNs into Jordan has slowed to a trickle 

people entering Jordan overnight. Still no sign of any Iraqi 
refugees/asylum seekers. UNHCR reports that two Amcits 
entered Jordan overnight and were given authorization to move 
directly to Amman. 


8. (U) IOM has received a total of 482 TCNs at the Ruweished 
transit camp since the onset of hostilities. 359 have now 
departed Jordan and 123 currently remain in the transit camp. 
The vast majority of TCNs are Sudanese (310 to date) 
followed by Somalis (77) and Egyptians (31). The rest are a 
mix of various African nationalities. IOM reports that it 

has been able to repatriate most TCNs within 24-36 hours of 
arrival in Jordan. 


9. (U) 24 people remain in no-man\'s land on the border 

up by documentation problems. Most of them are Palestinians 
married to Jordanian citizens. UNHCR Rep Sten Bronee and the 
Minister of Interior are at the border today and UNHCR 

expects the situation will be resolved. 


10. (C) UNHCR reported that the GOJ is seriously considering 
halting the deportations of Iraqi nationals to Iraq until 

hostilities have ended. (Note: Jordan currently is home to 

an estimated 300 

whom are here without any legal status. Over the last six 
months 

largely as a security measure. End note.) 


11. (SBU) Embassy Public Affairs officers fielded several 
questions overnight from local journalists asking about 

rumors that either (a) VP Cheney was en route to the region 

to try to stop his daughter from going to Baghdad to serve as 

a human shield (sic); or (b) NEA DAS Liz Cheney was en route 
to Baghdad with four unnamed Senators to negotiate a secret 
cease-fire with Saddam Hussein. PA denied these rumors. 


GNEHM 
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FUNDS (USD 10 


3IC AND PETERSEN, AFR/SA FOR POE AND COPSON, AFR/SD FOR ISALROW AND WHELAN F 
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THE PROBLEM IS THE GOB\'S LACK OF A PROCEDURAL WAY OF 
ACCEPTING OUTSIDE FUNDING FROM AN ORGANIZATION LIKE THE 
FAO. HE CITED A 12/16/02 E-MAIL IN WHICH THE LOCAL FAO 

REP IN BRASILIA REPEATED THE SAME MESSAGE. 


3. TURNER ADMITTED THE FAO HAD BEEN SLOW TO MOVE IN THE 
FIRST HALF OF 2002 

ISSUE SINCE MID-YEAR. FAO WAS CONSIDERING THE DISBURSAL 

OF FUNDS DIRECTLY TO WHOMEVER THE GOB CHOOSES IN ORDER TO 
SOLVE THE FUNDING PROBLEM 

ARE UNSURE IF THAT IS POSSIBLE. SO THE FAO CONTINUES TO 
SEARCH FOR A WAY OF GETTING THE MONEY TO THE RIGHT PLACE. 


4. ALT PERM REP CALLED ON SENIOR FISHERIES OFFICER 

WILFRIED THIELE (WORKS DIRECTLY FOR TURNER 

FOR TWO WEEKS) ON 3/19 FOR AN UPDATE. THIELE COMMENTED 
THAT THE SEARCH GOES ON FOR A PROPER FUNDING MECHANISM 

AND THAT THE PROBLEM IS NOT UNIQUE TO BRAZIL. HE OPINED 

THAT ULTIMATELY 

FUNDS TO THE BRAZILIAN FAO REP 

FROM ACTUAL INVOICES SUBMITTED. MEANWHILE 

CONTINUE TO SIT IN ROME. 


5. IT IS IRONIC THAT AT THE SAME TIME THAT FAO AND 

BRAZILIAN AUTHORITIES ARE STRUGGLING TO FIND A MECHANISM 
FOR UTILIZING THE $40 

JACQUES DIOUF TRAVELED TO BRAZIL TO ANNOUNCE A $1 MILLION 
CONTRIBUTION FROM FAO\'S REGULAR PROGRAM FOR TECHNICAL 
COOPERATION FOR ASSISTANCE TO BRAZILYS \"ZERO HUNGER\" 
PROGRAM. ACCORDING TO THE FEBRUARY 14 

RELEASE 

AND OFFER CAPACITY-BUILDING COURSES TO COUNTER THE 
EFFECTS OF DROUGHT AND BOLSTER THE PROFITABILITY AND 
PRODUCTIVITY OF THE RURAL POPULATIONS OF NORTH-EASTERN 
BRAZIL. 


HALL 
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6740 

6741 

6742 
questions\" the government-controlled daily \"The 
HeraldW dedicated its March 25 editorial to urging 
journalists 
media 
to be impartial. Excerpts: 


2. \"...The Americans were very angry about the 


E/AA FOR CHAMBERLAIN; USAID/A, DCHA/AA, DCHA/RMT, DCHA/OFDA, DCHA/FFP, DCHA/OT 
IRS LOCAL, 0359 HOURS WASHINGTON TIME MARCH 21. 2. EVENTS SINCE LAST SITREP (all 


Column 3 
showing of the U.S. POWs on the world\'s television 
screens 
actually surrendering and not quite being POWs until 
that surrender had been officially accepted. So while 
technically the American journalists were just legal 
while the Iraqi authorities were in breach of the 
Geneva conventions 
to those who were photographed. 


\".It has already become obvious that the U.S. 
and British television coverage of the invasion 
of Iraq is far more one-sided than most editors 
of those television networks would desire. It 
has also been noticeable that the written 
reportage from the great news agencies 

those based in ‘coalition\’ countries and those 
outside 

far more effort to try and see the larger story. V 


SULLIVAN 
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term growth rates of 8-10%. The document begins by 
acknowledging that some sectors of Sri Lanka\'s economy have 
remained inefficient and uncompetitive 

productive sectors. It then lays out a strategy for achieving 
growth targets by V'removing the barriers to productivity and 
putting in place review mechanisms to ensure that new 

barriers do not arise.\" 


7. (U) Thus far 

National Front government of Prime Minister Ranil 
Wickremesinghe has made solid progress toward productivity 
improvements. A new wave of privatization of state-run 
enterprises has begun 

partial stakes in oil 

To improve the efficiency of labor markets 

legislation that gives employers more flexibility to entrench 
staff when necessary. GSL has also begun to contain the 
budget deficit by limiting government spending and putting in 
place measures to improve revenue collection. While 
implementation of 'Regaining Sri Lanka\" is only in the early 
stages 

chance of achieving the dramatic growth rates it desires. 


8. (C) The sophisticated policy prescriptions of \"Regaining 


1 NATIONWIDE CRACKDOWN ON STAYAWAY PLANNERS REF:A. HARARE 570 B. HARARE 


(sbu) We have been in touch with the finance ministry, central bank, and local bankers, and have re; 
T OIL UPDATE -- MARCH 21, 2003 REF: KUWAIT 1010 AND PREVIOUS Classified By: DCM Fran 
from Embassy Sanaa is continuing to collect evidence regarding the March 18 shootings of Hunt Oil ı 
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Sri Lanka\" are a world away from the on-the-ground situation 
in Sri Lanka\'s war-torn north. The LTTE\'s plan for economic 
growth - to the extent there is one - appears to be focused 

on aid 

easier to control aid flows than it is to control capital 

flows. It will gladly accept donor funds targeted at 
reconstructing the north 

where the money is spent. Opening up the north to commerce 
by contrast 

of control over the lives of the local people - one sacrifice 

the LTTE is not willing to make. 


9. (C) In a press conference last April 

Velupillai Prabhakaran voiced the LT TEVs commitment to 
pursuing an open economy. But the actions of the group 
indicate just the opposite: it is building a 

centrally-planned economy based on a quasi-socialist model. 
The LTTE is developing a sophisticated financial system (ref 
A) 

apparent role for the private sector. The LTTE does permit 
trade 

\"import duties\" into the areas it controls - serve to dampen 
economic activity. The LTTE has done nothing to attract 
investment from Colombo\'s blue chip corporates 

from foreign firms. The Tigers have made a few patriotic 
appeals to the Tamil diapsora to invest in the \"Tamil 
homeland 

Board of Investment to lure capital to the north. 


10. (C) To be fair 

resources to work with in the north. Even before the ethnic 
conflict broke out 

developed than in the south. And mother nature has not been 
as kind to the north as to the south: the land is less 

fertile and incapable of producing high value crops like the 

tea grown in south-central Sri Lanka. The Wanni region where 
the LTTE is based 

jungle terrain you would expect to be home to an insurgency 
movement. Still 

cease-fire have made a bad economic situation worse. If the 
LTTE continues to prioritize maintaining its own control 

higher than fostering trade 

performance of the world\'s other centrally-planned economies. 
Aid flows may provide a temporary boost to the region 
long-term growth in living standards will not materialize. 

And the gap between north and south will widen instead of 
shrinking. 


alking points to Serra Erarslan, head of the MFA Iraq and Gulf Countries Department, and urged GO" 


\RY: The critical Friday flashpoint has passed quietly, with no reports of demonstrations against the U 


ido on March 21. Corado said the MFA had anticipated our position on this issue and agreed that the 
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11. (C) The economic divisions that formed between north and 
south over two decades of war have crystallized during the 
past year. Both the LTTE and GSL have settled into their 
preferred economic models: in the south 

economy based on trade; in the north 

economy based on future aid. Unfortunately 

systems cast doubt on the future of the peace process. If 
current trends continue 

the north 

The underlying economic tensions 

spawn the war will not disappear 

further conflict. 


12. (C) Furthermore 

economy of the north to trade belies its commitment to a 
federal system. If the LTTE were truly committed to 
remaining part of a united Sri Lanka 

than eschew trade links with the south and the rest of the 
world. Instead 

indicative of an organization intent on walling itself off in 
a de facto separate state. 


WILLS 
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have worked harder.\" 


-- Balaban 

explained to us recently that although there are anti-war 
elements among Turks 

with the prevailing GOT uncertainty about what will come 

next. AK leaders\' dithering has compounded public doubt 
said. Balaban is further worried that continued poor 

economic conditions exacerbated by the government\'s waffling 
will harm AK\'s chances for success in nationwide local 
elections scheduled for April 2004. 


-- According to Kaya 

AK deputy Ismail Alptekin attended AltindagWs most recent 
and raucous 

to comment on GOT Iraq policy. \"We are registering our 
concerns with AK headquarters 

charged. 


SANAA EAC MEETINGS MARCH 21 REF:A. SANAA 573 B. SANAA 570 Classified By: Ambas 
: responded that the Government of Guatemala agrees that Iraq is an issue for the Security Council e 


48 1.5(B) AND (D) 1. (S) IN A CONVERSATION LATE ON MARCH 21, ANTONIO BADINI, DIRE 


: CALLS FOR CALM AND DOES NOT MENTION SUPPORT FOR U.S. POLICY REF: Tegucigalpa € 
Susan Gregson, Director of DFAIT\'s Human Rights, Humanitarian Affairs and International Women!‘ 
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6. (C) Both Balaban and Kaya are concerned that AK has 
allowed itself to be painted into a corner by opposition CHP 
and its allies in the Kemalist State apparatus -- which they 
see as \"unfairly\" exploiting AK\'s own confusion on Iraq. 
With considerable exasperation 

State policy -- not just the responsibility of the elected 
government.\" He stated that his constituents have taken note 
of the \"unhelpful\" role played by President Sezer 

the TGS in foisting all of the responsibility on AK\'s 
shoulders. \"Everyone sees this 

can a party like CHP -- with all of those retired ambassadors 
-- not recognize the importance of the current situation?\" he 
lamented. 


7. (C) AK officials assert 

party has been set up as the fall guy on Iraq (ref A). Yet 
the frustration of Kaya 

wearing the jacket of blame stems primarily from what they 
see as the leadership\'s inexplicable willingness to stand 
meekly while the tailors did the fitting. This frustration 
reflects how much AK is divided against itself in its 
relations with the Kemalist Establishment 

an obstacle yet craving the legitimacy and acceptance of the 
very State with which AK and its predecessor parties have 
long been at odds. On the streets 

image is threadbare 

respectability 

distressing. 


8. (C) Well aware of this grassroots discontent 

Islamist rival Saadet is also courting discontent M.P.s (ref 

B). At a March 21 ceremony marking his formal accession to 
Saadet 

followers in AK and elsewhere to \"return to the true faith.\" 
Judging from our contacts\' concerns 

have some success. 

PEARSON 
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government-controlled daily Chronicle\" called 
for broadcast of \"more gory pictures of 


Column 3 
mutilated British and American soldiers on our 
television screens 
Excerpts: 


2. V...We wish to see more gory pictures of 
mutilated British and American soldiers on our 
television screens. This will serve as a lesson to 
those who believe that they can control the world and 
bully everybody. It is disappointing that the world 
has stood by and let George Bush and his partner in 
crime 
guise of promoting democracy. .. We will not support 
the bullying of smaller nations by those who believe 
that they can police the world... We are relieved 
that there are reports that the U.S.-led forces face 
fiercer-than-expected resistance 
swift victory. .. We urge the immediate resignation 
of Tony Blair and George bush for crimes of war and 
crimes against humanity.\" 


3. Comment: This editorial 
Chronicle\'s notoriously low standards 
harshly to the Zimbabwean information minister\'s 
locally ballyhooed March 24 complaint that western 
media coverage of Iraq abuses ethical and audience 
standards by showing violent images. 


SULLIVAN 
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EDITORIAL CRITICIZED U.S. TREATMENT ΟΕ POWS. ΑΝ "AL KHALEEJY 
EDITORIAL ASSERTS THE U.S. VALUES OIL MORE THAN PEOPLE. IN AN 
VAL KHALEEJ\" OP-ED 

AVAILABLE FOR THE IRAQI PEOPLE IN THEIR WAR AGAINST THE U.S. END 
SUMMARY. 


2. UNLIKE AL JAZEERA 

DID NOT BROADCAST VIDEO FOOTAGE OF U.S. TROOPS HANDCUFFING 
SURRENDERING IRAQI SOLDIERS. SIMILARLY 

ONLY BLURRED IMAGES OF U.S. POWS WITHOUT SOUND. DURING A 3/24 
INTERVIEW INITIATED WITH ABU DHABI TV 

PARLIAMENTARIAN AND FORMER JOURNALIST 

SATELLITE TV COVERAGE PERPETUATES THE PERCEPTION THAT ARABS BLAME 
KUWAIT FOR THE WAR. AL SAQR THEN ACCUSED THE MAJORITY OF ARAB 
SATELLITE TV STATIONS OF SUPPORTING ONLY IRAQ. 


3. DUBAI TV AND RADIO WILL AIR A 12-HOUR TELETHON ENTITLED \"OUR 
PEOPLE IN IRAQ.\" TO RAISE FUNDS FOR HUMANITARIAN AID. THE 

PROGRAM WILL ACCEPT TELEPHONE CALLS FROM CONCERNED LISTENERS TO 
VOICE SUPPORT FOR THE IRAQI PEOPLE AND PLEDGE DONATIONS. 


Richard A. Albright for reasons 1.5 (B) and (D). 2. (C) Polchief shared reftel demarche with Marwan 
A TAGS: ELAB, ECON, SOCI, TC SUBJECT: UNEMPLOYMENT IN THE UAE 1. (U) Local Arabic Ik 
as Amb. Banguoglu called in DCM to deliver formal notification that the GOT has decided to terminate 


TAGS: EAID, IZ, MOPS, PREF, PREL, TU, WFP SUBJECT: UPDATE ON HUMANITARIAN ASSISTA 
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4. UNDER THE HEADLINE \"A CONVENTION FOR ALL 
ENGLISH-LANGUAGE DAILY \"GULF NEWS\" EDITORIALIZED 3/25: 


VIT SEEMS THAT THE GEORGE W. BUSH CAMP SUFFERS FROM A MASSIVE 
MEMORY LAPSE IN DEMANDING THAT ITS CAPTURED SOLDIERS BE TREATED 
IN ACCORDANCE WITH THE GENEVA CONVENTION ... THE U.S. STAND IS 
IRONIC IN THAT ITS PAST ACTIONS IN RELATION TO POWS DO NOT 
MEASURE UP TO THOSE HIGH STANDARDS OF HUMAN RIGHTS AND DIGNITY 
... AMONG A CATALOGUE OF ABUSES IN THIS REGARD IS THE TREATMENT 
METED OUT IN 2001 TO PRISONERS HELD AT MAZAR-E-SHARIF IN 
AFGHANISTAN ... ANOTHER EXAMPLE IS THAT OF THE MORE THAN 650 
DETAINERS HELD AT GUANTANAMO BAY. THE FIRST PICTURES SHOWED THEM 
BLINDFOLDED 

EXPOSED TO THE ELEMENTS. RUMSFELD HAD SAID THEN THAT HE DID NOT 
VFEEL THE SLIGHTEST CONCERN\' FOR THE PRISONERS\' TREATMENT." 


5. CLAIMING THE U.S. BELIEVES OIL IS MORE IMPORTANT THAN PEOPLE 
SHARJAH-BASED PAN-ARAB DAILY \"AL-KHALEEJ\" EDITORIALIZED 3/25: 


Y... (THE U.S. BELIEVES THAT) OIL IS MORE IMPORTANT THAN PEOPLE 

AND CHANGING THE WHOLE REGION WILL BE AT THE EXPENSE OF THE 
PEOPLE AND THEIR RIGHTS. THIS IS AN OCCUPIER\'S POLICY 

RENEWED AUTOMATICALLY OVER THE DECADES. THIS POLICY USES KILLING 
AND DESTRUCTION AS ITS TOOLS 

AND HYPOCRISY ... ROBBING THE IRAQI PEOPLE OF THE RESOURCES OF 
IRAQ IS THE MAIN GOAL 

OBJECTIVES FOR OCCUPYING IRAQ. AT THE SAME TIME 

FACING THE CONTINUED OCCUPATION OF PALESTINE SINCE 1948 ...\" 


6. IN AN \"AL-KHALEEJ\" OP-ED ON IRAQ 
ABDULKHALEQ ABDULA WROTE 3/25: 


V... IT IS POSSIBLE THAT THE LARGE MAJORITY OF IRAQIS WANT SADDAM 
TOPPLED BUT NOT BY GEORGE BUSH AND HIS SOLDIERS AND SURELY NOT 
WITH WAR 

THIS THROUGH THE APPOINTMENT OF A MILITARY OR CIVIL GOVERNOR OF 
BAGHDAD ... IF THE PEOPLE OF IRAQ DECIDE THAT THEY ARE DEFENDING 
IRAQ AND ITS INDEPENDENCE AND CONSIDER THE U.S. TROOPS AS 
OCCUPIERS 

WILL BE DEFEATED AND FACE LOSSES EXCEEDING ALL EXPECTATIONS. BUT 
IF THE IRAQI PEOPLE DECIDE THAT THIS IS A BATTLE FOR THE IRAQI 
REGIME AND NOT FOR THE SAKE OF THE COUNTRY 

GO ON FOR LONG AND WILL LEAD TO THE FALL OF BAGHDAD IN LESS THAN 
A MONTH." 


7. CRITICIZING U.S. POLICY FOR THE WAR ON IRAQ AND THE REGION 
UAE COLUMNIST AYSHA SULTAN WROTE IN \"AL BAYAN\" 3/25: 


V... THEY (AMERICANS) WANTED IT TO BE A FAST WAR 
COULD TRY THEIR NEW WEAPONS OF DESTRUCTION AGAINST THE IRAQI 
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PEOPLE AND THE REGION. WHAT IS IMPORTANT (FOR THE U.S.) IS TO 

TEST THEIR WEAPONS AND OCCUPY IRAQ AS A STARTING POINT FOR THE 
REST OF THE NEIGHBORING COUNTRIES IN AN ATTEMPT TO FULFILL THE 
DREAM OF PRODUCING COUNTRIES AND ADMINISTRATIONS SUITING AMERICAN 
TASTES 

AND NOT QUALIFIED TO DEAL WITH THE ZIONISTS AND AMERICANS IN A 
CIVILIZED MANNER ...\" 


WAHBA 
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the government-controlled weekly \"The Sunday Mail" (03/23) 
an opinion article by the newspaper\'s Political Editor 
Munyaradzi Huni. Huni accuses the United States and 
Britain of leading a campaign \"to spread imperialism.\" 
Excerpts follow: 


2. VMy heart bleeds for the people of Iraq. May the 
powerful and all-conquering God see to it that good 
triumphs over evil. But 
hell does the U.S. think it is anyway. . .?\' Over 
300 
ashes. . .not only to remove Saddam Hussein from 
power but to spread imperialism in that region. 
America knows that defeating Saddam Hussein is the 
first and biggest step in conquering the Moslems 
around the world. All the talk about weapons of 
mass destruction is just propaganda to justify the 
killing of innocent lives in Iraq. Mr. Blair knows 
the price for not supporting America... If 
Britain fails to support America 
that once Mr. Bush finishes the project in other 
countries 
So while Iraq is thousands of kilometers away 
is happening there could happen to Zimbabwe because 
the reasons why they are bombing Iraq are the same 
reasons why they imposed sanctions against Zimbabwe. 
It\'s all about spreading this new kind of 
colonialism. . . Once they finish the project in 
Iraq. . .Mr. Bush and Mr. Blair are likely to turn 
their attention to North Korea 
accuse of having weapons of mass destruction. After 
North Korea 
will be pounding 
that Mr. Bush and Mr. Blair\'s efforts to spread 
imperialism will continue because their madness and 
hunger to rule the world knows no bounds. IsnVt it 
time this madness is put to a quick stop... A" 


SULLIVAN UNQUOTE 
SULLIVAN 


. 2. (S) IN THE COURSE OF A MEETING ON THE AFTERNOON OF 3/23, MFA MINSTATE SHAY 
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hostilities in Iraq. Awadi thanked DCM for the \"useful\" 
information 


with other ROYG officials. Awadi did not challenge or 
comment further on the legality of the use of force during 
this discussion. 


HULL 
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onset of hostilities in Iraq.Awadi said he would share these 
communiques with the relevant ministries 

Ministry of Transportation and the Ministry of Interior 
immediately. 


HULL 
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that clearly referred to Yemen without mentioning it 
specifically. These included the suppression of public 
opinion through the media 

and the forging of security committees to deal with the 
situation. 


5. (U) On March 24 
the Yemen Times 


T OIL UPDATE -- MARCH 23, 2003 REF: KUWAIT 1036 AND PREVIOUS Classified By: DCM Fran 
iy informed Petrofac Business Development Manager Brock Tuppeny of the USG\'s determination th: 
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1.5 b, d. 1. (C) You have met with GL before and will thus recall that he is a man of spectral gauntne 
nTexaco\'s Escravos compound has deteriorated markedly since the March 20 arrival of government 
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newspaper 

front page with a headline reading \"IT\'S WAR\". Over 80 
percent of the newspaper contains negatively slanted articles 
and editorials regarding U.S. action in Iraq 

effects of the war on the Yemen economy 

reaction 

continued U.S. assistance to Israel. 


6. (U) Al-Thawra 

pro-American newspaper 

photos of U.S. missiles and bombs used by U.S. led forces in 
the war in Iraq. One headline carried the rejection to the 

U.S. demand to expel Iraqi diplomats from Yemen. The March 
24 edition carried an editorial that says \"... The flagrant 
aggression against lraq...without any legitimate or legal 
justification has made it obvious that its real motives do 

not only target that country (Iraq) but all Arab nations are 

a target.\" 


7.(U) Yemen TV and radio have also elevated their tone 
against the war in Iraq. These reports are much more 
frequent. 


8. (C) The ROYG efforts until the shift were overshadowed by 
programming on al-Jazeera that continued to show violent 
images of the war in Iraq and graphic images of the 3/21 
demonstration. Al-Jazeera showed film footage of the father 
carrying his slain son 

that a large portion of the Yemeni population watches 
al-Jazeera for its news information. 


9. (C) We continue to hear Yemenis expressing disdain for 
Saddam and acknowledging the expected benefit of his regime\'s 
removal. At the same time 

sources indicates that popular opposition to the war is 
hardening 

violent acts remains significant. Al-Jazeera broadcast 
images of coalition POWs and KIAs are likely contributing to 
this trend. One individual said that many Yemenis are 
discussing jihad but more on an individual basis because 
his words 

violence against the U.S. This correlates with the \"lone 
wolf\" scenario of possible terrorist attacks (Ref B). 

HULL 
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quiet. As previously reported to SA/INS 


'00 HOURS LOCAL, 0800 HOURS WASHINGTON TIME MARCH 24. 2. EVENTS SINCE LAST SIT 
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anti-U.S. rally after Muslim prayers on Friday 

March 21 

and the radical left Janantha Vimukthi Peramuna (JVP) 
party sponsored the rally. Upwards of a thousand or so 
demonstrators turned up. There was no violence 
(although a U.S. flag or two were reportedly burned) and 
the crowd dispersed quickly. There have also been some 
rallies in other parts of the country 

reports of violence. 


5. (C) Mission has not picked up any vibrations that 
anti-U.S. groups are planning bigger rallies to come. 

In any case 

willingness to protect fully diplomatic personnel and 
interests 

quell any problems provoked by demonstrators. 

(Note: See the GSL\'s relatively constructive March 20 
statement re the situation 

Ref D.) (Note: Also see Septel re Mission\'s latest 
Emergency Action Committee meeting.) 


6. (C) Regarding local political reaction 

interesting that the main Opposition grouping 

People\'s Alliance (PA) 

policy statement re the Iraq situation 

point. Various PA officials have made public 
statements 

party itself has not issued a statement. (Note: On the 
extreme side 

called President Bush a \"war criminal. When Polchief 
called the official and challenged him about the quote 
the PA official clamed up and would not confirm that he 
had said it.) The PA\'s lack of a focused reaction could 
be due to the fact that President Kumaratunga 

leader of the party 

late and 

due back in-country until the coming weekend. 

(Note: FYI. Re Tamil Tigers\' reaction 

reportedly made a public statement to the effect that it 
wished the U.S. had gone through the UN and not attacked 


Iraq.) 


7. (C) MALVIVES REACTION: Based on everything we are 
picking up 

no reports of demonstrations or disturbances of any 

sort. The government website \"Haveeru\" contains mainly 
AFP wire service reports re the situation. 


8. (SBU) MEDIA COVERAGE: As has been the case for the 
past several days 
stories re the Gulf situation on March 25. (Note: See 


s message is Sensitive But Unclassified -- Please handle accordingly. 2. (SBU) Per Reftels, Mission 
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Septel media reaction cable for more re the March 25 
press. Also see Ref C.) The news coverage continues to 
be basically straightforward 

(Note: In a particularly egregious exception 

Opposition English-language ISLAND carried a blaring 
headline on its front-page stating 

Down 

editorial and op-ed comment continues to be vociferously 
anti-U.S. 


9. (C) Ina March 24 meeting 

Gamani Weerakoon about the anti-U.S. coverage. 
Weerakoon replied that the U.S. should not make too much 
of it. The majority Sinhalese and minority Tamil 
communities do not care a wit about the Iraq situation. 
Some Muslims might care 

he said. (Note: Muslims are about 8 percent of the 
population.) 


10. (C) COMMENT: Our best educated guess is that the 
local situation will remain calm barring unforeseen 
events. If a siege of Baghdad turns particularly 
bloody 

skyrocket. At the same time 

weeks 

Lanka via higher fuel costs or a decline in remittances 
from workers in the Middle East. Outside of that 
have stressed before 

on its own very real problems 

complex 


11. (U) Minimize considered. 
WILLS 
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implementation 
Gumisdis. 


3. (U) The economic portions of the March 24 statement 
follow: 


-- \"The Cabinet decided to take additional measures to 
prevent the impact of negative developments that might be 
caused by the war. We will block certain non-interest 
expenditures already allocated in the draft budget. This 
will lead to TL 4 quadrillion of savings 

GNP.\" 
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-- \"The GOT will implement a tight cash management policy 
focusing only on obligatory expenditures such as public 
sector wages 

will be no tax amnesty or debt restructuring.\" 


-- VWe will annul the Cabinet decrees of 1996 and 2001 which 
prevent the forced retirement of public sector workers 

State Economic Enterprise boards will be instructed to 

resolve the retirement and redundant position issues. 
TEKEL\'s privatization plan will be submitted to the High 
Privatization Council in a short time.\" 


4. (SBU) The IMF doesn't yet have the details of the planned 
TL 4 quadrillion in new fiscal savings 

believes the measures are not actually \"savings 

temporary delays of expenditures such as public investment 
projects 

the Treasury\'s April 9 and May 21 debt redemptions. Resrep 
will meet with MinState Babacan on evening of March 25 to 
discuss a work plan for finalizing the LOI and the Fourth 
Review prior actions. Resrep will brief us on March 26. 


Continuing Concerns with Lack of Foreign Currency Liquidity 


5. (SBU) The latest vulnerability in Turkish banks lies in 

the declining value of their Turkish Eurobond holdings 
following a large-scale foreign investor sell-off in this 

market. Turkish banks need such foreign exchange assets to 
match their foreign exchange deposits (at least 55 percent of 
Turkish bank deposits are in F/X). According to Barclay\'s 
Bank trader Matt Vogel 

an estimated $3 billion from foreign banks in short-term 
\"repo\" transactions (which use Turkish Eurobonds as 
collateral 

Vogel\'s estimate is based on demand by Turkish banks for 
repos loans with Barclay\'s 

such banks disclose their other outstanding repo borrowing. 


6. (SBU) The vulnerability lies in the sharply declining 
value of these loans! collateral 

has lost about 10 percent of its value in past week and 
nearly 20 percent in past month. This decline has triggered 
margin calls among some repo lenders 

to total about $300 million. Thus 
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medium size bank without a large deposit base) has been 
buying dollars to meet margin calls. Vogel speculates that 
Isbank is doing the same. 


7. (SBU) Comment: Turkish banks! $3 billion exposure in the 
Eurobond repo market is not technically a \"foreign exchange 
open position\" because Turkish banks are not generally using 
these loans to buy lira T-bills 

Eurobond investments. Thus the banks are not technically 
\"short\" F/X because they have F/X denominated Eurobonds. 
But the problem is their Turkish Eurobonds are losing value 
(despite a slight increase today) 

affect their ability to roll-over F/X-denominated debt in the 
local market in June. We are seeking the June local debt 
redemption dates and amounts and will provide septel. 
PEARSON 
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and close to the ground 

stressed that the clouds caused by Iraq setting fire to its 
own oil wells still did not pose any health hazards in Kuwait 
(ref B). 


4. Dr. Sarawi was hopeful that wind gusts expected later this 
week would drive out any pollutants 

threat of longer term effects to Kuwait\'s environment. He 
said that a team of experts from Houston (Boots and Coots 
International Well Control) 

oil fires in southern Iraq 

as 35-40 days to fully bring burning oil fields under 

control. (See ref C for more information on fire fighting 
activities.) 


CLEAN WATER 

5. Captain Ali Haider 

Monitoring Department 

registered any oil spills in the Gulf. Prior to the outbreak 
of fighting 

weapon by dumping it into Kuwaiti waters. Haider explained 
that any spill in the Gulf could take three to four days to 
reach the Sabiya station (just south of Bubiyan Island) 
where his staff was located 

there would be no spills now that coalition forces were 
securing Iraq\'s main ports. 


6. Haider was concerned 
Iraqi fires would stick to the sand and dust present in the 
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Kuwaiti air following recent sand storms. Weighted down from 
the oil 

a situation similar to a limited oil slick. Haider said his 

team was taking readings from the water to determine what 
clean-up procedures might need to be taken. Divers were also 
investigating potential damage caused when an Iraqi missile 
struck the water near Kuwait\'s Shuaiba Port. 


7. Dr. Sarawi added that Kuwait\'s drinking water remained 
safe and free of pollutants. Daily laboratory tests taken 

from ten locations revealed that the drinking water continued 
to meet international standards established by the World 
Health Organization 


GETTING THE WORD OUT 

8. The Emergency Response Committee has begun a community 
outreach campaign to allay any fears people might have about 
environmental conditions. As a counter to newspaper photos 

and TV images of KuwaitVs darkened skies 

conducted interviews with several major media outlets. CNN 

has run on its \"ticker tape\" statements he made 

KuwaitVs Arabic- and English-language newspapers have printed 
articles featuring Dr. Sarawi and other environmental 

experts. 


9. Last week 

that enables concerned citizens to follow the air quality in 
six locations throughout the country. The site 
(www.epa.org.kw) provides contact information and hourly 
reports on pollution levels for a variety of chemicals in the 
air. It is rather simplistic 

confusing 

or severity of pollutants listed. (Note: Post suggested to 
the EPA that it consider expanding the site and making it 
more user-friendly. End Note.) 


COMMENT 

10. Kuwaitis remember well the horrors of the environmental 
damage left by retreating Iraqi forces in 1991 

burning of more than 700 oil wells that blackened the skies 
for seven months -- hence the front page attention given to 
Dr. Sarawi\'s statements. Despite that disaster 

still do not have a great sense of responsibility for their 
environment 

will change their attitudes. Nonetheless 

to use the present attention focused on the environment 
coupled with the positive relationship being forged through 
USG-GOK cooperation on this issue 
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encouraging vital environmental reforms in Kuwait once the 
conflict is over. 

JONES 
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resistance of the Iraqi people. Another lead story 
carried under huge banner headlines 

Abdullah\'s remarks to the Jordanian Upper House of 
Parliament that Jordan will not allow its airspace \"to 
be used to attack Iraq\". 


Editorial Commentary 
-- \"Be free 


Chief Editor Nabil Sharif writes on the back page of 
center-left 

(03/25): \"It is evident that America and Britain are 
now feeling the crisis that the pro-Israel supporters 

in the White House have put them in.. The Iraqi 
people have thwarted the wagers of the invaders who 
had wagered on a quick war with little resistance. 
The most noble of 'surprisesY achieved by the Iraqi 
people that confused the invaders is probably this 
determination to stand fast in Iraq and not to leave 
Iraq. Not a single Iraqi person left Iraq for the 
refugee camps that were set up by international 
organizations. On the contrary 

witnessed a mass Iraqi immigration back into Iraq to 
participate with their people in the defense of their 
homeland.. The invading forces are likely to escalate 
the aggression and use excessive force to impose 
‘liberation\ on the Iraqi people 

or not. Despite the prevailing pessimism 

time for creative diplomatic action that would find a 
way for the invading forces out of their crisis and 
would salvage the Iraqi people from the bloodbaths 
that are planned by the invaders. Is there anyone out 
there who is willing to sound the bell to salvage the 
Iraqi people?" 


-- VThe gap between reality and expectations" 


Daily columnist Urayb Rintawi writes on the op-ed page 
of center-left 

(03/25): \"There is an American-British confusion in 
managing the war on Iraq 

dampened by the ‘sure tone of voice\' of both 
administrations in addressing their stances. ltis a 
confusion that stems from the fact that the American 


's of 22 March 2003, armed robbers penetrated the perimeter of a three-unit Mission residential hous 


.5 (b,d) (C) During a March 24 meeting between DCM and MFA\'s Americas Office Chief Abdul-Sal: 
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scheme has come in collision with a series of 

surprises in the war operations.. Despite the misery 

of the Iraqi media rhetoric and the Iraqi Minister of 
Information\'s resort to the use of swear words 
confidence in the Iraqi rhetoric so far is much higher 
than that in the American and British rhetoric.. If 

this continues 

going to escalate and then Washington would find 

itself forced to adopt steps that would cover its 

failure and the failure of its project. The most 
dangerous thing that could happen is for Washington to 
resort to the use of impetuous and brute force to 

speed up the conclusion of the battle. This means 

that promises of a quick and clean war would not be 
abided by and that the coming unfolding chapters of 
the war would carry the most serious of consequences. V 


-- \"The ferociousness of the media war and the loss of 
the Arab medial" 


Daily columnist Bater Wardam writes on the op-ed page 
of center-left 

(03/25): \"Since the first day of the war 

Americans adopted a media system that targets the 
Iraqi people and tries to bring the people in line 

with the American political rhetoric of ‘liberating 

IraqW. Yet 

completely blown away when facts on the ground proved 
the falseness of American claims.. The American anger 
at publishing the photos of the dead and captured 
Americans is justifiable 

it showed the American people and the world that this 
war is not picnic as envisaged by Mr. Rumsfeld. Of 
course 

not amusing 

of the day 

different from wanting to die so that American oil 
companies can get contracts for the Iraqi oil or to 
protect Israel. However 

a political necessity that made Mr. George Bush 

realize that the war is not a computer game that can 

be played without real American losses. The problem 
remains that truth is the first victim of the war 

the conflict to win the media battle means that 
professional and moral standards are going to be 
thwarted.\" 

GNEHM 
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o COUNSELOR KAREN MILLIKEN. REASON: 1.5 (C AND D) 1. (S) ECONOFF DELIVERED REFT 
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PAGE 02 ZAGREB 00669 01 OF 03 251246Z 

COFFEE\" MARCH 24 TO CLARIFY THE GOC\'S REASONS FOR ADOPTING A 
POSITION NOT ALIGNED WITH OURS ON IRAQ. (THIS GOC POSITION 

HAS BEEN PLAYED OUT UNHELPFULLY IN THE PRESS OVER RECENT 
DAYS 

ONE-ON-ONE 

DECISION TO GO TO WAR WITHOUT A FINAL SECURITY COUNCIL 
RESOLUTION. HE SAID THE GOC\'S OPPOSITION TO BEING INCLUDED 

IN THE COALITION OF THE WILLING WAS PRIMARILY BECAUSE OF THE 
SEVERE RISK OF A SPLIT IN THE GOVERNING COALITION AND GOC 
LEADERSHIP. THAT WOULD HAVE DESTABILIZED CROATIA AND 
ULTIMATELY THE REGION AND NOT BEEN IN THE U.S. INTEREST 

EITHER. RACAN CONFIRMED THAT THE GOC WOULD CONSIDER NEW 
SUPPORT REQUESTS FOR COALITION OPERATIONS IF RECEIVED. 
(COMMENT: BUT WE CONSIDER IT VERY UNREALISTIC TO EXPECT MUCH 
MORE FROM CROATIA AND CERTAINLY NOT WITHOUT PROTRACTED 
POLITICAL DEBATE). RACAN STRESSED THAT THE GOC REMAINS 
COMMITTED IN THE WAR ON TERRORISM 

INTERVENTION WOULD COMPLICATE THAT EFFORT. RACAN SAID THAT 
THE OPPOSITION HDZ 

SCORE CHEAP POINTS WITH US WHILE IT CREATED NEW ARGUMENTS FOR 
CURBING COOPERATION WITH ICTY UNDER A POTENTIAL FUTURE HDZ 
GOVERNMENT. RACAN\'S PRESENTATION 

THEMES 

AND THAT DOMESTIC POLITICAL CONSIDERATIONS ARE ALWAYS HIS 
CORE CONCERN. END SUMMARY. 


DOMESTIC CONSTRAINTS CONSTRAIN GOC POSITION 


2. (C) AFTER TEN DAYS OF EXTENSIVE MEDIA BACK AND FORTH BY 
CROATIAVS POLITICAL LEADERSHIP OVER ITS IRAQ POLICY 
CONFIDENTIAL 
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TOOK ADVICE FROM HIS AMBASSADOR IN WASHINGTON AND FROM HNS 
PARTY LEADER VESNA PUSIC AND INVITED THE AMBASSADOR FOR 
COFFEE MARCH 24 TO EXPLAIN HIS GOVERNMENTS POSITION 
DIRECTLY. HE SAID HE WAS UNHAPPY WITH THE TONE OF THE PUBLIC 
POLEMIC. CROATIA WAS IN A V'VERY DELICATE\" POSITION. WHEN 

THE U.S. FAILED TO SECURE A FINAL UNSC RESOLUTION BEFORE 
STARTING HOSTILITIES 

INVITATION TO JOIN THE COALITION OF THE WILLING. RACAN SAID 

HE HAD NO CHOICE 

STATEMENT THAT HE HAD NOT SHOWN LEADERSHIP FAILED TO 
APPRECIATE THE PM\'S SEVERE POLITICAL CONSTRAINTS. THE GOC 
WAS DEEPLY DIVIDED 

SUPPORTIVE; THEY WERE PITTED AGAINST FERVENT ANTI-WAR WING 
LED BY PRESIDENT MESIC AND PARLIAMENT SPEAKER TOMCIC. HAD HE 
TRIED TO FORCE A POSITION SUPPORTIVE OF THE U.S. 

THE GOC WOULD HAVE SPLIT DOWN THE MIDDLE. THAT WOULD HAVE 
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DESTABILIZED CROATIA AND THEREFORE THE REGION AND THEREFORE 
DONE A DISSERVICE TO KNOWN U.S. INTERESTS. \"WHAT USE TO YOU 
WOULD CROATIAN SUPPORT ON IRAQ BE IF IN THE PROCESS CROATIA 
TURNED INTO A \HOTSPOT?\\" 


3. (C) ALTHOUGH HE PUT HIMSELF IN THE MORE SYMPATHETIC 

CAMP 

INSTABILITY FOR CROATIA 

FROM HIS REGIONAL DESTABILIZATION ARGUMENT 

ABOUT HEIGHTENED GLOBAL ANTI-AMERICANISM STEMMING FROM THE 

CONFLICT -- BAD NOT ONLY FOR THE UNITED STATES BUT FOR THE 

WORLD. RACAN ALSO ARGUED WITH PERSONAL CONVICTION THAT THE 

IRAQ WAR WOULD MAKE THE TERRORISM PROBLEM WORSE -- 

TRANSFORMING WHAT HE SAW AS A SERIOUS BUT FINITE THREAT INTO 

SOMETHING NOW MORE LIKELY TO BE \"PERMANENT.\" THIS HAD 
CONFIDENTIAL 
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IMPLICATIONS FOR CROATIA TOO BECAUSE CROATIA REMAINS A 
STEADFAST AND COMMITTED PARTNER IN THE STRUGGLE AGAINST 
GLOBAL TERRORISM. 


HDZ OPPORTUNISM - HIDDEN AGENDA REGARDING WAR CRIMES 


4. (C) CLEARLY IRRITATED THAT THE AMBASSADOR HAD HAD 
ANYTHING GOOD TO SAY ABOUT THE OPPOSITION HDZ PUBLICLY 

BOTH DISMISSED AND WARNED US ABOUT THE MEANING OF THE 
PRO-U.S. POSITION TAKEN BY ITS LEADER IVO SANADER. RACAN 

SAID THAT ONE REASON FOR SANADERYS STANCE WAS 

SCORING CHEAP POLITICAL POINTS AGAINST THE GOC AND WITH 
WASHINGTON; WE SHOULD NOT THINK SANADER OR THE HDZ SINCERE. 
BUT MUCH OF THE HDZ HAD A SECOND 

HAD ALLUDED TO IN A MARCH 22 NEWSPAPER INTERVIEW: TO CREATE 
NEW POLITICO-LEGAL ARGUMENTS AGAINST COOPERATION WITH THE 
HAGUE WAR CRIMES TRIBUNAL (ICTY) FOR WHEN IT RETURNS TO 
POWER. LET\S BE REAL 

POWER 

A SMALL COUNTRY LIKE CROATIA CANNOT 

ADAMANT THAT CROATIA MUST HONOR ITS OBLIGATIONS TOWARD ICTY. 
THE HDZ 

IS PERMITTED TO CROATIA AND THUS IT NEED NOT 

QUESTION OR QUALIFICATION 

INTERNATIONAL OBLIGATIONS ON WAR CRIMES. RACAN SAID HE 
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VG ROUNDUP Summary: The meeting focused on an update of the issues raised by the Needs Ass 
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E.O. 12958: DECL: 02/06/2008 

TAGS: PREL 

SUBJECT: TFIZ01: CROATIA\'S PM DISCUSSES GOC IRAQ POLICY 
WITH AMBASSADOR 


REJECTS THAT STANCE 

LEGS WAS A FURTHER ELEMENT IN THE GOC DECISION TO STAY AWAY 
FROM THE IRAQ COALITION AND TAKE A STRICT CONSTRUCTIONIST 
POSITION ABOUT UNSCRS GENERALLY. 


5. (C) COMMENT: RACANVS FOCUS ON THE RISK OF DOMESTIC 
CONFIDENTIAL 
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DESTABILIZATION AND THEREFORE OF DAMAGING USG REGIONAL 
INTERESTS SHOULD HE TAKE A BOLD DECISION IS FAMILIAR -- 
ANYTIME A TOUGH CHOICE LOOMS 

SOLICIT USG \"UNDERSTANDING\" OF CROATIAVS \"UNIQUE 
CIRCUMSTANCES.\" WE NEVER HAVE BOUGHT IT AND DO NOT NOW 
HIS FOCUS IS ALWAYS ON DOMESTIC POLITICAL CONSIDERATIONS 
MATTER THE IMPLICATIONS OF A DECISION FOR CROATIA\'S LARGER 
INTERESTS. 


USG DISAPPOINTMENT 


6. (C) AFTER RACAN SPOKE THUSLY FOR AN HOUR 

REMARKED THAT IT WOULD HAVE BEEN BETTER HAD HE HEARD THE PM\'S 
EXPLANATION OF CROATIA\'S POLICY TEN DAYS AGO IN PRIVATE 

RATHER THAN READING ABOUT IT FOR OVER A WEEK IN THE PAPERS. 
THE AMBASSADOR EXPRESSED HIS OWN DISAPPOINTMENT THAT THE 
DEBATE HAD BECOME SO PUBLIC. WE REMAINED \"DISAPPOINTED\" AT 


b,d) 1. (C) Per Reftel, Mission has conveyed points requesting the government of Sri Lanka to call fo 
e 75379 - (B) Colombo 393- (0) State 54900 1. Per Ref B, Mission conveyed the points on tr 


2 complimentary about the ROYG\'s fiscal policy and commitment to reforms. In a March 17 discussic 
ion Committee (EAC) met to discuss the local security situation. The DCM chaired the EAC. 2. (€ 


HABI SITREP NO. 6, MARCH 25 REF: ABU DHABI 1399 AND PREVIOUS 1. (U) Classified by DC 
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THE LACK OF GOC POLITICAL SUPPORT ON THIS HUGE 

ISSUE. OTHER CONSIDERATIONS TENDED TO FADE IN SIGNIFICANCE 
FOR THE USG AT THIS TIME. BUT AT LEAST A TIMELY PRESENTATION 
BY THE PM WOULD HAVE ALLOWED US TO INFORM WASHINGTON OF THE 
GOC\'S MOTIVES BEFORE UNATTRACTIVE PRESS COMMENTARY BY HIM 
DPM GRANIC AND PRESIDENT MESIC HAD DONE SO. THAT SAID 
AGREED THAT IT WAS BEST TO CIRCUMSCRIBE OUR AREA OF DISCORD 
FOCUS ON POSITIVES SUCH AS WHAT THE GOC HAD APPROVED FOR 
LOGISTICAL SUPPORT 

DESIRE TO PARTICIPATE IN POST-WAR RECONSTRUCTION IN IRAQ 
COOL THE MEDIA FEVER. 


RACAN: GOC STANCE POLITICAL 
CONFIDENTIAL 
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7. (C) THE AMBASSADOR REJECTED GOC ASSERTIONS THAT COALITION 
MILITARY ACTION WAS \"ILLEGITIMATE\" OR IN CONTRAVENTION OF UN 
RESOLUTIONS. IT WAS ONE THING FOR THE GOC TO TAKE A 
DIVERGENT POSITION ON POLITICAL GROUNDS 

ASSERT THAT ITS STANCE HAD LEGAL FOUNDATION WHEN IT HAD 
PRODUCED NO LEGAL ANALYSIS WHATSOEVER CONTRADICTING THE 
ANALYSIS WE HAD PRESENTED TO THE GOC. \"SHOW US YOUR ANALYSIS 
OR MODERATE YOUR RHETORIC." RACAN REPLIED BY DISTANCING 
HIMSELF FROM MESIC\'S TERMINOLOGY AND TONE. CONTRARY TO 
MESIC 

CHARACTERIZED THE U.S. POSITION AS ILLEGITIMATE OR CONTRARY 
TO UNSC RESOLUTIONS. HE SAID THE GOC SAW NO PURPOSE IN THAT 
SORT OF DEBATE AND WOULD NOT ENGAGE IN IT. (COMMENT: MESIC 

IS A FREE AGENT. HE CLEARS NOTHING WITH RACAN OR THE MFA 
RACANVS ASSERTION IS PLAUSIBLE. HOWEVER 

MOST CONCILIATORY POSSIBLE PICTURE OF THE MFAVS 

OTHER MINISTERSY STATEMENTS. THEY HAVE NOT PUSHED THE LEGAL 
ARGUMENT AS AGGRESSIVELY AS DID MESIC 

STEERED AS WIDE AS RACAN CLAIMED.) 


PURPORTED ADDITIONAL USG SUPPORT REQUESTS 


8. (C) THE AMBASSADOR ASKED RACAN TO EXPLAIN AN ASSERTION IN 

HIS MARCH 22 INTERVIEW THAT CROATIA 

THE COALITION OF THE WILLING 

CONSULTATIONS\" WITH US THAT WE WOULD HAVE ASKED IT TO PROVIDE 

MUCH MORE MILITARY HELP 

IRAQ. HE REMINDED RACAN THAT HE AND ALL U.S. OFFICIALS HAD 
CONFIDENTIAL 
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sult of a text message she received on her cell phone telling her to call the Embassy to let us know he 
NG MARCH 25 Classified By: Ambassador Edmund J. Hull, for reasons 1.5 (b) and (d). 1. (S/NF) 
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WE HAD TOLD CABINET MINISTERS REPEATEDLY THAT WE FORESAW 
NO/NO CROATIAN MILITARY ROLE IN THE IRAQ CAMPAIGN BECAUSE ITS 
ONLY DEPLOYABLE CAPABILITY WAS ALREADY IN ISAF. RACAN WAS 
INSISTENT THAT 

CHARTER LANDING AUTHORIZATION 

BY IMPLYING FURTHER FORMS OF ASSISTANCE. THE AMBASSADOR 
STRESSED THAT THAT WAS NOT SO; THAT WE HAD BEEN PRECISE; AND 
THAT HE AND THE GOC OUGHT TO BE MORE CAREFUL IN TALKING TO 
THE PRESS ABQ OUR DISCUSSIONS. THIS WAS IN OUR MUTUAL 
INTEREST 

MILITARY BASING IN CROATIA. (COMMENT: RACAN BETRAYED CLASSIC 
BALKANS CONSPIRACY THEORY PROCLIVITIES.) 


GOC WOULD WEIGH FURTHER REQUESTS -- DON\'T HOLD YOUR BREATH 


9. (C) THE AMBASSADOR NOTED POSITIVELY RACANVS STATEMENT IN 
THE SAME INTERVIEW THAT 

LOGISTICAL SUPPORT 

THIS WAS ESPECIALLY WELCOME SINCE DPM GRANIC HAD SAID \"NO 
FURTHER APPROVALS\" LAST WEEK. WAS IT TRUE? WHILE NO FURTHER 
REQUESTS WERE NOW PENDING AND THERE MIGHT NOT BE ANY MORE 
THERE MIGHT BE AND WE WOULD WANT SERIOUS CONSIDERATION. 


10. (C) RACAN CONFIRMED THAT THE GOC WOULD CONSIDER ANY 
CONFIDENTIAL 
CONFIDENTIAL | PTQ8327 
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NKARA 1203 (SBU) Chief of Marketing for Turkish Airlines (THY), Guliz Ozturk, confirmed to econof 
points to Serra Erarslan, head of the MFA Iraq and Gulf Countries Department. Erarslan said the GC 


PET, ETTC, TU, IZ SUBJECT: IMPACT OF IRAQ OPERATION ON KIRKUK-YUMURTALIK PIPELIN 


VAIT OIL UPDATE -- MARCH 25, 2003 REF: KUWAIT 1064 AND PREVIOUS Classified By: DCM F 


CT: ENERGY AND THE IMF: AN INSIGHT INTO AK ECONOMIC DECISION-MAKING REF: ANKA 
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E.O. 12958: DECL: 02/06/2008 

TAGS: PREL 

SUBJECT: TFIZ01: CROATIAVS PM DISCUSSES GOC IRAQ POLICY 
WITH AMBASSADOR 


FURTHER SUPPORT REQUESTS 

SABOR IF THEIR CHARACTER WAS SUCH AS TO REQUIRE PARLIAMENTARY 

APPROVAL PURSUANT TO CROATIAYS LAW. (COMMENT: RACAN\'S 

WILLINGNESS TO ENTERTAIN REQUESTS SHOULD NOT BE CONFUSED WITH 

ANY COMMITMENT TO APPROVE THEM. WE CANNOT ANTICIPATE MUCH 

MORE SUPPORT FROM THE GOC. ALMOST ANYTHING ADDITIONAL WOULD 
CONFIDENTIAL 
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NEED SABOR APPROVAL; ITS REACTION WOULD LIKELY BE NEGATIVE 
AND COME ONLY AFTER PROTRACTED CONTROVERSY.) 


CALMING THE MEDIA FURORE 


11. (C) THE AMBASSADOR CONCLUDED BY AGREEING WITH RACAN 
THAT IT WAS IN NEITHER THE GOC\'S NOR OUR INTEREST TO PROLONG 
MEDIA DEBATE AND SPECULATION THAT THE IRAQ DISAGREEMENT WILL 
DRIVE OUR TWO COUNTRIES APART. WE WERE DISAPPOINTED 
CROATIA\'S ABSENCE FROM THE LIST OF COALITION PARTNERS WAS 
NOTICED IN WASHINGTON 

THE FOCUS ONTO AREAS OF AGREEMENT -- THE GWOT AND POST-WAR 
RECONSTRUCTION IN PARTICULAR. THE AMBASSADOR AND RACAN 
AGREED ON A LOW-KEY MEDIA LINE ON THE MEETING WITH THAT 
THEME. BOTH RACAN AND THE EMBASSY\'S PD SECTION USED THOSE 
THEMES IN ANSWERING PRESS QUERIES ABOUT THE MEETING 

PRESS COVERAGE OF THE MEETING MARCH 25 REFLECTED THEM. 


ROSSIN 
CONFIDENTIAL 
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The Foundation is an umbrella organization of 16 
charities in the UAE 

campaign to raise funds and supplies for the Iraqi 
people. On 23 March 

FoundationVs assistance distributing food aid to Iraqis 
(which he feels would be more acceptable to Iraqis than 
direct USG assistance) (reftel). 


9. (U) According to press reporting 
General and Vice-Chairman of the MBR Foundation Ibrahim 
Bu Melha confirmed that the Foundation had opened two 


Column 3 

bank accounts to receive donations 

collection centers where donors can drop relief goods. 
The Foundation is ready to send teams to Iraq to 
supervise the distribution of goods. 


10. (U) Bu Melha said that coordination with 
international organizations in lraq began before the 

war. The Foundation stored 500 tons of dates and other 
foodstuff in mosques around Baghdad a month ago. 
Foundation officials had hoped that Coalition forces 
would not destroy mosques. Prior to the onset of 
hostilities 

relief agencies in lraq to begin distributing some of 
these items -- more than 300 tons of dates have already 
been distributed 


11. (U) In the northern emirate of Ajman 
fundraiser for Iraqi children started today as part of 
the V'Funtasia 20031" festival. However 

festival in the emirate of Ras Al Khaimah was 
cancelled today to express solidarity for the 
suffering of the Iraqi people. 


Wahba 
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the first of the demonstrations on March 23. The front page photo in 
the March 24th edition pictured marching students waving Iraqi flags an 
anti-war banners. The opening line of the adjoining article read... 

\"Felt to be unjust and unjustified 

general outcry in the entire world. A second cover article on 

the same day titled V'The war of images" spoke to the graphic nature of 
the television coverage of the war. The article specifically addressed 
Al-Jazeera pieces 

we might imagine. Despite the precision of their high technology 
bombs have caused numerous civilian casualties 

only rise after every attack. V 


COMMENT 


5. (C) The fact that the demonstrations were covered in the state-run 
newspaper and television suggests that at least the first demonstration 
was government- sanctioned. Djibouti is the only Arab League country 
not to experience immediate anti-war demonstrations; thus 

that the President believed it necessary to demonstrate popular 
opposition to the war prior to the March 24 Arab League meeting in 
Cairo. The President made his first critical public statement on March 
24 

even though he believes there should be regime change 

fears that demonstrations of any kind will also become anti-government 
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Column 3 
because of the poor state of the Djiboutian economy. 


6. (C) The most recent demonstration on March 25th was accompanied 
by a police escort and conducted in a peaceable manner; however 

most recent gatherings have begun to take on an anti-government cast. 
Embassy personnel and U.S. military continue to monitor the situation 
around town; all agree that this is only the beginning of what is 

believed will be many more demonstrations to come. Embassy security 
contacts have suggested that 

of the war 

the fighting nears Baghdad. 
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mentioning the LTTE) (Ref B). For its part 

per Ref A statement by the Chinese MFA -- continues to 
demand a full-and-complete investigation into the 
incident. 


3. (C) In the meantime 

Monitoring Mission (SLMM) expects to present its 
findings re the incident to the GSL and LTTE on 
March 28. A public statement by the SLMM will be 
released two or three days later. When pressed 
Spokesman Teitor Torkelson told us that the monitors 
could not confirm that the LTTE sunk the boat. That 
said 

strongly believes the LTTE is responsible. He expects 
that the SLMMVs forthcoming press release will implicate 
the LTTE without directly assigning blame. 


4. (C) COMMENT: The sinking of the vessel remains 
mysterious. All indications are that the LTTE did 

indeed attack and sink the fishing trawler 

no apparent rationale for the group doing so. The LTTE 
has no bone to pick with China 

attacked fishing boats 

reported in Ref C 

\"navy\") appear to be on a hair trigger following recent 
confrontations with the Sri Lankan navy and it is 
possible they are lashing out. END COMMENT. 


5. (C) In a courageous 

senior Tamil leader V. Anandasangaree has publicly hit 
out at the LTTE. Anandasangaree 

United Liberation Front (TULF) and a senior MP 


ılivered talking points (reftels) on the USG\'s intention to rejoin UNESCO and our candidacy for the E; 


e from the country of President Portillo, and the absence from the office of Foreign Minister Gutierrez 
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publicly on March 23 that he does not accept the LTTE\'s 
claim to be \"the sole representative of the Tamil 
people.\" (Note: Anandasangaree has often voiced 
similar opinions about the LTTE to Mission personnel 
during private conversations in the past 

the first time he has opened up in public.) He went on 
to complain that the LTTE would not permit the TULF to 
commemorate the life and works of its former leader 
Amirthalingam 

1989 in Colombo. 


6. (C) In addition to Anandasangaree 

from Jaffna 

distance himself from the LTTE. Referring to a recent 
announcement that there might be local elections in the 
north and east (Ref A) 

March 24 that he might run independently of the Tamil 
National Alliance (TNA) (apparently for the job of mayor 
of Jaffna 

TNA is composed of four generally pro-LTTE Tamil 
parties 

constituent element. Most members of the TNA are pro- 
LTTE.) (Note: The Ambassador is scheduled to meet with 
Raviraj next week and will get his take on the situation 

at that time.) 


7. (C) COMMENT: Anandasangaree\'s decision to criticize 
the LTTE in public is a brave one. His comments may 
have been prompted by the LTTEVs recent decision not to 
permit the reopening of Jaffna\'s Library (Ref E). This 
decision upset Ananadasangaree and other Tamils 
worked long-and-hard to reopen the cultural landmark. 

In any case 

potentially dangerous one 

happened to Amirthalingam (see above) and what may be 
happening to other opponents of the LTTE (see below). 
END COMMENT. 


8. (SBU) In other news regarding the LTTE and the Tamil 
community-at-large 

unconfirmed reports of the LTTE assassinating 
intimidating 

March 18 

Lankan army of Tamil ethnicity was killed in Mount 
Lavinia 

reports claiming that the killing was carried out by the 
LTTE (which 


Classified By: AMBASSADOR RICHARD JONES FOR REASONS 1.5 (B) and (D) 1. (U) This is an 
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been no confirmation of who perpetrated the killing. In 
the meantime 

have recently surfaced and include: 


-- The LTTE allegedly assassinating numerous government 
intelligence sources during the past year; 


-- A recent attempt to deliver a letter bomb to a 
military informant 
people (but not the intended victim); 


-- Reported use of intimidation and violence to prevent 
civilians from reporting LTTE-related incidents to the 
SLMM; and 


-- Continued abduction/disappearances of LTTE opponents. 


9. (C) COMMENT: Mission is looking into this uptick in 
reports of egregious human rights violations by the 
LTTE 

opponents. (Note: FYI. Anandasangaree 
conversation with the Ambassador 

was involved in many killings of Tamil opponents.) Many 
of the reports seem murky 

confirm. It is also not clear whether the government is 
investigating the cases fully. (Note: Some suspect that 
the government is not pressing the cases because it 
feels that to do so might jeopardize the peace process 
or perhaps because Tamil witnesses do not want to 
cooperate.) END COMMENT. 


10. (C) The People's Alliance (PA) 

grouping 

(JVP) party continue their efforts to form an alliance. 

As reported previously (see Ref D) 

believed close to sealing a deal. According to 

contacts 

two parties is how to deal with the peace process. 
Compared with the PA 

peace process and does not want to endorse the PA plan 
for constitutional devolution sent to Parliament by 
President Kumaratunga 

(Note: The plan was not approved by Parliament at that 
time.) 


11. (C) COMMENT: It is understandable that the 
historical differences between the two parties re the 


BJECT: TERRORIST FINANCE: RESPONSE TO REQUEST ON FROZEN ASSETS - SRI LANKA F 
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peace process may create some difficulty in coming to a 
compromise. The JVP has vociferously opposed any 
agreement that devolves any power to the north and east. 
The PA 

to the peace process for quite some time (although some 
PA elements have taken a more critical stance of late). 
While overcoming differences may be difficult 

indications are that the JVP and PA will find a way to 
reach a compromise and forge an alliance in the coming 
days 


12. (C) The latest poll figures continue to show 
overwhelming support for the peace process. The latest 
edition of a poll by a well-respected local NGO (the 
Center for Policy Alternatives) indicates that 83.7 
percent of the population supports the peace process. 
Since the signing of the ceasefire agreement in February 
2002 

stable at between about 83 and 87 percent. Norwegian 
facilitation of the talks also maintains a plurality of 
support by a substantial margin (with neutral or unknown 
response receiving substantial numbers). The SLMM 
however 

only a small plurality of the populace. According to 

the polls results 

more pro-SLMM than the majority Sinhalese community. 


13. (C) COMMENT: Despite recent 

from some in the south aimed at the peace process 
latest poll confirms our sense that the public-at-large 
continues to support the ceasefire and discussions with 
the LTTE. The United National Party (UNP) government 
which has problems in such areas as the economy 
clearly benefiting from this support 

popular standing buoyed by its management of peace- 
related issues. END COMMENT. 


14. (U) Minimize considered. 
WILLS 
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official as saying that a new motion for cooperation with 
the U.S. might be in the offing. The U.S. conveyed to 
Turkey on Sunday a request for access to Turkish bases -- 
namely Incirlik 


24 MFA DDG for Consular Affairs Firat Topcuoglu provided us additional information for 2003 TIP reg 
itive But Unclassified - please handle accordingly. 2. (SBU) Per Reftel, mission conveyed paper re L 
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government and TGS are examining the technical aspects of 
the issue. Papers report that U.S. envoy for Iraq Khalilzad 
and General Colby Broadwater held meetings with MFA 
officials to discuss the conditions for Turkish military 

action in Northern Iraq. Khalilzad said that the U.S. would 
not object to 'cooperating\' with Turkish military action in 

the region. He warned Turkey not to set up closed security 
zones that would give the impression of military occupation 
and insisted that any troops be withdrawn as soon as the 
refugee and security threats are over. Kurdish groups are 
against such a deal between the U.S. and Turkey 

search for an acceptable agreement continues. Greek Foreign 
Minister Papandreou said lraqvs neighbors should not get 
involved in the war 

voiced Athens concern about Turkish efforts to “occupy 
Northern Iraq.\' In a front page story 

U.S. forces are landing in Northern Iraq to fight together 

with KDP peshmerge stationed near Mosul 

near Kirkuk. 


JP Morgan on Turkey: \"Hurriyet\" carries a JP Morgan 
investment report claiming that Turkey has sufficient 
resources to handle its debt repayment in the next six 
months without U.S. financial assistance. The report 
estimates one percent growth for Turkey in 2003 

percent in 2004 

has a chance to secure macroeconomic and structural 
discipline. JP Morgan also warned that a possible 25 
decrease in tourism revenues and border trade due to the 
Iraqi war might adversely affect the 2003 growth target. 


EDITORIAL OPINION: War in Iraq 


\"Law is patience" 

Oktay Eksi wrote in mass appeal Hurriyet (3/25): \"President 
Bush calls on the Iraqi regime to comply with the Geneva 
Conventions on treatment of POWs. He is very right by 
referring to the Geneva Conventions on this issue. Yet 
something is just not right. President Bush remains at the 
top of the list of "leaders who blatantly violate 

international law.\' However 

comply with international law and regulations. . One 
wonders if the Geneva Conventions are binding for Iraq and 
not for the US.\" 


\"Shock and horror\" 
Erhan Basyurt wrote in the Islamic-intellectual Zaman 


) A. ALBRIGHT, FOR REASONS 1.5 (B) and (D). 2. (C) POLCHIEF PASSED REFTEL MESSAGE T 


alist made the demarche requested in reftel to Jean-Louis Wallace of the Department of Foreign Affa 
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(3/25): \"The US operation in Iraq has been named "shock and 
horror However 

“shockY part went to the coalition forces due to an 
unexpectedly stiff resistance. . There are two major 

reasons why the Iraqis resist despite the US intention of 
freeing the Iraqi people and bring democracy. The US 
conducted a well-prepared psychological war campaign in the 
media prior to the operation 

through to the people of Iraq. A people living without 

satellite dishes or internet access does not know anything 
about the real world. The lragis still believe that they 

are fighting against British colonial forces 

fought for independence 

which is after oil. It seems that SaddamVs regime has 
successfully managed to inject this psychology into the 

minds of the Iraqi people. V 


\"Northern Iraq 

Sami Kohen noted in mass appeal Milliyet (3/25): \"The 
northern Iraq issue has become a problem not only for 
Turkey 

to clarify misunderstandings 

and clear about its long-term policies in northern Iraq. 
Turkey\'s insistence on deploying troops in northern Iraq is 
interpreted as part of an effort to control the Kurds. . 

There is speculation about Turkey\'s strategy for the Kurds 
in the region 

to a federal structure where Iraqi Kurds can enjoy a certain 
degree of autonomy. We just don\'t know whether this is true 
or not 

been clarified by Ankara policy-makers.\" 
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war\". The U.S. military delegation removed the 
bomb fragment and took it back to Incirlik Air 
Force Base 

the mistake 

would not happen again. 


6. Turkiye: The Turkish Armed Forces continue 
increasing measures against a possible migration 
across the border. Some 150 soldiers from 
assorted units were dispatched in a military 
convoy of 30 vehicles from Mardin to Silopi. 


TAGS: EAID, IZ, PREF, PREL, TU SUBJECT: TFIZ01: MFA ON SOURCING AND TRANSIT OF FOC 
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7. Turkiye: The head of the Turkish General 

Staff 

Units on the border region today and tomorrow. It 

is reported by the TGS that General Ozkok will 

make a press announcement at the 7th Corps Command 
Headquarters in Diyarbakir tomorrow. 


8. Turkiye: Based on a tip 

Tarsus (Mersin) Security Directorate arrested six 
alleged PKK members who were involved in hanging 
banners 

shouting pro-PKK slogans. The detainees 

brought before the court after their 

interrogations at the police station 

ordered held in custody. 


9. Evrensel: 36 students were arrested and 
brought before the court by jandarma at the 
Centennial University of Van while trying to hold 
Newroz festivities in the university campus on 
March 20. Some 11 of the detainees were ordered 
held 

10. Evrensel: DEHAP\'s Hazro (Diyarbakir) 
District Chairman 

DEHAP flag from the window of his house and 
forgot to take it down 

imprisonment on the charges of \"violating the 
Election Law\". 


11. Turkiye: The President of the Southeastern 
Businessmen and Industrialists Association 
Bedrettin Karaboga 

businessmen in the Southeast were the ones mostly 
affected by the war. Karaboga urged that the 

region should be declared a \"Disaster Region 

and the merchantsY and businessmen\'s Social 
Security and Income Tax debts should be 
postponed. He also claimed many workers had been 
laid off 

stopped due to the war. 

HOLTZ 
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guide\". The healing function of the NRC 

necessary to afford victims the full opportunity to express 
themselves. 
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4. (C) Although disconcerted by BaakuYs sudden straying into 
matters not before the Commission 

Commission members were generally hesitant to interrupt 
witnesses who offered hearsay testimony in the midst of 
emotional recitations of events. This might be construed as 
\"inappropriately stifling\" testimony. Such evidence would be 
admissible 

of the NRC if the weight of further testimony and 

investigation warranted it. Generally speaking 

procedures sought to avoid the surprises seen in Baako\'s 
testimony 

to put their testimony in writing 

advanced warning and preparation. Baako did not submit his 
free-ranging and unconnected accusations about Rawlings to 
the NRC in advance. Attafuah asserted that the Commission 
was anxious to avoid the circus-like atmosphere that often 
prevailed at the human rights commission hearings in Nigeria 
and he and Commission members were not about to let such 
\"straying\" occur regularly. 


5. (C) Turning to the subject of former President Rawlings\' 
possible testimony 

a letter to Rawlings requesting a written response to the 
Baaku accusations. The Commission had also sent several 
other letters on unrelated cases 

The Commission had yet to invite Rawlings to appear 
personally before the Commission 

doing so before it had heard from a number of other 
witnesses. Any decision requesting his appearance would not 
be based solely upon the as-yet unsubstantiated hearsay 
testimony of Baaku. 


6. (C) Attafuah suggested that Rawlings would likely be 
eager to appear 

were a number of people in contact with the Commission 
commented 

Rawlings during the very turbulent times when Rawlings first 
came to power. Rawlings was the central figure in the 1979 
and 1981 coups 

12 years 

from Rawlings 

impact and the work of the Commission. 


6 (U) Classified by Economic Counselor Scot Marciel. Reasons 1.6 (X1) and (X6). (S/Rel Turkey) 


: 1200 HOURS LOCAL, 0800 HOURS WASHINGTON TIME MARCH 27 2003. 2. EVENTS SINCE L 


3U) Violence is an integral part of the Nigerian electoral scene. In recent weeks, the pace has picke« 
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7. (C) Polchief met with Rawlings and an aide March 19 
confirmed that Rawlings had received letters from the 
Commission inviting written responses. Regarding the Kwaku 
Baaku testimony 

(led by former Speaker and Supreme Court Justice D. F. Annan) 
would essentially reply that V'l don\'t comment on hearsay 
testimony.\" Although much perturbed by the Kwaku Baaku 
submissions 

the Commission 


8. (C) Rawlings 

he had only witnessed a single execution during his time as 
an officer in the Air Force 

that of a fellow member of the armed forces involved in the 
murder of Ghanaian judges in 1982 who had been properly tried 
and found guilty. He denied overseeing torture sessions. He 
saw the Kwaku Baaku testimony 

of the NPP trying to ruin the NDC and myself.\" He also 
asserted that 

of how he in fact restrained V'the boys\" during a time when 
many abuses did indeed occur 

easily have happened.\" 


9. (C) Comment. Kwaku Baaku 

gadfly 

nearly every issue. The Commission could easily have 
anticipated Baaku \"straying\" from his anticipated testimony. 
Perhaps it simply chose to let him proceed 

explosive issues that it must 

comprehensive fashion. In any case 

and both the Commission and Rawlings\' handlers assert they 
are ready and willing to have him testify in open session. 
Rawlings 

be no pushover. 


10. (C) Comment continued. Testimony by Rawlings on his 
role in the 1979 and 1981 coups 

time as head of state 

he is indeed allowed to tell his story as he sees it 

bring witnesses to support him 

that testimony 

suffered grievously 

moments in Ghanaian history. However 

catcalls and general chaos will require a firmer 
administrative hand on proceedings than that exhibited during 
the Baaku testimony. End comment. 
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work to stop the war against Iraq quickly 

coalition aircraft were using Jordanian airspace to attack 
Iraq (ref f). The King reiterated the no-overflight 
statement to members of the Senate March 24 

Jordanian territory would not be used to convey troops into 
Iraq that were to have gone through Turkey (ref g). 


4. (S) PM Abul Ragheb told the Ambassador March 24 that he 
had carefully chosen his words during the March 23 news 
conference 

aggression 

action\" and the need to work to \"save people\'s lives.\" That 
said 

something\" to end the war. Hence 

diplomatic offensive \"to find a resolution acceptable to all 
parties.\" 


5. (S) He said that 

had told the Ambassador that the GOJ V'would have to say 
things you won't like." Foreign Minister Marwan Muasher 
Abul Ragheb said 

Powell in their recent phone conversation. The bottom line 
the PM emphasized 

getting killed in Iraq in a war they do not support 

are angry. The GOJ is taking steps to keep the level of 
public protest down 

party leaders in the next few days to reiterate that the GOJ 
will permit pre-approved rallies 

un-approved protests or the use of violence. 


6. (S) The Ambassador pushed back 

the war has begun 

regime are finished. Jordan would have to consider the 
effect of its statements now on a post-Saddam government in 
Baghdad 

responded that the GOJ has \"determined that this will not be 
like 1991.\" 


7. (S/NF) Despite the increasingly anti-war public 
statements 


SOM ITALIA MANAGING DIRECTOR REF: ROME 1084 SENSITIVE BUT UNCLASSIFIED. PLEA‘ 


(SBU) IN THE COURSE OF A COURTESY CALL BY THE NEW USAID DIRECTOR AND THE AMB, 
Affairs Marco Tulio Chicas, in the absence of more senior officials. Chicas took note of our concerns 
linister of Foreign Affairs Jorge Perez on March 26 to reconfirm the GOG\'s commitment of March 25 
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support the coalition. The GOJ has continued its previously 
agreed military support to coalition forces (with a few minor 
hiccups). Jordan has frozen the assets of the lraqi 
government in Jordan (ref h). It has also expelled several 
Iraqi intelligence officers operating under diplomatic and 
non-official cover 

who and how many Iraqis have been kicked out. The GOJ has 
also been helped by the lack of an economic crisis associated 
with the war in Iraq. There has been no capital flight 

there are adequate stocks of food and fuel 

exchange has remained stable 

have resumed earlier suspended flights into Amman. 


8. (S) The King has told the Ambassador and senior USG 
officials several times that he believed the \"tipping point\" 

for the Jordanian public\'s reaction to war in Iraq would be 
scenes on al-Jazeera TV of jubilant Iraqis celebrating their 
liberation from Saddam Hussein. The King expected this in 
the early days of the war 

made him feel exposed. Iraqi VP Taha Yassin Ramadan\'s 
ranting March 25 press conference attack on Jordan\'s support 
for the coalition has heightened anxiety. 


9. (S) Given his political exposure 

distance himself personally and the GOJ in general from 
military action 

phone calls to P-5 leaders and UN Secretary General Annan 
(although he rethought his planned March 25 call to the 
President). He wants to be able to tell his people that he 

is actively engaged in finding an end to the war 

is powerless to stop it. The Foreign Minister has stressed 
however 

undercuts the President\'s decision to topple Saddam Hussein. 
GNEHM 
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them." The message specifically mentioned McDonald\'s 
King 

owner further stated that he contacted the police 

provide extra security. Embassy RSO confirmed that PSD was 
notified and requested to provide additional resources at the 
named franchises. The local owner added that although 
business had been down 55% over the last week 

no directs calls for a boycott but feared it would not be 

long in the coming. 


ange in the status of INL-funded vehicles provided to the Turkish Grain Board (TMO), dogs provided ! 
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4. (C) Royal Jordanian is operating to all destinations 
except Baghdad. On March 25 

interest in Vhelping the US\" get Iraqi Airways flying 
quickly. He said RJ is ready to operate flights on behalf of 
Iraqi airways out of Baghdad 

necessary. He stressed RJVs long familiarity with Iraq. 


5. (C) With the international airport and seaport and the 
border crossings to Israel remaining open 

interruption of imports or exports. Insurance companies have 
not designated Jordanian air or seaports as high risk/war 
risk areas 

increased due to higher fuel costs. QIZ companies report no 
problems. They are continuing to meet deadlines and fill 
orders that were booked before hostilities began. Target 
Corporation told us they recently booked new orders with 
Jordanian factories 

interest continues. 


6. (U) A FBIS report cited a previously-unknown internet 
source as saying that two relatives of Saddam Hussein had 
defected to Amman 

of V'Chemical Ali\" al-Majid 

presidentVs sister Siham. The source also states that it is 
believed that \"Chemical Ali\" 

al-Duri were killed in the raid by US bombers on Thursday 
morning. There are media reports of \"hundreds\" of Iraqis 
returning to Iraq via the Jordanian border in order to V'fight 
for IraqVs honor. V 


7. (SBU) The Amman Stock Exchange index 

1.25% and 0.96% during the first two trading following the 
start of hostilities 

0.25% Tuesday. Traders attributed this more to Monday\'s 
global stock market drop than to increased domestic jitters. 


8. (C) No new issues. Inquiries remain below normal 
could be due to inclement weather in addition to the 
political situation. 
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10. (U) A demonstration and march organized by opposition 
parties was scheduled for this afternoon in a commercial area 
of western Amman 

also continue at some universities but have been confined to 
the campuses and have not involved any violence. Current 
snowstorms will likely limit the participation in these 
demonstrations. 


11. (C) The Jordan-lraq border remains open and the flow of 
TCNs remains at a trickle. There is still no sign of any 

Iraqi refugees/asylum seekers. 46 TCNs crossed into Jordan 
over the last 24 hours 

transit camp to 169 -- Somalis 

and 1 Djibouti national. IOM repatriated seven Egyptians 
this morning via the Aqaba ferry. UNHCR Sr. Logistics 
Officer reports that the Jordan Red Crescent is doing a very 
poor job of managing the transit camp 

supplier provided food for the first time yesterday 

24 

more than the trickle of TCNs currently entering the camp. 


12. (C) On March 24 

personally reviewed the cases of 23 people with document 
problems being held at the border. UNHCR reported that the 
one Iraqi national who was trying to transit Jordan en route 

to Yemen was \"persuaded\" to return to Iraq. UNHCR did not 
believe the return was involuntary. 22 Palestinians will be 
reviewed by UNRWA officials today. If they are found to have 
UNRWA status 

a more permanent accommodation is identified for them. UNHCR 
also reports that a handful of vehicles is entering Iraq from 
Jordan this morning 

with household possessions who said they're returning home to 
Baghdad. 


13. (C) Despite repeated PA denials 

Officer continues to receive inquiries from local journalists 

asking about rumors that the daughter of VP Cheney is en 
route to Baghdad to act as a V'human shield. V' The Foreign 
Minister and the Israeli press officer called the Embassy to 
confirm that this story is untrue. 


ors assigned to work at the Halifax port. Since U.S. Customs began assigning inspectors to Halifax c 
rs and International Trade (DFAIT). 2. (SBU) McNeish said that representatives of the U.S. and Can: 
DB, USED WB, USED IMF E.O. 12958: N/A TAGS: ECON, EFIN, ETRD, ENRG, EINV, EAIR, ELTN, 
VARY: On February 25 at around 10:00am a Honduran patrol comprised of seven police and four mi 
SECSTATE 50753 d) SECSTATE 26895 1. (SBU) Summary. The Honduran government remain 
tivities in the areas of economic development and humanitarian assistance; help us carry out public « 
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TEXT\" WHICH IS HEREWITH REPRODUCED. 


3. (SBU) \"THE G8 REPRESENTATIVES IN ROME HAVE CONSIDERED 

WHAT FURTHER ACTIONS MIGHT BE NEEDED TO ADDRESS THE SERIOUS 
PROBLEMS OF FAMINE IN AFRICA. THEY HAVE LISTENED VERY 
CAREFULLY TO PRESENTATIONS FROM THE THREE ROME-BASED UN 
AGENCIES (FAO 

TO FASS. 


THE G8 REPRESENTATIVES IN ROME ARE DEEPLY CONCERNED WITH THE 
UNCLASSIFIED 
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CURRENT FOOD CRISIS IN THE AFRICAN CONTINENT AND UNDERLINE 
THE COMMITMENT OF G8 COUNTRIES TO RESPOND GENEROUSLY TO 
CURRENT AND FUTURE NEEDS. WHILE THE G8 REPRESENTATIVES IN 
ROME RECOGNIZE THE NEED FOR URGENT ACTION 

THE SAME TIME THE NEED TO ADDRESS THE ROOT CAUSES OF FAMINE. 
THE G8 REPRESENTATIVES IN ROME RECOGNIZE THE AFRICA ACTION 
PLAN AS THE MAIN BASIS FOR G8 ACTION TO ADDRESS LONG-TERM 
FOOD SECURITY IN AFRICA. FUTURE ACTIONS SHOULD BE GUIDED BY 
THE IMPLEMENTATION REPORT TO BE PRESENTED DURING THE SUMMIT 
OF EVIAN. THESE ACTIONS SHOULD BE FULLY SUPPORTIVE OF THE 
NEPAD INITIATIVE. 


THE G8 REPRESENTATIVES IN ROME NOTE THAT MANY OF THE LONGER- 
TERM ACTIONS TO AVOID FAMINE PROPOSED BY FAO 

ARE TAKEN INTO ACCOUNT IN THE AFRICA ACTION PLAN. HOWEVER 

WE ACKNOWLEDGE THE NEED FOR ADDITIONAL ATTENTION TO IMPROVE 
SOME ASPECTS OF SHORT-TERM EMERGENCY RESPONSES. IN 
PARTICULAR: 


- STRENGTHENING EARLY WARNING AND FORECAST SYSTEMS AT THE 
UNCLASSIFIED 
UNCLASSIFIED PTQ9495 
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NATIONAL AND REGIONAL LEVELS. 

- IMPROVING EMERGENCY PREPAREDNESS AND CONTINGENCY PLANNING. 
- IMPROVING INTERNATIONAL CAPACITY FOR ACCURATE NEEDS 
ASSESSMENT AND VULNERABILITY ANALYSIS. 

- ENSURING THAT EMERGENCY NON-FOOD NEEDS (EG. 

SANITATION 

- TAKING ACCOUNT OF THE SPECIAL CIRCUMSTANCES OF HIV/AIDS- 
AFFECTED COMMUNITIES. 


THE G8 REPRESENTATIVES IN ROME CONFIRM THEIR WILLINGNESS TO 
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PLAY THEIR FULL PART IN ADDRESSING THESE ADDITIONAL NEEDS 
AND IN IMPLEMENTATION OF THE AFRICA ACTION PLAN.\" END UK 
DRAFT TEXT. 


4. (SBU) THE UK APPROACH 
COMMISSION AND CANADA 
UNCLASSIFIED 
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FEDERATION DELEGATE TERMED THE \"LEAST COMMON DENOMINATOR\" 
APPROACH. THE OTHER G8 DELEGATIONS JAPAN 

FEDERATION 

SENDING BOTH THE UK EFFORT AND THE MORE ROBUST U.S. - FRENCH 
TEXT FORWARD 

THE SPECIFIC DIFFICULTIES NOTED. 


5. (SBU) BEGIN TEXT. \"IN 2003 

SAHARAN AFRICA ARE AT RISK OF STARVATION. THE POTENTIAL FOR 
WIDESPREAD FAMINE IS WITHOUT PRECEDENT 

POVERTY 

LACK OF SUPPORT FOR AGRICULTURE 

GOVERNANCE. THE G8 SEEKS TO IMPROVE THE EFFECTIVENESS OF 
THEIR AID BY CONCENTRATING ON KEY PRIORITIES AND PROPOSING 
CONCRETE ACTION. 


Ι. PREVENTION AND ACTION AGAINST THE CAUSES OF FAMINE 


l) EARLY WARNING: IT IS ESSENTIAL TO INCREASE FOCUS ON THE 

PREVENTION OF FAMINE. THEREFORE 

REVIEWING AND IMPROVING EARLY WARNING AND FORECAST SYSTEMS 

AND CONTINGENCY PLANS 

WE STRONGLY SUPPORT REGIONAL EFFORTS IN THIS AREA 

THE REASCO INITIATIVE IN SOUTHERN AFRICA WITH SADC AND THE 

SUCCESSFUL MODEL OF THE CILSS (COMITE INTERGOUVERNEMENTAL DE 

LUTTE CONTRE LA SECHERESSE AU SAHEL IN WEST AFRICA). WE 

SUPPORT THE DEVELOPMENT OF COMMON TERMS OF REFERENCE FOR 
UNCLASSIFIED 
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CARRYING OUT FOOD SECURITY NEEDS ASSESSMENTS 

AGREEMENT ON \"PRE-FAMINE INDICATORS\" TO TRIGGER A RESPONSE 
AT THE OUTSET OF A CRISIS. IN ADDITION TO AGRICULTURAL 
INDICATORS 
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INTO THE ASSESSMENTS 

BILATERAL AGENCIES 

NATIONAL INSTITUTIONS. IN PARTICULAR 

AGENCIES TO PRIORITIZE ASSISTANCE TO THE ESTABLISHMENT OF 
NATIONWIDE NUTRITION SURVEILLANCE SYSTEMS IN DISASTER-PRONE 
COUNTRIES THROUGHOUT AFRICA. 


II) HIV/AIDS: MEASURES ARE REQUIRED TO TACKLE THE IMPACT OF 
HIV/AIDS THROUGH IMPROVED NUTRITIONAL TARGETING 

AFFORDABLE CARE AND TREATMENT 

PROGRAMMES. WE ENCOURAGE DONORS AND UN AGENCIES TO WORK 
WITH AFFECTED GOVERNMENTS TO TACKLE THE LOSS OF HUMAN 
CAPACITY AND SKILLS THROUGH HIV/AIDS 

VIABLE RURAL LIVELIHOODS. SPECIFICALLY 

SHOULD BE USED TO DISSEMINATE VACCINATIONS 

AIDS AWARENESS 


UNCLASSIFIED 
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IO/EDA SWINNICK 
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RECIPIENTS SHOULD INCLUDE ENHANCED MICRONUTRIENTS AND 
PROTEIN FOR HIV POSITIVE INDIVIDUALS. ADDITIONALLY 

MEASURES SHOULD BE ESTABLISHED TO INCORPORATE HIV/AIDS 
INDICATORS IN ASSESSMENTS OF FOOD SECURITY AND 
VULNERABILITY. GIVEN THAT WOMEN PRODUCE 80 PERCENT OF THE 
FOOD 

NEEDED TO HELP WOMEN WEAKENED BY HIV CONTINUE TO PERFORM 
THESE FUNCTIONS. 


II) NON-FOOD INPUTS: UN CONSOLIDATED APPEALS INCLUDE NON- 

FOOD ITEMS FOR EMERGENCY RESPONSE - SEEDS 

MEDICINE 

SHOULD WORK WITH OTHER DONORS TO MAKE SURE THAT THESE NEEDS 
ARE MET 

CRISIS. 


IV) TECHNICAL ASSISTANCE: G8 COUNTRIES WILL CONTINUE TO WORK 

TO HELP FOOD INSECURE COUNTRIES RECEIVE TECHNICAL ASSISTANCE 

AND MAKE INFORMED CHOICES TO PROMOTE THEIR FOOD SECURITY. 

WE RENEW OUR COMMITMENT TO SUPPORT THE NEW PARTNERSHIP FOR 
UNCLASSIFIED 
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AFRICAVS DEVELOPMENT (NEPAD) TO ENSURE THAT NO COUNTRY 
GENUINELY COMMITTED TO POVERTY REDUCTION 

AND ECONOMIC REFORM WILL BE DENIED THE CHANCE TO ACHIEVE THE 
MILLENIUM GOALS. IN EMERGENCIES 

COORDINATION IS REQUIRED TO ENSURE THAT OPTIMUM USE IS MADE 
OF EXISTING LOGISTIC RESOURCES AND COMMERCIAL NETWORKS. 


Il. FLEXIBLE APPROACHES TO FAMINE. NOTE: THIS SECTION OF 
TEXT IS BRACKETED 
END NOTE. 


[() SCHOOL FEEDING: SCHOOL FEEDING PROGRAMS HELP GET POOR 
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CHILDREN INTO SCHOOL 

LEARN WHILE THEY ARE THERE. MANY AGREE THAT THIS SINGLE 
INTERVENTION IS CRUCIAL TO ADDRESSING THE IMMEDIATE AND LONG- 
TERM CRISES. IN ADDITION TO PROVIDING ESSENTIAL NUTRITION 
THEY INCREASE ENROLMENT AND ATTENDANCE AND PROVIDE A 
PIPELINE FOR THE DELIVERY OF OTHER NECESSARY INPUTS 
DE-WORMING INTERVENTIONS 

FOR PARENTS. THESE PROGRAMMES NEED TO BE INTEGRATED INTO 
THE PRIORITIES AND RELEVANT SECTOR POLICIES OF NATIONAL 
GOVERNMENTS 

ORDER TO ACHIEVE THE GOAL OF THE EDUCATION FOR ALL 
INITIATIVE. 


I) TWINNING: THE G8 ENCOURAGES WFP\'S ESTABLISHMENT OF 
PROCEDURES FOR TWINNING BETWEEN THOSE NON-TRADITIONAL DONORS 
WHO HAVE FOOD STOCKS BUT CANNOT PAY FOR TRANSPORT AND THOSE 
DONORS WHO ARE ABLE TO COVER THESE COSTS. THESE GUIDELINES 
MUST DEFINE SPECIFIC CRITERIA FOR ITS USE AND SHOULD INCLUDE 
A DEDICATED FUND TO SUPPORT THESE EFFORTS. 

UNCLASSIFIED 
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II) MICRO-LEVEL ASSISTANCE: SPECIFIC INITIATIVES SHOULD 
PROVIDE CASH ASSISTANCE TO VULNERABLE POPULATIONS 
ESPECIALLY WOMEN 

FAMINE SITUATION. ADDITIONALLY 

SHOULD WORK TO STRENGTHEN SMALL 

DISASTER-PRONE AREAS. 


IV) CASH-FOR-WORK: CASH-FOR-WORK PROGRAMS ALLOW GOVERNMENTS 
TO USE ASSISTANCE MONIES TO PAY PEOPLE TO WORK (SUCH AS IN 
AGRICULTURAL DEVELOPMENT ACTIVITIES LIKE PLANTING 

IRRIGATION OR ROAD CONSTRUCTIONS) AND CAN BE A PARTICULARLY 
APPROPRIATE TOOL IN CASES WHERE FOOD IS AVAILABLE 
POPULATION DOES NOT HAVE SUFFICIENT RESOURCES TO PURCHASE. 
FOOD AID SHOULD BE PROVIDED AS APPROPRIATE. PREVENTION 
DEPENDS ON BETTER CO-ORDINATION AND COHERENCE BETWEEN 
MULTILATERAL INSTITUTIONS 

AFFECTED COUNTRIES AND IMPROVING LOCAL MARKETS THROUGH 
REGIONAL CO-OPERATION. THESE PROGRAMS 

WORK 
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COPING MECHANISMS. 


V) MARKET DISTRIBUTION: G8 COUNTRIES SHOULD INCREASE THE USE 
OF VMARKET DISTRIBUTION" OF FOOD AID IN FAMINE PREVENTION 
INITIATIVES. MARKET DISTRIBUTION ACTIVITIES ARE DEFINED AS 

THE CONTROLLED SALE OF FOOD COMMODITIES INTO MARKETS THAT 
HAVE LOST 

COMMODITIES TO THE LOCAL POPULATION. EFFORTS SHOULD ALSO BE 
MADE TO IMPROVE THE NATIONAL CAPACITY OF COUNTRIES TO IMPORT 


¿OFFICE DIRECTOR FOR OSCE ISSUES FABIO CRISTIANI REFTEL DEMARCHE REQUESTING 
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FOOD ON TIME TO WHERE IT IS NEEDED.] 


II. COMMITMENT TO INSURE LONG-TERM FOOD SECURITY 


l) REINVESTMENT IN AGRICULTURAL DEVELOPMENT: THERE IS AN 
URGENT NEED TO REVERSE THE TREND IN LACK OF INVESTMENT AND 
DISINVESTMENT IN AGRICULTURE IN THE DEVELOPING COUNTRIES 
BOTH THROUGH BILATERAL DONORS 
LATERAL LENDING INSTITUTIONS. THIS INCLUDES HELPING TO 
CREATE A SUPPORTIVE ENVIRONMENT FOR THE PRIVATE SECTOR 
IMPROVING WIDER EMPLOYMENT OPPORTUNITIES 

UNCLASSIFIED 
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ACCOUNTABLE GOVERNMENT STRUCTURES AND OPEN DEMOCRATIC 
SYSTEMS. WE WILL CONTINUE TO MAINTAIN A CONSTRUCTIVE 
DIALOGUE WITH OUR AFRICAN PARTNERS TO SUPPORT THE OBJECTIVES 
OF THE NEPAD. 


I) HUMAN RESOURCE REPLENISHMENT: IN THE FACE OF AIDS 

AFRICAN GOVERNMENTS ARE LOSING THE CAPACITY TO IMPLEMENT 
PROGRAMS TO BENEFIT THEIR POPULATIONS. CREATIVE MEASURES 
SHOULD BE TAKEN TO SUPPORT INDIVIDUAL EFFORTS ON A ONE-ON- 
ONE BASIS TO ENHANCE AGRICULTURAL PRODUCTION IN DEVELOPING 
COUNTRIES (I.E. PEACE CORPS 

VOLUNTEERS 

ADDITIONALLY 

ENCOURAGED TO ASSIST THEIR COUNTRIES THROUGH MORE THAN JUST 
REMITTANCES. 


IIl) WATER IN AGRICULTURE: EFFORTS SHOULD BE EXPANDED BY FAO 
AND OTHERS TO IMPROVE THE EFFICIENCY OF WATER USAGE FOR 
AGRICULTURE. IMPROVEMENTS TO SMALL-SCALE IRRIGATION 
HARVESTING SYSTEMS 

PRECISION IRRIGATION SHOULD BE PURSUED WITH NATIONAL 
GOVERNMENTS. MAJOR RIVER BASIN STUDIES ON THE USE OF WATER 
RESOURCES IN AFRICA SHOULD BE COMPLETED WITH DISPATCH AND 
RECOMMENDATIONS IMPLEMENTED. 


IV) HIV/AIDS: ENHANCED ACTION AGAINST THE HIV/AIDS PANDEMIC 

IS NEEDED 

OTHER VULNERABLE GROUPS AND THE LOSS OF HUMAN SKILLS AND 

CAPACITY. EFFORTS TO SUPPORT EDUCATION AND AIDS AWARENESS 

WITH A SPECIAL FOCUS ON GIRLS AND WOMEN 

MICRO-ENTERPRISE PROJECTS SHOULD FOCUS ESPECIALLY ON WOMEN 
UNCLASSIFIED 
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AS THEY ARE THE KEY FOOD PROVIDERS AND THE KEY TO FIGHTING 
AIDS. G8 COUNTRIES AND UN AGENCIES ARE URGED TO BECOME 
FORCEFUL ADVOCATES WITH NATIONAL LEADERS 


Government and Justice, Dr. Jorge Ramon Hernandez Alcerro, hosted a lunch at his home for Amba 
ind International Trade (DFAIT). 2. (SBU) Helfand, who is Deputy Director of DFAIT\'s Division for De 
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AND OTHER STAKEHOLDERS TO DEVELOP POLICIES TO SUPPORT 
ORPHANS AND STRENGTHEN PROTECTION FOR WOMEN. 


V) AGRICULTURE SCIENCE: THE G8 SHOULD PROVIDE MORE RESEARCH 
TRANSFER OF TECHNOLOGY AND BEST PRACTICES TO IMPROVE 
AGRICULTURAL INFRASTRUCTURE. G8 COUNTRIES SHOULD REDOUBLE 
THEIR EFFORTS TO INCREASE AGRICULTURE PRODUCTION IN 
DEVELOPING COUNTRIES 

THROUGH IMPROVED POLICY FRAMEWORKS AND ADDITIONAL 
AGRICULTURAL SCIENCE AND TECHNOLOGY ASSISTANCE 
BIOTECHNOLOGY. WE ENCOURAGE PUBLIC INSTITUTIONS 
UNIVERSITIES 

AND DEVELOP NEW PARTNERSHIPS WITH SIMILAR INSTITUTIONS IN 
DEVELOPING COUNTRIES. 


VI) INFRASTRUCTURE: CONTINUED EMPHASIS SHOULD BE PLACED ON 
BUILDING INFRASTRUCTURE NECESSARY TO CARRY PRODUCTS TO 


UNCLASSIFIED 
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STATE FOR U/S LARSON 

IO/EDA SWINNICK 

USDA/FAS FOR U/S PENN 
UNCLASSIFIED 
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USAID FOR ADMINISTRATOR NATSIOS 
BMCCONNELL 

USUN FOR AMBASSADOR NEGROPONTE AND MLUTZ 
GENEVA FOR RMA 

BRUSSELS FOR USEU 

NSC FOR JDWORKEN 


E.O. 12958: N/A 
TAGS: ΕΑΙΌ 
SUBJECT: G8 FAMINE MEETINGS IN ROME 


MARKET 

INCLUDE PROVISION OF RURAL CREDIT AND FINANCE 

INITIATIVES IN FOOD PROCESSING 

INFORMATION TECHNOLOGY TO BRIDGE THE RURAL DIGITAL DIVIDE. 


VII) RURAL MICRO-CREDIT: ΤΗΕ G8 COUNTRIES WILL ENCOURAGE THE 
WORLD BANK 

INSTITUTIONS TO INCREASE THEIR FUNDING FOR RURAL MICRO- 

FINANCE 

HAVE PROVEN SUCCESSFUL AT INCREASING INCOME AND SUBSEQUENTLY 
IMPROVING FOOD SECURITY." END OF U.S. - FRENCH DRAFT TEXT. 


6. (SBU) THE DESIRE OF BOTH THE FRENCH AND U.S. CO-CHAIRS TO 
MOVE THE PROCESS FORWARD IS CLEAR 
URGENCY IN ADDRESSING THE PRESENT THREAT OF FAMINE IN SUB- 
SAHARAN AFRICA. THE UK 

UNCLASSIFIED 
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PREFER A \"MINIMALIST\" APPROACH TO PROPOSALS DIRECTED AT 
COMBATING FAMINE. THEY ARE RETICENT TO BE SEEN AS AHEAD OF 
THE CURVE IN ENDORSING ANY CONCEPT THAT HAS NOT BEEN 
PREVIOUSLY VETTED AND APPROVED IN OTHER FORA. WHEN ASKED TO 
SUPPORT THE UK DOCUMENT 

VWATERED DOWN 

SET OUT TO ACHIEVE. FORTUNATELY 

AMBASSADOR CHEREAU SIDED WITH US AND SEIZED THE OPPORTUNITY 
TO ENSURE THAT BOTH DOCUMENTS WOULD BE FORWARDED - LEAVING 
IT FOR THE SOUS SHERPAS TO SEPARATE THE \"WHEAT FROM THE 
CHAFF. V" 


: performance offset falling domestic consumption and investment. The Central Bank expects growtr 


mnomy and Commerce of UAEG textile quota overshipments and forwarded ref fax. Wahba 


iber 2002. The Emirates thus officially became the top oil exporter to Japan, shipping 1.05 million bar 
J by DCM Richard Albright for reasons 1.5 (b) and (d). 2. (U) Summary: According to press reports, : 


anizations in Kuwait\'s Ministry of Foreign Affairs, and to Badir Abdul-Rahim, Acting Under Secretary fi 
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7. (SBU) INGENERAL 

OF THE U.S.- FRENCH DRAFT. GERMANY AND THE RUSSIAN 
FEDERATION WERE ALSO SUPPORTIVE WITH SOME \"QUALIFIERS.\" THE 
EUROPEAN COMMISSION WAS ADAMANTLY OPPOSED TO THE ENTIRE 
U.S.-FRENCH TEXT 

COMMENTED THAT HE WAS HEARING A VDIFFERENT SOUND\" FROM 
BRUSSELS. FINALLY 

BETTER.\" NOTE: CANADA\'S AMBASSADOR BOB FOWLER WAS NOT 
PRESENT AT TODAY\'S MEETING. END NOTE. 


8. (U) THE WFP 2003 FOOD NEEDS AND COMMITMENT ANALYSIS WILL 
BE SENT VIA E-MAIL TO STATE/IO AND STATE/E. HALL 


UNCLASSIFIED 


> 


2003ROME01268 - Classification: UNCLASSIFIED 


6780 

pointedly that Kuwait is the only Arab country to commit aid 

to Iraqi refugees. Al-Jazeera news channel is attacked for 
broadcasting images of American POWs: \"Al-Jazeera has proven 
that they are supporters of Iraq.\" A Kuwaiti Shiite scholar 

calls for Shiites in lraq to rebel against the regime. 


A writer urges the government to emphasize its humanitarian 
aid plans for the Iraqi people 

been deliberately minimized during months of public hedging 
and equivocation by the Kuwait leadership on the question of 
whether the country would support war with Iraq. 


Media reports state that schools and government offices-- 
closed over the past week--will reopen on March 29 

some flights into Kuwait will be restored. Bread production 
has decreased due to falling demand after initial reports of 
shortages during the opening days of hostilities with lraq. 
END SUMMARY. 


2. News Stories: The front page of Al-Seyassa on March 24 
carries Acting Prime Minister Sheikh Sabah Al-AhmedVs 
announcement that Kuwait will provide 45 thousand meals per 
day to \"our Iraqi brethren\" as part of Kuwait\'s humanitarian 
assistance to the Iraqi people. On March 25 

Qabas report that a Kuwaiti medical aid shipment arrives in 
Umm Qasr today. 


Al-Qabas reports on its front page on March 25 that a 
Kuwaiti team has been the first to extinguish an Iraqi oil 
fire. 


1sumption of gasoil and fuel oil has risen higher than expected. Normally, Jordan stockpiles gasoil ar 
and Industry, and to Ambassador Abdul Hamid Al-Awadi, Director of the International Organizations L 
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Al-Rai Al-Aam reports that a delegation from the Kuwait 
National Committee for the Missing and POW Affairs meet with 
coalition commanders on March 26. 


Al-Seyassa reports that the Secretary General of Islamic 
Shiite Scholars in Kuwait 
Shiites in Iraq to rebel against Saddam\'s regime. 


All newspapers report Minister of Education 

Haroun\'s announcement that schools and universities will 
reopen next Saturday 

the Minister of State for Cabinet Affairs 

Sharar states that government bodies will resume normal work 
on March 29. 


The Minister of Interior Mohammad Al-Khaled tells the 
Editors-in-Chief of local newspapers that only 15 
Kuwaitis have left Kuwait as opposed to 47 
expatriates. 


Al-Watan and Al-Rai Al-Aam report that the Under Secretary 
of the Ministry of Education denies rumors that teachers who 
leave Kuwait will be fired 

return when classes resume on March 29 will be breaking 
their contracts. A Ministry of Interior official source 

likewise denies reports that the Ministry will prevent the 
return of expatriates that fled Kuwait due to the war. 


Al-Seyassa reports on March 24 that Gulf Air has resumed its 
flights to Kuwait 

its decision to suspend flights to Europe and the United 
States. 


Al-Anba front pages news that the Kuwait Stock Exchange will 
reopen on March 26. 


The Director of the Kuwait Bakeries Company announced that 
bread production in Kuwait has decreased from 4.5 to less 
than 2 million loaves of bread per day due to decreasing 
demand 


Editorials: 


3. \"Our Contribution Must Be Effective\" 

Abdelatif Al-Duaij wrote in independent Al-Qabas (3/24): 
\"We don\'t know why our government is concealing its role 
while the world realizes that the campaign on Iraq was 
deployed from Kuwait. If our government is insisting on 

[this position] 

in providing medical care and food supplies and in 
supporting the reconstruction process in Iraq. We must have 


ietween Amman and a temporary operating hub in Athens in the event civil air traffic to AmmanVs Que 
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a more effective role in the liberation of Iraq by involving 

our charitable organizations and government in repaving the 
road of relations between Iraq and Kuwait.\" 


4. \"The Humanitarian Mission\" 

Faisal Al-Qanai wrote in independent Al-Seyassah (3/25): 
\"Kuwait is the only Arab country which has formed a 
committee to give aid to Iraqi refugees because [Kuwait] 
believes strongly in Arab principles. Whoever cares for Iraq 
and the Iraqi people must support the efforts to liberate 
Irag. V" 


5. \"The War on Iraq is Not a Crusade V 

Abdelmohsen Al-Husseni wrote in independent Al-Watan (3/25): 
\"The Imam of the Al-Azhar Islamic University [in Cairo] 

stated to the BBC that we cannot describe the war on Iraq a 
crusade war because. there are many Christians who object to 
this war 

his opinions are correct because it limits those who want to 
involve Islam in issues that are not of MuslimsY concerns." 


6. \"House of Ill-Repute\" 

Abdelamir Al-Torki wrote in independent Al-Seyassah (3/25): 
\"The surreal Arab get-together held in Cairo yesterday 
signaled the end of the old Arab regimes. [C]ountries such 
as the GCC states 

establishment of a new Middle East while on the other hand 
some countries have decided to side with Saddam to prevent 
the establishment of a new world system. We are certain that 
these countries will not last long after the fall of Saddam. 

The enlightened Arab countries are the ones responsible for 
the upcoming change. They can prove it by withdrawing from 
the Arab League which has been tarnished.\" 


7. \"Boycott the Arab League" 

Dr. Naji Al-Ziad wrote in independent Al-Qabas (3/25): "We 
are not obligated to attend Arab League meetings to discuss 
the Iraqi crisis. if [these meetings] are to support the 

Iraqi regime. We should not. accept their cursing and 
accusations that we are traitors.\" 


8. \"Al-Jazeera and the Unethical Broadcast\" 

Abdelrahman Al-Ajmi wrote in independent Al-Seyassah (3/25): 
\"By broadcasting the pictures of the American POWs on 
television 

of Iraq. [B]roadcasting pictures for POWs and dead soldiers 
will not be in the interest of Al-Jazeera 

because Iraq is not treating the POWs according to the 
Geneva Convention.\" 


9. \"To President Bush\" 
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Mohamamd Al-Saddigi wrote in independent Al-Rai Al-Aam 
(8/25): "We congratulate you for making this historic 
decision and for sacrificing your sons in the American army 
to save the Iraqi people from a tyrannical regime and 
restore freedom in Iraq. Mr. President 

historic decision to liberate Kuwait and now you have made 
the decision to liberate Iraq. May God bless you both." 


JONES 
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BARELY FUNCTIONING 

CHARGE DVAFFAIRES FARES AL SHOKER 


2. (SBU) FM FRATTINI ADDRESSED THE ISSUE AT A MARCH 24 JOINT 
SESSION OF THE FOREIGN AFFAIRS AND DEFENSE COMMITTEES OF THE 
SENATE AND THE CHAMBER OF DEPUTIES 

MARCH 20-21 EU COUNCIL MEETING ON IRAQ. GIVEN THEIR TIMING 

THE EXPULSIONS BECAME PART OF THE PARLIAMENTARY DISCUSSIONS. 
FRATTINI TOLD THE MPYS THAT THE GOIS ASSESSMENT OF THE FOUR 
EXPELLED IRAQIS VDID NOT BEGIN AS A RESULT OF THE AMERICAN 
REQUESTS 

VTHESE FOUR PERSONS WERE CARRYING OUT ACTIVITIES INCOMPATIBLE 
WITH THEIR DIPLOMATIC STATUS." 


3.(SBU) THE CENTER-LEFT OPPOSITION CITED THE EXPULSIONS TO 
ACCUSE THE GOI OF \"SERVILE BEHAVIOR" TOWARD THE U.S. 
CHOOSING (ONCE AGAIN) TO PORTRAY GOI ACTION NOT AS A MATTER 
OF SECURITY OR INTELLIGENCE COOPERATION 
WAR.\" CENTER-LEFT ARGUMENTS RANGED FROM ACCUSATIONS THAT THE 
GOI \"LACKED CLARITY\" IN ITS IRAQ POLICY TO CALLS FOR 
PARLIAMENTARY APPROVAL OF \"MEASURES TAKEN IN...DECLARED WAR 
BUT FOCUSED MOST ON ALLEGED GOI \"ACCEPTANCE OF U.S. 
DICTATES.\" THE ARGUMENTS WERE EVEN MORE EGREGIOUSLY 
POLITICAL THAN USUAL IN ITALIAN POLITICAL RHETORIC 
WITNESSED BY THE PUBLIC REFUSAL OF FORMER FOREIGN MINISTER 
AND CURRENT OLIVE TREE COALITION SENATOR LAMBERTO DINI TO 
CONCUR. DINI AVERRED THAT \"EVERY COUNTRY HAS THE RIGHT TO 
EXPEL THOSE DIPLOMATS THAT UNDERTAKE ACTIVITIES INCOMPATIBLE 
WITH THEIR DIPLOMATIC STATUS 


4. (C) COMMENT: THE OPPOSITIONVS RESPONSE TO THE IRAQI 
EXPULSIONS IS PAR FOR THEIR COURSE 

THAN USUAL. BEING \"AGAINST THE WAR\" IS THE ONE ISSUE THAT 
PUTS THE CENTER-LEFT ON THE SIDE OF THE VAST MAJORITY OF THE 
ITALIAN PUBLIC -- ALTHOUGH IT IS FAR FROM CLEAR WHO IS 

LEADING 

INTERLOCUTORS CONTINUE TO INSIST THAT THEY REMAIN OUR 
FRIENDS 
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DISINGENUOUS WHEN THEY SAY SO. WITH THE EXCEPTION OF 
COMMUNIST RENEWAL (RC) AND OTHER FAR-LEFT ELEMENTS 
OPPOSITION LEADERS REGULARLY POINT OUT THAT OPPOSITION TO THE 
ATTACK ON IRAQ SHOULD NOT BE COUPLED WITH ANTI-AMERICANISM. 
STILL 

APPEARS TO HAVE BEEN JUST TOO EASY -- AND TOO JUICY -- TO 

PASS UP (PRINCIPLES AND ARGUMENTATION ASIDE). 

SEMBLER 
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FRAMED AND GIVEN THE ATMOSPHERE IN THE COMMISSION. HOWEVER 
DEPUTY FM SIMONOVIC TOLD AMBASSADOR IN CONVEYING THIS 

POSITION THAT THE SITUATION AT THE UNCHR IS \"FLUID\" AND THE 

GOC MIGHT RECONSIDER IF THE PROPOSAL EVOLVED POSITIVELY AND 

PARTICULARLY IF THE EU SWUNG IN BEHIND IT. THIS DECISION WAS 

TAKEN AT THE HIGHEST GOC LEVEL. OBVIOUSLY 

WILL NEED TO WATCH THE CROATIANS CAREFULLY; THEY UNDOUBTEDLY 

WILL ASSOCIATE THEMSELVES WITH ANY EU POSITION THAT EMERGES. 

END SUMMARY. 


2. (C) AMBASSADOR DELIVERED REF A DEMARCHE TO DEPUTY FM 
SIMONOVIC EARLY MARCH 25. IN ADDITION TO PREVIOUS POINTS 
AMBASSADOR EXPRESSED HIS VIEW THAT A GOC SHIFT FROM \"ABSTAIN\" 
TO \"NO\" WOULD BE CONSISTENT WITH THE MUTUAL DESIRE OF PM 
RACAN AND THE AMBASSADOR TO CIRCUMSCRIBE OUR DIFFERENCES OVER 
IRAQ AND FIND COMMON GROUND 

GIVEN OUR COMMON INTEREST IN REBUILDING THE EFFECTIVENESS OF 
THE UN SYSTEM AND FOCUSING THE WORK OF THE UNCHR ON REAL 
HUMAN RIGHTS ISSUES 

SUPPORT. IT WAS NO ACCIDENT THAT COUNTRIES LIKE CUBA 

AND ZIMBABWE WERE PUSHING THIS; APART FROM BECOMING AN 
ANTI-AMERICAN CIRCUS 

AVAILABLE TO EXAMINE THEIR ABUSES. 


3. (C) SIMONOVIC SAID HE HAD SPOKEN TO PM RACAN BEFORE THE 
MEETING AND WOULD SPEAK TO HIM AGAIN AFTERWARD. PERSONALLY 
HE SEEMED TO FIND MANY OF THE ARGUMENTS APPEALING 

SAID HE COULD ONLY PROVIDE A DEFINITIVE ANSWER AFTER 
CONSULTING HIS SUPERIORS. 


4. (C) SIMONOVIC APPEARED GENERALLY AWARE OF THE CONTENT OF 

THE AMBASSADOR\'S DISCUSSION WITH PM RACAN MARCH 24. HE 
AFFIRMED A GOC DESIRE TO END PUBLIC CONTROVERSY ABOUT OUR 

DIVERGENT POLITICAL POSITIONS ON IRAQ AND TO FOCUS ON 

CROATIA\'S SUPPORT FOR THE GWOT AND WILLINGNESS TO PARTICIPATE 

IN POST-CONFLICT ACTIVITY IN IRAQ AS WELL AS ON THE FUTURE 

ROLE OF THE UN IN IRAQ AND IN MAINTAINING A STABLE WORLD 

ORDER. UN INVOLVEMENT IN POST-WAR IRAQ WOULD CONSTITUTE \"THE 


dering investigations and said that, if invited, he would attend the next high-level meeting on counter 
a seat in the legislature, the election will serve as a prelude to his eventually assuming the role of prir 


st delivered the draft text of the ARF statement on cooperation against piracy and other threats to mal 
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FIRST PHASE FOR THE RECOVERY OF THE UN.\" HE ASKED IF THE USG 
HAD DEVELOPED A POLICY OR FRAMEWORK FOR THE ROLE OF THE UN 
VIS-A-VIS IRAQI RECONSTRUCTION. 


5. (C) THE AMBASSADOR NOTED THE PRESIDENT\'S AND SECRETARY\'S 
PUBLIC STATEMENTS OF DESIRE THAT THE UNITED NATIONS PLAY A 
LEADING ROLE IN POST-CONFLICT IRAQ. IN THAT REGARD 
AMBASSADOR NOTED WITH DISAPPOINTMENT THAT THOSE COUNTRIES 
THAT HAD OPPOSED THE UNSCR IN THE UNSC SEEMED NOW TO BE 
BLOCKING AMENDMENT OF THE OIL-FOR-PEACE ARRANGEMENT TO 
BENEFIT THE IRAQI PEOPLE 

UNSCR FOR POST-CONFLICT ACTIVITY. THEIR APPARENT FOCUS WAS 
PERPETUATING THE PREVIOUS UNSC DEBATE 

DWELLING ON THE PAST WOULD NOT ENHANCE THE REVITALIZATION OF 
THE UN SYSTEM THAT WE AND THE GOC SEEK. SIMONOVIC 

FORMER UN PERMREP 

WRITTEN AN OP-ED (TO BE PUBLISHED IN A ZAGREB PAPER MARCH 26) 
CALLING FOR UN REFORM AND GREATER WEIGHT IN THE UN FOR THE 
MORE CAPABLE MEMBER STATES SUCH AS THE UNITED STATES. 


6. (C) COMMENT: WHILE SIMONOVIC SAID A LOT POSITIVE 
THAT IT TOOK HIM ALL DAY TO GET US AN ANSWER TO OUR UNCHR 
DEMARCHE 
INDICATES THAT CROATIA WILL NOT BE PROMINENT IN WORKING FOR 
THE SORT OF UN REFORM HE ADVOCATED. 

ROSSIN 
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evening of March 20 

Washington was \"subtly blackmailing\" Abuja due to Nigeria\'s 
stance on lraq 

accusation 

VI don\'t take blackmail very well 

However 

the assistance suspension 

of State. The suspension was old news and completely unrelated 
to lraq 

apologized for Onyia\'s blunder and mismanagement of the issue. 
(Comment: Much less kind 

with the exclamation: \"What is Dubem doing? This time | think 
he\'s gone over the edge.\" End Comment). 


7. (C) Asserting that the GON would publicly correct the 

record 

Lamido make a public statement retracting Onyia\'s error. 
(COMMENT: As of 1800 on March 24 

any correction of the record undertaken by the GON 

newspapers over the March 22-23 weekend carried the Embassy\'s 


Column 3 
statement on the subject. END COMMENT). 


8. (C) Turning to his tripartite letter with Mbeki and Wade 
Obasanjo expressed surprise about the White House\'s reaction. 
For Nigeria 

Iraq should fully disarm as a condition precedent to the 
withdrawal of coalition troops. Obasanjo thought he actually 
performed a favor for Washington by persuading Mbeki to take a 
more moderate position than would have been the South 
African\'s natural inclination. Moreover 

sent as the \"African position Y" but as the position of three 
individual Heads of State. 


8. (C) Obasanjo\'s described President Wade\'s role in the 
entire affair as that of a mercurial 

heartily agreed to the initial letter 

only to send an alternative letter two days later and one day 
after the originals had been transmitted to President Bush and 
Saddam. Wade\'s excuse was that 

Niamey 

been signed. \"When | sign a letter 

own boss and | thought he was his; if not 

problem 


9. (C) Obasanjo said he would like to put the disagreement 
with Washington over the letter behind him. The war is on and 
will have to run its course 

pressing domestic issues 

to relegate the letter to history 

however 

House official about the tripartite letter. He claimed the 

official spoke harshly and \"harangued\" him. He thought it 
untoward that the official would talk to him so brusquely when 
the letter 


10. (C) Comment: Given the friction caused by the tripartite 
letter and Onyia\'s willful distortion of our reaction to 
NigeriaVs Iraq policy 

into active diplomacy on Iraq. With the battle for Iraq now 
on 

would have little effect at this point. We expect that he will 
eventually get the Foreign Minister to publicly correct 
Onyia\'s mistake. After that 

his own advice and focus on his bevy of problems at home. 


N IRBIL REF: ANKARA 1360 Classified by Ambassador W. Robert Pearson. Reasons 1.5 b and d. 
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According to Robert 

about the GON. He spoke on 93.7 radio about the murder of 
Marshall Harry (Reftels B and E) 

Vice Chairman of the All Nigerian PeopleVs Party. In 
addition 

concerning the Ogoni and the GON. He is also not in good 
odor in Bayelsa State as he was the attorney in the 
corruption case against Chief Diepreye Alameyeseigha 
Governor of Bayelsa State. 


8. (C) During the conversation with EconOff 

that the ljawsV grievances are with the GON and not the oil 
companies. International oil companies 

to reach the GON where it hurts-in the pocketbook. He 
predicted that an early end to the crisis is not likely to be 
forthcoming and that the ljaws are planning further 
unspecified action. Post will continue close monitoring of 
the crisis and its potential forlong-term impact on the oil 
sector. 

HINSON-JONES 
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invasion of Iraq is part of a global [U.S.] strategy of 

gaining economic 

world. Economically 

which the U.S. seeks to challenge the EU and Japan; 
politically 

and opposition movements; and the military is the means that 
will be used to achieve the other goals.\" According to the 
president of the UD 

ends 

the U.S. V'the number one enemy of the people of the world. V" 


Note: The Bloque Popular organized a small demonstration 
yesterday (250 people) in front of the U.S. 
British Embassies and UN Headquarters to protest the war. 


2. VEI Heraldo\" 3/22 - Honduran Secretary of State Guillermo 
Perez Cadalzo said 

backwards in the priority list of the United States. George 
Bush\'s promise that this would be "the century of the 
Americas\' has been put on hold since September 11.. The war 
will create problems in the already fragile relationhip 

between Latin-American countries 

opposed the war 


icy of the reports summarized here. POLITICS, SECURITY, HUMAN RIGHTS ---------------------------- 
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3. \"El Heraldo\" 3/22 - ran a page of political comment on 

the war in drawings. One was entitled Remember Vietnam and 
featured a likeness of the child burned by Napalm who was 
filmed running down the road and a U.S. soldier. Another was 
entitled \"Blood for Oil.V A third features the letters UN 

(ONU) decorating a roll of toilet paper. 


4. \"El Heraldo\" 3/24 - carried seven pages reporting on the 
war against Iraq. Among the headlines are: \"Missile Rains 
over Baghdad 

\"Life Goes On for Iraqi People After the Bombs 

Accused of Helping Iraq by Providing Electronic Technology 
to Guide Missiles 

picture gallery showing U.S. as well as Iraqi soldiers) 

\"More Demonstrations Against the War Around the World.\" 


5. \"El Heraldo\" 3/24 - Political cartoon shows a motorist 
asking a gasoline station attendant to \"fill the tank with 
Iraqi blood 


6. San Pedro Sula-based liberal party paper \"La Prensa\" 3/22 
- featured an image of the attack last Friday on the cover. 

It also carried seven pages of stories and images on Iraq. 
Cover headlines: \"Devastating;\" other headlines \"Impact and 
Terror;\" \"Day A: Third Day of War;\" VLike a Movie" \"U.S. 
Army Negotiated Before Attacking;\" \"Saddam: alive or dead?\" 
\"Nights of panic for Iraqi people.\" 


7. VLa Prensa\" 3/22 - political cartoonist Daro Banegas 
shows President Bush holding three signs 

against abortion and cloning 

war. 


8. \"La Prensa\" 3/23 - cover story featured a picture of a 
demonstration in Bangladesh entitled \"More Protests.\" The 
newspaper carried nine pages on the war 

following headlines: \"Basra Besieged 

Kuwait 

of Mass Destruction 

might be Difficult Days: General Frank 

than 600 


9. \"La Prensa\" 3/24 - carried 14 pages of coverage on the 
war 
supporting the war in Washington. 


10. Liberal \"El Tiempo\" 3/24 - Carried six pages on the war. 
The cover shows a picture of U.S. soldiers in lraq 
\"Honduras has not sent troops to Iraq as the headline. 


11. \"El Tiempo\" 3/24 - cartoon by political cartoonist 


it despite great interest in the program, the Ministry of National Education (MONE) is no longer able t 
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Dumont entitled 

death announcing the Oscar winners. The candidates are 
Saddam Hussein and George Bush 

skulls. 


12. \"El Tiempo\" 3/24 - carried a three-page picture gallery 
on Iraq. 
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noting that issuing an order may satisfy the formal 
requirement 

of implementation. Montenegro acknowledged this point 
added that the order indicated the GOG\'s intention to comply. 


-- Extradition: Perez asked what time frame is implied in 
the phase \"over the coming year.\" DCM replied that it was 
the next 12 months. 


-- Precursor Chemicals: Montenegro confirmed that the 
regulations have already been passed. 


5. (SBU) Perez noted that the benchmarks now total nine vs. 
the ten previously discussed 

and prosecutions have been combined in the current document. 
Montenegro said the order of the benchmarks has apparently 
changed. Previously 

were those under the direct responsibility of the Executive. 
Now they are mixed. Perez said that is not a problem; the 
benchmarks are a GOG 

He said he has not discussed this yet with the Foreign 
Minister 

responsibility for completion of each benchmark to the 
responsible ministry 

thereby creating a matrix of goals and accountable 
institutions and individuals. 


6. (SBU) Perez said the Portillo Administration has \"a 
mountain\" of demands on it in its last year 

make substantial progress meeting the benchmarks by 
September 

bilateral relationship with the U.S. 

interests (Comment: this is a reference to stalled efforts 
to float Eurobonds. End Comment.) 

interest in combating narco-trafficking and related 
corruption. 

7. (SBU) Perez acknowledged that the recertification effort 
will require coordinated action by the Executive 

Ministry and the judiciary. Given shortage of prosecutors 


he Department of Fisheries, sent the Embassy their proposal for improvement of enforcement of turtl 
‘Proliferation of Nuclear Weapons (NPT) was worrisome but had no official response. PolOff followec 


192 gun control law have received Cabinet approval and been referred to Parliament for final passage 
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and resources 

shifting prosecutorial assets to this task in the next 

semester. DCM asked if the Public Ministry and judiciary are 
willing to do so. Perez said yes. He said FM Gutierrez has 
two priority areas for transition to the next government: 

the Peace Accord Agenda and the Counter-narcotics Matrix. He 
asked if the USG would object to the GOG sharing the matrix 
with other countries who might be able to provide support (he 
mentioned Japan in the context of better port management 
Spain to train police). The DCM said we would have no 
objection to the GOG doing this once we have a formal 
agreement on benchmarks. Perez proposed 

accepted 

NAS on March 26 to discuss the benchmarks further. 


8. (SBU) Secretary Montenegro concluded by saying the new 
benchmarks offered \"no surprises\" and indicated general 
agreement on the substantive issues. Montenegro said that he 
hopes to develop a national counter-narcotics strategy for 
Cabinet approval 

policy framework useful to this and the next government. He 

is aware of the Government of Mexico\'s strategy document 
was told of the USG strategies. He asked for NAS 
collaboration in this effort 


Comment 


9. (SBU) We anticipate no major roadblocks to formal 
Guatemalan agreement to these benchmarks. End Comment. 


10. (U) Text of Diplomatic Note on Benchmarks provided to 
GOG: 


The Embassy of the United States of America presents its 
compliments to the Ministry of Foreign Affairs of Guatemala 
and has the honor to refer to conversations between our two 
governments on the matter of counter-narcotics cooperation. 


To comply with current United States law establishing the 
certification mechanism and to respond to calls for a more 
transparent process 

advantage of this opportunity to advise the Government of 
Guatemala of U.S. law governing the certification process and 
both generic and specific certification standards. 


The Embassy wishes to establish at the outset that the 
International Narcotics Control Strategy Report (INCSR) and 
other U.S. policy documents on drug control underscore U.S. 
efforts to curb its own drug consumption problems. Illegal 
drugs exact an enormous toll on U.S. society: 52 
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annually and some $160 billion dollars a year in economic 
costs. Sixteen million Americans use drugs on a current 
basis 

treatment. United States National Drug Control Policy 
commits unprecedented resources to the treatment of drug 
abuse and the reduction of demand: some $5.2 billion in 
Fiscal Year 2002. President Bush has announced the United 
States goal of reducing drug use by 10 percent in two years 
and 25 percent in five years. Recent data from the 
University of Michigan\'s \"Monitoring the Future\" survey show 
the first significant downturn in youth drug use in nearly a 
decade 

graders. 


No domestic policy of demand reductions can succeed 

while the supply of drugs into the United States continues 
unrestrained. For that reason 

importance on cooperation with other countries. The United 
States GovernmentVs aim in approaching the Government of 
Guatemala now is to establish a dialogue regarding the United 
States and Guatemala counter-narcotics objectives for the 
near term and to present clear objectives that 

be given due consideration by the U.S. in evaluating 
compliance with the goals and objectives of the 1988 UN 
convention and the United States and Guatemala bilateral 
counter-narcotics program. The Embassy of the United States 
is pleased with the exchanges held to date and will continue 
to dialogue with the Government of Guatemala on this subject 
throughout the year. The United States Government is 
prepared to review the original decision regarding 
Guatemala\'s counter-narcotics cooperation in response to 
significant progress in all areas of the shared 
counter-narcotics agenda. The benchmarks outlined in this 
diplomatic note are not \"all or nothing\" mandates but 

rather 

definite target. Significant progress on taking these steps 
would demonstrate the will of the Government of Guatemala to 
meet its international counter-narcotics obligations. 


The United States GovernmentVs assessment of a countryVs 
counter-narcotics performance is independent of levels of 
U.S. bilateral counter-narcotics assistance to that country. 
However 

Government will seek to be as responsive as possible to the 
Government of Guatemala\'s requests for drug control 
assistance. 


Under U.S. law 

major illicit drug producing or drug- transit country is 
subject to the annual certification process. Under this 
process 


1g housing the KDP\'s Ankara office was attacked with two molotov cocktails. Merani said one of the | 
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counter-narcotics performance 

\"failed demonstrably\" during the previous 12 months to make 
substantial efforts to adhere to their obligations under 
international counter-narcotics agreements and take the 
counter-narcotics measures specified in U.S. law. The 
certification decisions are made by the President upon the 
recommendations of the Secretary of State 

other concerned United States Government agencies. 


In order not to be found as having \"failed demonstrably 
country must take meaningful and committed actions against 
narcotics trafficking and related criminal activity. Key 

criteria considered in the certification process include: 


(1) Performance in areas identified in the 1988 UN drug 
convention: namely 

consumption/demand reduction; trafficking; illicit crop 
eradication/substitution; interdiction and law enforcement 
cooperation; asset seizure; extradition and mutual legal 
assistance; drug treatment; control of precursor/essential 
chemicals; and money laundering. 


(2) Performance in accomplishing goals described in any 
applicable bilateral narcotics agreement with the United 
States 


(3) Performance in preventing and punishing public 
corruption 

facilitates the production 

and other controlled substances 

investigation or prosecution of such acts; and 


(4) The United States Government is very interested in 

efforts to improve regional cooperation and regional 

activities to support the goals of the 1988 UN drug 

convention. The Government of the United States will consider 
such activities and initiatives as we evaluate performance. 


While the President makes his certification determinations 
based on a country\'s compliance with all aspects of the 1988 
UN drug convention 

agreements 

specific areas of interest that we will highlight during the 
certification process. The United States believes the 
following actions could be taken: 


1. SAIA Institutional Building: Adopt formal regulations to 
govern SAIA activities and operations based on the 
regulations and policies used by the National Civilian 
Police. Policies should include regular polygraphs and 
urinalysis 


/ERPRODUCING QUOTA BY 200,000 B/PD, BUT STILL HAS EXCESS CAPACITY OF 400-450K B/ 


lown just past the on-ramp onto Highway 80. Convoy personnel heard shots impacting nearby. The ı 


13/05/08 TAGS: EPET, PGOV, BEXP, ENRG, ECON, EINV, TC SUBJECT: UAE OIL OFFICIALVS VIE 


Column 3 
cooperation between the SAIA and the Anti-Narcotics 
Prosecutors. 


2. Significant Increase in Seizures 

Prosecutions: Increased development and prosecution of cases 
against those involved in narco-trafficking and other types 

of organized crime. Guatemala should increase security 
measures to protect judges and prosecutors. Cocaine seizures 
should return to CY2000 levels 

more per month 

at least every two months. 


3. Inventory and Destroy All Drugs Seized before 1999 and 
Increase Warehouse Security: Destroy all seized drugs not 
needed for evidence by April 30th 

security measures for drug warehouses. Establish clear 
procedures for chain of custody 

destruction. 


4. Sign the Counter-narcotics Bilateral Maritime Agreement 
with the U.S.: Guatemala should negotiate and sign a 
counter-narcotics bilateral maritime agreement with the USG. 


5. Search Warrants: Guatemala should develop a mechanism 
that ensures that narcotics search warrants are issued in a 
timely and secure fashion. 


6. Successful Completion of Extradition Requests: Guatemala 
should fully process all pending U.S. extradition requests. 

Over the coming year 

cooperate in identifying procedures to expedite extradition 
requests. 


7. Successful Promulgation and Implementation of 
Regulations on Precursor Chemicals: Guatemala should 
promulgate the implementing regulations that are required by 
the precursor chemical law of 1999. 


8. Seized Assets and Forfeited/Undeclared Cash: Guatemala 
should adopt and implement legislative and/or procedural 
reforms for seizing and utilizing in an efficient manner all 
assets of criminals acquired through criminal activity 

assign these assets to strengthen the Judiciary 

Ministry 

and organized crime. Special emphasis should be placed on 
transferring seized cash into law-enforcement programs. 


9. Money Laundering Efforts: Guatemala\'s money laundering 
legislation is the best weapon in the fight against 

corruption and organized crime. Guatemala should assign 
sufficient personnel who are qualified to the Money 


Jecide individually to stop flights into the country. So far, most airlines continue to fly regular schedule 


‘age respect for human rights in the United Arab Emirates. 3. Since its independence in 1971, the Ui 


kets continued to strengthen in afternoon trading on March 5, with expectations of the rallies continuit 
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Laundering Prosecutor\'s Office and will make every effort to 
take cases to trial. The Financial Investigations Unit 

(IVE) 

should share information with the Prosecutor\'s office in 
conformance with the Guatemalan money laundering law. These 
efforts will contribute to Guatemala coming off the Financial 
Action Task Force (FATF) list of non-cooperating countries in 
anti-money laundering efforts. Guatemala should take all 
necessary steps to improve inter-institutional cooperation 
that will allow for more effective compliance with the money 
laundering law. 


The efforts of U.S. and Guatemalan governments can do much to 
reduce the threat of drug addiction to the youth of the two 
countries. The Government of the United States looks forward 

to continued discussions with the Government of Guatemala on 
strengthening counter-narcotics cooperation. 


The Embassy of the United States of America takes the 
opportunity to renew to the Ministry of Foreign Affairs of 

the Government of Guatemala the assurances of its highest 
consideration. 


Embassy of the United States of America 
March 21 
HAMILTON 
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Congress\" for opposition to Guatemala voting with us in favor 
of a Cuba resolution. He said 

been made regarding the vote 

recent wave of arrests would be weighed at the moment 
Guatemala decided on its vote. 


3. (C) The Ambassador was to deliver the talking points to 
Foreign Minister Gutierrez on March 25 

Minister canceled the meeting due to illness. In his stead 

the Ambassador spoke with Vice Foreign Minister Jorge Perez 
and raised the same concerns. Perez promised to relay our 
views to the Foreign Minister and inform us of any response. 


4. (C) PolCouns met with MFA Director of Multilateral Affairs 
Giovanni Castillo on March 25 to deliver Ref A demarche and 
talking points. Castillo said the GOG was aware of the 

arrest of dissidents by the Cuban regime 

forward to the Foreign Minister our request for the GOG to 
make a public statement in support of the dissidents. He 
asked if other countries in the hemisphere had made 
statements. Castillo said he would inform us of any decision 
by the GOG in this regard. 
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investors. End Summary. 


2. (SBU) The attraction of the apparel assembly and related 
maquila operations has been one of Honduras\' few success 
stories in diversifying from traditional agricultural 

exports such as bananas and coffee. The sector was expected 
to expand at double-digit rates after the adoption of 
expanded Caribbean Basin Trade Partnership Act (CBTPA) 
benefits in the U.S. but instead contracted for two years 

due to the downturn in the U.S. economy. The importance of 
the sector to job creation and export earnings and the need 
to remain competitive after the planned elimination of 
worldwide textile and apparel quotas in 2005 make expanded 
market access for Honduran textiles and apparel its most 
important goal in U.S.-CAFTA negotiations. 


3. (U) Accumulated investment in the sector in 2002 totaled 
USD 1.422 billion 

investment. Accumulated U.S. investment in the sector is 
estimated at 568.8 million 

maquila investment. Currently 

U.S. textile companies in Honduras with the most prominent 
being Fruit of Loom 

Jockey. Honduran companies account for some USD 440.8 
million 

rest of the investment is principally split between Korean 
Canadian 


Origin of Accumulated Investment in 2002 (USD Millions) 


U.S. 568.80 
Honduras 440.80 
Korea 213.30 
China 56.88 
Canada 49.20 
Taiwan 28.44 
Singapore 18.80 
Other 45.78 


Source: Honduran Maquila Association 
4. (U) The downturn in the U.S. economy since 2001 has led 


to maquila closings 
than expected earnings for 2002. Total employment in the 


Column 3 

sector by December 2002 totaled 107 

percent of the country\'s private sector workforce). The 
industry had grown to over 125 

predicted that maquila employment would double by 2005 to 
250 

lowered to around 150 


Industry Employment 


1995 65 
1996 76 
1997 87 
1998 110 
1999 120 
2000 125 
2001 110 
2002 107 


Source: Honduran Maquila Association 


5. (U) Maquila sector exports have more than doubled since 
1995 when the industry registered USD 921 million in sales. 
In 2002 

to USD 2.344 billion in 2001. However 

the third ranked exporter of textiles worldwide 

Mexico and China. 


Exports (USD millions) 


1995 921.1 
1996 
1997 
1998 
1999 
2000 
2001 
2002 


N N N N A = +H 


Source: Honduran Maquila Association 


6. (U) The unilateral preferences provided by the USG to 
Honduran apparel industry through the Caribbean Basin 
Initiative (CBI) and related programs helped launch the 
growth in the industry in Honduras. According to the GOH 
HondurasY exports to the U.S. of textiles and apparel grew 
from 27 percent of total exports to the U.S. in 1990 to 70 
percent of total exports to the U.S. in 2001. 


7. (U) GOH officials also emphasize in their discussions on 
the sector that the U.S. and Central American textile 

markets have become more and more interrelated. They cite 
the figure that U.S. cotton yarn exports to Honduras doubled 


Senior General Maung Aye has been hospitalized. Our source indicated, though, that Maung Aye ha 
GVI REF: A. SECSTATE 52259 B.SECSTATE 51355 C. SECSTATE 26891 On March 3, Pol, 
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in the period from 2001 to 2002 
Development Act. 


8. (SBU) In February 4 

Embassy of Honduras before the U.S. International Trade 
Commission on investigation 332-338 

spelled out the GOH\'s negotiating goals on textiles bluntly: 


-- Allow for the development of a seamless hemispheric 
textile and apparel industry; 

-- Establish rules of origin that are flexible enough to 

allow the use of fabrics produced in NAFTA 

CBI and Andean countries and which will allow the 
manufacture of woven products; 

-- Rules of origin that include provisions such as TPL\'s 
required percentages of regional and U.S. fabric 
(accumulation) 

integrated U.S.-Central American textile industry to use 

cost competitive fabrics; 

-- Integrate and simplify the custom compliance and security 
programs for Central America so the region\'s industry can be 
competitive; 

-- Establish technical provisions for qualifying textiles 

and apparel that will allow 

finishing and printing of all fabrics in the region; access 

for woven fabrics and commercially reasonable use of short 
supply provisions. 


9. (SBU) Hondurans firmly believe that 

U.S.\'s CBI and CBTPA programs 

number three exporter of textiles to the U.S. is rooted in 

its three free trade zone regimes. During the negotiations 
leading up to the launch of the Doha Agenda 

GOH\'s main goals was to secure agreement on its \"right 
under Article 7 of the Subsidies Agreement 

operate free trade zones and provide related investment 
incentives 

capita income under the Article 7 cap of USD 1000 but this 
level should be exceeded in the next couple of years; in 
addition 

institutions believe the Honduran GDP is generally 
understated. End Note. The Honduran Finance Ministry and to 
a lesser extent the rest of the GOH is aware that the web of 
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tax waivers provided through these programs and many other 
special laws is costing the government dearly in foregone 

tax receipts. These revenue losses in turn have contributed 
to budget deficits 

postponement of its HIPC debt relief). Nonetheless 

continue to argue fiercely that the free trade zones are 
indispensable to Central America\'s continued 
competitiveness. It should also be recognized that in the 
current domestic political environment 

agreement which forced the removal of these tax exemptions 
from so many of the country\'s prominent Honduran investors 
(30-40 percent of the investment is Honduran) would not be 
considered viable 

might be. 


10. (SBU) The three principal free trade zone regimes are: 


-- Temporary Importation regime (Regimen de importacion 
temporal or RIT). Benefits are provided to Honduran-owned 
producers of any kind of product or service. The regime was 
set up in the 1980s in order to provide Honduran national 
non-traditional exporters with tax incentives given in 

previous years to foreign investors (however 

implementation has been lax and many producers for the local 
market have also been given these RIT exemptions). Customs 
benefits include: tax-free importation of all raw materials 
intermediate goods 

production. These companies were also exempt from income 
tax until 1994. The beneficiaries are allowed to sell 

inputs 

companies 

locally made goods used directly in production process and 
receive either an exemption from sales tax or an income tax 
credit. Approximately 530 Honduran establishments are 
incorporated under the RIT regime 

produce raw material 

produce textiles and apparel. 


-- Free Processing Industrial Zones (Zonas Industriales de 
Libre Procesamiento or ZIP) and Free Zones (Zona Libre or 
ZOLI). The ZIP industrial parks house only manufacturing 
companies producing for export 

transformation of imported imports into final exported 
products. There are currently eight operating ZIP companies 
which house 48 assembly plants. Enterprises established 
under the ZOLI regime receive similar benefits 

have to be located in a special zone or industrial park. 
Companies in ZIPs and ZOLIs are exempt from paying import 
duties on raw materials 

goods 

productive process. ZIP companies are exempt from the 


:uss emergency operations execution procedures, operational plans, and any other necessary prepar 


/EconOff delivered reftel demarche to MFA Legal Affairs Director Mulhi. Mulhi believes the questionn 
gainst Nicaragua including a 35 percent tariff on goods and increased fees for the use of Puerto Cort: 
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national income tax for 20 years 

for 10 years. ZOLI firms have permanent exemptions from 
income tax and municipal taxes. The companies are also 
provided unrestricted currency conversion and customs 
clearance is performed on-site (by contracted customs 
officials whose salaries are paid by the company). 


11. (SBU) A recent IDB sponsored study of Honduran tax 
policy found that in the year 2000 

zone regimes resulted in 47 million lempiras (USD 3.25 
million) in waived export duties and 553 million (USD 37.9 
million) in waived sales taxes. Of these amounts 

majority of tax exemptions (39 million lempiras in customs 
duties and 467 million lempiras in waived sales taxes) went 
to Honduran companies under the RIT system. There is no 
estimate of waived duties for companies operating in the ZIP 
and ZOLI regimes. The study identified a negligible amount 
(around USD 150) in drawback refunded to companies in 2000. 


12. (SBU) The study also identified several flaws with the 
current system of investment incentives for exporting firms. 

Of particular note is the fact that foreign firms with 

assembly plants tend to treat their Honduran plants as a 

cost center. Their profits are therefore not attributable 

to their Honduran activities and they would generally be 
reflected in the company\'s consolidated income statements in 
their home country. For these foreign firms 

exemptions are considered redundant and unnecessary to 
encourage foreign investment. In other cases 

possible that the signing of a Double Taxation agreement 

with the U.S. and other investor countries could help spur 
additional foreign investment without forfeiting tax 

revenues. The GOH has recently asked the Embassy for more 
information on requesting that the Department of Treasury 
negotiate a Double Taxation treaty. Finally 

Honduran laws have been enacted over the years giving a 
variety of sectors and individual companies special import 
duty and other tax exemptions. 


13. (SBU) Another reason for the Honduran insistence on the 
maintenance of special import regimes 

negotiating U.S.-CAFTA 

obtaining U.S. market access for woven fabrics and goods and 
use of short supply provisions (that allow duty free 

treatment of Central American products made from non-U.S. or 
regional fabric if that product is not available from 

regional sources). Honduran trade officials note that the 
NAFTA has such provisions. If U.S.-CAFTA includes short 
supply provisions 

to import the fabric through special import regimes. 


HE TALKING POINTS PROVIDED IN REF A, ON FEBRUARY 25 ECONOFF RAISED THE PROPO. 
Ns failure to approve the stationing of U.S. troops. Aksu said the GOT will continue to provide 24-hot 


nts and information on vaccine from Ref A on 3/6 to MFA Feza Ozturk, head of MFA\'s Department of 
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14. (SBU) GOH trade officials reject the argument that 
continued use of duty waivers for non-U.S. or regional 
fabric will provide a platform for circumvention of the 

rules of origin requirements. Honduras has done fairly well 
over the years in U.S. Customs Service inspections of 
compliance with CBI and CBTPA rules. 


15. (SBU) The U.S. Customs Service\'s new rules on 24 hour 
advance manifests and expectations of additional port 
security requirements are of great concern to the Honduran 
textile and apparel industry 

deliveries because of its proximity to the U.S. market. 

Puerto Cortes and the Honduran textile and apparel sector 
would benefit tremendously from cooperation on port 
security 

Security Initiative program in Puerto Cortes. 

Palmer 
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or semi-transformed\" wood are presented. 


There are no means or mechanisms in place for export control 
(beside the fact that exports of mahogany are authorized 
Honduras does not appear on the list of exporters of this 
species.) 


Due to the aforementioned and other situations 
feasibility of implementation of methods of control for the 
trafficking and sale of mahogany is low without the 
strengthening of the issues pointed out in the following 
responses listed below in numbers 3 


b) Will implementation fit into an existing system for 
sustainable management of forests and monitoring of trade? 


The implementation of CITES requirements falls under the 
current system for sustainable management in accordance with 
criteria and indicators already established. 


c) In what areas will the government need to build new 
capacity in order to implement the listing? Do they appear 
to have the resources (financial 

framework to do so? 


The Government of Honduras needs to strengthen the 
systematic examination of biological information about the 


:P IN THE HOLY SEEVS CONTINUING DRIVE TO ADVANCE ITS VIEW THAT THE IRAQ CRISIS B 
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wild populations and/or plantations of the species. This 
can be improved through the strengthening of the 
institutions that make up the scientific authority. 


Honduras also needs to improve public awareness and 
promotion of the certification of wood (environmental and 
social) as well as strengthen the mechanisms of 
administration of the Management Plan and control of illegal 
trafficking. 


The GOH and the scientific authority realize they need to 
develop a specific educational plan for: 


- Public defenders 
- Technical advisors working on Forestry Management 
- Customs Officials 
- National Police Officials 
- Organized Agro-Forestry groups 
- Private Companies: Forest owners 
processors / finishers 
- Administrative authorities 


A national norm pertaining to the implementation of CITES 
(i.e. adaptation of the existing technical norms agreed to 
in the CITES) needs to be created. 


The legal instruments at the national level for the 
implementation of CITES is the CITES convention itself which 
Honduras has ratified. Honduras also has forestry and 
environmental laws which provide institutions with clear 

legal mandates for the implementation of CITES. 


The technical capacity for the implementation of CITES 
exists both within and outside of Government agencies 

it requires up-to-date training. There is a lack of 

technical training of the management and use of plantations 
and natural forests for peasant groups involved in the 
exploitation of colored wood (such as mahogany) and the 
industrial or institutional technicians who act in 

compliance with scientific and administrative authorities. 


There is a lack of financial resources to carry out studies 
of wild populations (inventories 

need to be more public awareness campaigns at a national 
level. 


d) What specific issues would the host government like to 
see addressed at the meeting of the Mahogany Working Group? 


Themes the GOH would like to discuss in the Mahogany working 
group are: 
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-- Certification of forestry management and forestry 
products 


-- Financing for certain aspects of trafficking control 
such as identification guides for CITES species of wood (for 
customs officials). 


-- Exchange of experiences and information between countries 
who have common interests (countries that share natural 
distribution of mahogany) 


-- Management and protection projects for natural forests. 


-- Programs for the attraction of private investment for 
plantations 


PALMER 
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relating to the financing of terrorism. 


2. (C) On March 24 

issue with Minister of State for Foreign Affairs Shaykh Dr. 
Mohammad Sabah Al-Salem Al-Sabah 

GOK steps to block the accounts. Per ref (B) 

also presented the MinState with a non-paper requesting 
additional information on the frozen accounts. Shaykh Dr. 
Mohammad said he would see what could be done to provide the 
requested information 

(Baker and McKenzie) that should already have access to such 
information. 

JONES 


6797 

importation of oil from Iraq and thus depriving King Abdullah 
of his \"reward\" from the Iraqi regime (ref A). Ramadan 
attacked Jordan for expelling its \"diplomats 

Jordan had not turned into a \"front for the US aggression.\" 


4. (U) Jordanian Minister of Industry and Trade Salah 

Basheer and Minister of Information Mohammed Adwan stated at 
a joint press conference March 25 that the GOJ and King 
Abdullah 

to come to a peaceful solution. Basheer said the flow of 
commodities to Iraq from Jordan is \"normal\" and denied the 
GOJ had \"frozen\" Iraqi assets in Jordanian banks. He also 

said the GOJ would allow the three expelled Iraqi diplomats 

to be replaced by new ones. As for the oil 

the security issue posed by the \"current circumstances\" make 
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it unsafe for Jordanian truckers to go into Iraq. He said 

the GOJ has yet to import oil from other countries 

\"brotherly Arab countries\" had promised to meet Jordan\'s oil 
demand (ref B). 


5. (U) In apress conference on March 25 

Minister Marwan Muasher stated that \"His Majesty King 
Abdullah Il continues exerting efforts to stop war on Iraq." 
Commenting on the expulsion of five Iraqi diplomats 

said that \"the reasons were not an American dictate 

that Jordan is \"ready to receive new diplomats.\" On the 
subject of Jordanian trade with lraq 

Oil For Food program was stopped due to the departure of UN 
officials from Iraq due to the war 

urging the UN to set up new measures by which the Oil for 
Food program can be resumed. (ref C) 


6. (U) Iraqi Foreign Minister Naji Sabri sent a letter to 
Jordanian Foreign Minister Marwan Muasher March 25 

read by an announcer on Iraqi Satellite Television 

his surprise at the expulsion of five Iraqi diplomats from 
Jordan. In the letter 

so-called charges against our embassy employees are pure lies 
and are groundless.\" He notes 

Vintelligence officials escorted First Secretary 
Adb-al-Razzaq lyad Ahmad in an uncivilized manner from his 
house in Amman and beat him up 

about his whereabouts.\" Finally 

a blatant violation of pan-Arab values and neighborly 
relations between our two countries 

strongly denounce that these measures of yours come in 
implementation of a disgraceful wish.\" (ref D) 


9. (U) No new issues. 


IR FFP DISKIN AND OFDA BRYAN NAIROBI FOR DCHA/OFDA/ARO FOR RILEY, MYER AND SMI 


3ro-Kurdish HADEP Party, and Nazmi Gur, HADEP international relations advisor, told us March 4 ant 
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SARIC SAID THAT SHE HOPED THE SENTENCE WOULD BRING THEM SOME 
COMFORT. SHE RECOMMENDED TO THE PROSECUTION THAT OTHERS WHO 
PARTICIPATED IN PLANNING AND EXECUTING THE CRIMES BE TRIED AS 
WELL. (ACCORDING TO VARIOUS WITNESSES 

PARTICIPATED IN THE MEETING THAT ORESKOVIC AND NORAC CHAIRED 
IN WHICH ETHNIC SERB AND ETHNIC CROAT NON-COMBATANTS IN THE 
GOSPIC AREA WERE MARKED FOR EXECUTION.) AT THE SAME TIME 
SARIC SAID THAT MITIGATING CIRCUMSTANCES -- NORAC\'S YOUTH AND 
INEXPERIENCE 

PRIOR SERB WAR CRIMES AGAINST ETHNIC CROATS -- COMPELLED HER 
NOT TO EXTEND THE MAXIMUM PUNISHMENT OF TWENTY YEARS AGAINST 
THE THREE CONVICTED DEFENDANTS. (WHILE A MODEST SENTENCE BY 
U.S. STANDARDS 

BOTH LOCALLY AND ELSEWHERE IN EUROPE.) 


CROATIAN POLITICIANS 


6. (SBU) POLITICIANS OF ALL STRIPES IGNORED JUDGE SARIC\'S 
CONFIDENTIAL 
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MESSAGE THAT CROATIANS NEED TO BEAR RESPONSIBILITY FOR WAR 
CRIMES THEY COMMITTED. CALLING NORAC A \"GREAT CONTRIBUTOR TO 
THE DEFENSE OF THE HOMELAND 

THAT HE RECEIVED THE VERDICT WITH GREAT \"SORROW.\" HE SAID HE 
WAS \"HOPEFUL\" THAT \"TRUTH AND JUSTICE" WOULD PREVAIL IN THE 
SUPREME COURT. SANADER CRITICIZED THE GOC FOR FOMENTING A 
CLIMATE THAT \"CRIMINALIZES BOTH WAR VETERANS AND GROATIA\'S 
INDEPENDENCE WAR." (COMMENT: BY PLAYING TO THE NATIONALIST 
RIGHT YET AGAIN 

THAT HE IS SINCERE IN HIS ATTEMPTS TO MODERNIZE AND TRANSFORM 
THE HDZ. WE HAVE LET THE HDZ KNOW OF OUR DISAPPOINTMENT AND 
OUR RESOLVE NOT TO GIVE SANADER THE VALIDATION HE SEEKS FROM 
US UNLESS HIS PUBLIC RHETORIC MATCHES HIS PRIVATE ASSURANCES 
OF REFORM. END COMMENT.) 


7. (SBU) PRIME MINISTER RACAN AND OTHER LEADING COALITION 
FIGURES REFUSED TO COMMENT ON THE JUDGMENT 

CROATIANS TO RESPECT THE JUDICIAL PROCESS AND NOT TAKE TO THE 
STREETS IN PROTEST. HE SAID THAT THE PROCESS \"CONFIRMED THAT 
CROATIA IS A STATE IN WHICH RULE OF LAW PREVAILS.\" ONLY IVO 
BANAC 


r internet distribution. 1. (SBU) AMB paid an office call on Finance Minister Kemal Unakitan March 7 


Column 3 

HAD THE COURAGE TO STATE THAT CRIMES WERE COMMITTED IN GOSPIC 
AND THAT THE RIJEKA COURT\'S RULING DEMONSTRATES THE 
SERIOUSNESS OF THOSE CRIMES. 


8. (C) ICTY ZAGREB HEAD OF OFFICE THOMAS OSORIO TOLD US THAT 
ICTY PRIVATELY WELCOMED THE RULING 
FROM PUBLIC COMMENT 
TO READ AND REVIEW SARIC\'S WRITTEN VERDICT. (THE WRITTEN 
VERDICT IS NOT EXPECTED FOR AT LEAST A MONTH). DESPITE THE 
GOSPIC CASE RULING 

CONFIDENTIAL 
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ΙΝ WAR CRIMES COMMITTED BY THE CROATIAN MILITARY DURING THE 
1993 \"MEDAK POCKET\" OPERATION 

CROATIAN PROSECUTOR HRAST 

NORAC SERVING HIS CROATIAN SENTENCE WHILE AWAITING TRIAL IN 
THE HAGUE. 


IMPLICATION FOR LOCAL PROSECUTIONS 


9. (C) RACAN AND OTHER GOC OFFICIALS ARGUE THAT THE GOSPIC 
CASE DEMONSTRATES THAT CROATIAN COURTS ARE CAPABLE OF 
DELIVERING JUSTICE IN HIGHLY SENSITIVE WAR CRIMES CASES. 
HOWEVER 

SARIC AND OTHER INVOLVED IN BRINGING A HIGHLY COMPLEX AND 
SENSITIVE CASE TO A SUCCESSFUL CONCLUSION 

EXCEPTION 


10. (C) AS REPORTED REFTELS 

ETHNIC CROATS -- SUCH AS THE NOTORIOUS LORA CASE -- HAVE 

ENDED IN FIASCO. CHIEF PROSECUTOR MLADEN BAJIC RECENTLY 
COMPLAINED TO US THAT LOCAL POLICE OFFICERS INCREASINGLY ARE 
OBSTRUCTING NEW WAR CRIMES INVESTIGATIONS AGAINST ETHNIC 
CROATS. BAJIC ADDED THAT HE FINDS IT INCREASINGLY DIFFICULT 

TO CONTROL HIS LOCAL PROSECUTORS IN WAR-AFFECTED AREAS SUCH 
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ACTION SWCI-00 


INFO LOG-00 NP-00 AF-00 AMAD-00 ACQ-00 CIAE-00 INL-00 
USNW-00 DODE-00 SRPP-00 55-00 EAP-00 EUR-00 VC-00 
TEDE-00 INR-00 1O-00 LAB-01 L-00 VCE-00 AC-01 
NSAE-00 NSCE-00 OIC-02 OMB-01 DHS-00 PA-00 PM-00 
PRS-00 ACE-00 P-00 SSO-00 55-00 TRSE-00 T-00 
USIE-00 R-00 PMB-00 DSCC-00 PRM-00 DRL-01 G-00 
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NFAT-00 SAS-00 /006W 

------------------ 4ADODA 260701Z /38 
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STATE FOR S/WCI 

JUSTICE FOR OPDAT AND ICITAP 

SARAJEVO FOR KONTOS AND TILMAN 

BELGRADE FOR BROWN 
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THE HAGUE FOR JOHNSON/KAYE/WHEATON 


E.O. 12958: DECL: 03/25/2013 
TAGS: ICTY 
SUBJECT: CROATIA WAR CRIMES: GOSPIC CASE ENDS IN CONVICTION 


AS OSIJEK 


11. (C) THE GOSPIC TRIAL WAS SUCCESSFUL BECAUSE OF A UNIQUE 
CONFLUENCE OF CIRCUMSTANCES: 


-- IKA SARIC PROVED TO BE THE RIGHT JUDGE FOR THE CASE. 

STRONG WILLED AND PROFESSIONAL 

UNRELENTING RIGHT-WING PRESSURE AND THREATS. LAW ENFORCEMENT 
OFFICIALS IN RIJEKA TELL US THAT AT LEAST ONE OTHER WAR 

CRIMES CASE THERE HAS STAGNATED BECAUSE INVESTIGATORS FEAR 
RIGHT-WING RETRIBUTION AGAINST THEIR FAMILIES. 


-- PROSECUTORS IN RIJEKA WERE ABLE TO DEVELOP SUFFICIENT 
PHYSICAL EVIDENCE TO CORROBORATE AND TO COMPEL CONVINCING 
EYEWITNESS TESTIMONY. THIS COMBINATION OF REINFORCING 
MATERIAL AND WITNESS TESTIMONY HAS BEEN LACKING IN OTHER 
CASES 

-- THE PROSECUTION SKILLFULLY USED THE TESTIMONY OF SUSPECT 
STJEPAN GRANDIC AGAINST NORAC AND ORESKOVIC. 
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-- IN ADDITION TO ETHNIC SERBS 
ALSO MURDERED ETHNIC CROATS WHOM THEY BELIEVED WERE NOT 
SUFFICIENTLY \"RELIABLE.\" ACCORDING TO HRAST 
CROATS HELPED INDUCE A NUMBER OF KEY WITNESSES TO STEP 
FORWARD AND TESTIFY 

CONFIDENTIAL 
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-- UNLIKE SOME OTHER WAR CRIMES CASES 

THE GOSPIC CASE WAS EXTENSIVE 

TO BOTH PRESIDENT TUDJMAN AND DEFENSE MINISTER SUSAK. THIS 
DOCUMENT TRAIL MADE IT MORE DIFFICULT FOR THE DEFENDANTS TO 
COVER THEIR TRACKS AND FOR WITNESSES TO DEVELOP \"AMNESIA.\" 


-- EARLY IN THE TRIAL PROCESS 

GOSPIC TO RIJEKA 

RELATIVELY BENIGN ENVIRONMENT. HRAST WAS CONVINCED THAT HAD 
THE TRIAL BEEN CONDUCTED IN GOSPIC -- CROATIA\'S \"TWIN PEAKS\" 
EQUIVALENT -- THE PRESSURE ON THE JUDGES AND WITNESSES WOULD 
HAVE BEEN SO INTENSE AS TO PRECLUDE ANY CHANCE OF CONVICTION. 
HOWEVER 

BEEN RELUCTANT TO TRANSFER OTHER WAR CRIMES CASES TO \"SAFER\" 
COURTS. ALL OTHER WAR CRIMES PROSECUTIONS AGAINST ETHNIC 
CROATS IN CROATIA HAVE BEEN HELD IN THEIR ORIGINAL 
JURISDICTIONS. ALL HAVE ENDED WITH VERY QUESTIONABLE 

RESULTS. 


LESSONS LEARNED 


12. (C) THE BOTTOM LINE 

CHIEF PROSECUTOR MLADEN BAJIC 

LEGISLATIVE REFORM AND INCREASED POLITICAL SUPPORT FOR THOSE 

PRESSING FORWARD WITH WAR CRIMES TRIALS -- THE GOSPIC CASE 

WILL CONTINUE TO BE THE EXCEPTION AND NOT THE RULE. FOR 

EXAMPLE 

INSTRUCTIVE LESSON FOR OTHER CROATIAN JUDGES. JUSTICE SARIC 

WHO HAILS FROM THE SAME AREA OF CENTRAL DALMATIA AS ICTY 
CONFIDENTIAL 
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FUGITIVE ANTE GOTOVINA 

COMMUNITY AND MUST LIVE UNDER A CONTINUING CLOUD OF THREAT 
AND INTIMIDATION FROM THE RIGHT-WING. 

13. (C) OUR CONTACTS MAINTAIN THAT UNLESS CROATIAVS ELITE 
BEGINS TO ENFORCE RIGOROUS JUDICIAL PERFORMANCE AND ETHICAL 
STANDARDS 

LOZINA RATHER THAN SARIC. UNFORTUNATELY 

JUSTICE IVICA CRNIC IS NOT A LEADER 


yr to Geneva. Ambassador to the OAS, Arturo Duarte, will move to Tokyo and will probably be replace 
ution to MFO. He said the Department of National Defense is staffing our request to see if it could fill 
'06 Classified By: Ambassador Larry Palmer; Reasons 1.5 (B), and (D). 1. (C)SUMMARY: WHA Der 


tly, the gatekeeper at Cardinal Rodriguez\'s office had been kidnapped while running an errand recer 


at the General Manager of the Stock and Commodity Authority -- the UAE equivalent of the SEC -- Ak 


rs Tahsin Burcuoglu on March 8 reftel urgent request for Turkey to consider a meeting in the very ne: 
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ARE OVERLY SENSITIVE TO OUTSIDE CRITICISM. THEY ARE SLOW TO 
DISCIPLINE THEIR OWN 

JUSTICE LOZINA. 


14. (C) IN ADDITION TO ESTABLISHING AND ENFORCING STRICT 
JUDICIAL STANDARDS OF PERFORMANCE AND ETHICS 

MUST UNDERTAKE ADDITIONAL LEGISLATIVE REFORMS IF IT IS TO 
ENSURE THE EFFECTIVE PROSECUTION OF WAR CRIMES CASES: 


-- CROATIAN LAW ENFORCEMENT OFFICIALS TELL US THAT THE GOC\'S 
FAILURE TO PROTECT WITNESSES IS A SEVERE HANDICAP. NEW 
WITNESS PROTECTION LEGISLATION HAS BEEN DRAFTED WITH THE 
ASSISTANCE OF OUR DOJ/RLA PROGRAM 

GOC APPROVAL BEFORE IT CAN BE SENT TO PARLIAMENT. IT WILL BE 
A YEAR 

FUNCTIONAL WITNESS PROTECTION PROGRAM 
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INFO LOG-00 NP-00 AF-00 AMAD-00 ACQ-00 CIAE-00 INL-00 
USNW-00 DODE-00 SRPP-00 DS-00 EAP-00 EUR-00 VC-00 
TEDE-00 INR-00 10-00 LAB-01 L-00 VCE-00 AC-01 
NSAE-00 NSCE-00 OIC-02 OMB-01 DHS-00 PA-00 PM-00 
PRS-00 ACE-00 P-00 SSO-00 55-00 TRSE-00 T-00 
USIE-00 R-00 PMB-00 DSCC-00 PRM-00 DRL-01 G-00 
NFAT-00 SAS-00 /006W 

SS 4ADOEE 260701Z /38 

P 260700Z MAR 03 

FM AMEMBASSY ZAGREB 

TO SECSTATE WASHDC PRIORITY 9819 

INFO AMEMBASSY BELGRADE PRIORITY 

AMEMBASSY LJUBLJANA PRIORITY 

AMEMBASSY LONDON PRIORITY 

AMEMBASSY SARAJEVO PRIORITY 

AMEMBASSY THE HAGUE PRIORITY 

DEPT OF JUSTICE WASHDC PRIORITY 

USMISSION USNATO PRIORITY 

USMISSION USOSCE PRIORITY 

USMISSION USUN NEW YORK PRIORITY 


CONFIDENTIAL SECTION 04 OF 04 ZAGREB 000680 
SIPDIS 


STATE FOR S/WCI 
JUSTICE FOR OPDAT AND ICITAP 


'ince. The elections were re-run owing to electoral irregularities in Siirt during the Nov. 3 national elec 
INSULAR PERSONNEL. CONOFF LEFT A MESSAGE FOR RAED HIJAZI EXPLAINING THE PUF 


=RG NSC FOR JOSEPH MYERS E.O. 12958: DECL: 03/10/07 TAGS: EFIN, ETTC, PREL, PGOV, L 
1pany (NDC) of Abu Dhabi on behalf of the U.S. Geological Survey (USGS) on March 10, 2003, at the 


ATION REF: ANKARA 1335 (U) Classified by Deputy Chief of Mission Robert Deutsch for Reasons 
NG WORKSHOP WITH UAE JOURNALISTS FOR EARLY MAY 2003. SIMILAR TO A RECENT MEI 
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SARAJEVO FOR KONTOS AND TILMAN 

BELGRADE FOR BROWN 
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THE HAGUE FOR JOHNSON/KAYE/WHEATON 


E.O. 12958: DECL: 03/25/2013 
TAGS: ICTY 
SUBJECT: CROATIA WAR CRIMES: GOSPIC CASE ENDS IN CONVICTION 


THE CURRENT DRAFT LAW IS NOT GUTTED DURING GOC AND 
PARLIAMENTARY DELIBERATIONS. 


-- WITNESSES WHO CHANGE THEIR TESTIMONY FACE NO SANCTION FOR 
PERJURY. THE CRIMINAL CODE SHOULD BE STRENGTHENED PENALIZE 
AND DETER SUCH ACTIVITY. 


-- PROSECUTORS MUST BE GIVEN THE AUTHORITY TO STRIKE 
PLEA-BARGAINING DEALS IN CAPITAL CASES. 


-- THE GOC AND THE CROATIAN SUPREME COURT MUST DEMONSTRATE 
FAR GREATER WILLINGNESS TO TRANSFER WAR CRIMES CASES FROM 
TROUBLED JURISDICTIONS TO SAFER LOCATIONS SUCH AS ZAGREB AND 
RIJEKA. THE GOC MAY ALSO WISH TO CONSIDER ESTABLISHING A 
SINGLE WAR CRIMES COURT THAT WOULD HANDLE ALL CASES AGAINST 
BOTH ETHNIC SERBS AND CROATS. 


COMMENT 


15. (C) THE GOSPIC CASE IS A STEP FORWARD. CROATIAN LAW 

ENFORCEMENT AND JUDICIAL OFFICIALS -- WITHOUT ANY OUTSIDE 

ASSISTANCE 

-- SUCCESSFULLY CONCLUDED A TECHNICALLY AND EMOTIONALLY 

DIFFICULT WAR GRIMES CASE AND CONVICTED A CROATIAN WAR HERO. 
CONFIDENTIAL 
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16. (C) THE CHALLENGE FOR US AND FOR THE FEW REFORMERS WITHIN 
THE GOC IS HOW TO LEVERAGE THE GOSPIC RULING TO SUPPORT 
EFFORTS TO MAKE LOCAL PROSECUTIONS OF WAR CRIMES FAIR AND 
TRANSPARENT. AS A NEXT STEP 

GOSPIC CASE AND VARIOUS PROPOSALS TO CREATE A SPECIAL WAR 
CRIMES COURT WITH MINISTER OF JUSTICE ANTICEVIC-MARINOVIC 
APRIL 2. 


17 (C) DOMESTIC WAR CRIMES TRIALS CAN DEMONSTRATE THAT THERE 
WAS A DARKER SIDE TO CROATIA\'S INDEPENDENCE WAR AND HELP 
NEUTRALIZE A HOT-BUTTON ELECTORAL ISSUE THAT THE POLITICAL 


sociation (CLA) argue that a newly adopted package of prison-related laws holds attorneys responsil 
:EMENT WITH CANADA 1. This is an action request. Action request in paragraph 5. 2. After length 
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RIGHT MIGHT OTHERWISE EXPLOIT. ULTIMATELY 

OF WAR CRIMES TRIALS WILL STRENGTHEN THE RULE OF LAW AND HELP 
PRODUCE A MORE STABLE AND SELF-ASSURED CROATIA THAT IS 
CAPABLE OF TAKING A LEADERSHIP ROLE IN THE REGION. IF 
SANADER\'S STATEMENT IS ANY INDICATION 

BAJIC AND OTHER ACTIVISTS WILL BE REMOVED OR SIDELINED AND 

THIS IMPORTANT PROCESS WILL STOP 

UNRECONSTRUCTED RIGHT RETURNS TO POWER. 

ROSSIN 
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4. THERE WAS ALSO SOME CONSTERNATION IN THE PARLIAMENT AND IN 
THE PRESS OVER A PROVISION OF THE SLOVENIAN LAW OF 
RATIFICATION 

NOTE. THE PROVISION APPARENTLY CITES EU REGULATIONS AS 
REQUIRING A SHORTER TIMELINE FOR DETERMINING FINAL 
DISPOSITION FOR THE NUCLEAR WASTE FROM THE PLANT. WHILE THE 
PRESS CHOSE TO MAKE AN ISSUE OF THIS PROVISION 

CLAIMED THAT IT INCREASED THE POSSIBILITY THAT CROATIA MIGHT 
ONE DAY HAVE TO STORE THE WASTE 

THERE WAS NOTHING ABOUT IT THAT CHANGED CROATIA\'S 
OBLIGATIONS 

AGREEMENT ITSELF. IF SLOVENIA WANTED TO TAKE ON ADDITIONAL 
BURDENS 


5. FROM OUR DISCUSSIONS WITH THE MINISTRY OF ECONOMY 

CLEAR THAT CROATIA HAS NO INTENTION OF EVER STORING THE WASTE 

ON ITS TERRITORY. ACCORDING TO THE AGREEMENT 

SLOVENIA SHARE RESPONSIBILITY FOR FINDING A PERMANENT 

SOLUTION TO THE DISPOSAL PROBLEM (CURRENTLY 

ON-SITE AT KRSKO) 

THE PLANT SHOULD BE DRAFTED WITHIN 12 MONTHS FROM THE ENTRY 

INTO FORCE OF THE AGREEMENT. IF THE PARTIES FAIL TO REACH 
AGREEMENT ON DISPOSAL OF RADIOACTIVE WASTE BY THE END OF THE 

PLANT\'S LIFE (NOW SET FOR 2023 

POSSIBLE) 

DECOMMISSIONING 

IN A 50-50 DIVISION. CROATIA HAS NO INTENTION OF ALLOWING 

THAT TO COME TO PASS 

ECONOMY PREDICTED THAT ULTIMATELY THE WASTE WILL END UP IN A 

THIRD COUNTRY. 

ROSSIN 
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inister shed some light on the apparent misunderstanding between the Kuwaitis and Jordanians over 
officially requesting FDA authorization for the export of VIG to Jordan in the quantities and for the pul 
ir General for Middle Eastern Affairs Tahsin Burcuoglu told DCM March 10 that the MFA had forwarde 
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comfort in the anti-war demonstrations occurring throughout 
the country 

tight security controls and its perceived capitulation to 
Washington\'s demands. End Summary. 


2. (C) Anywhere one goes in Jordan these days--a fruit stand 
small grocery store or a person\'s home--one finds everyone 
glued to Iraq war coverage on Al Jazeera 

Lebanese television. As soon as any news breaks 

to their cell phones to either call or text message friends 

and family members with their views and commentary. Many 
express solidarity with Iraqis resisting \"the US aggression" 
and wonder if the US soldiers know why they are fighting in 
Iraq. A middle class shopowner says he witnessed people 
cheering when an American soldier is either caught or killed. 
Older 

Iraqi and American dead on their tv screens 

Bush Administration should have given diplomacy more time. A 
woman in her 50s says: Americans do not understand the Arab 
mindset--\"my brother and me against my cousin 

brother 

against the U.S.\" 


3. (C) This military campaign causes very negative \"shock and 
awe\" to Jordanians when they view the military and 
technological power being dropped on what they perceive to be 
a defenseless population. Although many 

university educated Jordanians 

oppressor of his people 

President Bush. Upper class Jordanians and Jordanians of 
Palestinian origin laugh at arguments that the war\'s aim is 

to free the lraqi people of a repressive regime: they view 

this war as an occupation of Iraq. They question why the US 
aided Saddam in the past when he has always been known to be 
a ruthless dictator and butcher by the Iraqi people. Many 
argue this is only the beginning of a series of U.S. military 
adventures: Afghanistan first 

asking \"who will be next?\" 


4. (C) Pol Fsn emphasized that this war has polarized people 
against the US. Many of what she described as moderate 
friends in their late 20s who studied in the US and had very 
favorable views of the US have now moved into the anti-US 
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camp. 


5. (C) A group of Jordanian men in their 30s from a large 
Jordanian tribe expressed disillusionment with their own 
government. They don\'t trust what the government is saying 
don\'t believe its public statements 

having capitulated to the US government. As evidence they 
cite the presence of the US military in Jordan 

speech asking people to stay calm and calling the war 
\"regrettable\" 

Jordan\'s debt to the U.S. 

of several Iraqi diplomats. Many Jordanians feel Jordan\'s 
cooperation has been \"bought\" by the US and feel ashamed and 
impotent to influence their government. 


6. (C) Hundreds of students have been demonstrating almost 
daily at universities throughout Jordan. Jordan University 

was the site of a large anti-war protest on March 23 

hundreds of students had to be contained by riot police using 
water cannons and tear gas when they attempted to leave the 
campus. Several more \"licensed\" protests have been announced 
as the government tries to allow a civilized means for people 

to express their deep frustrations with the war. The 
government emphasizes that \"licensed\" public demonstrations 
will be permitted but \"unlicensed\" demonstrations or acts of 
violence will not be tolerated. 


7.(C) This is the first time that Jordanians 

world for that matter 

uncensored on their t.v. screens. Iraqi propaganda--images 
of dead Iraqi children 

who had been declared dead by the Western media 

of \"heroic\" resistance by irregular lraqi forces--is not 

being countered by pro-coalition images. This new 
phenomenon presents a difficult situation for the GOJ as 
Jordanians form their opinion and decide to act to a large 
extent based on what they are witnessing as each day of the 
war progresses. 

GNEHM 


FM Gutierrez March 7 on the heels of the fourth high-level working group meeting on narcotics, whic! 
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2. True 

above the fold headlines. V'Six Iraqi war tanks destroyed\" 
says a Sinhala daily; two English headlines read \"Baghdad 
battle looms\" and \"Coalition forces close in on Baghdad.\" 
The vernacular newspapers stress the danger of chemical 
weapons: \"Coalition forces near Baghdad ... ready for a 
chemical war" says a Sinhala daily; "Saddam warns that 
chemical weapons will be used\" and Warning of chemical 
weapons if coalition forces reach Baghdad\" appear in the 
Tamil dailies. 


3. Front-page headlines notwithstanding 

only one of Sri Lanka\'s dozen dailies published an 
editorial regarding the war in Iraq. For excerpts 
para. 5 below. 


4. Comment. As alluded to in reftel (A) 

conversation with our PAO 

daily said that 

treatment of the war is little more than chattering classes 
talking to each other. Ordinary Sri Lankans are focused on 
peace at home 

said 

... or Bush. And the Tamil minority\'s apprehensions 

turn 

Island\'s Muslim sub-minority than on events beyond these 
shores. Pocketbook issues may arouse Sri Lankan interest 
in the war 

occasions 

classes -- wonder openly if the war will threaten 
remittances from Sri Lankan workers or increase the price 
of oil or depress the market for Sri Lankan tea. As/when 
the war begins to \"pinch the Sri Lankan purse 

said 


5. Excerpts from an editorial 
appeared in the ISLAND (opposition English daily 
islandwide circulation) on 3/26: 


\"... despite the atrocities committed by President Saddam 
Hussein on his people 

the Islamic brotherhood are keeping not only the Iraqis 
together but have resulted in emphatic expressions of 
solidarity in other Islamic countries as well. 


\"People ... don\'t like armies of occupation. If it comes 


for data required for the Millennium Challenge Account. All figures are in millions of Sri Lankan Rupe 
aldives responding to our request for data required for the Millennium Challenge Account. All figures 
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to a choice between their own tyrant and a foreign army 
they would prefer their own abomination. A long time 
military occupation of Iraq is bound to create severe 
problems for the Americans and the British. 


\"The lraqis 

of war have already visited the areas of occupation. There 
are ringing calls made around the world for provision of 
assistance to the Iraqi civilians and UN Secretary General 
Koffi Annan yesterday reminded the that the "belligerentsV 
are obliged to provide relief measures under international 
law. 


\"The people of Iraq have suffered much under their own 
dictator and they should not be made to undergo further 
agony and torture in war.\" 


Wills 
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Provincial Overview 


2. (U) According to Lao Cai provincial director of Ethnic 
Minority Affairs Lu Huy Chi 

northwestern province\'s 600 

of 17 different ethnic minorities. Provincial 

implementation of central government programs for minorities 
and remote communities has been crucial in cutting the 
poverty rate from around 26 percent in 2000 to the current 

19 percent 

that almost the entire budget for these programs comes from 
the central government. 


3. (U) Yen Bai Province\'s head of Ethnic Minority Affairs 
Duong Van Vanh 

minorities make up slightly over half of the provinceVs 

710 

the minorities and tend to live in the lowlands with the 
majority Kinh people. Dao and Hmong account for most of the 
upland minorities; others include Muong 

Except for the Hmong concentrated in the western portion of 
the province 

province. Per capita annual income is about three million 
VND (less than $200) and half that in remote areas. Almost 
15 percent of households suffer from periodic hunger 

the percentage twice as high in remote areas. About 90 
percent of funds for development in the province come 
directly from the central government 


---------------------------- -== 1. (U) On March 11, Turkish Treasury auctioned a 546-day dollar-denomin: 
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Agricultural Transformation 


4. (U) The Hmong 

groups traditionally practiced slash-and-burn agriculture 
according to authorities in both provinces. With 

significant GVN assistance 

these minority groups had begun to cease these practices and 
to become proficient at creating rice terraces and growing 
irrigated rice. Various GVN provisions -- such as the 
centrally-funded Program 135 for mountainous and ethnic 
minority areas -- provide subsidies and material support for 
building materials as well as some agricultural inputs such 
as improved seeds 

infrastructure projects have built irrigation systems 

access roads 

Ministry of Agriculture and Rural Development have 
reportedly targeted increased agricultural extension 
services to help swidden farmers learn sedentary 
agriculture. 


Community-Level Implementation in Lao Cai 


5. (U) Lao Cai Province\'s Sapa District 

Vietnam\'s main tourist destinations 

opium. Major efforts over the past decade have reduced this 
cultivation to almost nothing 

officials. The challenge has been to finding suitable cash 
crops to replace opium; new cash crops brought in only a 
part of the lost income from opium. Officials indicated 

that government subsidies and temporary employment on 
infrastructure project construction have contributed much of 
the rest of the lost income. 


6. (U) Sapa District People's Committee Chairman Hoang Kim 
Thai and other Sapa officials explained further that 
\"community-based\" development efforts to spread the benefits 
of tourism more evenly throughout the district and to 

improve rural incomes had given local people a fuller sense 

of participation in development efforts. They described 

local people as very concerned about income generation; in 

lieu of opium 

relatively easy source of income. 


7. (U) Tourism promotion has also gone hand-in-hand with 
efforts to discourage slash-and-burn farming 

the land scarred and is less and less sustainable with 

larger populations. Instead 

irrigated rice cultivation on terraces 


J the Iran-Iraq war. MFA has also identified a point of contact, former legal adviser and current MFA ( 


retary of Defense Wolfowitz to President Saleh on the SIPDIS ongoing tensions between Yemen anc 
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fruit trees 

quick to point out \"new\" rice terraces and fruit tree groves 
on mountain slopes outside Sapa. Commune-level officials 
claimed efforts to stop swidden practices had already made a 
lot of headway compared to four or five years before 

people used to \"burn freely.\" Even so 

still burning on the slopes on Sapa Valley during poloffsV 
February visit 

burn practices in Lao Cai\'s Bao Thang and Bao Yen districts 
as well. Some small fires burning near Sapa had also spread 
into reforestation zones. 


Infrastructure and Services 


8. (U) Irrigation systems are critical to make rice 

farming really worthwhile in these mountainous areas 
according to officials; without irrigation 

crop can be grown per year. Corn and soybeans are the 
favored dry season crops 

food as irrigated rice. As yet 

relatively little upland area; in Yen Bai Province\'s Viet 
Cuong commune 

land 

over 5 

commune. Rugged terrain and scarce funding have limited the 
average size of irrigation projects to about 20 hectares in 
Viet Cuong and roughly half that in So Pa. Furthermore 
Program 135 -- the source of much infrastructure funding in 
upland areas -- finances only small-scale irrigation 

projects. 


9. (U) Officials in both provinces told poloffs that 
agriculture extension efforts centered primarily on 

irrigated rice and fruit trees. Agricultural extension 

workers concentrated on introducing new varieties of rice 
and teaching farmers how to use the fertilizers and 
insecticides supplied by the GVN free or below cost 

noted. Many Hmong were not experts at rice culture crops 
authorities in both provinces said 

quickly. Lao Cai district-level officials mentioned that 
marketable flower production remained under consideration 
but more improvements in the road system would be needed to 
make this more feasible. Some reforestation and forest 
protection efforts are also underway 

Bai than in Lao Cai. 


10. (U) Lao Cai and Yen Bai officials reviewed other 
benefits ethnic minority farmers may receive in addition to 
free or subsidized agricultural inputs. According to 
authorities 


ained non-committal on US/UK/Spanish resolution on Iraq. Were we to press Guatemala we believe 
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communes have already received long-term (usually 25-30 
years) land use certificates for the land they currently 
cultivate. All of So PaVs residents were free from land-use 
taxes 

use taxes 

Residents of poor and remote communes may also receive low 
interest credit to buy equipment under Program 135. Yen Bai 
Province\'s Vanh further claimed that all residents in the 
province\'s 70 poorest communes now receive free medical 
treatment. He added that the GVN even subsidized the price 
of salt and cooking oil so that they cost no more in rural 
areas than in town markets. 


Resettlement 


11. (U) Promoting sedentary agriculture has gone in 
parallel with efforts to move people from widely scattered 
homes into villages 

Vietnam. Authorities stressed that such concentrations make 
provision of education 

markets 

denied forced resettlement 

major incentive of land use certificates. However 
scarcity of level ground complicated the construction of 
large settlements 

ground already in use for rice paddies. 


Comment 


12. (U) Critics of the GVN are quick to assume sinister 
motives from many GVN programs related to ethnic minorities 
especially anything that disrupts traditional practices or 
\"infringes\" upon the \"sovereignty\" of mountainous areas 
where ethnic minorities had lived with little central 
government oversight for hundreds of years. After meeting 
with these provincial and district officials 

inclined to credit officials with largely good faith efforts 

to improve local living standards for these poorest of the 
poor 

time 

part and parcel of larger GVN and CPV efforts to ensure 
solid control throughout the country 

diminishing the possibility of what officials claim are 
\"plots\" by \"hostile forces\" aimed at sabotaging \"national 
solidarity.\" 
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irch 10. The Japanese Ambassador said that his Government was waiting for confirmations from cot 


EES FOR TESOL 2003 CONVENTION IN BALTIMORE, MARYLAND, MARCH 24-29, 2003 REF: SI 
PEACE\'S COEXISTENCE CENTER OFFICIALS JANUARY 27 TO MONITOR PRM-FUNDED ACTI’ 


our bilateral relationship as we move toward conflict in Iraq. One of my more interesting encounters 
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ignoring Turkish-Armenian reconciliation. Mesrob admitted 

that the Armenian community in Turkey continues to experience 
problems regarding their right to own property 

it as an issue for international concern. Mesrob is also 

hopeful that the new single-party Justice and Development 
Party (AKP) government will carry through on some of its 

early rhetoric regarding the treatment of minority religious 
communities. End Summary. 


Armenian Orthodox Church 

2. (C) Placing the blame squarely on Etchmiadzin and Yerevan 
Mesrob told poloff that tensions within the Armenian Orthodox 
Church are on the rise. Although personal relationships 
between the Catholicos and Patriarchs are good 

claimed that Catholicos Karekin II\'s efforts to assert his 
authority have caused friction with the others (Note: In 
addition to Catholicos Karekin Il in Etchmiadzin (Armenia) 
there are three other hierarchical Sees in the Church: the 
Catholicos of Cilicia (Lebanon) 

Jerusalem and Constantinople. End Note). Mesrob lamented 
that Karekin\'s election to the Catholicosate in 1999 had not 
been democratic 

Armenian President Robert Kocharian. According to Mesrob 
Armenians worldwide are increasingly frustrated with the 
Armenian government and their Church. Clearly disappointed 
that Kocharian was reelected March 5 

such an outcome would have been possible without massive 
election fraud. Poloff told Mesrob that both the OSCE and 
the State Department had publicly criticized the conduct of 
the elections and called on the Armenian government to 
investigate the irregularities. 


Armenians in Turkey 

3. (C) As for his own community 

best estimates indicate that there are between 50 

60 

thousand Armenian Catholics as well. End Note). The Turkish 
government estimated that there are as many as 80 

Mesrob believes this number is exaggerated and may include 
many Armenians who have since emigrated. Mesrob reports that 
the population is fairly stable; there are even 100 or so new 
converts each year. More interesting 

continuous stream of visitors claiming Armenian descent and 
varying levels of adherence to Church traditions who come to 
see him from all over Turkey. When he himself travels to 
other parts of Turkey 

Mesrob said that he is besieged by such people. Mesrob 


Mean 1. (S) Charles Mutama, Harare regional coordinator for intelligence for the MDC, reported to 


T PART I: SUMMARY ---------------- 2. JORDAN REMAINS PRIMARILY A TRANSIT COUNT 
and America, of the Ministry of Foreign Affairs. Although Ambassador Bimha would not disclose the 


3OV, SOCI, CVIS, TC SUBJECT: WILDCAT STRIKE RESOLVED WITH THE ASSISTANCE OF THE 
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deliberately refrains from encouraging such visits and 
exchanges in order to avoid the appearance of proselytization 
and to preserve good relations with the Turkish government. 
Asked to hazard a guess as to their numbers 

speculated that there might be a million or more such people 
who accept their Armenian roots. (Comment: Poloff has heard 
similar estimates from other sources as well. End Comment). 


4. (C) With regard to ongoing government restrictions on the 
activities and rights of the local Armenian community 
admitted that in spite of recent improvements in legislation 
such problems continue. Shortly before meeting with poloff 
for example 

whether to take legal and/or political measures in response 
to a decision to revoke a property deed for one of the 
Armenian high schools. (Note: Although Mesrob did not 
mention the school by name 

daily Radikal suggests that he may have been referring to the 
Surp Hac Armenian School in Uskudar. End Note). Despite 
these difficulties 

emphasizing that he does not believe that this should be a 
subject of international concern. In his view 

European pressure on the Turkish government has been 
counterproductive. \"Would it make sense for Turkey to lobby 
the U.S. on behalf of Native Americans?" he asked 
rhetorically. Mesrob acknowledged that each religious 
minority deals with these issues differently. The Greeks 
said 

that Ecumenical Patriarch Bartolomeos\' political stature 
gives them more influence. Meanwhile 

on the political and financial support of a few powerful 
patrons within their community (including Jak Kamhi (Profilo) 
and Isak Alaton (Alarko)). 


Turkish-Armenian Reconciliation 

5. (C) Mesrob told poloff that the real obstacle to 
Turkish-Armenian reconciliation lies with the Armenian 
Diaspora. According to him 

that the so-called \"genocide\" occurred 

discuss it openly. The Diaspora 

focused on recognition of the \"genocide\" and has no interest 
in Turkish-Armenian reconciliation. Mesrob also questioned 
Armenian President Kocharian\'s commitment to reconciliation 
suggesting that he too may be overly influenced by the 
Diaspora. Mesrob told poloff that his own position is 
particularly delicate. He is seen by many in the Diaspora as 
an apologist for Turkey and by many in Turkey as an agent of 
Armenia. As long as he can avoid feeding these 


d. 1.(C) Summary: The European Court of Human Rights ruled that jailed PKK leader Ocalan did n 
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misimpressions 

prepared to do whatever he can to support reconciliation; he 
is even ready to travel to Azerbaijan for meetings with the 
Chief Mufti 

General Director for Religious Affairs Mehmet Nuri Yilmaz 
(Note: Mehmet Nuri Yilmaz retired on March 17 \"under 
pressure\" from the AK government. End Note). 


Turkish Politics 

6. (C) Asked whether he expected to see movement on these 
issues from the new Justice and Development Party (AKP) 
government 

of the right things 

results so far. He did note that this single-party 

government may be in a stronger position to effect change 
than the previous coalition government. Ties between the 
Patriarchate and the Democratic Left Party (DSP) and 
Motherland Party (ANAP) coalition partners in the 1999-2002 
Ecevit government had been good 

partner 

even meet with him. Mesrob dismissed speculation that 
Islamic-leaning AKP may \"use\" the minority religious 
communities as an excuse and cover for loosening state 
control over religion to advance their \"hidden\" 
socio-religious agenda. Mesrob also doubted whether AKP 
would be able to undertake any bold initiatives regarding 
either its minority populations or relations with Armenia 

until after the lraq situation is resolved. 


Comment 

7. (C) Much of what Mesrob said about the differences between 
the minority religious communities tracks closely with what 

we have observed. Of the three major communities 
(numbering only a few thousand) have been the quickest (and 
often only) ones to ask for our help in addressing property 

and religious training issues. The Jewish community 
(numbering about 22 

non-confrontational style 

to meet the needs of their community. Perhaps because they 
are faced with such sensitive and unresolved issues (i.e. 
\"genocide\" and Turkish-Armenian reconciliation) and because 
they are caught between Armenia and the Armenian Diaspora 
the one hand 

Turkish population 

here has been careful to deal with their local problems 
themselves without appealing for international assistance. 

At the same time 


¿ang Region is now free of opium. So is northern Shan State from Kutkai to Muse. According to UNC 
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relations and have cooperated on a number of issues. Most 
recently 

Turkey\'s EU aspirations. Mesrob claims that they had planned 
to make a joint trip to European capitals before Copenhagen 
but in the end he made the trip alone (Note: His initiative 

was widely reported and well-received in the Turkish media. 
End Note). 
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governments interventionist zeal and the private 
sector\'s need for higher prices. Mandiwanza employed the 
same strategy in gaining a devaluation 

\"export support mechanism.\" He was less successful in 
arguing for liberalized fuel prices and import licenses 

as inflation fears cut the proposed price increase by two- 
thirds. In these and any other matters of economic 
policy 

government officials have a very steep learning curve. 
Businesses are more accustomed to getting their way 
through quiet 

interlocutors still fear for themselves and their 

families if they stick their necks out too far 

the government/business relationship remains uneasy. 


Comment 

4. (SBU) As we have reported (ref) 

successfully implemented devaluation and higher fuel 
prices. These are arguably the first positive 
macroeconomic developments in over a year 

several roundtable participants had a hand in. If the 
GOZ wants to turn around this economy 

still just in the first inning. Further reforms will fan 
popular discontent 

GOZ repression. 


5. (SBU) The businessmen want desperately to approach 
economics in isolation from politics 

kind of neutral 

might in the U.S. Most businesses bent over backwards to 
avoid any appearance of supporting the opposition\'s 
stayaway on March 19-20 

it either. At a time when the public-private sector 
dialogue is advancing 

merit. Ultimately 

in government 

economic growth and stability from political legitimacy 
human rights and rule-of-law -- economic-political 

linkage that both the African Growth and Opportunity Act 
(AGOA) and New Partnership for Africa's Development 


an information from the Ministry of Fisheries and Ocean Resources (MOFOR). According to the MOF 
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(NEPAD) underscore. Participants at the lunch -- the 

elite of indigenous businessmen -- are increasingly 

cognizant of the linkages and the need for Zimbabwe to 
reengage internationally with its traditional economic 
partners. PGVs Mujaji said his participation at this 

moment in an American Embassy lunch was intended and will 
be read as a signal by the GOZ. 


6. (SBU) At the lunch 

governance and lack of respect for human and civil 
rights. We praised the businessmen for their success in 
achieving several positive economic steps 

that the economic crisis could not solved without also 
addressing Zimbabwe\'s political crisis 

half the population is alienated from the Government. 
Sullivan 
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DOMINATED COVERAGE IN UAE MEDIA. IN AN AL KHALEEJ\" ARTICLE 
HASSAN MADAN ALLEGED A DOUBLE STANDARD IN U.S. POLICY TOWARDS 
POWS. UNDER THE HEADLINE \"THE DILEMMA AND FEAR 

EDITORIAL NOTES THAT U.S. FORCES ARE PLANNING TO USE BANNED 
WEAPONS 

NAZI LEADERS. END SUMMARY. 


2. DUBAI TV FINISHED A 12-HOUR TELETHON EARLY MORNING 3/26 AFTER 
RAISING NEARLY 49 MILLION AED ($14 MILLION) FOR HUMANITARIAN AID 

TO IRAQIS 

SYRIAN FILM STARS. ALL VOICED STRONG OPPOSITION TO THE WAR 

ONE UAE OFFICIAL CALLING ON \" THE INTERNATIONAL COMMUNITY TO STOP 
THIS AGGRESSION\" AND ON \"THE AMERICAN AND BRITISH AMBASSADORS TO 
REPORT THE FEELINGS OF THE PUBLIC HONESTLY." 


3. UNDER THE HEADLINE \"THE CASUALTIES OF WAR 
ENGLISH-LANGUAGE DAILY "GULF NEWS\" EDITORIALIZED 3/26: 


V... YET SOME DAYS LATER 

MET AND COUNTERED WITH GREAT DIFFICULTY. EXPECTATIONS OF HORDES 
OF GLEEFUL IRAQIS WELCOMING THE VLIBERATING TROOPSY WITH BOUQUETS 
AND SWEETMEATS HAVE FAILED TO MATERIALISE 

WEAPONS OF MASS DESTRUCTION ALLEGEDLY HELD BY THE IRAQIS ...\" 


4. UNDER THE HEADLINE \"THE DILEMMA AND FEAR 
BUSINESS-ORIENTED \"AL BAYAN\" EDITORIALIZED 3/26: 


V... DURING THIS DILEMMA (FOR THE U.S. MILITARY) 

FROM TRUTH THAT U.S. FORCES MIGHT USE VDESTRUCTIVE METHODSV 
OUTSIDE NORMAL WAR PLANNING. SOME REPORTERS MENTIONED YESTERDAY 
THAT THE U.S. FORCES USED CLUSTER BOMBS ON BASRA ... WHAT IS 
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FRIGHTENING IS THAT THE AMERICANS HAVE BEGUN TO CONSIDER USING 
MILITARILY BANNED MATERIAL 

AWE\' WILL NOT ONLY HIT IRAQ AND THE ARABS BUT THE WORLD AS A 
WHOLE.\" 


5. COMMENTING ON THE U.S. PLANS TO REMOLD THE REGION 
BASED PAN-ARAB DAILY \"AL-KHALEEJ\" EDITORIALIZED 3/26: 


V... IN PALESTINE 

AMERICAN WEAPONS. IN IRAQ 

LIQUIDATION IS BEING WAGED AGAINST THE IRAQI PEOPLE USING ISRAELI 
WEAPONS ... THE REGION IS BEING REMOLDED WITH ARAB BLOOD WHILE 
ARABS ARE WATCHING AND COUNTING THE MISSILES THAT FALL ON IRAQI 
PEOPLE 

FALLING ON THE PALESTINIANS.\" 


6. DESCRIBING THE IMAGE BUSH PAINTS FOR THE U.S. 
AYSHA SULTAN WROTE IN \"AL BAYAN\" 3/25: 


V... THE PICTURE THAT PRESIDENT BUSH DRAWS FOR THE U.S. IS AN 
EXTREMELY UGLY IMAGE OF A COWBOY DRUNK WITH THE IDEA OF 
TYRANNICAL POWER. THIS HAS LED HIM TO IMAGINE THAT HE CAN DO 
WHATEVER HE WANTS TO WHOMEVER. AMERICANS THINK THAT THE ARAB 
WORLD AND IN PARTICULAR 

BY SAVAGE ARAB TERRORISTS 

THE PROPHECY AND STABILITY OF AMERICA AND THE WELL-BEING OF 
AMERICANS ... OH PEOPLE OF IRAQ: YOU ARE TURNING 

THE (ARAB) NATION 

TANK; CULTURE CONFRONTING DEATH; CIVILIZATION CONFRONTING A 
TOMAHAWK; AND A HUMAN BEING FACING EXPULSION. YOU ARE STANDING 
LIKE AN ARROW IN THE DESERT 

YOU 


7. ALLEGING A U.S. DOUBLE STANDARD IN THE TREATMENT OF POWS 
COLUMNIST DR.HASSAN MADAN WROTE IN VAL KHALEEJV 3/26: 


V... THE U.S. IN PARTICULAR SHOULD BE THE LAST TO DISCUSS RESPECT 

OF THE GENEVA CONVENTION REGARDING POWS. THE U.S. IGNORED AND IS 
STILL IGNORING ALL THE OBJECTIONS OF THE INTERNATIONAL COMMUNITY 
AND HUMAN RIGHTS ORGANIZATIONS IN THE TREATMENT OF THE ARABS AND 
NON-ARAB PRISONERS SHIPPED TO GUANTANAMO BAY IN CUBA. THEIR 
TREATMENT IS A HUMILIATION OF ALL HUMAN DIGNITY ...\" 


8 COMPARING GEORGE BUSH TO NAZI LEADER HERMAN GOERING 
COLUMNIST NICKNAMED ABU KHALDOUN WROTE IN \"AL BAYAN\" 3/26: 


V... DURING THE TRIAL OF THE NAZI LEADER HERMAN GOERING (HITLER\'S 
DEPUTY) 

HE ANSWERED: THE NORMAL MAN IN THE STREET AND ALL PEOPLE OF ALL 
NATIONS DO NOT WANT WAR 

DECIDE A NATION\'S POLICY ... PRESIDENT GEORGE BUSH 


‘aq. Locally based media were with the Ambassador at each stop and provided wide and positive cov: 
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CAMPAIGN TO PREPARE FOR THE INVASION OF IRAQ 

METHOD REVEALED BY THE NAZI LEADER IN THE NEUREMBERG TRIAL. HE 
ANNOUNCED FROM THE FIRST DAY OF MOBILIZATION: VWHOEVER IS NOT 
WITH US IS AGAINST US\' AND CREATED A SITUATION OF ANXIETY AND 
FEAR AMONG THE AMERICAN PEOPLE ...\" 


9 MARIAM ABDULLAH WROTE IN HER DAILY COLUMN IN \"AL-BAYAN\" 3/26 


V... IRAQVS ACCEPTANCE OF THE CHALLENGE (OF THE WAR) WAS THE 
GREATEST AND MOST WONDERFUL OPTION THAT HELPED TO RESTORE PART O 
OUR WOUNDED DIGNITY AND ALLOWED US A RARE OPPORTUNITY TO SEE A 
VITAL PART OF OUR (ARAB) ENTITY RESISTING 

AND REJECT A DRINK FROM THE CUP OF HUMILIATION ...\" 
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the strong anti-war sentiments of the public." Also making 
appearances were an Iraqi Sunni cleric 

and \"Raghda 

the Iraqi regime (many in the Iraqi expat community here claim 
she is one of several Arab entertainers on Saddam\'s payroll). 
Al-Qubaisi called on Arabs to rise up against the 
American/British \"jtiyah\" (invasion) and at one point 
collapsed into tears 

map of the Arab world with Iraqi blood.\" (Comment: This 
telethon 

during the Israeli incursion into Jenin 

leadership as an effective tool for containing public anger and 
frustration. End Comment.) 


7. (C) ECON also reported that hawala remittances to Iraq from 
UAE residents had stopped due to difficulties in transferring 
money since the onset of hostilities. 


8. (C) Currently on spring break vacation 

Community School will resume classes on Saturday 3/29. The RSO 
reported that the buses used for ferrying Embassy children will 

not be used for four days after class resumption as a 

precautionary measure. On the fifth day 

used 

patterns. 


9. (C) RSO reported that on 3/25 
country of Georgia were questioned by local police after they 


I U.S. military base closings in Germany, Iraq, US- EU issues, and counter-terrorism and security iss. 
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attempted to photograph the Embassy compound. The RSO informed 
the journalists that photographs of the Embassy were not 

permitted and referred them to the UAE Ministry of Information. 

10. (S/NF) ORCA reported that there continue to be reports of a 
possible chemical attack on Americans or U.S. interests 

worldwide. Although reporting specific to the Gulf continues 

there have been no threat reports specific to the UAE. 


11. (U) PAO reported that Abu Dhabi TV will feature a live 
interview with Secretary Powell this evening conducted by 
correspondents from Abu Dhabi TV 

Satellite TV. 


12. (C) PAO indicated that 

government-owned Al-Ittihad 

balanced in their reporting on the war. PAO will engage with 
the press to encourage more balanced coverage. 


13. (U) Abu Dhabi Iraq Task Force/EAC will reconvene at 
1000 local time 


14. (U) lraq Task Force/EAC members in attendance included 
AMB 
ADMIN 
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(6 cents) less per liter than industrial and V'upper class\" 
purchasers and will receive rationing coupons allowing them 
to purchase up to 10 liters of kerosene per month. However 
no criteria have been established yet for \"middle and lower 
class\" designation 

Commerce and Supply told Political FSN that 

coupon would likely be provided to every family that requests 
one 


3. (U) Prior to the price hike 

substantially higher than those in Nepal. In towns along the 
border 

Nepali rupees (14 cents) higher than in Nepal. The price of 
a liter of diesel was approximately 10 Nrs (13 cents) higher 
and the cost of a liter of petrol was approximately 4.5 
rupees (5 cents) higher. Since Nepal imports fuel 
exclusively from India 

NOC to post monthly losses running into the hundreds of 
millions of rupees 


1ary: On Saturday morning February 15, 2003, President Olusegun Obasanjo invited approximately ! 


: GOI HAD NOT CONSIDERED AN INTERVENTION AND WOULD NOT DEPART FROM THE COM 
sV vote to temporarily suspend the retaliatory 35 percent tariff on Honduran goods, after three years, ' 
19 in Paris March 24-26: William de Laat (Head of Delegation) Office of Critical Infrastructure Protec 


rcation via a binational border commission but progress has been stymied due to outdated maps. Th 


:ontained reftel A concerning the U.S. candidacy for election to the UNESCO executive board to Jean 
S) Canada shares our strong concerns about the North Korean and Iranian nuclear programs, and bi 
i's impending re-entry to UNESCO. She stated GOT will give due consideration to Turkish support o 


of March 10. Both sides gained insight into opportunities for future cooperation through the talks. WI 
1ews and niece of Father Nguyen Van Ly, have been arrested and are under investigation. They will r 
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seeking a price increase for the last eight months. 


RUMORS ABOUND; SO DO REAL PROBLEMS 


4. (U) Media reports stating that the NOC was in dire straits 
convinced companies that a severe price hike was in the 
offing. As a result 

consumers purchased excessive amounts of fuel 

already holding large stockpiles. Domestic consumers 
worried by the same reports as well as by media-fed rumors 
that the war in the Gulf will further restrict supply 

up outside fuel stations to purchase far more than usual. In 
addition 

across the border for resale at Indian prices. Consumer 
hoarding and the artificial demand from India were depleting 
the already small petroleum reserves 

days worth of fuel 


5. (U) To try to check \"panic buying\" among consumers 
March 22 the GON decided to place restrictions on the number 
of vehicles allowed on the roads. Cars with even-numbered 
license plates were allowed to travel on even-numbered days 
and odd-numbered vehicles on odd-numbered days. However 
March 26 

enforcement of the restrictions 

the measure\'s legality. 


HALF A SOLUTION IS BETTER THAN NONE 


6. (C) Public concerns about the solvency of NOC were 
well-founded. On March 24 

(protect) 

events. According to Singh 

of funds 

the Indian Oil Corporation.\" The next payment 
purchases in February and March 

event of non-payment 

will cut off supply to Nepal. According to the acting chief 
of the NOC 

March 

(IRs) (19.5 million USD) to the IOC 

payment of 450 million IRs (9.5 million USD). By April 15 
the amount due will be up to 1.8 billion IRs (37.8 million 
USD) 

million USD). The acting chief could not explain how the NOC 
plans to pay the remaining amount. 


7. (C) Following the price hike 
Managing Director of the NOC 


A ROME PLEASE PASS TO FODAG Ε.Ο. 12958: N/A TAGS: EAID, PREL, US, ZI SUBJECT: Humaı 
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increase has addressed the root of the problem 

selling price is now equal to the import price. However 
acting Chief of the NOC told PolFSN that the recent increase 
in price will simply reduce the corporation\'s losses 

that the corporation would be able to clear only partially 

its balance with the IOC. According to the acting chief 
Nepali corporation had been losing approximately 750-800 
million Nrs (9.6 - 10.3 million USD) per month; monthly 
losses will now be 100-120 million Nrs (1.3 - 1.5 million 
USD). 


COMMENT 


8. (C) The price increase for petrol products is likely to 
stretch the budgets of Nepal\'s middle and lower classes 

the measure was a necessary evil. NOC\'s mounting losses 
created an artificial situation in which kerosene cost less 
than mineral water. The country\'s continued fuel supply was 
at risk and its limited current supply 

was flowing back across the border. While the proposed 
two-tiered pricing system and rationing cards for kerosene 
may be an artful political dodge 

Nepal to bite the bullet now and raise prices across the 
board. If the two-tier system is implemented 

reduce the urgently needed revenue that the price hike is 
intended to generate 

its financial obligations. Crises like this weekVs will 

continue to arise as long as government subsidies continue to 
co-exist with a lengthy 

will continue to monitor the situation for potential 

political backlash 

directed solely at domestic actors. 
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the asset side of their balance sheets (stuffed with T-bills) 

look temporarily better as of Monday March 31. We agree that 
in general markets remain unhappy with the GOT 

ongoing concern with the GOTNs ability to comfortably 

roll-over debt in advance of large debt redemption dates 

(April 9 

of the top four Turkish banks are in Ankara in talks with 
MinState Babacan to express their concerns. State Bank Board 
Chairman Ocak told Econ Counselor March 26 that V'Istanbul 
remains furious with the GOT;\" he believes immediate credible 
steps are needed to repair market sentiment. 


4. (SBU) Comment: Nevertheless 
announcement on the war supplemental 


cepting refugees from Cote D, Ivoire. 2. Nuhu referred to Nigeria,s existing refugee camps, pointing 
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possibility of a good scenario based on two elements: the GOT 
repairing relations with IMF 

continuing to implement reforms; the reduced but still 

existing perception that the USG wont let Turkey\'s economy 
meltdown during the lraq war. End Comment. 


Progress on the IMF Fourth Review 


5. (SBU) IMF resrep briefed us this morning on the results 
of his March 25 evening meeting with Turkish Treasury U/S 
Oztrak. Resrep said if the progress continued 

foresee signing the LOI as early as mid-next week 

possible Board date as early as mid-April. 


-- Timing. Oztrak was pushing for signing the LOI this 
Friday 

billion debt redemption on April 9. Resrep said this was 
over-optimistic. If progress continued 

a positive statement on the Fourth Review in advance of the 
April 9 redemption. 


-- Macro-Economic Targets. Treasury asked the IMF to delay 
revising the program\'s macro framework until the Fifth 
Review 

Review. IMF staff was weighing this request. Current 
volatilities (market roller coaster 

projections 

argued in favor of postponing until the Fifth Review 

noted. But he wouldn\'t second guess the decision of IMF 
headquarters. 


-- Issues for Signing the LOI. If the IMF agrees to 
postpone revision of the macro-economic framework 

still at least two policy issues left to be resolved before 

the LOI can be signed 

identify the sources for the TL 4 quadrillion in spending 
delays announced on March 24. Oztrak said the plan is to 
pass the budget as planned on March 28 

days thereafter to issue a circular to all ministries 
indicating which expenditures must be delayed. For LOI 
purposes 

blocks must be reflected in the central government primary 
balances annex (there is a bimonthly performance criterion 
for this balance) 

until the Fifth Review. Second 


odullah Ocalan was visited March 12 for the first time since November 27 by his brother Mehmet and 
taling policy. If a whaling vote is presented under another convention, GOT will formulate a position c 
J) This is an action request. See para 4. 2. (S) DCM was contacted March 14 by CENTCOM POLAI 
. 12958: N/A TAGS: EAID, EAGR, AORC, PREF, EAGR, AORC, PREF, EAGR, AORC, PREF, KUNF 
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the pending investigations into the BRSA over the June 2002 
intervention of Pamukbank. 

-- Prior Actions for Finishing the Fourth Review. Resrep 
reported progress also on the four key prior actions. First 

the parliament would vote on the 2003 budget on March 28. 
Second 

bill 

budget and planning commission on March 27 (the prior action 
is passage through this commission). Third 

preparing two regulatory measures to address over-staffing in 
state enterprises (a Cabinet decree to cancel earlier decrees 
that prevent forcible retirements; a new schedule and 
strategy for eliminating redundant positions by year-end). 
Fourth 

the Competition Board currently wants to break up the 
tobacco and spirits units into smaller pieces 

privatization plan is to sell them as entire units to 

maximize buyer interest and GOT revenue from the sale. The 
World Bank is advising to proceed with the existing plan 
amend it later if the Competition Board\'s final ruling 

requires splitting up the privatization tenders. 


State Planning Chief Asserts GOT is Serious 
About Reforms 


6. (SBU) In a March 26 meeting with Econ Counselor 

Planning U/S Ahmet Tiktik said the government understood the 
need to take significant steps to bolster market confidence 

and was beginning to take those steps. Most important 

Tiktik 

announcement on TL 4 quadrillion of spending delays by 
freezing non-compulsory spending 

investments and certain transfers. He described this as a 
temporary 

reserves. Tiktik said the government would also try to 
accelerate structural reforms 

noted the precariousness of Turkey\'s financial situation and 
the lack of confidence among investors 

for bold action -- not just rhetoric -- in the coming days. 

We also suggested that the government consider steps outside 
of the IMF program -- such as accelerating telecom 
liberalization -- to demonstrate to investors that it has a 
long-term plan to promote growth and competitiveness 

addition to a short-term plan to avoid financial collapse. 
PEARSON 
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emotionally as Arabs to the death of Arab 


2MIC COUNSELOR, FOR REASONS 1.5 (B) AND (D) 1. (C) THE AMBASSADOR DELIVERED DE 
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civilians and the humiliation of a once- 
proud Arab state.\" 


2. (U) Emiratis would like the war to end as 
soon as possible and with a minimum loss of 
life. Several close contacts have urged us 
to keep Iraqi TV off the air. Our contacts 
don\'t understand why the U.S. has allowed 
the lraqi regime to get its message out in 
what has been a devastatingly effective 
propaganda campaign. While there is little 
doubt here that the coalition will 

ultimately prevail 

that we are losing the information war. 


3. (SBU) While we may not be able to turn 
the tide on the strong anti-American 
sentiment -- which predated this conflict -- 

we are taking steps to get our story on the 

air and in the papers. Our Public Affairs 
Office 

daily contact with the Iraq PD Task Force 

and CENTCOM with recommendations on how we 
can better shape our message. We are also 
disseminating information 

to the media and the public on coalition 
efforts. To help counter the slew of 
misinformation 

Arabic-speaking officers to engage 

informally with local journalists. At the 
appropriate time 

Arabic speaker 

members of the press to get the humanitarian 
story out. END SUMMARY AND COMMENT 


SLEEPLESS IN ABU DHABI: 
WAR WATCHING TILL DAWN 


4. (U) In the UAE 

world 

course of Operation Iraqi Freedom. Ina 
country where even newspaper deliverymen 
carry cell phones 

updates on their mobiles while others 
exchange text messages with the latest dark- 
humor jokes on the conflict. Families 
gather late into the night in front of the 
television set surfing the major Arabic news 
satellite channels 

Dhabi TV and Al-Arabiya. As one of our 


's Human Rights, Humanitarian Affairs and International Women\'s Equality Division, on March 12. N 
EVISED HONDURAS SUBMISSION REF: TEGUCIGALPA 560 1. (U) Revised Sensitive But Unclas 


vs OAS quota payment had not yet been discussed at DFAIT. In a follow-up discussion March 14, Bei 
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contacts put it 
everyone is up late watching TV.\" 


5. (SBU) Television is clearly having an 
impact on public opinion in the UAE. Senior 
Emiratis have expressed consternation at the 
disturbing and often gruesome visuals of 
dead 

being aired on Al-Jazeera. While there is a 
belief that the coalition forces will win 

the conflict on the ground in Iraq 

growing concern that we are losing the 
information war across the entire Arab 
world. As a well-connected Sharjah notable 
put it to Dubai Consul General on March 25: 
\"Get the cameras out [of Iraq].\" 


AGREEMENT THAT SADDAM MUST GO 
BUT RESIGNATION TURNING TO 
ANGER AS CASUALTIES INCREASE 


6. (U) Among elites 

recognition that Saddam Hussein must go 

in this regard 

with us (in a way that they are most 

definitely not on the Palestinian/Israeli 
conflict). However 

because they fear that the daily bombardment 
of negative images will make it impossible 

to support a goal they believe in -- getting 

rid of Saddam. 


7. (U) As the days go by and the number of 
Iraqi civilian casualties increase 

contacts focus is shifting from the 
suffering of the Iraqi people at the hands 

of Saddam Hussein and 12 years of sanctions 
to the perceived suffering of the Iraqi 
people as a result of coalition bombing. 
There is a general disbelief that bombs 
dropped in Baghdad are hitting only 
strategic targets. Rather 

that \"what the U.S. is doing is brutal -- 
bombing the people.\" 


8. (U) The specter of an Arab country under 
attack has brought to the fore an emotional 
identification with fellow Arabs and 

Muslims. An Emirati banker stated: 


E TO DEVELOP AN ALTERNATIVE PRODUCT FOR THE SECURITY COUNCIL HAD HIT A DEAD | 


JESA E.O. 12958: N/A TAGS: ELAB, PREL, PHUM, PGOV, SOCI, CVIS, TC SUBJECT: ANOTHER 
ient of any formal UAEG response when received. WAHBA 
afternoon of March 12 that Kuwaiti production reached 2.4 mmbd. The source noted that Embassy : 


FAED). Kuwait will be represented at the Forum by Hisham Al-Waqayan, KFAED Deputy Director Ge 
I TALKING POINTS (REFTEL A) FOR THE AFGHANISTAN HIGH-LEVEL STRATEGIC FORUM (AH 
Foreign Minister Marwan Muasher, urging that the GOJ support publicly the Atlantic SummitVs forthc 
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\"Baghdad is the historical capital of Arab 
culture and civilization. It is being 

attacked and occupied. It is disgraceful 
and shameful 

civilian casualties in Basra] are 

horrifying.\" These sentiments are not 
shared by the large Iraqi expatriate 
community. An Iraqi physician downplayed 
the anti-American hype in the Arab media as 
a throwback to the cold war when the press 
was state-controlled. 


FEAR OF ALONG 


9. (U) Our interlocutors\' general 

impression before the war was that the 
operation to remove Saddam Hussein would be 
quick and painless. Instead 

they see on television 

impression is that coalition forces are not 

much closer now to removing Saddam Hussein 
than they were on Day 1. Many are comparing 
this conflict unfavorably to the 1991 Gulf 

War 

only 100 hours. 


10. (U) Prominent interlocutors believe 

that a long 

untold negative consequences to regional 
economic and political stability. Their 
unified message: VHurry up and get it over 
with.\" (Comment: In this regard 

from the White House and CENTCOM preparing 
Americans for a long conflict 

necessary for managing the expectations of 
the American public 

for the coalition but in the long term will 
serve to lower expectations. End comment.) 


11. (U) This cable was coordinated with 
ConGen Dubai. 


WAHBA 
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attitudes!” of certain institutions 

organizations 

Turkey\'s position 

countries who feel threatened by the efforts of the Turkish 


AIN INFORMATION ON REGULATIONS FOR IMPORTATION OF RE-MANUFACTURED, REBUILT, 
: PROGRAMS FOR VULNERABLE IRAQIS IN JORDAN ADMINISTERED BY THE INTERNATIONA 


'd March 17, 2003 indicating Vietnam\'s support for general and complete disarmament, the need for 
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forces 
developments in northern Iraq. 


4. (C) Comment: Ozkok\'s statement stands on its own. 
Seeking further elaboration at this time could expose 

divisions within TGS or with the GOT. We recommend that the 
USG refrain from asking the Turks to elaborate on Ozkok\'s 
statement before SPE Khalilzad returns to Ankara for his 
March 29 meetings with the Turks. 


5. (U) Amb. Khalilzad has cleared this message. 
PEARSON 
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military at that time. 


3. (C) Both Bildaci and Latifov said they were also concerned 
that V'construction support" would be delayed because of the 
war. For example 

construction support camps along the pipeline route. 
However 

as portacabins 

by the U.S. and Turkish militaries 

create shortages and delays. 


4. (C) The Turkish Petroleum Agency's (TPAOVs) General 
Director for International Projects Orhan Duran told econoff 
March 26 that the Iraq Operation had thus far not had a 
significant impact on BTC 

Duran said as long as the Iraq Operation did not affect 
TPAO\'s domestic oil production -- which he did not expect 
would happen -- or cause oil prices to fall below USD 18-20 
per barrel 

Turkey or the region. 

PEARSON 
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irresponsible\". Other lead stories continue to focus on 
developments in the war on Iraq 
Editorial Commentary 


-- VThe injustice of our kinfolk\" 


Center-left 
editorializes: V'Yesterday was a sad day for us in Jordan 


augmented fiscal balance including onlending and capital costs of reform. These numbers come fro 
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as we saw Iraqi officials fall in the trap of the 
psychological war that is being launched and set up by 
those who are upset by Jordan\'s firm nationalistic stand 
towards Iraq. Those officials started to believe rumors 
and accepted to be part of the skepticism that is 
targeted against IraqVs morale. They forgot how much 
Jordan suffered for the sake of their cause over the past 
two decades.\" 


-- \"Jordan and Iraq 


Daily columnist Bater Wardam writes on the op-ed page of 
center-left 

\"We do not need to defend Jordan 

record is sufficient to speak in defense of itself. The 
Jordanian leadership and people have always been real in 
their support for Iraq in times of crisis.\" 


-- \"Shock and awe\" 


Daily columnist Fahd Fanek writes on the back page of 
semi-official 

\"The political and military planning for the war was 

based on the idea that the war would be quick and fast 
whereby lraqi cities would fall one after the other 

no one thought that Umm Qasr would be difficult to 
overcome. The aggressors expected that the Iraqi people 
would welcome them with open arms as the liberators and 
not as occupiers 

they really are. The current war is not equal 

is a clear technological superiority on the American 

side. Yet 

power 

fighting hard in defense of their land and their dignity. 
Why would the American soldiers fight so that American 
companies can take over the oil 

superiority is entrenched and strengthened?" 

GNEHM 
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possible 

steer clear of open political engagement. 


Sullivan 
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manner from his house in Amman and beat him up 

war criminal. They did so while all the faithful and the 
righteous Arabs view the lraqis with pride. This makes me 
wonder: O Brothers 


ARD GNEHM FROM DR. SALAH EDDIN AL-BASHIR, MINISTER OF INDUSTRY AND TRADE QUO 


is the largest in the UAE. End note.) The march was organized by the Emirates National StudentsV L 
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U.S-British-Zionist enemy?" RamadanVs subsequent TV 
appearance also singled out Jordan for criticism for 
\"fulfilling\" a U.S. demand to expel Iraqi diplomats when 
other Arab states had not 

off supplies of oil when 


2. (C) These twin Iraqi broadsides forced the GOJ into a 
defensive crouch while it engaged in damage control with the 
Jordanian public. FonMin Muasher held a press conference 
broadcast live on Jordan TV (refs c and d) on the evening of 
3/25 in which he reiterated the GOJVs explanation that the 
five Iraqis in question were expelled for security reasons 
and that the Iraqi government is \"fully aware\" of those 
reasons. He went on to say \"If there is Iraqi insistence to 
consider the expulsion of the diplomats a U.S. dictate or to 
make any other accusations 

security considerations that will not please any Jordanian or 
Iraqi citizen. V 


3. (C) Muasher''s statements make clear GOJVs extreme 
sensitivity to the accusation that it is acting at the behest 
of the U.S.. It has sought to make the case that its actions 
were solely for the protection of Jordan and in no way were 
in the service of the U.S. In this formulation 

the action it did not as part of the global U.S. effort to 
close down Iraqi diplomatic missions 

to the Jordan-specific actions (or planned actions) of the 
individuals in question. To underline the point 

stated that King Abdullah is ready to receive new Iraqi 
diplomats and the Iraqi embassy will not be closed. 


4. (C) Following his press conference 

Ambassador to ask if the Ambassador could publicly 
acknowledge that the U.S. had not requested the expulsion and 
reinforce MuasherVs public statement that the GOJ\'s actions 
were based on its own criteria. The Ambassador declined 

said that 

concerns and simply refer to the GOJ any questions about 
their actions. 


5. (S/NF) According to ORCA 

intelligence agents for expulsion 

status and two who worked for an Iraqi trade office in Aqaba. 
GID confirms that three of the five accredited as diplomats 
have been removed. With regard to the two Aqaba trade 
officials 

3/26 

GID detained two Iraqi Airways personnel suspected of being 
IIS officers. Their situation as of 3/26 is not clear. ORCA 

is working with GID on these issues. 


, FRENCH, AND RUSSIAN JOINT DECLARATION ON IRAQ AS AN ANNEX TO ALETTER TO THE 
DIPLOMATIC ADVISOR, AMBASSADOR GIOVANNI CASTELLANETA, PROVIDED DCM WITH E 
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6. (C) This small tempest in a much bigger storm highlights 
the dangers the GOJ sees lurking as it awaits the \"tipping 
point" when a U.S. military victory and clear signs of lraqi 
public happiness with the fall of Saddam transform public 
opinion here. Until that point 

Jordanians root for Iraqi resistance 

weave as much as it can to avoid connection with U.S. 
military actions in Iraq. 

GNEHM 
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demonstration ended peacefully when the crowd moved on to the 
Spanish Embassy. Police presence was adequate to ensure the 
protection of USG property and personnel. 


3. COMMENT: Despite its opposition to the war in Iraq 
Liberal Party avoided any involvement in the demonstration. 
One leader said \"we are anti-war 

Palmer 
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4. (SBU) According to DOT officials 

Nigeria 

approve service under the Open Skies Agreement. The DOT 

provided a letter to the Ministry in late February stating that World 
Airways is \"fit 

repeated attempts by Post to arrange a meeting between Minister Chikwe 
and World Airways in late February and early March 

unavailable (often campaigning with the President) 

Ministry of Aviation was also unable to provide information to the 
Embassy or World Airways concerning the application process. The 
Ambassador then met with President Obasanjo on March 7 to discuss 
World Airways\' approval request. During the meeting 

solution to the problem was for World Airways to find another tour oper 
(Comment. Based on our conversations with World Airways officials over 
last two months 

End Comment.) 


although rife with alien and drug smuggling, has no indications of being a country of origin, transit, or 
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5. (SBU) During a March 11 meeting with Ambassador Jeter and visiting 
Deputy Assistant Secretary of Transportation Joel Szabat 

and Jeter expressed concern over the Ministry\'s delay in approving 
World Airways service 

agreement should be granted with \"minimum procedural delay.\" Szabat 
stressed that the USG had fulfilled its obligation by designating World 
Airways an approved carrier. (The Notice of Designation was transmitte 
via Diplomatic Note in August 2001 

February 2003.) 


6. (SBU) DAS Szabat reminded the Minister about the importance of 
faithfully honoring the bilateral air agreement and encouraged Chikwe 

to set a good precedent for other U.S. carriers potentially interested 

in beginning direct service to Nigeria. Should World Airways face too 
many difficulties in securing landing rights 

carriers would not look favorably on doing business in Nigeria. 

Kevin Sample 

approval of the now suspended Nigeria Airways wet lease agreement with 
Atlanta Icelandic had taken less than 24 hours. 


7. (SBU) During the March 11 meeting 

World Airways\' alleged procedural failings. She criticized World Airwa 
for not notifying the Ministry before the airline began 

advertising the new service. According to the Minister 

should have approached her in person with the appropriate paperwork 
before going public and advertising the service. Minister Chikwe also 
questioned World Airways\' choice of business partner 

whose company is responsible for advertising and selling tickets. 
Obafemi had been involved in a failed deal with the National Aircraft 
Maintenance Project 

reminded the Minister that the question about the ticketing agent was 
in no way related to the issue of Nigeria\'s respect of its bilateral 
commitment to the USG. 


8. (SBU) The Minister next tried to link its approval of World Airways 
with Nigeria\'s attainment of Category | status. This FAA top safety 
ranking 

fly its planes and crews to the United States. Chikwe said she would 
find it much easier to approve World Airways after Nigeria obtained 
Category | status. Both Szabat and the Ambassador made clear that the 
two issues cannot be linked 

our bilateral agreement whereas the Category | standing depends on 
NigeriaVs ability to pass an international aviation safety assessment. 


9. (SBU) By the end of the March 11 meeting 


of disturbance, there appears to be no disruption in oil production at this time. End Summary. 2.As 


1 data set received from Kuwait Petroleum Corporation afternoon of 3/17/03. Explanatory comments 
0844 1. Reftel requested a pre-license check to determine the reliability of Misr Co. for Mechanical a 
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said she still supported the deal and would put the issue before the 
Federal Executive Council after she received a recommendation from the 
NCAA and the Nigerian Airspace Management Agency (NAMA). 


10. (SBU) Now that the Minister has met World Airways staff and vented 
her frustration 

reality. However 

may not be willing to admit defeat so easily. Her personal grudge 
against World Airways\' ticketing agent 

although she assured the Ambassador that the two had 

reconciled. ChikweVs animosity towards Obafemi is compounded by her 
unfamiliarity with World Airways 

deal waspossibly another swindle. 


JETER 
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amongst the Iraqis 

message into Iraq alongside our forces. Gen. Garner 
confirmed that multiple efforts are being made to ensure the 
Iraqi people are fully aware of U.S. reconstruction plans 
including leaflet drops and radio broadcasts. In addition 

he said 

soon as they enter lraq. 


5. (C) Building on this concern 

U.S. avail itself of Iraqi oppositionists to help spread the 
U.S. message inside Iraq. He said that the Shiite Supreme 
Council for the Islamic Revolutionin Iraq (SCIRI) 

particular 

been \"sidelined.\" V'The time for fighting back" against Iraqi 
propaganda was now 

utilize SCIRI to do so 

the fighting back should be carried out by lraqis 

\"You need to choose the right instruments to accomplish your 
goals.\" 


6. (C) Confirming an announcement that had been made in the 
press earlier in the week 
treating Iraqis injured in the fighting at Umm Qasr in a 


merican citizen, was killed, as was William Seville, a Canadian, and Anam Al-Qubati, a Yemeni. Anot 
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field hospital it had set up on the Kuwaiti side of the 

border at UNIKOM\'s old HQ at Camp Khor. In addition 

has already provided humanitarian aid 

onto a ship waiting to enter Iraq at Umm Qasr. Dr. Mohammed 
said Kuwait is interested in publicizing its efforts 

indicated he would appreciate it if the Ambassador and Gen. 
Garner kept Kuwait in mind should opportunities for publicity 
arise. 


7. (U) Gen. Garner has not cleared this message. 
JONES 
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events that were at times \"overwhelming\" 

market is still hoping for a short war. Airport authorities 
said that traffic was getting back to normal 

is no service at present to or from Kuwait. Jordan Telecom 
said that both the mobile and fixed-line networks were 
operating smoothly 

installing additional phone lines at the camps near 
Ruweished. 


7. (SBU) Medecins Sans Frontiers (MSF) sent a two truck 
convoy (driven by Jordanian nationals) into Iraq at 0900 

local time March 26. MSF sent convoy information to the HOC 
OCHA and DART/Amman. We passed the information to 
appropriate military officers and the HOC. MSF was advised 
that the road was not secure and that travel at this time 

would be extremely dangerous. MSF elected to proceed. The 
Iraqi side of the border is controlled by Iraqi officials 

who allowed the convoy to enter Iraq. The convoy\'s 
destination is Baghdad. 


8. (SBU) IOM reports that there were no/no arrivals at the 
Iraq-Jordan border over the last 24 hours. There are 
currently 169 TCNs resident in the transit camp. Still no 
sign of Iraqi refugees/asylum seekers. 


9. (SBU) Horrible weather conditions (50-km/hr winds 
sandstorms) have ground IOM repatriation efforts to a halt. 
IOM reports that TCNs are unable to even open their tents 
without the tents blowing over. The rubhall and several 
unoccupied tents have blown away. IOM and the Jordan Red 
Crescent are trying to fortify tents and have requested 1 
additional spikes from UNHCR. IOM canceled today\'s planned 
repatriation of five Sudanese nationals and will not 

reschedule until weather conditions improve. 


received from Kuwait Petroleum Corporation afternoon of 3/18/03. Explanatory comments follow at p 


‘ington. Reasons: 1.5 ( B) and (D). Summary -------- 1. (C) Amajority of businesses in Harare and ot 
ly agreed that a UNGA emergency special session on Iraq would serve only to intensify and highlight 
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10. (SBU) UNRWA and IOM officials confirmed that the 20 
Palestinians previously held at the no-manVs land at the 
border were moved into the transit camp on March 25. Two 
members of the group are Jordanian citizens but have elected 
to stay with their families in the transit camp until their 
situation is resolved. UNRWA visited the group yesterday and 
determined that 1 person does not qualify as an UNRWA 
refugee 

under review. UNRWA cautioned 

status will not affect the PalestiniansY ability to enter 

Jordan -- that decision is up to the GOJ immigration 
authorities alone. GOJ authorities have indicated to UNRWA 
and IOM that they plan to hold the Palestinians in the 

transit camp indefinitely. 


11. (sbu) Jordan papers were dominated by lead articles 
rejecting Iraqi charges against Jordan and columns defending 
the country\'s record as pro-Arab. Other editorials 

reiterated their belief that the quick coalition victory that 

some expected has not been achieved because Iraqis are 
defending their homeland while American and British soldiers 
are only \"fighting for oil.\" 

GNEHM 
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people moving from their homes to traditional villages or 
small camps and then returning to towns and cities 
depending on their interpretation of the security situation. 


4. UNICEF\'s Northern Iraq Field Representative provided 
more current information on population movements in northern 
Iraq to the DART. According to UNICEF 

swelled in the days following the onset of the conflict 

as many as 600 

the Turkish or Iranian borders. Within days the displaced 
returned to their homes. There are now reported to be 

250 


5. UNICEF also reported that authorities and aid agencies 

in northern Iraq are prepared for new displacements. 
Eighteen campsites have been identified 

buildings have been identified as collective centers if 
necessary. UNICEF stocks have been moved to safe areas. 


6. On 24 March 
that people have begun returning to Sulaimaniyah from their 
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temporary settlements in the hills. He said that shops and 
markets in the city are reopening. MCI also stated that 
there was some concern about IDPs from Dohuk reportedly 
living in inadequate conditions exposed to the elements. 
More current information from Dohuk indicates that some 
people have now returned to their homes but their close 
proximity to Musol 


JONES 
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REPORT; PARTY LEADERS THEN HAD FIVE MINUTES EACH TO RESPOND. 
PM RACAN\'S \"REPORT\" TRACKED CLOSELY WITH THE POSITION HE 
RELAYED PRIVATELY TO THE AMBASSADOR IN THEIR MARCH 24 MEETING 
(REFTEL). RACAN REPEATED HIS EXPRESSION OF \"REGRET\" AT THE 
LACK OF INTERNATIONAL COMMUNITY UNITY OVER IRAQ. HE PUBLICLY 
ANNOUNCED HIS GOVERNMENTYS READINESS TO SUPPORT INTERNATIONAL 
EFFORTS IN HUMANITARIAN ASSISTANCE 

RENEWAL OF IRAQ. RACAN CALLED FOR A \"REVITALIZATION\" OF UN 
AND OTHER INTERNATIONAL BODIES AND SAID THAT THE UN SHOULD 
HAVE THE LEAD IN REBUILDING IRAQ. 


2. LEADERS OF COALITION PARTIES GENERALLY BACKED THE GOC. 
VESNA PUSIC (HNS) SAID THE GOVERNMENT SHOULD BE PLEASED WITH 
DEVELOPING AND THEN STICKING TO A CONSISTENT POSITION. 
DIFFERENCES WITH THE USG HAVE BEEN EXAGGERATED; THE ONLY 
IMPORTANT DIFFERENCE WAS CROATIAYS DECISION NOT TO BE LISTED 
AS A MEMBER OF THE COALITION SUPPORTING MILITARY ACTION IN 
IRAQ. JOZO RADOS (LIBRA) SAID THAT THE LOCAL MEDIA HAS 
EXAGGERATED DIFFERENCES BETWEEN THE AGREED GOC LINE AND 
PRESIDENT MESIC\'S SPEECH. ZLATKO KRAMARIC (LS) SAID 

CROATIAVS POSITIONS ON THE EU AND THE U.S. MUST BE REDEFINED 
HOPED THAT THE U.N WOULD NOT REGRESS TO THE LEAGUE OF 
NATIONS 

VOUR REGION." LUKA TRCONIC (HSS) EXPRESSED CONCERN ABOUT 
DAMAGE DONE TO THE UN 

RELY. 


3. THE OPPOSITION REACTION TO THE PM\S REPORT WAS MIXED. 
THE HDZ -- THE ONLY PARTY TO PUBLICLY SUPPORT THE USE OF 
FORCE TO DISARM IRAQ -- DID NOT USE THEIR RIGHT OF REPLY. 
HDZ WHIP VLADIMIR SEKS SAID HIS PARTY HAD PUBLICLY SHARED 
ITS VIEWS ON THE IRAQI CRISIS AND HAD NOTHING TO ADD TO ITS 
POSITIONS.\" DC PRESIDENT MATE GRANIC CRITICIZED A LACK OF 
COORDINATION BETWEEN THE GOVERNMENT AND PRESIDENT MESIC ON 
IRAQ 
SECURITY COUNCIL HAD NOT BEEN USED TO ADDRESS THE ISSUE. 
GRANIC COMMENDED THE HIGH LEVEL OF UNITY THAT THE GOVERNMENT 
AND MOST POLITICAL PARTIES REACHED ON THE NEED OF UNSC 
APPROVAL OF THE MILITARY ACTION. IDS LEADER DAMIR KAJIN 
ACCUSED PRESIDENT BUSH OF \"LOSING TOUCH WITH REALITY\" AND 


VS MEETINGS WITH GOT AND HUMANITARIAN ORGANIZATIONS REF: E (U) Classified by De; 


3 IN JORDAN (MONITORING REPORT SUBMITTED REFTEL), FSN REFUGEE ASSISTANT VISITE 
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STARTING A \"UNILATERAL\" ACTION THAT WILL PRODUCE MORE 
ANTI-AMERICANISM. 


4. DRAZEN BUDISA (HSLS) SAID THE GOVERNMENT SHOULD 
RECONSIDER ITS FOREIGN POLICY GOALS IN THE LIGHT OF NEW 
DIVISIONS. RESPONDING ΤΟ RACANYS DECLARATION THAT CROATIA 
WOULD SEEK TO PARTICIPATE IN POST-CONFLICT ACTIVITIES 

SAID THAT \"CROATIA SHOULD NOT BE JOINING THE COUNTRIES WHICH 
WILL REBUILD IRAQ 

WAR.\" THE ONLY FIREWORKS OF THE \"QUESTION TIME\" SESSION WERE 
PROVIDED BY THE HDZ RIGHT-WING EXTREMIST LJUBO CESIC ROJS 
WHO ON THREE SEPARATE OCCASIONS NOISILY INTERJECTED HIS 
READINESS TO JOIN THE US-LED MILITARY ACTION IN IRAQ. 

ROSSIN 
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even mention the TCNs who constitute the majority of KuwaitVs 
population. They are normally quiescent; any involvement in 
protests would jeopardize their job security. The TCNs 
include hundreds of thousands of Arabs 

constituting by far the largest group. We certainly cannot 
exclude the possibility of subversive agitation surfacing 
within this community 

Kuwait\'s delicate relationship with the Arab world. Also 
certain Arab governments become excessively hostile 

could retaliate by expelling large numbers of their 

nationals. (Syria has already made some inflammatory 
statements; it has tens of thousands of nationals here.) 


9. (C) PARTING THOUGHT: The Kuwaitis are the one people in 
the Arab world whose first-hand experience of Iraqi brutality 
makes them impervious to the Saddam mystique. The more 
Saddam becomes a hero to other Arabs 

will be. The more successful we are 

have to do to mend fences 

states will find it to mend fences with Kuwait. 

JONES 
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Apuntes: \"The European Union 

Vladimir Putin have discovered that Bush can count on the 
complete support of the Senate 

who were against the Iraq invasion.\" \"The U.S. is the empire 
no matter who is in power 

it consolidates its rule of the planet.unless 

bipolar world re-emerges with the Europeans or Chinese on 
one side and the U.S. on the other.\" 


Column 3 

2. VEI Heraldo\" \"Shock and Awe\" 3/24: The unpopular invasion 
of Iraq is in its most devastating phase - the “Shock and 
Awe\' phase 

the posters held by protesters. There are many people who 
lived the terror and lost dear ones on September 11 
participating in the protests against the war. They better 
than anyone understand the pain and damage caused by 
terrorism --the longer this war lasts 

the number of victims.\" Now that the U.S. has broken 
international law with the invasion 

to pray for this nightmare to end sooner than later so that 
the Iraqi people can stop suffering.\" 


3. VEI Heraldo\" 3/22 

Portillo. 

\"The attempt to force the U.N. Security Counsel to authorize 
military action opened a large breach between the U.S and 
the countries that supported a diplomatic resolution. V 

Before opening the PandoraVs box 

should have listened and pondered the U.N. role 

understood that the world is a system of nations. 


\" Bush believes that those who criticize its unilateral war 
against Iraq are opposed the U.S. That is a false 
assumption. It is public knowledge that Saddam Hussein is a 
dictator even with his own family. But it is up to the 
International Court of Justice to look for a resolution 

through a course of action like they did with Milosevic. A 
one-sided war will not only bring terrible economic 
consequences 

world 

threat around the globe. V 


4. El Heraldo 3/24 - in their daily section called \"Today\'s 
villain 

For taking advantage of the war against Iraq to send to 

prison those who oppose to his communist regime.\" The Hero 
was Pacifism: \"For bringing hope to people around the world 
and standing against those who love death 

destruction.\" 


Palmer 
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ACROSS TOWN 

THE CONGEN. ALL THREE TOOK PLACE WITHOUT VIOLENCE 
DEMONSTRATORS ENGAGED IN STRONG ANTI-U.S. RHETORIC AND BURNED 
U.S. FLAGS ON SEVERAL OCCASIONS. 


3. (SBU) BOTH HALIFAX REGIONAL POLICE AND THE ROYAL CANADIAN 
MOUNTED POLICE (RCMP) TRACKED THE DEMONSTRATIONS CAREFULLY AND 


Column 3 

PROVIDED PROTECTION TO CONGEN OFFICES 

POLICE OFFERS AT EACH EVENT. RCMP CONTACTS HAVE KEPT CG AND PSO 
INFORMED IN DETAIL OF THESE AND OTHER PLANNED PROTEST 

ACTIVITIES. 


4. (SBU) THE FIRST DEMONSTRATION OCCURRED AT 1400 HOURS (LOCAL) 

ON THURSDAY 

THE FRONT ENTRANCE TO THE OFFICE BUILDING (PURDYQS TOWER II) IN 
WHICH CONGEN HAS ITS NINTH-FLOOR OFFICES. THE DEMONSTRATORS 
CHANTED 

MINUTES BEFORE DEPARTING. THE PROTESTERS ALSO THREW BAGS OF 
WATER-SOLUBLE PAINT AT THE FRONT ENTRANCE AREA AND DREW FIGURES 
AND GRAFFITI ON THE STREET WITH CHALK. BUILDING MAINTENANCE 
QUICKLY CLEANED THE AREA. 


5. (SBU) THE SECOND DEMONSTRATION OCCURRED LATER THE SAME DAY AT 
1755 HOURS. MORE THAN 600 PROTESTERS ARRIVED AS A GROUP AT THE 
FRONT ENTRANCE TO PURDYQS TOWER Il. THE DEMONSTRATION LASTED 
ABOUT ONE HOUR AND FEATURED SEVERAL SPEAKERS. THE CROWD WAS 
WELL BEHAVED AND DEPARTED AT THE CONCLUSION OF THE SPEECHES. 


6. (SBU) THE THIRD DEMONSTRATION TOOK PLACE ON SATURDAY 

22. PROTESTERS ARRIVED WITH POLICE ESCORT AT THE FRONT OF 
PURDYQS TOWER II AT ABOUT 1400 HOURS. PROTESTERS ORGANIZED BY 
THE "HALIFAX PEACE COALITION" MARCHED ACROSS TOWN CARRYING IRAQI 
FLAGS 

DEMONSTRATORS BURNED A LARGE U.S. FLAG WHEN THEY ARRIVED IN 
FRONT OF THE CONSULATE. STUDENT LEADERS 

MEMBERS OF THE MUSLIM COMMUNITY DELIVERED SPEECHES AND CHANTING 
SLOGANS EXCORIATING THE U.S. GOVERNMENT 

FAIRLY VIRULENT LANGUAGE. SEVERAL TV NEWS CREWS COVERED THE 
EVENT. MEDIA REPORTS DESCRIBED THE CROWD AS NUMBERING BETWEEN 
1 

CLOSER TO 600-800. 


7. (SBU) INDICATIONS OF A MAJOR ANTI-U.S. PROTEST AT THE CG 

RESIDENCE FORCED CONGEN HALIFAX TO CANCEL A LARGE RECEPTION WE 
WERE SCHEDULED TO HOLD THERE ON MARCH 25. POLICE AND UNIVERSITY 
OFFICIALS WARNED US THAT THEY HAD RECEIVED CLEAR INDICATIONS 

THAT STUDENT GROUPS WERE ORGANIZING THEMSELVES TO CONDUCT A 
MAJOR PROTEST AT THE CG RESIDENCE TO DISRUPT OUR RECEPTION. 

SOME OF THE 30 LOCAL ART STUDENTS WHO WERE TO ATTEND THE 
RECEPTION AS GUESTS OF HONOR HAD BEEN THREATENED AND PRESSURED 
TO BOYCOTT THE RESIDENCE. ON THE ADVICE OF THE RCMP 

POSTPONED THE EVENT. 


COMMENT 


8. (SBU) THESE DEMONSTRATIONS ARE SMALL COMPARED TO THOSE THAT 
HAVE TAKEN PLACE IN LARGER CANADIAN CITIES SUCH AS TORONTO OR 


TION RATES, WHICH IS THE FOCUS OF COMPTEL\'S FILING UNDER SECTION 1377 OF THE T 
its defenders in Guatemala. Helen Mack invited the Ambassador to attend the public signing ceremo 
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MONTREAL 

THE CASE IN THE MARITIMES 

THEMSELVES IN A RESTRAINED 

THAT CONGEN HALIFAX IS LOCATED IN A LARGE OFFICE BUILDING 

(CLOSED TO THE PUBLIC ON WEEKENDS) WHICH ALSO HOUSES DOZENS OF 
OTHER COMPANIES TENDS TO UNDERCUT ANY DANGER OF DIRECT ACTION 
AGAINST OUR OFFICES. WE UNDERSTAND THAT MILITANT STUDENT GROUPS 
AND THE \"HALIFAX PEACE COALITION\" INTEND TO ORGANIZE PROTESTS 
EVERY SATURDAY AFTERNOON IN FRONT OF THE OFFICE BUILDING HOUSING 
THE CONGEN. 


9. (SBU) WE ARE COORDINATING CLOSELY WITH THE RCMP 

REGIONAL POLICE 

MINIMIZE ANY RISK. PSO HAS REVIEWED PROCEDURES WITH THE LOCAL 
CONTRACT GUARD TO CONTROL ACCESS TO THE ENTRANCE OF THE 
CONSULATEQS OFFICE SPACE. NO PROTESTERS HAVE TARGETED THE CG 
RESIDENCE AS OF YET 

LOCATION OF THE RESIDENCE IS KNOWN TO LOCAL ANTI-WAR ACTIVISTS. 
KASHKETT 
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MILITARY SERVICES 

CANADAQS REFUSAL TO PARTICIPATE IN IRAQ WILL DAMAGE THAT CLOSE 
BILATERAL RELATIONSHIP IN THE FUTURE. 


6. (SBU) THE HEAD OF A WELL-ESTABLISHED PUBLIC OPINION POLLING 
ORGANIZATION IN NOVA SCOTIA TOLD CG THAT A MAJORITY OF CANADIANS 
IN THIS PART OF THE COUNTRY ARE PREPARED TO SET ASIDE THEIR 
QUALMS ABOUT THE U.S. DECISION AND ARE LEANING TOWARDS SUPPORT 
FOR THE U.S. WAR EFFORT 

HIS VIEW 

DIRECTION IF IT CHOSE TO DO SO. HE COMMENTED THAT THERE MAY BE 
MORE PRO-U.S. SENTIMENT IN OTHER PARTS OF CANADA THAN CURRENTLY 
APPEARS TO BE CASE 

OPPOSED TO THE WAR TEND TO SPEAK THE LOUDEST AND GET THE MOST 
MEDIA ATTENTION. 

KASHKETT 
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DEMOCRATIC SOCIETY\": APRIL 24-MAY 15 
GRANTEE SHEVANTHI JAYASURIYA 


REF: (A) STATE 01587 


1. GRANTEE JAYASURIYA ACCEPTS INVITATION TO PARTICIPATE 
IN SUBJECT PROJECT. 


2. HER COMPLETE BIODATA FOLLOWS: 
START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 
: The following data is in a fixed format which enables 


2 with senior Presidential Advisor Arturo Montenegro on March 18 to express USG concern over the | 


port for the Ambassador and Embassy staff. Written without explicit reference to Iraq, we interpret tt 
statement along the same lines. As Portillo is not attending the Summit in Roatan, Honduras, he tok 
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: automated processing in Washington and should not be 
: edited except by means of the Post-EVDB software. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.5 

POST-EMAIL: rscmb@pd.state.gov 
TRANSMITTING-POST: PAS Colombo 
TRANSMITTING-POST-ID: 2929 

EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VGN 

PROG-AGENCY-NAME: 

POST-PROJ-ID: 65 

ECA-PROJ-NO: E/VP-2003-0023 

PROJ-NAME: Multi-Culturalism in a Democratic Society - 
April 24 - May 15 

START MEMO PROJ-DESC: 


END MEMO PROJ-DESC: 
PROJ-TYPE: Multi-Regional 
PROG-TYPE: IV Grant Visitor 
FY: 2003 

DEPART-POST: 04/20/2003 
SESSION-DATE: 04/24/2003 
RETURN-POST: 05/25/2003 
NO-OF-PART: 1 
RANK-ORDER: 8 

START MEMO POST-OBJ: 
This nomination is in support of MPP strategic goal on 
VPeace Process 

END MEMO POST-OBJ: 
START MEMO POST-RCMD: 


END MEMO POST-RCMD: 
ECA-OFFICE-ID: 1039 
PROG-AGENCY-ID: 
PROJ-TYPE-ID: MRP 
PROG-TYPE-ID: 29 
NOMINATING-POST-ID: 2929 
FUNDING-CNTRY-ID: 
STATUS: N 

ORIGINATOR: U 

SUBJ-DISC: Social Systems 
START BIO: 

PREFIX: Ms. 

F-NAME: Shevanthi 

M-NAME: Nimalka 

L-NAME: JAYASURIYA 
SUFFIX: 

POSITION-CODE: 114 
PRINCIPAL?: Yes 

M-ADDR!1: Secretariat for Coordinating the Peace 


success story, the Ho Chi Minh City Economic Police have wrapped up a case against a major count 
3., and now confirmed by his wife, it appears that a large number of security officers hustled Dr. Que « 
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M-ADDR2: Process 

M-ADDR3: West Tower 

M-CITY: Colombo 1 

M-STATE: 

M-CNTRY: Sri Lanka 

M-ZONE: 

M-ZIP: 

M-PHONE: (94-75) 554-471 

M-FAX: (94-75) 554-473 

M-EMAIL: shevanthi@scopp.gov.Ik 
M-CNTRY-ID: CE 

M-ADDRTYPE: B 

GENDER: F 

DOB: 06/22/1964 

MAR-STAT: S 

BIRTH-CITY: Kandy 

BIRTH-CNTRY: Sri Lanka 

CITIZ-CNTRY: Sri Lanka 

RES-CNTRY: Sri Lanka 

START MEMO POSITION: 

Head 

the Peace Process 

END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 
Director/General Manager 

Financial Services Ltd. (a subsidiary of the Maharaja 
Group) 

END MEMO OTHER-POSITIONS: 

START MEMO PREV-POSITIONS: 

April 1999-April 2000 - Group General Manager- Public 
Affairs 

Jan. 1997-March 1999 - Director - Marketing and 
Operations 

Jan. 1994-December 1995 - Director- Marketing and 
Sales 

Jan. 1993-December 1994 - Director - Marketing MTV 
Channel (Pvt) Ltd. 

Jan. 1989-December 1992 - Director 

Airlines 

Jan. 1986-December 1988 - Cabin Crew 

Dec. 1984-January 1985 - Management Trainee 
END MEMO PREV-POSITIONS: 

START MEMO US-TRAVEL: 

1994 - Hawaii - for a holiday 

END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 

Has travelled extensively on business and vacation. 
Her travel includes: 

France 

Greece 

Kuwait 


3: STAND UP OF OPERATIONS CENTER OCCURRED AT 0001 HOURS LOCAL TIME MARCH 19 
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Singapore 

Japan and China 

END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

Diploma in Marketing 

Management 

Diploma in Business Administration 

of Singapore 

Master of Business Administration - Business Finance 
University of Hull 

END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 

Fellow of the Chartered Management Institute 
Member 

END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 


END MEMO PUBLICATIONS: 

START MEMO SPEC-CONSID: 

Does not consume red meats and a non-smoker 
END MEMO SPEC-CONSID: 

FIRST-LANG: Sinhala 

ENGL-READ: 4 

ENGL-SPEAK: 4 

ENGL-COMP: 4 

START MEMO NOM-POST-OBJ: 

This nomination is in support of MPP strategic goal on 
V Peace Process\" 

END MEMO NOM-POST-OBJ: 

START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 


END MEMO VIS-REC: 

NOMINATING-OFFICER: Stephen Holgate 

START MEMO NOMINATING-JUSTIFICATION: 

As the head of the Communications Unit for the Peace 
Secretariat of Sri Lanka 


SIPDIS 
important position that will be critical to the 
Secretariat Vs ability to gain and maintain public 


SIPDIS 

confidence. She would be charged with the preparation 
of a coherent communication strategy for the Sri Lankan 
Government in relation to the peace process. An IV 
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program that will give her wider exposure to U.S. 
organizations working on public information campaigns 
would strengthen her public communication skills and 
further Sri LankaVs peace efforts. This would enable 
her to work out an effective strategy to educate and 
inform the people of Sri Lanka and other stakeholders 
on the complexity and problems likely to be faced 
during the peace process. 

END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: Public Affairs 

SPEAKER?: No 

NOTIFY-EMB: Yes 

MEDIA?: No 

HOME-STAY: Yes 

HOME-HOSP?: Yes 

E-I-TYPE: 

NOMINEE-ID: 96 

PERSON-ID: 100 

BIRTH-CNTRY-ID: CE 

CITIZ-CNTRY-ID: CE 

RES-CNTRY-ID: CE 

FIRST-LANG-ID: SI 

E-I-TYPE-ID: 

NOM-POST-ID: 2929 

NOM-FUNDING-CNTRY-ID: 

NOM-STATUS: N 

DS2019-ACTION: 1 

DS2019-SUBJECT: 30.2301 

SPONS-FUNDS: 0 

SPONS-AGENCY1: 

USGOVT-AGENCY1: DOS 

US-AGENCY-AMT 1: 8500 

USGOVT-AGENCY2: 

US-AGENCY-AMT2: 0 

INTL-ORG!: 

INTL-ORG-AMOUNT1: 0 

INTL-ORG2: 

INTL-ORG-AMOUNT2: 0 

VIS-GOVT-AMT: 0 

COMMISSION: 0 

OTHER-AMOUNT: 0 

VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 


3. GRANTEE SHEVANTHI JAYASURIYA\'S PASSPORT DETAILS 
FOLLOW: 

SURNAME: JAYASURIYA 

OTHER NAMES: NIMALKA SHEVANTHI 


33/19/08 TAGS: EPET, PGOV, BEXP, ENRG, ECON, EINV, TC SUBJECT: (C) WESTERN OIL EXEC 
delivered reftel demarche on cash assistance for WFP provision of Iraq foodstuff to MFA Assistant U; 
JESA E.O. 12958: N/A TAGS: ELAB, EINV, PREL, PHUM, PGOV, TC SUBJECT: STRATEGIC DIAL 


3 Classified By: POLITICAL OFFICER KIMBERLY JEMISON FOR REASONS 1.5 B & D 
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PASSPORT NUMBER: M2062893 

DATE OF BIRTH: 22/06/1964 (JUNE 22 
PLACE OF BIRTH: KANDY (SRI LANKA) 
DATE OF ISSUE: 20/08/2001 (AUGUST 20 
PLACE OF ISSUE: COLOMBO (SRI LANKA) 
DATE OF EXPIRY: 20/08/2006 (AUGUST 20 


4. DS-2019 INFORMATION HAS BEEN ENTERED INTO EVDB. 
PLEASE ADVISE WHEN TO EXPECT DS-2019 FORMS TO OBTAIN 
GRANTEE\'S U.S. VISA. 


5. WOULD APPRECIATE RECEIVING PROGRAM DETAILS SOONEST. 
FOR TICKETING PURPOSES 

PROGRAM ENDS. 

WILLS 
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APRIL 14-MAY 2 


REF: (A) ASHIFFLETT/RSANDANAYAKE E-MAIL OF 3/25/03 
(B) COLOMBO 000488 


1. GRANTEE SEIMON ACCEPTS INVITATION TO PARTICIPATE IN 
SUBJECT PROJECT. 


2. HIS COMPLETE BIODATA FOLLOWS: 

START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 
: The following data is in a fixed format which enables 

: automated processing in Washington and should not be 
: edited except by means of the Post-EVDB software. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.5 

POST-EMAIL: rscmb@pd.state.gov 
TRANSMITTING-POST: PAS Colombo 
TRANSMITTING-POST-ID: 2929 

EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VGN 

PROG-AGENCY-NAME: 

POST-PROJ-ID: 79 

ECA-PROJ-NO: 

PROJ-NAME: SA-RP: Water Resources Management - April 
14-May 2 

START MEMO PROJ-DESC: 


END MEMO PROJ-DESC: 
PROJ-TYPE: Regional 
PROG-TYPE: IV Grant Visitor 
FY: 2003 

DEPART-POST: 04/11/2003 


3U) The Ambassador discussed the status of the UAEVs Federal Customs Authority (FCA) with Finan 
with MFA Assistant U/S Abdullah Rashid Al-Nuaimi on March 19. Al-Nuaimi did not think the NAM ini 
uty leader entertained the possibility of al-Moayed\'s guilt after hearing evidence from the U.S. compl: 


‘eather conditions (rain & sandstorms) are hindering UNHCRVs efforts, but Maldonado reports that th 


Rather, those on the move are generally seeking to leave cities for the perceived safety of villages hi 
I, DCHA/DG, ANE/AA AND USAID/AA ROME FOR FODOG; GENEVA FOR RMA AND NKYLOH EU( 
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SESSION-DATE: 04/14/2003 

RETURN-POST: 05/18/2003 

NO-OF-PART: 1 

RANK-ORDER: 1 

START MEMO POST-OBJ: 

This nomination is in support of MPP goal on \"Economic 
Development" 

END MEMO POST-OBJ: 

START MEMO POST-RCMD: 


END MEMO POST-RCMD: 
ECA-OFFICE-ID: 1039 
PROG-AGENCY-ID: 
PROJ-TYPE-ID: RP 
PROG-TYPE-ID: 29 
NOMINATING-POST-ID: 2929 
FUNDING-CNTRY-ID: 
STATUS: N 

ORIGINATOR: P 

SUBJ-DISC: Environment 
START BIO: 

PREFIX: Mr. 

F-NAME: Mahavidanalage 
M-NAME: Ranjith T. Seimon 
L-NAME: JAYAWARDANA WICKRAMARATNA 
SUFFIX: 

POSITION-CODE: 114 
PRINCIPAL?: Yes 

M-ADDR1: Ministry of Irrigation 
M-ADDR2: and Water Management 
M-ADDR3: 500 T.B. Jayah Mawatha 
M-CITY: Colombo 10 
M-STATE: 

M-CNTRY: Sri Lanka 
M-ZONE: 

M-ZIP: 

M-PHONE: (94-1) 687-348 
M-FAX: (94-1) 687-141 
M-EMAIL: imbulana@eureka.lk 
M-CNTRY-ID: CE 
M-ADDRTYPE: B 

GENDER: M 

DOB: 11/03/1050 

MAR-STAT: M 

BIRTH-CITY: Colombo 
BIRTH-CNTRY: Sri Lanka 
CITIZ-CNTRY: Sri Lanka 
RES-CNTRY: Sri Lanka 
START MEMO POSITION: 
Director (Engineering) 

2002- to date 


IKARA 1384 (U) Classified by Ambassador W. Robert Pearson. Reasons: 1.5 (B), (C), and (D). 1. 
ed Amcit Ron Horsch in the U.S. and is assisting in arrangements for shipment of remains from Yeme 
sified by Ambassador W. Robert Pearson. Reasons: 1.5 (B and D) 1. (S) The Embassy learned late 
I, DCHA/DG, ANE/AA AND USAID/AA ROME FOR FODOG; GENEVA FOR RMA AND NKYLOH EU( 


Je case in a number of ways. Our close relationship at the most senior levels enables us to maintain 
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END MEMO POSITION: 
START MEMO OTHER-POSITIONS: 


END MEMO OTHER-POSITIONS: 

START MEMO PREV-POSITIONS: 

June 1997-March 2002 - Deputy Director (Engineering) 
Ministry of Irrigation 

1996-May 1997 - Chief Irrigatiaon Engineer 
Development and Construction Branch 

Irrigation 

September 1982-December 1995 - Worked as Irrigation 
Engineering in various branches of the Department of 
Irrigation 

1976-August 1982 - Technical Assistant 

Department 

1972-75 - Assistant Foreman 

Construction Corporation 


END MEMO PREV-POSITIONS: 

START MEMO US-TRAVEL: 

None 

END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 

Taiwan - 1999 (one week) - Attendned a seminar on 
irrigation 

Thailand - 1995 (two months) - Attended a training 
program sponsored by Asian Institute of Technology 
India - 1991-92 - For Studies 

Malaysia/Thailand - 1990 (two weeks) - Visited 
irrigation projects 

END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

Civil Engineering Degree 

Lanka 

Civil Engineering (Charter) Institution of Engineers 
Sri Lanka 

Master\'s Degree in Hydrology 

India 

END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 

Member 

END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 


END MEMO PUBLICATIONS: 
START MEMO SPEC-CONSID: 


END MEMO SPEC-CONSID: 
FIRST-LANG: Sinhala 
ENGL-READ: 4 
ENGL-SPEAK: 4 


sador on the morning of March 19 hand delivered to the King ref a letter from President Bush regardir 


ο MILITARY -------- 3. NSTR --------- POLITICAL --------- 4. NSTR -------- CONSULAR -------- 
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ENGL-COMP: 4 

START MEMO NOM-POST-OBJ: 

This nomination is in support of MPP goal on \"Economic 
Development" 

END MEMO NOM-POST-OBJ: 

START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 


END MEMO VIS-REC: 

NOMINATING-OFFICER: Bruce A. Lohof 

START MEMO NOMINATING-JUSTIFICATION: 

Mr. Seimon is the Director (Engineering) of the 
Ministry of Irrigation. His duties include assisting 

the Ministry Secretary in advising the Minister on 
formulation of irrigation policy matters 

of activities of the Irrigation Department which is the 
institution providing irrigation facilities to the 

farmer community. Activities include formulation of 
Water Resources Development Projects comprising of 
investigations 

Water Resources Management. 

In additon 

Evaluation Committee to evaluate Environmental Impact 
Assessment of Irrigation and Water Resources 
Development Projects. 


END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: Public Affairs Section 
SPEAKER?: No 

NOTIFY-EMB: Yes 

MEDIA?: No 

HOME-STAY: No 
HOME-HOSP?: Yes 

E-I-TYPE: 

NOMINEE-ID: 112 

PERSON-ID: 113 
BIRTH-CNTRY-ID: CE 
CITIZ-CNTRY-ID: CE 
RES-CNTRY-ID: CE 
FIRST-LANG-ID: SI 
E-I-TYPE-ID: 

NOM-POST-ID: 2929 
NOM-FUNDING-CNTRY-ID: 
NOM-STATUS: N 
DS2019-ACTION: 1 
DS2019-SUBJECT: 14.0805 


D. STATE 22225 1. (SBU) Summary: Post concurs with Department recommendation that a regic 
1814 D. STATE 70678 Classified By: Ambassador Larry Palmer; Reasons 1.5 (B) and (D). 1. (U) 
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SPONS-FUNDS: 0 
SPONS-AGENCY1: 
USGOVT-AGENCY1: DOS 
US-AGENCY-AMT1: 8500 
USGOVT-AGENCY2: 
US-AGENCY-AMT2: 0 
INTL-ORG1: 
INTL-ORG-AMOUNT1:0 
INTL-ORG2: 
INTL-ORG-AMOUNT2: 0 
VIS-GOVT-AMT: 0 
COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 


3. GRANTEE SEIMON\'S PASSPORT DETAILS FOLLOW: 
SURNAME: JAYAWARDANA WICKRAMARATNA MAHAVIDANALAGE 
OTHER NAMES: RANJITH THOMAS SEIMON 

PASSPORT NUMBER: M2011033 

DATE OF BIRTH: 03/11/1950 (NOVEMBER 03 

PLACE OF BIRTH: COLOMBO (SRI LANKA) 

DATE OF ISSUE: 19/04/2001 (APRIL 19 

PLACE OF ISSUE: COLOMBO (SRI LANKA) 

DATE OF EXPIRY: 19/04/2006 (APRIL 19 


4. DS-2019 INFORMATION HAS BEEN ENTERED INTO EVDB. 
PLEASE ADVISE WHEN TO EXPECT DS-2019 FORMS FOR 
GRANTEE\'S U.S. VISA. 


5. WOULD APPRECIATE RECEIVING PROGRAM DETAILS SOONEST. 
WILLS 
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Republican Guards\" and \"Busch says Saddam\'s "day of 
reckoningW drawing near" headlined the English dailies. 

The Sinhala press used headlines such as V'Heaviest fighting 
yesterday" and \"43 US soldiers dead. ' The Tamil press said 
\"big civilian losses in intensified air attacks on 

Baghdad 

7 days Coalition forces unable to enter Baghdad 

\"uprising of Shia Muslims against Saddam.\" 


3. As on 3/26 

to the editorial page. On 3/27 only one of Sri LankaVs 
dozen dailies published an editorial regarding the war in 
Iraq. Under the headline \"Lessons in adversity 


C. Urbancic for reasons 1.5. (B) and (D) 1.(C) Following is unedited data set received from Kuwait F 
2 ENTER INTO KUWAIT WITHOUT A SIGNED STATUS OF FORCES AGREEMENT, PROVIDED (A 
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ISLAND (opposition English daily 

spoke of the \"Many ... adverse effects of the Iraq War 
[that] will be felt by all countries and their economies 
... if the war drags on.... Excerpts follow: 


\"The price of petrol was hiked by Rs. 2 [or 4 percent] from 
midnight yesterday. The price of diesel remained static 
but that will not keep prices of commodities that are 
transported by diesel vehicles static 

the effect of oil price hikes on prices of essential 
commodities in the past.... 


\"Yesterday 

offered at the Colombo auctions remained unsold. When 
Arabs don\'t get our tea 

starve and pray to the gods. 


\"Many other adverse effects of the Iraq War will be felt by 
all countries and their economies will be drastically 
affected if the war drags on for a long time. 


\"The Sri Lanka government can\'t be blamed 

comrades of the JVP and the Opposition PA will try to heap 
it all on the government. If blame is to be affixed 

there are three persons who stand out: Saddam Hussein 
George Bush and Tony Blair. 


\"Who can help poor nations like Sri Lanka in this crisis? 
Pro-Saddam 

started it all. But Bush has had to go to Congress to 

plead for $75 billion as the cost of the war and associated 
expenses. Blair is a poor cousin of Bush whereas Saddam 
had been declared bankrupt and insolvent. And even when he 
had cash he preferred to bank in the western world and not 
give it to the poor Third World. 


\"Adversity teaches many lessons. In this age where the 
glories of globalisation and interdependence of nations 
have been dinned into us 

of self-reliance. A nation has to be self-reliant in basic 
commodities and the infrastructure that is called for to 
provide the needs has to be protected. There are the agro- 
economists urging us to give up rice cultivation and other 
traditional crops and to go in for cash crops and high 
yielding varieties such as genetically manufactured crops. 
For all that we will have to depend on the world outside. 


If there is a prolonged war over which small countries will 
have no control 
reliance. 


)ISCUSSING THE MILITARY ACTION IN IRAQ THAT BEGAN 19 MARCH 2003. 2. BEGIN TRANSC 


isen, Director of Air Navigation Services at the UAEVs FAA equivalent, the GCAA. Johansen said the 
conveyed USG concerns regarding the presence of Iraqi personnel in Jordan, and the King promise: 


tin Iraq. Ambassador chaired the EAC. 2. (SBU) The EAC decided that effective tomorrow, all Æ 
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This crisis we hope will awaken us all to the plight of 

those people like the humble 'goviyasV [farmers] who are 
now finding it hard to sell their rice harvest to private 

dealers and a very reluctant government. During the last 
World War and many years after that Sri Lanka had to import 
rice to feed a greater part of the population. We tend to 
forget all that. Let it be realised that no nation can 

dispense of the people who feed it. 


Wills 
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quickly and end the suffering of the Iraqi people.\" (Note: 
Piyarat had earlier provided us the information contained 
reftel.) 


2. (S) Piyarat began by noting that the Iraqis are \"tough 
smart 

that before he departed Baghdad on 3/11 

officials distributing weapons to party members and other 
Saddam loyalists. Such tenacity notwithstanding 

the following observations to help coalition military 
personnel define targets: 


-- Every Mukhabarat building has a pole with red and white 
stripes. He noted that care must be taken as many of these 
buildings are co-located in residential areas (the 
MukhabaratVs HQ -- long since relocated to a building near 
the UNDP HQ -- is only 30 meters from the official Thai 
residence.) 


-- Iraqi Generals and senior officials drive white Mercedes 
320S sedans. Government vehicles have blue license plates 
however GOI officials drive in regular white plated vehicles 
as well making identification difficult. 


-- Many senior lraqi officials have homes near the park by 

the Parade Grounds (where the large crossed swords monument 
is located). Most of these officials have moved out of their 
residences and have commandeered buildings along the river 


-- There are many underground roadways in Baghdad. He says 
that Thai workers have told him of being blindfolded 

a bus 

where they would labor in six month rotations. He noted 
specifically that under the garden and \"pool\" of the palace 
beside Saddam tower is an underground roadway. Piyarat did 
not specify where the road went or what its use is but 

offered that \"perhaps another Vbunker buster can finish it 
off.\" (DAO Comment: This reporting is similar to reports of 
Chinese laborers working on underground facilities in the 


vo flights per week to Kuwait. This news tracks with what THY\'s Chief of Marketing told econoff Mar 
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1990s.) 


-- In attacking Baghdad 
or gaining access to the city by using the river: \"they 
expect you to come by land or by air 


3. (S) Piyarat offered the following additional thoughts on a 
range of topics. 


-- lraq\'s strategy: Piyarat assessed that \"they will lure you 
into Baghdad and then take down a lot of people with them.\" 


-- WMD labs: He has no doubt they exist 

been very smart in breaking down individual factories into 
very small units 

the overall item. 


-- The average Iraqi\'s psychological state: Among the 
younger people \"they\'ve created a generation of hatred 
hate America\" but among older Iraqis a reservoir of good 
feelings about America still exists. \"Its about 50/50.\" (DAO 
Comment: Past DAO reporting has indicated a similar 
generational divide in Iraq regarding attitudes toward the 
U.S.) 


-- Radio/TV: lraqis listen to Iranian radio and watch Iranian 
TV 

suggested that the coalition should take out Iraqi TV as soon 
as possible. Saddam uses that to \"create instant casualties V" 
whenever he wants. Piyarat suggested that an area in the 
desert west of Baghdad would be a good place to locate radio 
or TV transmitters that could reach Baghdadis. 


-- The Power of Giving: As a final observation 

commented on how much of SaddamVs power derives from favors 
which he can provide or deny: \"When Saddam gives 

When he doesn't give 
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letter sent by the Iraqi Foreign Minister to the GOJ 

that the letter V'does not live up to the relations between 
Jordan and lraq nor to the personal relation between (lraqi 
FM) Naji Sabri and myself." Hoping that the matter is not 
Vblown out of proportion 

position that the expelled \"diplomats\" were a security risk 
and were not expelled as a result of USG pressure. 


Column 3 
Security 


7. (U) No new issues. 
GNEHM 
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disagreement between the U.S. and Turkey over political and 
military issues. The U.S. says Turkish troops should be put 
under the command of coalition forces 

independent action that would be coordinated with U.S. 
troops. \"Zaman\" carries the U.S. concern that Turkish 
troops might be permanently settled in the region. AKP 
officials are busy drafting a new motion for cooperation 

with the U.S. 

U.S. will be advised to deploy troops in Northern Iraq 
instead of Turkey 

On the other hand 

Turkish press on Tuesday for being a mouthpiece for the 
Pentagon. "Those who block democracy from prevailing in the 
region can\'t complain of Saddam. The U.S.-UK operation 
against Iraq without a UN decision is not legitimate 

said. The commander of U.S. special forces in Northern 
Iraq 

exert efforts to coordinate humanitarian aid for refugees 
and the protection of minorities in the region. \"Hurriyet\" 
claims Gen. Osman is planning to set up his HQ in the 
Turkish border town of Silopi. Papers report that the U.S 
delivered six search and rescue helicopters and 82 
containers of military equipment to Iskenderun port on 
Tuesday. The MFA confirmed that the helicopters came for 
humanitarian purposes. Most papers asserted that U.S. 
personnel are not leaving Turkey. \"Turkiye claims that 


Edmund J. Hull, for reasons 1.5 (b) and (d). 1. (S/NF) Begin Summary: The Ambassador convene 
I, DCHA/DG, ANE/AA AND USAID/AA ROME FOR FODOG; GENEVA FOR RMA AND NKYLOH EU( 
outlining meetings, discussions and impressions gleaned from the visit. Provided with various opportt 
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Washington has been abandoned by allied Kurdish groups. PUK 
leader Talabani 

on the border 

forces. Barzani is reluctant to fight with the Iraqis as 

well 

U.S. Presidential Envoy Khalilzad had to go to Northern Iraq 
to convince Kurdish leaders to be more supportive. The U.S.- 
led military campaign might trigger civil war in lraq 
anonymous Turkish intelligence source told \"Radikal.\" Kurds 
might confront Arabs in the north 

Sunnis in the south. That is why Ankara is against U.S. 

plans for controlling Kirkuk in cooperation with Talabani 

and sharing control of Mosul with Barzani. Meanwhile 
televised press conference from Diyarbakir 

General Ozkok said Wednesday morning that a possible attack 
on Turkish troops in Northern Iraq or a flow of refugees 

have been Turkey\'s most serious security concerns. If 
Turkish forces present in the region cannot manage to cope 
with such threats 

troops there 

ally 

the region 

"We do not intend to set up a permanent buffer zone inside 
Northern Iraq. If developments reach a certain point 

won\'t engage in armed conflict except if needed for self- 
defense. Despite all our transparency 

countriesY skeptical view of Turkey has deeply affected the 
Turkish people. | can\'t understand those who see a threat 
overseas but don\'t believe Turkey faces the same kind of 
threat just across its border 

also said that ‘Iraq must be disarmed for the security of 
Turkey and the region 

capability of self-defense. However 

war nor our task. Our foreign policy requires that Iraq\'s 

oil resources should be used by the entire Iraqi nation.V 


EDITORIAL OPINION: War in Iraq 


\"The US in Iraq: An invader or savior?\" 

Mehmet Barlas argued in mass appeal Sabah (3/26): V'Currently 
the people of Iraq 

not 

much different from that of the days of Desert Storm. 

Iraqis were 

well aware of their mistake in invading Kuwait. Therefore 

the Desert Storm operation did not experience any resistance 
on the Iraqi side. . However 


3Y: POL M/C TOM COUNTRYMAN, REASONS 1.5 (B,D) 1. (U) ITALY LARGELY SUPPORTS U.S. ( 


lities have begun, but the initial public reaction was muted. The mood now is tense and expectant. F 


IF MASS DESTRUCTION. AT THIS TIME OF TRIAL AND DANGER, | WANT TO COMMEND AND 


1eeting with MFA U/S Ziyal (ref c), Ambassador followed up his recent requests for the GOT to expel | 
D THAT THOSE INDIVIDUALS IN THE IRAQI INTEREST SECTION IN ROME IDENTIFIED AS IN 


s during the current difficult international situation. Following is the Embassy\'s translation of the text 
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at present. The US seems to be fighting to capture Iraq 
after toppling Saddam. The Iraqis are fighting against the 
power that invades their motherland. In the eyes of the 
Iraqi people 

for being invaded by the US. Itis clear that once the war 
is over and an American victory secured 

Iraq will be as “occupying force 


\"The war and Turkish foreign policy\" 

Sami Kohen expects some Turkish foreign policy changes 
during the post-war era in mass appeal Milliyet (3/26): 
\"Once the war is over 

Turkish foreign policy. Given the fact that strategic 

relations between Turkey and the US have been damaged 
remains to be seen whether Turkish foreign policy will 
incline more toward the EU side or the Islamic world. . The 
Turkish government 

Minister Gul 

completely undesired and has not been created deliberately. 
Turkey does not consider EU and the US as alternatives to 
each other. .The wise thing to do for the future of Turkish 
foreign policy is to pursue efforts to enhance relations 

with both the US and the EU. The same argument goes for 
other international policy centers as well. Yet the overall 
atmosphere in the lraq war as well as its outcome will shape 
the new trends in Turkish foreign policy.\" 


PEARSON 
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WHICH IS SCHEDULED TODAY (27 MARCH). WE HAVE NO REASON TO 
BELIEVE THAT IT WAS TARGETED AGAINST THE U.S. EMBASSY. THE 
LOCATION OF THE IED IS FAR REMOVED FROM BOTH THE PARADE ROUTE 
AND CELEBRATION SITES 

EVEN IF DETONATED 

DAMAGE 

PROXIMITY TO THE DEVICE WHEN DETONATION OCCURRED. 


3. (U) MAHABANDOOLA PARK IS CURRENTLY CLOSED. SECURITY 
SERVICES CONDUCTED A COMPLETE SWEEP OF THE PARK AND DID NOT 
LOCATE ANY OTHER DEVICES. LOCAL GUARDS HAVE CHECKED THE 
ENTIRE PERIMETER AROUND THE CHANCERY--WITHIN THE PROTECTIVE 
ZONE--AND DID NOT LOCATE ANY DEVICES. RSO ORDERED MSG POST 
ONE TO INITIATE AN EMERGENCY CELL CALL TO ALL AMERICAN STAFF 
ALERTING THEM TO AVOID THE EMBASSY AND PARK AREA UNTIL 
FURTHER NOTICE. ALL EAC MEMBERS 

DCM 

DSOPCC AT 09:15 TO REPORT THE INCIDENT. THE CONSULAR SECTION 
HAS BEEN NOTIFIED AND A WARDEN MESSAGE WILL BE SENT TO THE 


nevertheless has performed wonderfully in support of this Mission, and | want to bring his outstandinc 
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AMERICAN COMMUNITY LATER THIS DATE. 


4. (U) BARRING FURTHER INCIDENTS 

FOR NORMAL BUSINESS OPERATIONS ON FRIDAY 

IS SCHEDULED TO CONVENE AT 09:00 ON FRIDAY TO DISCUSS THE 
INCIDENT AND ASSESS POST SECURITY POSTURE. 

Martinez 
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disagreement between the U.S. and Turkey over political and 
military issues. The U.S. says Turkish troops should be put 
under the command of coalition forces 

independent action that would be coordinated with U.S. 
troops. \"Zaman\" carries the U.S. concern that Turkish 
troops might be permanently settled in the region. AKP 
officials are busy drafting a new motion for cooperation 

with the U.S. 

U.S. will be advised to deploy troops in Northern Iraq 

instead of Turkey 

On the other hand 

Turkish press on Tuesday for being a mouthpiece for the 
Pentagon. "Those who block democracy from prevailing in the 
region can\'t complain of Saddam. The U.S.-UK operation 
against Iraq without a UN decision is not legitimate 

said. The commander of U.S. special forces in Northern 

Iraq 

exert efforts to coordinate humanitarian aid for refugees 

and the protection of minorities in the region. V'HurriyetN' 
claims Gen. Osman is planning to set up his HQ in the 
Turkish border town of Silopi. Papers report that the U.S 
delivered six search and rescue helicopters and 82 
containers of military equipment to Iskenderun port on 
Tuesday. The MFA confirmed that the helicopters came for 
humanitarian purposes. Most papers asserted that U.S. 
personnel are not leaving Turkey. \"Turkiye claims that 
Washington has been abandoned by allied Kurdish groups. PUK 
leader Talabani 

on the border 

forces. Barzani is reluctant to fight with the Iraqis as 

well 

U.S. Presidential Envoy Khalilzad had to go to Northern Iraq 
to convince Kurdish leaders to be more supportive. The U.S.- 
led military campaign might trigger civil war in lraq 
anonymous Turkish intelligence source told \"Radikal.\" Kurds 
might confront Arabs in the north 

Sunnis in the south. That is why Ankara is against U.S. 

plans for controlling Kirkuk in cooperation with Talabani 

and sharing control of Mosul with Barzani. Meanwhile 
televised press conference from Diyarbakir 

General Ozkok said Wednesday morning that a possible attack 
on Turkish troops in Northern Iraq or a flow of refugees 


’RETORIA FOR FFP DISKIN AND OFDA BRYAN NAIROBI FOR DCHA/OFDA/ARO FOR RILEY, MY 


I, DCHA/DG, ANE/AA AND USAID/AA ROME FOR FODOG; GENEVA FOR RMA AND KYLOH EUC( 
| reported times are Kuwait Local, GMT plus three): ----------------- Security/Military ----------------- In th 
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have been Turkey\'s most serious security concerns. If 
Turkish forces present in the region cannot manage to cope 
with such threats 

troops there 

ally 

the region 

"We do not intend to set up a permanent buffer zone inside 
Northern Iraq. If developments reach a certain point 
won\'t engage in armed conflict except if needed for self- 
defense. Despite all our transparency 

countriesY skeptical view of Turkey has deeply affected the 
Turkish people. | can\'t understand those who see a threat 
overseas but don\'t believe Turkey faces the same kind of 
threat just across its border 

also said that ‘Iraq must be disarmed for the security of 
Turkey and the region 

capability of self-defense. However 

war nor our task. Our foreign policy requires that lraq\'s 

oil resources should be used by the entire Iraqi nation.V 


EDITORIAL OPINION: War in Iraq 


\"The US in Iraq: An invader or savior?\" 

Mehmet Barlas argued in mass appeal Sabah (3/26): \"Currently 
the people of Iraq 

not 

much different from that of the days of Desert Storm. 

Iraqis were 

well aware of their mistake in invading Kuwait. Therefore 

the Desert Storm operation did not experience any resistance 
on the Iraqi side. . However 

at present. The US seems to be fighting to capture Iraq 

after toppling Saddam. The Iraqis are fighting against the 
power that invades their motherland. In the eyes of the 

Iraqi people 

for being invaded by the US. Itis clear that once the war 

is over and an American victory secured 

Iraq will be as “occupying force 


\"The war and Turkish foreign policy\" 

Sami Kohen expects some Turkish foreign policy changes 
during the post-war era in mass appeal Milliyet (3/26): 
\"Once the war is over 

Turkish foreign policy. Given the fact that strategic 
relations between Turkey and the US have been damaged 
remains to be seen whether Turkish foreign policy will 
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incline more toward the EU side or the Islamic world. . The 
Turkish government 

Minister Gul 

completely undesired and has not been created deliberately. 
Turkey does not consider EU and the US as alternatives to 
each other. .The wise thing to do for the future of Turkish 
foreign policy is to pursue efforts to enhance relations 

with both the US and the EU. The same argument goes for 
other international policy centers as well. Yet the overall 
atmosphere in the lraq war as well as its outcome will shape 
the new trends in Turkish foreign policy.\" 


PEARSON 
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MESSAGES\" ON BEHALF OF THE UNITED STATES. 


5. NADIA HAS INDICATED A STRONG DESIRE TO IMMIGRATE TO THE 
UNITED STATES AS SOON AS POSSIBLE TO COMMENCE A NEW CAREER 
THERE. HER FAMILY WOULD ACCOMPANY HER: ADNAN ODEH (SPOUSE) 
AUGUST 21 

ODEH (SON) 


6. | BELIEVE THAT IT IS IN THE NATIONAL INTEREST TO GRANT 

MS. AL ALAMI AND HER FAMILY SPECIAL IMMIGRANT VISA STATUS. 
NADIA AL ALAMI HAS MET ALL THE CRITERIA NECESSARY UNDER THE 
REGULATIONS AND HAS MY PERSONAL RECOMMENDATION. | EXPECT 
THAT SHE AND HER FAMILY WILL CONTINUE TO MAKE POSITIVE 
CONTRIBUTIONS TO OUR NATION IF THEY ARE ALLOWED TO LIVE 
WITHIN OUR COUNTRY. 

GNEHM 
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evening. 


ITN 

Television Network. ITN follows an afternoon and evening 
broadcast schedule. The news is available weekdays at 21:00 (in 
English) 

MTV 

Corporation (which also produces SIRASA for Sinhala speakers and 
SHAKTHI for Tamil speakers). MTV broadcasts 

from 06:30 to 23:30. On weekdays a locally produced news hour 

is available at 21:00. BBC News is rebroadcast at 08:00 

14:00 


SHAKTHI 
Broadcasting Corporation (which also produces MTV for English 
speakers and SIRASA for Sinhala speakers). SHAKTHI broadcasts 


Jorted in our sitreps and other messages that Jordanian financial markets have been calm, with no e: 
k C. Urbancic for reasons 1.5. (B) and (D) 1. (C) Detailed breakdown of Kuwaiti oil production is not : 
employees in Marib (reftel and previous). Security circumstances permitting, the team is planning an 


T support for keeping the Iraq issue in the Security Council. Erarslan said she would review the USG 
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in Tamil from 10:00 and into the evening. On weekdays the news 
is available at 20:00 (in Tamil). 


SIRASA 

Broadcasting Corporation (which also produces MTV for English 
speakers and SHAKTHI for Tamil speakers). SIRASA broadcasts in 
Sinhala from 08:15 to 00:00. On weekdays the news is available 

at five minutes before the hour (in Sinhala) and at 23:30 (in 

English). 


RUPAVAHINI 

Lanka Rupavahini Corporation (which also produces CHANNEL EYE). 
RUPAVAHINI broadcasts in English and vernacular languages from 
06:30 to midnight. The news (in Sinhala) is available weekdays 

at 07:00 


SWARNAVAHINI 

Ltd. 

Sinhala from 08:45 to 00:30. On weekdays the news is available 
in Sinhala 


TNL 

TNL broadcasts in English and vernacular languages from 05:00 to 
23:00. The news is available weekdays at 20:55 (in English) 

and at 18:55 and 19:55 (in Sinhala). 


SLBC 

Broadcasting Corporation. SLBC broadcasts in English and 
vernacular languages at 88.4 

FM. 


TNL 

broadcasts \"contemporary hit\" and \"pop 

at 90.0 FM and 101.7 FM. Telshan also offers \"adult 
contemporary\" programming on LITE at 89.2 FM. Both signals are 
available on line at . 


YES FM 

Broadcasting Corporation. YES FM broadcasts in English at 89.5 
FM. Maharajah also offers a Sinhala service 

FM. Available on line at . 


An independent broadcaster 

offers signals in English 

They are E-FM (in English at 100.4 FM) SAVANA (in Sinhala at 
100.2 FM) 


.S.- led Coalition of the Willing (COW) taking place in Abuja or elsewhere. Stern warnings by the aut 


UN Charter gives responsibility for international peace and security to the UNSC. She was noncomr 


sador Edmund J. Hull, for reasons 1.5 (b) and (d). 1. (S/NF) Begin Summary: The Ambassador col 
xclusively. However, Gutierrez would not clearly commit to supporting us on substance. HAMILTON 


CTOR-GENERAL FOR THE MIDDLE EAST AT THE ITALIAN MFA, TOLD POLMC THAT ITALY HAL 
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Beyond the Colombo area radio signals are often available: 


Island-wide at 89.FM (YES) 
102.9FM (HIRU) 
(SHAKTHI). 


In Central Sri Lanka at 102.9 FM (HIRU FM) 
broadcasting in English) 
FM 


To Eastern Sri Lanka at 106.5 FM (SIRASA FM 
Sinhala). 


In Kandy at 88.2 FM (YES FM 
(GOLD) 
broadcasting in Sinhala) 


To North and Central Sri Lanka at 90.9FM (GOLD) and 103.9 FM 
(SIRASA FM 


In Nuwara Eliya at 88.8FM (SIRASA) and 101FM (YES) 


To Southern Sri Lanka at 88.2 (YES) 
100.7 (HIRU) 
Wills 
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devastating\" the government-controlled daily \"The 
Herald\" dedicated its March 27 editorial to denouncing 
the war to disarm Iraq 
the strength of the global economy for years to come. 
\"Tougher times lie ahead unless ways are found to stop 
the war 


2. \"Markets are bleeding profusely as U.S.-led troops 
drop bombs in lraq 
reverberations throughout the whole world. The Iraq 
invasion has so far proved disastrous 
terms of loss of life 
economic landscape. The U.S. arrogance 
once again demonstrated by ignoring peaceful and 
diplomatic resolution to the Iraq crisis 
serious repercussions on the entire globe. All the 
commodity 
and the global economy is already counting heavy 
losses 
result of the lraqi crisis 
dwindle substantially and the market is already feeling 
the jitters as reflected by the rise in oil prices 


398 1.(U) Summary: Honduran President Ricardo Maduro addressed the nation the evening of Marc 
s Equality Division, concerning efforts to place a special sitting on Iraq on the CHR59 agenda. Gregs: 
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since the war began last week. .. Tougher times lie 
ahead unless ways are found to stop the war.\" 


SULLIVAN 
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anti-war editorials republished from the \"The Guardian\" in 
London. \"The Kathmandu Post 

printed a local editorial entitled \"Economic Implications of 
War 

any supporting evidence) that \"the export sector has been 
badly affected 

hikes in local petroleum prices. 


3. PRO-US SUPPORT: On March 27 the Ambassador received a 
letter from a local Nepali businessman expressing \"special 

thanks to the US Government for taking a hard step against 

Iraq to make stability and peace in the Middle East and all 

over the world.\" 


MALINOWSKI 
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of the Parliamentary seat. Nevertheless 

with a small but talented staff. De la Piedra also weighed in 

the Cabinet shake-up rumors that have plagued the Kufuor 
Administration for the last year and half by noting that 

Nduom has been mentioned as a replacement Minister of Finance 
should Osafo-Maafo stumble. 


7. (SBU) While he found the BOG pragmatic 

Minister of Finance Osafo-Maafo and his Special Assistant 
Tony Osei to be primarily politically motivated. De la Piedra 
noted that during the rocky period between the IMF and the 
GoG last fall 

the Finance Minister regarding the problems with the budget 
overruns. 


8. (C) Most worrying to de la Piedra is the Minister of Trade 

and Industry Kofi Konadu Apraku. De la Piedra sees a trend in 
Apraku\'s public speeches and comments that is not good. De la 
Piedra saw the rice and chicken tariff increases in the 

budget as the handiwork of Minister Apraku. De la Piedra 
warned that we (the international donor community) need to 
apply more pressure on the tariff issue to ensure that Ghana 
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does not go that route. (Note: The Ambassador raised the 
issue and our concerns about the augmented tariffs on rice 
and poultry with the Minister of Agriculture on March 26 
with little satisfaction.) The domestic content bill is 
another example of Apraku\'s artful vilification of trade 
liberalization policies. While the bill will conform in 
language to Ghana\'s bi- and multi- lateral contractual 
obligations 

(unspecified). 

YATES 
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LINE IF THERE IS ONE 

WOULD FOLLOW UP WITH HIS DELEGATION IN GENEVA. 


2. (C) KOVACIC CALLED THE CROATIAN DELEGATION IN GENEVA AND 
THEN CALLED US BACK TO CONFIRM -- THEIR CURRENT INSTRUCTION 
IS TO OPPOSE 

TAKE A COMMON POSITION 

POSITION 

WHAT ITS INSTRUCTIONS ARE. 


3. (C) IF 
THEN IT WOULD APPEAR THE GOC IS A LOCK AGAINST THE SPECIAL 
IRAQ SESSION. 

ROSSIN 

NNNN 
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>> In Sri Lanka 
against the war 


>> More anti-war rallies in the works 


>> Spotlight on two major Sri Lankan opponents of the 
war: Alavi Moulana and Baddegama Samitha 


>> Local concerns sprout re potential economic problems 
caused by war 


(((Note: Latest media coverage is provided Septel.))) 


2. (U) The Maldivian government has issued its first 
public statement re the Iraq conflict. Although only 


Al-ShaVali, the special assistant to MFA Assistant U/S for Political Affairs Abdullah Rashid Al-Nuaimi t 
anguage press reported on March 15 that the official unemployment rate in the UAE was 2.6%, the lo 
2 Operation Northern Watch. Banguoglu requested that all civilian and military personnel, forces and 


ΙΝΟΕ: MFA, UN AND TURKISH RED CRESCENT REF: ANKARA 1799 (U) Classified by Deputy C 


k C. Urbancic for reasons 1.5 (B) and (D) 1. (C) A senior KPC official told EconChief that the Kuwait ' 
alating violence between ljaws and ltsekiris have combined with security inadequacies to force Chev 
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posted on the GoRM\'s website on March 26 

is dated March 21. It was issued in the name of 
President Maumoon Gayoom. In its key political 
reference 


\"The Maldives is very concerned over the grave dangers 
to which the Muslim people of Iraq are being exposed by 
the war. The government hopes that the military 
operations would end very soon 

destruction and injury to the brotherly people of Iraq. 

The Maldives desires peace 

the region.\" 


3. (U) The rest of the page-long statement reviews 
various measures the government is taking in reaction to 
the start of the war. These measures include forming a 
government committee to monitor Gulf events 
cancellation of parties and receptions by the GoRM 
suspension of all overseas government travel unless 
deemed essential. (Note: The complete text of the 
statement was e-mailed to SA/INS in Ref A.) 


4. (SBU) In Sri Lanka 

recently issued statements against the war. Colombo\'s 
Grand Mosque issued a statement on March 25 

example 

(Note: The Grand Mosque is the major mosque in Colombo 
and the most important in the country.) The statement 
asserted 

administration has ignored the appeals made by heads of 
state and religious leaders to further explore peaceful 
means of disarming Iraq...It is not too late for the 

United States to reconsider its decision.\" 


5. (U) In the meantime 

(NCC) 

(Anglican 

on March 26 which \"deplored\" the start of the war. The 
NCC statement went on to comment: \"The experiences we 
have had in our own country strengthens our conviction 
that dialogue and negotiation alone can evolve into 
permanent and lasting resolution.\" (Note: In other 
reaction 

prelates have mirrored the anti-war perspective of Pope 
John Paul Il. Major Buddhist and Hindu leaders have 
basically steered clear of commenting on the war 

far. See below 
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monk and MP Baddegama Samitha.) 


6. (SBU) Thus far 

have neither been frequent 

Anti-war organizers 

Friday 

various sites. From what we have picked up 

two rallies are being planned in Colombo 

at Galle Face Green 

road from the embassy. Both rallies are slated to kick 
off after Friday mid-day prayers 

presumably energized by anti-war sermons -- can join in 
right from the mosque. Various rallies are also planned 
in Muslim-dominated areas in the Eastern Province (where 
there are many radicalized Muslims due to the conflict 
with the Tamil Tigers) 

of Colombo. The sponsorship of these rallies continues 
to be pretty much evenly split among various Muslim 
groups and the radical left Janantha Vimukthi Peramuna 
(JVP). 


7. (C) While the anti-war effort in Sri Lanka has not 
seemed to have taken off as of yet 

playing major roles in organizing opposition 

The two 

to the anti-war effort from different angles. Moulana 

71 

is located) and a former People\'s Alliance (PA) 

minister 

canvassing the Muslim community for support against U.S. 
policy in Iraq. A former trade unionist 

also trying to tap into his union connections. In this 

effort 

connections in the Middle East -- has made some sharply 
critical comments about the U.S. 


8. (C) The other leader 

51 

elected to Parliament in the December 2001 general 
election. (Note: Samitha is the first Buddhist monk 
ever to sit in Parliament. He is a member 

bizarrely given his clerical status 

Trotskyite faction of the PA.) Within the PA 

is a strongly pro-peace process voice 


‘KH HAMDAN BIN ZAYID STATED THAT HE HAD BEEN CALLED BY JORDANIAN FM MUASHER ` 


k C. Urbancic for reasons 1.5. (B) and (D) 1. (C) A Senior KOC official tells the Embassy that the KO 
at Petrofac\'s bid on the Iraq-Zarga pipeline project would not qualify for advocacy support (ref a). We 
3ITREP (all reported times are Kuwait Local, GMT plus three): ----------------- Security/Military ---------- 
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elements in the grouping. Re Iraq 

taken a sharply anti-U.S. tack 

anti-war demonstrations. When he is not politicking 
Samitha runs his own temple in the Galle area in the 
south of the country. 


9. (SBU) In other Iraq-related news 

contacts are increasingly mentioning worries that Sri 
Lanka\'s economy could possibly be hurt by a long war. 
These concerns revolve around fears that gasoline prices 
might spike 

might lose their jobs 

tea sales might suffer. (Note: See Ref C 

detailed review of these concerns.) Thus far 

Lankan government has worked hard to dispel the 
concerns. The GSL 

has enough gas in reserve to handle needs if there is an 
emergency. Moreover 

that hardly any of the over 700 

in the Middle East have had to come home and 
remittances remain intact. While sales of tea are down 
in the important Middle Eastern market 

believes that sales will rebound. Finally 

not seemed to suffer in any appreciable fashion. 


10. (C) The Maldivian governmentVs statement was not 
particularly helpful 

it 

public 

Maldives is 100 percent Muslim). Re Sri Lanka 
assessment is that a wide swath of the populace is also 
against the war 

not very deep. Only among the Muslim minority have we 
noticed anything approaching passion. That said 
although their efforts have barely managed to register 
so far 

committed to trying to torque up their anti-war 
campaign. END COMMENT. 


11. (U) Minimize considered. 
WILLS 
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ss, extraordinary intellect and unfailing optimism. It is this latter quality that | want to draw your attent 
troops to quell the confrontation between ljaw and ltsikiri villagers over local political power. Approxir 
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the pro-government daily \"The Daily Mirror\" dedicated 
its March 27 editorial to urging the United Nations to 
provide emergency food and medical aid to the civilian 
population in Iraq. Excerpts follow: 


2. \"...The stories and reports of U. S. and 
Britain carpet bombing Baghdad and other Iraq cities. 
. are graphically compelling. With `liveV television 
coverage of the war from the "embedded\' reporters and 
cameramen and women 
forgotten to tell us the grim realities of the other 
side of the story - the immense suffering of civilian 
men 
.. Iraqi civilians and not those from the invading 
countries - are facing tremendous hardships as the war 
has disrupted their access to food and water which 
forces them to join hundreds of thousands of people 
already displaced from their homes... What is 
unfolding in Iraq is a humanitarian disaster of 
mammoth proportions. .. Although war had been 
predicted for months 
agencies have not openly prepared for the humanitarian 
emergency. .. The international community must fight 
to ensure that the humanitarian needs and security of 
the civilian population are taken care of to address 
the humanitarian consequences of this war that could 
have been avoided had sense prevailed. The U. N. must 
allow Iraqis access to emergency food and medical aid. 
.. If the world looks aside 
played in the Gulf may be too ghastly to contemplate.\" 


SULLIVAN 
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between the two governments and acknowledged with gratitude 
that the GON had informally \"handed over\" 45 suspected 
Kashmiri militants to the GOI. Mishra reportedly assured 

Rana that USG security assistance to Nepal is \"no longer a 
problem\" for the GOI. The GOI would support a royal proposal 
to form an all-party interim government 

strongly urged that the post of prime minister not be given 

to the Communist Party of Nepal - United Marxist Leninist 
(UML). In meetings with British Defense Secretary Geoffrey 
Hoon 

senior FCO officials in London; EU Commissioner Chris Patten 
in Brussels; and members of the European Parliament in 
Strasbourg 

GON efforts to engage the Maoists in dialogue. Hoon 
reportedly emphasized that if negotiations fail to bring 

about a peaceful resolution 

offer development and military assistance to the GON. End 


conveyed on March 22 the talking points on not interrupting the Commission on Human Rights (CHR 


Column 3 
summary. 


2. (SBU) On March 26 Prabhakar Rana 

confidant 

Ambassador and DCM on discussions held during Rana\'s March 
9-16 trip to India and Europe. Rana said he undertook the 

trip at King Gyanendra\'s behest as \"a diplomatic survey\" of 
Indian 

Nepal (GON) efforts to engage Maoist insurgents in dialogue. 
Rana reported receiving a sympathetic hearing from foreign 
government representatives at all stops in his visit. 


3. (C) Rana said he first met with Indian National Security 
Advisor Brajesh Mishra in New Delhi. (The meeting was held 

in part to prepare the ground for King Gyanendra\'s private 

trip to India beginning on March 18.) Rana opened the 

meeting by asking Mishra directly the reason for a recent 
\"perceived coolness\" in bilateral relations between the GON 
and the Government of India (GOI). Mishra reportedly 
dismissed any suggestion that relations had cooled at senior 
levels. The GON makes an effort to keep its large southern 
neighbor alerted to impending developments 

although he noted GOI disappointment that events do not 
always unravel as GON representatives predict them to Indian 
interlocutors. He cited the KingVs surprise October 11 
appointment of Lokendra Bahadur Chand as interim Prime 
Minister--after the GOI had been informally told someone else 
would be the nominee--as a prominent example. Rana rejoined 
that unforeseeable events sometimes occur but emphasized the 
GON\'s continued willingness and intention to keep the GOI as 
well informed and forewarned as possible. 


GOI WILL SUPPORT DIALOGUE-- 
BUT NO THIRD-PARTY INTERVENTION 


4. (S) Mishra reportedly said the GOI welcomes GON efforts 
to bring Maoist insurgents to the negotiating table and to 

find a peaceful resolution to the conflict. He stressed 
however 

involvement of third parties 

mediators 
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was aware of the Maoists attempting to reach out to certain 
European donors to establish a channel for dialogue (septel). 
Rana reassured Mishra that the GON and GOI see eye to eye on 
this issue and that the GON has no plans to involve third 

parties. 


5. (C) Rana said he asked Mishra if the GOI had concerns or 
reservations regarding US and UK security assistance to 

Nepal. Rana said he emphasized that improved security in 
Nepal is one area in which USG and GOI objectives coincide 
and noted that the British 

Nepal are working closely together to achieve that aim with 
\"unprecedented transparency.\" Mishra reportedly acknowledged 
some initial GOI concerns that the weapons and training 
provided to the Royal Nepal Army might be inappropriately 
Vsophisticated. The GOI now \"knows everything\" about USG 
security assistance to Nepal 

problem 

however 

Rana told Mishra that the GON had received no indications of 
Chinese discomfort with the assistance. (Note: Nor have we. 
End note.) According to Rana 

influence in Nepal is \"no longer a threat to (Indian) 

security and hasn\'t been for years.\" 


6. (S) Rana said he raised repeated GOI charges that the GON 
fails to apprehend anti-Indian extremists the GOI believes 
operate on Nepali soil. Rana said he reminded Mishra that 
the King had pledged assistance in a visit to India the 
previous year. Since then 

Kashmiri militants over to the GOI in recent months 

he said Mishra conceded and gratefully acknowledged. Nepal 
has asserted greater control over the madrassas operating 
within its borders than has India 

he indicated 

Nepal is soft on extremists are thus unmerited 

concluded. 


GOI WILL SUPPORT ALL-PARTY GOVERNMENT-- 
BUT NOT ONE HEADED BY UML 
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7. (C) Noting that the KingVs previous attempts to bring 

the political parties into the interim government had failed 
Rana told Mishra that the only real option left is for the 

King to appoint a new interim government with political party 
representation. Rana emphasized that the GON would 
appreciate GOI support in influencing Nepal\'s political 
parties to participate in such a government. Mishra 
reportedly committed to supporting such an endeavor 

noted that the GOI would need sufficient time--as much as 
three or four months--to bring the parties around. According 
to Rana 

Nepal - United Marxist Leninist (UML) 

party 

the UML ideological enemies 

prudent to leave both the Maoists and the UML--or at least 
UML leader Madhav Nepal--out of the government to fight each 
other. Rana said he replied that the Palace would like to 
move more quickly than Mishra\'s prospective timeframe 
that if proposed dialogue with the Maoists goes as well as 
hoped the new interim government must be in place in order to 
oversee elections. 


UK DEFSEC PLEDGES FULL SUPPORT; 
EU WELL BRIEFED AND SYMPATHETIC 


8. (C) Rana\'s next meetings were with UK Secretary of 
Defense Geoffrey Hoon 

James 

to Rana 

and supports the King\'s courageous decision to enter into a 
ceasefire and pursue dialogue with the Maoists. While the UK 
fully believes in the importance of pursuing a peaceful 
resolution 

Hoon pledged full support for development and military 
assistance. Rana said he also discussed GON peace efforts 
with EU Commissioner for External Affairs Chris Patten in 
Brussels. Rana described Patten as well briefed on Nepali 
affairs and sympathetic to GON aims. Finally 

briefed members of the Foreign Affairs Committee of the 
European Parliament in Strasbourg 

member and famed mountaineer Reinhold Messner of the European 
Free Alliance is chairman of the SAARC Sub-committee and an 
especially enthusiastic advocate for Nepal. 


9. (S) Ranavs lengthy 
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the Indian National Security Advisor underscores the pivotal 
role this giant neighbor continues to exercise in domestic 
Nepali politics. It is instructive--but not surprising--that 

the Palace should enlist Indian influence in persuading 
recalcitrant political parties to join a new interim 
government. Indian opposition to a UML-led government 
without the Maoists\' antipathy toward their erstwhile 
comrades 

long-cherished hopes of gaining the PM\'s chair. Even clearer 
is the GOIVs categorical opposition to any possible 
third-party mediation efforts. We predict this resounding 
\"no\" from New Delhi will torpedo bids by some European 
missions here to play peacemaker in prospective talks. 
MALINOWSKI 
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percent of present A2 beneficiaries will prove viable.) 
At the same time 

in Zambia 

for Bain Group tractors and implements. Hickman said 
this brand loyalty of emigrant Zimbabwean farmers is 
helping the firm expand in these markets. 


Comment 

4. (SBU) The fall in annual tractor sales epitomizes 
commercial agriculture\'s decline. While most small-scale 
resettled (A1) farmers could one day reach subsistence 
levels in rainy years 

commercial (A2) farmers will produce even a fraction of 
their predecessors\' output. Zimbabwevs loss in 
employment and export revenue is enormous. 


Sullivan 
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and that relations between Iraq and Jordan are normal. 


Editorial Commentary 
-- VA bloody escalation of the war on Iraq" 


Center-left 

(03/27) editorializes: \"The United States and Britain 
escalated their brutal aggression against brotherly 

Iraq and the war operations launched by these two 
allies took a serious destructive and bloody turn when 
missile attacks and air raids started to target 

civilian areas and civilian infrastructure that 

claimed the lives of many.. The world watches with 
shock and awe the field developments of the American 
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war on Iraq. On one hand 

honorable resistance of the Iraqi people and their 
armed forces. On the other hand 

and pained by these horrific attacks against the 

Iraqis and by Washington and London\'s insistence to 
turn their backs to all calls for stopping this bloody 
episode and for listening to the voice of reason and 
logic.\" 


-- \"The fate of the Arab world at the breakfast table 
of Richard Perle\" 


Daily columnist Bater Wardam writes on the op-ed page 
of center-left 

(03/27): \"Fools who believe that the United States 
wants to liberate the Iraqi people and the prosperity 

of democracy must realize what lies behind the scenes 
of the American decision-making industry 

at the depth of George Bush\'s remarks and the trail of 
the U.S. administration\'s lies. Last Sunday 

Perle hosed a seminar over breakfast to discuss the 
future of the Middle East in the post-war era. The 
outcome was 

the United NationsV 

the hands of Washington 

in Syria and Iran 

Germany.. Perle is one of those in the small circle 

of oil traders and American owners of military 
industries 

and of those who stand for Israeli interests in the 
White House and who control American decisions.. 
Shame on us 

Zionists in the White House to determine the future of 
the Arab world at breakfast tables in Washington. V 


-- VThe freedom of killing lraqis\" 


Chief Editor Taher Udwan writes on the back page of 
independent 

(03/27): V'The Bush-Blair war can be called anything 
but a liberation of the Iraqis.. What freedom is this 
that carries within it unspeakable atrocities 

what freedom is this where more than 74 billion 
dollars are going to be spent on weapons to kill 
Iraqis and destroy their cities? A good description 

of this war is a war of lies. President Bush and 

Blair believe that by lying they can deceive all the 
people all the time. But this is impossible. The 
smiles that the American president gives to reporters 
before the White House cannot cover up the crime 
series that has started to unfold in Baghdad 
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Nasiriya 

| saw the cheers and applause with which the American 
President was received as he was promising the lraqi 
people a long war that would not stop until the head 

of Saddam Hussein rolls. | felt bad because the 
scenes of the dead people in Hyy al-ShaVb in Baghdad 
revealed all about the truth of the "freedom" that 

Bush is promising the Iraqi people via missiles and 
bombs.. The Bush-Blair war can be described as 
illegitimate 

as a war for freedom 

Iraqis is meant. V" 


-- \"For the oil" 


Daily columnist Mohammad Amayreh writes on the op-ed 
page of semi-official 

(03/27): V' The U.S. administration portrays its 
aggression against Iraq as a war of liberation aimed 

at ousting the standing regime 

mass destruction 

and bringing security and stability to Iraq. These 
justifications 

who follow the Americans.. U.S. and British officials 
are presenting themselves as the liberators 

a humanitarian mission and a democratic purpose who 
sympathize with the Iraqi people and are concerned for 
their interests. Yet 

see the contradiction.. If the Americans and the 

British came to liberate the people of Iraq and 

thought that this people will receive them with 
welcoming cheers and flowers 

seven days of the war 


-- VA year of justifying the war" 


Daily columnist Fahd Fanek writes on the back page of 
semi-official 

(03/27): Vt took America more than one year to 

justify launching a war on Iraq. There were so many 
justifications that the American people became 
confused and did not know why America must resort to a 
war that is said to be the last option.. President 
Bush\'s problem lies in his failure to convince the 
Americans and the world because the justifications 
given were either not true or true but not new.. This 
pushed many to look for the real reasons for the war 
finding only the desire to control Iraqv's oil and to 

serve Israel.. Additional justifications surfaced 
claiming that changing the regime in Iraq would open 
the door for core changes in the region 


ing compound. LGF mobile patrol units conducting routine compound patrols thwarted the attempted 


am Q. Al-Awadi, DCM reviewed reftel demarche (delivered to the MFA on March 23) highlighting USC 
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allowing peace to be established with Israel 

would be upon Israel\'s conditions 

democracy in the Arab world 

because democracy cannot be imposed from outside.\" 
GNEHM 
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management mode.\" 


-- Turkish bank customers are switching out of foreign 
exchange and into Turkish lira 

capital out of the country. They are taking advantage of 

higher interest rates in the TL markets. Per BRSA data 

Turkish banks report a total of $1.8 billion in withdrawals 

of foreign currency deposits between March 14 and 25. In 
return 

T-bill sales have increased about TL 1.5 quadrillion. 

Akcakoca estimates $100-200 million of F/X cash was taken out 
of banking system and put under mattresses in this period. 


Concerns with April 9 $3 billion Debt Redemption 


4. (SBU) General Manager of Kocbank (a mid-sized Turkish 
bank half-owned by Italy\'s Unito Credito) Kemal Kaya told us 
the banks remain concerned with the roll-over of the April 9 
redemption. The wild card in the April 8 auctions 

is the high percentage of the T-bills to be redeemed on April 
9 which are owned by the Turkish public 

He estimates the percentage in public hands to be about 40 
percent. While Turkish banks will want to roll-over their 
T-bills 

one can predict at present the public\'s appetite to roll-over 
the debt at the April 8 auctions. 


5. (U) Kaya said he heard from the bankers who met at 
Treasury on March 26 that \"Undersecretary Oztrak looks burned 
out. The rumor is his days are numbered. The bankers told 
Babacan that replacing Oztrak would be extremely negative 
for market confidence.\" (Note: Tuncay Ozilhan 

TUSIAD which is the prestige Turkish business group 

press statement March 26 reinforcing the point that now is 

not the time to replace the reform-minded top civil servants. 
Ozilhan also urged the GOT to move forward quickly with the 
IMF and also to extend the current Stand-by Arrangement until 
2006.) 


EL POINTS TO MFA EXPORT CONTROL COORDINATOR UGO DE MOHR ON MARCH 21. DEM 


, KFARNSWORTH USAID FOR ANE/AA:WCHAMBERLAIN ROME FOR FODAG GENEVA FOR RM 


‚M Frank C. Urbancic for reasons 1.5. (B) and (D) 1. (C) A detailed breakdown of KuwaitVs oil produc 


Classified By: Robyn Hinson-Jones, reasons 1.5 (c) and (d). 1. (C) Summary. TotalFinaElf (TFE) he 
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Treasury Concerned as Well 
Still Negotiating LOI Terms 


6. (C) Treasury Deputy U/S for public finance Hakan Ozyildiz 
told us that 

managers of the top four Turkish banks 

the banks was \"finish the IMF Fourth Review immediately.\" 
Ozyildiz said Treasury was pressing the IMF to sign the LOI 
tomorrow 

before the April 9 redemption. 


-- IMF resrep told us there are still several issues to be 
resolved before the LOI can given to IMF senior management: 
for instance 

investigations into BRSA\'s intervention of Pamukbank. If the 
issues were resolved overnight 

begin reviewing the LOI tomorrow and the LOI could be signed 
early next week. 

-- On the April 8 auctions 

is to target a 85 percent roll-over of the April 9 redemption 

(i.e. raise about TL 4 quadrillion or $2.35 billion). His 
conservative projection of Treasury\'s cash balance ahead of 
the April 9 redemption is TL 1.8- 1.9 quadrillion. If the 

cash position is better than this projection (because tax 
collection is stronger than projected) then the April 8 

borrowing needs would be somewhat less. 


-- Ozyildiz said Treasury would work closely with the 10 
primary dealers in TL-denominated debt (9 Turkish banks and 
HSBC) in offering appropriately short maturity debt on April 

8. He has scheduled meetings in Istanbul and conference 
calls next week with these dealers. 

Upheaval At the Privatization Administration: 

Populist Fiddling 


7. (U) The Prime Ministry announced March 26 that President 
Sezer had approved a change in ministerial portfolios 

shifting the Privatization Administration (PA) away from 
Deputy PM Sener and into the portfolio of Finance Minister 
Unakitan. Last week 

replaced by AK Party cadre. 


8. (SBU) On March 26 


1. Kayalar agreed on the importance of the information and promised to task his staff to look into it. 


itions March 12-14 with the Civil Aviation Administration of Vietnam (CAAV) on a limited bilateral avia: 
| Negotiations, to highlight US efforts in Sub-Saharan Africa and to confirm invites to the Ministerial C: 


OF THE INTERNATIONAL INSTITUTE FOR THE UNIFICATION OF PRIVATE LAW (UNIDROIT) ME 
raqi government funds for the benefit of the people of Iraq (ref B). Awadi took note of the request anc 
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on privatization asserting that the 2003 program was on track 
(septel has a privatization update). The markets 

focused on his remarks that 

law to ensure nobody working in a state enterprise under the 
PA portfolio will suffer from unemployment.\" (Note: Sener 
unveiled this draft law in January; if passed 

allow state enterprise workers to convert to the GOT civil 
service rather than face a lay-off. The World Bank believes 
few state enterprise workers would opt for lower paying civil 
service jobs 

However 

negative.) 


9. (C) Comment: According to rumors in the market 

lost privatization because AK-associated businesses that had 
earlier won some smaller privatization tenders had complained 
to PM Erdogan that the PA was too aggressive in requiring 
them to pay up. Privatizations in Turkey are usually paid 

for by installment (which means there are often payment 
delays). If true 

government focusing on the narrow interests of constituents 
and missing the bigger picture of a malfunctioning 
government. 


10. (C) World Bank economist Parks gave us another example 
of populist fiddling on March 27. Industry Minister Alli 
Coskun this week instructed the agricultural sales 
cooperatives (part of his ministry) not to implement a 
decision to close down several loss-making cotton spinning 
mills owned by the cooperatives. The World Bank requires 
this decision under one of its adjustment loan programs 
(Agricultural Sector Reform Loan). Such decisions hold up 
the cash flow to the Treasury at a time when cash reserves 
are desperately needed. 

PEARSON 
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the lack of U.S. troops in Northern Iraq 

Turkish military intervention has caused concerns among 
Northern Iraqi Kurdish groups. The U.S. sent 1000 
paratroopers to Northern Iraq to ease those concerns. 
Troubles in southern Iraq has forced the U.S. to ask for 
access to Turkish airbases at Incirlik 

\"Radikal\" claims there is still mistrust between the U.S. 
and Turkey regarding Northern Iraq: the U.S. is suspicious 
of "hidden Turkish intentions\' in the region 

feels uneasy about ‘undisclosed pledges\' made by the 
Americans to the Kurds. The U.S. and Turkey have agreed 
that Turkey should meet the needs of refugees fleeing to the 


;essment validation process, progress in the most recent Peace Talks, a status report on the Washi 


an action request, see paragraph 5. 2. (C) Summary: Regional Refugee Coordinator (Refcoord) foi 


ir the release of those arrested in Cuba\'s crackdown against the opposition. The GSL has not yet re: 
1e United StatesV decision to seek reentry into UNESCO and our candidacy for the executive board t 
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Turkish border 

Iraqis and take care of their needs. Turkey will also help 

to support logistical activities of U.S. troops transferred 

to Northern lraq 

concerned that the Republican-led Congress might not approve 
the proposed $1 billion in aid for Turkey. Commentaries 
view the $1 billion grant as an indication of new U.S. 
expectations from Turkey 

might use it as a ‘trump cardW in bargaining with Ankara. 
Meanwhile 

the marketplace killings in Baghdad alleged to have resulted 
from coalition missiles. Many papers and broadcasters 
compare the incident to the SerbsY mortar attack on a market 
in Sarajevo during the war in Bosnia. Papers report 
American and British officials voicing doubt whether the 
missiles were fired by coalition forces. Papers report that 
the National Security Council (NSC) will meet on Friday to 
discuss Iraq and the Cyprus issue. The military wing of the 
NSC is expected to criticize the AKP government 

see as responsible for failing to keep up with developments 
that led to the war in Iraq. 


TUSIAD reprimands government: All papers highlight a 
statement by the businessmen\'s association (TUSIAD) chairman 
Tuncay Ozilhan 

to handle current crises. "Turkey will either turn into a 
closed Middle Eastern country 

Western world 

‘normalization of relations with the U.S. will take longer 

than the crisis period between the two countries following 
the 1974 U.S. embargo on Turkey.Y Ozilhan warned against 
possible campaigns by anti-Turkish lobbies in the U.S. He 
rebuked the government for "blocking its own way to the EU 
by choosing a no-solution in Cyprus.\' Ozilhan called for an 
acceleration of economic reforms 

to extend the IMF program to cover the 2003-2006 period. 


EDITORIAL OPINION: War in Iraq 


\"The course of war\" 

Taha Akyol wrote in mass appeal Milliyet (3/27): \"It seems 
that the Sunni and Shiite Arabs of Iraq have at least one 
thing in common: standing against the occupying force to 
protect the motherland. It remains to be seen whether this 
sentiment will work on the Kurds 

northern front will be more of a challenge. Another 


an with Emboffs, the bank economists gave positive assessments of Yemeni fiscal discipline, currenc 
3BU) The EAC agreed that the situation in Colombo is calm. The anti-U.S. protest on March 21, 20( 


M Richard A. Albright, for reasons 1.5 (B) and (D). 
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challenge is the outskirts of the capital 

suburbs of Baghdad are fed by ethnic feelings as well as 
rage 

forces. . It is very difficult to estimate about the course 

of the war and foresee the next step. Yet one thing is 

clear: The course of the war poses a dangerous situation for 
Turkey in both its political and military aspects.\" 


\"The collapse of the American strategy\" 

Fatih Altayli argued in mass appeal Hurriyet (3/27): \"Given 
the mistakes made by the American hawks 

role has been seriously damaged. Scenes from the war prove 
that Iraq 

not going to be a piece of cake for the American troops. 
The course of the war is directly affecting the future of 
American policy regarding the new world order. The winner 
of this war 

going to be the United States. It will not 

real ‘win\' for the US 

another "warY on the US domestic political front. . The US 
national security strategy 

September 

important changes. The US is on the cusp of a process of 
internal challenge.\" 


PEARSON 
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Sheikh Talal added that once the Ratqa field was fully on 
line 

shut in at the onset of the conflict. 


3.(C) Following is unedited data set received from Kuwait 
Petroleum Corporation afternoon of 3/27/03. Explanatory 
comments follow at para 2. 


Begin Report 

Kuwait Petroleum Corporation 
Daily Crude Production 

All figures in bbls 


This report covers activities from 0500 3/26/03 to 0500 
3/27/00 


Total Kuwait 
Production 2 


3r opinion of the conflict (pro or con). The message also instructed her to forward it to all of her frienc 
The Ambassador convened an Emergency Action Committee (EAC) March 23 to discuss current thrı 


f March 25 that THY had suspended operations to Kuwait and Bahrain due to insufficient passenger | 
JT opposes discussion of Iraq in the General Assembly. She said the GOT will consider the USG po: 
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KOC Proper: 
South East: 1 
West: 352 
North: 415 

Total: 2 


Wafra Joint Operations: 
R/B to KOC 144 


R/B to KNPC 0 

R/B to SAT 150 

R/B total 144 

Eocene 23 
KGOC: 

Khafji 120 

Hout 18 


KEC Receipt 2 
KEC Stock 6 
KEC Ullage 7 


End Report 
4.(C) Explanatory Comments: 


Wafra Joint Operations refer to onshore concessions in 
Saudi-Kuwait divided zone operated by Saudi Arabian Texaco 
(SAT). R/Brefers to the two producing reservoirs -- Ratawi 
and Burgan. 


KOC is Kuwait Oil Company 
KNPC is Kuwait National Petroleum Corporation 


KGOC is the Kuwaiti successor to Arabian Oil Company (AOC) 
which previously operated a concession in the offshore 
portions of the Saudi-Kuwait divided zone -- AOC still 

operates the fields under a service agreement. 


KEC refers to Kuwait Export Crude 
blend. Salt PTB refers to pounds of salt per thousand 
barrels of crude oil. 


5. (SBU) NOTE: Interested readers may also receive these 
sitreps via SIPRNet e-mail. To be added to the mailing list 
send a request via SIPRNet e-mail to 

SchwartzT PKuwait@state.sgov.gov. 

JONES 
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conceived strategy which would enable divergent factions to 
pursue separate agendas on behalf of the group as a whole. 
However 

to remain on their farms while most supporters of JAG are 
completely dispossessed 

and the two groups have reverted to factionalism 

and name-calling. 


2. (SBU) Both factions 

agreed that the best way to confront the continuing seizure 

of farms and resulting chaos on the ground was to present a 
united front. Cloete reported that Masipula Sithole 

prominent political analyst 

coherent plan for the future of agriculture 

progressing on a \"crisis management\" basis. Cloete affirmed 
that his organization was attempting to craft a suitable 
response to the demand that it sign a one-sided and heavily 
GOZ-weighted Memorandum of Understanding. Although still 
being drafted 

the GOZ when \"the time is right 

few weeks. Cloete also raised publicly the possibility that 
many farmersV only relief might lie in compensation 

that full and fair compensation might not materialize until 

the next generation. 


3. (SBU) It would obviously best serve the two publicly 
warring factions to present a united front to the GOZ 

many participants at this meeting indicated the groups 
agreement with that strategy. Although the chances for all 
commercial farmers to return to their properties are 
practically nonexistent 

the GOZ that have admitted that returning some farmers to 
productive endeavors is critical for the country\'s food 
security. Whether those forces can prevail is uncertain 

but infighting and backbiting between farmers only serves to 
make them easier targets for the hardline forces. The CFU 
seems eager for support and recognition by the USG 
Cloete twice asked Laboff to comment on the current 
situation -- in relation to eventual compensation for 
dispossessed farmers 

dispossessed farm workers. Although Laboff could offer 
little in the way of solution 

if any 

GOZ assistance for land reform under the current political 
climate 

the desperation of displaced farm workers and attempting to 
address their critical needs. Although commercial farmers 


ity Chief of Mission Robert S. Deutsch. Reasons: 1.5 (b) and (d). 1. (C) MFA advised Economic Offi 
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seem determined to try and retain something from their 
ruined legacy 

arrive from the outside 

means to help themselves -- and each other. 


Whitehead 
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the situation has stabilized. Banking industry leaders 
reviewed the situation in Ankara on March 26 with the 
Treasury 


2. (C) No credibility: Our contacts in IstanbulVs financial 
community are extremely critical of the AK government and its 
mishandling of U.S. relations on Iraq. Its mixed signals on 
reintroducing the motions to support the U.S. 

perception that State Minister Babacan deliberately misled 
the markets before the Treasury\'s last debt auction 

left its credibility in shreds. The distrust was evident 

over the weekend as Prime Minister ErdoganYs message of 
commitment to economic reform failed to sway market 
sentiment. Analysts at Bender Securities argue that \"this 
government is finished." But 

perceive that the problem extends beyond the government. 
Yapi Kredi\'s Huseyin Imece characterizes the failure as one 
in which the entire Turkish state shares responsibility 

the President and military through the oppositin as well. 


3. (SBU) Isolation: Beyond the loss f American financial 
assistance 

Kemahli notes tat Turkey was expected to muddle through 
before he package appeared 

among Istanbul observers focused especially on a erception 
that Turkey\'s bridges to the West and articularly to the 

U.S. have been cut. EU warnigs on Cyprus 

warnings from all quaters against Turkish intervention in 
Northern Ira (\"the last error remaining for Turkey to 
commit!" in Imece\'s description) 

contributed to 

nday\'s sharp sell-off. Tuesday\'sreport of 

anew and more modest U.S. assistance ackage has thus been 
seized on as a lifeline. Analysts recognize that the amount 
(in the Turkish ontext) is relatively insignificant 

congresional approval by no means assured 

in KemahliVs and others\' view 

that the U.S. administration is not abandoning Turkey. 
(Garanti Bank\'s Baris Kokoglu argued that even a promise of 
billions from the EU would have less market impact than the 
U.S. billion.) 


, KFARNSWORTH USAID FOR ANE/AA:WCHAMBERLAIN ROME FOR FODAG GENEVA FOR RM 
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4. (SBU) Debt Sustainability: All observers are now focused 
on interest rates 

pessimism is marked at local brokerages (Bender\'s Murat 
Gulkan and Emin Ozturk see an economy trying to navigate 
between muddling through and \"doomsday 

upside) 

the \"moderate\" reaction of the past week shows that the 
Turkish economy has matured since the 2001 crisis 
weather the storm. The banking sector is strong 

with banks liquid and without exposure to short positions on 
the dollar. Banks are taking paper losses because current 
high rates negatively impact their balance sheet 

his colleague Ozlem Cinemre characterize this more as an 
\"opportunity cost 

banks are still making money on their entire portfolio. 
Garanti\'s Kokoglu agrees 

no alternative but to stay in the bond market. There is no 
demand in the real sector for loans 

provide an incentive for bond holdings over loans in any 
case 

a high enough return to cover Turkish deposit rates. Bender 
analysts characterize the situation as a \"Hotel California 
where all players are enjoying good profits 

the game. 


5. (SBU) Dollar liquidity: Given that ten banks constitute 

the key market for Turkish t-bills 

critical to debt turnover. On this issue 

mixed messages. Yapi\'s Huseyin Imece warned that \"leakage\" 
from the system has reached 5 percent of its 44 billion USD 
in total dollar assets 

Akcakoca 

withdrawals from March 14-15 totaled 1.8 billion USD. Not 
all banks are being equally affected 

Kemahli noted that while there were some withdrawals on the 
first day of military operations in Iraq (2 percent of the 
Finansbank\'s 1.8 billion USD holdings) 

since stabilized and that on Wednesday there was even a 20 
million USD inflow. They noted too that withdrawals were not 
driven by panic 

forced to turn to merchants in the Grand Bazaar and its 
German branches for stopgap liquidity) 

depositors comparison shopping in pursuit of increased 
returns. Kokoglu reported a similar pattern at Garanti. 
However 

meeting in Ankara on March 26 with the BRSA 

and Treasury to review the situation and emphasized the 
importance of Turkey\'s continued commitment to its reform 


: (due to illness), the Ambassador spoke with Vice Foreign Minister Jorge Perez on March 25 and rel: 


action message -- see paragraph 4. 2. (C) Ina March 24 meeting with Kuwaiti Minister of State for F 
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program. The government no longer has any margin for error 
he stressed 

missteps. 


6. (SBU) Comment: From the Istanbul perspective 

as an extremely problematic week has been salvaged by the 
public perception that the U.S. is not abandoning Turkey. 
Analysts are united in their belief that to further soothe 

the markets Turkey should avoid raising tensions by going 
into Northern Iraq. After the announcement of U.S. 
assistance 

gesture by Turkey--such as opening airbases-- without seeking 
a quid pro quo. Most of all 

rather than words from the government on the economy. We 
were struck 

of Istanbul\'s bankers and stock market analysts. While the 
latter are uniformly gloomy 

sanguine--convinced that Turkey has seen worse before and 
will ultimately weather the crisis 

and the government continues to follow IMF guidance. End 
Comment. 

ARNETT 
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bombing bridges and electrical installations. When this was 
brought to his attention 

Secretary-General Gift Chimanikire 


SIPDIS 

party's intelligence and security directorates 

to rescind any orders that might have been given for violent 
action. 


3. (C) Ncube said the party would not be ready to launch the 
next phase of mass action when a March 31 ultimatum deadline 
expires. (Note: After the successful March 18-19 stayaway 

the MDC issued a list of demands the Government must meet by 
March 31 or face further civil unrest. End Note.) The party 

is now coordinating with civic organizations such as the 
Zimbabwe Congress of Trade Unions (ZCTU) and the National 
Constitutional Assembly 

second or third week in April to do the necessary 

mobilization. Asked what form the next phase of mass action 
would take 

that were sustainable and ongoing 

affairs. Prolonged stayaways and street demonstrations in 

the high-density suburbs were the most likely actions. In 

the beginning 

large-scale demonstrations in the city center 


Ref: (A) State 71056, (B) 02 Colombo 1112 1. As reported in Ref B, as of April 2002 Sri Lanka\'s Ce 
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minimize the possibility of security service attacks on 

members of the public and to avoid gathering large numbers of 
party activists in the same place. 


Violence - A Contingency Plan? 


4. (C) In a separate conversation with Poloff on March 26 
Solomon Chikowero 

for violent activities are in place and that they are simply 
waiting for the green light from the MDC leadership 

to meet on March 28 to decide what to do when the MDC 
ultimatum expires on March 31. Chikowero said there was a 
feeling within the MDC that whether they engaged in 
stayaways 

response from the GOZ was the same: detentions 

beatings 

within the MDC that they had exhausted their options and were 
left with only violent means to pressure the GOZ into a 
dialogue on political change. 


5. (C) Chikowero suggested that parastatal Zimbabwe Unified 
Passenger Company (ZUPCO) buses would be prime targets for 
attack 

Chikowero did not mention other specific targets 

subordinates had elaborated on this topic in previous 
conversations with us (reftel). 


6. (C) Poloff reiterated that if the MDC engaged in violence 
that the U.S. and others in the international community would 
have no choice but to distance themselves. Organized 
violence was not the hallmark of a legitimate democratic 
political party. Poloff suggested there were many other 
peaceful ways to motivate political change. Poloff suggested 
that the recent stayaway had already bolstered ZimbabweansV 
confidence in their ability to influence political change. 

Violent activities would only invite a more violent crackdown 
on the part of government 

March 18-19 stayaway. 

7. (C) Chikowero agreed in principle that non-violent 
activities were a good idea 

could backfire politically 

decision would be made above his head. He also said 
non-violent stayaways and protests 

were more complicated to organize in a reasonable amount of 
time 

Chikowero said discouraging stone throwing was a lost cause 
with MDC supporters on the street who have been beaten 
repeatedly by security forces. 


Soldiers? 


n Muasher attended the March 24 Arab League ministerial in Cairo, MuasherYs personal assistant Ali 


dort: (1) GOT TIP National Action Plan (NAP) and (2) GOT responses to TIP-related questions from r 
J.S. themes for the March 26 UNSC Open Session to the Sri Lankan and Maldivian governments. 3. 
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8. (C) Chikowero said the \"soldiers\" currently carrying out 
the retribution campaign against MDC supporters are National 
Youth Service members 

re-entered the military in 2001. He claimed that none of 
them are regular soldiers. Chikowero said that his office 
could compile a list of the war-vets cum soldiers 
information on which military units have supplied the 
camouflage uniforms 

Chikowero was speculating 

likely the Joint Operations Command (JOC) 

elements of the police 

Organization 

the operation. 


Comment: 


9. (C) We believe that Welshman Ncube is committed to 
achieving political change peacefully and hope that other 
senior MDC leaders share this view. His obvious discomfort 
in discussing this topic 

the commitment of other MDC leaders to the path of 
non-violence. It is noteworthy 

public statement condemning the sporadic violence that 
occurred during the March 18-19 stayaway. Such a statement 
would send a clear message to the increasingly frustrated 
rank and file that the party was opposed to violence of any 
sort. Instead it appears that attacks on ZANU-PF interests 
are being kept in reserve as a contingency plan 

cultivated by lower-level officials and supporters who 
themselves see few other viable options. So far 

elements have heeded the leadership\'s stand down orders 
it is impossible to predict how long their commitment to the 
party leadership will outweigh their frustration with the 
regime. We will continue to stress in our interactions with 
MDC leaders our conviction that violence is not the way 
forward. 


Who is Chikowero? 


10. (C) Chikowero is an impressive figure 

paratrooper and intelligence officer who served in Somalia 
Mozambique and various posts within Zimbabwe. A military 
court imprisoned him in 1991 for refusing to follow orders 
during operations in Mozambique 

junior soldiers as cannon fodder. He was released in 1996 
and declined an offer to re-join the Air Force to instead 

team up with the fledging MDC a couple of years later. Since 


O MFA PROTOCOL DIRECTOR OBEID AL-ZAABI ON 3/26 AND ASKED HIM TO BRING IT TO THE 


irs and International Trade (DFAIT). According to Wallace, Canada shares USG concerns about the 


Ali al-Ayed, personal assistant to Foreign Minister Marwan Muasher. A/DCM asked that Jordan mak 
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joining the MDC he has been arrested about eleven times 
tortured twice within the past year. He said the tortures 
have only hardened his resolve against the current regime. 
He is widely regarded in ZANU-PF circles as being at the 
center of plans for MDC-sponsored violence 

closely by the security services. End Comment. 
SULLIVAN 
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End summary. 


2. (C) A Kurdish M.P. from \"secular\" CHP -- one of the few 
straight shooters we know in that party -- asserted to us 
March 27 that the initial positive sentiment about the war in 
Iraq has faded among many Kurds in Turkey\'s Southeast. He 
claimed the mood in Diyarbakir 

our contacts hometown 

Diyarbakir Kurds 

the U.S. will bomb them. Even if Iraq shoots a missile 
against Diyarbakir 

recognizes the absurdity of such a fear but believes it comes 
from a growing sense -- fanned by local religious leaders -- 
that the U.S. is conducting a war against Islam. V'You must 
take care not to bomb religious sites in Iraq 

Vor you will risk greater opposition in the Southeast." 


3. (C) Moreover 

may not support the war because of familial and tribal ties 
to the terrorist PKK/KADEK. He noted that his own brother 
had joined the PKK in 1988 at the age of 15 

not been seen since. Kurds 

post-Saddam regime emerges in Iraq 

exclude PKK/KADEK from a place at the table and may even 
attempt to destroy it. Consequently 

Kurdish Medya TV 

(Comment: In one of the ironies of the current political 
situation 

pro-Kurdish DEHAP and defunct HADEP parties 
relationship to PKK/KADEK akin to that of Sinn Fein with the 
IRA 

USG actions in Iraq. End comment.) 


4. (C) Our senior CHP contacts comments emphasize different 


are in Jordanian dinars Note: 1 JD = 1.4104 usd 1999 2000 2001 2002* 


3EVIOUS Classified By: DCM Frank C. Urbancic for reasons 1.5. (B) and (D) 1. (U) Local press rep: 
ries Department, and urged the GOT to instruct its UN mission to use these themes as a basis for pa 


, KFARNSWORTH USAID FOR ANE/AA:WCHAMBERLIN ROME FOR FODAG GENEVA FOR RMA 


2D FOR IRAQ AND OTHER HUMANITARIAN ASSISTANCE ISSUES (U) Classified by Deputy Chie 


AST SITREP (all reported times are Kuwait Local, GMT plus three): ----------------- Security/Military ---- 


Column 3 

aspects of the situation than the views espoused by some of 
our other leading (pro-Barzani) Kurdish contacts 

those in CHP. On the one hand 

tolerance of PKK/KADEK 

organization but because \"these are our sons.\" Second 
previous 

been careful to enunciate the CHP line -- even as he 
simultaneously expressed hope that the USG war effort will 
succeed in improving conditions for Kurds in Iraq. As a 
secularist 

rising Islamic sentiment than his more traditional brethren. 


5. (C) As a whole 

ethnic Turkish citizens. While this helps foster a sense of 

the Kurds as distinct from 

Turks 

arguments that the USG is leading a \"Crusade\" against Muslim 
Iraq (ref B). In this contact\'s view 

growing convergence of interests between some militant 
Islamist elements and far-left nationalists in the Kurdish 
Southeast. 

PEARSON 
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order for all non-emergency personnel for 3/28 until 1800. 
After 1800 

return to allowing American personnel essential movements 
include travel to the Embassy and stops for necessary 
supplies. The EAC will reassess the local security 
environment following the weekend. 


2. (U) In a postscript to the expulsion of Iraqi diplomats 

from Jordan for security reasons earlier in the week 

GOIVs verbal attacks against the GOJ for doing so (ref A) 

the official Petra New Agency quoted the Iraqi Ambassador to 
Jordan Sabah Yasin as characterizing the entire affair as \"no 
more than a passing summer cloud." In an meeting with GOJ 
Minister of Industry and Trade Salah Bashir 

Ambassador indicated that the three expelled Iraqi diplomats 
will be replaced \"as soon as possible.\" (ref B) 


3. (S/NF) Privately 
rumors that a fire set at the Amman Hyatt Hotel on March 22 
was set by IIS sabateours. (ref C) 


4. (SBU) Approximately 7 

northern Jordanian city of Ramtha (near Irbid) for the 
Jordanian students killed in Mosul March 23 (ref D). As of 
1800 


‘URE TELCON Classified By: RSO TIM LAAS, FOR REASONS 1.5 (B) AND (D) 1. (S/NF) SUMM/ 
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the funerary march. 


5. (SBU) About 1 
protesters held a demonstration at Jordan University March 
27. PSD notes that the demonstration was peaceful. 


7. (U) Planning Minister Bassam Awadullah welcomed the 
Ambassador\'s announcement of the President's proposed $1.1 
billion supplemental aid package for Jordan. Awadullah said 
the aid would \"help mitigate the impact of war and make sure 
that JordanVs success story is not jeopardized.\" He noted 

the international community recognized that allowing the 
Jordanian economic model to fail would have negative 
consequences for U.S. and European development plans for the 
rest of the region. Awadullah expressed confidence that the 

EU would soon increase its aid to Jordan along similar lines. 


8. (U) The official Petra news service reported (ref B) that 
GOJ Industry and Trade Minister Bashir telephoned lragi Trade 
Minister Muhammed Mahdi Salih 3/26 and V'emphasized the deep 
relations between the two brotherly countries." The report 
stated that Bashir told Salih that he would work with the 

Iraqi Ambassador in Jordan to find Wmechanisms that would 
facilitate and expedite the constant flow of goods to lraq . 

.. and emphasized that issues regarding transportation 

rapid and smooth flow of goods 

by priorities in order to meet humanitarian needs in Iraq 

will be studied." 


9. (C) The GID and PSD will deploy additional security 
personnel overnight around the Embassy 

facilities 

located 

possible 3/28 post-prayers demonstrations. As noted para 1 
Embassy will implement a standfast order for American 
employees until 1800 on Friday. 


Following ref (A) meeting with Econoff, Tevfik Mengu, Director General for Agreements at the Turkist 
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10. (C) Port activity: QIZ exporters reported rumors that 
container ships have been delayed coming into Aqaba. 
Shipping Agents Association Chairman Dalabieh confirms that 
inbound freight has experienced slight delays over the past 

48 hours 

to an inoperable gantry crane at the port 

berthing and offloading 

cargo should resume as normal starting March 27. 


11. (sbu) Internet companies report a sharp upsurge in 
internet use 

(septel). The technical support director at the largest 
internet provider in Jordan said that sophisticated software 
is allowing users to access and download tv news reports 
which are then given broad circulation via email. Despite an 
increase in traffic that has at times reached 95% capacity 
providers report no problems with continued service. 


12. (sbu) Similarly 

levels of text messaging (or SMS) traffic are also on the 

rise 

Boudier 

was \"no strain\" on the system. He added 

company was getting a \"steadily rising\" number of complaints 
about inability to connect to land lines in Iraq 

the company is attributing to degradation of the Iraqi 

telecom infrastructure due to the conflict. 


13. (sbu) Trading on the Amman Stock Exchange was flat 
Thursday 


14. (sbu) Target Corporation continues to book orders 

through Jordanian QIZs and said they have no plans to 
discontinue unless events on the ground change. The company 
gave this reassurance despite an increase in fuel charge per 
kilo from five cents to twenty cents for the Middle East 

imposed March 24. Target officials said that a shortage of 
aircraft due to military action and a decrease in passenger 
travel added to the increased transportation costs. 


15. (U) UNHCR & IOM report that the Jordan-lraq border 
remains open. Seven TCNs entered Jordan from Iraq overnight 
(March 26-27) but there have been no ΤΟΝ arrivals since 1:00 


J up, with confirmed incidents of violence occurring in at least 24 of Nigeria\'s 36 states. The incident 


Column 3 
am. There are currently 173 TCNs in the transit camp. Still 
no sign of any Iraqi refugees/asylum seekers. 


16. (U) Weather conditions improved considerably March 27 
allowing IOM to resume its repatriation operations. Four 
Somalis left the camp and another six are scheduled to leave 

on March 28. Some Sudanese & Somali nationals have told IOM 
officials they do not want to return home. UNHCR officials 
currently are interviewing these individuals. 


17. (C) MSF/Amman has not received any news from its 
two-truck convoy that crossed from Jordan into Iraq on March 
26. Separately 

officials that it has heard that the Amman-Baghdad highway 
has been \"cut\" by coalition forces 80 km west of Baghdad. 


18. (SBU) Banner headlines in all Jordanian dailies March 27 
highlighted developments in the war. Lead reports focus on 

the bombing of a marketplace in Baghdad and continued battles 
in southern Iraq. Other major stories highlight remarks by 
Iraq's Ambassador to Jordan that the recent diplomatic \"tiff\" 
between the countries was a \"tempest in a teapot 

bilateral relations remain normal. Editorials continue to 

criticize the war in the strongest terms 

admiration for lraqi resistance 

civilian casualties. 


19. (U) The Ambassador\'s announcement of the President\'s 
request for $1.1 billion in supplemental aid for Jordan 
appeared on the front pages and in the economic pages of all 
Jordanian dailies March 27. One local commentator noted that 
\"Western assistance to Jordan reflects sensitivity to the 

losses suffered by the economy due to war.\" 


GNEHM 
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Network\" (LTER) we anticipate full participation from all 
Black Sea littorals. 


A. PROJECT TITLE: \"Start-up of a Black Sea Long Term 
Ecological Research Network\" 


B. DEPARTMENT STRATEGIC OBJECTIVE: Regional stability 
economic development and S&T cooperation 


SE PROTECT ACCORDINGLY. NOT FOR INTERNET DISTRIBUTION. 1. (SBU) SUMMARY: ATA 


ASSADOR ON MARCH 27, THE AMBASSADOR DISCUSSED WITH PLANNING MINISTER BASS/ 
s and promised to immediately relay our points to the Guatemalan PermRep in New York. 2. (SBU) T 
to vote against a special sitting on Iraq at the 59th Session of the UN Commission on Human Rights 


Column 3 


C. PROBLEM/ISSUE: A Black Sea academic recently estimated 
that there are more than 8 

the Black Sea. An oceanography conference in Ankara in 
October 2002 drew more than 400 professionally researched 
abstracts that were less than a year old on the Black and 
Eastern Mediterranean Sea. Very few studies are 

coordinated or systematically compared with others. An 
integrated basin-wide approach is clearly needed and 

would help leverage strained budgets. Interest among 
academics in establishing an LTER is strong. 


Strengthening regional cooperation on Black Sea issues 
will simultaneously enhance U.S. S&T cooperation in the 
region and lead to a coordinated body of literature that 
documents changes in the Black Sea that affect economic 
development. Such coordination can lead to an increase 
in science-driven decision-making 

protection 

also foster U.S. engagement in important scientific 
research during a period in which the EU Sixth Framework 
is projected to exert a tremendous pull on intellectual 
resources. 


D. ANTICIPATED RESULTS: The project will bring together 
institutions and scientists to coordinate their research 

and maximize their limited available research funding. 

For example 

limited core samples. The result will be 


== local leadership and development of a coordinated body 
of data and literature that does not duplicate previous 
studies 

focuses on goals important to the environment of the 

Black Sea. 


== a revitalized Black Sea will stimulate economic growth 
through tourism 


== strengthened regional cooperation and academic 
communities 


|. (S/NF) Begin Summary: The Ambassador convened an Emergency Action Committee (EAC) met 


for Turkish Customs, computers for Turkish Customs and TMO, and intercept equipment for the Turk 
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q) 


but the underlying reality is 


but includes no/no 


and numerous contacts have expressed support for 


or if Iraqi civilians were killed in a 


saying that the NAM meeting and 


\"Iraq will be the first field of 


opposition to war is couched in terms of support for 


but the main concern was 


but expressed confidence that the ROYG could handle 
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UN 


Column 4 Column 5 Column 6 
(C) An official in the President\'s office told 


and that if must happen it should happen now without 


opposition media hype has been 

out of three 

only one contained an article 

noting matter-of-factly that a small anti-war 


and even contacts firmly opposed to war 


the vehemence of opposition is not as acute as 


many Yemenis are more concerned 


partially 


the 


and perhaps concerned about 


2/27/2003 14:53 OS3ANKARA13! Embassy Ankara 


)n a rotating basis last March, CCRA has scrutinized nearly 500 U.S.-bound marine shipping containe 
adian OSCE Missions in Vienna had already discussed the imposition of visa sanctions. Canada was 
, PGOV, PREL, KPRV, KTDB, KPWR, HO SUBJECT: HONDURAN ECON HIGHLIGHTS: DECEMBE 
litary personnel was surrounded by approximately 400 compesinos in the Nahuaterique pocket on the 
s overstretched by the efforts to simultaneously establish a new trade team and participate actively in 
diplomacy programs; and allow us to monitor events/activities important to US foreign policy objective 
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per this 
because it has not agreed with the IMF over measures 


the GOT risks putting 


according to Turkish Finance Ministry 


and prepares a report recommending its passage by 


but the two political parties in parliament could 


t on trafficking in persons issues until May 1 is poloff Carl-Heinz J. Wemhoener-Cuite, Andrea Tomas 
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worth about 0.5 percent 
whereas the GOT sees a 6.5 percent primary surplus 


and 

but then it risks the following dangerous 

no budget no IMF agreement 
resrep told us 

MinFin Unakitan in a meeting 
raised with IMF staff the possibility of new VAT 


and thus obviate the 


and are hearing 
that one of the major European bank lenders to 


Turkish T-bill-backed) loans. Barclays is not a major 
large-scale demand 


Credit Agricole and 
even in the 


but their 
and foreign bank 


2/27/2003 14:57 O3KINSHASA: Embassy Kinsha: 
SAMBA KAPUTO AND EVARISTE 


ANDRE KAPANGA AND THEOPHILE 


nding and appreciation of the benefits of IPR protection, make reversing this situation a difficult, long- 
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BUT A YOUNGER MORE 
KABILA APPEARED 


IN PARTICULAR THE REACTION OF THE 
HE IS TAKING HIS 


AND APPEARS TO BE MOTIVATED BY A DESIRE TO STAY IN 


THERE HAVE BEEN SIGNS THAT KABILA 


THE GDRC 


THE FIRING OF THE FINANCE MINISTER MATANGULU IN FEBRUARY 
AND SINCE LATE, THE DEPLOYMI 


HARDLINERS TEND TO ESPOUSE THE BELIEF THAT 
THAT 
OUTLASTED 


BUT ENOUGH OUTSTANDING DISPUTES (SUCH AS OVER 


THESE ADVISERS ARE 


KABILA HAS REPLACED A GREAT 


GAETAN KAKUDJI AND ABDOULAYE YERODIA HAVE LARGELY 


AND HAS RECENTLY 
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THE MOST INFLUENTIAL \"HAWKS\" 


DEPUTY CABINET DIRECTOR SAMBA KAPUTO AND 
DIRECTOR OF STRATEGIC STUDIES. PRESIDENTIAL 


IN A 23 FEB. PRIVATE MEETING 
LEVELED CHARGES OF CORRUPTION AT ALL 


A LAW PROFESSOR BY TRAINING AND 
WHO HAD BEEN DEPUTY CABINET DIRECTOR UNTIL THE 


WHO IS PERHAPS MORE INFLUENTIAL THAN BOSHAB ON 


WAS BORN IN KATANGA BUT RAISED IN THE KIVUS 


HE WAS 


WHEN HE WAS TAKEN ON BOARD IN HIS CURRENT 
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FROM MANIEMA WAS AN UNOFFICIAL ADVISE 


HE BECAME ETIENNE TSHISEKEDIVS FOREIGN 


WHO WAS MINISTER OF THE PRESIDENCY UNTIL HE 


HAS BEEN ACTIVELY 


HERETOFORE KABILA HAS 
LIEUTENANT GENERAL 


AN EX-FAZ OFFICER. HOWEVER HE ALSO LISTENS TO 


HAVE VIOLENT STREAKS AND 
EACH VYING 


3U) PER REFTEL, EMBASSY ROME DELIVERED TALKING POINTS TO THE GOI ON THE INITIA 
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THEY PROCEED TO A SECLUDED PART OF THE 


INTELLIGENCE REPORTS WARN OF 


CANADA 


OFTEN THINK 


THE GIRLS QUICKLY BECOMI 


CHINESE AND RUSSIANS 


GOI SUPPORT FOR AFGHANISTAN TO BECOME AN OSCE PARTNER FOR COOPERATION. H 


Column 4 Column 5 Column 6 
IMMIGRATION OFFICIALS APPREHENDED NUMEROUS 


000 FOR 
THE 


A CASE THAT 


000 


2/27/2003 15:45 03ROME832 Embassy Rome 


THIS NEEDS TO BE ADJUSTED. 


| WOULD ASK YOU TO SERIOUSLY CONSIDER: 


FEEDING SITES SHOULD SERVE AS FOCAL POINTS 
RELAPSING FEVER MENINGITIS. 


| FULLY ENDORSED 


ETHIOPIA IS UNIQUE AMONG 


ssador Palmer on February 14. Hernandez requested the meeting to discuss issues of bilateral impc 
ense and Security Relations, said that Canada was definitely on board. She noted they were one οἱ 


Special 301 Review for Honduras follows. 2. (SBU) Summary and Comment: Honduras is largely in c 
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Iraqi intelligence officers (ref b) by urging the GOT to suspend Iraq\'s diplomatic presence in Turkey c 
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he is the coordinator of the Buhari campaign 


Hamma professes 


Buhari will win by large margins 


Ekiti 
Lagos Anamabra (VI 
and four of the six South-South 


arguing that adherents of both religions have 


however that opening 


it is an axiom of Nigerian politics that 
this means 


by announcing a candidate as the winner of an area 


of the Portillo letter: 2. (U) Begin text: Guatemala, March 17, 2003 Mr. George W. Bush President of 


| work to your attention. Unfailingly polite and self effacing, Jim Waller is incredibly hard working, det: 
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though marred by fraud on both 
broadly reflected the will of the Nigerian electorate. 


they also need a lot of money. Thus 
Buhari has manifested determination but relatively little 
and the funds available to him are unknown but judged 


if Buhari used the 

his position might now be 

but Obasanjo and Atiku almost certainly can 
his campaign remains in 


and to be seen by his supporters as in dialogue with 


but Buhari himself could exercise a moderating influence 
his influence will 
scheduling conflicts prevented 


the points on the imperative of avoiding 
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such as in the North Sea and the Gulf of Mexico. 
which just came into 


may still be sorting out its 


Fage echoed comments by many 


whose development 


the Minster predicted might 


as well as 


bringing the 


the 


then 
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bomb threat drill 
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should 


Column 5 Column 6 


O3TEGUCIGAI Embassy Tegucit 


emergency destruction 
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xceptional demand for dollars or withdrawal of deposits. There has been no pressure on foreign excl 
available today. A senior KPC official told EconChief today that production in the previous 24 hours re 
additional visit to Marib in the near future to collect additional evidence and attempt to interview addii 
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horities and moderate sermons in Juma\'at Mosques probably helped. END SUMMARY. 2. (SBU) T 


nittal, however, to our points that other UN bodies such as the General Assembly or Commission on 
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but many of 
including those in 
Solola Zacapa and Quiche. The 


V as they agree that many human rights problems 


but there is 
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h 20 on the war in lraq and possible implications for Honduras. His basic message was that the war 
an assured us Canada does not believe a special sitting on Iraq is a good idea, and will not support si 
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Survey and Urban Planning in 


the defeated PDP 

has not indicated that he is 

even though his 

candidate for the PRP has been talking to the 


but up to the meeting held on February 


after Alex Ekwueme he has the highest name 


in the end the AD will likely 
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and the 


accusations of bribery and the 
and strikes by registration workers over 
to name a few. In addition there have been 


and a mistaken 


which is registering only citizens over the age 


there seems to 
it has taken more than 20 


which seems to be broadly 
even in the North which has 


on March 22. Al-ShaVali noted that the MFA had not received any indications of attempts to stir up the 
west in the Arab world. The Ministry of Labor and Social Affairs supplied this information to the Arab 
assets connected with the operation be redeployed in a reasonable period of time in close coordinatic 


'hief of Mission Robert Deutsch for reasons 1.5 (B) and (D). Summary: 1. (C) Emboffs met with MF 
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a 35-year-old man 
000 naira (USD 630) February 20 and was given 30 


the Kaduna State 
the Sarkin Numana 
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unlawful assembly 
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because the 


if 
but rather as the U.S. intends 
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was convicted of 
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as estimated the war is not dré 
the conflict ends as 


Oil Company Firefighting team has been dispatched to Northern Kuwait to assess the situation and p 
“onTexaco and Shell to halt some operations, reducing Nigeria\'s crude production by 350,000-400,0 
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an op-ed by regular 


my conclusion is that pacifists 


but at the present 


but there are also a lot of countries that envy the 


Hussein is not an 
and the United 


at the beginning of an interview with 
a European socialist leader and a former 


quoted 


the U.S. will go to war against Iraq. Serra 


because they do not want a war. 


but during the Gulf War a 
and 
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there are a lot of 


THE PREVIOUS EVENING, WHO HAD TOLD HIM THAT IRAQ HAD CUT ITS OIL PIPELINE SUPP! 


Column 4 


because a war means thousands of 
and it will provoke the 


Director of the Diplomatic Academy of 
and Dr. Jose Maria Leiva 
to analyze 


they discussed the possibility of war 
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other than to note with relief that 
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ion to prior to your meeting. By all accounts, and despite having been wounded himself in an LTTE E 
nately 100 Amcits are inside of the compound along with another 100 expatriates, 1800 Nigerian emp 
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prosperous democratic country that 


as well as efforts to keep 


CIC deploys immigration control officers at 


one passport\" policy which it 
will help deter trafficking in children. Under 
children could be included in the 


and children must have their 


and other organizations and 


by funding research projects and sponsoring 


but 


and therefore surreptitious entry by migrants is 


2002). This interagency group has now turned to 


CIC DFAIT 


Justice Canada the RCMP and Solicitor Ger 
Paragraph 17-B.) The group assists in 
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multi-police force 
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the police force recently 
in part 


including Mali 


CIDA is 


by the Coalition to Fight Against Child 


Cambodia 


for 


has provided funding to the International 


000 toa 
Casa Alianza 
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Burkina Faso and Benin 


Laos and Vietnam. 


and IOM for assistance to 


i) for a special sitting on Iraq to the Sri Lankan government. The GSL has not yet replied to our point: 
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the 
for the first time a law 


under the main heading 
Paragraphs 118 and 119 state: 


deception or use or threat of force or coercion. 

with respect to persons includes their 
after their entry into 

the receipt or harbouring of those persons. 


aiding or 


000 000 or to life 
or to both. 


shall 


at the 
whether or 


including with respect 


or when bodily harm results 


ina 


a judge sentenced the person described as the 
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in small crime groups and as part of large 


but until now there has 


the RCMP began collecting and analyzing data on 


but with the implementation of 


though on an ad 


including a 1998 


Canada will be better able to 


Canada ratified the 

as well as the 

Suppress and Punish 
Especially Women and Children; and 
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Sea and Air. 


even though they are not 


legal service and other social services. Traffic 


trafficking victims 


but this presents a problem because traffickers are 


fined and 


and not as victims. This attitude is slowly 
but will require more training and 


but this 


victims may not speak 


which would entitle him or her to work. 
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victims of 


the provincial governments of Alberta and Ontario 


though 
as motorcycle 


and do not understand that these persons often 


there is no government program to 


ON) 
BC and Toronto 
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AB) 
Education 
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speaking generally 
V' and they are not thinking of doing 


and they\'ll see what happens after 


which operates as 
showed the hesitation about discussing 
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an NGO aimed at 


robbery. There were no injuries and only slight property damage reported. End Summary 2. (SBU) 


i concerns about the imminent Arab League statement. Awadi agreed to forward our request to the a 
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efficient and responsive public sector through 
legal reform 


at work throughout Jordan 


among other things 


(focusing in 
000 USD. 


000 
000 
300 


the Embassy regularly 


we reported on 
such as Toujan Faisal\'s 


please see 
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but Consistent with IMF 


this 


consistent with the targets set in the IMF program 


the 


compared to JD184 million last year. The government 


but Only a Bit 


441 million from JD2 289 million in £ the 


approximately 


009 million or 82% is current expenc 
pensions 

and interest). As was the case last year the 

including a JD54 million 

water projects schools courthouses 

or JD1 803 million. 


752 million in 2002 but unchanged as a 
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is become the latest victim of the strife between the ljaws and Itsekiris in the Niger Delta. TFE has wi 
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non-tax revenues increase 


he told the Ambassador confidentially that 


2) an increase in retail prices for petroleum 
3) 
and 4) initiating a 2% 


with the King\'s blessing to phase in 


but Marto said 


despite he said the strong 


but not Identified 


bringing total basic 2003 SETP spending to 


Embassy Pol-Mil officer will follow up with Foreign Ministry officials later this week. PEARSON 


tion agreement. The Vietnamese accepted elements of the model U.S. Open Skies text and were will 
onference and Expo on Agricultural Science and Technology. With the March 31 deadline for modaliti 
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J indicated he would refer it to decision-making levels of the ROYG. He asked for clarification on whe 
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gton Seminar and the issue of conditionality and a review of the Tokyo conference Agenda. Ambassaı 


r Admissions, Carla Nadeau met with Canadian High Commission Immigration Officer Elizabeth Snov 
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his deputy Dr. 
and members of the visiting IMF mission. 


this is not a war 


the moniker sends the signal that 2003 will be a very 


as he discussed in late 2002 in 


as 


capital spending on sorely needed improvements in 


given the current political tension 


and a new Parliament by mid-year will most likely 


the tax system is clearly not responsive to GDP 


the GST which accounts for 60 % of non: 
stagnated as it failed to capture income gri 
and also 


some progress has been made in overhauling the 


but more needs to be done to 


sponded to our points. 2. (U) Minimize considered. WILLS 
2 the Sri Lankan and Maldivian governments. The Maldivian government has replied that it welcome: 


y management and WTO prospects. End Summary. ------------- Fiscal Policy ------------- 3. (SBU) Wc 
)3 mobilized about 2000 people and was non-violent. No other protests are planned, however mis 


J) COM convened Abu Dhabi\'s Iraq Task Force/core Emergency Action Committee (EAC) at 1000 lo 
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but are likely to be in the future. So 
only a relatively small amount has been spent on SETP 


such as the Disi water project the 
the Aqaba-Amman natural gas 
and the Amman city center (Abdali) project. The 


the budget is likely to prove a paper 


however to 


but 


prime minister and 


but that patience could wear thin since he hears 


Column 6 


15. The trickle of calls in the early morning soon became a torrent, overwhelming the Embassy switc! 
eat information, security measures and Embassy security posture. No new threats were reported. Ef 
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oads and proximity to the area of military operations. She said the airline had also suspended flights 
sition urging allies to support the Coalition effort in any open UNSC session on Iraq, but she did not k 


ager Bildaci told us the oil flow in the Kirkuk-Yumurtalik (Ceyhan) Pipeline had decreased by half and 


vait Petroleum Corporation afternoon of 3/25/03. Explanatory comments follow at para 2. Begin Ref 


debates within the government over energy prices and treatment of energy arrears provide insights i 
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he exclaimed 
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icer 3/25 that the GOT is waiting for no-cost vaccine offers through the NATO Euro-Atlantic Disaster | 
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he said. \"You walked on the 
\"he said softly. But these days \"you cannot even walk 


Dr. Ennab told 
\"Personally Nm for the war. We need the change and 
you\'ll never 


not even on support against 
until you work out the Palestinian 


he said. He noted that while Saddam is not popular 


long-time friends faithfully 


ultimately 


much less win acceptance of 


lecturer and author of many articles and 
he 


and is a long-time embassy 
willing to listen and more 
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stillo said that Guatemala welcomed the USG decision to rejoin UNESCO, and said that the GOG co 


ayed reftel request that the GOG oppose any effort to convoke a special General Assembly session o 
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2002 


the Brazilian Congress passed | 
603 intending to bring the data confidentiality portions 


with a 


the period 


the period of protection will coincide with the 


without appearing to prejudge its 


we request 
should BrazilVs status be maintained USTRVs 
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later this week. Comment: While such a position 
the UAE is under no obligation to open 


V and the UAEVs exemptions are indefinite in 


the UAE has little incentive 
based on the number 
26 to 21. He elaborated however that foreign bank 


which 


Al-Nasibi will chair 


Etisalat (the UAEYs monopoly telecom provider) 
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SHARJAH-BASED PAN-ARAB VAL KHALEEJ\" 


ntral Bank had frozen the assets of a single account suspected of financing the Liberation Tigers of T 
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al-Ayed confirmed to A/DCM March 25 that Muasher did not/not attend the meeting. As we noted in 
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AND ITS INSISTANCE ON CHANGING THE FACTS AS A 
IS IT POSSIBLE THAT THEY WILL TAKE 


WHILE REALIZING THAT THE ARABS WERE NEVER SERIOUS 


ABU DHABI-BASED PAN-ARAB DAILY \"AKHBAR AL ARAB\" 


THE COUNTRY AND THE WHOLE REGION. T 
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U.S. 
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THE 
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EDITOR- 


ost (ref B). Both have been sent ref (B). 3. Under the impact of her attendance at G/TIP-sponsorec 
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State Security Director 


: ATTENTION OF MFA MINSTATE HAMDAN BIN ZAYID AL- NAHYAN, NOTING THAT WE EXPECT 


draft Environment for Europe ministerial declaration. Wallace indicated that he and others in GoC he 


e a positive statement regarding the conflict in Iraq. Al-Ayed said that he did not think Jordan\'s UN P 
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arts on 3/26 noted the visit of the acting Minister of Oil, Sheikh Ahmed Al-Fahed Al-Sabah to the Ratq 
ırticipation in the UNSC open session. Erarslan said she did not know whether the MFA will instruct it 
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noting that the 


the Ambassador was greeted 
extremely peaceful group of student 


Usama Bin 


the resident 


if necessary 


but they will 


people 
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CITING 


MOST SUDANESE APPEAR TO AGREE 
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USPTO raised EAVs complaint 


at which time Jordanian Trade Minister 


emboffs spoke with EAVs local 


Shihab Khalil to flesh out the details of his 
Customs Directorate the Amman Customs 
the Jaber border crossing with Syria the National 


and the Censorship Office. We relayed in each case 


the Amman customs house admitted that such 
but assured us that the 

the National 

and the Censorship Office. He assured us this would 


ARY: On March 26 Italian Ambassador to Yemen called on AMB Hull stating that he had information r 
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we visited the 


which we are examining. Nevertheless 


that means looking at new mechanisms for closer 
the National Library and the 


for 
expanding the scope of its legal authority - 
the Library only has authority to confiscate goods 
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reasons 1.5 b and d. 


if the US requested the hospital and was 


1 Foreign Trade Undersecretariat, clarified that Turkish Customs had checked on export of heat exchi 
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elderly and disabled 


and the 


L&SW provides monthly 

as 

approximately 

the program is operational in all 


and 26 urban areas of the 
benefiting approximately 1.3 million 
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chaired by the Minister 
N. Goche. This Task 


district ward and 


distribution 


alleged private sector hoarding 


Mhishi characterized the Harare 


grain is distributed through 


V' rather than through 


Mhishi noted that 


hoarding black 
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"he Ambassador subsequently urged Guatemalan participation in the UNSC open session on Iraq. V 
. DCM noted that the Guatemalan Mission in Geneva had informed our mission that they did not hav 


ating on March 27 to assess Embassy posture in light of recent threat information (ref) and the possik 
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WFP competition for available 


Mhishi stated that 


and is expected to be completed by 


with 


the Director noted that this 


the status and future 


with 


260 MT in May 


however was 


ish National Police (TNP) since report made in reftel B. Regarding the status of TNP communication 


Column 4 Column 5 


additional 


such as the urban poor and 


WFP still 


international food aid was 


Farrell noted the 


the GOZ noted that while we could 


they had no reliable 


WFP 


M/H&CW\'s Director of Nutrition 


the 
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000 MT) of the recent 
000 MT South Africa contribution to the 
with the 


UNHC Angelo 


the GOZ 


the UNHC noted that the recent 


fuel prices 


GMB monopoly joint monitorin 


the UNHC noted that future such 


ars specifically at the request of their U.S. colleagues, in addition to the 3,000-3,500 containers that C 
; fully on board and had entered Igor Smirnov\'s name into their visa lookout system. He noted that tt 
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2 border with El Salvador. The incident occurred after the patrol had confiscated a number of chains: 
| its new and ongoing trade negotiations. Melvyn Redondo is emerging as the key figure in forging a : 
s. 2. To date, Mission personnel on temporary duty to Jaffna have had to use the UN guest quarters 


zewicz will replace him at that time, both can be reached at 94-1-448-007 x-2425 and fax 94-1-471-0 
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much of what was 


with little new information of 
the 


however if the proposed strategy 
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Education and Social Welfare also attende 


but there have been no joint 
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term effort. The Government of Nigeria (GON)--by far the largest user of computers in the country--is 
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the code penalizes any person who causes 
abduction 


enter into employment 


remaining in 


but the length of incarceration is determined 


depending on the 
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or departing from the country in 
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at any level. 


2000 
1998. The GOZ has not 


Child 
and Child Pornography. The GOZ has not signed 
Suppress 


protecting 


Connect was researching anecdotal reports on 


e-mail: 


Poloff 8 hours 
AMB 0.5 hour review. 
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and Punish 


Polchief 0.5 πι DCM 0.5 


Column 4 Column 5 Column 6 


3/3/2003 10:55 O03COLOMBO Embassy Colomt 
who recently met with 
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because the GSL was not 


families not being able to return because of 
and families impoverished for more than 


Ponnambalam believes that 
including 
instructing him to push for the 


according to Jehan 


in 
rely on each other to reinforce 


another local think 
agrees that the trip might expose the cadre to a 
but he 
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Political Officer at the Norwegian Embassy 


formerly of 
who will address humanitarian 


only a few of which may actually take 
Tamil Net states that Yasusi 


Japan\'s special envoy to Sri Lanka will be 
Koji Yagi of 
however has confirmed that Akashi 


observers are hoping 
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media and held sway in the 


too late to sway the voters and his parliamentary 
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the Turkish State and AK itself. A number of 


they trumpeted the outcome as a victory for 


Gul and the \"AK Parliament\": ref C reported 


an AK heavyweight and rival to Erdogan and Gul. 


a senior AK member and a well-connected former NSC 


senior CHP official 


acutely aware of public and AK intramural 
had tried to engineer a close but 


\" he said. 


at least for now between 


it poses a serious 


h his family and lawyers for 12 weeks, was granted the chance this week. The meeting did not come 
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our contacts say 


as reported ref E 


this 


the military had 


adding 
who chairs the NSC 


teaming up with the ambitious Arinc 


contacts echoed what we had 


but that the 


the former NSC staffer 
in the run-up to the vote 


the MFA 
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to keep the heat 


Turkey\'s powerful 


reiterated at the 11th hour his 


and an AK 


and its 


IE INDICATED THAT ITALY WOULD SUPPORT THE REQUEST, REFERRING TO AN UPCOMING 


Column 4 Column 5 Column 6 


but is considering 
any 


Erdogan is running 
a 


Erdogan and Gul ultimately stepped up to 


yrtance but dominating the discussion was the effort underway to replace Guadalupe Lopez, Director 
‘the initiators of the idea last year and still support it fully. DFAIT has instructed their delegation in Vie 


Column 4 Column 5 Column 6 


3/3/2003 11:59 O3ANKARA13! Embassy Ankara 
then the markets will weaken 


and that the U.S. assistance package was not 

primarily Akbank bought T-bills 
helping to limit the sell-off. IN the currency 

Turkish corporate exporters sold dollars helping to 


Treasury\'s cash balance was TL 4.2 
he said. The March 5 debt redemption totaled TL 
Ozyildiz commented Treasury could 


he 


PM Gul held a press 
State Minister Babacan Foreign Minisi and 


and this 


will be prevented. A 
and increasing tax collections are vital 
there will not be 


and which last week the GOT 
per IMF resrep. End Note.) 


sompliance with the Trade Related Aspects of Intellectual Property Rights (TRIPS), but there have be 
4 FOUR. 3. (C) The Dubai Ports and Customs Authority (DPA), which oversees Jebel Ali and Port F 
itions against Iraq. Of the 533 members present, 264 voted in favor and 250 against. 19 MPs abstai 
if the Parliamentary resolution for U.S. and Turkish Troop Deployments. The PM and Government wi 
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and will 


which incorporate measures 


per IMF calculations. The IMF and GOT broke the 


in and manufacturing. Many market analysts are more skeptical, though, noting that with high interes 


ir of Japan\'s oil imports now come from the UAE. 2. (SBU) Comment: The UAE actually exports mo 
settes; workers from south India record the latest movies on VHS tapes and rent them out to consun 


country responses. JONES 


Column 4 


and thus may endanger disbursements of World Bank 


but small 
the largest of which was additional cuts to 


IMF Mission Chief Juha Kahkonen 


in particular 


per Bender 


Column 5 Column 6 


in Ankara released the 


appears consistent with a prima 


all in stocks. Batayneh said he was issuing a tender to procure an additional 20,000 tons of gasoil to 
the GOK intends to meet the March 31 deadline for submission of an initial offer. JONES 


Column 4 Column 5 Column 6 


if needed measures will be taken to help 
and carefully examine the 2003 budget concerns 

in order 
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ARAB COUNTRIES SHOULD 


WHICH 


ABU DHABI-BASED SEMI-GOVERNMENT \"AL-ITTIHAD\" 


WITH NO EXCEPTIONS THEIR RESP! 


ABU DHABI-BASED PAN-ARAB DAILY \"AKHBAR AL 


ario could have a major, potentially fatal, financial impact on the airline, which until recently had been 
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WHICH FOCUSES ON SOLVING THIS CRISIS WITH 


AND THEN NO 
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a tank farm a booster pump station 


operated and maintained by the Iraqi 


we would 
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influential Arabic daily Al-Rai 


from a practical viewpoint an 


Column 4 Column 5 Column 6 
Saudi Qatar and Bahrain 


then the military build-up on 


and not 


who will buy them?\" 


influential Arabic daily Al-Rai 


it is expected 


and turn 


mass-appeal Arabic daily Al-Arab Al-Yawm 


the consensus agreement gives the 


particularly after President Bush\'s most 
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worry fear 
but it did breakthrough 


is important because it denies Washington 


influential among the elite English daily 


Bush the father fulfilled half of that 


and we see it as 


we have 


logic international legitimacy and 


we are afraid 


influential Arabic daily Al-Dustour 


westigate clandestine groups, but opposes the human rights, ombudsman,s key role in the selection 
teps, reflecting Turkish law and custom, that are involved. The timeline below is also notional, reflect 


ping Division, on February 20. In a follow-up discussion February 26, Parais told poloff the draft state: 


Column 4 


democratic 


unless 


and then with time turn into the core of 


3/3/2003 12:29 
and outlined the 


Central and South) or 18 Provinces. However 


development 


Shaykh Nasser told the Ambassador 


and the Ambassador briefed Shaykh 


and Nasser 


Column 5 Column 6 


modern Iraq 


O3KUWAIT75: Embassy Kuwait 


he 


and 


Column 4 
and the Ambassador 


and reminded Ambassador of their discussions in 
sea 


as well as across the Shatt 


Central Asia 


suggesting that Iraqi 


oil and or water 
for example -- might be credited against its 


and would facilitate international coordination. 


but rejected significant IFI 
saying he wanted to work directly with 


Column 5 Column 6 


and air 


and Africa could be combined 


assador the night of March 3 to express concern about reftel demonstration. Tuygan asked if the US 


18: N/A TAGS: EAID, PREF, EFIN, PHUM, AORC, MOPS, PREL, IZ, TU, WFP SUBJECT: USAID/DAI 
sonnel and families out of the country. Consequently, only 7 of the 59 USAID contractors previously ir 
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head of OSD\'s new Office for Reconstruction and 
along with Ambassador George Ward 

USAID officer Lew Lucke 

and Michael Mobbs (Civil Administration) 


and on any parameters 


Sheikh Nasser is the 
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he claimed accept the need for 

however 


\" political change in Zimbabwe would 

the 

but the longer the country\'s crises are 

the more likely it will be that Zimbabweans 


who is clearly 
and the 


President Mugabe is ensuring 
on succession he can Vhave too." 


there is limited precedent 
when 
a small 


| Bates and Joseph Collins from the American Embassy in Ankara and 50 American soldiers, were st 


Column 4 
a decision that was 


is that the party will not make active plans for 
a step he has not 


Vice-Presidents 
party chairman John Nkomo 


politouro member and former 
and Minister of Rural 


he said -- Mugabe 


Makoni asked 


for 
there has to be a 
including the legitimacy of the Zimbabwean 


without 
that progress was likelier if less contentious 


Makoni is a 
but freely acknowledges the depth of the crises 


his public candor about Zimbabwe\'s 


however 


Makoni 


Column 5 


Minister of 


Muzenda 


Column 6 


and Msika -- whc 


1 participating in the successful IT Hasan grant proposal, a four-country GLOBE project with Egypt, Jt 


Column 4 Column 5 Column 6 


where he and his wife run a 
clearly agrees with 


3/3/2003 14:46 O3ANKARA13! Embassy Ankara 
the US 

Article IV (h): 

defense 

as amended in 1992 shall be exempted from 

duties fees and charges as stipulated 1 
application of other taxes duties and 


and such expenditures 
duties and fees relating to 


Ambassador 


at the last minute a draft humanitarian assistance 


insofar as it is possible. 


taxation). Lino countered that she understood an 


3, effectively banning the exportation of wild Honduran shrimp to the U.S. Immediate tasks the GOH 
is not a priority for the GOG. However, Corado said the MFA would look for appropriate opportunitie: 


e. Prospects for adoption of an improved law may improve after the April elections, but action on MA 
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but noted that US only 


the Turkish side said it understood and agreed to 


Biological and 


bio-chemical) protection 
collective) and decontamination into Turkey to 


to the maximum extent 
for Turkish personnel exposed to NBC contamination. 


Column 4 


Column 5 Column 6 
Ambassador 


and provided Ziyal 
given the 


the MFA called to say that the 


the US continues to hold 


but insisted that it be placed as 
subsection b - the US preference). Given 


the US team 
but insisted that the words \"in Turkey\" also be 


accusing the US of trying to 


ge. The other bottle broke through the window of KDP Ankara rep Safeen Dizayee\'s office but failed 


Column 4 


and questioned what he 


but rather to 


there was no need to continue discussions and 


during 
Lino 


the USG could 


with a minor change. Bolukbasi concurred. 


the 


the 


but said 


the US team notified the Turkish team that the text 


Column 5 


Column 6 


xecutive in an excellent position to know told Econchief March 5 that he believes that the Abu Dhabi I 


officers who told him that some Kuwaiti soldiers were firing on a rifle range on a Kuwaiti military cam| 


B) and (D). 2. (C) The Abu Dhabi National Oil Company\'s (ADNOC) Deputy CEO, Abdullah Bin Nas 
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and 
activities and objectives will be 


or the exercise of the right of 


that Party shall promptly notify the other 


it may approach the Receiving Party authorities for 


including the necessary arrangements 


as it does in other areas. None of the 


ne end of March. END SUMMARY. 2. On March 5, Fawaz Al-Farah, Deputy Director General for Avi. 


nomic power with an advanced infrastructure and a diverse urbanized population. In the process, the 


iral market participants (Yapi Kredi Treasurer Imece, JP Morgan/Chase Treasurer Gumisdis), Turks s 
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they will approach 


organization and 


organization and 


if 
Silopi shall carry their own pistols. 


medical 
or WMD attack) either Party s communication: 


Column 4 Column 5 Column 6 


but may provide 2-5 liaison officers at the 


when requested 
necessary arrangements will be made 
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according to 
because for the government will win a new vote of 


the negative stance of Speaker Arinc and the NSC\'s 


and for alienating Turkey from 


and his underestimation of 


and 


and Turkey is afraid that the U.S. will now 


Column 4 Column 5 


as well as 


but did not rule out a second attempt to 


Annan threatened to withdraw 
Denktas and Papadopoulos indicated they would go to 


which envisions two founding states on 
is regarded by the mainstream media a significant 


but we should not refrain from interpreting 


nor does it shape a 


and the National Security Council did 


Column 6 


sized that the SPDC Vice Chairman would soon be sent to Singapore for treatment. 2. (C) Commen 
ffairs, on the terrorist financing designations of the Three Chechen Groups (Reftel A), Lajmat al-Daav 


Column 4 


but it is not exempt 
the AKP party board handled 
and failed to control its own members after 


and if Turkey stays uninvolved in an inevitable 


it is to our harm. Foreign policy should not be 
or by looking at 


while the people of Turkey 


but the fact 


and acts 
human rights 


3/3/2003 15:14 
called on member 


adopt uniform laws against trafficking in 
implement measures to protect and assist the 


sensitize and educate government and law 
and 


the largest area of action has 


s National Plan to Combat Trafficking and 
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Column 4 


s National Task Force on Trafficking 


including 

which is made up of representatives from the 
Ministry 

s Affairs 

and members of Civil Society. 

the Minister of Women 


2002) and National 
s Day (Aug 21 


who chairs a National 
was inaugurating a 


INS Accra and Post 


that official rose to the 


she helped organize seminars for immigration 


Social Welfare Division have been engaged in 


presenting 
and encouraging 


the GOG has worked closely with NGOs to provide 


Column 5 Column 6 


the National P Ghana 


2002) to heighten national awarı 


yr the very near future (i.e. prior to March 15), we request the Department send country clearance rec 


anslated into Arabic to facilitate ROYG response. End summary. 3. (C) On March 3 Pol/EconOff de 
dispute between Honduras and Nicaragua over their maritime boundary. The GOH hopes that this a 


Column 4 
s Poverty Reduction Program funded by a loan from 


only 18 appeared for the return trip. Both ILO/IPEC 


s 


s homes 


funded through 
has begun an initiative to rescue 


see para 18 
s National Plan involved amending the Ghanaian 


which 


and be submitted to Parliament 
actual prosecution of 


(most courts 
for example) 


or 
act to facilitate 
are complicit 


Column 5 


vehicles 


rehabilitate 


Column 6 


and counselors 


and 


A). Last year s TIP report notet 


take bribes 


or assist in traffic 


WTO OFFICE DIRECTOR AT THE FOREIGN TRADE OFFICE, MINISTRY OF PRODUCTIVE ACTI 
sador requested random vehicle checks on a street abutting Embassy grounds; Aksu said he will dire 


nation. 3. (S) Ozturk said MFA would forward the information from Ref A to Turkish General Staff af 
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sending a child to 
with the hope that 


more 
such as cross-border 


are recognized as 
but law enforcement authorities 


and with the development of its National Plan has 
G). 
G. 


The African Center for Human Development 
has taken several full-page newspaper advertisements 


traditional rulers social workers and law 
as well as radio shows in local languages 


local 
which should be 
they are working with 
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administered by the local 
have funded 


focusing on crisis center establishment counseling 


they are crucial to 
such as trafficking in women and 


so much so 


V which includes both training of government 


the 


and the Ministry of Women\'s Affairs runs 


international 
and civil society is constructive. 


the GOG does not have 


for example stems from the 


Column 4 
G. 


G. In addition 


Manpower Development and Employment 

s Affairs 

and members of Civil Society. The Task Force 
in large 


most of the same actors are involved in a joint 


more functional level 


Investigation and Prosecution of Traffickers 


prostitution 

use of underage labor 

etc. Traffickers are prosecuted 
the Ministry of Justice is 


but penalties for related offenses range from 


Parliament passed comprehensive 
making it punishable 


criminalized indecent assault and forced 
and raised the punishments for defilement 


Column 5 Column 6 


the Ministry of Manpower 


the National P Ghana 


which helps coordinate 


rape (or child termed 
manufacture of 


incest 


Column 4 Column 5 Column 6 
although a specific 


A. Penalties imposed range from several months 
are often 10 to 15 years in length. Information 


kidnapping and other 


brokers or recruiters procure children 


F). These recruiters may move as 
some 


there are several current cases involving detection 


Ghana Immigration does attempt to identify 


Ghana 


who shortly after the IVP program 

to provide seminars to her officers. INS 

as well as the immigration services of other Embassies 
have trained GIS officials in the detection of fake 


and has called on INS and 


G for discussion of GOG cooperat 


: PHUM, KHIV, ZI SUBJECT: BINGA - INCREASED PREVALENCE OF MALNUTRITION AMONG CI 


.s might oppose a war on principle, or out of concern that Turkey will be attacked or suffer economic : 


Column 4 
Ghana 


it is more 


but is seen as a way of giving the 


becoming one of the first countries do so. 
which 


health 


Protection and Assistance to Victims 


either international or domestic 
as resources are limited. In many cases 


as awareness of 


D. 


the victims of international 

case-by-case 

for offenses such as possession of altered travel 
Ghana Immigration officials detained six 


Column 5 Column 6 


and education. 


is done on a 


foreign investment climate in Turkey, and wanted to cite several examples. 2. (SBU) AMB said the ( 


Column 4 Column 5 Column 6 


s internal trafficking 
Post is not aware of any other GOG funded training. 


is currently working on internal training as 


WAJU assists victims of abuse and 
including trafficking victims. Crisis centers are 


s homes and remand homes but these are generally 
working closely with local authorities 


counseling and transportation back 


both local and international work with 

Children in Need Action Aid Catholic 
the Gender and Human Rights 

Catholic Relief Services Street Girls 

ILO/IPEC and UNICEF all work in the areas of child labor 

as 


conduct studies into trafficking as part of their 

perform some rescue operations for street 

provide training and education for victims of 

and in some cases assist with family 


ext. 239; fax 


Column 4 
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TURKISH FLAGS BURNED 
northern Iraq approximately 000 


3/3/2003 15:28 


O3AMMAN126 Embassy Ammar 
then not injecting any 


he said 


had the 
\" but heads of state had 


he commented was \"playing to the Arab street 


he said had played \"a crucial role in wa 


Muasher said that the suggestion 
\" was circulated only as a written 


and provoked no serious discussion. However he 


Column 4 


King 


3/3/2003 15:43 


with no vehicle traffic in or out except for 
to/from ROYG ministries 


Column 5 Column 6 
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; a lawyer specializing in constitutional law and human rights. He also holds a masters degree in pub 
'adquarters to ISAF IV and V will put a huge strain on the Canadian Forces. KELLY 
er Perez-Cadalso and Minister of Defense Fred Breve during his February 6-7 visit to Honduras. For 


army fatigues and had grenades on their belts. The group kept the gatekeeper blindfolded as it drove 


term impact on UAE stock markets. Nevertheless, the Stock and Commodity Authority will reduce ex 


d he had been expecting us to make this approach based on Amb. Logoglu\'s recent meeting with An 


Column 4 Column 5 Column 6 


3/1 3/2) which instructed 
Security Violations EAP Aggressive Drivil 
especially 


including avoiding unnecessary 
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with Eurobonds dropping another 4-5 percentage 
and T-bill yields ending up at 65 percent or higher." 


the March 19 


leaving less flexibility to take care of 


oters, was low by traditional national standards. --AK far outstripped its nearest rival, main oppositio: 
;AUSE ANY PROBLEMS AND DOES NOT HAVE ANY COMPLAINTS. ΗΕ ALSO REPORTED THAI 


IOTAL) B) ABU DHABI 3406 1. CLASSIFIED BY AMBASADOR MARCELLE M. WAHBA FOR F 
2C, Suleiman Al Maskri, Assistant General Manager, and Mohamed Ali Saeed Ali Al Nuaimi, Ground | 


ient of U.S. troops, along with a worsening in Turkish-Kurdish tensions, has shaken the GOT and has 
WO FIVE-DAY WORKSHOPS FOR GROUPS OF 25 UAE JOURNALISTS, ONE IN DUBAI, THE SE 
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an average T-bill interest rate of 45 
90 percent debt roll-over rate 8 month average 
wich he noted do not take into consideration the 


if the GOT faces a 
he stressed. Mission Chief Kahkonen\'s 


but it doesn\'t say this is 
he concluded. 


the State Statistics 


and seasonal adjustments (for 


but this is not a lasting effect. Neverthless 


nsult with jailed clients, and establishes draconian penalties for damaging prison property. The ABA i 
at,among other items, provides increased protection for Department of Homeland Security inspection 


Column 4 
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even though they were not 


Canada plans to propose that a review be 


large or small 


3/3/2003 23:56 


who had asked for an explanation of Canada\'s ideas. 


and that Heinbecker would be in receive mode. 
Wright continued 


both of whom are \"intrigued\" by the Canadian 


and have 


as expressed by Heinbecker in his remarks to the 


but the Council needs 


Column 5 Column 6 
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may be called for. 


0O30TTAWASE Embassy Ottawa 


are frustrated that the P-5 are 


Majali noted that these rates were subject to discussion. 2. (c) The Ambassasdor also raised poter 
NORS AND THE GOC HAVE REACHED AGREEMENT ON A STANDARDIZED COURT AND CASE 


ted the Ambassador a letter from the director of the Kuwait Investment Authority offering to make suc 
iate guidance on coverage of civilian personnel under this program. GNEHM 
zar than protective equipment, he said the list did not mean much to the MFA. He suspected the TGS 


Column 4 


had been asked by a reporter about regime change 
and that \"if you start changing regimes 

but that talk of regime change would 

and urged us to keep 


both televised by the CBC on February 28 


Wright 


on the eve of a potential UN 
would be very odd. Wright urged us to be patient 


however unlikely that might be. 
from President Bush on down 
too late. But 

and the GoC 


3/4/2003 4:50 


SARI/Energy regional Coordinator 
and Kathmandu-based Regional Environment Officer 


saying that India 
but 


there would be little progress in 
and hence little opportunity for 


Column 5 Column 6 


as 
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SARI/E Nepal 


Column 4 Column 5 
Gyawali pointed out that many Indian 


such as farmers. V'If the price is zero then 


then don\'t tell me they 
000 megawatts.\" 


he expects the 


but also 


he thought. He said that Nepal needs to 


capital of Bihar.) 


managing Director 


which comes under Gyawali\'s Water resources 


not 

even though the 

he felt that we 

preparing the ground for future 

but not expecting early breakthroughs. 


expected to provide a total of 402 MW was 


only a high-level intervention by Nepali officials 


Column 6 


tierrez in Washington ------------------------------- 2. (SBU) The FM is making a proposal to the OAS Pel 
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and certainly beyond USAID\'s regional energy 


since India has participated minimally in 
however to engender a more productive 


much more clearly needs to be done. Fortunately 
SARI 


such activities supplement our 


although the focus on regional energy trading 


we remain deeply 


especially the MEA from its 


1k of Sri Lanka Annual Report as its data source. 2. Overall budget balance (including grants) as pe! 
1 are actuals. Data for 2002 are provisional. The data reported by the Ministry of Foreign Affairs mat 
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such as Nepal. Department and 
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\"Mahoso argues: 


the African Union declared 


when taken 
especially NAM to think 
on the one hand and 


too many opponents of the 


too many in the 


on the other hand 
another 


rket expectations, but the Treasury only succeeded in selling $180.5 million. 2. (SBU) Comment: T 


Column 4 Column 5 Column 6 
and to prevent a 


India and China together 


the main objective of the loose 


India and the AU; That the majority would 


especially in the 


the U. S. managed to wage 
using NATO and making Europeans pay 


the 


the aggression against Iraq just came 


the Yugoslav war and the 


ntry code 965) 901-2221. When not in Kuwait, he can be reached at a number in France (country co 
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the call by 


\" the editorial 


created forty-eight years ago was born to 


namely the U. S. A. and the Soviet Union. 
that bipolar scenario has changed with the 
leaving the U. S. A. as 

a unipolar situation 


especially in the Third World have 
NAM becomes 


the U.S.A. 

the prospect of a 

race or religious 

but a calamitous one for human kind. 
NAM 

balanced and 


NAM members are 


NAM needs to 


it should acknowledge the 


while not only 
but acting to ensure collective peace 
the call by NAM 


while at the same time condemning 


ession mentioned in Ref A. 2. (C) Ambassador Hamilton discussed Secretary Powell's UNSC prese 
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and a few of its allies who seek to plunge the 


NAM should not 


but 
3/4/2003 6:39 O3HARARE45: Embassy Harare 
Ken Mafuka in which he accused the 


Zimbabwe could find itself declared a 


\" Mafuka wrote in his 


Donald Rumsfeld and 
Sister Condoleeza Rice are its main 


or unit on the world stage if the 
without 


which was traced 


was leaked. This memo said after Iraqi "we 
Jordan and Saudi Arabia. What is 


Zimbabwe could find 


ese would determine which countries and organizations should attend but he anticipated that EU mer 


16 following nominees: Ms. Shireen Bawab from East Jerusalem, Mr. Abdul Bari Muhajer from / 
RITY CONDITIONS CONTINUE TO IMPEDE DIRECT CONTACT BETWEEN ISRAELI AND PALES” 


'. (SBU) During my visit, Al Ayyam not only featured U.S. development and security projects, but also 


Column 4 
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we aim at meeting 


we do our best 
in order to 


it is not unusual to face some 
if some commercial interests are 


these 


we have welcomed criticism brought forward by 


such as those voiced at the World Trade 


we attach utmost 


\"Special 301 Review\" we have had a 


namely IIPA 
we would like 
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OSANKARA13! Embassy Ankara 


within the limits of 


¡ACC and PhF and their 


police stations, militia bases, and ZANU-PF-owned shops and gas stations in five cities around the οἱ 


IDUCING COUNTRIES TO THE NORTH AND DRUG CONSUMING COUNTRIES TO THE SOUTH, 
if the Executive Order of March 7 targeting financial assets of President Mugabe and 76 other GOZ o 


y reported the resolution of a strike by forty laborers against a contracting firm on March 11. The emp 
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we wish to present some preliminary 


we are also 


still there are certain shortcomings. We 


in some cases this issue 
accommodation of 


we 


needless to say health 


one of the most heated debates of the WTO 


health 
since in some 


in the context of international trade they 


and Ocalan\'s attorneys plan to appeal the ruling. Regardless of the outcome of the appeal, Ocalan v 
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ETHIOPIA RUSSIA INDIA AND CHIP 
THEY MAY BE UNDERESTIMATES. QUOTE: 

ALTHOUGH EXPERTS BELIEVE THE ACTUAL NUMBER 

MALNUTRITION LIMITED 

AND OTHER INFECTIOUS DISEASES HAS CAUSED HIV TO 

WE EXPECT 7 TO 10 

WIDESPREAD POVERTY LOW EDUCATION 


AND THE GOVERNMENTS LIMITED CAPACITY TO RESPOND 


UNAIDS) - LESSONS FROM SOUTHERN AFRICA 


tate suggest that the area under opium cultivation in Burma may be reduced by as much as 30 to 50 
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2003. THEY 

D/A SCHIECK AA/DCHA 

AA/AFR NEWMAN AND DAA/AFR BROWN DCHA/D/FFP 
AA/GLOBAL PETERSON 

U/S LARSON IO A/S HOLM A/S PRM 


A/S AFR KANSTEINER AFR/EA IO/EDA WINNIC 


turtles. End Summary. ------------------------------ Wild harvested shrimp fishery ------------------------------ 
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AORC WFP UN 
WHERE SOME OF THE HIGHEST HIV 

HAS SUFFERED FROM SERIOUS FOOD 

ERRATIC RAINFALL PROBLEMATIC 


OR THE 


THE HIV/AIDS PANDEMIC IS ENDANGERING THE 


Column 4 Column 5 Column 6 
AT THE HIGHEST LEVELS OF THE AGENCIES FUNDS AND 
IN ORDER FOR THE PANDEMIC TO BE CONFRONTED 


AND DIREC SUPPORT TO MINISTRIES 


THE NUMBERS OF CHRONICALY FOOD INSECURE 


on the fact that the U.S. Embassy has not drawn down its staff and remains positively, and publicly, ¢ 
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D/A SCHIECK AA/DCHA 

AA/AFR NEWMAN AND DAA/AFR BROWN DCHA/D/FFP 

AA/GLOBAL PETERSON 

U/S LARSON IO A/S HOLM A/S PRM 

A/S AFR KANSTEINER AFR/EA IO/EDA WINNIC 
AORC WFP UN 


AGENCIES SHOULD CONTINUE TO ADVOCATE WITH THEIR 


tin Asia, particularly in increasing market access in China for German companies, and in the Tibet is 
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UN AGENCIES CAN ALSO ASSIST IN 
AS FOLLOWS: 


TUBERCULOSIS AND 


AND WHERE APPROPRIATE PLAY A LEAD 
WITH HOST GOVERNMENTS IN MAKING SURE THAT AN EFFECTIVE 


UNHCR WFP WHO 


CARE FOR ORPHANS AND TRAINING FOR 


CROP AND VULNERABILITY ASSESSMENTS. MORE 


UNICEF FAO) ARE ENCOURAGED TO 


lential Villa to discuss the creation of a Nigerian Business Coalition Against HIV/AIDS. By the end of 


PAGE 02 ROME 01054 132009Z THE NECESSITY OF REPAIRING DAMAGE TO THE TRAN: 
o immediately announced the news, after receiving a call from Nicaraguan President Bolanos. Madu 
‚ritical Infrastructure Protection and Emergency Preparedness Shannon Hiegel Office of Critical Infra 


25,000 (ref C). 2. Ref D material has been reviewed by Raul Andino Torres, President of the Hondure 


ternational Organizations Bureau, on March 11. Poloff had a follow-up discussion with Chouinard on 
PT). We discussed reftel messages with Marc Vidricaire, Director of the Nuclear and Chemical Disa 
ences for the October 10, 2003, election of the executive board. 2. Celik also highlighted upcoming 


's sector, there are many ways technical assistance on capacity building may take place. A Vietname 
account contradicts reports from an activist group that the three were convicted of espionage on Oct 
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AS FEWER 

D/A SCHIECK AA/DCHA 

AA/AFR NEWMAN AND DAA/AFR BROWN DCHA/D/FFP 
AA/GLOBAL PETERSON 

U/S LARSON IO A/S HOLM A/S PRM 


A/S AFR KANSTEINER AFR/EA IO/EDA WINNIC 


om March 4-8, (2003) USAID/AFR/SA Officer (AIDOff) MacNairn conducted three field trips to asses: 
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AORG WFP UN 


3/4/2003 8:52 

3/4/2003 10:43 

and viewed the parliamentary process 
at the range of brokerages we 


O3ANKARA13 Embassy Ankara 
OSISTANBULZ2 Consulate Istanb 


and more interest in the mechanics of how the 


some analysts see a hint of a silver lining. If 


there is now 


and has no choice but to accept its conditions without 


not \"temporary\" U.S. 
remains the most important issue for investors. 


and believe 


however 


whether the government will be 
pointing out that the 


auld be hard-pressed to sustain additional refugees in these camps. He suggested that the GON mic 


Column 4 
while IMF blessed 


and will be politically difficult. Most 
a variety of looming factors 
increasing oil prices 

may \"strangle growth\" and leave 


in SamiVs and Karamenderes\' view 

they 

the government might at that point move to 
or 


default 


\" they said 


and has shaken market confidence. The 


however. Sami and Karamanderes did note that 


but only after the government had pushed 


3/4/2003 10:59 
he doubted she would support any effort to 


it was 
Prime Minister S.W.R.D. Bandaranaike 


the death penalty 
Sirimavo Bandaranaike 
supported the use of the 


Column 5 Column 6 
are very ambitious. They 


including weak 


tourism declin and 


may 


in a worst 
a possibility they regarded 


arguing that default has lost son 


O3COLOMBO Embassy Colomt 


who 


who 


Ipposedly due to stormy weather (Reftels B-D). 2. (C) Comment: This visit will do little, by itself, to re 


; with Turks and Iraqi Kurds, the establishment of a 24-hour/day policy-level cell staffed by US, Turkis 
PIPELINE BREAK IN THE CAUCASUS ------- SUMMARY ------- >> 1. US MISSION 


Column 4 
an adviser with the Center for 


a local NGO 


co- 
another 
told us that his group was 


including some in the top 
do not see their religion as being in conflict 
however.) 


some in the 


for example 
anti-vice efforts 


Kumaratunga has to approach the 


3/4/2003 12:22 
and there\'s still some hope there 


which will add to debt sustainability 


Northern Cyprus appropriation 


and two new taxes on real estate and vehicles. 
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told us that 


clearly sees the issue 


O3ANKARA13 Embassy Ankara 
but AK\'s 


STER PICULA MARCH 14. PICULA WAS NON-COMMITTAL, BUT AGAIN POINTED TO THE DIFF! 


Column 4 


Turkish markets were stable 


trading 
642 


and was up 1.6 percent at 


and other major Turkish 
around midnight March 2 asking about 


and there is still some hope on that 


the Turkish banks are now asking a 
and 
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000 to the dollar. 


but AK\'s 


he improvement of its efficiency and effectiveness. Canada will pursue this objective by encouraging 
sted to replace reftel with this submission. 2. (SBU) Summary and Comment: Honduras is largely in : 


d that Canada wants to see greater accountability on OASVs part. She indicated that before Canada 1 
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reftel but has 


the impact of the tax amnesty is 
not TL 2.4 quadrillion as stated January 


the GOT agreement to include in the 


including medical and 


and the overall amount was also cut. 


includes: 545 0.2 


Column 6 


ON ON MARCH 14. CAMEROON, ANGOLA, GUINEA AND PAKISTAN HAD ALL DECLINED TO SU 


BU DHABI 1090, C) ABU DHABI 1204 1. (U) Seventy five expatriate workers went on strike and refi 


ted Nader Al-Sultan, CEO of Kuwait Petroleum Corporation, as saying that Kuwait had raised product 


=mbassy requested the papers be passed to him in Brussels. JONES 
THE UAE AT THE MARCH 17 CONFERENCE. WAHBA 
ad the statement carefully to see whether Jordan could associate itself with it. GNEHM 
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000) 


105 1.2 


rationalize list 


184 0.3 
967 1.1 
315 0.7 
400 0.4 
801 2.8 
including: 


100 03 


= NO RESTRICTIONS OR CONDITIONS PLACED ON THE IMPORTATION OF RE-MANUFACTUR 
TO QUESTIONS PROVIDED REF. A. ON FEBRUARY 19, REFCOORD AND REF ASSISTANT ME 


sal, and the importance of a balance in funding between safeguard and technical assistance activitie: 
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440 0.4 
972 1.7 
773 44 


3/4/2003 12:47 

3/4/2003 13:34 

3/4/2003 14:21 

is continuing. American soldiers 
and 

Silopi or Habur 

Mete Aslan 


but instead was only using them. 


they will need 


when a Molotov cocktail was thrown 


and Derman Iscimen 
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stated that 


d 3 1998 1): -0.5; 1998 2): -5.8; 1998 3): -8.2 1999 1): -3.3; 1999 2): -10.4; 1999 3): -10.4 2000 1 
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Cevat Dusun working for \"Free 


Dusun 


he said he was constantly being 


leader of PKK/KADEP. 


which is located 
to investigate 


and 154 shops in the industrial zone. 


3/4/2003 14:25 03ΑΡΑΝΑΘΟ Consulate Adana 
3/4/2003 14:33 O3ACCRA447 Embassy Accra 
a 5 percent levy on 


the abolition of non-government lotteries 
direct taxation of 


etc. Many observers were surprised by the 


but buried 


Vie. the VAT. We were 


ICERNING AGRICULTURAL EXPORT CREDITS SUBMITTED BY THE GOVERNMENT OF THE UN 


s and placards criticizing the U.K. and the U.S. Speaking for the demonstrators, Wahid Al Badi, presic 
‘he political arm of the Muslim Brotherhood here) paid separate calls on the French and US Ambassa 
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these will raise prices at the pump by more 


four days 

practically no one knew these were coming. The IMF is 
the reversion to 

and the last minute nature of 

in 

as the chicken tariff is 

a wealthy and 


other 


and labor 


the less other 


unrealistic expectations may run into 
a number of provincial officials we have spoken 


\" but fiscal exigencies left 


people will notice it in 


and may be even more annoyed at the seemingly 


USSIAN JOINT DECLARATION. -- THE SHARED GOAL OF THE INTERNATIONAL COMMUNITY | 
ARAM GHASEMI. THE MEETING TOOK PLACE AT GHASEMIVS REQUEST, IN CASTELLANETAV 
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we note a near non-reaction to the doubling of fuel 


3/4/2003 15:14 O3ANKARA193: Embassy Ankara 


papers report. 


the U.S. might merely ask the GOT to use bases 


V Foreign Minister Yakis said. Meanwhile thousands 


it was Turkey that provided 500 000 fleeing Kurds 


since the Greek Cypriots would join the EU in any 


Turkey 


in which 


and particularly of AKP leader 


wernmental sources including the Foreign Ministry, The Department of Labor, the Royal Bahamian P: 
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regarding the Cyprus problem. 


yet it also contains 


however for the government to produce e 


Turkish parliamentary approval for the second 


but the demonstrations went beyond the limits by 
the Turkish 


and this is exactly what the 


: in the swamps near the town of Warri in Delta state. Reports indicate ljaw youths from the village of 


bls This report covers activities from 0500 3/16/03 to 0500 3/17/00 Total Kuwait Production 2,4 
sted on application number D305395 as the proposed consignee of quantity one (1) Flir Systems, Inc 
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3/4/2003 15:31 


even if you don 


and he \"was 


which he \"hoped he 
although they 
they 


had been awarded fairly 


Trakya 
s request in writing 


perhaps by decreasing the price by one 
he said 


which was far beyond 


the company could 


with the 
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t 


and met all 


and Uni-Mar have all respondec 
informing him that they would 


it soon 


tly be transferred to the Yemen-German Hospital in Sanaa. The assailant was a Yemeni, Naji Ahmec 
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due to a stair-step pricing structure set out in 


s when risks we power plant equi; 
and the cost of investment 


the companies report they have no intention 


under which the GOT can purchase the plants 


although it is not their preference they could 


AK has made cutting 

high prices are not only a result of the BOT 

and low bill collection 

s right to try to renegotiate the BOT contracts we 


it would 
negative impact on the investment 


3/4/2003 15:32 O3GUATEMAL Embassy Guaten 
where workers unjustly fired must petition for 


not employers); 


eport covers activities from 0500 3/17/03 to 0500 3/18/00 Total Kuwait Production 2,425,035 KC 


i. lt is unclear how many employees stayed at home because they agreed with the stayaway\'s politic 
ough he was unable to answer what Turkey\'s position would be, he committed to passing our reques 


Column 4 Column 5 Column 6 


which has been criticized by the 


and plans new internal 


CAFTA and longer-term necessary 


and recommend reforms for the 


is emblematic of 


in which the labor 


STINDE in the 


now rumored to be named Guatemala\'s next 
Moreira owes his 


after enduring 


Moreira was serving as 


Column 4 


but retains the 


Moreira was arrested and jailed for 


he was 


Moreira worked on the 


after giving lip service to dialogue 


Moreira gives the impression 


outlined to LabAtt on 
seemed designed to provoke that fight 


Moreira\'s relations with organized 


and labor courts 
making strikers liable to lose 


and are 


Column 5 


and CACIF 


Column 6 


agency delegation led by PRM Assistant Secretary Arthur Dewey discussed a range of Irag-related S 


HAD OBTAINED OR WERE SEEKING ASSISTANCE FROM THE INTERNATIONAL CATHOLIC MIC 
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but politically vulnerable and wholly dependent 


Moreira has already scaled back his 


but will also need to look elsewhere for 


Secretary General of the CGTG industrial union 


Secretary of the independent UNSITRAGUA federation and 
Secretary General of the CUSG federation 


and thanked the USG for 


the 

Coke and Pepsi specifically). 
including salaries are 

3/4/2003 15:37 O3OTTAWASS Embassy Ottawa 
\"Though counterintuitive Bush\'s 


\" columnist Marcus 


solving the Arab-Israeli 


it will turn once 
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setting 


the engineer\" 


one cannot imagine a worst 


rightly or wrongly the U.S. is 


3/4/2003 15:39 03OTTAWASS Embassy Ottawa 


which is the central challenge of his 


Mr. Bush 


is not such a bad thing. But there is a 


and their 


Column 4 


there is no reason why the 


political 


the chances the memo 


namely a reason to send 


Saddam\'s clear refusal 


it is likely neither 


France 


only enemies V 
VParanoid North Koreans shun 
V columnist Jonathan Manthorpe 


for example 
but only by 
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social 


China and Russia.\" 


supports the disarming of Sadd: 


CATIONS POLICY. THE GOI IS COMMITTED TO BRING RATES DOWN, BEGINNING WITH THE I 
vill be tested as the commission moves toward formation in September. We believe the proposal is w 
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in contrast probably has only the remnants 


3/4/2003 15:45 O3ROME896 Embassy Rome 
PUBLIC AND PRIVATE INTERNATIONAL LAW 


GOVERNANCE AND JUDICIAL REFORM. FIVE OUT OF FIFTY-TWO 


000/ANNUM). IDLO ASSERTS 


SOLID SUPPORT FROM THE 
AND WILL EFFECTIVELY EXPAND ITS 


3/4/2003 16:06 O3ANKARA13! Embassy Ankara 


the US would reject the opposition leadership 


iition military action against Iraq. The Ambassador asked that Guatemala oppose any proposal to cc 


uld it be necessary. SepTel discusses PortilloWs conversation in which he told the Ambassador Guate 
iort the declaration and said he would issue a unilateral statement consistent with the statement issue 
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Peshmerga 


northern Iraq Barzani and Talabani along with 


but have made no 


they also realized that the Turks could claim 


they plan to say that it is in fulfilment of the 


the KDP and the PUK allowed people to 
including against the leaders but that the PUK 


but that the burning of one Turkish flag and the 

Galali reported that Turkmen from six 

including Turkmen not affiliated with the 

participated in the demonstration chanting in Turkish 


V and \"We don\'t need Turkey in our 


essed substantial fines for tax evasion and confiscated supplies and production equipment. These fil 
>, Without being given an opportunity to go inside and retrieve additional clothing or medications. The 


Column 4 


saying that the demonstration 


why do they not stay on their border 
000 soldiers and take away 

000 troops 

000 


and is making Barzani intransigent and emotional.\" 


disarm the 


he asked 


even if they went unarmed? \"lraq 
\"is not Turkey and is not a Turkish country.\" 


the ITF claimed that the Iraqi Kurds were 


Kemal Baytli 


in which they said nothing 
but did claim that Irbil is a Turkish 
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or within a 


Turkey will sei 000 
Turkey will seı000. This is a bic 


could Turkey be unwilling to allo 


\" he said 


Sa\'adun Koproglu 


TY DURING THIS INITIAL PERIOD. JONES 
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but that Amb. 


the US would reject the leadership council. Galali 


Osman said flatly \"No. We do not.\" 


Khosrat asked Aga why he had changed so much from 


the Turks have 


he told us but 
he said wants 
but 


we will be stuck alongside him.\" 


Galali said the PUK had information that 
Nechirvan 

briefed him on US plans as 

and asked for Saddam\'s support 


if so what was said. 


the scenario is 


Column 4 


3/4/2003 16:08 
the 


Taskin said Treasury would 
including probably a F/X-linked 


IMF resrep gave us the following status 


and 


would 


thus potentially 


in the Fourth Review.) 


World Bank staff object to the draft budget\'s delay of 
a key ag sector reform. A one-year 


meaning they will instead lobby for traditional 
such as further restructuring Ziraat Bank loans. 
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: ABU DHABI 1289 1. (U) Classified by Ambassador Marcelle M. Wahba, for reasons 1.5 (B) and (D 
officials had held a meeting earlier in the day with the UAE Foreign Ministry to discuss the expeditiou: 
n a meeting with Finance Minstate Dr. Muhammad Khalfan bin Khirbash (the de facto Finance Minist 


svangirai, Welshman Ncube, and Renson Gasela, which entered its fifth week on March 10, took a st 
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World Bank country director Chhibber told 


per World Bank 


the IMF staff see a financing gap in the 2003 budget 


IMF staff have 


with a GOT 


the new LOI 
and by 


and lead to sales of these 


3/4/2003 16:24 O3ANKARA13! Embassy Ankara 
3/4/2003 16:46 O3ANKARA13! Embassy Ankara 
3/4/2003 18:25 03ZAGREB47! Embassy Zagreb 


THE OTP WAS PREPARED CITE THE GOC FOR NON-COMPLIANCE 


EVEN THOUGH THE ICTY JUDGE WAS 


MISMANAGEMENT 


hirbash stated that while the legislation creating the Federal Customs Authority has been passed -- a 
e Iraq issue off the floor in the General Assembly and the CHR. WAHBA 
1 the case of Sheikh Mohammed Ali al-Moayed, who is an Islah party Shura Council member (ref a). 


yw in place. UNHCR will be ready to receive its anticipated initial influx of 5,000 refugees within the ne 


northern Iraq quite fluid, we offer the following information relayed to us on March 18 by various cont 
ENEVA FOR RMA E.O. 12958: DECL: 03/16/2013 TAGS: AA, EAID, EFIN, IZ, MOPS, PHUM, PREF 
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V AND THAT THE 


BUT YET THE GOC FAILED TO 


HIGHLIGHTING SPECIFICALLY 


WE MET WITH CROATIAN POLICE DIRECTOR RANKO 


CATEGORICALLY REFUTED JORISY CHARGE ON GOTOVINA. 

NOR AMBASSADOR KRNIC THE HEAD OF THE GOC OFFI 
WHO RECENTLY VISITED THE HAGUE ON 

HAD RECEIVED ANY INFORMATION FROM THE OTP ON 

THE GOC HAS DENIED THAT THERE IS ANY BREAK 


\"FOR VARIOUS REASONS \" PEOPLE ARE ATTEMPTING 


THE APPARENT DISCONNECT BETWEEN THE OTP AND THE GOC OVER 


to take action in response to USG concerns over the threat posed by intelligence officers of the Iraqi 
ary in Sanaa and was medevaced from Yemen by air through arrangements made by Hunt. 2. (C) Im 
anket clearance that the GOT had provided the US for aircraft in support of Operation Enduring Free: 
ENEVA FOR RMA E.O. 12958: DECL: 03/16/2013 TAGS: AA, EAID, EFIN, IZ, MOPS, PHUM, PREF 


. ORCA has and continues to work closely on this matter. GID is closely monitoring IIS agents and er 
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WE MET MARCH 4 WITH ICTY ZAGREB OFFICE HEAD 


OSORIO 


THE OTP IS ITS OWN WORST ENEMY OSORIO 
THERE IS NO NEW CREDIBLE 


THE OTI INVESTIGATORS WHO 


ONLY PROVIDED THE INFORMATION TO THE 
THE LEAD 


EUR/SCE S/WCI 


Column 6 


ater on March 19, the King focused his response on the common threats -- particularly from terrorist | 


try. Total number of travelers: 10. Total number of Amcits: 8. 
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ICTY PGOV PREL 


OTI 
STALE OR CIRCULAR 
HARTMANN AND DEL PONTE AS FACT. OSORIO SAID 


WHEN DEL PONTE TOLD THE UNSC THAT SHE WAS 


THE OTP HAS CONDUCTED A COMPREHENSIVE INFORMATION 


THE MAJOR GOC FAILING CONTINUES 


NOW 
THAT OTP DOCUMENT REQUESTS ARE 


HE SAID. 
REQUESTS ARE VERY DETAILED EVEN 


IN ONE CASE THE TRIBUNAL HAS A COPY ( 


iras and the region. As stated in ref C, Honduras could benefit by an overriding law against TIP that [ 
‘ing that Honduras supports the U.S. war on terrorism and urging the Government of Iraq to accept tr 
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DEL PONTE WROTE ALETTER TO DEPUTY 
IN WHICH ACCORDING THE ICTY 


THE OTP WILL REQUEST THAT A JUDGE SUBPOENA THEM. 


THE OTP WILL 


OSORIO ADDED. 


BUT SOME DOCUMENTS \"DID NOT 


GRANIC SAID THAT 


e USG has access to it, is extremely sensitive. Any disclosure of this information will preclude our fut 
ARE ONGOING. THE AUTHORIZATION, IN A FORM SIMILAR TO THAT GRANTED TO THE CZE( 
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EUR/SCE S/WCI 


ICTY PGOV PREL 


DEL PONTE IS FURIOUS AT THE 


-ORCES ARE IN THE EARLY STAGES OF MILITARY OPERATIONS TO DISARM IRAQ, TO FREE 


the NOTAM and Notice to Mariners (NOTMAR) to the UAE\'s Directorate of Military Intelligence (DMI: 
at (ref b). 2. (S) A/DCM on March 20 conveyed to Ali al-Ayed, Personal Assistant to Foreign Minister 


ied to include three USAID PSCs and one Embassy PSC in the LAV pick-up schedule. A schedule 
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AS IS 


OSORIO SAID THAT IF BOBETKO IS FIT 
HE IS FIT ENOUGH TO RECEIVE 


OSORIO SAID. WHILE HE 


V HE SAID IT WAS AN IMPORTANT POINT OF PRINCIPAL THAT 


WEAKENS THE FEW PROFESSIONALS IN CROATIA INTENT 
AND STRENGTHENS THE HAND OF THE 


3/4/2003 19:00 OSOTTAWASS Embassy Ottawa 


e Iraq operation began. Otherwise, she said, THY would only change its normal schedule under the fi 
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INTO AN AREA OF THE TERRITORIAL SEA EXCLUSIVE 


WATER 
IN THE BEAUFORT SEA 


27 FEBRUARY 2003.\" CELLUCCI 


Column 4 

3/4/2003 20:56 

3/4/2003 21:42 

3/5/2003 7:36 

OR 

IN THE NEW LEADERS. END SUMMARY. 

WHICH WILL BEGIN MARCH 5 

DELEGATES MUST APPROVE IN A CONFIRMATION- 
CHINA\'S NEW PREMIER 

HEADS OF STATE COUNCIL MINISTRIES AND 
THOUGH THIS WILL 

THE STATE 

THE CHAIRMAN AND MEMBERS OF 

THE MEMBERS OF THE NPC\'S STANDING COMMITTEE 


THE SPC 


DELEGATES IN REALITY WILL ONLY BE ASKED TO 


THE STANDING COMMITTEE AND POLITBURO) 


PREMIER 


NOT PARTY CONNECTIONS 


HOWEVER 


UNLIKE THOSE PARTICIPATING IN THE PARTY 
NPC VOTE TOTALS ARE MADE PUBLIC. WHILE CHOSEN 
EXPERIENCE HAS SHOWN 


Column 5 Column 6 
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VICE-PREMIE STATE 


VICE PREMIER OR STATE 


THAT THE DYNAMICS 


»f developments with the Iraq contingency and further information on the shooting incident at the Hun 
ENEVA FOR RMA E.O. 12958: DECL: 03/19/2013 TAGS: AA, EAID, EFIN, IZ, MOPS, PHUM, PREF 
ame away with an appreciation of numerous challenges faced following the events of 9/11. Increased 
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THE PARTY 


BELOW 90 PERCENT) SUPPORT 
THOUGH THE NPC HAS NEVER REJECTED OUTRIGHT ANY OF 


THE BIG PRIZE AT THIS NPC 


AS EXPECTED TURN OVER HIS 
FIFTH-RANKED STANDING COMMITTEE MEMBER ZENG 
WILL TAKE OVER HU\'S VICE PRESIDENCY. WORTH 


PARTICULARLY IF HU\'S 
COULD PROVE EMBARRASSING TO 


TWO OF FOUR VICE PREMIERS (LI 
THREE OF FIVE STATE 
ISMAIL AMAT AND WANG ZHONGYU) 


INDICATING THAT 
THE REMAINING 


WAS ELECTED TO FULL 


WHO HAS BEEN PERFORMING MANY OF THE PREMIER\'S 
WILL REPLACE ZHU. 


RIGHTS OFFICE DIRECTOR CALVETTA TOLD US MARCH 19. RESPONDING TO OUR MARCH 1 


nd after potential demonstrators had an extra day to organize. END SUMMARY. -------- THE MOOD 


COUNTRY WITH PRIDE, COURAGE, AND SACRIFICE. IN THE DAYS AHEAD, | KNOW | CAN CO 


in a temporary basis and take steps to assure the prompt departure of the leading representatives of 
JULD BE SOME UTILITY IN ALLOWING THE CHARGEY\, WHO ΤΗΕ MFA BELIEVES IS NOT WITH 


the United States of America Mr. President: | have the honor to address you to express my solidarit 
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WHILE POLITBURO MEMBERS WU YI ZENG PEIYAN 


WHO 
THERE IS LESS 


AND 

DOJE CERING 

DAI BINGGUO (62) AND HUA JIANMIN (63) ARE POSSIBLE 
WHO HAS BEEN SERVING AS THE DIRECTOR 

MIGHT ALSO BE A CANDIDATE TO 

SOURCES HAVE SUGGESTED THAT HUANG 


WHO SUFFERS FROM A REPUTATION FOR CORRUPTION AND 
AND ZHOU YONGKANG WHOSE CONTROVERSIAL 


ARE MOST LIKELY TO 


MINISTER OF FOREIGN AFFAIRS 
MINISTER OF RAILWAYS FU ZHIHUAN (65) 
STATE 

TECHNOLOGY AND 


MINISTER OF CIVIL AFFAIRS DOJE CERING (63) 


IT DOES SUGGEST THAT THE 


A VICE MINISTER 


ail-oriented and fluent in his drafting, whether preparing briefing memos for D or email reports giving | 
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PEOPLE\'S BANK OF CHINA GOVERNOR ZHOU 
WHO ONLY ASSUMED HIS POST AT THE END OF 
WILL BE RECONFIRMED AS HEAD OF CHINA\'S CENTRAL 


A 


EVEN OF LEADERS WHO ARE 


SUGGESTING 


EXECUTIVE VICE FOREIGN MINISTER LI 


ALTHOUGH NOT A CENTRAL COMMITTEE MEMBER OR 
MAY REPLACE DOJE CERING. 


THE MEMBERSHIPS OF THE STATE 


DESPITE 


WHO IS 74 WILL DEFINI 


Column 6 


58: DECL: 03/20/2013 TAGS: PGOV, EAID, KHIV, ZI SUBJECT: FOOD AID PROGRAM JUST IN ΤΙΝ 


NEVA FOR RMA Ε.Ο. 12958: DECL: 03/14/2013 TAGS: AA, EAID, EFIN, IZ, MOPS, PHUM, PREF, 
rface-to-surface missiles from Iraq. The most recent was at approximately 9:25 a.m. No/no reports ı 
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TECHNICALLY PROFICIENT STANDING 
BUT DID NOT DISCLOSE ANY NAMES. SOURCES HAVE 


BUT NOBODY EXPECTS THE 


JIA QINGLIN (REF C). 


THE 

AND HAN ZHUBIN (71) PROCURATOR 

ARE BOTH LIKELY TO RETIRE. SPC 

CAO JIANMING IS MOST LIKE 

3/5/2003 7:43 03SANAA415 Embassy Sanaa 
3/5/2003 8:20 O3ANKARA13! Embassy Ankara 
splintered groups sometimes 2-3 


not large gangs. These individuals are linked 


Italy and Greece as 


gn of retribution against MDC activists and supporters across the country since the first day of the MI 
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as yet unpublished 
focused on the causes and 


general observations 


\" many of them willingly chose to engage in illegal 
a woman could make as much 


the GOT 


these shelters and visa 


but cannot provide a basis for an estimate 


for 
models dancers 


Column 6 


or \"bar 


lange reserves. 2. (sbu) The stock market index closed up 1.25% on Thursday (closed on Friday, € 
»ached 2.5 million barrels. He said that loading operations were proceeding as normal, although ther 
tonal witnesses. 2. (C) Following is a March 20 report prepared by the team on its efforts thus far. B 
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they may go 


and clothes. Officials tell us that women are 


trafficking gangs threaten violence to family members 


large numbers of foreign women engaged in 


registering for Turkish language classes traveling 


chaired by the Ministry of Foreign 
is 


Borders and Asylum; Department of 


Column 6 


Ministry of Finance Ministry of Labor and 


Ministry of Health (Department of 
Prime Ministry (Department of Human 


there are 


it claims not to have 
the GOT is considering the 


most notably IOM to 


‘he critical Friday afternoon flashpoint (1330-1530) passed quietly March 21, with no reports of demo! 


Human Rights would be inappropriate fora for discussions on Iraq. Corado said the Foreign Minister 


s threat information in light of developments with the Iraq contingency and a developing demonstratic 


‚ION. THEY HAD BEEN TOLD TO SUSPEND OPERATIONS AND DEPART ROME NOT LATER TF 
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they argue that its scope is limited. 


contending Turkey\'s liberal visa 
Black Sea Littoral and Caucasian states 


in 
the GOT has begun 


Jandarma 
and border guards); the Ministry 


Turkey-wide 
to our knowledge. Ad hoc 


journalists police chiefs and 


to our knowledge. However the GOT is 
under which it aims to: 


may cause hardships, but there was no reason to panic and that Hondurans should stick together. F 
uch a proposal. Gregson further said that Canada will try to persuade other Commission members nc 
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GOT is pursuing alternate 
most notably NGO support and 


GOT recently contacted IOM 


the cultural office of the 

organized a two-day conference on the issue 
police 

and NGOs participated. 


Azerbaijan Armenia 

Iraq Syria and Bulgaria 
sea and air 

including Ankara Trabzon 

Adana and Sarp on the Georgian 
which are vast and remote it is not 

and the smuggling of goods and humans 

however that the vast majority of 


either by getting work 
more commonly by 


Turkey has adopted a liberal visa regime 


according to police. They alter their 


according to Turkish police of corrupt 
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the Ministry of Interior has established an internal 


and IOM. GOT further works with the United Nations 
Interpol 


2002 
Article 201(b) of the Turkish 


take or transfer from one place to another and house 


subject them to slavery or similar treatment 
pressure 
use undue influence 


the victim 


taken or transferred from one place to another or 


Column 5 Column 6 


and the European 


the Turkish Parliament passed 


use force or coercion to persuac 
secure 


2 issue of Iraq in the General Assembly, but promised to brief our demarche to higher-ups at the Mini: 
Labor Force Conference held in Tunisia in early March. The official rate reported by the Emiratis was 
an with the Turkish General Staff. Banguoglu stated that MFA had informed TGS of the content of the 


"A, Turkish Red Crescent and UN officials just before and after the start of military operations in Iraq 1 


repare to assist in fighting fires in Iraq's Rumaila field. Embassy understands that KOC Chairman Al 
00 bpd. If the unrest spreads, oil production could fall further, impacting negatively both U.S. energy 


Column 4 Column 5 Column 6 
even 


the penalties foreseen in paragraph one shall 


the penalties foreseen for the 


the 


however that rape is 


there were two public cases opened with trials 


2002 and the second was opened 
2002. Two 


reportedly thirty-four 


three in Kocaeli two in Ankara five in Manisa 
two in Denizli and ten in Istanbul. 


it is believed that organized crime 


is in the hands of small operators. Groups 


through kinship or friendship. Increasingly 


Column 4 Column 5 Column 6 


there is no 


Post is unaware of the content discussed or 


passport forgery and illegal entries. 
with Belarus Moldova Ukraine 
Azerbaijan Bulgaria Romania 


the MFA told Post GOT had not been 


EU Interpol Europol 


organized by governmental and NGO bodies. 


LY TO JORDAN EARLIER THAT DAY. SHAYKH HAMDAN SAID SAUDI ARABIA AND KUWAIT WIL 


f burning oil wells in the Rumaila field in Southern Iraq yesterday, and intend to enter Iraq again tomo! 
s inherent in the project as key reasons for denying advocacy. We offered to re-examine the request 
n, 2 men) expressing outrage and sorrow at the television reports carried by the Al-Jazeera television 
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if any charged with such offenses. 
1998 and 

1960) 

Child Prostitution and Child 

2002) 


Suppress and Punish 
especially Women and Children 


2003) 


those who have been 


to begin rehabilitation and 


omb attack, GL is soft and inordinately forgiving in the talks with the Tigers. He avoids confrontation 
)loyees, and 900 (of an original 2000) Itsikiri displaced persons (DP). An unspecified number of Nige 


k and Cover Alert, donned gas masks, all clear announced eight minutes later --------- Political -------- 


Column 4 Column 5 


under the umbrella of its Trafficking-in-Persons 
has plans to open TIP shelters in locations 


no agreement has been reached. At the time of this 
there were no shelters for trafficking victims. 

she is 

ifa 

she 


very few women who were 


requested and received medical care. According to 
740 foreign women were deported 


and there are 


victims of trafficking and foreign women detained 


the government does not provide 


Column 6 


s, but we expect it to be sympathetic to this request. WILLS 


Column 4 


Column 5 Column 6 
course content has not been shared with post. The 


IOM Turkey is the only NGO that 
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who led the GVN 
conferred with numerous leaders during the 


and plans to take a \"more active\" role 


Deputy Director for the MFAVs 
met with 


has an MA from the Fletcher School 


and served 
\" 
Palestine- 
and the Korean Peninsula. Trung who also attended 
claimed that this summit 


\" likely due to greater consensus over 


NOT ANTI-AMERICAN 


Column 4 
from the GVN\'s perspective 


\" but claimed that 
the final document was 
however 


then a form of 
considering what is going on in the Korean 


\"he added. Trung noted that the general theme 


President 


according to Trung and press reports. Most were 
\"sideline\" meetings 


economics took a back seat to the political 
but the GVN was \"gratified\" to see that there was 


there was discussion about \"triangular 

\"a method Vietnam has applied to assisting 
Madagascar 

Vietnam provides some 
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since NAM 


that 


but Trung highlighted 


Senegal and the Democr: 


Column 4 Column 5 Column 6 
with the understanding that Vietnam does 


he noted. Trung predicted that Vietnam would 

without taking on a leadership role.\" 

Professor Nguyen Thi Thanh Thuy 

opined that while the NAM remains a 


it is \"very large and 
and members\' interests change over time.\" She 
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17th ASEAN-US Dialogue 


Column 4 


March 9. If possible 
as well as any other feedback 


March 7. Please advise. 
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human resources development 
social development 
and political development. What NISER staff 


a department with ad hoc staff pulled from 


Director General of NISER 


such as the Central Bank of Nigeria 


NISER hosted 
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our Vietnamese 


in time to 


03LAGOS470 Consulate Lagos 


physical 
technology policy and 


said 


andisa 
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which 
which is also funded by USAID. 


the Secretariat for International Support for 
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28 


a 
was elected to Parliament for the 


a 


from his father Kumar 


Column 4 
a relative of the 
is currently being tried in a separate case 


G.G 
G.G. founded the ACTC 


intelligent 
he is considered an up-and-comer in the 
while he is not overtly pro-LTTE 


it is not clear whether 
or from fear of retribution. 


Ponnambalam gave a thumbs down on 
he 
asserting 


among many others: 


but the GSL had to do more for 


but much 


late 
the GSL had not done all it had to do. Many 
for example 


this created serious dangers for Tamil 
who had to stay out in the sea all night. 


Column 5 Column 6 


was also well-known. In the mic 
which was the first Tamil 


and has an 


he tends to 


much more 


were being prevented from 


Details: At approximately 0230 hours on Saturday, March 22, 2003, two individuals with long weapon 


ippropriate officials. He also noted his own view that AL statements are often vague and confusing, al 


Column 4 Column 5 Column 6 


the military for good reasc is 


for example. At the same time with many Tamils 


noting news reports that TNA politicians had 
which took 
the chief of the 


and llamparuthi the group\'s 
represented the LTTE. 


they were 


for example the group had decided not to pri 


the LTTE had listened to the 
which had argued that going for an interim 


the LTTE had decided to 


despite its 


the group felt that the GSL had not 


the Tigers have also 


and especially to LTTE-controlled 


Ponnambalam 


reacting to 
local Tamil politicians decided 


MED THE RECEIPT OF FURTHER INFORMATION FROM THE U.S., FOLLOWING UP TO RECEN 
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‘ached 2.42 million barrels. 2. (C) Kuwaiti firefighters apparently put out one of the fires burning in Ira 


thdrawn its employees from four fields and ceased production there. The ljaws, in an effort to ensure 


Column 4 


which 
they felt should only be opened when fully 


for example. 
but seems to be 


Ponnambalam remarked 


which 


LTTE 
a northerner 


Prabhakaran 


who felt that northerners treated them in a 


the Ambassador noted that the GSL was not 


but it was critical to the future of Sri Lanka 
it was vital 


but it had to make clear to 


but the fact that it had not gotten rid of its 


Column 5 Column 6 


given its symbolic importance to 


was probably 


ling to grant significant route, capacity, and operational rights. They withheld, however, France, Japan 
ies on the agriculture agreement, USG officials urged the Ghanaians to move on these issues before 


"ATION. GIVEN THE NUMBER OF QUESTIONS THAT WERE RAISED OVER BUDGET UNCERTA 
ather this action would affect Iraqi government accounts, Iraqi civilian accounts, or both. DCM reitera 


ved call from Kuwaiti citizen expressing support. 0455 Received call from Kuwaiti citizen expressing 


Column 4 Column 5 Column 6 
for example was 


Ponnambalam went on a long and 
the gist of which was that Tamils 


only the Prime Minister and several 


it would be difficult for 


it would help the GSL which support if 


commenting that he would 


based on his 
the LTTE is not 


some in the 


which mutually 
the peace process is 
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dor Wills will host a meeting next week among donors to discuss conditionality. END Summary. 1. 1 


N to discuss refugee admissions issues in West Africa. Snow voiced interest in reviewing Refugee Ac 


s the decision by the U.S. to rejoin UNESCO and looks forward to working closely with us matters of | 
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the situation could 


000 kyat ($100) per week) 


total 
however there is growing risk that some t 
even without GOB help if banks are more successful 


made at the highest levels 


and would like to see some or all of the 
the GOB will 


the SPDC has 


the timing of this next move is uncertain. One 


the financial 


a bank\'s survival will depend primarily 


while AWB (as the epicenter of the 
the bank has outstanding several large loans 
as the 


KBZVs lending practices are reportedly among the 


rid Bank Senior Economist for Yemen Nadir A. Mohammed (please protect throughout) and Econom 
sion expects another will take place this Friday afternoon. 3. (SBU) The RSO briefed the EAC on 1 


ical time, 3/25. Embassy Abu Dhabi, FCS (located outside of the Embassy compound), and the USG: 


Column 4 


AWB and Yoma together held about 65-70 percent of 
we have no solid evidence that the 
or 


bad loans 

this could be a good thing for the economy. 

the longer the government waits to take charge 
the 


the greater the damage to the already weak 
and the increasing chance for some degree of social 
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and that the MPs should 

at 

TGS Chief of Staff Ozkok told the press the 


Deputy PM Sener defended the 2003 budget macro-economic 
especially the 5 percent growth target 


Turkish markets had rebounded 


2004) 
from 
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if so when and how 


and bad bankers. If done quick 


the 


O3ANKARA14I Embassy Ankara 


against 


board, and all lines at the Op Center are now engaged non-stop fielding phone calls from message | 
NC decided to move from MoveSafe to StandFast effective 3/27 at the close of business in anticipatio 


within Turkey to Mardin, Sanliurfa, and Gaziantep, because flights to these cities were not permitted 
now whether the GOT would instruct its Permrep to speak at such a session. PEARSON 


Column 4 


closing at TL 
621 


TGS Chief of Staff Hilmi 


well covered on TV and 
are being interpreted by markets here as 


Column 5 Column 6 


000 to the dollar. 


likely would stop completely by March 26. Bildaci attributed the slow-down to the lack of oil tankers ti 


ort Kuwait Petroleum Corporation Daily Crude Production All figures in bbls This report covers activ 


nto AK\'s economic decision-making process. According to a senior energy official, Finance Minister | 
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we can\'t fulfill 


per the 
when he told press before the Group meeting 


we will not remain observers. ON the subject of 
which method will be applied 


Deputy Prime Minister Sener 


he said: 


though first two months WPI is already over 8 percent.) 
he predicted. 


he said expects rats to decline in 
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which 


since the GOZ originally demanded 51% ownership. 
which refused to buy in unless it retained majority 
finally prevailed and 


manufacturing soaps 
bakers\' fats and other vegetable 


Response Coordination Center (EADRCC) before accepting or declining our offer to sell through FMS 


Column 4 Column 5 
and preparing and packaging Heinz branded products 
condiments and canned goods. 


soap 

bakersV fats and some canned goods -- are 
\" and have been subjected to price 

the government-mandated prices are 


the company cannot benefit from export- 
such as the ability to retain 


Olivine is precluded from taking advantage of 


see 


and 
the hyper- 


culminating 


management is conducting 


as an agro-industrial company 
Olivine has been 


forecasts for this year are 


Column 6 
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During 11-hour period (1200-2259), received 216 phone calls from mostly Kuwaiti citizens (and a few 


uld understand the USG\'s interest in being on the Executive Board in view of the substantial financia 
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Olivine is 


Olivine has been reduced to sourcing its 


ata 
at about the time the new budget was 


it quickly slapped price controls on many of 


and 


Olivine now produces three. Ironically 
Olivine\'s \"official\" 


and Olivine 


and repackaging. Although its economy-line 


Olivine has simply changed the color of the soap from 
and increased the price of its \"new\" product 
it has changed the 


the 50-liter drum of \"industrial\" 


Column 6 


in Iraq. Perez said he was not familiar with the issue but promised to raise it immediately with Foreig! 


assador raised issue of unblocking frozen Iraqi government assets in Kuwait for use in humanitarian « 


Column 4 

the GOZ is aware of some of 

and Olivine has been warned not to 
under 

too 

which is not 


in hopes of economic changes. However 
some of them 30-year veterans 


making management 
ad hoc basis. 


Olivine -- like most other Zimbabwean 


cotton 

Olivine has made plans to increase 
Olivine continues to subsidize a canteen 
and often provides the only 


and hopes thereby to 


its 


while he is 
has not ascribed it too much meaning 


Olivine is an attractive target to 
which believe that if an 
it 
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slapped with price controls. 


faced with 


out on 


amil Eelam, designated by the U.S. under E.O. 13224 on November 2, 2001. 2. The Controller of E: 


expressing support for t U.S. military action in Iraq and one call in opposition. -------- Consular -------- 


Column 4 
sweetheart-deal basis. 
can the GOZ offer its shares 


of course 


which is another reason he 


of course 


American business 


3/5/2003 13:06 
3/5/2003 13:27 
thereby 


3/5/2003 13:52 

3/5/2003 13:57 

one 

the report is likely genuine 


however 


a 


the following 
2003) 


the denial continues (begin text): \"There is no 
and whatever report there is 


V' a senior government 


which 
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is for the GOZ to 


would 


O3ABUDHABI Embassy Abu Dr 
O3ANKARA14 Embassy Ankara 


O3KUWAIT804 Embassy Kuwait 
OSHARARE47 Embassy Harare 


has had the useful effect of exp: 


the Sunday M \"Govt 


is merely an 


Ref B, Jordan was represented by its Ambassador to Egypt and Representative to the Arab League, 


I conference in Washington in February 2003, Topcuoglu said the entertainment and transportation se 
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for there was definitely no report to 
\" the official reprimanded. (End 


among them: 


plantations export 
and properties protected by Bilateral 


both for white and indigenous farmers 


as delineated within each 


or small-scale de-congestion plots 
or large-scale commercial plots 


including: 


"ED THE OPEN SESSION WOULD BEGIN LATER IN THE DAY IN NEW YORK. WE WILL ADVISE 


id been dismayed as the draft declaration expanded in scope. Like the U.S., Canada would like to se 


ermRep would be making any remarks at the session, but undertook to pass the request to the Jorde 
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and one paragraph addresses the \"Farm 
\" noting that many districts do not have 


however in the final sentence: \"...these ! 


the report cites \"the successful A1 Model of 
V while criticizing the shortcomings in the A2 


\" and exhorts the GOZ to 


the Addendum 
including 
both of whom have 


names names. 


500 hectares and \"has since taken the 


-300.0 Total government expenditures on health 196.1 194.5 214.1 229.2 Total governm 


a oil field where he met with the Kuwait oil firefighting team. The press report notes the cooperation t 
:s Permrep to speak at the session, but said if the GOT representative speaks it will be in support of t 
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aster Assistance Response Team (DART) Leader discussed humanitarian planning issues on March 


--- Nothing to report. 
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such as the 1500 hectare farm allocated to 
well above 


poultry and 


some of the beneficiaries of multiple farms include: 


MP J. Gumbo Governor Josiah 
Brig. Kanhanga Minister Elliot Mutumwa 
Minister and Mrs. Kembo Mohadi Sabina Mugat 


ZRP Spokesman Wayne Bvudzijena (2 farms 


Minister Jonathan Moyo Governor Obert 
Air Marshall Perence Shiri (3 farms each); 


Vice 


states his intention to \"reappraise 


the committee suggested action which 


follow-up 
produced the lone strong statement: \"While 


'egarding an Iraqi plot to bomb the U.S. Embassy on March 27. Italians arranged for an alleged IIS ο 
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in their applications A2 farmers had to prove that the 


many seemed to be under the illusion that the 


the GOZ seems to be aware of its 


\" many of them not even farmers placed 


the GOZ now has little 


re-allocation of 
and allocation of land to 


leading 


much of the information contained therein is 


but that the GOZ 
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which 


angers and meteorological balloons and found that no shipments were made by companies cited ref 


Is from Kuwaiti citizens expressing support. -------- Consular -------- 0645 Received a call from Amcit 
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\' Foreign Minister Yakis said criticizing Iraqi 


when the Greek 
which is not recognized by Turkey becomes a 
V said EU enlargement commissioner 


the Turkish military 
we keep receiving negative indications 


for instance emphasized two points as 


we should be able 


the US will not 


olitical figures. The political scene was rocked by the March 5 killing of the opposition ANPP supporte 
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the Washington-Ankara line for a second 


that 


but it will be under 


the second decree will be presented to the 
and it will be accepted with a large majority. 


sooner or later we will see 
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UNCLAS ABU DHABI 001090 SIPDIS SENSITIVE STATE FOR NFOR THE BENEFIT OF ALL\" 


IE AMBASSADOR RAISED ADVOCACY CASES INVOLVING U.S. TELECOM FIRMS TERADYNE, | 


-ECTION ASSISTANCE. THE PROJECT IS TO BE CARRIED OUT IN COOPERATION WITH THE C 
ice Minister Perez confirmed that Guatemala will speak in support of US/UK. Guatemala is number ¢ 
'e instructions on this vote. Perez said he had personally called their Ambassador in Geneva on Marc 
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managing director of Gulf Insurance Consulting and an 
wrote that V'unions will 


for the benefit of all.\" 


though infrequent 
regulations to formerly recognize these 


as desired by both business and 
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MACEDONIAN MILITARY OFFICIALS 


HE AND TRUPIANO 


AS RECOGNIZED BY THE PFP REVIEW 


BECAUSE THE FYROM HAS 


ility of uncontrolled demonstrations. Embassy went to StandFast posture on March 27 at the open of 


is and miscellaneous equipment, TNP officials have informed us that the equipment we provided in tr 
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ACCORDING TO THE \"NON-PAPER\". 


OUR 


PARTICULARLY WHEN THE MOD 


A GOAL WE ALL SHARE. WE THEREFORE 


CLEARED BY STATE DOD AND EMBASSY 

TO THE MOD\'S NON-PAPER 

PREFERABLY AN APPROPRIATE EXPERT F 

IF APPROPRIATE USNATO) TO COME TO ROMI 
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ABU DHABI-BASED SEMI- 


FAR FROM ANY 
ΙΝ ORDER TO SAVE THE IRAQI PEOPLE AND LANDS FROM ANY 


OR WILL IT 


SHARJAH-BASED PAN-ARAB \"AL KHALEEJ\" EDITORIALIZED ON 3/05: 
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THE U.S. THREATENS THIS WITH THE 


VAL KHALEEJ\" 


WOMEN AND ELDERS WITH VM-16VS F 
ISRAEL DOES NOT CARE AND HAS NO RED LINES TO INVADE THE 


BUT ALSO THAT OF THE ARABS...\" 


\"AL-ITTIHAD\" EDITORIALIZED ON 3/04: 


WHICH USUALLY ONLY LEAD 


THE UAE 


FAR FROM THE 


\"LISTEN TO THE PEOPLE \" ENGLISH-C 


WHICH IS A DANGEROUS THING 


WAR IS NOT A PLEASANT THING TO 


CRA normally inspects for its own reasons. Local CCRA officials would welcome a permanent U.S. C 
1ere were unconfirmed rumors that Smirnov was also in possession of a Canadian passport. This we 
ALPA 494 D) 2002 TEGUCIGALPA 3491 E) 2002 TEGUCIGALPA 3416 F) 2002 TEGUCI! 
aws that were being used for illegal logging activities. After a 27 hour standoff, and intervention by bo 
congruent Honduran trade policy, but CAFTA by necessity will take up most of the GOH\'s attention in 
3, which still is the only lodging in town. With UN activities increasing rapidly, this option is not availak 
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THEY SHOULD BE EXAMINED FIRST 
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Parliament is preparing 


the powerful AK Parliamentary Group Deputy 
elaborated on March 5 that the constitutional and 


such as military budgeting long 


AK leader Erdogan\'s former Chef de Cabinet 
noted to us March 5 


given AK\'s huge majority and 
M.P.s are freer now than ever before to act as they see 


V Comez added. 


Tanla predicted 


92. 2. (U) Mission\'s submission for the 2002 Trafficking in Persons Report for Sri Lanka and the Με 


BER Summary ------- 1. A monthly monitoring report issued by the National NGO Food Security Nel 
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Bulent Arinc helped 


Gul or both; and 2) 
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economic and legal barriers to 


but did not offer action programs. End summary. 


flexible employment wages career planning 
except for one presented by 


; making a serious effort to see that all government agencies use only licensed software, but it still rer 
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especially as 


making reform especially important. 


the last 

was sparse. At the conclusion 
a group would clap 

until at the 

only one-quarter of the seats in 
compared to the full house 


and accused the US of working against TurkeyVs 
as well as being responsible 


his constituent group walked out en masse as well. 


presenters avoided discussing 
comprehensive civil service reform programs or 
talking about talking 
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but given the flimsy evidence in the case a 
German and other outside pressure 


which began 


and German FM Fischer 


outsiders 
and other alleged miscreants they 


\" and judges do not have the authority to dismiss 


such as it was in 


CULTURE AND AT THE MINISTRY OF PRODUCTIVE ACTIVITIES (MPA). MINAG EXPLAINED TC 


Column 4 
the TGS leadership 


lest his non-appearance be \"misread\" by 


3/6/2003 6:21 
in an interview 


Maoist 


the 
the largest-circulation English daily 


Maoist 


however 


commander of the 5th Brigade in the far-western region 


killing two 
he noted 


both in Kathmandu 


complete with Maoist party line 
thereby ensuring the insurgents free 
mainstream 


including 
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is unlikely to issue such a 


sightings of 


to the local 
sometimes 
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\" coupled with the disingenuous 


the Maoists are sending out feelers to certain 
along with such others as the Swiss and 


had recently received a back-channel request for 


although he indicated the request was under 


General 


told the DCM 


eventually toa 
who has had little 
may 


the King may be putting too much faith in the 
whose political acumen for this 


a former finance and foreign 


and C.P. Bastola a former foreign minister and 
echo some of Rana\'s 
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who left the Nepali Congress to form his own party as 


including the withdrawal of its designation of the 
without obtaining commensurate 


Pun has admitted that he has been 


the admission that the GON has no such commitment has 


fearing they 
regroup and recruit 
negotiated settlement. The 


and could indicate that they are laying the 


however we expect the Maoists will send 


he is more 


as a Magar tribal 
he shares 


his lack of experience as a 


his 


' off, however. His lawyers from Asrin Hukuk Burosu -- Dogan Erbas, Firat Aydinkaya, and Aysel Tuglt 
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points the government has 


she 


noting that the regime has a history of responding 


she said when she was departing 
the regime presented her 


however that the regime understands the 


Perret-Nguyen 


MARCH 6 MEETING IN VIENNA. 2. (C) CRISTIANI INQUIRED ABOUT THE RUSSIAN POSITION 


Column 4 


and encourage an improved 
it 


we can expect cooperation with 
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MPS recorded 270 court cases involving 
of whom 200 were 

MPS noted 1080 victims of 

including 1058 women and girls as well 


but Post is unaware 
involving 


between 1996 and 2000 


but 


post believes that nearly as many 


between 1990-2000 
domestic 
or sex workers; however 


of these young women were voluntary migrants 
at least initially 

from 1995-2000 

and subsequently escaped 

Cambodia. As with other statistics available on 


Column 5 Column 6 
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police \"cracked down on 


approximately 000 young 


it is not clear how many 


not victims of trafficking.) Also 
5000 women 


of the Honduran Municipal Association (AMHON). END SUMMARY. 2. (U) Minister of Government c 
nna to recirculate Foreign Minister Graham\'s letter proposing the idea and to continue to push for ac 


en no additional moves in the past year by Government of Honduras (GOH) to strengthen the protect 
Rashid (together the 12th largest port in the world), has on several occasions indicated to us that they 
ned. Article 96 of the Constitution requires that an absolute majority of the MPs present support a mi 
orked hard to convince parliamentarians, but felt their efforts were not fully understood. Turkey remai 


Column 4 
these data likely underestimate the magnitude 


\"Seventy percent 
000 prostitutes working in Cambodia is Vietnamese 


some were 


\"several dozen\" Vietnamese 
many of them teenagers 


urban areas. 


about 60 
including but not 
vary from less than one percent up 


but most fall around five percent. 


Macao 
there were at least two local press 


with criminal organizations taking advantage of 


the Vietnamese 


especially Japan and the 
in cooperation with the INS and 
have 


especially in the area of directed 
involving payments to parents in exchange for 


Column 5 Column 6 
or 31 500 

of 

were 


000 Vietnamese women have gc 


Hong Kong Malaysia 


it rates there are few new sources of growth that will drive economic expansion. End summary. 200: 
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primarily from poor 


Hanoi Haiphong and Danang. In 


officials 


although experts in 


suspecting it may be too high. Experts 


U.S. and third 


and Canada. Vietnamese police cooperate with third 


including 


re to Japan than these figures indicate (supplies delivered as a consequence of long-existing contrac 
1ers in Abu Dhabi at reduced prices. But UAE authorities have found an unlikely ally in their efforts tc 


meet the additional needs. 3. (sbu) Jet Fuel Price Hike: Batayneh confirmed local press reports th: 
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however that it was impossible to tell 


no officials claimed that it 


or if it is merely the officials awareness 


the 
and the Women\'s Union. The 


which makes design 


one component of which is research into 


especially those from 
are most at risk for being trafficked. UNICEF 


although 
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abusive marriages or involuntary 


the family 


while there was no indication that the number 
the age 


for 
in 2002 some girls trafficked to China were 


some include Vietnamese 

ILO and MPS as well as foreigt 
suggest that informal networks 

with \"brokers\" introducing women and girls to those 

often disguising the real 

these \"brokers\" are 


they too have been victim 


and perhaps drug trafficking. Ministry 


each specializing in 


which form chains to carry out human trafficking. 


other 


fairly successful in putting its accounts back in order after excesses in the 1980s. Post would apprex 


Column 4 Column 5 Column 6 
there is little other hard evidence of involvement 


but fraudulently obtained passports. 


the Prime 


official 
the GVN amended the 


which is specifically 


which addresses combating trafficking in women 
Invalids and Social Affairs (MOLISA) continues to 


this would task an 


human and physical -- and drawn on 
in cooperation with UNICEF organized a national 

various GVN 

UNICEF IOM and the Asia 


the GVN actively participated in 


experts in this field 


Column 4 Column 5 Column 6 
most frequently border 
have taken 


the GVN has 


but they were 


Daewoosa in 

mistreatment threats and abuse. The 
money 

conspiracy and extortion i but was 

the GVN 


which resulted 


including one that supplied 
the director of the 


some of our contacts have speculated that 


including prevention 
and assistance to victims. 
with an 


poverty 
basic sanitation education and other public 


of members. End summary. 2. (SBU) De Leon and his wife hosted the Ambassador and Mrs. Hamil 
‘ing the earliest possible date on which Erdogan could take office as P.M., that is, mid-March. Notably 


Column 4 Column 5 Column 6 
and even national defense struggle with 


widely 
the MOJ and the Border Guards Comma 
Family and Children (CPFC) (note: Az 


the Supreme 
and several CPV-affiliated mass 


including the Women\'s Union the Youth Unit 

to a lesser extent the Vietnamese Chamber of Co 
the WomenVs Union and the CPFC all have 

as well 


but experts have stated 


especially 


such as vocational 
enterprise development and micro-credit. There 


ment had previously been reviewed by the Regional Security and Peacekeeping Division, and that Ce 


Column 4 


the GVN and international donors have begun 


vocational 
micro-credit programs 


led by UNICEF 
have undertaken efforts to establish a strategic 
NGO 


MPS 


IOM conducted a nation- 


domestic 
and a few have anti- 
no legal framework exists 


these groups work primarily with international 


Laos 


rugged terrain 


Column 5 Column 6 


and other poverty 


UNDP and 


ΙΟ and individual 


the Border Gu and the MOJ on 


and Cambodi: 


and a long-standing border 


; had made representation about the demonstration to the Kurdistan Democratic Party (KDP). He sai 
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observers 


but in practice this did not happen. MOLISA 


MOLISA appeared to favor an 


MOLISA was said 


which was charged by the 
with support from the National Assembly has 
illegal drugs and HIV/AIDS. 


such a body does exist 


centered on an organized crime gang in Ho Chi Minh 


began on February 25 2003. Inall 155 persons wer 
including two Central Committee members (one a 


RT: NGO REGISTRATION PROCESS IN TURKEY: THE WAY FORWARD THIS CABLE WAS DRAI 
1 country remain. Two dependents are at post with those USAID contractors. Additionally, there are f 


opped by Turkish security forces in Cizre and were told to return. The attaches drove to Diyarbakir ir 
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as well as the second-ranking 


bribery 
drug trafficking alien smugglir and extortion. 
the CPV and GVN stripped the 


the first time the GVN has 


but reject the notion that 


the GVN 


Vietnam was represented at the Vice Foreign 


Indonesia. 


and the GVN officials working in this area 


monitor and control trafficking. GVN offi 


the GVN has developed a five-year 


MOLISA has not yet consulted several other 
including the MOJ and will need them to weigh 
some observers predict that the plan could 


Column 4 
MPS and the Supreme PeopleVs Procuracy for law 
and MOJ for legislation. 


as do some smaller government entities. 


Chapter VI 


this decree contemplates criminal punishment 


and noted that 
\"offenders\" must have \"traded\" victims. 


V as do the laws of Cambodia and Thailand. 
Vietnamese anti-trafficking laws may not include 
but 
or was placed in debt bondage. 

GVN authorities nonetheless seem to treat at 


only to find themselves forced into prostitution. 


recognition of parents and children 
buying or exploitation 
sexual or other commercial purposes (Ref C). 


it adds another measure 


another mechanism that has been exploited for 
000) in registered capital 


have their own training facilities and 


Column 5 


Article 24 


according 


for instance 


or 


have at 


Column 6 


ordan, Lebannon and Turkey, because the GOT was unable to respond to its partners in a timely fast 


plans to undertake include sanctioning vessels found in violation of TEDs requirements, reactivation | 
s to make public statements underlining the importance of the NPT, as requested reftel. Corado was 
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and provide 
according to explicit GVN requirements. 


with heavier sentences of 5-20 years for more 


\"in an organized manner\") trafficking abri 
or a repeat offence. The 

with 

trafficking 

for V'despicable or innuman\" purposes for 

for trafficking more than one child ora 

or 5-10 

gang rape a repeat offen 
or multiple victims as well as if it results in 31%- 
or if she is impregnated the 

is infected with HIV or 


a ward of the 
results in 31-60% impairment of the victim or 
the sentence is 12-20 years. If 


a repeat offense gang rape impairment 
commission of a crime when the offender 


or leads to the suicide of the 
the punishment is 20 years to life or death. No 


these data are not 


although we presume it is high based on usual 


NPADs is likely to continue as an entirely separate program. End summary. 2. (U) As part of the or 


Column 4 


but such criminal groups appear to 
but some have 


employment services 
the 


who link up with more organized groups 


including the INS and the 

to investigate and interdict 
including fraudulent adoptions. 
this cooperation has 


but also seek advice and collaboration on 
GVN authorities apparently do not pursue detection 
such as narcotics trafficking 


this is because the magnitude of the problem is 
in the authoritiesV judgment 


the GVN changed the law to permit the use of such 
but only for narcotics investigations 
2001. 


Column 5 Column 6 


and marriage 


that appear to 


great enough to warrant 


effective 


Column 4 


although observers state 


extradition treaties 
all of 


UNDP 


whether third country nationals or its own 


Vietnam\'s anti-corruption 
comprehensive 

as well as some 

indicate that individual low- and mid-level 


but Post has no systematic 
but admitted that 


as in other areas 
more can and should be done 


2000. 


Child 
and Child Pornography. 


Column 5 


and ECPAT 


or 


Column 6 


to increase prote 


| to explode. No one was injured in the incident. Merani, who lives in the building with his family, said 


National Oil Company (ADNOC) is overproducing the UAEVs 2.14 million barrel per day (bpd) OPEC 


p. The range was oriented perpendicular to Hwy 80. Contrary to earlier reports, the Marines did not i 
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Suppress and Punish Trafficking in Persons 


counsel and 
and receive some 


but have only limited domestic funding. 
like the Women\'s Union 


economic activities or securing funding from foreigr 
the CPFC and the Women\'s Union 


rehabilitation and 
vocational 
small loans to start businesses medical 


and sometimes counseling. As part of its planned 
the Asia Foundation will work with 


some GVN officials tend to focus on engaging in 


from foreign NGOs and donors 


the GVN\'s and mass 


but generally 


the GVN seeks to assist trafficking 
and it does not generally treat victims as 


ser Al-Suwaidi does not believe that the oil market would collapse following a military conflict with Ira: 


ation Safety and Air Transport at DGCI, told EconOff that all efforts will be made to keep Kuwait Inter 


UAE Government has granted increasing protection for human rights in many areas. Embassy Abu 


Column 4 
but as noted above 


those found 
MOLISA runs 40-plus facilities 
where 


vocational training 
those caught 


and they are not free to leave until the designated 


by contrast 
GVN officials have justified the obligatory 


saying that 80% of prostitutes 


much less 


for victims of trafficking 


where they would likely be treated as outcasts 


the more the authorities 


GVN 


victims have a number of means to seek civil 


Column 5 Column 6 
prosecution 


commonly 


did not enter prostitution volunte 


experts have 


witching their lira back into dollars was the main cause of the lira movement. -- The benchmark lira 


Column 4 


in concert with NGOs 
for some returnees from China and 


because training funding is scarce 


the GVN provides assistance to victims as described 


advocacy 


ILO 
some of 


the Center for Reproductive and Family Health 


cooperation 
patient relationship 
such as IOM 


such as Women\'s Union 
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provides some 


the 


and 


UNDP UNODCP 


works in 


have 
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INCLUDING CHARTING A 


FAVORING 


BY 
ENTHUSIASTICALLY WELCOMED THE GOVERNMENT\'S 


EFFECTIVE AND WILL 


THE KING\'S DECISION TO SET AN ELECTION DATE 


AND THE ELECTIONS CAN PROCEED AS 


AND WILL DO SO UNLESS THERE IS SERIOUS INSTABILITY 


FEW EXPECT THEM 


ALTHOUGH AMENABLE TO 


IS 
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t: The apparent serious illness of Maung Aye leads us to begin speculation on an SPDC without its ct 
va al-Islamiyya (Reftel B), and Lashkar | Jnangvi (Reftel C). Dr. Muhli, who also heads the ROYG cot 
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he 
had brought private sector air cargo specialists and 


and during a separate meeting between Econoff and 
the Technical Assistant to the Minister 


Nigeria would have difficulty benefiting from 


and 
might be capable of ensuring air cargo 


Minister Chikwe 


developing gardens 

banning 

making the airports more secure 
repairing some radar systems 
and purchasing 


Chikwe lambasted 
especially its 


Column 4 Column 5 


then 


stating \"it 


without having the cash to pay the lessors. 


the Ministry of Aviation 


a heretofore unknown U.K. company which was to 


as he stated publicly 


the BPE can not privatize a bankrupt 
000 employees on the payroll 


she said. 
she 


such as Nigeria Airways. Since its 


Nigeria Airways planes have often flown 
many GON 


and may one day be profitable. End Comment.) 


Column 6 


juest ASAP, as all TDY visitors now require M approval due to post\'s authorized departure status. --- 


livered reftel Chemical Weapons Convention (CWC) questionnaires and talking points to Dr. Anmed 
ction will force the GON to repeal the 35 percent tariff they imposed in 1999 in response to the ratific¿ 
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she said 


she said. The Ambassador asked 


military rulers had not maintained the 


but provides 


though nothing will 


the 


Nigeria 


VITIES. WHILE APPRECIATING THE MOTIVATION BEHIND THE U.S. LEGISLATION, FANELLA N 
ict police to review the issue. Ambassador said the U.S. will continue to work closely with the GOT. E 
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and has no operational aircraft. End Comment.) 


the facility 


the National Aircraft 


via septel.) 
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it was doubtful that the 


the PA and JVP briefly entered 


although no 


noting that the 


De Mel is correct: the UNP and allies 


which equaled a total of 48.7 


ter receiving the exact costs for the military vaccines. MFA would forward the information to Ministry 


3EMENT HAS RECEIVED WIDESPREAD COVERAGE IN EUROPEAN AND OTHER INTERNATION 


Column 4 
the PA and JVP ran different 


but 
he continued 


who knew how to use the press 


we think it 


if it comes to pass 
the JVP 


but 
they could -- in a worst case 


we do not think it is 
but the U.S. needs to 
while cautioning actors 


India) to make a 
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the 


but he was 
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Column 4 


Column 5 Column 6 
given what some see as a 
Turkish T-bills were stable at 57 
but still two percentage points higher than 
February 28 close). 
605 000 to the dollar. 


Erdogan spoke to journalists in Istanbul 


Erdogan said (per Embassy\'s 


which takes into 


the government could make a surprise.\" 


Babacan 
according to 
replied that Chairman Erdogan\'s 


however 
he said. 


would be used 
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but in 
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eventually and on 

be a sound step to take in our efforts 

in Yemen 

would not be. 

recognition and appreciation. For this 


Ambassador will shortly draw to the Foreign 


itis 


Embassy Sanaa proposes 
law enforcement 


but elsewhere in the Middle East Europe and wherever 
3/6/2003 13:32 O3ROME923 Embassy Rome 
INDEPENDENT 


PRESENTED TO THE PRESS A NEW REPORT \"THE 


4ILDREN REF: A. 02 HARARE 2337 B. 02 HARARE 2871 C. 02 HARARE 2472 1. Summary 
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SERGIO DVELIA SAID THE GROUP WAS 


THE GROUP GENERALLY PROVIDES 
NUANCED ANALYSIS OF ITS USE IN THE U.S. 


MONITORED BY ARAB MEDIA AND BBC INTERNATIONAL. 


THE TOTAL WAS 179. THESE TOTALS DO NOT TAKE INTO 


HANDS OFF CAIN 


A SMALL 
CLASSICALLY LIBERAL PARTY FOUNDED BY MARCO 


setbacks. But Kurds in the southeast worry the Turkish military will use a war as justification to restric 


citibank General Manager in Turkey had praised UnakitanVs instrumental role in resolving a tax issue 
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IT IS A TIMELY REMINDER NONETHELE OF THE 
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the left of center labor confederation advocates 


000 -- still a sizable 


Koc lamented that GOT tactics do not encourage 


dues-paying organization supported by 17 employer 
representatives of virtually every major 


International Organization of Employers 


Column 4 


the labor organizations are ina 


together 


indicates that the 


3/6/2003 13:37 


Saleh said 


Saleh called for V'adhering to the peace option and for 


Saleh also spoke 


3/1. and 3/2 


the crowds chanted support for the Iraqi people 


writing that one 

\"to 

\"Yemenis are against the 

but the government should allow people to speak for 
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\"launching any war 


mostly orchestrated by the ROY 
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for example reported that 


a longtime resident who speaks Arabic said that more 


an Amcit representative of an American oil 


UK and 


much 


3/6/2003 13:49 


O3ANKARA14: Embassy Ankara 
alcoholic drinks 


salt gun powder and 


000 employees and direct 


and supports hundreds of thousands of tobacco 
s 


96% in 


and 31% in wine. With more than 1 
TEKEL has dominated this 

TEKEL 

its share of Gross National 

and its contribution to total 

per 


300 workers in 


s total assets were valued 


which has allowed foreign 
Philip Morris is currently producing 


lic administration from San Carlos University. He is a member of the ruling FRG party and became E 


‘eign Minister Guillermo Perez-Cadalso indicated that Honduras might be willing to vote for/co-sponsc 


> him to a remote area. Throughout the long drive, the members were talking about how unhappy the 


Column 4 


000 tons of cigarettes per year compared to Philip 


27 
375 employees in six factories 


628 in its leaf tobacco processing operations. 


meanwhile 


Philip Morris Government 
said that once TEKEL is 


he envisions its tobacco operation could be run 


000 employees. 
s excessive weight is not entirely the fault 
when Parliament enacted 


TEKEL was required to buy tobacco stocks 
often taking in stock that 


which is 


TEKEL currently has 500 
nearly five times its annual 


the PA official who oversees the 
told us the PA plans to advertise the 
and hopes 


which is a prior condition for completion 


in Izmir and Diyarbakir 


Column 5 Column 6 


000 tons per ys cigarette 
and 


has just one factory in Izmir 


000 tons of 


and 


pected market volatility by putting stronger curbs in place to prevent equity values from dropping too | 


1. Khalilzad and the March 7 phone call between VPOTUS and PM Gul. Burcuoglu asked about spe 


n CHP; AK reportedly won almost 56,000 (84.7%) of the 66,000 valid votes to CHP\'s 9,100 (13.8%). 
[ RAED IS IN GOOD HEALTH. GNEHM 


REASONS 1.5 (B,D). 2. (C) SUMMARY AND COMMENT: That OFAC continues to hold more than tl 
Nater Research Program Manager of NDC Al Ain. Douglas A. Trudeau, USGS Program Advisor, atter 
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s unused 
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and worries that any purchaser will 
he 


s distilleries and six tobacco plants 


8 which provides $250 


s dead 
some industry officials claim that he is not going 
of Philip Morris 


said that if all six 
it will severely limit 


s six tobacco factories and 
acquire TEKEL s popular bran its market share 
possibly 


which was expected to have three of its 11 


various 
including 


by 1999.) Accompanying the legislation that added 


; increased the uncertainty surrounding Turkey,s ultimate choices on Iraq. Whether or not there will b 
:COND IN ABU DHABI. EACH TRAINING SESSION SHOULD INCLUDE FOCUS ON IMPROVING 


Column 4 


the PA\'s Sarisu 


the key regulatory 

in 2002 

imports or sales in Turkey exceed 1 million 
price 


with the exception of whisky and 
through TEKEL. This high threshold severely 


as very few 

000 liters of spirits 
the 1 million liter 
000 liters in 2003 


when the Board of 


a number of onerous labeling and certification 


the new legislation requires companies wanting a 


which 
000 tons; this once again 


800 million cigarettes in 2004 
a 


s role as a government regulator has been 
with nearly all its 


and fall under a 


Niyazi Adali 
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only companies whose annual 


and distribute 


and will be 


and is 


is the former Deputy Director Ge 


s planning to challenge the laws as unconstitutional. End Summary. 2. (U) ABA and CLA officials to 
officers (formerly Customs,INS,and APHIS officers) working at Canadian airports. At the request of t 


itial RJ uplift support to the coalition with Foreign Minister Marwan al-Muasher on March 9. Muasher 
MANAGEMENT SOFTWARE PLATFORM THAT WILL BE IMPLEMENTED IN COURTS COUNTRY 


h a deposit on behalf of the Kuwaiti government and setting the financial conditions, including a one y 


3 might have some questions or requests for clarification about the list. PEARSON 
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claiming that TEKEL 


commented that TEKEL had 
s with no counterfeiting 


but that &after 70 years opening the 


unglorified products.8 She added that in a Muslim 
the board needs to be sensitive to how alcohol is 


Embassy 


and have requested that they consider 


and it will attract serious foreign investor 
the various justifications given for 

a 

all ring hollow. They rob the 


industry here whether 
remains tied to the state and often acts 
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EUR/WE PM/ISP AND DRL/IL 
ELAB PREL IT 
BUT SHOULDN'T BITE ON 


AND THEY OPPOSE CONFLICT - AND CONFLICT IN IRAQ - 


HIERARCHY AND SOCIAL COMITY MEANS CISL ALSO IS 


THE SMALLEST OF THE THREE CONFEDERATIONS 


THE ITALIAN UNION OF LABOR (UIL) REFUSED TO 


ARGUING THAT UNSC-SANCTIONED 


Column 4 


ALL THREE CONFEDERATIONS STRESS THE 
CGIL AND CISL LEADERS EPIFANI 


ARGUING 


AND WOULD STRIKE 


LOCAL 

V 

MANY DRAWN FROM THE ANTI- 

WITH FEWER QUALMS ABOUT EMPLOYING 


BUT WE SEE NOTHING TO 


POTENTIALLY VIOLENT ACTION TO PREVENT THE 
THE CONFEDERATIONS\' 


ALTHOUGH STRIKES OR 
WHICH COULD POTENTIALLY 
CANNOT BE COMPLETELY RULED OUT. WE WILL 


Column 5 


Column 6 


rmanent Council to charge the Unit for Promotion of Democracy with managing a system of early war 


Column 4 


3/6/2003 14:06 


which announces day and night its 


not to participate in any Iraqi 
Secretary General of the IAF 


\"we are concerned with keeping the country\'s soil and 


there has been no apparent response 


we might expect similar calls for boycotts of 


3/6/2003 14:11 


local 
and international NGO contacts (including the 


the International Labor Organization\'s 
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‘Government Finance Statistics published by the IMF. 1999: Rs (76,493) 2000: Rs (119,396) 2001: 
ch closely with data reported in the Statistical Appendix issued with the IMF Staff Report for Maldives 
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a representative of the Women\'s Forum for 
the European Commission human rights officer in 


or customs in Jordan - or which are conducted from 


post believes the 


transit or 


as part of Jordan\'s 


customs officers and immigration 


and awareness; by educating local and foreign 


Jordan\'s 


programmatic efforts have been focused 
in the unlikely event that trafficking 
past government actions 


he debt redemption on March 12 is quite small - TL 545 trillion (about $337 million). The largest rede 


de 33) 607-512-937. State Dept. lawyers may contact Dr. Razouqi directly. Time difference: Kuwait 
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NGOs or other elements of civil society. 
international agencies such as UNHCR and ICRC report 


Jordan intensified its already tight 


and 
a country of origin transit or 


prostitution and child prostitution are 


jokes or plays around in an immoral o 


will be punished with up to one 


antation of the case against Iraq with then-Acting President Reyes on February 6 (Ref B). In that mee 


Column 4 Column 5 


the penalty for rape of a female victim 
and no less than 7 years 


the penalty is between 5-15 years 
or 10-15 years with hard labor 


women or 


Jordan 


however it has not yet signed the 
Jordan 


the GOJ 
suppress 


transit or 


Column 6 


nbers, ASEAN, SARC countries, China, Korea, UAE, Kuwait and Saudi Arabia would be invited, subj 


Aleppo, and Ms. Samia Abou Hamad from Beirut to attend the TESOL 2003 convention in Balti 
ΓΙΝΙΑΝ SEEDS, SOP HAS MANAGED TO CONDUCT CREATIVE COEXISTENCE PROGRAMMING 
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prior to their 
all diplomats are required to attend a human 
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and that he instruct the BOTAS Board of Directors 


at some 

was doing his best to meet BOTAS\'s obligations 
but was obstructed by other government 

the Treasury had 


since BOTAS is installing the 


he said the average cost of installed pip 
in Azerbaijan USD 27/meter and in 

the exec argued Treasury 

Bildaci said he needed 


USD 1.4 billion contract on a strict deadline 
he could not apply to 5 different government 


conduct a feasibility study or pay for 


it would be very difficult to meet the 


showcased an interview with me that allowed me to put US-Iraqi policy in the best possible light. | we 


3untry in the coming weeks. While Mutama has in the past been a reliable source, we have no indep 


AND WEST. IN THE PAST JORDANIANS THEMSELVES DID NOT PRODUCE NOR CONSUME S 
fficials. Ambassador Sullivan explained the Executive Order, restated the prevailing American conce! 
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but are seeking 


claiming that they have no definitive information 


although this may be due to a lack of internal 


although TPAO officials told 


or \"ITG\" (ref a). Like DEPA officials (ref 
Bildaci expects that DEPA and BOTAS will sign the gas 


but said 


Bildaci said BOTAS had more flexibility 


ramping up over several 


so he hoped to export more of it to Greece. 


DEPA and the Italian 


where they had discussed Edison eventually 


iloyees stopped working for a week to protest the decision of the firm to pay them daily instead of mo! 


Column 4 


he said 
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he rented his factory in 


Mardin to the American army. Duyan's 


which is not of interest to anyone and it is 
it is only trade. It is 
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REFERRING TO THE SENSITIVITY 


S MIND BETWEEN U.S. OBJECTIVES AND CROATIA 
HE CONFIRMED THAT CROATIA WOULD BE 


HE HOPED THE U.S. WOULD BE ABLE 
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was to conduct a feasibility stud 
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S ICTY 


vill not be eligible for a re-trial. The ruling is consistent with longstanding U.S. and European criticism 
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PINR PREF NATO 


AT LEAST INITIALLY. THE HAPHAZARDLY 
BUT LUCK (E.G. 


BUT WARNED THAT BECAUSE OF GOC SHORTCOMINGS IN THE 
THE INTERNATIONAL 
s 


THE U.S. AND OTHER MEMBERS OF THE INTERNATIONAL 


percent this year, despite excellent weather throughout the opium growing territories. Yields, howeve 
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IN FACT IT WAS NOT DOING. 


REFERRING TO PROPOSED REFORMS IN THE 


S UNCHR SESSION WAS BAD STARTING WS 


S POINTS NOTING CROATIA\'S 


THE GOC 


- 2. Sri Lanka\'s shrimp trawling grounds are located in the North, Northeast and Northwest. The Gc 
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ALTHOUGH THERE WERE REAL 


ESPECIALLY WITH ADDRESSING THE TENANCY RIGHTS 
THE AMBASSADOR URGED 


THE U.S. AND EU STATES HAD 


HE CLAIMED THAT CROATIAN PUBLIC OPINION 


HE ASSERTED THE GOC HAS DONE FAR MC 


PINR PREF NATO 


3ngaged in promoting development and bilateral cooperation. 2. (U) Visit with the Governor of Ader 
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WE ARE CONCIOUS THAT HIS BACKGROUND AND 


IN THE MEETING 


ALTHOUGH THIS COALITION 
WHICH IS LED BY A PRIME MINISTER WHO SEEKS 
HAS SHOWN LITTLE INCLINATION TO TAKE 


3/6/2003 15:06 O3VATICAN92 Embassy Vaticar 
PRESIDENT OF THE PONTIFICAL COUNCIL FOR JUSTICE AND 

WHERE THE KURDISH DELEGATION RECEIVED THE STANDARD 

EVEN TO LIBERATE THE KURDISH PEOPLE AND ANY DECISION 

AND ASSURED US 


\"-- INSISTING THAT 


WHO HAD JUST RETURNED FRO 
AS FIRST STEP 
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BUT THAT POPE WOULD NOT 


HOWEVER TAKE PLACE ONCE TH UNSC 


WORKING WITH THE LOCAL PUK OFFICE 


FATTAH TOLD POLOFF THAT THE PUK HAD BEEN TRYING 


BUT WERE REFERRED INSTEAD TO ARCHBISHOP 


AND RECENTLY TOOK OVER AS PRESIDENT OF THE 


MARTINO 


AND THAT ANY MILITARY ACTION IN IRAQ 


EVEN TO 


INCLUDING THE HUMAN RIGHTS WATCH REPORT 


WITH THE HOLY SEE DFM SHORTLY BEFORE 


sue. 2. (SBU) Minister-President Koch is a likely challenger for chancellor candidate to Christian Der 


this meeting, the managing directors of Chevron/ Texaco and MTN, the leading Nigerian wireless co 


5-ATLANTIC RELATIONSHIP STEMMING FROM DISAGREEMENTS OVER IRAQ. END SUMMAR 
iro thanked Bolanos and the Nicaraguan legislature, and indicated that the move was a welcome bac 
istructure Protection and Emergency Preparedness Daniel Lambert Solicitor General of Canada Pet 


in Special El Salvador-Honduras Border Demarcation Commission and a number of technical engine 
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HOWEVER THAT THE KURDS WERE VEF 
HE OBSERVED \"THINGS WOULD GET VERY 
FAR FROM WANTING INDEPENDENCE THE KURDS 


\"HE NOTED. FATTAH WAS OPTIMISTIC THAT IRAQ 
BECAUSE \"WE HAVE NO 


NEA/NGA 


PGOV PHUM VT 


March 13. Chouinard said that Canada welcomes the U.S.\'s return to UNESCO. 2. (C) Chouinard 
rmament Implementation Agency (IDN); Ron Stansfield, IDN Senior Policy Advisor; and Joanne Khou 
Turkish candidacies and requested USG support. Per ref (B), GOT is competing for membership to 


‘se delegation will visit the U.S. in April 2003 and Vietnam will host the annual meetings of the APEC | 
ober 24, 2002. 2. (U) Ms. Lien assured poloff that Le Chi Quang, currently serving a four year sente 


s the delivery and impact of humanitarian assistance in Zimbabwe. Events covered for these field trir 
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ITS STRONG DESIRE NOT TO COMPROMISE ITS ONGOING 


AND ITS CONCERN FOR THE SAFETY 
WE 


AND REFERRED HIM TO A CONTACT 


SAYING THE PATRIARCH \"WAS IN THE 
JUST LIKE BENJAMIN\" (NOTE: FRANCISCAN FATHER 


WE ENCOURAGED FATTAH AT LEAST TO 


WHO HAD JUST RETURNED FROM 


UNTIL A 
THE POPE MAY BE WILLING TO 
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Americans 


in the worst tradition 

jingoist journalism they act as 
often 

history and international 

has been alternatively terrified and enraged 


and was a secret 


and save lragis from repression. Why 

Israeli Prime Minister 

he\'s had two years to do something about 

Jordan Saudi 


what he 
\'democracy\' 


human rights and regional stability is the 


political and moral disaster for all concerned. V 


U.S. President George W. Bush made the case 


yht consider voluntary repatriation for numerous Sierre Leonan refugees currently in the camps in a w 
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the greatest dividend to be hoped for in the 


Mr. Bush 


V and compared the coming reconstruction 


and 


the United 


which is 


in addition to 


Iraq presents no immediate threat. 


instead 
V would silence those who contend 


Saddam has 
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2001. Whether the 
it will be viewed by the 
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lieve mounting tensions among Turkish Kurds, who fear they will suffer a GOT crackdown if/when the 


h and Iraqi Kurdish reps. The cell would deconflict forces, clarify rumors, and ensure that no uninten« 
| ROME PROGRAM SPECIALIST TRAVELED TO ARMENIA, GEORGIA AND AZERBAIJAN FROM I 


ICULTY OF PROVIDING A HOLD HARMLESS IN THE ABSENCE OF A RATIFIED SUCCESSION A( 
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something that was not 


the linkage will be inevitable and the event on 
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however 


with the title \"Straight Ahead: A 


in turn 
blue-ribbon 


D). The \"Straight Ahead\" 
as well as the CTAR panel report and other 


the key action item of 
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via 


was precipitated by the final rep 
Canada Transportation Act 


member states to reduce the number of voted resolutions, reduce the total number of resolutions (inc 
compliance with the Trade Related Aspects of Intellectual Property Rights (TRIPS). There have beer 
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D) and \"under the right 


opening Canada\'s air markets to greater 


however now is not the appropriate 


Vancouver Dorval/Montre Calgary) the Got 
accountability and 


in the past both 


the GoC has offered no concrete relief (read 


the profitable low-fare operator in Canada also 


in which WestJet asa 
has no interest whatsoever. WestJet 


would agree a quota increase is necessary, it would have to do further research to identify what OAS 


PPORT THE INITIATIVE FURTHER, BUT AGREED THAT THEY SHOULD CIRCULATE THE FINAL 


Jsed to return to work until they were paid, reported the local press on March 13. The laborers accust 


‘ion to its maximum capacity of 2.4 mmbd. He denied earlier reports that oil wells had been shut in ai 
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incremental developments 


parliamentary committees and even the GoC\'s 
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D). Indeed the announcement in 
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IT APPEARED AS IF THE U.S. 


BISOGNIERO NOTED WITH 


NOT JUST THE 
WERE BEING CAUTIOUS IN DISCUSSING THE EU 


AND WAS WELL AWARE OF 
THE GOI WAS DISAPPOINTED THAT 
WHICH THEY HAD EXPECTED TO CONFIRM THE 


WITH FULL U.S. 
HAD NOT PRODUCED THE DESIRED OUTCOME. 


AND RAISED TWO POINTS: THE 


Embassy Rome 


ED, REBUILT AND/OR USED PARTS. ALL TYPES ARE TREATED THE SAME, BUT THE STATUS 
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LET 
BEFORE TAKING 
C). FURTHER 


BUT ..... THEY WERE. 


BUT INSTEAD AS A DESIRE TO BE 
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Turkish financial markets were stable. 


608 000 to the dollar. 


\" market participants will continue to believe. 


he 


s. Full text in para 2. 2. (U) Quote Ministry of Foreign Affairs Socialist Republic of Vietnam Hanoi, ' 
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a mood of complacency 
and is settling on the 


and no 


though he said he appears to be a lone 


Golkan said \"meltdown.\" End Comment. 


which postpones the \"Direct Income Support" 


but he is holding off. He told 


then the pending loans would be canceled. Babacan 


per Chhibber is that 


and \"keep powder dry\" for 2004. \"They 
\" he concluded. 


which it is now downgrading) but in 


and about $1 billion in 2001. So downgrading 
large 
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and then only if the Bank 
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including the 


are currently being reviewed by the GOC and are 


the 


2003 


1989. 


both at the borders and 


however 


has stepped up 
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Jent of ENSU, asserted there was no justification for war. Badi was concerned that innocent Iraqis wc 
dors March 16 to appeal against the asset freeze imposed on the ICM-affiliated charity Lajnat ad-Da\ 
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we do not 


including delisting 
and Notice of Compliance \"linkage\" 
Industry Canada is holding 


we believe it would be premature at this time to 


in fact addressing these issues. In the 
the GOC noted the complexity of the 


on October 
2002 President Bush announced US | 
if left intact would exclude from patent 


the GOC has stated its intent to modernize Canada\'s 


we do not see a justification to place Canada on the 
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olice Force, the Department of Social Services and the Department of Immigration, as well as NGOs 
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McCallum has made a concerted 
which 


counterterrorist Planning Group 
despite sovereignty concerns in Ottawa and has 


McCallum has also advocated 

naval or air assets already in theater - without a 

however when 
but Chretien has not wanted to admit publicly that 


McCallum overreacted by ordering Canadian 


which did not reflect any change in GoC policy 


McCallum 

funding increases in the latest budget 

and McCallum has said that a full-scale 

but that it should point 

strategic 

McCallum has publicly stated that a stand-alone 
purchasing C-17s 

making it impossible to meet 

DND is looking into a combined 


so long 
the 


allocate US$467 million in funding over 
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Okerenkoko blocked a river channel used by both local residents and oil producers after the governn 
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Surveillance 


which 
Chretien 


and he has stymied subsequent 
the Sea Kings 


headed for a Canadian-led 
had to return to 


this time with no 


we expect the 


he is also unlikely to make dramatic increases to the 


and that the next 
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including the Minister of Public 
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the Supreme Court came 


the Congress approved a constitutional anendment 
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similar attacks from 
Vilma Morales 


has been criticized for supposedly partisan 


combined with reports of pervasive corruption 


by proxy 


despite limited funds. 
Post believes that 


the CPC may also 


since the 
amore 
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Kuwait\'s Defense Minister said 


various members of Kuwait\'s chattering 


\" one writer offers the canard that \"FBI centers 
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] Al-Kumaym, working at the Hunt site, an employee of the Nabors firm. After shooting Horsch, Sevill 
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\" while another opines that the return of 


and that flight paths have laid 


Dr. Mohammad Al-Tabtabei stated in a seminar at 


they would have discussed Shaikh 


but unfortunately the Arabs did not 


and this will 


the only solution is the return of 
which is an appropriate choice given the fact 


then | believe that there is undoubtedly room under 


‚al objectives and how many were simply unable to find transport. There were unconfirmed reports o 
t up his chain of command expeditiously. PEARSON 
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but to form an Arab 


and this delegation will not be capable of 


the 

With Blood We Redeem ` Bush\" 
justice and 

as claimed by Bush the Son then 


and because 
the Arab masses will not be embarrassed to chant 


with blood we redeem yo Bush\". 


unfortunately 
and 


such voices are now increasing in the US due 
which is 


IPDIS humanitarian planning issues with the GOT, humanitarian organizations and representatives ol 
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the monitors have a new chief 


a retired Norwegian general. Amid 


the latest meetings with the Tigers have 


for example officials of the 


the Tigers released the two men. In 
the Tigers stated that the 

a recognition 

and a sign of dedication to the 


with the anti-peace process press in 


a local NGO 


especially 


which had been set on fire by Tiger 


the Tigers agreed to finish 


3RATION COMMISSION (ICMC)VS USG-FUNDED PROJECT. THE FAMILIES LIVE IN HASHMI SF 
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Thamilchelvam was quoted as 


with the Tigers seeming to 


agreeing to workshops 


the SLMM has a new chief. On March 7 

a retired Norwegian army major 

took over as SLMM head of mission. Tellefsen 
another retired Norwegian 

who had served as chief of the SLMM since the 


there has been 
with 


the latest meetings with 


the sixth round of GSL-LTTE talks 
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under Tayyip Erdogan\'s 
however 


and asks the readers: \"The US is continuing its 


which 
and decrease the number of American soldiers in 
\"Hurriyet\" carries an analysis 


\"Hurriyet\" writes. The story claims 


Ankara might host a 
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the Bush 


Annan was 


| am going to the Hague to 


from the standpoint of military 


will be very different from the Gulf war. 


000 guided missiles will begin 
followed in 48 hours by a massive air 


which will 
000. This force will be 


000 now on their way to the 
and is 


. Leaked 
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-IRST TRANCHE OF RATE CUTS EFFECTIVE JUNE 1, 2003. VERIZON, THE U.S. MINORITY SH 
vorthy and was strengthened by the facilitation of Human Rights Watch facilitator Jose Miguel Vivanct 


invoke an emergency session of the General Assembly, drawing on talking points in reftel. Montenegi 


»mala would issue a specific statement of support on Iraq. In that conversation, Portillo said he had s 
:d at the Summit. HAMILTON 
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the UN inspectors 


we can conclude that the US 


their main goal is to preserve Iraq\'s territorial 


they are also denying 


the Turkish policy on a federal structure in lraq 


it is absolutely necessary to maintain channels 
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in the 
victims would typically require 


and customs check-points 


the government has greatly increased its 
focusing on media 


however 


a practice that has been highlighted in the press 
and which the 


Column 5 Column 6 


O3RANGOON: Embassy Rangot 


or through the many 


the 
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the most active government organization on sexual 
the MNCWA 


there is undoubtedly some complicity of government 


although it is probably 


by extension 


but is worst in the border 


for 


the government this year has begun to acknowledge 
the 

especially inside 

that forced labor continues to be a serious 


Immigration 
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is Vself-sustai V meaning it 


would be involved in 


and 


nes and forfeitures amount to more than US$160,000. Nike had high praise for the Economic Police, 
arresting officers on the scene accused him of being on his way to an Internet cafe to publish criticisi 
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the Supreme Court and the Attorney General. The 
the MNCWA has conducted seminars produced and shown 

and developed radio programs 

the 


these programs are dwarfed by the 


they reach only a small 


with public awareness campaigns workshops and 


however they are just included in the poli 


the citizenry generally attempts to minimize its 


citizens are encouraged to attend workshops and 


at least in some cases also required to make 


anti-government groups and 


or the analysis of this data for 


there is a multi-agency task force under the 
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including trafficking. However there has 
monitor or control sex trafficking. 


there is a national plan to address sexual 
which has been disseminated by hand. 


Immigration 


Brigadier General 
is the Chairman of the Human Trafficking 


there is no law specifically prohibiting trafficking 
the laws used to 


with most cases carrying a sentence of 


sexual assault of an adult is up to two years 


). 2. (C/NF) A western oil executive previously commented to Econchief that the Abu Dhabi National 
s establishment of a WFP regional office in Dubai. The Emiratis have authorized the establishment o 
er) on March 18, the Ambassador followed-up on the issue of OPIC coverage for the UAE, first raisec 


ep forward with the completion of the questioning of Ari Ben- Menashe, the stateVs star witness. The 
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trafficking in humans is not the target of 


there is no evidence that the government is 


there have been no extraditions of human traffickers 


there has to be some 


however that there have 


the military is 
and there have been no 


the government has not signed any of these 


nd the authority has even held its first meeting under the leadership of the nominal chair, Hamdan bir 


Qahtan was somewhat persuaded that al-Moayed might be guilty, particularly in regards to the evide 


axt 72 hours. 2. UNHCR has a team of monitors at the Jordan-lraq border. The monitors report that 


acts in southeastern Turkey. Hakkari :::::::::::: 3. (SBU) The mayor of Hakkari and one of our Hak 
=, PREL, TU, WFP SUBJECT: DART: UNICEF\'S TAKE ON HUMANITARIAN NEEDS IN NORTHERN 
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the government does not provide funding to foreign or 


especially those returning from 


victims do 


with government 


social workers immigration 
etc.). The training has not been provided to 


tel. 95-1-256-020 fax 95-1-256-( e-mail 
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government operating under official cover in Turkey. Ambassador asked Ziyal if he had spoken with 
vestigation of the shooting by Naji Anmed Al-Kumaym is continuing. Embassy team, including FBI loc 
dom (OEF). TGS Deputy J3 for Command and Control Maj. Gen. Ozer reportedly took the decision t 
> PREL, TU, WFP SUBJECT: DART: UNICEF\'S TAKE ON HUMANITARIAN NEEDS IN NORTHERN 


Column 4 Column 5 Column 6 
which caused burning sensations in the mouth nose 
as well as difficulty breathing. 


four men were 
but all were out of the 


the Lai Chau provincial People\'s Committee\'s Chief of 
\"co su viec\" (Vthere was something\") but 


he refused 


church 


which reportedly promised to investigate 


as of February 26 there had been no 
29 December 2002 at about 9:00 AM we citizens of Hoi 
Muong Nha commune Dien Bien Dist Lai Chau 


went to the house of Vu Say So to pray and worship. 


a whole team of officials of 
implementing Plan 184 came into 


someone released a hot gas into the house. 
noses and 
and it made us all collapse. 


nphasized today that they have intensified that effort. 2. (S/NF) In addition, Ambassador raised this 


groups -- that both the U.S. and Jordan face as the region moves toward war in Iraq. He stated that. 


Column 4 
three cadres came down the road from Dien 


Sung 
Vu A Lan 


laughing. They were Vu Da Chu (illegible) 
Tra A Pao of Dien Bien district 

and Lo Van Tien 

Pao covering his mouth 


who was outside 


Mua A Khoi 
Vang Thi Do 


injury or death 


and must compensate 
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Vu Pha Sang Vu Thi Lu 


Dien Bien district Youth Union 


saw three 


Sung ThiDo Vu Thi Senh 


Vu Thi Lia and Mua Thi My. 


then 


erations Center remains open and staffed. JONES 


Jieced together aspects of various laws and filled in the blanks to cover all possible offenses. 2. (SBL 
ie U.S. proposal in order to avoid additional suffering by the Iraqi people. The statement also lamente 
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which have a 

000 addicts each. Provincial 
but others are supported 

such as the Youth Union (ref a). 


there is also a community 


\" passed by the National 

established the broad policy for drug 

while relatively 

notes that the \"State encourages individuals 
agencies 


the GVN has issued 


2002 


which addresses family and community based treatment. 


Invalids 
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and other organizations to imple 


the GVN issued Decree 56 (ref 


and Social Affairs (MOLISA) anı 
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including: (1) reception and 


(5) supervised return to the community. In addition 


as well as a provision for assistance 


MOLISA\'s Deputy 


while 

they are eligible for 

organizations that provide such 
he added. 

000 VND (approximately USD 20). 
the GVN issued an 


addicts 


this means that 


if the local Peoplevs Committee determines this is 


in part 


heavy addicts or those who have used hard drugs 


heroin) for over three years are not eligible 
MOLISA views community drug 


local social affairs and health officials 
such as the Youth and Women\'s 
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to available re he added. Howe 


\"he 


and 


ture access to it. (Begin Report) Kuwait Petroleum Corporation Daily Crude Production All figures in 
2HS IN JANUARY, HAS NOW BEEN EXTENDED TO ALL NATIONS OF THE COALITION CURREN 
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Dr. Nguyen The Dan 
said that most addicts arrive at his 


he added. The day we visited six new 


according to Dr. Dan. 


his staff tests the addicts. If they 
\" they may return to their families 


but 


but added that his medical staff 


Dr. Dan claimed that hands-on experience in 


while this compared favorably to provincial drug 
\"it must be understood that we are 


but a more realistic figure is probably in the 90- 
similar to other countries. End Note.) 


manager of a \"club\" for recovering 
said that she 


recovering addicts get together and talk about 


who emphasize the need to 
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ITS PEOPLE AND TO DEFEND THE WORLD FROM GRAVE DANGER. ON MY ORDERS, COALI 


) on the morning of 3/20. DMI undertook to ensure delivery of both notices to the appropriate parties. 
" Marwan Muasher, ref a question regarding the willingness of Jordan to provide protecting consular s 


of staggered pick-up and drop-off times was distributed to all EAC members. 3. (SBU) The EAC rı 


allowing circumstances: 1) In case of airspace closures that made it impossible for them to reach the 


Column 4 


they 


while he had the 
he knew 


Bac Ninh Province 
Director 

Bac Ninh Department 
Invalids 


while local drug problems are less severe 
proximity to the capital had resulted in a 


with a population of about 17 
\"he claimed. 


Deputy Chairman of the commune 
said that detoxification is \"about the 
however. 

after successfully completing the 
addicts are sent home 

local officials 

there is no 

outreach program 


officials provide \"advice\" about the 
the recidivism rate 
Lan admitted. 


but 


Huong said that he would hire a counselor to 
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were far less developed 
Sub- 


and Social Aff said that commu 


000 is 


where they 
and the 


support group or job 
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we expected a more comprehensive approach to 


it became clearer that what authorities consider 


leaving open the possibility that officials could use 


Vietnam\'s systemic problem of insufficient public 


major improvements in 
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personal\" 


he pledged to 


in case of non-consensus at the deputy 
he would request policy input at the vice-ministerial 


Vinh said that the 
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hymnbooks 


which unfortunately preceded our 


Bao 
Van Ban 


district 
2002 


\" since 


a \"working delegation\" also arrived on October 6 


officials from an \"office to 
2002 to forbid 
and have come regularly on weekends since 


but residents 


to 
and to detain certain believers. In 
officials from the 
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and Bac Ha. One Protestant frc 


while another smaller group can 


it Oil facility in Marib (refs a, b and septel). Embassy will move to StandFast posture at the close of b 
=, PREL, TU, WFP SUBJECT: DART: MARCH 18 NGO COORDINATION MEETING IN ANKARA RE 
| security checks, the implementation of RAVU, limited access to refugee camps and expired medical 


3 DEMARCHE (CALVETTA WAS UNAVAILABLE PRIOR TO THE 19TH), CALVETTA SAID THE MF, 


| -------- 2. (SBU) Throughout the nation, Embassy contacts report no demonstrations or violence. \ 


UNT ON YOUR CONTINUED DEDICATION AND DEVOTION TO COUNTRY. FOR THOSE OF OU 


Saddam Hussein\'s government (ref a). The Ambassador said that the USG specifically requests the 
| THE INTELLIGENCE SERVICE, TO REMAIN. RAGAGLINI ALSO POINTED OUT THAT IRAQVS E 
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but 


and often incorrectly asserting 


at least in Lao Cai province. As noted 
however 


cash offers -- and threats 


which underscores the perception on the 


these reports are disturbing. Embassy 
provincial 
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SDP (RULING 


MINISTER OF AGRICULTURE BOZIDAR PANKRETIC 
MINISTER OF TOURISM PAVE ZUPAN RUSKOVIC 
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DISSOLVED THE 


y (with you) during this difficult moment in the international situation. My government shares your cor 


us in Colombo a sense of how things are unfolding in Washington. In the hurly burly of our professior 
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AE IN LOWER GWERU Classified By: POLITICAL OFFICER KIMBERLY JEMSION FOR REASONS 
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WORLD BANK PROGRAMS 


IT IS IMPOSSIBLE TO SAY WHETHER THE RESULTING 


HRVOJE VOJKOVIC. WHILE 
ONE IMMEDIATELY EVIDENT 


WITHOUT A SUPERVISORY BOARD THE 


SUCH AS SELLING ON THE STOCK EXCHANGES 


AND DOING THE PREPARATORY WORK FOR THE 


MUCH OF IT WITH THE HELP OF USAID 


BUT DOES HOPE THAT 
IN AT LEAST SOME CASES RECEIVE 


THERE ARE ATTRACTIVE DOMESTIC BIDDERS WAITING 


PREL, TU, WFP SUBJECT: DART: DISCUSSIONS WITH NATO/EADRCC ON HUMANITARIAN AS: 
of damage or casualties, nor any indication of chemical or biological warheads. 5. --------- Political --- 
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THERE WILL 


THE GOVERNMENT MAY 


BUT TOLD US THEY HOPE FOR A STRONG SHOWING ON THE 
AS THE 


ONLY MINIMALLY MEETS 


PRIVATIZATION PROBLEMS CAST A BIG CLOUD 
THE STATE PETROLEUM COMPANY 25 PERCENT OF WHICH 


IT IS AT LEAST AS 


BUT THE RUMORS ARE NOT GOOD. WE INITIALLY HEARD THAT 
BUT WOULD REQUIRE 


AND DANGEROUS POLITICALLY. THE RUSSIAN 


2C-organized stayaway on March 18. Police have arrested over a hundred MDC supporters, and the 


saturday). The biggest gainers were industrial companies that might participate in Iraq reconstructior 
e had been some movements of tankers in anchorage areas overnight due to due to Iraqi missile lau 
iegin Text: From 18 to 19 Mar 03, an U.S. Embassy Sana,a investigative team comprised of FBI and 
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THE GOVERNMENT IS 
AND HAS YET TO 
THE 


THE GOC HAS PROBABLY DONE A BETTER 


TRUMPETING THE \"RETURN TO PROFITABILITY\" OF A COMPANY 


nstrations against the U.S.-led Coalition of the Willing (COW) taking place. Public sentiment remains 


and his Vice Ministers were consulting on our points, but discussions were going slower than she wo 
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THERE WILL NEED TO BE NEAR-UNANIMITY ON THE TENDER 


INCLUDING ALLIANZ. 


ITS REFINERIES WILL FALL 
IT WILL BE 


THE 


WITH THE CONNIVANCE OF THE MANAGEMENT OF INA IS 


THE GOCYS 


THE 


THEN THE GOVERNMENT 
IN ORDER TO KEEP THE DEBT LOAD FROM 


HE THOUGHT IT UNLIKELY. 

EVEN IF THERE ARE HIGHER THAN PROJECTED TAX 

THINGS ARE NOT LOOKING TOO GOOD ON THE EXPENDITURE 
SINCE THE GOCYS DOWNSIZING OF THE MINISTRY OF DEFENSE 


WHEN THE USG OFFERED 


THE GOVERNMENT WAS RESISTANT. A 
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yn. At 1830, EAC met to discuss Embassy response to the violent demonstration near the Embassy t 


¡AN SUNDAY, MARCH 23. BADINI IMPLIED, BUT DID NOT DIRECTLY CONFIRM, THAT THE EXF 


le stated that oil importers have assured the government that there will be no problem with the supply 
yt to support the special sitting. 2. (C) Gregson\'s message tracks with what the Canadian delegatior 
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AND ON THE SUNCANI HVAR 
THEY DEMONSTRATED THE MOST BALANCED REPORTING IN THE 


THE LACK OF PUBLIC DEBATE OVER THE 
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INCLUDING AT TIMES THE PRIME MINISTER WHO ARE NOT 
SHORT-TERM POLITICAL 


IN WHAT IS A PRE-ELECTION PERIOD ANY PRIVATIZATION 
INVOLVE FOREIGN OWNERSHIP OR 


WILL COME UNDER ATTACK. ELECTION YEAR CALCULATIONS 


MOUNTING DEBT AND LOST TIME ON ΕΟΟΝΟΝ 
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his business partner Alexander Legault and 


s side for the purposes of entrapment. 


stry. 3. (C) Comment: The UAEG shares our concerns about the need to keep the Iraq issue in the : 
; only for nationals and did not include unemployment in the foreign labor force. The following day ho 
3 diplomatic note notifying us of the GOT\'s decision. 2. Begin text MFAnote: 2003/ALGY/111929 


to gauge preparedness and review humanitarian assistance issues. MFA told us it is willing to host a 
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for the first 


Tsvangirai also planned to kill some of Mugabe\'s 


s Time 


s compliance with court orders and 


Bizos 
Presiding 
Garwe decided 


Bizos argued once 


s conduct. On the afternoon of March 5 


s comments about Morgan Tsvangirai. During 
Ben-Menashe insulted Tsvangirai by 


reminding him that they had been through this 
after which Bizos asked 


the state\'s witness continues to 


it is not acceptable 
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hmad Al-Arbeed acted on instructions from KuwaitVs acting Oil Minister Sheikh Ahmed Fahed Al-Ahrr 
security and NigeriaVs political and fiscal stability. Several thousand persons are now IDPs. There a 
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Garwe had to instruct Ben-Menashe 


claiming abuse from both the defense and the state. 


citing examples 
s line of questioning. 


the two weeks of rain and 


but still stopped short of 
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L SUPPLY JORDAN WITH 75 THOUSAND BARRELS PER DAY (KSA 50,000 AND KUWAIT 25,000 
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as he does in his 


s lack of control over the witness 
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while understanding the apparent need 


000 


including: (1) the 


such as corruption 


law 


the UN and donor 


this 


thus helping 


especially the UN Convention of 1988. With 
GVN law enforcement agencies should also 


and mutual legal assistance. 


contributions to UNODC\'s Vietnam projects are a 
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the 
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money-laundering and traffickin 


rrow to begin the work of extinguishing the fires. A separate KOC official said that the firm will likely b 
in the event of changes to the RFP or to the sanctions regimes on Iraq. GNEHM 
network of alleged U.S. prisoners and casualties. One caller stated her desire to present flowers to ` 


with Balasingham and tends to engage in discourses on political science rather than focusing on the 
rian troops have also taken refuge inside the compound, having been surprised at how well the ljaw 
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the project document includes a 
where GVN authorities agree to 


it opens the door for future cooperation in 
such as ATS. This activity will 


000 available from Song Ma or 
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Khanal said. He raised the 


he reported--\"not 


media coverage of 


erstwhile leader of a breakaway further-left faction 
reportedly was 


UML 


suggesting that 


-- Nothing to report. -------- Consular -------- Nothing to report. ---------- Management ---------- Nothir 
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multi-partisan agreement on what should 


we have seen no signs that the other 
which have more typically advocated proposals that 


will sacrifice their partisan interests to put 
who regard the more 
may also play spoiler. 
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Turkey would be able 


they 


Ulusoy commented it 


as reduced revenue flows will not cover 


started soon and finished in a few 

could limit the impact on the sector to 25-30 percent 
even in 

as the current 

given that 


in expressing regret that 


Column 4 


there is no war in our 


beyond providing an out in case of force majeure 
also now include alternate destinations 


noting that 
and 
two countries that Koruyan characterized as 


increased by 11 and 17 percent 


as American and 


had provided a pronounced edge over Spain and 


it has been refocused away 


Koruyan suggested. 


with major 
the country's two 
000 visitors 


Column 5 


so 


Column 6 


Column 4 


Column 5 Column 6 
which in the past has proven more crisis 


\" he noted. 


a significant impact on Turkey from 


however observers concur that the impac 
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V one of the Maoists\' reported demands. According 
while the RNA is 


regular patrols continue. If the patrols spot 
including the carrying of arms or wearing 
they intervene. Comments by Brig. Gen. 
commander of the 5th Brigade in the 
corroborate this policy. 


but that 


Bihar. The GOI had responded that 
\" and 


they need to discontinue their activities south 


a Maoist source 


Column 4 
the source refused to elaborate. 
Saran said that 


should the Maoists decide 
they would likely telegraph their 


especially 


with the Maoists 


however. It is questionable whether the 
and the King has 


posturing and threats are to be expected. 


3/7/2003 12:03 


continuing to rely on the prospect of a U.S. 


which would be key to market 


Unakitan said the GOT was committed to 


and as 
there\'s no problem 
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\" he said. 


Column 4 Column 5 


the IMF thinks the draft budget 
but World Bank staff object to the budget\'s cuts in 


not the Fund that 
Kahkonen said he was waiting for the GOT 


it would have to identify offsetting fiscal 


the 


who is responsible 
but the meeting produced nothing. 


but all depended on whether the 


timing of parliamentary approval of 


it could drag out until the 


Fund Staff could take the 


Column 6 
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with TL 536 trillion or $320 million in 


to TL 1 
000 and the Istanbul Stock Exchange was unchanged in 
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including invitations to foreign 


Obasanjo calls for abandoning 


from which oil producing states are entitled to a 


and instead 


which is roughly equivalent to the edge of 


the funds of which 


s were observed by LGF personnel lurking within the grounds of a three-unit Mission housing comple 


ad the USG should, thus, not be overly concerned with the upcoming statement. HULL 
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Akwa Ibom state received three billion Naira 
but was left with 


he 
as is evidenced by public support voiced 


it could go a long 


are unlikely to easily accept any proposal 


by 
production storage and off- 


located in the 


and represents 


000 barrels per day I(bpd) and while 
000 

an Exxon-Mobil executive told Econoff it is 

000 bpd. 


the 


T DISCUSSIONS AMONG AUSTRALIA GROUP MEMBERS OF IRANIAN EFFORTS TO PROCURE 
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and are considered marginal 

000 

which the major oil companies consider 


greater domestic income and more 


including several 


and implored the financial industry 
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the delegations commenced discussions on constructing 
a primary sticking point 


with Interior divided in separate 


under which a 
under Diarra\'s direction 


was also 


Gbagbo insisted on exercising direct control of the 


originally scheduled to conclude at 6 p.m. 

to help 

and 

conducted as he saw off President Kufuor on 
the Minister gave the delegations a 

he offered this brief assessment of where 
ECOWAS Executive 


\"its not quite so hopeless as some 


\" and \"we will give it one more shot.\" Originally 
Chambas has decided to remain and 
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q\'s Rumaila oilfield today, and they are prepared to continue the effort. Embassy is working with offi 


that their complaints are heard, now threaten to destroy the oil pipelines if the Government of Nigerie 
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they will not accept Gbagbo 


but so far not 
they 
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and the most common \"contracting places\" are 
primarily Chinese 


have also been 
though they are mainly being smuggled. 


sold by their families approached by friends of 


both boys and girls from 


jobs in cafeterias or beauty 


or jobs in other countries. The means of promotion 


newspaper advertisements and verbal/personal 


intermediaries and bar/brothel owners; 2) 


4) \"peer-influenced\" 


i and Korea from the U.S. passenger route description, and restricted important regional fifth freedom 
time runs out. End Summary. 2. Patricia Sheikh, Deputy Administrator of International Trade Policy ¿ 


INTIES REGARDING BOTH INCOME AND EXPENDITURES, NO REAL EFFORT WAS MADE TO 
ted that our request pertained solely to Iraqi government accounts. Awadi had no information on the 


support. 0720 Received call from Kuwaiti citizen expressing support. 0735 Received call from Kuwa 


The UN and ADB reported on the Needs Assessment Validation Workshop held in Kilinochchi last wet 


‘cess Verification Unit (RAVU) revoked and/or denied U.S. Refugee Program (USRP) priority three (P 
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what 


protection 


but 

an ambitious plan was designed by the Central 

and it includes assistance 

assistance to Guatemalan 

reinsertion into society local 
protection of 

and educational and informational 


the Cabinet approved a Plan of Action against 


and 


the GOG is using the immigration service 


no statistics exist for cases involving trafficking 


rather than 


condone 

or are otherwise complicit in such activities? 

at what levels? Do government authorities (such as 

border guards immigration ot local police 


mutual interest. Mission has had no response from the GSL as of yet on this matter. 2. Minimize cor 


ist Mohammed Al-Sabbry both have positive forecasts for the Yemeni economy despite Yemen\'s per 
the status of the security upgrades reported in reftel. The EAC decided to continue with Sri Lanka 


S office in Al Ain are open 3/25 with full staffing. 
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if any 


of government officials involved accused 


credible press accounts allege 


is funding for 


both manpower and money is a major 


as with 


providing important resources to combat 


why not? 


the GOG has publicly acknowledged the need 


the Cabinet 


economic political and social condit 
2) assist and rehabilitate 

3) apply justice and eliminate corruption 

and 4) increase awareness of the 


recipients. Between 9:30am and 4:30pm, the Embassy received 303 phone calls supporting our actio 
n of possible demonstrations on Friday after mosque sermons. Key offices and personnel represent: 
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but every day Mexican 


they are either 


Presidential Secretariat of 
National Civilian Police Labor Ministry 
and the judiciary. 


briefly explain the 
including their objectives and effectiveness. 


with $40 000 from INS had three radio e 


which INS had described as a high 
Public Affairs sponsored 


To promote women\'s participation in 


but determined that the children had parental 


by the Prime Ministry\'s Crisis Center. Ozturk said the suspension of the flights within Turkey had no 


‘ansporting crude from the port at Ceyhan since the start of Operation Iraqi Freedom, putting storage 


‘ities from 0500 3/24/03 to 0500 3/25/00 Total Kuwait Production 2,467,550 KOC Proper: Soutl 


Unakitan and State Minister Babacan fought vigorously over the weekend to convince Energy Ministe 
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Children\'s Rights and Women\'s 
but none reported involvement in cases of trafficking 


private and 


including combating trafficking. 


other relevant organizations and other elements in 


providing 

and preventing trafficking. There are NGOs 

and human rights 

children and migrants. 


s borders are poorly policed and corruption is 


but there are many 
000 


Mexican and Guatemalan 
the 


such as a multi-agency working 
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control 


reducing discretion 
and financial reform 


full implementation of financial administrative 
modernization of the Office of the Comptroller 
and greater citizen participation in 


monitor 


and 


and hosted a 


which agencies are 


but it does have a National Action Plan to Combat the 
as explained 
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and sanctions. Prevention 


improving access to 


or control trafficking? 


> pre-event smallpox and anthrax vaccines. Through NATO EADRCC, Denmark has offered 10,000 s 
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residents from other Arab countries) expressing their support for the United States and the Americar 
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but this task falls under the general responsibilities 


what is the law? If not under 
are 


taken 
adequate to cover the full scope of trafficking in 


including the Law of 

Article 194 

and several articles of the migration 
there are other laws in the penal code 


plus a 
500-15 000 quetzals (923 at current ex: 


if the act was done with the intention to make a 
or if the act included use of deceit violence or 


and the penalty for 


provide number of arrests indictments 
fines and convictions. What were the 


why not? Please 
why not. 


\"immigration and 
but further 


| contribution the USG would be making to UNESCO\'s budget. He promised to inform us as soon a: 


n Minister Gutierrez. He promised to inform us of the GOG\'s views as soon as he was able to get a 


Column 4 


or baby trafficking. In February 2003 


to date 


both lawyers and notaries are directly 


are techniques such as 
undercover operations 


but the 

the victims 

poor 

while 

is still low. One problem with criminal justice 


lack of resources 


and the surveillance of communications was 


the GOG does not provide specialized training for 


can post provide the number of cooperative 
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four 


we know 


and mitigated 


and uneducated. 


and lack of training limit the 


efforts, noting that the U.S. had already decided to do this. The Minister asked what the Igal basis we 
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the GOG and most neighboring countries have signed 
this should 


can post 


is the government prohibited by law from 
what is the government 


including the extradition of Guatemalan 
is allowed under the Guatemalan Constitution and 


of any extradition requests for trafficking in 


on a local or institutional level? 
please explain in detail. 


UNICEF NGOs and the 

on March 

2003 the Guatemalan Congress ratifi 
what 


when available. 


xchange of Sri Lanka\'s Central Bank confirmed on March 24, 2003 that the account in question is no 


Nothing to report. ---------- Management ---------- Nothing to report. 3. COMMENTS: None 4. STA 


Hani al-Mulki. (U) MINIMIZE CONSIDERED FOR KHARTOUM. GNEHM 
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2001 and the 
2001. 


2002. 

was approved by decree 76-2001 of 
2001. 

Suppress and Punish Trafficking 


Especially Women and Children \" supplementing the 
is currently in 


2000) and ratified (April 
2002) the Optional Protocol to the Convention on the 


Child 

2003. 

for example by 

relief 

shelter and access to legal medical and 


please explain. Does the 


can post provide the number of victims placed in these 


but those 


psychological and social counseling and 


the USG provided support totaling $110 000 to the NGO 


actors are key areas for future GOT anti-trafficking initiatives. Her office has asked for preliminary da 
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or are they also 

jailed fined or 
for how long? Are victims 

such as those 


but many stay in Guatemala. Victims of trafficking 


is the victim permitted to 


they are 


the government does 
in 
the 


including the special needs of trafficked 


OF ANY UAEG REACTION. WAHBA 


38 the declaration deal primarily with issues that have broad consensus within the ECE and less with 


inian Mission to the UN. GNEHM 


ent expenditures on primary and secondary education** 219.6 224.0 252.6 257.3 Gross Don 


of the Kuwaiti team with an American team could result in all the fires in the Rumaila field being extinc 
he Coalition effort in Iraq. PEARSON 


iT, OTRA, IZ, KU, WFP SUBJECT: USAID HUMANITARIAN/RECONSTRUCTION SITUATION REP! 


Column 4 Column 5 Column 6 
but is not yet in place. The GOG does not 


such 
shelter or financial he to its 
with assistance from USAID opened 


with access to medical 
rape test kits evidence pres and follow-up 


if any work with trafficking victims? W! 


\"Casa Del Migrante\" in Tecun Uman and \"Casa Alianza\" 


ext. 4635 
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the U.S. has resumed 
an 


and a coordination center in 
papers report 


V Arinc said. \"Milliyet\" quotes 


26 with Feza Ozturk, MFA Head of Department for International Political Organizations. In response 


ral Kuwaiti citizens called to express their support and offer assistance. FOX NEWS called about 20: 
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and 85 percent objected to opening bases 


but merely protect national borders. 


Erdogan 


and will assume the prime ministry now that his 


saying that Siirt would benefit from 
the leader of a strong government as its 


in the mass 


but there are also certain 


Turkey was going through a period 


perative responsible for the plot to come to Embassy Sanaa for interview by ORCA. Subject was coc 


Column 4 


Column 5 Column 6 

and his party was on the verge of 

Washington somehow 

despite prospects that the AKP would win 

the 

and the new government that was 
the ruler of the worldW mood. . When Washington asked 
i.e. 90 000 they failed to ant 


and ignored the need for 


that did not 


but at the same time US officials 


B to Iraq, Syria or Jordan. PEARSON 


: mother, Leona Grayhouse, who said her son, Mohammed Shehab Al-Saket, age 21 and a dual natic 


er Marshall Harry in Abuja three days before he was to have launched the campaign for presidential c 
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it goes to the government of course. 
not bits and pieces. 


but it also concerns the Turkish Kurds 
Turkish democracy and economy as well as the 


but is a 


the 
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ESPECIALLY ITS EFFECT ON THE 


EMPHASIZING 


BOTH WITHIN IRAQ AND IN THE REGION 


WE APPRECIATE FINLAND\'S 


WITH HUMANITARIAN AID AND PEACEKEEPERS. 


SHE ASKED WHETHER THE 


WHAT IS THE 
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Turkey\'s 
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AT A TIME WHEN NOT THAT 


SHE IS PROBABLY TRYING TO CLOSE RANKS WITH 
SINCE ELECTIONS ARE IMMINENT (MARCH 16). AND 
ANSWERING 
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LUCENT AND MOTOROLA. HE ALSO STRESSED THAT MANY U.S. TELECOM FIRMS WERE IN 


¿ONSORTIUM FOR ELECTORAL AND POLITICAL PROCESS STRENGTHENING (CEPPS). THE | 
12 on the list of speakers. HAMILTON 
h 26 to isntruct him to support the U.S. position. Perez said he had reconfirmed this approach with F 


business as a precaution. The ROYG sponsored a peaceful anti-war demonstration on March 27 wi 
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grass-roots objections of the vast majority of 
and 

by planning a cross-border move and 
making Kurdistan Democratic Party 


who 

in order to harmonize efforts avoid 

and to avoid 

he told us no such effort has 

Turkey Salih said the Iraqi Kurds would 


Salih said that the PUK could prevent displaced Kurds 


political process. Salih briefed us on his detailed 


Zero Turkish Troops 


PUK \"PM\" Salih met with ONW POLAD March 7. Salih 


and asked for assistance 


\"Ideally there would be zero Turkish mili 
we will need assurances that our 

that Turkey will not get 

and that we will 


rules of 


1e mid-1990s is in good condition, but because it is now old technology it has been passed on to sma 
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which Turkey 


minimize waste and duplication and 


but one of common sense and careful use of limited 


who met with KDP leader Masoud Barzani March 


said he had never seen Barzani so angry emotional and 

and 

he said would help Ira and the Iranians 
Salih 


000 troops were now located 
he said 
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he replied \"everyone wants a piece of the 


bea 


but to assume a legitimate Iraqi role in 


Salih said that to do so the 


the two parties have agreed to have a joint 


Khosrat Rasul Ali Dr. Fuad Mas: and 


the slot would 


one ata 


‘ustoms presence here. END SUMMARY. 3. On February 25, CG visited the customs facility where 
as being looked into and his name was entered into their border look-out data base, so he would be s 
GALPA 3479 TOPICS: -Macroeconomic Results for 2002 -2003 Budget -GOH Housing Program Wi 
th Government of Honduras (GOH) and Government of El Salvador (GOES) officials, the incident en 
i the trade arena. Until the Ministry is able to staff up, develop fully a new organizational structure an 
ile to us any longer. Post therefore plans to lease a residential property for lodging by Mission staff di 


aldives follows. Responses are keyed to the questions in Ref A. 
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and 
in part because he 


Salih 
unification could move quickly if it were pushed. 


the KDP and the PKK/KADEK were working together on a 


but wondered what the 
he offered the 


the Turks were sorely 
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twork (FOSENET) suggests little improvement in the food security situation across the country since | 


nains the largest user of pirated software in the country. Meanwhile, the GON appears stalled in its e 
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BUT OTHER AIRFIELDS MAY BE USED IN 


DC-10 AND B-767 AIRCRAFT THE WORKING 


GRCIC POLIC TOLD US THAT AIRCRAFT COVERED BY THE 


AND WOULD NOT HAVE TO BE DESIGNATED AS \"STATE 


PROVIDING FOR 24-HOUR 
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he said 
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to spite the secular 
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they had to find a way to 


\" which is the 
they 


based on their dealings with 
believe DEHAP\'s boycott instructions 
not spontaneously from its 


as it was the AK cabinet 


as one frustrated CHP official 
\"DEHAP wants to punish everybody.\" 


nor that it 
or two if 
was their 


without exception DEHAP 


why was it being 

they 

they 

in light of the fact that two completely 


Column 6 


Column 4 
and were doing so. (Note: While the 


the Workers Party has managed to put 


and in Siirt they 


i.e. 

facilitate village returns 
and in 

as one interlocutor put it 


most DEHAP members 
with 
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well-documented 

after alleging that Odili was threatening 

police arrested Harry. His younger brother (or 
now the running mate to ANPP Rivers 

posted 100 
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put Kurdish language liberalizati 
end 


\"stop 
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public animosities. 


000 


) FAS AG ATTACHE AND AG SPECIALIST ITALYYS REASONS FOR CHANGING THE MOP, EXPRI 
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Harry told the 

\"If Odili returns as the governor of Rivers State in 

| will pack my bags and go into exile. But | know he 


Odili displayed at least 


Lagos Consul 


demanding to know why the ConGen was wasting time 


and the police did the right thing interrogating him.\" 


Harry accused Odili of interfering with ANPPVs 


he claimed the PDP had [000 naira for 
Harry 

we have noticed a high spate 

intimidation harassment and maiming of ( 
candidates and supporters by Odili\'s thugs 
\"Harry Petitions 

Says Odili to Disrupt ANPP Rally March 6 2003). In 


Harry said \"we do not lack the will 
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Harry said 


but my challenges and 


determined to bolster a Northern alliance with 
promoted Muhammadu Buhari as a rival 


each time a northern president is on board 


and he still wants us to dance for another 
he 


he knows we feel 
which culminated in 


is it enough to sack a whole 


Y he said. \"It is not a democratic attitude for an 


itis okay. But in 
the driving force to play politics is economic 


it is to serve.\" 
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\"Governor Odili is my friend. 


the 


Jk - along with his sister, Hava Keser, came to Gemlik and boarded the Turkish-governmentVs boat fc 
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he told reporters that Odumegwu OjukwuYs 


he fought PDP\'s national 


despite its 


it was renamed the Rivers Democratic Movement 


now the ANPP national 

he said \"Our position is very clear. We 
come 2003. We wont vote for Obasanjo.\" In 

he accused former vice president Admiral Augustus 

arguably his main rival for a 


of hijacking the ANPP in the 
he 


he 


he had 


including: 


hoping to destabilize the elections and pave the 


as Odili 


such as by the Vikings cult 
which is popularly believed to have strong 


but one from his prominent 


AND REACTION. DRAWING ON REFTEL, WE SAID IT SEEMED THAT IN THE CONTEXT OF TH 
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she expects any trial will likely take place there. 
she expects her 


she anticipates that federal 
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organized by Marshall Harry just prior to his death 
March 8. Deputy Police 


\" but 


the rally may become dangerous and 


V as a Halliburton security 


\" they observe. 


VI want to call on all Nigerians to hold 


and Justice, Dr. Jorge Ramon Hernandez Alcerro, hosted a lunch at his home for Ambassador Palme 
ceptance of partner status for Afghanistan. CELLUCCI 
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as if to say VIf we can 
nobody is safe." Multiple credible sources 


an increasing number of Southerners have been 


very low V said 
though the climate has been peaceful 
it has been better than 


president of the Niger 


will meet today (March 7) with Governor 


‘ion of Intellectual Property Rights (IPR). Embassy recommends that Honduras remain on the watch 
‘are eager to move ahead now with Export Control initiatives. The UAE federal authorities (Ministry c 
otion to secure passage. 2. (U) Speaker Bulent Arinc adjourned Parliament until Tuesday, March 4. 
ins committed to the strategic partnership with the U.S. and is ready to work on a broad range of issu 
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someone dynamited the private 

but eye-witnesses say the property suffered 

\" said Newsom. \"A few people have been roughed 
to my knowledge 

an estimated five hundred protestors 

carrying signs reading \"Who killed 

Marshall Harry?\" As a 


Halliburton raised its security alert level to 
and reported that some \"vehicles 


some groups of rampaging 


including one federal government 


but there are lots of rumors 
he added 
but | don\'t like what is happening.\" Poloff was 
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after Honduras ratified a treaty with Colombia recognizing 


when the tariff was 


on March 3 


and 
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\" he said. 


tensions and threats 
\"| am a member 
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that he would 


2 Rescued by Trade --------------------- 2. (U) The Brazilian economy grew modestly in 2002, 1.5%, wt 


ts are not reflected in official figures, particularly as they would probably indicate significant quota che 
) eliminate the trade and are turning to employers to educate their workers about the legal risks of coi 
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Honduras will export 600 


000 


000 people who depend on 


and develop new varieties that are resistant to 


which investigated illegal logging in 
addressed the impact it has on the 


private 


is earned from 
which has flourished due to the 


several laws have been proposed that will make 


Column 5 


000 tons of 
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at the GOJ had increased jet fuel prices. He noted, though, that the hike only applied to foreign comn 
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when authorities attempted to stop 


7 police and 4 military officials were held by close to 
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has now turned the 


which 

more importantly for 

jobs. Asked by Econchief how the Dubai Aluminum 
Dubal 

Al-Mubarak observed that the Dubai 

but had no reason to complain 


claiming that they would 


\" the UOG official stated 


as part of its resolution of a 
committed 


which began life as a means to water 


has now morphed -- in a move that is vintage UOG -- 


ADWEA\'s 


with which UOG is working to create a 


Shaykh Saif 
responsible for managing the 
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had reacted to the creation of st 


\"but they were wrong.\" 


and Ahmed who heads the A 


ciate guidance on the CEO\'s questions about if there are ways Fly America and participation in the U 
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Codel Wexler (Turkey Caucus 


Erdogan said 
and fatal negative vote by 


a situation 


which in any event will only be interim once P.M. 
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to pass the resolution. 


i.e. at the end of March. 
military and economic questions. 
NGOs and the public 

anti-AK and anti-Turkish cartoons\" 


Erdogan stated. These cartoons 


Erdogan said. It is unacceptable for Turks to 


AK 


who has 
and has traveled ona 
for more than a decade. Rumors 


he asserted. 


Column 4 
000 U.S. logistics troops 


there was a negative 
and the opposition CHP and media immediately 


Erdogan asked. Then the U.S. 
000 (sic) in taxes. The package\'s 


an operation that will 


it will pass the House. 


and it is clear the two sides need to sit 


Ambassador said that 
the coalition may be in 
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according to the 


ton to dinner February 28. This was mostly a social occasion, but covered the following substantive t 
, Erdogan over the March 1-2 weekend signaled publicly that he would not/not seek to take over in th 


anada had sent its comments on the draft and proposed modifications to ASEAN Deputy Director-Get 
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AND OTHER ARAB 
INTO ETHNIC AND SECTARIAN ENTITIES. OTHER 


AL JAZEERA THE MIDDLE 
AL ARABIYYA CARRIED LIVE COVERAGE 


SHARJAH-BASED PAN-ARAB VAL KHALEEJV" 


MIDDLE AND SOUTHERN. THESE WIL 
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THE AMBASSADOR MET PRIVATELY WITH 
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TAKEN NOT TO GAIN FAVOR WITH THE U.S. BUT BECAUSE 


BUT UNDERSCORED 


SAYING THAT THE COMMITTEE VOTE WAS NOT 
PER SE BUT TO APPROVE A GOVERN 
A REPORT WITH WHICH HIS PARTY DID NOT FULLY 


ESPECIALLY WHEN IT CAME TO SUPPORTING NATO AIR WAR 
BUT ON ALMOST EVERY OTHER ISSUE -- FOR 


ITS ACTIVE OBSTRUCTION OF THE RETURN OF 
ITS OBSTRUCTION OF 
OF COURSE ITS PERVASIVE 


endent confirmation that the MDC leadership authorizes the plan, and no information on the capabilit 
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rn about continued violations of human and civil rights, and delivered a copy of the text. 2. (SBU) An 


nthly (why daily payments were perceived as pernicious by the workers is not clear). Though the orig 
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ARE SUPPORTING RETURNS; THE 


READINESS TO MOVE FORWARD IS A MORE 


THE AMBASSADOR SAID. BUT THE WORST 


yr, will be higher and it is still too soon to say whether the overall crop will be higher or lower. Accordir 
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WE\'RE NOT ALL BAD\" 


\" SANADER SAID HE IS 


CENTER-RIGHT PARTY HE HOPES TO CREATE. 


IT WAS STILL TUDJMAN\'S HDZ 

VERY MUCH A WARTIME PARTY. DESPITE 

THE 

\" MANY OF WHOM DO NOT SHARE THE IDEOLOGY OF THE 


THE HDZ WILL CONTINUE TO HAVE MANY OF THE 


YOUNGER PARTY MEMBERS. WITH THE 
SANADER CLAIMED HE NOW HAS COMPLETE 


BUT ARGUED THAT EASTERN SLAVONIA (LITERALLY 


SANADER CLAIMED THAT 
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BUT ARGUED THAT WHILE IT MAY TAKE 
IT ALSO TAKES LEADERSHIP 


S-M AMBASSADOR SIMURDIC 


AND SAID HE WOULD AGREE ON ANY TERMS 


HE 


PREFERRING TO CONTINUE TO MONITOR THE 


SANADER STUCK TO THE \"NO PRESS\" 
ALTHOUGH OUR BACK-CHANNEL 


BUT MISSED IMPORTANT OPPORTUNITIES TO DEMONSTRATE 
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HE SPOKE OUT OF BOTH 


HE \"REJECTED THE UNACCEPTABLE POLITICAL 


THE GOC 
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1: On his arrival on the morning of Sunday, March 9, the Ambassador drove directly from the airport tt 
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THE HDZ NEEDS TO BECOME A NORMAL POLITICAL PARTY 
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considered wimps too inclined 


but 
because they have 
V starting with 


the U.S. will turn even more people against them 


will more likely be to 
of course 
and turns Iraq 


Iraq 


that's what the 
it's an argument 


but in the long run it 
as Bush so eloquently explained 


\"U.S. values of liberty 

iu 

if 

fruits of U.S. foreign policy 


conciliation 
appeasement. Retaliation 


would harden attitudes and further 


poverty can be the petri- 
but it was not the poor who 
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the U.S. does an 
once conquer from last 


an artificial co will fall apart in 


about promoting 


required 


mmunication company, had accepted to co-chair the Coalition along with the President, and the busir 
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iryati, North Korea Desk Officer. In the case of North Korea, Foreign Minister Graham issued a state! 
the Intergovernmental Committee for the Protection of World Cultural and Natural Heritage at the ele 


Fisheries Working Group and the APEC Marine Resources Conservation Working Group the week ol 
ince, is receiving treatment for his liver condition, including weekly checkups in the prison clinic and r: 
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not restraint. Now 


the symbolism of an Arab dictator defying the 
sustains the terrorist hope of ultimate 


therefore 
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as opposition to the war has 


both have begun framing their arguments in moral 
what 


is the right one? To this 


another American rationale for hurtling toward an 


the rest of the Vaxis of evilV are feeling 
North Korea 
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United 


in the case 
Christ\'s Vicar has 


35 included a seed fair, a food distribution (also attended by DCM Whitehead), and an interview with ε 
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the mercurial Kim Jong-il 


and is eyeing an assembly line.... 
too 


and tempted Iran 


Bush must now try to rein it in. 


he needs 
rein in his hawkish advisers 


or trying to remove him from 


that message has 
confusing U.S. allies and undermining 


the U.S. 
which have not changed a jot since the 


it has 
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is a worry. Tehran has a murky 


ray to relieve some of the congestion. 3. Nuhu suggested the GON would be willing to accept from 
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establishment of a democratic 
however 


but they should not decide between war 


can only be guessed at. Invasion of 
injury and destruction of 
mainly for Iraqis but also for the invaders. 


is far worse. The other course is to tolerate 


so much the better but George Bush should 


invasion to enforce 


then the invitation to aggression is issued 


the leader of the 


as Secretary of State Colin Powell 
Blair will be forced to follow. This man 


a fighting starts in Iraq. By isolating Ocalan for such an extended period with such a flimsy excuse, tr 


ded confrontations took place. CENTCOM said the cell could be based wherever it would be most eff 
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the Bush administration was committed 
a 
world 


piece by piece he 

in 

George 

in the context of Vietnam Bush could simply 


there 


however 
and it appears the West is beginning to forget 


just two weeks ago. In late 

Japan played host to a second 

this time to promote the 

demobilization and reintegration...of the 
000 Afghan men who serve in the country\'s 


compared to a 


SREEMENT. AS HE HAS IN PREVIOUS MEETINGS WITH THE PRIME MINISTER AND FOREIGN 
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we can guess what the consequences will 
when the Soviet Union was kicked out of 
the United 


Washington 


or it refuses and its chances 
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1 no additional moves in the past year by Government of Honduras (GOH) to strengthen or weaken tr 


costs are increasing, and why they are increasing. (Note: in an off-the-record comment, Benn (please 


Column 4 
but 
and the U.S. can\'t 


to free them from the abuse they suffer at 
and to stop thousands of politically 

but so are 

and the U.S. can\'t 

not the 


in any event 
not regime change. There is no question 


then UN\" 


the UN has run 
America has every 


he has vigorously pursued weapons of mass 


effectively 


its few 


must play the dominant role.\" 


Turkey has been a strong U.S. ally 
and had been a front-line state 
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the question before the UN is 


. DOCUMENT WHICH HAD BEEN PREPARED FOR THE RECORD. CHILEAN PERMREP VALDES 


3d a contracting firm of failing to pay their salaries for three months. The Ministry of Labour and Soci. 


nd said all wells and refineries would continue to operate in spite of hostilities. Sultan told the Kuwait 
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Mr. Erdogan\'s team 


who know Iraq 
there 
and that blood often runs 


after the Americans leave lraq 


but they don\'t fear 
either 


the first vote 
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IT WOULD NOT BE IN CONFORMITY WITH THE 


AND EMPHASIZED THAT \"WAR MUST 


\" ADDING 


AND ACTION IS TAKEN WITHOUT THE AUTHORITY OF 
THE LEGITIMACY AND SUPPORT FOR ANY SUCH 


ADDING 


THE KOREAN PENINSULA AND AFRICA. 


AND SAID 


| MUST SOLEMNLY URGE ALL MEMBERS OF THE 
AND TO BE WORTHY OF THE TRUST 
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understand th despite today\'s 


and they are a lot closer to his ri 


O3USUNNEW' USUN New York 


\"IF THEY FAIL TO AGREE ON 


\"AS THEY APPROACH 


OF GOODS MUST BE DECLARED IN THE PURCHASE INVOICE (NEW, RE-MANUFACTURED, L 
PROJECT AND TOUR OF THE ASSISTANCE CENTER. ICMC STAFF INCLUDE PROJECT OFFIC 


17 March, 2003 Dear Mr. Deputy Secretary, | would like to thank you for the letter dated 7 February : 
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THE UNDECIDED SIX (U-6) 


WHICH WAS PROVIDED BY A FRIENDLY U-6 MEMBER 
THE U-6 IS ALSO 
SUCH AS HAVING 


DIVIDED INTO TWO PHASES 
INTRODUCED IN OP2 


APPARENTLY 
AT WHICH 


WHICH WOULD APPARENTLY CONTAIN ADDITIONAL KRDTS. 


AN IDEA TAKEN FROM AN EARLIER 


NOT LATER THAN 17 MARCH 
FOR APPROVAL BY THE COUNCIL 


WHICH WILL BE DIVIDED IN TWO PHASES TO 
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O3USUNNEW' USUN New York 


WILL BE 


NO LATER THAN MARCH 


INCLUDES ARTICULATING KE 


OP4 


A WORK PROGRAM 


301 3): -21.1 2. GOVERNMENT EXPENDITURES ON HEALTH: According to the Ministry of Financ 
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THROUGH THE SECRETARY-GENERAL TO 

FOLLOWING CONSULTATION WITH THE COMMISSIONERS 

AS WELL AS ON THE COOPERATION AND 

FULL AND UNCONDITIONAL COOPERATION TO THE UN 

3/10/2003 22:04 O3GUATEMAL Embassy Guaten 
3/11/2003 1:34 O3HANOI567 Embassy Hanoi 
and 
but also as 


and building a long-standing 


notably 


. WITHIN THE FRAMEWORK OF THE WTO. IN THIS CONTEXT, WE BELIEVE EXPORT CREDIT 


uld be killed and he called for Muslim solidarity, especially with the Palestinian people. (Note: The nu 
‘awa al-Islamiya (LDI - reftels). They stressed that LDI is a reputable organization that has been acti 
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and had especially been 


if Vietnam agreed to buy 
the US would not pursue a textile 


in any event textile 
and would have only a short 


it would have full 


restrictions on certain areas of investment. 


he stressed that such decisions 


and the State Department would be more 


such as sending out SRV Embassy and Congen 
or even inviting former South 


noting that the officials of the former 


in that 
reconciliation would require \"generations.\" 


cultural 
and dealing with the legacy of the war (Agent 


Column 6 


landmines MIAs on both sides). He noted 


along 


=CURITY COUNCIL. SECURITY COUNCIL RESOLUTION 1441 (2002), ADOPTED UNANIMOUSL* 
THE USG HAD ALREADY DECIDED TO ATTACK IRAQ, BUT WOULD NOT DO SO UNTIL AFTER 1 
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and said that only a few minor 


the first time in his 32 


that he would 
and that it was only a 


3/11/2003 5:11 


REASONS 1.5 (B)(D). 


A RESEARCH ORGANIZATION PROVIDING 
ASSERTS THE USG\'S 


CHAIRMAN OF THE TURKISH 


SUGGESTING THAT OZDAG HAS BEEN A 
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ACCORDING TO THE EXECUTIVE DIRECTOR OF THE ADVANCED 


TGS 


AND INTEL SERVICES -- ASAI 


such as the Red Cross, Amnesty International and NOWAB, the national womenvs rights organizatio 
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ALTHOUGH HIS 


DC ACCORDING TO OZDAG. 


ASAM HAS ENCOURAGED THE GOT TO SUPPORT 


OZDAG STATES THAT A FEDERAL IRAQ WOULD 


\" ESTABLISHING AUTONOMOUS REGIONS FOR BOTH 


OZDAG ASSERTS WOULD 


SINCE THERE ARE MANY IN TURKEY WHO WILL FOLLOW A 


vent failed to meet their demands to withdraw troops from the area, redraw electoral wards, and provi 


Total: 2,120,043 Wafra Joint Operations: R/B to KOC 114,272 R/B to KNPC 18,004 R/ 
x240 uncooled microbolometer, 8-12 micron, ECCN 6A003B.4). The application was submitted by Fl 
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A MAJORITY POPULATION IN IRAQ 
RATHER THAT OTHER MINORITY GRC 


OZDAG WARNS THAT ESTABLISHING A 


OUT OF SELF INTEREST WILL BE COMPELLED 
AS IT DID 
HE AVERRED. 


TURKISH INTERESTS AND 
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who has the Middle East and 
initiated a series of courtesy visits to 


Turks and 
MFA contacts 


contacts in Middle 


the Saudi Embassy provided PO with the 


e, and Edwards, Al-Kumaym shot himself dead. 2. (C) Karim Abu Hamad of Hunt, our source for the 
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who served in 
was exasperated after enduring 


\"They act as if they are still Ottomans!\" 


which made it possible for aggressive 


almost simultaneous conversations with 


rolled their eyes shook their heads from 
as to describe a 


reinforced 
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102,305 Wafra Joint Operations: R/B to KOC 118,790 R/B to KNPC 18,000 R/B to SAT 


f trouble in some of HarareVs high-density suburbs, including stoning and burning of some commuter 
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opposed using the excuse 
and opposed weapons 


as a victim of war opposed war due 
losses and deaths of innocent civilians. 


independent states that do not 


milk and other commodities to Iraq e 


however as Secretary F 


but we had yet to 


citing the example of the League of Nation\'s 


sadly little likelinood 
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and quickly. End 


Embassy will not deliver ref 
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universities 

and other holdings in 35 countries was 
especially the MFA and 

but the Kemalist State 

defined the Gulenists as an Islamist threat 


although in our experience the movement in 
its 

and its goals are 

we have 


we conclude that 
and his chief lieutenants 
that the movement 
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MFA Human Rights Officer Bisher Knasawneh told 


and is committed to providing HR training for 


PolCouns and PolOff met with Bisher 
newly appointed MFA officer (note: Knasawneh is 


and asked if the USG would be able to assist 
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O3ANKARA15 Embassy Ankara 
media outlets business 


especially the 
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f the two Kurdish-administered areas of northern Iraq. Dewey emphasized the U.S. interest in workin 


IAMALI AND JABAL AL-NASR, POOR NEIGHBORHOODS IN AMMAN THAT ARE HOME TO LARG 
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but advised that funding may be difficult 


and said 


perhaps by an FSI HR expert. 


and in line with the GOJVs recently announced HR 
as well as a recent request by the Ministry of 


including 
voluntary 
or MEPI funds. 
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in turn has forced the GOJ to adopt a 
the 


press Israel to take positive steps 


such an 


however the task is likely to be impossibl 


and that our actions are emphatically not Wa 
\" the greater resonance our efforts will 


but will also 


pro-Western direction. 
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we should recognize 


these 


spirited and reflect a broad debate 


but one with traditional tribal 
we would also want to see an end result 


the best way to accomplish this objective 


the 
is rooted more in 


and the GOJ can show near-term 


the likelinood of a strong showing by pro-reform 


we 


we must 


a careful 
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nor ascheme to 


plus the effects of lower tourism 
is 


these 


and to test the 
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reports that the Sri Lanka Navy 


IAREHOLDER IN OMNITEL- VODAFONE, ARGUES THAT THE HIGH COSTS ARE JUSTIFIABLE. : 
2. End Summary. 2. (U) The accord on formation of a Commission to Investigate Illegal and Clande 
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the Norwegian led Sri Lanka 


while the navyVs final written 


political officer at the 
expressed concern about the 


he expects the 


but that the sixth round of talks will 


both sides are 
a senior Tamil United Liberation 


commented to the DCM that sinking of 
but the LTTE is 


the LTTE will continue with 


however that despite the 


of the National Peace Council a well- 
also believes that the talks will 
though that if the series 


ro responded that Guatemala has been following developments on the Iraqi situation, and promised t 


;ent President Bush a letter similar to the March 17 letter to the Ambassador. 2. (U) Text of Letter: L 
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one unusual aspect of the most recent 


and multiple complaints to and about 


for now. End 
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as the ban was lifted and Turkey\'s 


less efficient lignite. Ankara exceeded WHO air 


the 


many 


residents once using natural gas 
low 


about half are unleaded. 
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, but faulted the People\'s Procurator in Ho Chi Minh City for dragging its feet. Nike Counterfeiter Rai: 
ms of the GVN. Police returned to Que\'s home in force just before midnight the same day to search 
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but inconsistently applied pricing controls 


Turkey\'s 


carbon dioxide 


renewable 
the country\'s thermal power plants are extremely 


according to 


for example the government 
but 

out-of-date 

if 

would improve plants\' environmental record the 


but the MOH does not 


rarely properly calibrated 
and not designed for decision- 
they say. No capability exists to forecast air 


frequently manipulated and basically 
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non- 


non-network\" but become official when published 


the 
no problem. Even 


OECD and others including the MOE and consultants find 


or to assessments from 


but no demand; other 


French companies dominate the air pollution 


pressure 
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according to the Ministry of Education 


Joint Secretary for 
TU 


he reported university 


agreeing to special 

who had 

and 

originally scheduled for 

until April 23 to allow ANNISU-R candidates 


Tripathee said it 


virtually any insurgent who had been injured 
or killed during the insurgency could qualify as 
making 


according to Tripathee at the 


Oil Company (ADNOC) is producing about 10 percent or 200,000 barrels per day (b/d) over its curre 
if the office and Al- Nuaimi believes it will be opened almost immediately in order to facilitate the mow 
J by the UAEG last Fall in the context of the bilateral Strategic Dialogue meetings in Washington. Th: 


' pace of the trial quickened considerably once the next witness, Ben-Menashe,s personal assistant, ` 
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no University 
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he said. The GON 
is 

he said adding that 
Minister for Physical Planning and 

had offered to 


anxious that nothing 


which 


told us that while he 
he disagrees with 


he stated and noted ANNISU-R\'s injustice 


President of the 
complained 
but had been 


the 
and TU officials are in collusion to prevent student 


despite lobbying to postpone elections to allow its 


had done little serious campaigning so far and 


the Maoist-affiliated union staged an indefinite 


despite its desire to be 


since it has not yet disrupted 
does not constitute a full-fledged strike. Thus 


1 Rashad Al-Maktoum (the nominal Finance Minister) -- no federal customs law has been enacted wh 


ance of jihad trainee sponsorship gathered in Afghanistan. Qahtan, a noted party moderate, had requ 


no Iraqi refugees have approached the border, but that two carloads of Sudanese nationals entered . 


kari human-rights contacts both confirm that they have received no information about refugees headi 
4 IRAQ Classified by DART Information Officer for Reasons 1.5(B) and (D). This cable was draft by 
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the lock-out does not 

the 

via its 

to maintain pressure on the GON by 
constantly changing list of 
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and one that should be publicly endorsed. 
but doubted the 
38 of the promised 50 


with only ten having received the required 


the SECV itself seemed to be viewed in a much 


several pastors with whom ConGenoffs spoke -- 


but 


even if they had heard second or 


even 
in the South. End note.) 


the English 
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O3HOCHIMINI Consulate Ho Ch 


TNIO following their March 17 meeting, as Ziyal indicated he would. Ziyal said he had been consume 
sal representative, an OSI investigator, and RSO staff have received information from Yemeni police : 
o suspend the clearance after learning that three USAF-contracted 747 aircraft had used the blanket 
J IRAQ Classified by DART Information Officer for Reasons 1.5(B) and (D). This cable was draft b 


subject in his meeting today (March 19) with the King, GID Director Kheir, and ORCA representative: 
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with widespread 
is not surprising -- the GVN was happy to take 


even though they were openly 


were genuinely complimentary about the 
and warmly greeted ConGenoffs 


3/11/2003 12:37 
3/11/2003 12:50 


CROATIAN AND MACEDONIAN FOREIGN 


WITH REASONABLY 
AT PARA 9 (FAXED TO EUR/SCE). WE CREDIT 


AMBASSADOR OVERHEARD 


ALL THREE 
AND THEIR GRATITUDE 
USG \"PARTNERSHIP\" IN ADVANCING THEIR NATO ASPIRATI 
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is indicative of the 
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Jordan had increased its surveillance of Iraqi intelligence agents in Jordan (see ref b), and would take 
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WITH SOME WORDING CHANGES POSSIBLE 


DEPARTMENT\'S PROPOSED CHANGES IN CHARTER 


WITH AMBASSADOR ROSSIN INVITED TO JOIN IN 


MENTIONED IN THE ADRIATIC CHARTER ON 
TRAFFICKING AND ECONOMIC 


COMPARING SADDAM\'S 


NOT ONLY ON 
THE OPEN DOOR AND THEIR NATO 
BUT ALSO ON THE FULL RANGE OF THEIR ASPIRATIONS 


Column 6 


NATO WAS ALL ABOUT COLLABORATION AND THEREFORE 


NOT JUST WITH HORTATORY LANGUAGE BUT 


J) The following responses are keyed to questions in ref A: a) Willingness of key national legislators 
ad that the efforts at the UN had been fruitless in reaching a peaceful resolution to the situation in Irac 
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WE WOULD BE IN TOUCH SOON AND REMAINED 


WHILE NOTING THAT THE USG WOULD WELCOME THE 
WE 


NATO HR AL 


bbls This report covers activities from 0500 3/18/03 to 0500 3/19/00 Total Kuwait Production 2, 
TLY WITHOUT STATUS OF FORCES AGREEMENTS WITH THE STATE OF KUWAIT. CENTCOM 
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DUBROVNIK 


EACH OF THE MINISTERS AND THE 


FM META WAS STRONGEST ON 

ONLY ONE JOURNALIST ASKED 

WHICH PICULA HANDLED WELL. IN COMMENTS AFTERWARD 
PICULA SPUN THE DECLARATION TO 


THE 


PICULA ENSURED THAT THE GOC WAS 


THE REPUBLIC OF CROATIA AND THE REPUBLIC 


MARCH 7 2004 

THE MINISTERS OF FOREIGN AFFAIRS OF THE REPUBLIC OF 

THE REPUBLIC OF CROATIA AND THE REPUBLIC OF 
WE LOOK 


RESPECT OF HUMAN 


OUR VILNIUS GROUP PARTNERS TO BEG ACCESSION 
S ANNOUNCEMENT THAT 


CROATIA AND MACEDONIA INTO THE EUROPEAN AND 
ECONOMIC SECURITY AND DEFENSE 


TION FORCES HAVE BEGUN STRIKING SELECTED TARGETS OF MILITARY IMPORTANCE TO | 


Wahba 
services to Iraqi nationals. Al-Ayed responded immediately that Jordan would not/not be interested in 


ecommended that all official American dependants not attend school on Friday. Due in part to the 
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S INORDER TO BETTER PREPARE 
WE SHALL 


COMMITMENT TO TAKE ACTIVE PART 


CONTROL AND NON-PROLIFERATION OF WEAPONS OF MASS 
OR FACE THE CONSEQUENCES. 


WE AGREE TO INTENSIFY OUR 


REGIONAL AND MULTILATERAL 
SERBIA 
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but 
which he said would be \"crazy\" to veto the 


accompanied by Pol Chief (Notetaker) 


Director of the Americas Department and 


yir destination; 2) if their insurance underwriter dramatically raised rates, making a certain flight prohik 
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Director of the Minister\'s Office. 


awaiting a specific request from 
and the Kuwaitis 
Shaykh Sabah noted the GOK has deposited $100 


and Kuwait replied: 


a form of 
if you 


why did you take it?" (COMMENT: This may be a 
off-budget grant 


noting that he had publicly described it as 


Shaykh Sabah underscored his desire that we 


he urged that we move as fast as 


noting that Kuwait \"will never forget\" 


000 Saudi troops in 
along with about 4 000 from the UAE. He was plea 


but regretted that the UAE had not been more 
leaving Kuwait to do most of 
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000 MT wheat 20 000 MT 
and 1 million loaves of bread/day. The Ambassador 


whose formal inauguration he had 


and 
LTG (Ret.) Jay Garner to GOK 


\"the richest country in the Arab 
and I\'m not just talking about oil \" could fund its 


what the Iraqi people need most is to feel 


noting that Kuwait always wants international 


but that we will proceed 
the Shaykh remarked that it is 


he added would be \"crazy\" if it vetoed the 
but the Czechs Slovaks Poles 
Ukrainians and perhaps the Bulgarians and 


not to mention the countries of the region that 


however since 
get rid of Saddam and his regime then 
without 


the 


usiness March 20. Key offices and personnel represented at the meeting included: AMB, DCM, POL 
=F: ANKARA 1380 Classified by DART for Reasons 1.5(B) and (D). This cable was draft by Disaste 
reports added to a significant delay in processing. Despite the obstacles nearly 20,000 refugees wer 
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to be honest [you would have seen that] we 


\" commented 


but \"they are not yet where they should be.\" 
such as 

have raised their refining levels to 70% of 
but Nigeria\'s four refineries need major 


but the GON probably had too much at stake 


will not 


who had said 


as President 
that anyone can say he will 
but to 


A WAS PLEASED WITH THE EXPANDED U.S.-EU HUMAN RIGHTS CONSULTATIONS. HE AND I 


Nhile Nigeria remains calm on the surface, privately, many (especially religious leaders) express rese 


R STATE DEPARTMENT FAMILY WHO HAVE BEEN CALLED UP TO SERVE WITH THE MILITARY 


at the GOT declare the Iraqi ambassador and other suspected Iraqi intelligence officers still in Turkey 
:MBASSY TO THE HOLY SEE, WHICH THE GOI CANNOT LEGALLY CLOSE, WOULD STILL HAVE 


1cern over the persistence of international actors that represent a serious risk to international peace c 
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Gaius- 


and wondered how much 


but he did not have an 


dating from before 1999 about cash-call 


and is slowly paying pre-1999 debt to joint 


production from 


Shell and 

which hold an average 43 percent. 
the NNPC did not contribute its 
which resulted in hundreds of 


the NNPC had liquidated almost all of its cash 


the GON had honored its 2001 commitment to us 
in turn sent a very positive signal to U.S 


1, especially now that the whole Department is under siege because of the war in Iraq, | wanted to tal 
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and it should have engaged more with local 


given its 


and stated that 


1. (U) PolOff attended the official launch of the Consortiur 


SISTANCE TO TURKEY Classified by Deputy Chief of Mission Robert Deutsch for Reasons 1.5(B) a 
T We facilitated MFA authorization for the Kuwaiti Embassy in Washington to issue a visa to an li 
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saying the 


3/11/2003 13:21 
3/11/2003 13:51 


but it will 


which is due by March 17. According to a story 
Turkey\'s final decision will be made 


and is exerting pressure on Ankara to 


the war-mongering lobby in Washington is not 
the Turkish 


Washington did not have a ‘plan B.V . Moreover 


according to a story in the British `The 
V advised President Bush ‘not to act unilaterally and 


what we see is not only President Bush and the war- 
but also British PM Blair\'s 


as long as Turkey continues to 


3/11/2003 20:14 
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O30TTAWA67 Embassy Ottawa 


: Zimbabwean Defense Forces (ZDF), ZRP, and ZANU-PF youths have beaten dozens of perceived l 
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24 years of barbarous misrule government by 


with a keen eye to geopolitical 
even as they invest themselves with noble 


Paris Beijing and let\'s 
which at least can honestly attest to 


which should have 
and which British Prime 


then the 

then Saddam\'s alleged links to 

and finally a stunning democratization of the 

starting in Baghdad. No wonder the publicVs 

credulous.... | don\'t understand why 

Shiites Kurds Christians 


so long as they don\'t export tyranny 


i and more liberal trade with Iraq. Banks have lots of cash dollars on hand to meet any extraordinary 
nches that landed in the Persian Gulf due East of KuwaitVs refinery complex and loading facilities at : 
FPD personnel traveled to Yemen Hunt Oil Company and the scene of the 18 Mar 03 shooting at Rig 


Column 4 
whatever that justification may be 


V who tries to 
they are 


whatever that means.... 


you reach. And George W. is reaching... 


though 
except for a possible U.S.- 


| don\'t know how any logical 


killing tens of thousands 
creating an explosively dangerous 


\"George W. Bush has 


and the other on the diplomatic 


where he has torpedoed the Atlantic alliance 


we can blame 
of course 
the Bush administration. Its unmatched 


staggering dishonesty and extraordinary 
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is that nothing is going 


but also America - more 


; strongly against the attack, with both Christians and Muslims condemning it. Both northern and sou 


uld like due to the Foreign Minister\'s travels. Corado added that input from the Guatemalan PermRe 


hat left several demonstrators and security forces dead and injured (ref a). Internal defense measure 


'ULSIONS WOULD BE AS FORECAST BY THE MINISTERVS OFFICE REF A: I.E., TO INCLUDE ΑΙ 


Column 4 Column 5 
not 
the 


its callous discounting of Iraqi 


the war has begun before it has begun.... 
the simplest and the most profound questions 
especially when it 


why risk 


President Bush and his administration in 
have shown surprising 


the 


make it entirely possible. It 
one is almost embarrassed to point it 


killing innocents who were doing nothing more 


Column 6 


í of gasoline. Maduro also announced that he had cancelled his planned trip to Italy for the Inter-Ame 
1is saying in Geneva. We understand, from e-mail communications with our delegation, that the Car 
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the 


France 


Spain and 
who crave Bush\'s political support or the East 
ex-communist 


which lives next to the 
warns an 


spark more terrorism and hit Europe with a 
as he 


he is ducking the surging nuclear confrontation 


which unlike Iraq truly threatens 
led 

the mother of diplomacy rightly warn the 

and 

active and 


and it is naive to believe otherwise. Saddam 
in whole or in 
without the threat of being toppled in a war.... 
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enormous damage has already 
it will seem axiomatic now that their 


so that neither they 


misunderstood and 
the 


by forcing an Iraqi change of 


if so Mr. 


should resist the urge to use Saddam\'s victims 


and the most to lose 


last chance - an 18th 


Column 6 


SC and will do its part to ensure that any attempts to raise in the General Assembly or other fora go n 
never, local Arabic language press reported that the unemployment rate among nationals in Dubai we 
The Ministry of Foreign Affairs of the Republic of Turkey presents its compliments to the Embassies 


coordination mechanism involving the USG and UN agencies, pending final GOT interagency approv 


iad Al-Sabah in dispatching the team to the area at 0800 this morning. Arbeed and the Oil Minister ai 
re no reports of AmCit injuries. End summary. --------------- LOST PRODUCTION --------------- 3. (S 
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then we believe that even if the war resolution 


or if France China or Russ 


the world will see a horror that would 


but what America should do seems 


since 
has protected 


the nasty anti-American 


but the massive protests that 

\\'d be 

we\'ll go; you work out what 

and restore common sense.... Although 

selling nuclear technology to rogue 

which in turn 
China 


why talk? What 


with the possible exception of Cuba\'s 


Column 6 


prefers 
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North 
providing President Bush 
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French President Jacques Chirac and the other 


more and 
would seem to require the removal of Saddam 


but we can\'t trust Bush to do 


and here\'s the rub the man 
and he too | fear 


hear his bellicose 


it appears 
by force if necessary but that 
I think the 
but a measured force applied 


good. But | know thatVs highly unlikely 


the lesson for the Security 
past time to create 


\"The lraqi dictator\'s greatest 


). THE UAE IS PROVIDING JORDAN WITH AN IMMEDIATE CASH INFUSION TO HELP DEFRAY 


ring the Ratqa field back on line soon to reduce pressure in the field (which straddles the border into 


the Embassy. At the request of the Kuwaiti Foreign Ministry, Embassy prepared a brief fact sheet oul 
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\" columnist 


\"...It may be that the Bush administration 
using the UN to give 


the pretext is 


if thrown 


a 

that is in potential 

but the mighty U.S. 

Bush has served notice that the painstaking 
which the U.S. itself did 

is to be junked. War is 


Germany 


Bush has trotted out 


when no Baghdad-9/11 axis 


000 U.S. 
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must be completed successfuly 


issues at hand. We have the impression, in other words, that the Tigers consider Milinda as the mor 
villagers outside the compound are armed. The company hopes to evacuate all of its employees and 


19 to report. 3. COMMENTS: None 4. STATUS OF PENDING REQUESTS: N/A JONES 
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in the North Atlantic 


as the U.S. wants. But not without defining 


unprepared president will be 


Andrew Cohen pointed out in the nationalist 

\"...[President Bush] hasn\'t 

as JFK or Truman did or pondered t! 
which would make him more credible. Why 


pure and simple and security is a 
the alienation of old 

the challenge of Iraq after Saddam - are of 

he is innocent of 

Mr. Bush 

peace or chaos - which may be the only 

he is said to be 

and it may 


resolute and wise. One hopes so. 
Mr. Bush on the brink is simply 
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he 
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000 Catholics are under Hung Hoa 

headquartered in Ha Tay province. There are two 
one in Lao Cai town 

as well as five Catholic chapels. Members of the 
while the 

but a 

spending about 


several other officials 


\"a term used in 


with over 1000 people attending on a weekly 


but most are taught by specially trained 


probably at Coc Leo Church 


he claimed 


based on the policy of 

all \"officially published 
including Bibles published by 
he clarified. 


Column 5 Column 6 


the other in Sapa 


and the TV 


Column 4 Column 5 Column 6 


but Quang only replied that he had no \"formal 


but no monks. In 
he explained there was no problem with assic 
but there had been no formal request 


mostly women were at the 
while others were preparing decorations. A 


Cam Lo Pagoda was said to have been destroyed 


but a 


Quang also took 


located directly across the 


Column 4 
the temple was entirely 


a variety of people were participating in rituals in 


000 people 


dozens of people were visiting the 
including more than a dozen mostly young women 


Thang claimed. 


the number 
000 to 44 


000 of the Catholics were Hmong. The 36 Catholic 
and the 37 Catholic 


two ordained 


according to Director Thang. Three of the priests 


Column 5 


000. About 


Column 6 


Column 4 


Column 5 
an increase from two in 1992. (Note: This claim is in 
he asserted. The province also 
he claimed. He cited the 
scheduled 
while there are two priests resident in Yen Bai only 


pending provincial 


000 Buddhists in Yen Bai 
000. He said that \"due to 


but that there were now nine. He added 


Thang said that the 


but that they caused no 


but had migrated from other 
according to Thang. 


Column 6 


Column 4 
which cause problems for 


however; poloff remarked that the authorities 


Embassy sources could not come 


the differences 


3/12/2003 3:25 
told us March 11 he has urged Erdogan to 
Ozal thinks 


however 


which has close links to the TGS 
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the 


that Erdogan\'s 


NSC 
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and lacking the sense of deference Erdogan demands); 


but was forced to put him in the 


Yakis has been a 


as part of a 
Erdogan may combine 


one of the most experienced members of GulVs cabinet 
told us March 11 he is not 
a reflection of how close to the 


a former Turkish diplomat with wide 


warned us March 11 that 


YSM executive 


x. LGF personnel, including a residential guard and mobile patrol supervisor, immediately summonec 


Column 4 


Column 5 Column 6 

e.g. a concrete clarification 

a U.S. commitment on 

a stronger U.S. 

Korkut Ozal told us that the 
3/12/2003 4:09 03COLOMBO: Embassy Colomt 
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however. Both sides reaffirmed a 


Teng said that the Singaporeans considered the visit 
unofficial visit.\" Singapore authorities only 

although there 

Ne 
who already had a 

liked the idea of also adding 


PM Goh apparently preferred not to have 


the GVN Vwas not thrilledW with the idea 
probably 


in part due to 


: CBW MATERIAL FROM AG COUNTRIES. DE MOHR NOTED, HOWEVER, THAT OUR INFORMA 


iT #1 24 MARCH 2003 ------- SUMMARY ------- 1. This is the initial USG Disaster Assistance Respc 


cials of the Kuwait Oil Company and the U.S. Army Corps of Engineers (USACE) to ensure the KOC 


i does not respond to their grievances. Meanwhile ChevronTexaco continued its drawdown of staff. ` 


Column 4 
Teng noted that there was no 


PM Goh met 
President 


and Communist Party of Vietnam General Secretary Nong 


PM Goh also met with resident 


Singapore is the 
totaling over USD 7.2 


however. While 


V probably V'about 50 percent" of the foreign 


having reached about USD 3.5 billion in 


PM Goh told his hosts that if 


it should V'actually look beyond" Singapore and 


the \"long term 

Dr. Tran Khanh 

Institute of 

told poloff on March 11 that this 


Y he added. 


they were generally upbeat on 


he added 
several suggested to PM Goh that he remind his 
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and \"know their way around.\" 


ı rights for passenger and cargo services, thus severely limiting, if not eliminating, the commercially v 
at the USDA, Emiko Purdy and Joseph Lopez, International Trade Policy economists and Jamie Roth 


FIND CONSENSUS. THE SUB- COMMITTEE AGREED TO MEET AGAIN WHEN THE PICTURE B 
accuracy of reftel\'s cited figure for Iraqi assets in Yemen ($23.45 million) per 6/91 declaration to the | 


iti citizen expressing support. 0740 Received call from Kuwaiti citizen expressing support. 0745 Rec 
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business leaders told PM 


including hotels and 


PM Goh had a \"lively discussion\" 


Teng noted. 


according to Teng can be viewed as Singapore\'s 


PM Goh also discussed with Vietnam\'s leadership the 


while 


PM Goh and Party Secretary Manh touched on 
with Manh claiming that Vietnam is \"sympathetic\" 


since 
\" 


Teng said that the topic came 
who repeated the standard 


when Vietnam hosts the next ASEM meeting. PM Goh also 


ek. It was attended by 150 people, 50 of whom were LTTE, including three LTTE consultants from At 


-3) cases. Upon review, the Canadians would consider some for eventual admission to the Canadiar 


isidered. WILLS 
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and thus hoped the GON would play a 


there is little utility for the 


000 Liberian refugees for resettlement. 
he is suggesting to the GON that permanent 


something we understand has been difficult given 


Hounsokou apparently has represented to the GON 


capita income of $460 USG, literacy rates of 56 %, and prospects for oil revenues dwindling in the n 
Police coverage on all residences. The EAC also agreed to continue using an LAV shuttle for trans 


' Consular Section noted an increase in visa services but reported no calls from concerned AMCITs. 
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and mentioned that the USG recently 


UNHCR will advise 
000 Liberian refugees in a single camp 


when their 


Hounsokou 


the 


unless corrected the 
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in 


it would indeed be 


were to ride 


ns in Iraq from people who received the text message, and no/no phone calls opposed to the conflict 
ad at the meeting included: AMB, DCM, POL/ECON, CONS, ADMIN, PD, RSO, DATT, ORCA, OMC, 


thing to do with the reported U.S. missile that had landed in southeastern Turkey, as had been rumor: 


Column 4 
V Halake stated. Excerpts: 


rather than love 


from Stockholm to Sydney and from Tokyo to 
millions and millions of people marched 


but 


Britain and the rest of the world. 


it would indeed bee be a tragedy of the 


were to ride roughshod 
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PARTICIPATION AT 
SUPPORT FROM THE NON-ALIGNED 
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but it also does not want 
Rodrigo indicated that the 


but that inspections should be given enough 
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that is occupying 
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at Ceyhan at near capacity. A local shipping exec claims that shipping brokers and traders know tha 


1 East: 1,367,990 West: 353,744 North: 418,164 Total: 2,139,898 Wafra J 


ir Guler to approve long-delayed electricity price increases and to withdraw a decree that would have 


Column 4 Column 5 Column 6 
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Fonseka noted that the GSL had decided to 


Fonseka remarked that 


a TNA 
was 


very \"serious\" one complaining that the GSL had 


the ship was intercepted 


but within Sri LankaVs 
\"EEZ.\") While underscoring 


Senethirajah averred that 


including 
during a visit to 


however. Such activities gave rise to 
very serious doubts about the groupYs commitment 
the Ambassador said. 


and to harass and intimidate Tamils that did 
for example 


an anti- 
the situation was very tense 
according to General Fonseka \"worse than before 


;imallpox vaccines for civilian use, sufficient for Turkey\'s civilian first responders, according to NATO | 


Column 4 
for example 


or harassed by motorcycle drivers 
revving their engines 


Fonseka said the military was doing 


he commented. 


the Ambassador stressed that 


Fonseka commented 

contacts at 

including with Jaffna political chief 
were relatively cordial. It was at the 


who 


most Tamil interlocutors 


in particular 
often harking back to decades old incidents 


though in less 
in a private conversation 


two Tamil NGO representatives 


complained about the LTTE 
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defended the LTTE and its 


S. Nicoline 


REPORT #2 25 MARCH 2003 ------- SUMMARY ------- 1. The DART is expecting the delivery of re 


1 military campaign in Iraq. Callers said they received messages on their cellular phones or from frier 


s the GOG has a position on the U.S. candidacy. 2. (SBU) Castillo also informed us that the GOG is | 
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Fonseka 


Fonseka 


he felt that the 


Fonseka stressed that the 

night vision or other 

as the U.S. military used. Given this 
the army was reliant on old-fashioned 


the size of the 


such as onions and 
for their livelinoods. The security zones 
were preventing displaced persons from 


Fonseka 


but not that much of it 


not much 
restrictions on 


Fonseka 


Column 5 


and the fact 


Column 6 


response from the Minister. At COB he called to say that the GOG would oppose a special session o 


is for the U.S. move, since the funds had been frozen pursuant to a UN Secutity Council Resolution. 
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however. The government was trying to 


and would be meeting 

it would 

but the situation would improve. In the 
it was important to stay the course and 


while emphasizing that the U.S. 
the 


announce that it was committed to ending 
or that it was disbanding its \"Black Tiger\" 
or that it was willing to turn over its 

the GSL might take that 


none of the Tamil 
preferring to continue to 


one sign of hope in Jaffna was the newly 
the library has long been an 

has 

which -- smelling of paint and lacquer -- was 
with bookshelves being hauled in and 

which had been 

the head of the library was 


the LTTE forced the 


Column 6 


! longer frozen. The Controller said the account was unfrozen because the Central Bank found no ev 


TUS OF PENDING REQUESTS: N/A JONES 
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however that the group stopped the 
but 

initial 

but inevitably that sense of euphoria is 
for 

Jaffna seemed to be in a sour suspicious 


with the military and Tamils sharply at odds. In 
the issue of what to do about the security 
with both 


based on what Mission saw 
precious little of any sort of economic 


especially when 
and there is a lot of 


based on what we heard its grip is not 
the situation at rock 


it seems intent on proving once 


ta from a survey recently sent to all prosecutors and courts regarding prosecutions under new anti-TI 
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then we would 


and lira-denominated debt at B3. 


as we reported 

called in a Reuters reporter March 10 to 

\"This is not a budget that the World Bank will support 
it 


but it did anger the GOT and lead to lots of 
including the speculation (in mainstream daily 


asked by a TV journalist whether this 


strongly denied any U.S. role in the 


the World Bank office in Ankara issued a 


esepcially over the past five years.\" 


the Bank is in broad agreement with the 
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issues that only have limited support or that apply only to specific UNECE sub-regions. 2. Our discus 
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which will not be politically palatable for 

and will likely depress growth this year. As World 
this harsh public 

if 


to be 
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the US asked permission for an 
but Erdogan said such a decision would require 


the story 


and that 


the TGS is going to send a group of 


Baykal argues there 


and that the failure of 


while the nationalist \"Ortadogu\" applauds Denktas 


1estic Product at Current Market prices 5767 6002 6260 6591 * preliminary ** Thre are no se 


juished within ten days. The report also states that work was delayed 3 hours on Tuesday because c 


ORT #3, 26 MARCH 2003 ------- SUMMARY ------- 1. On 25 March, the Health Fusion Cell met with 


to a looming shortage of wheat flour in northern Iraq, the World Food Program has applied to MFA fo 


30. Caller wanted to know what time embassy is open for business. Watchstander responded busir 
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the United Nations is 


and it has not been fully 


oddly 

Japan and India have never been a part of the 

for instance was never elected 
two of which are 

have membership. The US a driving 


is well aware of the need for 


the fact of the matter is that the US is in the 


yet 


it will be a miracle if the 
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yperative and provided credible information on the planned attack, which he said he did not/not wish t 
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DCM presented Qirbi with 


and noted that 


Moayed\'s Assistant later this 
and on the extradition of Moayed himself at the end of 


including 

are not illegal and Moayed should therefore be 
not U.S. law. Qirbi also said that 
perhaps including Moayed met with Hamas 

but in light 


suggested that any future U.S.-Yemen cooperation on 


media coverage of 


\"It is illogical that a Yemeni with $20 million would 


nal, has been arrested in either Riqqae or Khaldiya. She claimed the police provided her no informa 
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and 
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a publication of the 
also reported that on 
March 9 more than a thousand men from the Khawlan 


3/12/2003 13:52 O3ABUDHABI Embassy Abu Dr 
3/12/2003 13:57 O3KUWAIT89t Embassy Kuwait 


if any of the 

there will be no vote of 

MP 

expressed his willingness to withdraw 


the National Assembly is prepared to vote on a 


the issue of dud checks has 
which passed 


‘andidate retired General Muhammadu Buhari in Rivers State. 2. (U) The following is a partial list o 
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justice and lawfulness and that 


influential Arabic daily Al-Rai 
Germany 
China and some other industrial countries 


its political legal and security 
its values and moral principles and 


TERESTED IN SELLING TO AND WORKING WITH TELECOM ITALIA. RUGGIERO ASSURED TH 


MINISTER, WHOSE SUPPORT IS ESSENTIAL FOR THIS PROJECT BECAUSE OF ITS POTENTI/ 


oreign Minister Gutierrez. 2. (C) PolCouns carried out a parallel demarche on MFA Multilateral Affair: 
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which is of course 


the 

economic and social 

and taking this country back to the 
freedom and human 


influential Arabic daily Al-Dustour 
we stand against the war and against 
that has 


but the 


then let him 


and then look at Israel the proof 


influential Arabic daily Al-Dustour 
led by France Germany 
against the American-British hegemony 


as the 

learned lessons 

and after having paid a huge price ir 
both France and Germany realized 

and that 

economic 

by achieving social well- 

by ending military expansion and by 


the United States says 
as if this international 


in the eyes of the oil and military 
is simply 


thout incident. Key offices and personnel represented at the meeting included: AMB, DCM, POL/EC\ 


ller provinces. In the cities, TNP makes full use of its newer INL-funded equipment. TNP and Custo! 
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before 


each 


which was first introduced 


and has over 
000 vendors in 50 cities nationwide. Using software 


in that the card is primarily a 
while other 
the ValuCard customer can load his or her card 


not from any ValuCard dealer. However 
is 


making it the leading 


but remains focused on the 


which has been 
but most are 
SmartPay 


PIN-based 
SmartPay offers a PIN-less function that 
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and SmartPay 
ATM and credit functions to some of 


it has 


using product design 


and is not used 


data on the size of 


000 cards 


ValuCard asserts that 
000 cards. 


six billion Naira ($47.6 million) in 
and over 16.6 billion Naira ($131.7 million) in 


according to NIBSS 


80 percent of consumer- 
and 15 


» two U.S. Customs inspectors are working with their Canadian counterparts in identifying U.S.-bound 
topped in either case. If we were aware of other aliases, spellings, or permutations of his name, 

Il Construct 30,000 Homes -GOH Eliminates the Commission for Privatization -Growth in the Maquila 
ded without violence. END SUMMARY 2. (U) According to information provided by the Honduran Mi 
J get a clear picture of its overriding trade policy interests, it will be difficult to obtain clear Honduran r 
Jring short periods of TDY. While this property will not be us 
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leaving smart card companies 


NIBSS Chief Executive Lawal 
which tends to have 
Lawal observes that educated 


and predicts the demand for cashless 


Lawal told Econoff that financial institutions 


and NIBSS is studying the telecommunications 


in addition to 

the British High Commission in Abuja 
2003. 

as each 


and card issuers 


as consumers 


and product and service providers who come to 


cash will remain the 


Econoff has heard complaints that smart 


Column 6 


Overview of Sri Lankal's activities to eliminate trafficking in person 


November, due to absolute scarcity of food. The food security situation is poised to improve among € 


Column 4 Column 5 Column 6 


if demand does 
banks may develop the 


but and the rise of GSM use has made 
Nigeria will 

both in prevention 

even where credit cards are 

mostly in a few hotels in Abuja and Lagos 


increased electronic transfers of funds could 


and law enforcement could 


smart card 


more people will use cards for 


like most business opportunities in 
there is money to be made in the smart card 
if companies accept the 
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fforts to bring its IPR legislation into full compliance with TRIPS. Admit 


Column 4 
three more Kuwaitis were arrested on 


Column 5 


charged with the January 21 murder of 


began on March 12. End Summary. 


and calling on the Arab and Islamic 


charged with killing American citizen Michael 


2003. 


Deputy Prime Minister and Minister of 
refuted Iraqi claims that the holes which 


and 


Israel and Syria this week. 


a liaison center for 
was opened in Kuwait City 


Column 6 


Column 4 


and 
the 


or 


just as there are 


Islamists and Americans alike 


and its [Middle East policies] have led the US State 


| share your fatherVs worries at 


as put forth in a plan supported by 
Germany 
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are considered 


Russia and Cl we once 


=SSED HOPE THAT ITALY COULD SWAY BELGIUM TO LEAVE THE BLOCKING MAJORITY WHI( 
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does ousting Saddam Hussein and his 


as 
appreciate the American stance 


the US and Britain are standing ready for 


3/12/2003 16:55 O3GUATEMAL Embassy Guaten 
\" after a 


as trust turned to 


but many other human 


according to our human rights contacts. 


the day before the trial at the IACHR 
Gutierrez announced that the 


however address the other 


which appeared as the plaintiff in the case 


and pushed forward with the trial on 
the GOG removed its 
including Ricardo Alvarado Ortigoza since 
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from the 


the Mack team 


after the presentation of evidence phase 


which Helen Mack told us could take up to 


but instead to 


under President Portillo supports full 


as his critics 


but we see reconciliation as 
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they noted that the ongoing Doha round negotiations 
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and a major power 
either of which 


Don 


which is a policy co- 


and the very brief time \"window\" available 


he said for two reasor Prime Minister Je 


the race within 


which was 
was 


yr Imrali island, where Ocalan is imprisoned. Halfway between Gemlik and Imrali, the seas 


Column 4 


Column 5 Column 6 
international environmental issue. 


many of the GOC\'s critics emphasized 


ironically the pattern of GOC Kyoto 


and no doubt 


we have seen no 


nor whether it is to be funded from the C$1.5 billion. 
as noted in para. 2 


there are long-standing 
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on the status of the Turkmen 


and on the 


IE G-8, RUSSIAYS CONCERNS MAY HAVE BEEN ALLAYED. CRISTIANI ALSO QUESTIONED THE 


Column 4 


who had served as Erdogan\'s 


told us March 12 he expects the cabinet list to 


Comez has been 
but in this case his 


which we interpret 
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the GoC continues to be active 


the Privy 
and Foreign Affairs (DFAIT) have 


PCO Foreign Policy 
and Canada\'s Ambassador to the UN 


\" but that the Iraq file is being handled 
with only limited input by DFAIT. Fonberg 


a staunch multilateralist 


or 


Laverdure\'s Director of 
told us that the Prime 
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has been advising 


ron February 14. Hernandez requested the meeting to discuss issues of bilateral importance. Also i 


list. OPTICAL MEDIA PIRACY -------------------- 2. (U) Although Honduras has yet to experience large 
1 Foreign Affairs) have told us that they are supportive of the USG providing appropriate training dire: 

Though there are time limits for the resubmission of law that fail to pass parliament, motions are not 
es. How the Government will pull itself together and how it will proceed on the Iraq issue remains an 
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and was to speak again 


which Canada found unacceptable 


000 blue helmets in Iraq. 


he 
and Canada\'s proposal sets a concrete deadline for 


but 


he sees the need for a UNSC compromise and will 
Canada\'s best hope now is for a resolution 


Canada would seize upon such a vote as expressing 
albeit without passage due 
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PHILIPPINES INDIA). NON THESE 
KOREA NOTED THAT HE HAD 


PAKISTAN 


iile GDP growth per capita was almost flat, 0.2%. These results are almost the same as in 2001 (GE 
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RATHER THAN SINGLING HIM OUT 
THE EU EXPRESSED ITS 


AND WAS UNLIKELY TO RUN FOR A FOURTH TERM. 


THE GENERAL INTERPRETATION 


OECD MEMBERS COULD LOBBY AGAINST A DIOUF CANDIDACY. 


THEREBY TYING UP 


dating by Abu Dhabi). In any case, we believe the UAE sends about two-thirds of its exported oil 
Jnterfeiting. At the UAEG\'s urging, contracting companies who manage the labor camps are posting 


nercial carriers; that the new price was still below the price in 2000 
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FAO 
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THE HOLY SEE 


APART FROM THE STAR-CROSSED ADVENTURE IN 


THEIR DIPLOMATIC PRESENCE IN THE VATICAN 


HOWEVER 


A SEASONED 
MISSES NO OPPORTUNITY TO SHOW THE TAIWAN 


WHERE THE 


\"TAIWAN IS FREE!" TO WHICH ΤΑΙ 


WHERE HE 


Column 6 


.S. Civil Reserve Air Fleet could be used to make up for some of the business the airline would lose i 
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SUPPORTING AN 


PREL TW VT 


AND ORGANIZING FAREWELL DINNERS FOR 


THEY ARE ALSO 
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AND THESE COULD BEGIN UNLOCKING THE HOLY 


EVEN AT THE COST OF LOSING THAT MISSION. AFTER THE 
TAIWAN WOULD 


MAINLY FOR THE PURPOSE OF RELIGIOUS 


THE POSSIBILITY OF 


THEN DCM AND POLOFF TO JOIN THE TAIWAN DELEGATION 


SIMPLY REFERRING THEM TO THE CARITAS 

THE TAIWANESE TOGETHER WITH OUR OTHE 
CANADIANS AND 

ARE A USEFUL ALLY IN GAINING THE SUPPORT OF 


TAIWAN ASSISTANCE WAS 


‘opics: Murdered American citizens ------------------------------------ 3.(SBU) The Amba 
e immediate future. -- March 9: Election in Siirt. Er 


Column 4 Column 5 Column 6 


3/13/2003 5:22 O3RANGOON: Embassy Rangot 
3/13/2003 5:54 O3AMMAN152 Embassy Ammar 
the CLU\'s address in the Global Address List is 
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the share of tourism 


000 workers are employed in the Jordanian tourism 


however that despite the low 
most 


despite 


the bank that holds the loan simply rolls it over 
he said 


not on hotel upkeep or development. He 


?eral Tuy Ry in Phnom Penh in early February. Parais said Canada was very pleased with 


Column 4 Column 5 Column 6 
and they can\'t just tear 


some banks already have equity in 
see SEPTEL on the banking sector.) Nazzal added that 


which has 
isa 
which holds 


the bank accepts cars and 
leaving 


the JHA is looking 


given the right conditions (i.e. regional stability) 
arts and 


with four-five members each would come to Jordan 
\" with packages that 


as VPetra needs something else \" 


with an eye 
perhaps a 


for example Davos was little more than a ski 
Vitis a place synonymous with economics and its 
so \"we have to find something else. We can\'t 


Syria and Lebanon: entertainment 
he said he 


', anti- Turkey demonstrations had the potential to degenerate into mob violence against the Iraqi Turk 


Column 4 
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ASEZA officials 


and the Agab: 


but uncertainty over the 
and said that 


y 


Palestine Jordan Syria 


post-Saddam Iraq will 


commerce 
we can expect the 
to the detriment of the 


and finance. Absent a sustaine 
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saying the executive order is Ya 


\"the 


especially the vulnerable.\" 


some senior Britons 


ANKARA. ------- SUMMARY ------- 1. HUMANITARIAN NGOS SEEKING FORMAL REGISTRATIO 
The Ambassador on March 3 endorsed a proposal to suspend temporarily the Fulbright pr 


iportedly the Attaches will go back to Northern Iraq once they receive necessary documents 


Column 4 Column 5 Column 6 


Ms. Claire Short has 


George W. Bush 
have appointed themselves the 


hear or speak evil about their neo-colonial 


Bush issued an executive 


who became president through the courts want 


mostly women and 
and it is not surprising that Ms. Short is 


especially the vulnerable.\" 
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Samhoury said he would probably 
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attention has dwindled. There was no media 
with all eyes trained 


we expect him to continue to push forward with 
despite the unfavorable court 
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concerning counterterrorism \"your goal is our 
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Iraq. While 

the 


elections might be postponed again. As to the Iraq 
while no one wants war and no one likes Saddam there is 


its people and the region as a whole. End Summary. 


Poloff visited several prominent 
ex-Parliamentarians and one ex Ambassador to 


Jordan\'s port city and a 3 hour drive south of Amman. 


many 


our contacts (all 


sume all national GLOBE responsibilities and has asked embassy to facilitate a smooth transitio 


y of vessels, canceling fishing licenses of boats found in violation of fishing regulations, inspecting all 


Column 4 


some considered 
while others felt that the 


the 
Salameh Hiyari 
impotent and unable to express 


most also 
Jordan would 


Column 5 


stated that 


Column 6 


Jesigned to enable Law 40 for the year 1992 to regulate possession and trafficking in weapons, amm 
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all vehemently stated that the U.S. 
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influential Arabic daily Al-Rai 


because those who 


to defend people to set new rules 
freedom justice and hu and 
then 


where is the 'roadmap\' 
and why are they not here protecting 


but.\" 


influential Arabic daily Al-Dustour 


the Arab interlocutor always ends 


even 
of the other [the West] towards us. It is 

but a defense of the 

of existence and being. When the United States 
and 

while 


Column 4 Column 5 Column 6 


then it is not 


influential Arabic daily Al-Dustour 


not an Iraqi one in place in 


their security and their life and 


because the main 


of course deserve a beti but the 
with its current formation cannot be 
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\" Hung stated. \"No one wants a 
Y he claimed. Hung also 


while the GVN 

V it is Vcounterproductive. He asked that the Charge 
if introduced 

Hung pointed to the 


\" 


d found the burn marks and bottle pieces. Merani and his family are AmCits and intend to rep 


rate admission to Econchief by the number two official at ADNOC that Abu DhabiVs senior oil policy o 


d upon, that the Marines returned fire, that the attackers fled, and that the Marines pursued them t 
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we believe the GOJ and ILO are ina 


Rifai focused on the positive impact 


by contrast concentrated on programs to all 


PolCouns and PolOff met with Taleb 
newly appointed Regional Director of the ILO (note: 


management and government funded 


like the recently launched ILO 


but was also ultimately confident the 


not only because it is 
but because we want to be sure 
and because such 


|-Suwaidi posited that oil prices would likely soften a bit -- to the $18-20 range -- if Iraq produced at fu 


Al-Qabas Arabic-language newspaper, which claimed that an agreem 


rough a strong public diplomacy program and an active dialogue with all levels of government and civ 


Column 4 Column 5 Column 6 


the GOJ and ILO signed the long-awaited 


unions workers and factory managers. 
and 
and continue to meet ILO 


ILO Regional Head Rifai 

which requires both the US 

as members of the ILO to ensure that trade is 
or by not 


Rifai was 


since most ventures in Jordan are on a small 
and do not have access to large amounts of capital. 
Rifai said and their ability 


MORE VOCATIONAL TRAINING 


PolCouns 


and was more 


which is a cornerstone goal of the GOJ. \"Poverty is 


Muhaisin noted a 
in conjunction with Jordan University that 


)jounded, with trades at tomorrow settlement lower still 


Column 4 Column 5 


bringing the 
and was implementing a program whereby 


Muhaisin noted that segments of the agricultural 


i.e. FTA and QIZ. He is aware of the linkage 
the growing QIZ textile sector and the 


we will continue 


at 
not as effective as they could be. The programs are 


QIZ 
often with innovative training techniques. 


but have limited floor space and resources to train 


but have not been 


and we expect the \"social 


Column 6 
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fishing 
and farmers\' and media issues....\" 


coverage was heaviest 


HSZs issues and problems 


normalcy has not 
\" [local leaders] said. 


the Ambassador said: \"Government is facing 


HSZs will be removed normalcy will 
and people will begin to resettle. He further 


Khin Nyunt (now Secretary One). However, according to one former army officer, it would be unprec 
e Central Bank. Dr. Muhli asked for as much information in Arabic as possible in order to ease the dis 
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the LTTE has ordered its political cadre based 


however 


but contacts 


the group sponsored a hartal (strike) in 


no violence was reported. The 


the Tigers still seem to be planning to 


March 18-21. Ina 
TamilNet 


but 


Balasingham seemed a bit testier 
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that the move seems much mor 


a pro-LTTE w cited 


Column 4 
the government seems relatively 
the chief of the 


told us that as far as 


the list 

political chief S.P. 

and Karuna 

the LTTE had requested hotel rooms at the 
Japan 


but 


resettlement issues 


and defense-related matters 


Deputy Foreign 


but had to cancel because of the 


and Helgesen is 


when he meets with LTTE leader V. Prabhakaran 


it will be the Helgesen-Prabhakaran 
in 

attend the March 18-21 talks and 
Helgesen is also 


the Norwegian-run Sri Lanka 


Column 5 Column 6 


the eastern commander.) In 


resort where the talks are schec 


inter alia.) 


if so what will 


1) (1) Jordan Armed Forces (JAF) GHQ CM POC: Brigadier General Mohammad Al-Zagaili, Director, 


> of completing the questionnaires before April's CWC Review Conference in the Hague, 
me boundary. The announcement of the countermeasures has allowed Maduro to look proactive, bo 
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the Tigers 


despite some 
most observers we have touched 


however and it still seems possible that a 
as 
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the effect of the U.S. package will be 
per Oztrak. He sees Turkey finishing the prior 
the 


Turkish financial markets 


625 000 to the dollar; the 


Treasury U/S Oztrak stressed 


not the U.S. package. If the government 


THAT THE PROPOSED REGULATIONS COULD ENGENDER. HE RAISED THE FINANCIAL DIFF 
xcellent security provided by police to the entire American diplomatic commu 
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then the effect of the U.S. funds will be 


provided the GOT moves quickly to strongly 


declining to the 


Oztrak said he has 


a prior action for 
it is scheduled to be reported out of the 


full parliamentary vote signing into law by 


Oztrak 


eliminate the ban on forcibly 


Oztrak said the Bank is wrong to hurry this program 


offer for civilian use at a later date. Ozturk reiterated the 


- SIDES IN THE CURRENT DEBATE. THE HOLY SEE CAN BE EXPECTED TO CONTINUE TO VC 


Column 4 Column 5 Column 6 
and instead to 
this agreement must be 


per the Bank. End Note.) 


Oztrak said he didn\'t 


since he and PM Gul are among the minority arguing 


and Central Bank (the last 

reports to the Council of Ministers via a 
this minister must also 

preferably a PM or strong 


which means provinces with export 
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even though they had 


Mesut Barzani claimed that 


BBC claimed that the Turkomen 


were generally happy with their status 


Column 4 


said: \"We enjoy the same rights as 


Arabs 


headed by Sanan Ahmet Aga 


President of the Martyrs 


ABC News cameraman Alan Weeks 


and then were brought 


they were escorted by 


due to its proximity to the 
shops 

and vacant land have 

a 
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and Turkomen lived together an 


who 
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said he rented out 19 houses in one 


continues at full speed. The US 


bunk beds 


mobile teleph« 
and all sorts of logistical material 


Turkish armored units conducted 


the US keeps 


the contracting firms gave an 


some U.S. 


1 they reported a slight increase in the prevalence of acute malnutrition among children aged 6 -59 m 


Column 4 Column 5 Column 6 


Lt. Col. Eric Harry 
remarked that two of the three units of the 
while the 


William Albert Allard at the 


Adana Deputy 
and Seyhan Mayor 
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MR. IOANU MENTIONED THAT HE AND HIS STAFF HAD 


TO COMPILE A 


AND RESPONDED POSITIVELY TO THE U.S. 


her Embassy contacts (reftels) that elements of the military were isolati 


iinister. His intervention had allowed CitibankYs important economic activity in Turkey to continue 
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SO THAT SCHOLARS CAN ACCESS THEM. HE NOTED THAT THE 


BECAUSE THEY ARE 
THE VATICAN HAS 


HOWEVER PROGRESS IN DIGITIZING 
HOWEVER DEALT WITH 
IN AN 


HAVE RELEASED THE ENTIRE SET 


MEJIA MADE 


SINCE AT THE AGE HE WAS PAST | 
HE ADDED 
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NEA/IAI 


PHUM KNAR VT 


OFFERS COLLABORATION TO CATALOGUE CLOSED RECORDS 


AND WOULD 


WHICH PURPORTS TO PROVE THAT 


THEY BELIEVE THAT A BALANCED 
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Force Protection Detachment (FPD) will conduct a 
where Americans are still working 
to conduct scheduled security consultations 


Marine Detachment 


a follow-up to recent DCM meetings with the LGF. 


particularly those in abayas that 


building guard shacks and inspecting vehicles 


and 
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Portillo Administration came to power in January 2000. Alvarado resigned in the wake of the Vice Pri 


Jras may obtain a seat on the commission. Defense Minister Frederico Breve in another meeting on 


yir plans to destabilize the government before finally making it clear that they were 


Column 4 Column 5 Column 6 


NDI ADRA and 


noting that a cable with 


were briefed. In one incident FPD 


an Embassy employee was spit 


no further restrictions on going to Bab 
although 


including President Saleh\'s call for one on March 15 
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against 
some parliamentarians 
reckoned that they had a 


that the market is currently moribund as traders have postponed purchases until after the war starts, : 


the US had in mind. DCM replied that we did not have specific details on these points apart 


on Nov. 3. However, it failed then to clear th 


Foreign Minister Hamdan bin Zayid raised the matter in the context of last FallVs bilateral Strategic Di 
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though vote against something that you 
\" they said \"we wanted to 


and that it can\'t be 


but also the press are hazy on 

and lends 
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but we 


including a budget and other related 


with no detours into populism. The 


they seem to be in harmony in twisting 


portunity to craft a cooperative approach to assistance and to maintain our dialogue with Turkey. Ke 
NEWS LEAD AND FEATURE WRITING, INVESTIGATIVE REPORTING, AND USE OF INTERNET 
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and the same is also 


if not downright stupid. The US 


and an independent policy adjustment is 
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\"death\" is a forbidden 


when one\'s death becomes reality 


several 
the 18th monarch 
he reportedly died after a brief 
1911 Oba Oyekan was the 
the 12th 


irrespective of their ethnic backgrounds 


party affiliation played a prominent 


nt February 5. ABA President Semih Guner said he is lobbying for the support of the one-fif 
nto force. We understand the provision providing reciprocity was part of the omnibus appropriations 


t financial circumstances (see reftel). 3. (sbu) Begin text of Majali 
IIFICANTLY REDUCE GOC COSTS ASSOCIATED WITH THE PREVIOUSLY SEPARATE DONOR | 


e Minister said that since such conditions amounted to a commercial debt that Jordan would have to 


Column 4 Column 5 Column 6 
two prominent traditional rulers 


party 


have shown enormous interest in 


political parties 


fearing this would be 


which are still very important and relevant in 


economic and social interests of those who 
otunba or 


SECURITY AND FILLING THE THRONE 


away from the public\'s prying eyes. 


and the curfew imposed 
traditionally enabled palace hands to 


Column 4 


the closures mark respect for 
however 


the disputes may result 
proving that in Nigeria 


3/13/2003 14:41 


it would \"facilitate 


in the 


we cannot present positions to the 


DCM reminded Burcuoglu of the 
s firm opposition to a unilateral Turkish deployment in 


it would only be on the 


including an authoritative 
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that the 


time-honored 
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my visit to Aden has two objectives 


the first 


Aden. We highly 


we visited the 


s Union that has now a computer 
the Union provides great 
especially the 


including Aden. 


we have a partnership with the Yemeni government and 


s now move to the security side. The United States is 


and what can we expect in 


| believe that our 


at present 


are working with two objectives. 


äutierrez hopes to schedule appointments in the Department (WHA only) the afternoon of March 17; 1 


Column 4 Column 5 
there will be training in the United States. 


s efforts in counter-terrorism? 


this was achieved thanks to the 


from 


is much safer than it was in the past. | 
we 


and Spain. They all set out from Djibouti. Is there 


but it is up to the Yemeni government. 


the U.S. Administration is now trying to 


it is good that such 


t you believe that the rejection of that resolution 


we 


how can | trust U.S. allegations? 


Column 6 


: Rs 18,772 4. Total government expenditure on education. 1999: Rs 29,294 2000 
'595.6) Post observation: The comparable figure for 1999 is Rf. (281.1) 3. Total Go 


Column 4 

to the 

the U.S. played a leading role in 
during the Second World 

in the former Yugoslavia 

the suffering of the Afghans as a 


people in Germany 


we 


s government has caused lots of suffering 


s regime. The evidence of that is 
Europe 
doctors 


and restaurant workers. | am sure that the 


s use of chemical weapons against his people 


political pluralism 
| think we 


Saddam Hussein got 100% of the votes. What 


Column 5 Column 6 


in Kosovo and the suffering of 


Kosovo Japan 


and America can 
and the elite of the 


free press and the ability 


auction doesn\'t help raise money for next week, and this will put added pre 


Column 4 


what does 


we wish that our cooperation with 


the lraqi people did not benefit from the oil 
Iraqi oil should not be for Moscow 


Paris 
but it will happen soon. 


that leads us to that result. This map is not 
but it is also the idea of 
Russians 
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when the city was 
likewise during the recent 


and expressed confidence that Fastlink could 


handle 1.5 million customers at any given time. 
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Washington 
or any other s but it is for the pe 


and the U.N. | believe that now ı 
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at 


the issue of Iraqi non-compliance with Foreign Minister Edgar Gutierrez after the February 7 
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which is largely located within the Amman 


and those will be guarded as well. Dagher added 


alarms and a large 
JT Director of Marketing told us 
V and 


and that only a few of JTVs fixed-line 


Faure said that the 


and interruption of fuel/energy 
he said JT was working with 


switches and towers. Faure said the bigc 


or equipment suffer damage as a result of an 


Faure said both the wireless and the fixed-line 


that his government had been overly ambitious in planning for four pre-conference meetings. The To 


s  oneofthe leading English as a Second Language (ESL) professional in East Jerusalem. Bec 
NITY SERVICE PROJECT IN JERICHO FOR PALESTINIAN SEEDS, HELD MEETINGS FOR PARE 


Column 4 


when the Fastlink 
Jordanian telecoms 


which 
was a 


it appears that the confidence of Jordanian telecom 
absent any serious and 


problems--unrelated to military operations--with 


3/13/2003 15:19 
the 


over the information he deliberately withheld 


Mr. Blix not 


he further weakened the 


but 


the main concern of large 


of course 


though 


and an 
are acting as though 
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is quite another 


1g Saddam Hussein and allowing the Iraqi people to develop a democracy. 3. (SBU) As we discus 


y of anyone in the MDC to execute such attacks. End Summary. 2. (S) Charles Mutama, who identif 


ED AN INCREASE IN THE USE OF ILLICIT DRUGS IN JORDAN. THE PRIMARY DRUG OF CHOI 
1bassador Bimha stated that he and his ministry were open to dialogue and expressed the hope that 


Column 4 Column 5 


or 
to help him achieve it. Quite simply the U.S. 


because without it the U.N. will be largely 


psychologically and 


deception and insincerity\" 


except for the purposes of passing 


possibly the most off-putting spectacle has 


an oasis of 
who will give the 


that is at 


and thereby vitiate the 17 existing lraq- 


Column 6 


inal work contract mandated daily payments, the employer had been paying wages on a monthly bas 
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which is obviously not 


the main thing is 


then Iraq will be excused from the consequences 


the U.S. is making a further effort 


his only recourse is nuclear blackmail. He 


however; it is a United Nations one although 


ypean Court of Human Rights (ECHR) March 12 issued its decision in a case file 


Column 4 Column 5 Column 6 
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bottled water biscuits spaghetti and no 
we will meet to look at other things we 


but declined to offer immediate comment. Meanwhile 


with immediate effect the import of 
table drinking water (spring or 
all types of biscuits and spaghetti and 


Azie had authorized the release of the 2001 Audit 


many Ministers publicly and privately 


the angry voices of these red-faced 


bypassed for the job six months ago was 
like Obasanjo 


which 
Ciroma also said \"What the 


\" hinting that there may have been more to the 


1g to UNODC, former poppy farmers from the opium-free areas are on the move throughout Shan St 


Column 4 


there has been some 
with many newspapers 
saying it will deter whistle blowers 


the 
and is 
if at 


public confidence in the 


based on past election-year experience and the 
the CBN would find it 


private sector lending 
compared to 43.5 percent the previous 
he said 


compared to 3.9 


the CBN reported that inflation 
down from 


according to Customs Comptroller-General Alhaji 


Column 5 


contributed 


Column 6 


OFOR states that in the event mechanized shrimp trawling is allowed, Government will impos 
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Customs\' revenue collection benefited from 
value added taxes and additional levies on 


at the expense of importers and consumers. Arguments 


Palm Oil and Brick Firms 


2003 that it is seeking core investors * 


(2) 70 percent shares in two 
and (3) 100 percent shares in 
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2003 probably will not see significant 
though it would not take much to surpass 


as bureaucrats put off 
first over the elections and 


after a 
chaired by State 
agreed to recommend to the government 


Us explained would not be a 
its mission would be to explain to 


3 the Governor,s office to begin his very busy day of visits. In a half-hour conv 


Column 4 
help then should they run into problems 


she said 


the 


the government has submitted a new mining 
per Us 
which apparently puts severe restrictions on 


the government is planning to issue 
2004 


and to an automatic 


and mentioned as examples 
the sugar quota 
and recent government 


and admitted that the government was facing great 


for 


that there was a consensus among the relevant 


but that nonetheless the government had not been 


though the second-half of the year could see some 


including some 
it will be hard for 


Column 5 Column 6 
and -- most 


once the 


is that no one 


the government will shift to an 


uniform 


the cola tax the 


Column 4 


when inflows totaled an incredibly low $569 million. 
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saying 


if reports around 


going back to Franklin Roosevelt 
much like George W. 


is tantamount to telling the 


3/13/2003 16:02 
3/13/2003 16:18 
Batayneh said 


all because of increased 


Batayneh 


with 


Batayneh said 


the total 


excluding additional social safety 
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\"the 


O3FRANKFUR Consulate Frankt 
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would 


force the GOJ to support 


d the United States in particular. (See reftel bio cable on Koch for more details. 


1855 leaders had agreed upon an organizational meeting in Lagos in March. The President acknowle: 


ASKED ARAGONA IF ITALY WOULD MAKE AN INDIVIDUAL STATEMENT ON THE US/UK/SPANISI 
val integration was the key topic. Maduro also gave significant credit to the patience and maturity of tr 
Nathalie Schryer Foreign Affairs and International Trade Julie Spallin Office of Criti 


: too large a scale to be useful for border demarcation purposes. 3. Post notes that the border demar 
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Chairman of the Association of 

000 independent truckers) said wartime losses would 
putting most of his members out of work 

the best-case scenario for Jordan would be an Iraq 

who has 


however are somewhat 


which handles virtually all specialized and oversize 
told us that even during a war there is likely 


due to the need to transport humanitarian supplies 
Director of the Jordan-Syria Land Transport 


said his business would be virtually unaffected by 
though the increased availability of underemployed 


as those charges would either be passed on 


though could be affected - 
where increased charges 


$4/ton was the increase). Raw 
Dalabieh said are 
with increases of even 50 cents 


totaling 
or 25-30% 


vould like our support for its candidacy, and will seriously consider giving its support to our candidacy. 
ment in January deploring the DPRKVs intention to withdraw from the NPT, and reaffirming the centra 
ctions to be held during the October 2003 fourteenth session of the General Assembly on Protection 


‘June 9, 2003. These events will continue to build understanding of what Vietnam\'s fisheries 
aquired prescription medicine. Lien denied reports that Quang was not taking his 


1 commercial farm worker. The seed fair and food distribution proceeded smoothly, and the commer 


Column 4 


and would likely absorb most of the increased costs 


as there is excess capacity 
and since QIZ containers 
000 per 40-foot 


even paying the estimated increased shipping 


there is a 


and aid agencies continue to care for 


whose constituents benefit most 
would not discount the 


they believe 
they believe 
and cannot possibly 


Mediterranean ports like 

Tartus 

but by no 

of the import activity. By contrast 
much more efficient port 


so it should be able to handle a significant 
and 


Aqaba should continue to 
particularly for high-value 
owing to its efficiency and 
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once again become a V'naturalV 
are underdeveloped 


and Beirut are 


Aqaba is a 
that was built up 


Column 4 


000 
000 independent plus 2 


prior to 1990 


a number that fell to 500 
the sector 


the one worry here is that 


there will not be enough trucks in Jordan to handle the 
say private 


is likely to outstrip the ability of 


for instance 
000 trucks just for its 


some contacts are not confident 


until truckers 


000 truckers and their families - most of them politically 
tourism 

and the like. To the extent that war dampens 

it will not only make those 

it will have knock-on effects throughout 


for example 


losses to the transport sector 


for example. They would 
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000 company-owned) fully occur 


Jordan was handling 4 million tc 
000 


in the short 


has been 


port 


and pass-through 


1000 to 5000 refugees, possibly within the next few months. He said th 
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in Mavan at least has already led to 


successful war 


many Jordanians are at the point where they 


\"if you\'re going to hit him hit him hard and 
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\"he 


which prohibit parties from 


Supreme Court of Appeals Chief 


which is closely linked to HADEP. 


the GOT closed two of HADEP\'s predecessor parties. End 


HADEP chairman told Emboff the 


a severe measure that will 


\"he said. Demir said HADEP will 


1e GOT has sent a clear message to the Kurds, as it did March 13 w 


ective, so long as it had access to information on a real-time basis. 3. (S) Comment: While we belie 
’ERATIONS (PRROS) IN EACH OF THOSE COUNTRIES WERE ASSESSED AND DETERMINED 1 


| MINISTER, THE AMBASSADOR STRESSED SEVERAL TIMES THAT PROVIDING A HOLD HARN 


Column 4 Column 5 Column 6 


Anti-Democratic\" Crackdown 


among both the Turkish State and 
as a possible Iraq war looms. 


a noted scholar at Ankara University\'s 


characterized to us the actions against 
disastrous.\" Oran drew attention 


\" opposed to human rights 
deliberately timed the HADEP 
he said. 


they expressed 


even in 
far from the fighting Kurds will be \"afraid to leave 
Saadet 


which focuses on 
released a statement 


In sum, Canada wants CHR to return to decision by consensus to the maximum e 
1e protection of Intellectual Property Rights (IPR) in 2002. Embassy recommends that Honduras rem: 
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rather than a simple 
to close aparty. The legislation also stipulated 


closures could also be based on the 


itself facing a closure 
strongly backed the legislation. In March Parliament 


publicly 


we 
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HE 


THEN THE 


AND STATED IT 


3 protect) said she found it ironic that Brazil and the U.S. were leading this effort, as they h 


3 REPORTED SEPARATELY TO AMBASSADOR NEGROPONTE THAT THE SIX HAD NOT BEEN / 


al Affairs investigated the allegations and convinced the workers to return to work assuring them that 


News Agency (KUNA) that the maximum output would be maintained for a brief period, but gave no 


Column 4 


QUESTIONING 
AND BELITTLING EUROPEAN MILITARY 


ACCEPTED 
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an international terrorist is like a criminal-- we 
in a firm way 


we all wish that Iraq disarm effectively to avoid this 


here in Honduras we 
and we will also support the international 


carried an editorial entitled: \"For Peace\": 


Peace yes - is the slogan of sincere pacifists 
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AND KNOWN TO THE PARTIE 
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we have to be 


JSED). (B) RE-MANUFACTURED OR REBUILT PARTS ARE CONSIDERED AND TREATED AS DE 
¡ER RAMA ISAAQ, SIX CASEWORKERS AND A SECRETARY. ON FEBRUARY 24, REFCOORD A: 


Column 4 


who invaded two neighbors and 
are motivated solely by ideals of 


because of the petroleum.\" 


so that we avoid 
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for the reforms and 
and the well-being of 


R.1.P.\" 
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2003 with regard to the proposal of the Director General of the Interna 


ze budget data website, http://www.mof.gov.vn/solieu_e/2000.htm, the GVN spent 
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\"U.S. credibility on Iraq has 


\" 


Blix: 
his inspectors were not spied on. No the Iragis 


he did not think Iraqi agents were posing as 

or that real scientists were being whisked 

he found no evidence of Iraqis hiding or moving 
he did not believe that Iraq had cleaned up some 


as Colin Powell alleged 


the trucks that Powell identified as mobile labs 


Iraq had not hidden the long-range missiles that 


he found no evidence that Iraq was producing and 


he saw no persuasive evidence of Iraqi links to Al 


ElBaradei: 


there was no uranium bought from Niger. Documents 


the International Atomic Energy Agency found no 


it 
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PROGRAMS HAVE BEEN USEFUL TO MANY DEVELOPING COUNTRIES AND JORDAN IS ONE 


Column 4 Column 5 
there is no evidence of Iraq using imported high- 
there is no evidence of a resumption of Vprohibited 


Powell is 


or America any 


14 months since U.S. 


V six months 


it's hard to imagine 
no one can say that the United 


Mr. Bush has 
deliberate steps.... And if Mr. 


at least no one can call it a Vrush to 


Japan and 

Washington has 

on the 

has no nuclear weapons and might or might 


Column 6 


mber of demonstrators was not reported. End note.) 2. (U) Another peaceful demonst 
ve for several years, and that many of the accusations levelled against it contained factual errors or v 
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of course 

but who can tell what mood America 

the situation between 

confirming its view 
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the King 


thereby presumably opening the 


however are likely to 


the parties of the Prime Minister and 
as they are already 

leader 

declined the King\'s 

former Prime 


the King \"conveyed the impression that he is 


according to Minendra Rijal a Deuba 
and hinted at the possibility of an all-party 


if asked in such a government. Deubal: 


Rijal said since Wwe don\'t know what arre 


none (except the National Democratic 


when they boycotted for the 
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\"\"illegitimate \" 


an all-party meeting originally intended to 


General Secretary 
hosted a meeting of representatives of 11 far-left 


including the Maoists--the first time all 11 parties 
according to one 


who attended the meeting said Nepal proposed the 


Mainali reported. Maoist 


but 
\" including the 


his appointment of a non-party interim 

the parties and the 
Mainali noted. He said he is 

who he said 

will accept the 

Mainali 


but could perhaps nominate surrogate representatives 


Y Mainali conceded but 


on March 12 the 
including UML General 


> above information, indicated that Al-Kumaym, as a Nabors employee, was a familiar presence at the 
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its leadership 


and 


more 
who) would replace the King\'s appointed Cabinet 


the Palace could 


if it lasts will also complicate 
who had thrived on the partisan 


parties and the Maoists 
but are less sanguine that the 


we sincerely doubt the 


the UML. 
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of which ZNPC is one of 350 member 
condemned the arrest and called for an 


before collapsing with 
of her repeated gang rape by fellow recruits and 


CIO officers 

but 

offering some 

but returned the 

as did Ncube\'s supporting clergy; the officers 


but is worried about his elderly mother whom CIO 


an 

Dr. 

the Anglican Bishop of Manicaland and 
said he felt 


g through UN agencies in providing relief, and sought Turkish cooperation in allowing transit of huma 


Column 4 
but one clergyman 
was also arrested. Witnesses 


at Bulawayo police station he was reportedly okay 
some 
spent the night in police cells. The Crisis in 


under which the arrests were 


Harare under the theme 
chasing away 
and arrested 6 people including Bishop 


Makumbe and an Emboff (Ref A). 


and 


and their increased activism certainly 


as opposed 
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but worried with reports that U.S military 


Turkish media published two reports 


the package (of financial aid for Turkey) 
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a close Embassy 


Column 4 Column 5 Column 6 
a 


tribal ties in Iraq and previous 
lamented U.S. reliance on Turkey for 


a consequence of \"the Turkish State\'s racist 


Kurds 


he emphasize will welcome 


he noted. \"I say 


our contact\'s 


he noted. Turkish support for an 
therefore 


actually harm rather than enhan 


given well established Turkish practice: 


relying primarily on military lawyers working 


which will present 
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stine Security Groups (CICIACS) is for three commissioners, with subpoena powers, a witness prote 


o relay our request immediately to President Portillo. 2. (C) Deputy Foreign Minister Jorge Perez call 


Year Ambassador: | am very aware of the difficult moment facing the world, 
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his comments reflect what we 
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they fear 
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Central Member of Nepali Congress (Democratic) 


senior-level Maoist and member of the 
arrived in Kathmandu and met with 


and 
King Gyanendra) and not the Prime Minister. 


Sharma 


but the GON had not created a conducive 
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for the second time 


saying that now was not the time to debate the 
but to solve 


and reiterated that people should \"rest 


analysts who gathered on March 12 to discuss 
contended the GON still 


as evidenced by its refusal to order the 


not learning enough 
and being ill prepared. They warned 


President of Nepali Congress 
said on March 7 that the Maoists should fully 
declaring that it 


demanding that the King reinstate the elected 
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an all-party meeting called 


ded in Summer 2002 ---------------------------------------- 2. In July 2002 the Ho Chi Minh City Economic 
through his possessions. They removed his computer and cell phone, as 
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and said that nine other prisoners might also be 


and have 


sources in the district say that the tower 
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Nepali Congress (NC) 
and the Peoples Front Party 


the Appellate Court of 


Baburam Bhattarai and Ram 


said the 


General Secretary of ANNISU- 


and Minister Pun sent a letter on March 
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nt OPEC quota of 2.138 million barrels per day (mmb/d) (ref A). The western oil exec clarified on Ma 
ement of foodstuffs to Iraq. He noted that the visiting WFP officials had not made ment 
e Ambassador noted that a number of U.S. companies have expressed interest in seeing ΟΡΙΟ cove! 
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Minister of Physical Planning and Works 


and therefore the GON was offering the 


on March 9 
Rabindra Khanal 
denied that the 
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the language of the code 
V phrases which 


arrests and 
Y vague language likely to spark debate about 


ich would lay out with precision the powers of the FCA. It had been agreed by the individual emirates 


Jested the meeting to discuss his concerns about the increased danger to Americans as more anti-wi 


Jordan today. The Sudanese nationals reportedly had arranged their evacuation from Iraq with the 


ng toward Hakkari provinceVs border with Iraq. That b 
Disaster Assistance Response Team (DART) Field Office/North and cleared by Embassy Ankara. 1 
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for example interpreted the clause 


arrest and kidnap in some circumstances. 


one of the Maoists\' key 


the Maoists do not currently have any prisoners. 
the Maoist leadership reportedly had instructed 


but clearly indicates that the Maoists have 


and 


and is planning to put up checkpoints in the city as 


the commander 


ad with the larger question of USG requests on Iraq March 17 (ref c), and confessed that he had not | 
sources and are presently at the Marib site where they will be examining the crime scene and int 
clearance to bring into Incirlik Air Base cargo in support of site preparations. Ozer shares the widely: 
/ Disaster Assistance Response Team (DART) Field Office/North and cleared by Embassy Ankara. 
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not all observers see the clause as a victory for 


the GON 


the term \"implies that the armies of 
and both armies 


whose spokesman told PolOff that \"points 


as a beginning to the 


V he told PolOff. \"We take the code 
but with certain reservations. 


the sincerity of the GON and the Maoists in adhering 


and the diluted language is likely the 


the requirement 


including the 
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s. They told the Ambassador that their concerns for what IIS agents might do against both Jordanian 


> all necessary steps to protect both U.S. and Jordanian interests. GNEHM 
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the immediate release 
and the return of the 


it may be a sign of 


or it may be simply the best indication yet that the 
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CHP Chairman Deniz Baykal interpreted constitution 


s to introduce and promote harmonized anti-TIP legislation, or in the alternative, to amend existing stc 
]. Acting Foreign Minister Anibal Quinonez told the press that Honduras supported U.S. actions and L 
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then you could not 
\"he said. In any case 


Baykal 
bringing democracy to Iraq is a \"utopian idea." 


CHP may not change its 
but a second resolution \"will help.\" 


who was in Parliament during the Gulf 


argued to Elekdag that international legitimacy applies 
Elekdag 


saying \"as a lawyer you would know better 


he explained Baykal\'s position against the 


CHP deputies complained to 


military MOU 


who has 


asserted that AK\'s 
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while professing their 
Baykal offered no such 


it would 
as the party in 
he averred 


because 

he said 
negative-value-added game. 
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except with 30 party logos and acronyms 


state of National Assembly election. COMMENT: 


but they must know his/her 


ear 
etc.). Those who can read will have 
since most parties have three-letter 
a number of which (PDP 

especially when a butterfly 
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\"we have to vote against the 
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s reassignment of key staff will present other 
the Director of Operations (described by 


and numerous other reassignments throughout the 


000 INEC poll workers at 
000 polling stations but no logistical plan for moving 


to say nothing of funded. 


INEC will supply each 
for a total of 60 


there will be numerous complaints. A 


while in 


but that would 


yet they lack the resources to 
to say nothing of providing 


whose names will appear on lists at other sites 
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providing such services. GNEHM 


large demonstration against the conflict scheduled to take place, the school busses will not be use 


jitively expensive; and 3) in the case of U.S. flights, if passenger dermand fell sharpl 
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Guobadia made reference to a code of 


none 


fearing that the Commission will favor the 


INEC was involved in an 
and the case 
with a decision finally emerging on March 3. 


INEC has managed 


INEC Secretary Hakeem Baba-Ahmed reportedly 


the allegation further weakens the 
s claim of impartiality and independence. 


INEC\'s poor performance to date suggests two critical 
the Commission likely will no longer be 


INEC\'s response to 


the failure to 
000-plus polling places 


the Commission\'s poor performance to date 


suggests that vast swathes of Nigeria\'s elite will 
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it may not matter much what INEC does 
the Commission\'s \"negatives\" 


and 
contending that INEC\'s 


2003. Were the Commission itself a 
it would be time to pull out of the 


there is no constitutional 
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entitled \"The Applicability of the U.N. 


\"was sent to TARC members last month and has 


the 


financial 


that the term 
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\"as 
can be applied to any 
it has lost all practical meaning. 


former Turkish Ambassador (also President 


poloff 


\" for example 


however 


Sanberk and Erguder said that the TARC will continue 
but that there was a possibility that there might 
or even total 
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on the ICTJ re 


that the only aspect the Commis 


changes in both the Armenian a 
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for 


Kaan Soyak (please protect) 
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the President of the 


told poloff on March 8 that his contacts in both 
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who is also the stateVs representative in 
is satisfied with the progress of the European 


however 


he could not assess the degree 


\"he said. People have lost faith in the government 


but admitted that the problems date back to the late 


and security, as well as the need for the community of nations to 


<e this occasion to single out Jim Waller for my warmest praise and thanks 
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\" he said. 


rational immigration law. Immigration is an 


which should 
referring to Moellemann\'s 
viewed as anti-Semitic 


which are of 


however in both 
that resistance to change 


who supports reform can use his influence 
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Erdogan\'s charisma 


the most common response is 
and came from humble beginnings 


as was the case with 
Nurettin Sozen. Most Istanbul 


as well as by Mayor Erdogan\'s decisions to ban 


however Erdogan worked quickly to 


we most often heard the refrain that \"he got 


thereby enabling the city to wean 
Erdogan supporters 


in which a 2 billion USD deficit was transformed into 


Istanbul 


but were largely realized at the same rate as 


gas 
crediting 


ind (D). This cable was draft by Disaster Assistance Response Team (DART) Field Office/North and 
raqi national hired by VOA/ORHA who needed to travel urgently. -------- C 
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many of whom live in the 


Bakirkoy and Kadikoy 

too however Erdogan is 
cleaning up the Golden Horn and 

new projects merely executing those 

a veteran 


effective administrator. 


but there are few who would deny that \"where 
there is fire.\" And while it is certainly 


the public evidence and 


the underground metro 
trash collection municipal 
and planting trees in public spaces. 


although 


DC supporters. We anticipate that the GOZ may continue to use the stayaway as an excuse to arre 


demand for banknotes, and have had no problems with correspondent banks outside the region. 3. 
Shuaibah. 2. (C) Because of those missile attacks, KNPC has shut down one of three LPG trains anı 
226, approximately 70 KM East of Marib, Yemen. - Investigative team conduct 
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who was at 


told us that major corruption in Istanbul 

continued under Sozen but reached new 
arguing that 

it was much more 


the pattern 


presumably return the 


which then 


who is also a former 


believes 


the prosecutor himself asked that the charges be 
unexplained delays in procedural 


for example but the prosecutor 


the cases have lacked traction 
stemming from Erdogan\'s 
that Turkey\'s 


unlike the 

Erdogan still 

almost uniquely applied to 

that corruptly-attained funds were 


garbage trucks and other amenities for 


our 


thern press reports have concentrated on opposition to the war, concentrating on s 


ap in New York would probably be decisive. Corado could not comment on whether Guatemala w 
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and that ironically they would 


coupled with its recruitment of shady though 
has made it 


he believes that this 


formerly the General 
was removed from office on 


both 


the heads 


the State Water Works 
and the General Foundations 


however. Despite his narrow 
the corruption scandals 
Erdogan remained loyal to the 


instead devoting the bulk of his efforts 


thereby laying important groundwork for the 
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and unrelenting criticism 


as are in place, including standing a 24/7 watch using RSO-directed Embassy elements with agreed-ı 
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rican Development Bank (IDB) meeting due to the war. He did not mention GOH support for U.S. pc 
yadian delegation has given assurances they will side with us should this proposal comes to 
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it is likely 


if his 
his efforts as Prime 
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the process of the 


and 


as some ultra nationalist 


including Bosnia 


in fact 
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was an ultimatum about Iraq wri 
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with the help of the 
studied the ultimatum as two 


but to decline 


and right after it receives the vote 


and Ankara continues to resist.\" 
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and that therefore before he does anything else on 
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saying 


\" and that the GOG had successfully averted a 
000 


000 public school teachers ever participated in the 


he was required by election law to 
six months 


000 of the strikers. The minister said 
the ministry will publicize 
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ral of PRM A/S Dewey\'s March 12 proposal. UN agencies noted a range of bureaucratic and other d 
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one of suicide. Carlos Fuentes 
one of the principal strike leaders 


the case had not been transferred to the 


Ambassador Hamilton raised the need 


on 
2002; Baudilio Cermeno Ramirez 
in June 2000). Both ministers 


and the 


including warrants for arrests) to make progress on 


with Labor Minister 

the Attorney General on January 23 

and Economy Minister Ramirez on January 21. 
the Ambassador raised USG concern over labor 
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brother of 
was 


on December 
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re also traveling to the North today to assess the situation. The same KPC official noted that crude fr 
BU) On March 20, Sola Omole, ChevronTexaco\'s Manager of Government and Pub 
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the 


Labor Minister 


in time for the 


which the MOL later provided. 


GOG CAFTA negotiator Salomon 


and is sponsored by AID\'s regional trade capacity 


and attended the 

lawyer for DYMEL 

has resigned as GOG CAFTA negotiator for labor issues. 
Guatemala\'s foremost (pro-union) 

told LabAtt that the session was hampered by 
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labor and 


2) occupational 
3) freedom of association and 4) 


not 


and would also support a mechanism to punish 


as under GSP. 


campesino groups blocked 


and in support of the teachers! strike. On 
President Portillo promised Q100 million ($12.8 


000 families; additional 
the government land bank to 


the Committee for Campesino Development 
507 workers on 86 


sugar rubber ranch and banan 


Iraq) and make the fire fighting efforts easier). (N.B. Other KPC officials had reported that no fi 


tlining U.S. humanitarian aid commitments to Iraq. -------- Consular ------- 


‘e formidable negotiating opponent and GL as a pleasant but not pivotal figure. 
the displaced persons via two Antonovs that are scheduled to arrive sometime tomorr 
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who are increasingly seeking better 
a worker is 


while in 


press reported that many coffee pickers 


267 in the 1999/2000 harvest to 
332 in 2000/2001 and was only .859 this year. 


the sectoral union for beverage workers 


Mariposa. Unlike at Coke\'s bottler which is 90% 


Mariposa\'s rate of unionization is 


which is 


089 785) 59% are 
10% are unemployed and 9.1% are under-employed. 


bank management has refused to reinstate two 
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and although $8.7 
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noting that 


RiteTime. Obasanjo then said the 


but we believe 

not 

is the deal-maker in this venture and is 
including the 

000 advance to World Airways. Based on 


World Airways will not fly to Nigeria. 


so the President can probably have it changed. 


because lack of jurisdiction over NCAA 
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and we condemn this situation \" and 


saying Turkey had violated the 1st 


and mistreatment 


and remarked that the defense lawyers 


and brought from Kenya to 


EHRC did not demand 


000 euros for court's expenses. Regarding the 
OcalanVs lawyer Hasip Kaplan 


and that he would appeal the 
as well as 


meanwhile also opposed 
saying it lacked solid 


who demonstrated in front of the 
shouted anti-US slogans 
and read poems of peace 


a member of the 
who was arrested 


Column 4 


Mehmet Can Celik 


that protestos 


the Foreign Ministry and Turkish 


and the rules were given to the 
and they would make no 


now Celal 
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and the 


Talabani said Turkey could 


Ugur Ziyal guaranteed 
Mustafa Ziya claimed 
and 

the 

and Turkey. Mr. Ziya claimed Kurdish groups 

including the KDP and PUK had 


and would put them into effect the 


000 thousand refugees 
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WHILE A 


A SHORT BUMP-UP IN PRICES 


IF SABOTAGE OR TERRORISM OCCURRED ANYWHERE 
TOURISM IN CROATIA COULD SUFFER. HE CITED AS AN 


WHICH IS HOW MOST TOURISTS COME TO 
\"TIGHTER BORDER CONTROLS\" HAVE SUPPOSEDLY 
WITH LITTLE OBVIOUS ADVERSE 


AND AIRFARES 


S ECONOMY 


\"HE SAID. HE ADDED THAT THE REST 
S ECONOMY HAD LIMITED TIES WITH IRAQ. INDEED 


CROATIA HAD ITS BEST TOURISM SEASON IN 
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DEFENSE 


\"WROTE 


1 assistance from host country police assigned to the mobile patrol vehicle. Upon hearing the radio cz 
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NOW THAT IT HAS SIGNED UP TO THE VILNIUS 


IF THE PRICE 


SUCH AS CUTTING TAXES ON PETROLEUM WHICH MAKE UP A 


ALREADY UNDER SEVERE 


THE GOC ADOPTED A \"DECREE ON 


IN REALITY THE DECREE WAS 


ACCORDING TO THE HEAD 


THE STATE PETROLEUM COMPANY CONTROLS ABOUT 85-90 


2004. NOT UNTIL 2006 WILL COMPANIES BE REQUIRED TO 


TION WOULD BE EVEN MORE USEFUL IF THERE WAS SOME INDICATION OF WHEN SUCH P 
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IT DOES 


THE IMPLEMENTATION OF 


IF THE WAR IN IRAQ 


S EXPORTS IN 2002 WENT 
WHICH IS NOT EXPECTED TO BE DIRECTLY AFFECTED BY 


SUCH AS BRITAIN AND 


A STATE-OWNED MANUFACTURING AND ELECTRONICS 


COULD ONLY IDENTIFY EVENTUAL POSSIBLE 


PRIVATELY MFA OFFICIALS HAVE 
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onse Team (DART) daily cable that will report on the humanitarian situation within Iraq from Kuwait Ci 


team is working in as safe and secure an environment as possible. USACE (working under the Offic 
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Istralia, senior central and provincial level Government staff, NGOs and civil society. There were nur 
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AT LEAST IF ANY CONFLICT IS OVER FAIRLY 
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Iraq 


Castillo said the GOG has not yet decided on 
which will be determined by President Portillo 


the 
and said that Portillo had received an invitation to 
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Castillo said Guatemala hoped for a peaceful 
though he said this did not mean the GOG would 


and 


Castillo said the 
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Castillo said that three 
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Middle East 
President Portillo was likely to make the decisions 
in consultation with Foreign Minister Gutierrez 


and it is too soon to predict what factors will 
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and would welcome the engagement of others 
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the United States and Britain have little 


such exasperation is understandable. 
Washington and London should make every effort 


Blair must give Iraq time\" 


so ineffectual and so 

Saddam sits in 

gloating. This is what comes of trying to 
bully and bribe an otherwise united Security 
needlessly 

Saddam is a dangerous criminal who 
chemical and biological 

passed 

demands that. But it doesn\'t 


as Bush has 


Britain or any other country. He can be 


result in tens of 


international affairs 
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making his 
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but to the whole world. But have all means 


Saddam will simply stop co-operating 


the United States and other big powers will 
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and he likely will want to avoid incurring heavy 
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combined with personal wealth unmatched 
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as we implement 
we will need to find ways effectively to 


even if authorized by the UN. 


where only 34 


He also suggested that actions to unblock frozen assets could lead to lawsuits against governments 
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Albertans exhibit the highest level of 


are more strongly opposed. In Saskatchewan and 
67 percent (up from 53 percent in the earlier 


published at the end of 2002 has 
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conducted in July 2002 shows that Canadians hold 
only the U.K. 
from 71 percent in the 


far higher levels 
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American support for 
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the findings of 
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despite the 
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BUT TO DATE ONLY $1.8 


PAYING LIP SERVICE TO THE CENTRAL GOVERNMENT IN 


WHILE MOVING AHEAD ON THEIR OWN 


V DR. TARIQ SAYF 
EDITORIALIZED IN VAL ITTIHAD\" ON 3/9: 
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Chairman of Kuwait\'s Environment Public Authority 
EPA Deputy Director 


and air pollution resulting from an Iraqi 
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turning Kuwait\'s sky 
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and contributing to the country\'s 
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Kuwait has folded the environment into 
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with key members of Kuwait\'s 


devastating 


tion about the arrest. She will call back once she has more information about 


f politically motivated murders and near misses over t 
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when Kuwait was caught off guard by Iraq\'s 
the GOK is now preparing for the worst. In 
Kuwait\'s Ministry of Defense declared the 


\" restricting entry. Kuwait\'s Civil Defense Department 


including how to stock home shelters and to deal 


gas masks 


000 families. Hospitals are 


the GOK announced 


Post began asking the EPA 


in addition to the 

include representatives from Kuwait\'s Civil Defense 
Ministry of Public Works 

Kuwait Institute for Scientific Research (KISR) 

and other government agencies. 


000 Kuwait Dinars (about USD 
including the purchase 


which is led by 
the GOK intends to 


water 
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refineries and tankers 
as well as maintaining Kuwait\'s 


Saddam 
and Iraqi 


the GOK has contracted 


Kuwait Oil Company (KOC) announced that the 


and other oil fields 


would 

000 bpd 

where the 300 000 bpd capacity Manaqeeesh 
was also a possibility Arbeed said. 


adding that Kuwait is currently 


US and other allied vessels operating in the 


similar to those which damaged the USS Cole and the 


if necessary. Kuwait oil analyst Kamal 


either initiated by lraq from its own 
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000 barrels the GOK will rely on outside 
including the Bahrain-based Marine Emergency Mutual 

Ltd 

including Iran to share 


oil flooding and toxic fumes 
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sea turtles and aquatic plants. To minimize 
Ali Haider of the Sea Pollution Monitoring 


was being 


the EPA has contracted a $1 million Canadian boat to 
in an effort to protect the 


including rapid 


urban and desert are which 


as well as noting 


Dr. Salim Al-Hajraf of KISR recently 


compares data on gases in the 

and transfers the findings to the EPA\'s central 

where experts determine the best way to address 

Dr. Sarawi noted is that 


and must rely on American and 


the GOK has established an alarm 


ms officials tell us fiberscopes are still useful. Customs officials are also happy 
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Kuwait\'s Minister of Justice Ahmed 


Dr. Sarawi said 


000 copies of an 80-page magazine called 
Y which will carry features on chemical and 
preparations for emergency shelters and 


as well as providing three hotline numbers 
EPA 


only a small percentage of people own gas 
nor do they have adequate protection or supplies at 
Dr. Sarawi said. His deputy Al-Rashoud added: 


so 


the GOK has finally begun 


Kuwait will need to rely heavily on the US and 


however to see the Kuwaitis 
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given the regional 
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the PM told the assembled party heads that 
through its conscious (sic) leadership and the 
is able to 
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the GOJ has also recognized the need to allow 


the GOJ allowed large peaceful demonstrations to be F 
the country\'s third largest city (details 


the rhetoric was (according to press 


\" while former Parliamentarian Mahmoud Kharabsheh 


their commentary was deeply skeptical. A cartoon in 


and the promised Palestinian state should it ever 
V would lack 


people a capital and contiguous territor 


but nonetheless 
however that if the 
he should 


\' he should ask Israel for a 


dligible WFP beneficiaries in February since food aid deliveries have improved and all implementing r 
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organized by the \"Higher Coordination 
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rallied \"against the war\" and proclaimed their 


there were some vocal calls 


who has been in Jordan several months and 
described this one as \"most 


approximately 2 000 marched to a similar 
organized by the leftist \"Jordanian 

proceeded peacefully amidst a strong 

anti-war 
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GOJ Department of Palestinian 
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the \"political party organization 


message 
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our contacts hold 
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but America 
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it ignores the lraqi 


namely [Arab League Secretary General] Amr 
dare to tell Saddam to step down. ?\" 
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because it is the people who elect 
if Saddam relinquishes power the 


who was able 


all who 
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WFP projected that its February 
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WFP plans to target roughly 93 


4.7 million beneficiaries of the 
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the international food assistance effort 


it seems clear that international 
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WFP expects to stop general 
in favor of 
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WFP projects 


expected to 
and other 
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as necessary 
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attending the lunch were Vice Minister of Government a 
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WFP projects a 
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and 20 
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and is expected to open in late 


and the 


the GOZ continues to require WFP to mill 
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and 8 


remaining stocks of maize are not 
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the United 
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valued at more than $82 million. 
000 MT of 


000 MT of this maize will be 
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and 
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depending on the stage of the business transaction 


or Turkish Customs would attempt to intercept 


Alkan said that Foreign Trade had stopped 


he told 


but had not yet 


Column 5 Column 6 


valued at abot 


OSANKARA(16! Embassy Ankara 


and 


JP grow 


| signs warning workers t 


Column 4 


3/17/2003 8:29 


WE HOPE A 
WHICH EVERYONE IS DREAMING WILL OCCUR 


SHARJAH-BASED PAN-ARAB \"AL 


WHETHER THEY ARE ACCEPTED OR NOT 
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IS STILL GOING ON AS WELL. IN 
INITIATIVES AND 
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RESULTING FROM 
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VAL 


UK PRIME MINISTER TONY BLAIR 
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AND 
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inflation over 200 percent and 
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the Vietnam Fatherland Front 


the Vietnam Peace Committee the Committee for Asian- 

and the 

between 2 000-5 000 people from ; 
including busloads of schoolchildren 

workers 


etc. The protest was notable mostly for its 


even this outdoor gathering \"passed a 
the UK 


a former CPV 
called for the UN and all \"responsible 


as well as in the \"common interests 
\" to protect the independence and 
including Iraq. 


the Vietnam Women\'s Union another mass 
held a rally also on March 15 

its opposition to 

and its \"complete sympathy\" with the women and people 
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it has instead 


\" chaired by politically influential SPDC member 


which also includes top 
to work closely 


with 40 percent of 


though. According to 
while his bank had to provide a list of large 
000 -- and up) 


one banker suggested. 


meanwhile are shaking their 


Column 4 


and the current scramble for kyat 


and the spot value of gold fell an additional 2.25 


while borrowers tremble 


000 kyat/week 


between new deposits and hastened loan repayments 


this situation is tenuous at best. 
total deposits have continued to decline -- a 


which simply 


of course 


however 


the net result of this decision is just to spread 


the government will take another look at 
however 


more and more of the economy 
the only place where credit is available 


most commerce may remain in the shadows 
the short-term future for companies 

and the economy as a whole 

already weak firms 


could easily go under or be forced 


if they survive March 
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that 
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Column 5 Column 6 


03ABUDHABI Embassy Abu Dr 


Column 4 Column 5 Column 6 


3/17/2003 9:59 03COLOMBO: Embassy Colomt 
a local guard 

3/17/2003 11:28 03COLOMBO: Embassy Colomt 
the Sri Lanka Monitoring Mission (SLMM) and 


the Tigers are sponsoring general 


men population of Irbil. 


N IN TURKEY CONTINUE TO FACE A CUMBERSOME PROCESS, BUT THE TURKISH GOVERN! 


Column 4 
in acknowledging the difficulties 
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DFM Helgesen made clear that the two sides 


so that there is no more violence. 


in particular 
effectively holding 


the SLMM ruled that it could not make a final 
caused by neither sides\' contacting it 


the 


the 


resettlement issues 


the Hakone round seems 


if 
the negotiations could 


as Helgesen has 
the two sides clearly need to address the issue 


modalities of some sort need to be worked out 
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many Nigerians view the GON as complacent toward 


though the reasons behind the violence remain 


president of the Movement for the Survival of 
says the motive itself is less 
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\"he argues 


or allies 


Eni Akinsola of CDHR 


allegedly under orders 


THUGGERY 

persons who initiate violence will usually 
most sources 
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are threats by hired thugs. Southern human 


failing to discourage criminal actions by their 
including Eni Akinsola 


Belo Aideloje 


they claim. 
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they claim. 
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\'He\'s my candidate.Y You know what they mean. 
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national coordinator of the Justice Development and 


predict that roughly half of 


\"they say. \"Kwara is anybody\'s game: Lawal 
or Lai Mohammed.\" Rivers and Delta will also be 


though the urban centers may be peaceful 


and the PDP 


Kebbi 


they argue. Nassarawa may have skirmishes as well. 


think Akinsola and 


because \"the two factions of the OPC have agreed not 
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where the vote is being 
Vallocated 

for the 

\"the big-wigs won\'t allow their 


but the four parties are not fighting 


Sokoto 
Adamawa 


\" asserted Akinsola. \"If you cross the 30 percent 
then you can rig it to get the 

according to Ledum Mitee of the 

does 
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rather 


Delta State) 


his recent efforts to shore up political support 


tensions continue to riddle 
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and/or Sabaa Islamic Bank we need to develop 
and follow where that evidence may lead 
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ARGUED THAT THE CENTRAL ROLE OF THE ITU AFTER 


STANDARDIZATION AND 
HE ARGUED 

ESTABLISH PRIORITIES AND 
HE URGED. IN 


THE ITU SHOULD FAVOR THE UNIVERSAL ACCESS TO 


THEY NOTED SOME 
THEY ARGUED TO GIVE COMPATIBILITY TO: 
GIORGOLO AND OTHER ITALIAN DELEG/ 


BIGI COMMENTED. THE GOI EMPHASIZED 


ITALY\'S POSITION ON WIRELESS 


rganization, the Supreme Petroleum 


II capacity, but would not drop significant 
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MINISTRY UNDER 
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PROMOTING THE AWARENESS OF THE 
WORKING WITH THE PRIVATE SECTOR. 


THE GOI WANTS TO 
FUNDING OF 24 MILLION EUROS HAS BEEN 


ANNUAL FUNDING WILL INCREASE BY AT 
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ACCORDING TO MINISTRY OFFICIALS. ITALIAN 


THE U.S. 
AT&T MOTOROLA) AND ITALIAN 
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AT&T AND OTHERS COMPLAINED 
WHILE VERIZON WHICH IS THE MINORITY 
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AND TO COLLOBORATE PRIOR TO KEY MULTILATERAL 


PARTNERSHIP WITH ITALY WILL BE INVALUABLE. 
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Turkey 
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were killed by land mines in 2001. 
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the Commander of Turkish Navy 


Gen. Dotson visited the Iskenderun 
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and foreign journalists must 


it has been decided that press 


most of 
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influential Arabic daily Al-Dustour 
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will 
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it will 
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where he died on March 13. Following his evacuation 
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infection control practices at this 


all with a direct 
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one additional 
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and shortness of breath and 


he was medically 


and 


ICE BOTH ITS CONCERNS FOR THE POTENTIAL SUFFERING OF INNOCENT CIVILIANS FROI 
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the agent causing the syndrome has not been 
the agent does not appear to be 


pneumonic plague 
the Hong Kong cases and the Hanoi index 


but 


and include high fever 
many affected 
bilateral pneumonia. 


with 


Australia 
WHO\'s coordination of the international response has 


and may even have 
later response 


the GVN 


Vietnamese television has begun to publicize preventative 


the GVN Ministry of Health (MOH) held an 
which included several foreign experts in 
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Hantavirus or 


muscle aches and in some 


and Japan are now arriving in ct 
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the Czech 


the 


but has nonetheless issued a travel advisory of 


advising of the closure of the Hanoi French Hospital 
recommending precautionary measures to 
Hanoi has held V'town-hall 


there are no confirmed SARS 
although local news reports refer to two possible 


and the likelihood 


until it is clear that the 


even before the outbreak medical care in Vietnam is 


Column 4 


Singapore or Bangkok (both 
few international level 


reportedly 
limited 
and even 


tourists from southern China 


it is highly probable that SARS will spread in 
because of the lack of availability of adequate 


some exposed patients have attempted to 
thus exposing 


medical evacuation is difficult and expensive even 


evacuation will become unfeasible. Medevac of official 


Mission wishes to draw the DepartmentVs attention 
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ADNOC has the capability to shift 


for example 
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had 


onths. The increase was not enough for malnutrition among pre-school aged children in the district tc 


Column 4 
000 barrels per day 


operated by ZADCO 
000 barrels per 


while ADNOC 

it might relax 

as it had done 

when more than 50 million 


but since 
the local gas processing company 


if needed. Al-Suweidi said 


suggesting a surge capacity closer to 2.8- 


process 


but it is 


Column 5 


is producing a 


does not have 


however 


and export that 
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000 


that 
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as was demonstrated last week. To take 
ADNOC has 


Al-Suweidi 


ADNOC would have to receive specific 
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WE HAVE AGREED THAT WE WILL NOT PURSUE 


WHICH FOUND IRAQ IN MATERIAL BREACH AND GAVE 
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THE VOTE COUNTING BECAME A 


SPANISH PERMREP ARIAS 


WHICH IT SURRENDERED. 
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freedoms 


including via 


\"The Standard 


but he declined to be drawn on what forms it would take. 


the Ambassador urged restraint in a 
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and dignity 


V MDC leader Morgan Tsvangire 


Column 4 Column 5 Column 6 
said the 


with 


but no march in downtown Harare as yet. The 


MDC Member of Parliament and National Executive 


however that MDC youths 


and that some 


run by ZANU-PF 
would be fairly easy Biti claimed as 


that it might be more difficult to convince people 


many businesses we have checked with have 


some 


the Embassy has announced 


has now called for mass action 


esident\'s dismissal of COPR 


ze again raised concerns about Cuban meddling in 


since they expe 
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the MDC has planned a number of 


police stations 


the fact that some employers have 


increase the chances for a 


the MDC has prepared the current 


the 


from Tsvangirai down 


we cannot rule out the possibility of 
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Maduro said that the GOH might make a public statement 


which Post sent to 
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and food queues -- and appears 


not 
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announced 1 pm 
Treasury raised TL 1.07 quadrillion at the annual 


2004 maturity bond and a 4.5 mor and were 


not for 
the low demand in today\'s 


carried 

was prominently covered by some local 

for 

highlighted the Secretary\'s comments that there 


VI wouldn't eliminate any of the options that are on 


the 


at 6:00 am March 17. Treasury public 


bill which became law in February, an 


Column 4 Column 5 Column 6 
who attended the session 


March 21 (since the President has ten days 


and it needs to be in place by April 1.) 


State Minister Babacan 


$82 billion of which is domestic debt service 


the 2003 budget includes TL 500 million in DIS payments 


if tax revenue came in better than 
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pay 
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Uslu asserted he opposes 
he wondered if 


he said 


he appeared resigned to 


but prompted by budgetary and 


particularly outgoing 


including 


000 workers but 
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and would focus its efforts in the remainder 


and believe this will help reduce incidents that lead 
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and 


and 
it is 


such as Guatemala\'s border differences with 


and said the GOG would seek an expedited process at 


Ambassador Jose Felix Palma Poloffs discussed 


but cautioned that the date could slip if a 


3/17/2003 21:52 O3NASSAU57 Embassy Nassat 
3/17/2003 22:45 O3USUNNEW' USUN New York 


DRAWING FROM THE MARCH 15 RUSSIAN - FRENCH - GERMAN 
PUSHED FOR A COUNCIL MEETING ON 


MARCH 19 TO DISCUSS APPROVAL OF 1 


‘the Gua 
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MARCH 18 FOR 


BUT HAVE NOT AS YET SURFACED A RESOLUTION PUSHING FOR 


AND SOUGHT TO MINIMIZE DIFFERENCES UNLIKE HIS 


ASSERTING THAT THE RESOLUTION WOULD NOT HAVE HAD 
AND MEXICAN PERMREP 


ASSERTING THAT 


FOCUSING INSTEAD 


AS THE 


UK PERMREP GREENSTOCK CONVEYED THE SAME MESSAGE IN 


NO PRESSURE AND NO DISARMAMENT.\" HE 


Column 4 Column 5 Column 6 


IN THE VIEW OF HMG IT WAS STILL 
SAYING 

IN THE EVENT FS STRAW DID COME HE 

IN THE FACE OF A CERTAIN VETO THREAT THAT THERE WAS NO 


SAYING THAT THE U.S. HAD PROMISED THE UN THAT IT WOULD 


BUT THAT THE U.S. 


AND SAID ΤΗΕ \"CLUSTER\" DOCUMENT DELIVERED 


ALONG WITH DETAILS OF HOW UNMOVIC INTENDED TO GO ABOUT 


SAYING THAT UNMOVIC DID NOT USE THE 
SUCH 


Column 4 Column 5 Column 6 
RESIDED IN THEIR 


AND WAS NOT 


NOT YEARS BUT 


IN THOSE 

ANTHRAX OR MOBILE CW OR BW LABS 

THEN IT SHOULD BE A RELATIVELY 

IF THEY 

THEY WOULD FACE A FAR MORE 

OR NEVER HAD A PARTICULAR SYSTEM. BL 


BUT THAT HE AWAITED UNMOVIC\'S 


AND SAID HE WOULD WAIT FOR THE SYG\'S 


THE NUMBER OF HUMANITARIAN 
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WHICH COULD NO LONGER OPERATE 


AS THE LATTER WOULD REQUIRE A UNSC 


WITH 130 


LISTING THESE STEPS AND EXPRESSING THE 


RUSSIA \"TAKES A 
THAT INSPECTIONS 


RUSSIA AND GERMANY ALL BELIEVE! 
AND HE REQUESTED THAT THE COUNCIL SET A DATE SOON SO 


PREFERABLY EITHER 
SINCE IT WAS \"CLEAR 


BUT YOU CANVT BLAME FRANCE 


WHICH PERHAPS OTHER COUNCIL MEMBERS 


\"TO WHICH ALL ARE 
\" BUT \"MUCH TO MY SURPRISE V HE HAD LEARNED 


THE CO-SPONSORS COULD DO AS THEY SEE FIT BUT THE 


Column 4 Column 5 Column 6 


WHEREBY THE INSPECTIONS WERE MAKING PROGRESS 


\" FRANCE COULD NOT SUPPORT A PROPOSAL THAT 


THE DRAFT RESOLUTION WOULD NOT HAVE ACHIEVED A 
A \"NO\" VOTE DID NOT 
HE STATED. THE 


FOR THEY REMAINED COMMITTED TO 


HE STRESSED. HE WAS THUS INTERESTED IN THE DRAFT 
WHICH HE BELIEVED SHOULD BE APPROVED 
KRDTS AND AN INSPECTOR-PROPO: 


WITHOUT THE AUTOMATICITY 
BUT DIFFICULT TO ACCEPT FOR THE 


GIVEN PROGRESS MADE IN 
HE REPEATED. THE COUNCIL COULD CONTINUE TO WORK 
LA 


BUT 


THE COUNCIL SHOULD MAKE 


RUSSIAN AND GERMAN MARCH 15 JOI 


AND 


kyo seminar is cancelled and he asked t 


ause of the unique situation of schools in East Jerusalem, Ms. Bawab works 
NTS OF THE ISRAELI AND PALESTINIAN SEEDS IN ISRAEL AS WELL AS COEXISTENCE MEET 
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THEN IT WAS \"VERY 


CHINA WAS ALSO 
AND RESPECTED THE 


CONSENSUS NOT EQUAL TO UNANIMITY 


AND THAT THE 


HE STATED. PLEUGER EMPHASIZED THAT HE \"COULD NOT 


THESE MEMBERS WANTED PEACE BASED ON UNSCRS 1441 
IT WOULD NOT MAKE SENSE TO SUSPEND 

HE STRESSED. BLIX HAD PREPARED THE DRAFT WORK 
WHICH WERE \"NOT THAT 


GERMANY WOULD 


CAN'T BE SELECTIVE 


READ AS A 
SPAIN HAD NOTED THAT IRAQ WAS IN MATERIAL BREACH. 
BUT HAD A 
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FOR EXAMPLE VANY OMISSION 


THE INSPECTORS 


THE FRENCH DELEGATION SAID IT WOULD 
AND THIS WAS UNACCEPTABLE. 


ies himsel 


CE IN JORDAN IS HEROIN SMUGGLED IN FROM TURKEY. THE TARGET CONSUMER IS YOUN 
dialogue would 


is for the previous six months. The Labour Disputes Section of t 
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SAD THAT IT WAS 


BELIEVING THAT IT 


BUT COUNCIL MEMBERS SHOULD NOT RESORT TO \"MUTUAL 
\"AS LONG AS COUNCIL MEMBERS HAD THE 


BULGARIA WAS OPEN TO ANY PROPOSAL THAT COULD 


THE COUNCIL SHOULD FOCUS ON THE MAIN 


AND CONTINUE DIALOGUE. THE COUNCIL HOWEVER 


PAKISTANI PERMREP AKRAM 


AND WOULD CONTINUE TO DO SO. 


BUT 


PAKISTAN BELIEVED THAT 
AND DIPLOMATIC 
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MEXICO: (TYPICALLY OF LATE) UNHELPFUL 


\"GIVEN THAT THE INSPECTIONS ARE 

AND CHANGED THE DYNAMIC 

V WHICH HE ASSERTED WOULD HAVE LED TO GREATER DEMOCRACY 
BECAUSE OF THE 

HE 


ALTHOUGH THERE WAS \"NO 


ECHOING PREVIOUS POINTS 
OUTLINING MEXICOVS INTERPRETATION OF 


AND 
REGRETTED THAT THE CONCLUSION HAD NOT BEEN TO 


MEXICO SHARED BILATERAL COMMITMENTS THAT RELATED TO 


HOWEVER 


\"ITS EXTERNAL POLICIES WERE FOUNDED ON THEIR 


AND ANOTHER REQUIRED THAT 


AND THUS \"THERE WAS NO 


ate, seeking 
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FOR MAJORITIES -- WHETHER OR NOT 
MUST ABIDE BY THE RELEVANT 
AND CANNOT THREATEN INTERNATIONAL PEACE AND SECURITY. 


MEXICO SUPPORTED THE DRAFT PROGRAM OF WORK 
HE 
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BUT THOSE RESULTS WERE NOT SATISFACTORY TO EVERY 
THAT SEEMED TO BE THE SITUATION FACING 

HE PAID TRIBUTE TO THE MOST 

BUT \"EVEN THAT\" DID NOT WORK. WAR CAUSED 

AND IF THE COUNCIL COULD AVOID A DECISION 

IT SHOULD DO SO. ON A PRACTICAL NOTE 


\"TO LET THINGS CALM 


HOWEVER THEN THE ATTEMPT SHOULI 


THE COUNCIL HAD NOT 


\" AND 


BUT WHICH 


COUNCIL PRESIDENT FOR MARCH 


THE 
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HE 
\"WITH THE U.S. INFORMING UNMOVIC AND THE IAEA TO 
THE INSPECTORS\' WITHDRAWAL AND THE STATEMENTS MAD 


BUT THERE 


AND HAD PRODUCED REPORTS ON ANTHRAX AND VX. NOW THE 
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however the Deputy Foreign Minister 
even though they remain unable to endorse 


Canada 
in its public statements will voice 


he said 


Political 
despite public 


they will also be available to provide escort 


and there are 
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express 

and focus their public comments on the real 
Iraq. They are also prepared to be as helpful as 
an aspect of their role 
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once their 


the same 


he brought along a Mennonite leader from the 


a Colonel 
he had been working 
Kon Tum 


only to reject the applications 


although ConGenoffs did not 
or difficulty in speaking.) 
the government had repeatedly refused his applications 


something he 
police had 


but he was forced to move. 
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lost his job in 


and Gia 
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including claims that government officials 
Ede 


and pointed to an organized campaign to promote the 
ritualistic (i.e. 

and many of the 

they did offer to 

their offers to provide evidence in 


the pastors asked ConGen to 


behavior that the pastors claimed 
while the GVN was convinced of their involvement in some of 


they had never pursued such methods. When 
however 


they had never discriminated 
they proudly claimed to have 


located along the Cambodian border. According to 
nearly 3000 Xtieng in Loc Ninh District had been 


they had incurred greater repression in the form of 
police and military units had 
leaving the villagers 


Column 5 


and Gia Rai 


not Christian) 


Column 6 


Column 4 
the pastors 


police prevented another 150 from reaching 
the pastors noted that 


\" and that the Mennonites had used the village in the past 


where the pastors 
also 


is a former FULRO member.) The pastors 
because they 


the 
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dged at length the pioneeri 


H IRAQ RESOLUTION AT THE UNSC. ARAGONA INDICATED THE GOI HAD NOT CONSIDERED 
1e Honduran public and the Nat 


‘cation issu 


Choui 
ıl importance of the 
of 
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but gaining access to 


most responsible observers have already 


and been their spiritual guides in the past. Also 


a 180-degree reversal of their policy 


the frequent references to FULRO members and violence. 


the sudden spike in the level 


coupled with the apparent 


leaves Post to wrestle with interesting 
for the level of 
these individuals seem very 


Post will 
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zial farm worker provided first-hand support for the widespr 
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AND TWO HAVE 
BUT NONE OF CROATIAYS POLITICAL 


IT HAS OPTED FOR 


THE LATEST 


IT MUST MOVE QUICKLY. WHILE THAT 


MOST 


BUT THE TEMPO OF 
MOST POLITICIANS TELL 
INOCTOBER OR NOVEMBER. THE PARLIAMENT\'S POWERFUL 


RULES AND POLITICAL SYSTEMS HAD 
BUT 


HE TOLD 
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THE COALITION'S TWO LARGEST PARTIES -- 


AND ONE MP FROM THE IDS 


DIASPORA REDISTRICTING 


RATHER 
DECIDE WHICH CANDIDATES FROM A PARTY LIST 


ALL OF THE DRAFTS INCREASE THE NUMBER OF ETHNIC 


WITH CANDIDATES 

DECLARING THAT THE SDP WAS TRYING TO \"KILL THE 

AND ONLY THE 

NATIONAL LEVEL PARTIES WOULD GET OVER THAT BAR IF THE 


WHERE HALF OF THE SABOR WOULD BE ELECTED IN 65 
AND THE OTHER HALF IN A SINGLE 


ave there is signif 
[O BE IN NEED OF EXPEDITED SUPPORT. END SUMMARY. ------------------ ARMENIA BACKGRC 
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PHUM PREL HR 


REGARDLESS 


THE WAY THE CROATIAN DIASPORA IS REPRESENTED 


EVEN IF THEY 


BUT WOULD REQUIRE PROOF OF 


ONE FROM NORTH AND SOUTH AMERICA AND 


WHICH WOULD 


{LESS AGREEMENT WOULD NOT PREJUDICE CROATIAVS CASE WITH RESPECT TO THE ASI. 
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CROATIA\'S LARGEST PARTY HAS NOT 
EVEN THOUGH IT STANDS TO 


\" ALTHOUGH 


THE PARLIAMENT INSTRUCTED THE 
RULES AND POLITICAL SYSTEMS TO 


THE PARLIAMENT ALSO 


\" THEY WILL BE SCHEDULED FOR A SECOND 


A 
TOLD US THAT THE PARLIAMENT WILL PROBABLY 
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ain off the Special 301 watch list. OPTICAL MEDIA PIRACY 
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which had 


although organized by an NGO is another 


as many of the concessions reached in Jumla 


the near mirror-image demands of the Maoists 


this example of 


\BLE TO FIND A SUFFICIENT BRIDGE BETWEEN THE COMPETING POSITIONS IN THE COUNC 


they would be remunerated. After the investigation, at the M 
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saying it is a 


or even 
which the adoption of Nigerian 


which had 
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V meaning a title without authority 


direct 


Chief District Officer of 
the midwestVs economic center 


Madan Khadka 
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budget or 


stated that 


also learned through his source: 


‘SCRIBED (NEW IS NEW, USED IS USED, REBUILT IS REBUILT AND SOLD IS SOLD) (C) JORD; 
SSISTANT ACCOMPANIED SIPDIS TWO ICMC CASEWORKERS DURING THEIR HOME VISITS ` 
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only Him Gurung Deputy 
was 
due to various causes e.g. 


Maoist losses incurred in 
and pressure from the international community. 
Gurung\'s belief that the Maoists can muster support 


Maintaining Force 


extort 

and openly carry weapons in Jumla. Three major trails 
west and east enter the district headquarters 

the 


the Maoists have 
including 
three hours to the west in Tatopani. Villagers 


one day\'s walk to the north Major 
the Company Commander of the local Royal Nepal Army 

stated that the Maoists had recently held a mass 

econoff observed 


according to 
demarcate Maoist-controlled territory. 


as described by INSEC\'s 
present some difficult negotiating 
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increased Indian 
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they are too populist a measure for the 


V and nobody will accept the unpopular duty of making 


within the TNF that price controls 


and raising them as necessary. 


and thus on the situation of workers. 


the ZCTU has 


this faction will not 


many segments of the ZCTU are 
and some will 


the wage freeze 


and it is already mid-March. While the original 
it is more likely that the final product will 


just as devaluation has become \"export support 


OF THEM. HOWEVER, JORDAN NOW IS NOT MAKING FULL ADVANTAGE OF SUCH PROGRAI 


rere years out of date. They avowed total 


Column 4 Column 5 Column 6 
there is working-level agreement on finding a living 


including labor. Whether these goals 


the labor organization seems determined to follow 
labor seems committed to participating in the 


however. As with the Commercial 
GOZ spin-masters now portray 


falling 
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INDONESIA MALAYSIA MALDIVES 
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PERU SURINAME 


EQUATORIAL 
INDONESIA MALAYSIA 


'HING IN THE CURRENT CIRCUMSTANCES JUSTIFIES ABANDONING THE INSPECTIONS PRO 
THE 14TH). GHASEMI SAID THAT THE IRANIAN GOVERNMENT WOULDNYT MIND SEEING SAL 
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PAPUA NEW GUINEA 


FAXES AND E- 


ALLOWING ACTIVATION OF PROPER LINKS 


THE TEMPORARY MISSION 


AS IT HAS 


LOOKING 
AVAILS ITSELF OF THIS 
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Don McKinnon yesterday that the 


raising serious doubts about its 
and 

is well known 

without doubt 


which various eminent 


Column 5 Column 6 
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unwise. 


ces 
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as Turkish markets rebounded on overnight \"good 


T-bill rates likewise came 


the level of Friday\'s close. 
648 000 (Friday\'s « prior to 


erasing 


based on the 


if Turkey passes a 
then the U.S. will 


published in the daily Milliyet says 


the largest 
VAnkara moved after the USA and 


a 


antinos Nicolaidis conducted a pre-license chec 


Column 4 Column 5 
it will be good." (Hurriyet and the daily Milliyet 


but the \"72-hour message to Turkey" was 


Bender Securities 
wrote 


all 
including the $6 billion 
if Turkey were to give approval. V 


FM Gul and 
Presidential spokesman Tacan lldem gave a press 


and take 


reported at mid-morning March 
that confirmed to market participants that the full U.S. 


and signing of the Letter of Intent with the 


both Turkish and English-language carried a 


Fratto said: \"No doors 
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2 Mar 
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but the President and the Secretary have 


IMF resrep told us after he spoke 
that he \"sensed no urgency in the 


bracketed by the Turks that must be resolved before 


set in the LOI for July (last bullet of 


but the IMF insists that they be halted before the LOI 
per IMF resrep is for the 


the new 


and thus haven\'t not made the decision 


bi-monthly primary surplus 


he noted. 


but he 


Ys high-density subu 
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the Turks must complete four 
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and then about 50 head of cattle perished 
calves and birds in 


Ahmet 

said he lost all his chickens and about 20 

and that an equal number of sheep were 

Osman Kilic said 


said there was no epidemic disease 


Interior Minister 


Minister Aksu said the region was 


Mardin Sirnak 
Batman and Hakkari provinces. 
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Mr. 


anti-terror teams 
and subsequently 


the Provincial Administrator Ilhan Tas 


and that the committee would request 


Nevzat Alter is reported to 


the Labor Peace and Democracy Block 


000 participants at 
000 in Ceyhan. 
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and that banks that have 


of the Export Finance 
echoed Khamis\'s concerns. He said that his bank was 


he said banks were 


said foreign banks in the region \"do 
\" but said he sensed that 
however that one 


nitarian relief 


INDITIONS OF VULNERABLE IRAQIS IN JORDAN DO NOT DIFFER WIDELY FROM OTHER ECO 


Column 4 


CBJ officials 


with JNB 


which amount to about 7% 


are not precipitously withdrawn during a 


known front companies 


BUT NO PROBLEM 


however 


he and other informal observers opine 
maybe for a few days\" 


Jordan 

000 people (compared to 

000 in the Gulf). CBJ Head of Banking 
small 


the CBJ doubled minimum 


making \"one big 
Khamis said 
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and senior 


suggested that \"it would take 


there 


the CBJ hopes that stronger 
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encourage efficiency and 


and dilute the conservative 


the Housing 


with most loans having a tenure 
most banks charge an 


and while commercial banks in Jordan have progressively 
rates on deposits 
the interest 


while 


the nominal spread between credit and 


CBu officials 
7.6%; Lebanon 6.5%; Moroce 7.4%. In 
4.2%; Israel 3.9%; Oman 3.2%; Kuwait 


typically as high as 4-5% 


now at 35% are higher than for 
due to a history of 

banks must impose higher interest rates 

as well as 
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notably Economy Minister Samer al-Tawil 


as 
that time may 


credit as a share of GDP is low 


an average increase of 12% 
and an indication that Jordan\'s 


and industry 
however are quite 
with about JD15 billion ($11.2 billion) in total 


pushed by foreign competition are 


which officials say caters 

for 

that a majority of the bank\'s 70 000 borrowers are 

\"a good risk because they have jobs 


and it established a real 


calculate mortgage rates and 
the 
000 ($42 000) at 10% interest for 20 


as one banker 


they also generally carry an annual charge of 10% of 


TIONS AUTHORITYVS (AGCOM - ITALYVS EQUIVALENT TO THE FCC) DECISION TO MANDATE 
ction program, ao 


Column 4 
bringing the real interest rate 


as there is currently no \"truth in lending law\" in 
car buyers have little recourse. 


set by the CBJ at 90 days as 
make it difficult for 


institutional customers. But Khamis 


and that lengthening the rating period 


such as the 
one banker shrugged it off and said 
citing 


the Sabih al-Masri family owns the Zara 
and 


owners of the hotel chain that 

has a spot on the Jordan 
according to CBJ 

current sector exposure to tourism 
at JD174 million ($244 


the USG 


and the Law is currently in the Legislative Bureau for 


Khamis said 
000 ($70 


which will grow out of a 
000 
000). There is also a nascent debt collection industry 
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\"You 


due to partial ı has 


hotels and 


the CBJ maintains credit inform: 
000) 


ed the 


Column 4 Column 5 
but has generally remained constant. 

as most banks increase 

albeit at high (9%) interest rates. A 


and not 
maintains a database on bounced checks 


with 


each ATM replaces three to four employees 


and many of them are planning to offer on-line 


credit card penetration has increased as well 


120 000 cards are 


with an increase of 830% in the number of 


especially among students. 


but CBu officials said the effects of the 
as the takeover of the Jordan Gulf 


but 


she said this was difficult 
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Police raid 
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and thus \"does not owe anyone anything.\" But given 


she added his job is complicated. 


particularly the 
were highly 


and said \"These are Jordanian banks!\" She 


the IDF 


and the Jordanian Dinar is the primary 


as one of the first to open on the West 

the bank has 

with $500 million in 

the Jenin branch 

was hit by an Israeli shell marked 

causing $100 000 in damage 
and 


merely managing existing ones. \"When loans 

\" one official told us 

who has been under 

he said \"the economy is 
there is no new investment and what loans we 


according to bank 
which come from the Gulf 
enter via banks. Some of the funds are 


primarily by Filipino and Sri Lankan expats 


(a scenario most observers expect 
remittances have steadily increased 
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20% of Jordan\'s 


the banking sector feels 


however the system can stand 
as in the last Gulf War 
the extent to 


with 
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\"\"the Minister 


the complaints alleged that as CEO Salah had made 


he said agreed in February to call a 


Column 4 


Omar Salah claims that he is the 


Salah asserts that the 


saying that the idea had been discussed at the 


but dropped for the reason the minister cited 


Salah 


as was the recommendation of 


before becoming minister 
it is worth noting 


such as by seeking a court order that would suspend 


the Century 


or 21% of total 
CIG has invested in 


Column 5 


Bashir had 


Column 6 


rch 19 that the above-mentioned overproduction also includes an 


rage extended to the UAE. Dr. Khirbash said the UAEG is still very interest 


neek\'s end it w 


Column 4 Column 5 Column 6 
500 employees for about one-quarter 


Clal Industries and Investments and Prudential 
Bagir International (New York) Standard 

and two Chinese companies Paz Chen Jewelry 
Omar Salah will be able to 
Salah believes 

including his 

he believes is that of the 


which holds 6.5% of CIG stock. 


he believes 


though whether the scope of the sanctic 


Salah\'s claim that he is being 


it does not wash. His 


Salah says he 


however Salah\'s main accuser on comp: 


; that the FCA would be responsible 


ar de 


“his is an action cable; please see paragraph 9. ----------- Summary ----------- 1. (C) On March 1 


Column 4 Column 5 Column 6 


socially prominent 


however seems more 


implicitely a role for hims 


but he was adamant that the action taken had a sound 


Not Salah\'s Personality 


the CEO of Century Investment Group is 


ability to articulate both plans and dreams in 
and the boldness (mentioned above) 


then decided it would not be 

and asked that we not engage. He then 
perhaps knowing that 

as popular as 

USG focus should 


the 


it was crucial to protect the 


nad 


-held view among GOT civili 
This is an action cable; please see paragraph 9. 


and America 


Column 4 Column 5 Column 6 


however 
like Century 
led to QIZ factories to miss delivery 


would be severely impacted if gı 
with such a large 


Omar Salah is well known 
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political and economic cooperation pack 


and Iraqi Shiite and Arab 


Arabs and Turkomen might engage in Balkan- 
the oil-rich town in 


and are fleeing to the north near the Turkish border 


Column 4 


Column 5 Column 6 
authorization issue is back\" 
the government now has two options: Asking for 
or moving 
Ankara is now once 
the government will probably go for the second 
the world witnessed an 
blackmail and false 
the UK and Spain did not get any 
but will suffer from a lack of vitality. If 
the very 
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3/18/2003 14:45 03TEGUCIGA Embassy Tegucit 


and in ways to 


and a raft of important 


atu 
irged Saddam Hussein t 


Column 4 Column 5 
Honduras\' investment climate 


indicating that the USG had been 


the Honduran Congress could easily 


World Bank and IDB on the margins of the 


Cosenza replied that the package of 


and had decided to fight as hard as possible to 


Column 6 


OF THE COALITION WITH/WITH THE FOLLOWING STIPULATIONS: A) FOR THE U.S. MILITAR 


Column 4 Column 5 Column 6 


that lack of payment of USD 
000 on July 15 or USD 1.7 million on September 3 for debt 


in order to start getting an idea of how 


it will be important for 


the transfer of the mango 


F WHAT WILL BE ABROAD AND CONCERTED CAMPAIGN. MORE THAN 35 COUNTRIES ARE G 
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technical 


but emphasized that it would take time to 


but that the two countries could 


such as the TRIPS moratorium 


the USG will be warning the Central 


such as compliance with labor and environment 


Treasury places priority 


Column 4 Column 5 Column 6 


Econcouns noted that it was generally the 


the weak judicial system 
and regulatory and administrative delays. Cosenza was 


Commercial Disputes and Needed Legislation 


DCM commented on the impressive 


although 


there are only approximately four 


Column 4 


these include passage of 
a civil aviation law 


and the legislation 


in the post September 11 environment. 


even if this requires 


and in fact do hope to concession Puerto Cortes 


including egregious land 
lack of arrests in Amcit murder cases 
flouting of U.S. fishing laws 


she noted 


real estate tax revenues 


fairly frankly 


Column 5 Column 6 


drug 
and lack of 


the 


fishery exports to 


discussed the wide-ranging 


--- MOI, PSO and Protection 
Summary ----------- 1. (C) On March 18, DART Field Office/North facilitated the first coordination me 
0 


Column 4 


such as our ability to deny or revoke visas 


and asked only 


and 


one of the major reasons for the GOH\'s structural 


he appreciated the 


if found eligible 


he expressed the 


including the trade capacity building 
and to move on reforms that will improve the 
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THE FIRST WOMEN EVER APPOINTED TO 


HAS BEEN PROMOTED TO BECOME THE FIRST FEMALE 


Column 5 Column 6 


O3AMMAN162 Embassy Ammar 


THE SECOND HALF OF THE YEAR TO IMPROVE COORDINATION ON HUMAN RIGHTS ISSUES 


UR COLLEAGUES IN THE STATE DEPARTMENT. 2. MINIMIZED CONSIDERED. POWELL 


\WING ON POINTS REFTEL, POLMIN UNDERLINED WITH RAGAGLINI THE IMPORTANCE OF L 
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AN 
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S contingency plan calls for more than 
000 metric tons (MT) of emergency food assistance to 
WFP currently 


s umbrella at present. WFP submitted their 


but are not 


there are no NGOs involved in either the operation 


but will 


the Silopi border crossing 


while trucks going to Mosul 


vegetable oil and chickpeas 


which supports 


Column 4 
including four WFP contracted vehicles 


at this 
all vehicles with papers indicating that they are 


not associated with WFP 


more than 


such 
UN OCHA 
are in country and provide 


are critical to supporting international humanitarian 


3/18/2003 15:21 
but it is a prerequisite for the 


we have been as 
so that the discussions for 


we have also been flexible in the issue of 


we accepted that it is an ongoing process. 


we expect the outcome to be a voluntary 
we see this issue as a secondary one. 


Column 5 Column 6 
trying to 
WFP UN JLC 


such as IRC s submission on | 


OSANKARA17! Embassy Ankara 


Midlands province on March 13. Food distributions are occurring just in time, as several people had 


cleared by Embassy Ankara. --------------------------------------------- ------- SUMMARY OF DISCUSSIO 


Column 4 Column 5 Column 6 
for your service suppliers. In fact 


commitments and market access for 
or \"Mode 4\" commitments are 


our initial consultations with our 


we are looking forward to initial 
these offers 
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IN THEIR PREBRIEF 


WUNENBURGER EXPRESSED CONCERN LESS 

WHETHER ITS INCLUSION OF BROAD HISTORICAL 

ITS UNSUBSTANTIATED ASSERTIONS ABOUT GOTOVINA\'S 
INADEQUATE 


WUNENBURGERYS 
ON WHICH WE HAVE RECENTLY 


»st ever-higher MDC officials in the 


Column 4 Column 5 Column 6 
ALTHOUGH PATTEN RECENTLY MET 
WUNENBURGER UNDERSTOOD THAT PATTEN 


WITH EMPHASIS ON THE 


CONCRETE FRAMEWORK FOR DEVELOPING 


NOTABLY THE UK HAVE NOT RATIFIED THE SA; 


THE COMMISSION WOULD RECOMMEND TO THE COUNCIL 


HE CAUTIONED THE POLITICAL CONDITIONA 


( 


J is reducing it 


Column 4 Column 5 Column 6 
BUT ALL FACTORS INCLUDING ECONOMIC AND LEGAL 

\" AND IN ANY CASE THE COUNCIL WILL 

A RECOMMENDATION. 


HE NOTED BECAUSE IT AND THE MEMBI 


upon rules of engagement. At 1 


INA STATEMENT TO THE PRESS AT ABOUT ΤΗΕ SAME HOUR, AS HE WAS RETURNING FROM 


Column 4 Column 5 Column 6 


KAWC ECIN PREF 


IT WOULD REPRESENT A SEA CHANGE IN ITS LACKLUSTER 


HOWEVER WE THINK TF 


HOWEVER WE ANTICIPATE THAT THE V 


WUNENBURGER\'S PERCEPTION THAT 


AND A MAJOR 

THE GOC HAS FAILED TO RECOGNIZE THAT 

25 -- MEMBERS AND THAT COUNTRIES SUCF 
SPAIN AND POLAND WILL ALSO DETERMINE THE FATE OF 


OR THEY MAY NOT -- MUCH WILL DEPEND ON THE LENGTH OF 
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icy on Iraq. End Summary. 2. (U) Begi 
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3/18/2003 16:06 03ABUJA515 Embassy Abuja 
include press government o 
victims transportation law 


international aid agencies and 

000 Nigerian 

000 and 

000 Nigerian trafficking victims are repatriated annually 


000 Nigerians prostitutes currently in Italy were 


Italy and Nigeria have 
500 such victims. In June 
200 victims were deported to Nigeria. On average now 


others were forced 


and were forced into 


in 1999 a Dutch 


fewer trafficking syndicates 


some are opting for the more circuitous but less 


European diplomatic missions in 
and immigration authorities at European airports. 


NGOs and journalists 


and many children are reportedly 


Column 4 
the ILO\'s International Program for the 


part of a $4.3 million 
is 


Nigeria) to ascertain 
but the report remains 
this report may contain 


including Togo and Benin Republic. 


\" under 


many families who employ children as 


selling nuts 


at times amidst heavy traffic. Fear of physical 
language barriers 


the 


particularly in Cross 


Column 5 Column 6 


fruits and other items i 


and traditional religious 


imong nationals i 


lifficulties in channeling ass 


‘om the leaking and 


Column 4 Column 5 Column 6 
Akwa Ibom Imo Abia 


Gabon Benin 
and Equatorial Guinea to work in agricultural 


000 Nigerian children between ages 6 and 13 


often called a \"sponsor\" or an \"aunty V who 


ignorant of the conditions 
often agree in exchange for a small 


which has aroused the suspicions 


but falsified passports or illegitimately- 


trafficked Igbo children are forced to hawk 
endure beatings and receive little or no 


they cannot afford the exit visa fee and/or 


but some are also used as drug 


Column 4 Column 5 Column 6 


Nigerian criminal 
primarily in Turin and Milan began facilitating 
many 


Togo and Ghana. Some victims then fly from Accra or 
then to 
then to Algiers or Casablanca for sail across the 


the overland route takes two to three weeks and 


Kano\'s international airport is becoming a new hub 
given regular flight service from this 


000 per victim. Many are not paid the salaries 
forced into indentured servitude to repay 


000 and are subjected to 
000 to 50 000 per victim. Traffickers often 
beatings 


physical injury to or even murder of the 
arrest and deportation to persuade 


even those practicing Christianity 
those juju rituals can keep many victims from 


the GON has been unable to comply with the 


ND WILL BE TRANSFERRED TO THE JORDANIAN CENTRAL BANK AS SOON AS AMMAN PROV 


Column 4 Column 5 Column 6 
the Federal Government showed 


the House of Representatives passed a draft anti- 


2003 and it now awaits President Ob: 


an NGO founded by Amina Titi Atiku Abubakar wife 
into a federally funded and staffed 


2003 the House of Representatives ré 
Suppress and Punish 

the House 

2002) which 


whose sections setting 


Nigeria did 


in 2002 President Obasanjo 


Worst Form of Child Labor Convention 1¢ Minimum Age 
and Convention 111 Equality of Occupation. 
frequently 


but this committee lacked its own budget and 


which the GON plans 


while not 
indirectly do help 


Column 4 Column 5 Column 6 


lacking will to fight the problem or by 
the National Police Force and Immigration where 
000 to $15 000) 


the GON announced its investigation of a 


who 


then you would hear the sound of a 


Customs Immigration and 

mostly females are personally committed to the 
or to pay 

Mrs. D.A. 


demonstrate a personal commitment to fight 


local government authorities and 


endemic in Nigerian society after decades of 


Column 4 Column 5 
remains one of 


but to date 


and 
problems facing the country. Reports 


are extremely vulnerable 


the onus has fallen on Italian authorities to 
the Italian and Nigerian 
but this does 


and frequently 


many GON officials put the responsibility for 


such as Italy. Some officials and even NGOs 


but officials 


a number of Nigerian government 


Police Justice 
and the Attorney General. Among the most 


Governor and Mrs. Peter Odili in Rivers Governor and 


and Governor Orji Kalu in 
the main anti-TIP body is the 


Column 6 


Children\'s Affair 


Column 4 


Immigration 


including the Anti-TIP Task Force in Lagos. 


police attempted to deter the trafficking of 
the federal Criminal Investigation 

62 

local media 


and the deportees are not 


relatives 


searches for sponsors for rehabilitation 


state governments 


and the press are gaining widespread attention. 


new legislation promises to raise the TIP 


ill-defined roads at 
state level actors and making 


Column 5 Column 6 


and the Nigerian 


their parents and village 


and 


presidential 


Column 4 Column 5 Column 6 
handbills 


newsletters public service 
a 5-episode television dramatization series a 
and on-site intensive public briefings k 


the lucrative returns 


leaders 

village heads and civic groups. The 
produced and perform a 

wife of the 


as President 


Governor Lucky Igbinedion has published the names 


which 


Geneveve Ekwochi the 


she 


where their organs such as kidney and 


wife of the governor of Cross River is 


Column 4 Column 5 Column 6 
when families may be financially 


job training and protection from family mem 


Girl-Child Education 


and 


including Constitutional discrepancies in women\'s 


this requirement is not rigorously enforced. 


but tangible results of this commitment 


the government stopped collecting school 


which the government 


the former kingdom of Benin. Eki Igbinedion 
founded the NGO \"Idia 


200 young women enroll in 
computers 
hairdressing and sewing. This year they are 


Column 4 Column 5 Column 6 


instills responsibility in parents toward 
and educates children to the dangers of the 


hairdressing 
carpentry soap- making computers 


and is working on ways to 


economic and 


officials have made in-roads to defining 


the police 


yë 


Equatorial 
South Africa and Gabon. Parents of the victi 


to \"get away from the 
\"There 


we will educate your child and provide opportunity 


but warn that the 


Column 4 


NGOs worked with the Ministry of Women\'s 


anti-TIP meetings 


Abia was 


NGOs have made 


including: 
computers 
weaving 


they could double their number of students. 


but only 
there is no anti-TIP budget 


a complete overhaul of the 


WOTCLEF 


which finally passed last month (see 


Column 5 Column 6 


catering secretarial and 
fashion and designing for more 


all 


Column 4 Column 5 


most anti-TIP NGOs are 


a dividend of democracy that is appreciated 


the GON does not adequately monitor its borders or 


Embassy 


and illicit trafficking of persons 


nor do they usually 


stricter document controls and scrutiny at Murtala 


legal reform; and planning of an 


throughout the year the 


Column 6 


ROCUREMENT ATTEMPTS OCCURRED AND AT WHAT FREQUENCY, AS A MEANS OF DETECT 


ity. End Summary. ------------- DART ARRIVALS ------------- 2. Team West is fully constituted with the 


e of Reconst 


Column 4 Column 5 


proposed solutions and a 


monitor and combat trafficking. No new date has 


IPEC and 
focusing on awareness and official training 

Labor and 

Health Education 


which will include the 
according to the responsible Presidential 


until President Obasanjo signs the 


no federal law specifically prohibits TIP. With the 
there is renewed hope that anti-TIP 


especially regarding children in 


forbid trafficking 


Column 6 


Justice and Fore 


in Accra 


PER REF A) GUIDANCE, U.S. MADE THE FOLLOWING POINTS: OUR BUDGET POLICY FOR Al 


Column 4 Column 5 Column 6 


Edo\'s 


rape and slavery of 


penalties for trafficking of children include 


penalties for encouragement of prostitution for 


Chapter XXI S. 216) and girls under the age 
Ch. XXI S. 218). Sexual assault of 
Ch. XXI S. 221). For conviction of unlaw 


prosecution must 


and be corroborated by the testimony of an 


especially since 


Ch. XXI S. 222A). Adults and Rape: 
rape is defined as V'unlawful carnal 

without her consent if the 

or any fear of harm or by means 

the 


or the use of deceit must be 


ierous comments and strong disagreements 


ation/denial, Snow stated 


Column 4 

including life 

and the provisions in 

and provisions in the Penal 


Nigerian lawmakers view rape as a much more serious 


few offenders are brought to book 


no Cases 


Bisi Dan Musa 


as no anti- 


and she was released 
the GON in November 2002 was 


30 
which has an anti- 
including one 


particularly in Edo and southeastern states. 


anecdotal evidence suggests 


there is increasing evidence that 


The 


Column 5 Column 6 
for rape. Compared to the 


wife of a former 


Citing 


Column 4 Column 5 


who generally 


members of the task force will 


given inadequate resources such 


the issue of mitigated punishment or immunity 


immigration officials arrested 3 


Chief Sunday Afolabi who 


the State Security 


a victim escaped to a nearby police 


but the 

police 

Ondo State. Reports said the 

and it was believed that the charms were used in 


but were 


Column 6 


ed EAC on developments with the 


Column 4 


who published the 


others for 


police 


post has successfully explained the 
trafficking and 
and so on. Comprehensive training at all levels 


which the UGG funds and the International Office of 
will seek to add an anti-TIP training 


the only female police commissioner 

announced at a press conference in Port 

Rivers State the creation of an all-female special 
particularly female trafficking.\" 


especially women 


2003 


under 


Column 5 Column 6 


Nana 


and as under- 


the instruments of ratification of 


han due to security and le 


essential under the t 


Column 4 Column 5 Column 6 
the GON will establish an interagency anti- 


though they could be extradited for related 
slavery and abuse of a minor. 


but the 33 women and girl victims 


and some 
Edo has increased 


there is evidence of government 


forcibly retired on 
2002 claimed to have been investigat 


Column 4 Column 5 


efforts to engage local government authorities 


as well as ILO 


the House of Representatives ratified the Protocol to 
Suppress and Punish Tr 
which supplements the UN 


the House rescinded its previous decision (on 
2002) which rejected the Child Rights Bill. 


whose sections setting the minimum age for marriage at 


Nigeria did ratify the UN Convention on the Rights 


Child Prostitution and Child Pornography 
2000 but has not yet ratified it. In 2000 
Suppress and Punish Trafficking in 


especially Women and Children (supplementing the UN 
which it 


social services 


not the government. Some victims 


escaping 
return voluntarily 


Column 6 


ait International Airport with 40 MT of high-energy biscuits, and on 24 March, two shipments of wheat 


alu 


Column 4 Column 5 


000 to the IOM 


IOM has opened a brand-new shelter that can 


television spots and displays 


the Swedish International Development 
000 over three 
its \"Model Youth 


youth violence and HIV/AIDS prevalence 


state and local governments as well as civil 


such as 
WOTCLEF the Child 
and IDIA Renaissance 


such funds 


Foreign Minister Sule Lamido publicly 


migrant workers of 


Column 6 


by third parties see 


Column 4 Column 5 Column 6 


such as 
are currently subjected to confinement sometimes in 


but it rarely receives adequate evidence 


if they cooperate with law enforcement. 
though 


it is not known if 


as mentioned above the federal government is 


witness protection 


such as Gabon Benin and Togo 


Column 4 Column 5 Column 6 


which was 
and WOTCLEF brought the children back to Abuja for 
a widow who thought 


Imo State 


they immediately began their new 


appears informal and 
though the IOM project mentioned previously plans 


Law and Development Center; 


particularly IDIA Renaissance 
provide long-term comprehensive assistance to 


Column 4 


+234-9-523-0916 
mobile +234-803-402-1471 
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TREMONTI NOTED HE HAD PLAYED A 


MINISTER OF 


TREMONTI SAID THAT HE AND HIS 


INCLUDING 

SUCH AS TAX 

AND ALL 

V TREMONTI ACKNOWLEDGED. 

LIKE ALL OTHER MAJOR ECONOMIES 


TREMONTI NOTED PROUDLY 


HAS INTRODUCED SOME IMPORTANT ECONOMIC 


Column 5 Column 6 


523-8001 
email 


03ROME1117 Embassy Rome 


CONTINUES TO STRUGGLE 


THE GOVERI 


WHICH PARLIAMENT RECENTLY PASSED. (NOTE: TREMONTI 


WHICH 
INCLUDING: 


\" UNDER WHICH THE EMPLOYER PAYS THE WORKER A 


V ESSENTIALLY HIRING WORKERS FROM AN 


Column 4 Column 5 Column 6 


ITALIAN LABOR 


THE BERLUSCONI 


\" TREMONTI 
PENSIONS 


AFTER LOCAL ELECTIONS AND MILITARY ACTION IN IRAQ. 
SOME OBSERVERS OF ITALY'S ECONOMIC SCENE BELIEVE 


IN LIGHT OF THE ECONOMIC 


TREMONTI AGAIN REITERATED THAT 
ONCE IRAQ-RELATED 


\" HE REMARKED. 
EVEN IF ON THE ORDER OF THE UNITED STATES 


WHICH IS AN 
IS NOT 
TREMONTI ARGUED. 


TREMONTI RECALLED THAT ITALY 


THE GOI DID NOT WANT TO ΒΕ AT THE TOP 


HOWEVER TREMONTI COMMENTED TH/ 


2. (C/NF) Embas 


issessments, funding capabilities, and interventions. CA assessments have begun in Safwan to dete 


of 50,000 tons of wheat flour fr 


Column 4 
\"WHICH CONVINCED THE COMMISSION THAT ITALY\'S 
WHILE SUB-PAR 


THE COMMISSION COULD NOT RISK CRITICIZING 


SPECIFICALLY 
HE SAID 


FINANCE\'S VICE 


AND EUROPE IN GENERAL 
HE OBSERVED 


IT IS "OUR TURN 
EUROPEANS HAD A MORAL 


WE MUST PAY 
HE ARGUED FERVENTLY. END NOTE. 


HOPEFULLY ONLY TEMPORARILY 
THEREFORE 


WHICH IDENTIFIED MEASURES 


Column 5 Column 6 


SHOULD NOT BE 


REGARDING IRAQ. 
INITIALLY SAW THE CONFLIC 


HAD A MORAL 


V HE ARGUEL TO HELP 


THE 
DESIGNING 


attack cell, with their explosiv 
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THE 


INCLUDING IN RESEARCH AND 
TREMONTI CONCURRED. BUT HE SAID HE HAD 


THE EURO-FIGHTER AND 


PETRONE COMMENTED 
HAS BEEN ON THE DRAWING BOARD FOR 30 YEARS AND 
HOWEVER ITALY HAS TO 


THEY NOTED. (COMMENT: WE DO NOT BELIEVE THAT 


BOTH TREMONTI AND PETRONE STRONGLY ARGUED THAT 


IF NOT OUTRIGHT 
THEY ARGUED. PETRONE WAS THE MOST VOCIFEROUS 


MIRROR TO THE WORD ARTICLES IN GERMANYVS BASIC 
TREMONTI 

IS ELIMINATE COMPETITION AMONG THE MEMBER STATES 
TRANSFER \"NATIONAL CARTELS\" TO THE PAN-EUROPEAN 
HE SAID. 


HOWEVER 


ALLOWING MEMBER STATES SUCH AS THE UK AND ITALY 


Column 4 Column 5 Column 6 


WHICH ECOFIN WILL JUST BLOCK. SO ILL JUST HAVE TO 


V TREMONTI REMARKED. WITHOUT GONG INTO THE FINER 
TREMONTI SAID THE GOI WILL FOCUS 


KEEPING PRODUCTION IN EUROPE AND 

HE 

TREMONTI 

LITERALLY ON A NAPKIN TWO SEEMINGLY IDENTICAL 
THE OTHER MADE IN CHINA. THAT THE TWO 

HE 

IS TAKING AWAY MUCH OF WESTERN PRODUCTION AND MARKETS. 

TREMONTI STATED BUT IT MUST ALSO BE 


TREMONTI NOTED THAT WHILE PROGRESS HAS BEEN 


TREMONTI ARGUED VIGOROUSLY THAT 


CONFIDENT FINANCE MINISTER WHO 


A TRUST 


BOTH WITHIN ITALY 
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TREMONTIVS LEADERSHIP AND CONTINUED STRONG 
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as a service driven 
The Bahamas had 


but said that what little The Bahamas does produce is 


with its 
is a magnet for economic migration from 


Carrington 

however. He said that this is 

not just of the single market and economy 

but of CARICOM membership indeed. Carrington 


and that therefore if The Bahamas reserves itself 
it would be in violation of its 


if The Bahamas continues to hold itself out of 

it could be forced out of CARICOM. 

Vin this day and age fora 
is 


in his presentation took exception 


contrary to what Carrington said 
to be an 
or to continue 


-E TO U.S. FIRMS, AND WOULD CONTINUE TO BE RESPONSIVE TO SUCH REQUESTS. TELEC 


tINCIPLE, BUT EMPHASIZED THE IMPORTANCE OF CONSULTING CLOSELY WITH THE GOJ O 
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if the FTAA becomes a reality 


the Ambassador raised 
s public comments. Minister 


acknowledged that they were &impolitis8 and agreed 


s public comments. The Foreign Minister said he 


however that The Bahamas could have it 
3/18/2003 17:27 O3ANKARA17! Embassy Ankara 
he reportedly said but a resolution is essential. 


AK M.P.s will be free to vote as they wish. Main 
whose gratuitous opposition to 


has also announced that he is freeing his M.P.s 


talk has often been 
as we have frequently seen. The cabinet may be 


political 


pu RE Threat Information 


Column 4 
they may/may now be moving for 


3/18/2003 17:37 
3/18/2003 17:51 
3/18/2003 17:51 
could take advantage of 


security at the Embassy regarding FSN 


including: 
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03ROME1119 Embassy Rome 
O3GUATEMAL Embassy Guaten 
O3SANAA516 Embassy Sanaa 


Column 4 


Column 5 Column 6 
the lraq 
EAC members decided 
telephone and by section heads to 
section heads were encouraged to 
including PSO MOI 


YALI plans to 


ens St 


Column 4 Column 5 Column 6 


however that shots 


and denied that anyone attempted to get onto a 


Yemen. 


a Yemeni and a Canadian were killed; 


3/18/2003 17:56 O3ANKARA17 Embassy Ankara 
with the lira closing at TL 1 648 000 and t-bill 


should Parliament pass a second 


the result 


)artners are 
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Turkish markets consolidated the 


erasing the losses of Monday all 


who confirmed that tonight's Cabinet meeting would 


648 000 to the dollar. 


Gumisdis 
but that many people in the market did 


Column 4 Column 5 Column 6 
Central Bank 


fueled in part by MinState 

created major 

he continued parliament passed a military 
and the 

there would be a major 


perhaps squeezing 
AK could well make very bad 


he warned. \"They have acted irrationally in 


and can be counted on to do so again.\" 


without a U.S. financial 
he doubted that the 
even if it were 


he continued was market expectations. Two 


only some amount of money 


he noted) and to 
imposing capital controls.) He noted that AK members 


and incorrectly citing the example of 
which imposed capital controls in very different 


3/18/2003 18:09 03LAGOS575 Consulate Lagos 
\" there is no 


Column 4 


the GON 


who has 20 
said that since late February 


and Nigeria\'s output should be 


it closed 

which reduces its 

000 

000 bpd. 

ExxonMobil is producing approximately 620 
000 bpd. 


activists from the ljaw ethnic 


resulting in 


primarily out of concern that they will be 


000 bpd 


he said 


Column 5 


all crude 


000 bpd 


what 


Column 6 


INTERESTS TO ARGUE FOR REPLACING THE MOP WITH QUOTAS WHICH WOULD 


Column 4 


000 bpd over 


except perhaps 


whenever any 


the GON has 


and Nigerian producers are operating at full 
sustained 


companies 


3/18/2003 18:17 
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and it believed that any UNGA special 


Wright 
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O3GUATEMAL Embassy Guaten 
O30TTAWA7E Embassy Ottawa 
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which it hoped would be mercifully short and 


UN-led reconstruction 
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THE GOVERNMENTS OF THE UNITED 


THE EXECUTIVE CHAIRMAN OF UNMOVIC. 

DR. BLIX AND SENIOR UN 

| DECIDED THIS MORNING THAT SINCE | WAS NO LONGER IN 
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THE REMAINING 135 UNMOVIC STAFF (WHICH INCLUDES WITH 
AS WELL AS 


AS WELL AS THE 
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I WISH TO STATE THAT | REGARD THOSE 
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000 for the OAS. On March 4 Poloffs spoke to 


Director of the OAS office in Guatemala 


her internal consultations had indicated it 


Director General for Multilateral Affairs upon 


it would be June before the 
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according to Cambodia Embassy Counselor Tauch 


while viewed \"by many even most\" as \"liberating\" 
also \"reminded us of our 


in recent years the two 
Kemary noted. 


bilateral ties have seen a slow 
with the signing of various 


Scientific and Technical Affairs (1995); 


and Fishery (1997); 


exchange of goods and trade services in border 


senior-level visits from 

MFA Institute of International Relations (IIR) 
suggested that this could be because 

she 

upcoming 

\" she predicted. 


GVN leaders who have visited Cambodia 


high level visits included Prime Minister 


IAL PROJECTS MID-YEAR. HE ASKED IF THE PROPOSAL HAD BEEN COORDIN 
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Princess 
chairman of the National Assembly\'s Foreign 
in January 2003 to discuss border issues 


includes heroin and 
mainly into Ho Chi Minh 


mainly for transshipment to 


he 


the UN Office of Drugs and 
of the 


000 Vietnamese prostitutes in Cambodia a 


but because victims tend 
experts suspect many more return through 
the International Office for 


women and girls trafficked abroad 


Deputy 


while the human trafficking problem is a 
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it has received \"less bilateral attention" than 
as international pressure increases 
Vietnam and Cambodia\'s 
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000 Montagnards into Cambodia following 


he claimed. Once the United Nations became 


the problem took on a \"multilateral context \"he 


which according to 
led to multi-year prison 


\" border demarcation remains unresolved. 
the 


he noted that the border 


such 
Y he added. 
Director of the Western Border 


admitted separately that the border issue is 
\" but stated that both sides would like to 


in the early 1980s Vietnam 
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Hanh claimed 

000- 

\"under 200 kilometers are in dispute.\" At 
both sides agreed to 

he noted. Hanh 

the border will be based on the 

with minor adjustments.\" Commenting on 
Hanh stated that there have been talks 


progress has been \"slow\" because more senior 


the Southeast Asia Institute's Tuan 


V he 


Hanh admitted 


especially once the border issue is 


this 
the 
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Kemary noted that Cambodia 


the GVN donated 500 


the two sides meet work out an oj 
conduct 
and repatriate the remains to Vietnam. An 


he visited the commander of 


2 344 sets of remains have been r 


cultural 
and complex leadership relations stemming from 


while still seeking 


as it focuses on more important 
Japan 
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THROUGH TRAINING AND 


MEDIUM AND 


LEADING TOA 
MORE PRODUCTIVE POPULATION THROUGH REDUCED 
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WHICH DEFENDS 


WHICH WOULD GENERATE NEWS 


PARTICULARLY JORDAN TV AND RADIO 


WHICH WILL 


INCLUDING A 


EFFICIENT 
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OPENING THE GOJ PROCUREMENTS TO 


NGOVS AND 


RESPONSIBILITY CIVIC CONSCIOUSNESS AND 


ACADEMIC SPECIALISTS AND WORKSHOPS 
PAN-ARAB NGO \"CIVITAS \" WHOSE 


EXCHANGES AND TRAINING BY VISITING U.S. EXPERTS 


U.S. 
GLOBE AND OTHER WEB- 


AIMED AT EXPOSING JORDANIAN STUDENTS TO 
VOLUNTARISM AND 
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owing to 
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IT specialists 


Bashir passed to the Ambassador a list 


including: medical 


and Jordan does 


a front-line supporter of our 
and a key ally on many regional 


any such business would not only benefit both 
but would likely more quickly 
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Jordanians 


teachers and medical staf 
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but under 


with participants collecting piles of white birds folded from 
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like the Youth Union -- the speeches 


Thanh Nien and Tuoi Tre). 


ConGen received a fax from the Fatherland Front 


as well as asking for an end to 


but it seemed to be one of the more genuine 
and most 


many of the banners 
though next day press reports noted only two 


this may 
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BALESTRERO SAID IT TAKES 


BOTH BEHIND THE SCENES AND OCCASIONALLY OPENLY WITH 


TO ADVANCE ITS HUMAN RIGHTS AGENDA. THE HOLY SEE\'S 


YET NOT FULLY IN LINE WITH HUMAN RIGHTS 


AND NEEDING CAREFUL TREATMENT TO 


MSGR. BALESTRERO FIRST NOTED THAT THE 
AND 


BALESTRERO 


HE OFFERED BELARUS AS ONE COUNTRY WHERE THE HOLY 


IT DOES 
THE 


BALESTRERO NOTED 
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AND THAT A NUMBER OF 


IO/UNP AND DRL 
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BELIEVING THE RIGHT TO MEDICAL CARE IS A CORE 
WILL WORK TO HAVE THE PRINCIPLE MADE PART OF THE 
HE ADDED. 


AND CAN THEREFORE BE 


POLOFF 


BALESTRERO CALLED THE HUMAN RIGHTS VIOLATIONS IN THAT 
\" AND EXPRESSED HIS HOPE THAT THE 


WHILE NOTING 


ON OTHER ISSUES BEFORE THE COMMISSION OUR VIEWS ARE 


Column 4 Column 5 Column 6 


WILL BE 
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ILO Liaison Officer Ms. 
on the eve of her departure for 
she was very discouraged by the 


or any outsiders the necessary 


the Labor Minister asked if GOB acceptance of 
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the Minister said that there was no 


greater transparency) that he knew Senior General Than 


she said she cannot endorse the 
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NOT 
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SAILORS IN THE SRI LANKA NAVY 
AT LEAST UP TO AND INCLUDING INTERMEDIATE 


SO THE NAVY WILL LIKELY TRAIN DEDICATED PERSONNEL 


BUT SENIOR OFFICIALS HAVE 


SUFFICIENT FUNDS SHOULD BE EARMARKED 


THE GENERAL LEVEL OF HUMAN 


ARMY AND 
USDAO COLOMBO. 
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keep a tight budget and accelerate 
all at the same time. But the programs never 


it was clear 
the heart of AK\'s 


\"pump priming\" as Ali Coskun (AK vice 
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the key for AK\'s business 

remained fairly weak in many sectors going into 

however remained firm 


and crafted also by AK Vice 
and the prospect that 


fueled a six-week post-election 


its actions have not. In its few months in 

the government has engaged in populist measures 
publicly undermined 

tried to guta 

and passed an 

the 


including enactment of a sound 
it has alienated both the Fund and the 


and -- in the case of the IMF -- accusing the Fund 


the government sees possible U.S. assistance as 


weak interest in a large 


the 


immediately after Parliament\'s rejection of the 


in the month he was here to conclude an LOI the 
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despite the fact that the party came in 


who want continued 

easy credits and protection from big-time 

foreign or Turkish. There is also a widely held 

having been out of office for 

want to enjoy the spoils the existing system offers. 

for example AK\'s desire to gut the new 
factor has been the 


and nation-wide local elections 
few if any in AK understand 
so -- per Central Bank Governor Serdengecti 


the markets have been artificially buoyed 


the AK government has been similar to 
the Ecevit government which implemented 


however is that the Ecevit government 


who understood the need for reform and used the 


AK\'s State 

Ali Babacan has failed to push 
in that sense striving to 
including Treasury U/S Faik Oztrak claim that 


but 
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and possibly worse. At least Babacan understands 


who is responsible for economic 


is best known for having advocated abolition of 


asking how a survey of only 50-100 


Algeria 
who 
is exercising 


negative behind-the-scenes influence with 
including Kemal Dervis 


Abdullah Gul received relatively 
who say he had the best 


Gul was so busy with other issues that he 


he was often undermined by others within AK. 


for example 
and has supported other populist 
when Gul (at urging of Treasury 


Babacan returned 


and took back the measures to which Gul had agreed. 


and others 


in the aftermath of Parliament\'s negative vote on 


which appears likely to continue the 
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has 
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complained to 
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Central Bank independence 


and reductions in banking 
the current set of 


and with the 
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PRIME 


IN FACT THE U.S. DID NOT UNDERST/ 


WE 
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\" and holding up a few pro-peace posters (also in 


and expressed Vietnam\'s wish for peace in light of its 


several dozen additional local police arrived 


apparently in support. 


apparently not connected with the 
took off his 
cut himself 


none were detained 
both still 
covered the protest. Embassy expects press 


this event appears to have been 
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however. 
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not to the diplomatic community. The SPDC has 


it may be that the prisoner 
although the SPDC has not 


there were 3 NLD 
according to the NLD so 


the CEC members went on to note that these are the 


especially the publishing and 


since February there has 


the southernmost town in 


they may have been 
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is probably directly linked to Special 


as he has often done in the past. 


particularly in 
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and 


s assistance on two issues: with the World 


s negative pledge clause 
presented a real 


s request for a waiver of the clause 


he would 


s alternatives directly with the World Bank. 


Column 5 Column 6 


O3ANKARA17: Embassy Ankara 
on February 2 Turkey and 


M A RESORT TO MILITARY FORCE, AND ITS FEARS ABOUT AN INCREASE IN INTER-REL 


Column 4 Column 5 


Berki and Akil 


but BOTAS 


Y and was 


s recent attempt to increase the volumes in its 


s 


but it was difficult for BOTAS to charge less than 


who was unable to meet 
told econoff March 17 that in his 
the most important ITG issue on which Amb. Mann could 


ramping up over several years from 


latest plan was to transfer the gas Gazprom was 


he said 


MFA Deputy U/S for Economic 


s thoughts on 


working together with Turkey and 
engage to bring the Balkan countries rapidly and 
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who 
would be attending the 


and thought this might be a good opportunity 


including with Chief Advisor 

Presidential Energy 

MFA Deputy U/S Alev Kilic and MENR 
Ambassador Mann emphasized the need 


who was an old fried. He said he 
and would do 


and Mann believed 


and lunch with Presidential Energy Advisor 
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Ambassador Mann 
noting that 


s visit was extremely valuable in 


s interlocutors seemingly had 
and uniformly responded 


directly requesting USG assistance on 
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but in tackling future conflicts it would be the US 


including the big 
have been running ruling 


education 


\" the 3/19 issue of DIVAINA 


3 reach emerg 
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islandwide circulation) 


islandwide circulation) editorialized on 3/19: 


the U.S. is not listening to the collective voice 
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but does not think further action at this time 
Sri Lanka has closed its 
the GSL has deployed 


but 


the Ambassador reiterated U.S. 


call Mahendran back and tell him to oppose any 


the Ambassador also urged the prime 
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but we do not think further action at this 


et sequence) we are 


Mission will 


the GSL has begun stationing 


March 21 in Colombo. The \"Joint 


elements of the 
and the radical 


up to several thousand 


who dutifully turn out for its events.) 


there has beena 


wire service 
the occasional wire service op-ed piece and -- 
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island-wide 
the Ceylon Petroleum 


V and wire service reportage appeared 


island-wide 

VLankan envoy leaves 

Y on its front page together with a Reuters 
\"Saddam spurns Bush ultimatum.Y Inside wire 


Britain. V 


island- 


including: V'Canada says its forces to 


island-wide 


will not go - says 


000...Iraqi troops: 350 000. 

island-wide 

which it 

the Sri Lankan press in general has been 


that message has not 
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ruling controlling or manipulating virtu: 


\" the 3/19 issue of 


island-wide 


the 


as far as Mission is 


but no 


Sri Lankans are almost 


including the ongoing sixth round of talks being 


if war commences it is possible a new dynamic 


Mission is lucky 
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Mission is faxing SA/INS a letter from 
the head of the Consortium of 

a local NGO 


the LTTE expressed concern that the U.S. 


Moragoda related 


but seemed 


Moragoda told 


a 
commented that he was 
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he said he had feared the group would use the 


as reported in Ref A there was 


but 
the boat did 


but later released them. 
despite the navy\'s initial fears no arms- 
although the 


but has told us 


the talks seem to have gotten off to a better- 
Balasingham seems to be 


while 
the Tigers appear to want to make 


that would help the 
which has been under sharp pressure from 
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and 
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no answer has been received. DEHAP 


000 people in 


000 people. End note.) 


DEHAP in Diyarbakir is also 


because according 
such permission has to be obtained 48 

Newroz was 

000 people ata 


DEHAP has requested to 


given the imminence of war. Both 


the 
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partly because his bank no longer has much 
not 
the main risks per Kaya is that 
to dampen inflationary expectations or that T-bills 


to equal a financial package.) 


we will only include 
we 


\"the original package is gone but all is 
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MinState Babacan gave press comments shortly 


there might be a new 
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the two allies 


claiming that a war on Iraq would be in 


and then pay the price of the ‘reversed 


which will pour oil on an already raging fire of 
frustration and desperation in the region.\" 


influential Arabic daily Al-Dustour 


the American President resorted to 
to hide behind it and to 

which is so preoccupied 

as being interested in 
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the 
to convince the Arabs of the need to be 


mass-appeal Arabic daily Al-Arab Al-Yawm 


as of today this war is going to 
a war of occupation and a war 
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after so much hard work of inspections 
the U.N. weapons inspectors 


and neutralize them to allow 
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Bush asks the 


some U.N. 


but the voices of all 
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Britain and the United States that the 
the MDC has 


burning down buses or 


on the 
encouraging this lawlessness with its 


the United States 
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grants and 
resulting in acute shortages of foreign 
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IT COULD ALSO BE 


SUCH AS A LEADER STEPPING 


KHALAF AHMED AL HABTOOR 


NOT AS SUPERFICIAL 


| FELT ENGULFED WITH FRUSTRATION ... 


SOMETHING WASHINGTON 


AND ALL PEOPLE REJECTINC 
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V VAL KHALEEJ\" COMMENTED ON 3/18: 


WHO ARE SUBJECT TO DAILY ATTACKS BY THE WAR CRIMINAL 


KUWAIT SYRIA AND 
LEAVING THEIR PEOPLE TO FACE THE 


INCLUDING VTHE MOTHER OF 
Y WHICH WEIGHS AROUND TEN TONS? THESE ARE HUMANE 


ABU DHABI-BASED SEMI-GOVERNMENT "AL 


AND WHO ARE STILL DREAMING THAT THIS WAR 
AS HIS HABIT IN THE LAST TEN 


BACK OFF AT THE LAST MINUTE AND GRANT MILLIONS OF IRAQIS 


KILLED BY AN ISRAELI BULLDOZER \"AKHBAR AL ARAB" 


ARABS AMERICANS MOTHERS AND 
AND ALSO TO ALL NATIONS OF THE WORLD ... SHE DESERVES TO 
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ITALY\'S MUSLIM COMMUNITIES HAVE BEEN WORSHIPPING 


BOTH PISANU AND 


SIMPLE ONE: SOCIAL PEACE. MAINSTREAM ITALIANS HAVE 


MUCH OF IT FROM ISLAMIC COUNTRIES 
POLITICIANS AND 


PISANU 


BOTH PISANU AND PERA DECIDED TO 


\" PISANU 


THE STATE WOULD MEET ISLAMIC EXTREMISM 
AS HAS HAPPENED 


\"PISANU ASSERTED. THREE WEEKS LATER 
SAYING 


MODERATE FORM OF ISLAM COMPATIBLE WITH 


MANAGE PROBLEMS - AND INTER 
IDENTIFY MORE RADICAL ELEMENTS. IF THIS DIALOGUE 
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THE GROUP COULD BECOME THE APPROPRIATE 


THE INTERIOR MINISTER FACES A MAJOR CHALLENGE. THE 


IT\'S 


TO BORROW A 


AN \"ARCHIPELAGO\" OF RELIGIOUS 


IMMIGRANT GROUPS AND INDIVIDUAL PRAYER 


THEREFORE TO BE THE 


DRAWN FROM DIFFERENT 
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REACTIONARY VIEWS OF THE 


UNTIL NOW HAVE TENDED 
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the Act was eventually 


when it 


the ICPC provoked the ere of the National 


the Presidency was under an 


Assembly Members 


the case against Anyim has remained 


even after they 


the National Bar Association and 


albeit with the advice and consent of the 
a retired jurist 
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\"the new law is designed to frustrate anti- 


26 investigators 

is currently pursuing 17 cases involving 
there are 14 Governors under 

GTZ 


the Ambassador told Akanbi that \"given the 
and the fact 


the legislation may never see the light of 
Vif the Commission is being 


itis doubtful that the 
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Nowar said he expected to keep the airport 


the airline hopes to continue to operate normally 


and Detroit. If operations out of Amman become 


RJ will transfer its hub to Athens 


denied entry into Jordan in accordance with current 
were expected to be returned to Baghdad via an 


Wednesday 
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(C) P/E DepChief brought up the Islah party leadership\'s 


but said he cannot really speak for all 


Qahtan is one of the moderates. End Comment). He 


and tried to place part of the blame for 


but does not have any concrete information. He 
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and Qahtan 


but 
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and Chitungwiza. A military helicopter made a 
with teargas canisters clearly 
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Mudzingwa claimed that the 

said they were fed up with what was happening in 

and promised not to arrest them if they burned a 

the youths proceeded to torch a 

then ran away as the police officers stood by 


in Chitungwiza the evening of March 
soldiers made no attempt to stop MDC youths from burning 


which demonstrated its capacity to mobilize widespread 


particularly 


including mobilizing 


peaceful protest against the Mugabe regime. 
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which has previously 
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most 
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America bypasses the Security Council 


America threatens those 


three thousand bombs will fall on Iraqi 
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and wages a destructive war 


threats 


influential Arabic daily Al-Rai 
President Bush asked the 


not 
but also for the people of the 


but it 


suffered a siege for twelve years and resisted 
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his home was searched and a number of his possessions 


but was never charged or tried for 
he was again imprisoned 


Dr. Que has 
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both of 


3/19/2003 15:23 
and may eventually recruit enough disaffected AK M.P.s to 


Column 5 Column 6 


O3HOCHIMINI Consulate Ho Ch 


is HCMCVs 


and 


this time after 


O3ANKARA17: Embassy Ankara 


Column 4 


founder of the Islamist \"Milli Gorus\" 
is just coming off a five year 


subsequently 
Erbakan\'s right-hand man 
and to assume the leadership at the Party 


Erbakan is not yet in the 
as Asilturk called it 


Erbakan was separately 


which 


the court ruled pursuant to legal 


more dynamic Erdogan and his AK 


not only for political reasons but also to take 


however 
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Saadet. 


asserted 


the Turkish \"Deep 


the Iraq debate 


IN THE ABSENCE OF AHOLD HARMLESS, HOWEVER, CROATIA STOOD TO 
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designed to: (1) 


including Erdogan are \"Americanists\" and de 


who failed in his own bid to wrest the Islamist 


\"if Refah had 


on occasion still privately 


and evince considerable sympathy for their 


mainstream \"Hurriyet\" columnist 


deputy chairman of the Parliament\'s Foreign 


volunteered on March 4 that \"up to 20\" AK M.P.s 
enough to constitute a formal 


and reported former 


Column 4 Column 5 Column 6 
with three seats in 

are \"secretly\" negotiating with a number of AK 

Asilturk avowed has no need to do any real 
but would be open to giving AK defectors a 


AK and the Kurds 


how Saadet 


Islamists have long justified expanding Kurdish 
in part by reference to Quranic 


Erbakan and his crew have long been wary 

which they see as a challenge to 

the 

like its Fazilet and Refah 

opposes the emergence of an independent Kurdish 


formerly the Refah Mayor of 
a basic respect for Erbakan is 


they 


IL. 2. (U) THE TEXT OF THE FINAL U-6 PRODUCT FOLLOWS. BEGIN TEXT. DRAFT PRESIDE 


Column 4 Column 5 Column 6 


who also has strong political ties to Barzani 


V columnist Ahmet Tasgetiren 


he said that most AK Kurds will stay put 


AK cut a deal with the pro-Kurdish (and 


AK agreed: (1) to end Ocalan\'s recent lack 


HADEP formally 
however 


after four decades in politics 


ANVS PARTS RE-MANUFACTURING INDUSTRY IS NOT WELL- DEVELOPED. HOWEVER, USEL 
TO FIVE BENEFICIARY AND PROSPECTIVE BENEFICIARY FAMILIES IN AMMAN. B. ALTHOUG 


Column 4 
Erbakan will yet again make a mark on 


we expect 
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however 

even though they remain unable to endorse 
Canada 

in its public statements 

he said 


Political 
despite public 


they will also be available to provide escort 


and there are 


express 
and focus their public comments on the real 


Iraq. They are also prepared to be as helpful as 


an aspect of their role 
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EAC agreed to 


while waiting until after the 


residence or Alternate Command Center) and 


EAC decided to end 


the issue will be reviewed to decide whether 


including 
sheets and toiletries to be made available for 
lunch dinner and 


Admin has ensured that motorpool 


the matter should be discussed again 


MS DUE TO FLUCTUATIONS IN COMMODITY PRICES. IN THIS REGARD, I SEIZE THIS OPPOR” 


Column 4 Column 5 Column 6 


Pol/Econ CONS and DAO indicated that r 
per Department instruction a 
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the equivalent of 
and will include a 


EMEP and DEHAP applied 


the civilian and official 


decided to have a separate 


which is filled 
are worried and helpless. 
the 


and ever since the region has 


Column 4 


Column 5 Column 6 
and those who are hired by American firms 
a press center has been 
which has become the most 
which they continue to wear 
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the Israelis shot him in the knee last 
and | don\'t have a lot of anger left 


V' said one female student. Another asked why 


\"she 


and even drew a distinction between 
whom they universally viewed as a 


PolOff met with a young western-educated 


and characterized Saddam \"as a 
she said 


the result of tr even if all 
would leave the US with \"zero 


CESS OR RESORTING TO FORCE. -- THE SUCCESSIVE REPORTS OF MR. HANS BLIX AND M 
JDAM DEPART THE SCENE, BUT HAD TWO RED LINES FOR ANY USG-LED MILITARY ACTION. 
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ranging 


most 


\" 

with several 

and 

\"numerous\" SMS requests to boycott US goods. 


people are calmly preparing for possible 
this is the second gulf war \"one Amman resident 


defiant attitude 
however 


about 20 miles northeast of Amman) confirm that 


owner of one of Zarqa\'s major 
confirmed orders have risen but noted that 


Column 4 Column 5 Column 6 
with no evidence of queuing or hoarding of 


however and resignation turns 


the USG 
and its 


we expect skepticism and anger toward USG 


as they try to balance support 
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IN AN INTERVIEW PUBLISHED IN 
TOOK A HARD 


SOMEONE WHO 
CAN IMPOSE THEIR SOLUTIONS\" 
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OF COURSE 


WHICH IMPLICITLY STATES THAT IT MAY NOT BE 


WHICH LETYS BE TR AT THIS 


NOT IN CROATIA." HE SAID THAT 


VICE PRESIDENT OF THE HSS (THE 


PRESIDENT OF 


BUT RAW INTERESTS 
NOT 
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BRUNO LOPANDIC 


PGOV KPAO KMDR 
LAMENTS THE 
EUROPE IS SILENT EXCEPT FOR 


HE WROTE IN HIS MARCH 18 


Column 4 
HE LAMBASTED RACAN\'S 


RACAN SAID THAT 


3/19/2003 17:05 
as evidenced by the 


and have 
working with the 
which we welcome. This program 


there is nothing and it 


with some 


confusion) was so thick 
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if fully implem: 


it will take more than an 


Column 4 
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it is 


including field hospitals 
and other urgent necessities. 


000 refugees who might flee from 
Jordan 


Turkey 
it was 


Zalmay Khalilzad 


and urged a V'commission of five 


IKDP 
combating 
and other issues. 
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potable water 


Syria and Turkey. The 


PUK and Turkmens -- 


NOMICALLY DISADVANTAGED GROUPS, SUCH AS PALESTINIAN REFUGEES WHO QUALIFY F 
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the lids of the freighter 


the Pentagon authorized 


Incirlik AB 

the status 

\"Delta\" will mean war has started. 
Mardin Batman Sirnak 
Peace and Democracy Block made up of 


EMEP labor unions and NGOs 


Column 4 


Column 5 Column 6 
and Arabic tunes. 


the Vocational School of 


and the 


700 acres only 750 acres will be 


jandarma arrested 


the 
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the more so when there is a widespread perception that 


the Nigerians believe 


and they deeply resent pressure from the UK feeling 


this redistribution is 


V in their minds. 


Obasanjo feels 
the flaws that 


Column 4 Column 5 


again not just Obasanjo find it just 


including Obasanjo 

still see the Mugabe they supported in the 70s. 

together with the points made in para four may 

we cannot 

the MFA Under Secretary for Africa professes 


including Foreign Minister 
take 


and 


whom he views as unreasonable and inflexible. The 


Obasanjo tends to regard the views of 


and 


respectively with Mugabe 


Column 6 


LOWER TERMINATION RATES. ON FEBRUARY 5TH, AGCOM ANNOUNCED THAT EF 


Column 4 Column 5 Column 6 

the British High Commissioner here 

if the 

it will be much harder for 
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Africa Group and others to oppose any intervention in 
the GOG would not make any public statement on Iraq. 


he said. 
in violation of the GOG\'s decision to remain 
statements by a Presidency press 


he noted. Owusu-Agyemang said that the 
\" and his 
in regard to 


\"it would be well contained.\" 


who pledged to communicate 


\"we recognize the depth of conviction of the United 
\" and reaffirmed the GOG\'s cooperation on 
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Column 5 Column 6 
the GOG delegation to 


but it failed 


President Alfonso 


he stressed that 


\" Guatemala understands the responsibility of the 


depicting him as a 


in fact just the opposite...\" 


Honduras to signa 


however and 


without taking a position for or against hostilities 


peaceful demonstrations outside the Embassy 


most average 


Column 4 


reporting in some cases anxiety about the 
patriotic pride in serving 


3/19/2003 20:15 
\" with anecdotes from his own life from Harlem to 


but a lack of education is.\" He 


speaking 
students 


the media 


among them high school students 
and young 


Mr. 


openness and good humor made the 


engaging and hard-working man 


commenting more than once that 
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Director of the 
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the general public and local 


who devoted 
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said that the Foundation would argue in 


Rios Montt told the press he would 
but that he did not \"have 


also 


but much will depend upon the speed the Menchu 
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| FULLY SHARE THE REGRETS EXPRESSED BY MANY 


WE MUST ALL FEEL THAT THIS IS A 
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AND ARE DEEPLY ALARMED BY THE 


DR. (MOHAMED) EL BARADEI 
THE HUMANITARIAN COORDINATOR 


IT IS THE PLIGHT OF THE IRAQI PEOPLE WHICH IS 
AND | HAVE BEEN GLAD TO HEAR 


IRAQIS HAVE BEEN THROUGH TWO MAJOR 


INTERNAL UPRISINGS AND CONFLICT AND MORE THAN A DECADE 
SO 
IRAQ\'S MOST VULNERABLE CITIZENS THE ELDERLY WOMEN 


AND THE DISABLED ARE DENIED BASIC HEALTH CARE 


NEARLY ONE MILLION IRAQI CHILDREN SUFFER FROM 


IRAQIS ARE HEAVILY DEPENDENT ON THE FOOD RATION 


THE 


PERHAPS MUCH WORSE. 


THE RESPONSIBILITY FOR PROTECTING 


Column 4 Column 5 Column 6 
RESPONSIBILITY FOR THE WELFARE OF 


WE IN THE UNITED NATIONS WILL DO WHATEVER WE 


THE HUMANITARIAN AGENCIES OF THE UNITED NATIONS 


EVEN WHILE WE HOPED IT COULD STILL BE AVERTED. 


AND TO 


BUT ONLY 45 MILLION HAVE BEEN PLEDGED AND 34 
TO DATE. NM AFRAID WE SHALL VERY 
TO 


AND 
TO 


MR. PRESIDENT. 


MR. PRESIDENT LET ME EXPRESS THE HOPE 
AND 
MAY 
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provincial and municipal authorities as well as key 


not 


Column 4 


merchandise trade between the two countries was 


translating into over US$1.1 billion in 


accounting for 
and we are Canada\'s largest market 


16% by rail 
8% by air and 2% by marine. The border 


the Windsor ON -Detroit MI Ambassador Bridge 
and the Sarnia ON - Port 


or nearly 65% of the value of all the truck-borne 


exchanging close to US$47 billion worth of 
trucks 


but rely on the hourly 
the majority of which are intra- 


because of border closures 
and a few plants shut- 
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9% by 


the 


and auto parts in 2001. A key fe 


some 


Column 4 


but they also strongly urge us to 
the 


Fish 
accounting for nearly two-thirds of 
while Canadian exporters ship more than half of 


namely fresh and frozen 
fruits and vegetables are vulnerable to spoilage and 


Canada\'s 
virtually all U.S. exports of 


the trucks commonly return with 
their original departure from U.S. points 


000 medical diagnostic procedures conducted daily or in 


MDS Nordion 
highly time-sensitive products. This 
an isotope for 


any delay in transporting 


Column 5 Column 6 


Meat and Livestock 


is America\'s largest supplier of 


Column 4 Column 5 Column 6 


even if it is for a few hours can have a 

Detroit 

hospitals 

among others have asked for specific 


the American Trucking 


these days of heightened 


consistent with security needs. 
but closed to 


CT-PAT and NEXUS has been 


Column 4 Column 5 Column 6 
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AS WELL AS ANY LEGITIMACY OTHER THAN 


STRESSING THAT PROGRESS 
OTHER COUNCIL MEMBERSY STATEMENTS WERE 
GROUPED AROUND SEVERAL MAIN THEMES: 


PREFERENCE FOR A PEACEFUL 
AND IMPERATIVE 


UK SPAIN BULGARIA: RE 


BUT POINTED OUT THAT 


BUT SAID THE 


AND THE HUMANITARIAN NEEDS OF THE 


ANNOUNCED THE DISPATCH OF A DISASTER ASSISTANCE 
THE PRE-POSITIONING OF USD 16.5 MILLION 

AND THE CONTRIBUTION OF USD 60 MILLION TO UN 

AND 


iY: ALL DEPLOYMENTS MUST/MUST STILL BE UNDER THE COMMAND OF THE UNITED STATE 


Column 4 Column 5 


BUT THAT 


IF IRAQ HAD RESPECTED 
THE COUNTRY WOULD NOT BE FACING HOSTILITIES. 


AND QUOTED UK FS STRAW\'S MARCH 17 COMMENTS 
THE 


AND THE RIGHT OF IRAQ\'S PEOPLE TO 


GREENSTOCK SAID THAT SUCH A SYSTEM WOULD 


READY TO BE USED WITH AN IRAQI 
IMMEDIATELY AND 


WHILE COMMENDING THE WORK OF 
SQUARELY BLAMED SADDAM HUSSEIN FOR THE 


AND HE ALONE WOULD BE RESPONSIBLE FOR 


THE WORK PROGRAM WOULD 


SPAIN HAD TRIED TO ACHIEVE 


Column 6 


11VING CRUCIAL SUPPORT -- FROM THE USE OF NAVAL AND AIR BASES, TO HELP WITH INTI 


Column 4 Column 5 Column 6 


HOWEVER THAT A NEW RESOLUTION W 


678 687 AND 1441. 


IRAQ HAD FAILED TO SUBMIT A FULL 


AND THE 


PARTICULARLY UNSCR 1441. 


IT WAS NOT ABLE TO ACHIEVE THE SAME 


AND SUPPORT THE CIVILIAN 
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AND SAID HIS 


UNDER 
THE RESPONSIBILITY FOR PROTECTING 


BUT TO DATE HAD RECEIVED ONLY USD 


MARCH 17 AND 


AND 


AND THAT THE UNMOVIC STAFF DID 
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RUSSIA CHINA GERMANY 


ALBEIT ONE STILL COUCHED IN SWEEPING 
THAN HIS PAST PRESENTATIONS IN THE COUNCIL. AS 
APPLAUSE ERUPTED IN THE CHAMBER AT THE CONCLUSION OF 


SUCH AS RELIGIOUS AND CULTURAL FACTORS. 


INCREASING TENSION 


3 AT THE 2003 UNGA. 2. (C) CALVETTA INDICATED ITALY AND ITS FELLOW MEMBE 


IMITING THE OFFICIAL IRAQI PRESENCE IN ITALY. POLMIN HIGHLIGHTED 


Column 4 Column 5 


S PROPOSALS IN THIS REGARD. 


SUCH AS TERRORISM AND 


THE ABILITY OF 


DEFENSE OF FREEDOM AND JUSTICE AND A SHOW OF 


THERE WAS NO PROOF THAT A LINK 


S AND IAEA\S WORK 


Column 6 
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2001 THE AMERICAN PEOPLE SUF 


THEN RUSSIA WOULD BE PREPARED TO 
THE COUNCIL 


CHINESE PERMREP 


AND OFFERED THE 


THE EFFORTS OF THE COUNCIL 


IT WAS STILL POSSIBLE 


AND WAS READY \"WITH THE 


BUT 


collapsed in th 
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WE ARE THE SURVIVORS OF MARS\" 


GERMANY HAD COLLABORATED WITH FRANCE AND 


IRAQ S READINESS TO COOPERAT 


BUT CAN THIS BE GROUNDS FOR WAR WITH ALL ITS 


THE COUNCIL 


WE HAVE TO STATE CLEARLY THAT UNDER THE CURRENT 


THE INSPECTION REGIME 


FOLLOWED BY MILLIONS OF 
REVEALED HOW RELEVANT AND INDISPENSABLE THE 


NS BETWEEN DAR 


Column 4 Column 5 Column 6 


RATHER WE ARE THE SURVIVORS OF 


GERMANY HAD ACCEPTED THE NECESSITY FOR WAR 


DOUBLE STANDARD 
OBJECTIVE IS CONTROL OF OIL 


DETERMINED TO SAVE SUCCEEDING GENERATIONS FROM THE 
WHICH TWICE IN OUR LIFETIME HAS BROUGHT 


SIGNED IN 


MORE THAN ANYWHERE 


WHETHER FOR IRAQ OR THE FORGOTTEN 
COULD THE U.S. AND THE UK ABSOLVE 


A WAR OF AGGRESSION WILL BE UNLEASHED AS 


Column 4 Column 5 Column 6 


THEN 


WHICH DEMANDED THAT THE COUNCIL BE 
WAS IGNORED. THIS MADE CLEAR THAT THE OBJECTIVE 


HOW COULD IT FORGET 
CRUSHED TO DEATH BY ISRAEL? THE VIEWS OF 


AND COULD 


NUANCING PAKISTAN\'S POSITION CAREFULLY. WAR IS 
HE QUOTED THE SYG; PAKISTAN HAD THUS 


VIF IRAQVS FULL ACTIVE AND 


THE DRAFT PROGRAM OF WORK 
WHILE 
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\" 


IN PARTICULAR THOSE RELATED TO 
VWHERE PEOPLE HAVE 
V HE ADDED. THAT 


THE COUNCIL WOULD BE REORIENTED IN THE DAYS TO COME BY 
THE COUNCIL 


V THE SECURITY COUNCIL 


AND THE STABILITY 


MEXICAN PERMREP AGUILAR-ZINSER 


BUT SAID THAT SITUATION DID NOT 


WHICH PROTECTS THE RIGHTS OF WOMEN OR 


THE ENVIRONMENT THE SPREAD AGAINST 
AND WHICH HAD THE STRENGTH AND LEGITIMACY OF ITS 


1 BRUSSELS, FM FRATTINI SAID THAT ITALY WOULD RESPOND POSITIVE 


Column 4 Column 5 


MOST ROBUST ATTEMPT AT DISARMAMENT COULD 


AND THAT WAS NOT TO BE.\" CHILE HAD WISHED 


ALTHOUGH TODAY 


AS THEY WERE ABLE TO 


AND DEPLORED AS WELL THAT 


IN PARTICULAR 1441 
OR ATTEMPT TO CONVINCE 


Column 6 


Column 4 Column 5 


THE HUMANITARIAN 
SINCE INNOCENTS WERE ALWAYS 


TOGETHER WITH THE BROADER UN SYSTEM 


AND ALTHOUGH THERE HAD BEEN 
A \"COLLECTIVE COMING TO OUR 


AND ALL WERE RIGHT.\" DISARMAMENT ON 

WHO HAD JUSTIFIED THE TRUST PLACED IN 

WHETHER IN THIS CONTEXT OR IN OTHERS. THE DRAFT 
CAMEROON DID NOT SEE HOW ABSENT 


ACTIVE AND UNCONDITIONAL COOPERATION ON THE PART OF 
THAT INSPECTIONS COULD HAVE COMPLETED THOSE TASKS. THE 


CAMEROON SUGGESTED THAT THE 


CAMEROON HOPED THAT TRUST 


Column 6 


Column 4 Column 5 Column 6 
THEN NO ROOM FOR HOPE? IF AR 
STEPS SHOULD BE TAKEN TO LIMIT THE MAGNITUDE OF 
IT WOULD BE NECESSARY TO SEE SECURITY 
UK AND SPAIN 
REMARKING THAT \"THE EXECUTIONER CANNOT 
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\" share the opinion pages with opposition to 


and that the US could be drawn into a 
\"similar to Israel\'s involvement in 
another 


not because [the UN] failed 
but because Washington 


Column 4 


Column 5 
Deputy Prime Minister and Minister of Foreign 


Column 6 
announced that Kuwait is ready to deal with all 


medicine 


food and water. 
widely-read daily Al-Qabas reports that the 


Al-Qabas reports. 


we 


or any way 


IDES THE APPROPRIATE ACCOUNT NUMBER. THE AMBASSADOR ASKED IF THE EMIRATI C( 


Column 4 


which the Arabs ignored during their summit in 


and that is why the US 
the 


not because [the UN] failed to deal with the 
but because Washington decided to overstep its 


but history has shown us that 


we just pray 


but it is also striving to dominate the region 
Iran 
the US Administration 


whether the people like it or not.V' 
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Saudi Arabia and the Gulf 
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Al-Farah said. 


the airport has provisions to 


water 
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which focuses largely on issues related to the 
but the two sides agreed to continue to discuss 


the focus of the third day of 


Prime Minister Ranil 


but it presumably involved federalism 


but promised to review the proposal. 


Column 5 Column 6 


and first aid kits. 


03COLOMBO: Embassy Colomt 
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Ref A reports that Japan\'s 


all indications are 


in behaving well at the 
may be catering to the international community in 


3/20/2003 6:20 03COLOMBO: Embassy Colomt 
V but predicted that it will not only \"bring about 


V as the V'the democratic idealism that gradually came 


no ringing 
no support from 


Saddam Hussein whom the American President 
save his own cohorts. The 


the unwanted wars he had brought upon the 


Column 4 


truly a Satyr 


surrender or die fighting. The 


President 


topsy turvy. 


western European nations and the United 


during the past decade 
attempting 
itwas a 


there was little doubt that 


there appears to have been much bulldozing 


France and Germany 
have stood firmly against a war on Iraq without the 


under present circumstances 


Column 5 


into a Martyr. 


particularly 


Column 6 


Column 4 Column 5 Column 6 


the Soviet Union 


if Bush (Jnr) goes to war he will have only two 


three cabinet ministers resigning from 


what? 


despite 
will be 
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THE SWAZI NATIONAL TREASURY AND THE ROYAL SWAZI 
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THE COMMITTEE HAS NO WAY OF 


THEY WILL 


SOME GOVERNMENT CRITICS HAVE 


THE SWAZI PEOPLE MANY OF WHOM ARE HUNGF 
WILL SOME DAY WATCH AS THEIR LEADER 
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Turkish law and practice will require 


MFA provided its 


\"the GOT proposes that it use \"will be 
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Sri Lankan Ambassador to the 


Mission has conveyed the latest 


March 20. Most Sri Lankans were already at 


and they report that the situation is 


but it reportedly ended 
an anti-U.S. rally is slated to 


and we have heard of some other rallies at 


Column 4 Column 5 Column 6 
which is contained in Ref A.) 


Polchief asked Dr. Shaheed the 
about the 
noting 


the UN coordinator for the Maldives who 


but were 


but 


although the latest news re the ongoing Sri 


so most lraq-related articles in 
TV stations were full of news re the 


an editorial in the Opposition 


our sense is that Sri 


March 21 when religious 
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CALVETTA 


THE DYNAMICS WITHIN THE CHR SUGGESTED TO HIM THAT A 
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but has 


2003. Current plans are to remain at standfast for 48 
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as well. 


Civil Aviation at 0930hrs and passed messag 


ING PATTERNS THAT MIGHT ASSIST OTHER AG MEMBERS IN HALTING SUCH EFFORTS. HE 
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Kuwaiti government notified Ambassador 


2003. 


CONS distributed two separate Warden messages 


2003. CONS sent the Warden messages via email 
and paged all Wardens on their mobile phones to 


AMCIT called to ask if the Embassy would be 


Consular Section today. 


3 arrival of NGa 
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Emirates and several other 
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PLAINLY IRRITATED 


HE SAID PRESS REPORTS IMPLYING ` 


THERE IS PORTUGAL ALL OF WHOM SAID IN THE L 
\" RESULTING IN AN AFP REPORT 


LL INTERNATIONAL ORGANIZATIONS IS ZERO NOMINAL GROWTH; WE RECOGNIZE THE WO 
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KAUSIKAN REMONSTRATED. 


AND HAD NEVER SAID TO THE U.S. THAT IT DID NOT 
SINGAPORE HAD BEEN 


V BUT WAS HAPPY WITH THE NOMENCLATURE THAT WAS 


BUT HAS EDITED 


THE DCM 


MOLLIFIED EMPHASIZED 


AND 


AS GOS 
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AN \"AKHBAR AL-ARAB\" EDITORIAL BLAMES SADDAM FOR THE 
\" 


BUT 


WHICH HAS BEEN 


THE ELIMINATION OF WMD AND 


Column 4 Column 5 Column 6 
AND THERE IS NO DOUBT THAT 


EXCEPT FOR 


THE AMERICAN MILITARY PRESENCE WAS NOT MEANT 
BUT TO ACHIEVE A NEW AMERICAN STRATEGY IN 


WHILE ON THE OTHER SIDE THE REGIME IN 


THE UAE PUBLIC IS 


R 


BUT | AM VERY 


THE US WONVT MAKE TOO MANY ENEMIES IN THE ARAB WORLD." 


Column 4 Column 5 Column 6 
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Bhattarai argued. Gautam reported 


the Maoist leadership cannot satisfy the demands of 


Bhattarai expects elections to 


all parties including the ! should be 


this includes calling for the establishment of a 
according to Gautam stated 


they will abide by 


particularly in light of evidence that they 


human rights advocates and the 


in particular the Maoists may hope to mustel 
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even if as some believe they may 
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USING SPARE OUTPUT CAPACITY TO 


SOME OIL SHIPPING COMPANIES 
TASK 


PROVIDED THEY ARE UNDER 
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2003 


France. One defendant 
had his case severed from the rest of the 


2002. All the 


who trained in Afghanistan 


and their connections to 


But Court Could Not Prove 


at the Higher State 
convened by the Special Panel for 


Aerubi Beandali 

were charged with forming a terrorist 
planning an explosion 

falsifying documents 


although their basis for appeals under 


Boukhari and Karimou admitted 


which he described as a \"Kurdish 
Pakistan). Sabour said he had 


Hassan Aknoush 


although Chief Judge Zeiher said it probably 
the 


2003. The prosecution 


Column 5 Column 6 
four of the five 


and operated in 


Lamine Maror Fuhad Sabour ar 


plotting to commit 
and possession of weapons. 


said that Maroni 


donated by the Australian Gover 
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but the court was unable to verify these 


DOB 1/10/1970; aka Benard Pascale DOB 


DOB 8/8/1971; aka Hicham 
DOB 4/30 1980; aka Claude Aman DOB 8/8/1971; aka 


DOB 2/13/1965; aka Hassene Benaimine DOB 


DOB 
2002 continued atte 
Weapons Forged 


Videotape of Strasbourg Christmas Market 


the weapons and the bomb-making 
and police recordings of 


Column 4 


2000. Another apartment on 
2000. 


including two 


British pounds 


2000 


Background 


Aeurobui Beandali: The Bomb Builder 


stating that the events of September 11 had 


Beandali seems to have been 


including theft and aggravated assault 


supporting himself by petty crime and 


where he apparently also 


he claimed he 


Column 5 


French 


Column 6 


but were missing 


Statements 


Observations 


Column 4 Column 5 Column 6 
spending about $15 000 of his own money. 


light weapons 


Karimou at a camp near the Afghan towr 
although Karimou stated he met Beandali in Khost. 


aluminum Pakistani stea which he 


purportedly 
attempting to place an order for 115 


the prosecutors asked if the 


which was in very bad shape. Found inside were 
several false passports various papers and 


an associate of the Frankfurt 
is in custody in France.) They also found a mobile 
whose number matched with one being monitored by the 


he was actually the 
helped moved the proceedings 
and expressed regret for his actions and a desire to 


ten years due to his cooperation with the « 


Lamine Maroni: The Disruptive Absurd One 
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but the 


then complained he was 
Hassan Aknoush has stated that 


\"Everyone here is a Jew!" 

that he did not want a 

and that he only had contact with God. He continued 

2002 after 
having 

especially when it seemed sensitive 

\"Sometimes they lie to you to get you talking. He 


chocolate made absurd 
and 


one 
for his lack 


the 


2002 with his lawyers present. 


Algiers 1016 Algeria) Boukhari 
but asked the judge not to reveal it 
apparently afraid the Algerian 


Column 4 Column 5 Column 6 
Boukhari wanted to 
though the dates are 


and according to his own 
lived in London starting from about 1995. He 


who got him 


who recruited him for Islamic 
showing him videos of Algeria Chechnya and 


including a 

electronics and 

Boukhari got to know Beandali. When Jaffa was 
pursued by Pakistani intelligence services 


2000. He remarried in October 2000 
2001. He met Noureddine again 


accompanied by Maroni and stayed 


Boukhari said that the planning 
and claimed he agreed to 


and therefore 


however that Nourreddine did not give 


\"These are the enemies of God. 
God willing they will stew in 


rmine the condition of the 5,000 


Column 4 Column 5 


in a statement from detention in France 


again to distract from the Christmas market as 


twelve years in prison. Judge Zeiher concluded 


purchased the largest 
and handled logistics. He 
and frequently 


Fouhad Sabour 


he was 


Sabour was also at a terrorist 
though he did not specify where.) There he 


but he said he met and moved in with Maroni in 


denied that Sabour had any detailed 


accompanying Boukhari to videotape the target. 


Column 6 


Column 4 


Busid Karimou 


2002. The court could not find any evidence he 
thus 


noting that continued detention was unreasonable 
based on good behavior 

given a false name 

and thus was not 

Karimou was born 

Morocco. He moved to Algeria 


1999 and fell in with hashish dealers while the decision 


where he hoped to get a job and a residence 


he joined a Tunisian friend named Amar and 


then went to a camp in Jalalabad. There 
who had just ended his training. He was 


he returned to Pakistan 


Abdel Hadid. Unable to find a 
Karimou moved to Frankfurt in July 2000. At 
but then managed to throw 


and Beandali and Boukhari were frequent visitors. 


in his 
also said Karimou was innocent and not involved 


Column 5 Column 6 


after having served two 


and at first denied 


then to Germany in 


where Jaffa 


Column 4 Column 5 
Karimou was merely in the wrong place 


Contacts and Others Connected to the Frankfurt 


witness. Born in Algeria age 26 


and 


which Afane declined to do after 


see below.) 


witness. In detention in France. He apparently 


although Beandali denied 


in statements 
that 


Abu Doha \"picked Boukhari to be 
as 

that Boukhari and 

an expert in bombs 

in Afganistan. 


contact. Suspected 
in custody in England awaiting 


but said he has never met him. Boukhari 


Column 6 
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to rent another apartment \"for 
\" but Boukhari said that Abu Doha had nothing 


according to the BKA British 


2000 in which the attack was discussed and Boukhari asks 


witness. 


Maroni admitted to 


France as a potential target. Beandali also told 
France 


but Beandali said he would like 
the cradle of Christianity into ashes. 


who had also promised to take hostages to force the 


at one point he said 
which caused the defendants to laugh. 
(aka Azzedine; aka Slimane 


contact. Was arrested in 
France on November 25 2002 in 


Column 4 
V a27- 
who fought in 


2000. They 


providing the Frankfurt 


alleged contact. Described by the 
who had also promised to take 


in his testimony 


aka Mohamed Bensakhiria 


the Frankfurt cell is 


alleged contact. A 33- 


Lazahr ben Mohamad 


Germany 


contact. Another suspected 


contact. According to Beandali 


contact. For a time based in Peshawar 
more 
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stated that 


alleged contact. 


Belgium England and Fra 


he 


OM ITALIAYS RECENT MERGER WITH OLIVETTI WAS NECESSARY TO RESTRUCTURE TI'S ( 


N ITS IMPLEMENTATION. 2. (SBU) THE AMBASSADOR AND THE MINISTER AGREED THAT THI 


Column 4 Column 5 


the millennium bomber in 
as \"in charge of the Algerian cells\" 


and training recruits in the 


alleged contact. In detention in 
presumed Algerian. Mentioned in the November 23 


Boukhari and Sabour had with 


contact. Boukhari 
Salime Mutamna and Sabour were all together in 
where they attempted to purchase 


Connection to Al Qaeda? 


the most active in Algerian causes claimed anger 


\"Non-believers 


while Beandali 


though their training in Afghanistan camps and 


Column 6 


Column 4 
2003. 


British intelligence 


2000 


but denied Abu Doha was the leader of the group. The 


in 
the prosecutors described Abu Doha as a 


BeandaliVs 


whom Beandali claimed 


then to Germany and 
Hisham was arrested in Algeria and 


Beandali felt 


however 


when he \"heard Noureddine in London was behind the 
\" he \"found it unlikely that the target was an empty 


something where people could be 
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in which a 


Beandali suspected Noureddine 
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BoukhariVs View: In contrast Boukhari 


inspiring him to train in Afghanistan. Boukhari 
000 German marks at 
which Noureddine had brought from London. 


but has stated that Noureddine only gave 
not orders.\" 


all of Algerian or Moroccan 
spent time in western Europe (especially France 
and were involved in terrorist and/or 


Boukhari 


Hassan Aknoush has stated that Maroni also trair 


defendants admitted contact with Slimane 
alleged member of Al Qaeda network) 
alleged member of Al Qaeda network); 
affiliation unknown.) In reading 

Judge Zeiher said that the arrest of the 
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CIVIL SOCIETY GROUPS AND MUSLIM 
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REPEATED IN FULL BELOW. 


BUT IT 


INCLUDING INDONESIA. 
THROUGH ITS DIPLOMATIC 


THE NON ALIGNED MOVEMENT THE ORGANIZATION OF 
AND THE UNITED NATIONS HAS CONSISTENTLY 


WHICH HAS THE RESPONSIBILITY TO MAINTAIN 
TO IMMEDIATELY CONVENE IN 
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INDONESIA WILL 


20 MARCH 2003 
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Turkish Air Force Command and 
3/20/2003 12:41 O3ANKARA17! Embassy Ankara 


703 000 to the 
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the Central Bank issued a statement 


the required liquidity could be 


if needed during the hours 16:00-16:30.\" 


and in order to secure the 
the Central Bank would be 


within the borrowing banks\' borrowing limits. 


to prepare the budget accordingly and to provide fiscal 


Column 4 Column 5 Column 6 


was for Erdogan to make a statement by early 
to which the IMF spokesman could 


as of 2:30 pm local time Oztrak had 


and thus no statement is planned for the moment. 


acting on guidance from his headquarters (since 


involving more GOT borrowing needs a tighter 


that could achieve the 


which he said MinSate 


3/20/2003 13:14 09ΑΜΜΑΝ!Ί 69 Embassy Ammar 
that there must be a renewed focus on resolving the 
and that a limited number of 


training Jordanians and conducting relief 


as pre-arranged and we 


Column 4 Column 5 


Zarqa University and 


but will have 


the only population movement 


12 TCNs 


Sudanese traveling 
and one Sudanese national from 


along with UNHCR is 
water and food for this group. 


UNHCR had erected 30 tents 


sufficient to deal with current 


plus 


undoubtedly written before the beginning of 
predict that while U.S. military victory may be 
the real test will be how America deals with the 
particularly the \"mosaic\" of potentially 


Column 6 
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America was losing the battle of hearts 
and he referred to the Arab \"culture of martyrdom\" 
papers reported that 
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\"ENCIRCLING\" U.S. AND COALITION 
AND DENOUNCING THE SYRIAN ACCOUNTABILITY ACT. THE 


\" AND 


SUGGESTING THAT THE OTHER LEADERS CONSIDER HIM 


HIZBALLAH SYG NASRALLAH HELD A PRESS CONFERENCE. 
TO BOYCOTT U.S. PRODUCTS AND 
AND TO \"ENCIRCLE\" U.S. AND COALITION 


\" AND WARNED 


AND STATED THAT WHILE NO ONE SUPPORTS SADDAM HUS 
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GIVEN SYRIAN PRESSURE TO KEEP A 


BOTH OF WHOM USED THE PHRASE 


IF BEGRUDGING 


HE LEADS A FORCE WHICH IS WELL PLACED TO THREATEN 


WHOSE ACTIONS IN PAST MONTHS SUGGEST AN INCREASING 
MAY BE CAPITALIZING 
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\" says a professor from the 


\"Vimbayi 


Beverley Jabu 
and Tendai - they are all household names 


| feel as if it\'s 


This is Life is an edu-taining talk- 
aimed at generating 


informed 


Column 4 
This is Life commands 


bold 
This is Life deals with 


sex and HIV; money 


Population Services 
for message content and 
together with 


have set a new direction for HIV 


3/20/2003 13:56 


and hadn\'t changed his own plans to travel to Europe 


NOT WAR 


few were concerned that 


the management at two of the city\'s 


even though there have been very few 


while rates at the Caravelle fell 


Column 5 Column 6 


sex and 


O3HOCHIMINI Consulate Ho Ch 


Column 4 


to Iraq this year under the UN\'s oil-for- 


this figure would have represented a full third of all rice 


Deputy General Director of Vietnam Southern Food 
her corporation was notified to suspend all rice 


her company would have to 


the major state-owned producer of milk in Vietnam 
generating annual income of 


officials at Vinamilk believe the conflict will be short- 
they felt there were several other 


an increase of US$10.96 a barrel 


leaded and unleaded gas prices have still risen by 6- 
affecting all industries that rely on fossil fuels for 

a reporter for the 

the cost of shipping one ton of commodities 


800 billion (approximately US$117 
000 billion (US$130 million). Vietnam Airlines 


adding to flight times and fuel consumption. 
PAY AND POLYESTER RUNNING LOW 


the 
petroleum by-products used in the production 


Column 5 Column 6 


or 41 percent) the 


Column 4 Column 5 
have increased from US$1.60 

an increase of 19 percent. According to Mr. Le Quang 

Senior Officer of the Commercial Department of PetroVietnam 

an 

noted that while 

only 0.17 percent 

the rise in shipping costs and synthetic 

according to Ms. Ly and Mr. Nguyen Tran Khanh 

garments ceramic prodt 
cooking oil detergents 


the level of protest 
just two days after a 


000. Confirming PostVs belief that the 


we received reliable reports that high 


however does have 


Column 6 


shampoo 
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and that the move could affect loading 


he has been replaced. KPC has the 
000 to 200 000 bpd to Khe but 


for fear all will demand the 


000 to 350 000 barrels per day in an effort ti 


but the official said spot 
if there is a need." KPC 


adding that operations would continue as normal 


near Fujairah where Kuwait has 


on the Gulf of Oman. End Note.) 
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SEE PARA 3) UPON WHICH UN REPS 
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SARG MINISTER OF LOCAL AFFAIRS 
UNICEF WFP 


AND ICRC TO CONVEY THE SARGVS POSITION ON REFUGEES AND 


ALREADY BURDENED BY PALESTINIAN AND GOLAN 
HAD CLOSED ITS BORDERS AND WOULD KEEP THEM CLOSED 


ABU KAMAL (CENTRAL) AND 

SEE PARA 3). 

SHELTER FACILITIES FOOD) AND ASSISTANCE 
ELECTRICITY SANITATION). 

BUT THE 


000 IF ALL PARTIES COOPERATED. 


SINCE IT WOULD NOT KNOW WHO THEY 


SYRIAN RED 
WOULD CROSS THE BORDER TO 


BUT BACKTRACKED ON THE EXACT LOCATION OF THE 
SAYING THAT THEY MIGHT BE LOCATED IN THE \"NO MAN\'S 


Column 4 Column 5 Column 6 


NOT A GOOD THING: YASIN MADE 


A 


UNICEF IOM AND ICRC HAVI 


\" SAID ONE UN REPRESENTATIVE. ANOTHER CONTACT SAID 


A PROMINENT AND WELL-CONNECTED BUSINESSMAN HAD AN EGO 
MOST 
ONLY HALF-JOKINGLY THAT THE ONLY 


BUT TCN\'S POSSIBLE: YASIN CONFIRMED THAT 


BUT SAID 

WHO MANAGES EL HOL AND IS NOT 

AND UNICEF WHO HAS DONE MOST 
WERE (INITIALLY AT 

000 TCNS 


WHICH APPEARS NOT TO HAVE QUESTIONED THE SARG\'S 


IS NOW SCRAMBLING TO 


THE MFA DENIED UNHCR PERMISSION TO 


BUT STILL 
THE QUESTION OF TCNS AT EL HOL. 


ICRC IS NOT HEARTENED BY 
IT HAS STILL NOT 


Column 4 Column 5 Column 6 
000 INTO SYRIA FROM 


WHICH HAD CONCENTRATED MUCH OF ITS PLANNING ON 


YET: INFORMATION IS STILL 
AS UN AGENCIES 


WE DOUBT THAT HIS 


AND MUVALLIM WAS VERY CLEAR. HOWEVER 


AND REFLECTS SARG DISARRY AS IT 
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with one abstention. The resolution enters into effect 
either later 


U.S. and Turkish military 


and 


3/20/2003 16:38 03ABUJA542 Embassy Abuja 
3/20/2003 17:21 03STATE7355 Secretary of Stat: 
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BUT CAME FROM THE HEART AS A RESULT OF 


AND 


BOTH MILITARILY AND 

BECAUSE OF ALBANIAVS POSITIVE ACTIONS. 

IN ADDITION TO ITS 

INCLUDING ARTICLE 98 

THE GOVERNMENT CONTINUED TO MAKE PROGRESS ON 
INCLUDING BRINGING CORRUPT OFFICIALS 


AND THAT THE 


THE DEPUTY SECRETARY 


CROATIA AND MACEDONIA WERE \"TAKING THE TRAIN TO 


Column 4 


Column 5 Column 6 
3/20/2003 17:31 O3STATE7356 Secretary of Stat 
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200 for the day mostly Jordanians and 


350 third country nationals (TCNs) 
Ahmad Walid Ragheb was killed in 


a DATT 
1/3 to 


and declared the Eastern Zone within the Ruweished 


we have not received any reports of Amcits 


the King told the council \"what worries 


Column 4 Column 5 Column 6 


identified placed on buses with police esc 


15 were later cleared for entry into Jordan 


the 


UNHCR did 


the 
which intends 


gaining access to Iraq at 


however 
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including \'lite\’ service by 


RELIEF T 


Column 4 


the CRTC is currently 


3/20/2003 21:24 


in response to Department request 


with onward connections still pending. CONS 


but frustrated and concerned about 


Frankfurt 
Kuwait to support Health Unit operate extended 
seven days a week. 
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THE 


CNN) 


WHERE CRUDE PRICES HAD FALLEN TO USD 28.15 AT 1400 
PROTECTED FROM 


ACCORDING TO EMBASSY 
OPEC LEADERS STATE SUPPLIES 
THE 


IRAQ TF-EMBASSY KUWAIT TELCON 
NIMA) 


KHARTOUM KABUL. 
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but these raids also clearly 


not all materials were 
and the stores quickly re-opened and resumed 


as other countries 


Vietnam may find these criminals moving to 


Column 4 Column 5 Column 6 


including providing information on 


Part 6 


in response 
this 


the GVN in cooperation with U.S. 
has been providing training 


electricity and transportation; and allowing 100 


three other applications from U.S. firms are 


Column 4 Column 5 Column 6 


although the GVN admi 


it had not yet lost 


the Supreme Courts subsequent 
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Tyco will be treated fairly and in a transparent 


as in the U.S. judicial decisions are subject 


we had raised the issue of the 


but noted it was still on the books without any 


the GVN emphasized that new visa procedures make 


last-minute notifications and 


noted that the new rules applied to all 


not just Vietnam said the Embassy facilitates 


Column 4 Column 5 Column 6 


both U.S. 


particularly with respect 


Column 4 Column 5 Column 6 


not wholesale price when calculating 


the U.S. side explained 


Invalids and Social Affairs (MOLISA) bilateral MOU on 


like Indonesia and the Philippines. The U.S. 


Column 4 


aside from a provision 
the BTA does not 


however 


4-10 March 2003 


the second working session of the 


Jr. Alist of delegates and participants 


Column 5 Column 6 


that it is always willing to discus: 


Column 4 Column 5 Column 6 


including 
to accomplish 


and strongly believed the U.S.- 


10th MArch 2003. 


Column 4 Column 5 Column 6 
Jr 
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California to permit the use of the flag of the 


the MFA did not address the 


2003 the City 
State of California endorsed the 
and 


considerable efforts are 

Hayward Fremont San 
and at the 

to encourage the State of California's Assembly 


but also 


undermining the process of national 


the existence of those 


in observance of U.S. Laws to acknowledge 


Column 4 


for the sake of greater 
to take timely 


to 


and to avert consideration and endorsement of any 


March 20 


3/21/2003 4:01 
3/21/2003 4:41 


the ISLAND (opposition English daily 


have not eliminated the Al 


including many Islamic states. 


\"the DAILY 
islandwide 


Column 5 Column 6 


and 


2003 
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many a 


not many 


the Government has taken cognizance of this 


000 Lankan expatriate workers in the 
to \"safe areas\" with the help of Lankan 


evacuation plans should also be envisaged for 


if necessary. We hope the new 


Column 6 


Column 4 


and in Afghanistan a year 


the US is putting the whole world in grave danger.... 


yellow fever 


who is a bloody 


or to realize some other hidden objective 
too 


but one 


as almost everything in 


we will lose the forex and 
forex 


food supply? ... a short-term program is urgently 


3/21/2003 5:41 


the statement is a bit long 


Column 5 Column 6 

we 

also unemployment ir 
fuel 
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allowing observers to 


¡AT OUR 
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the PM made clear that 


Wickremesinghe stressed 


after her return from Europe.) 


we have 


but 


however 
Friday 
when some Muslims and leftists plan a rally in 


a test for the security situation 


which are located next to each other 
security 


guarding Mission homes. 


Column 4 Column 5 Column 6 
Sri 


and working to 


which has gone out 


although the 


the PM went 


Column 4 


the elimination of 


the 


economic 
humanitarian consequences that would 
affecting Iraq 


in 


coordinate rehabilitation efforts in the 


the UN must continue to play 


in particular 


freedom and mutual trust within 


338 (1973) and 1397 


must 


including to several 


Column 5 Column 6 


social 


the 


the question of Palestine. There 


Column 4 Column 5 Column 6 


therefore the Government has taken nece 


flour sugar lentils and milk 
supplies of fuel and other necessities could 


the Articles and 


in particular the Security Council has been 
and apparently even abandoned due 


considered and resolved 
the primary global institution through 


it is essential that the role of the UN and 


security and welfare of its people. 
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Column 5 Column 6 
both Sudanese citizens 
have been identified. GOJ 
but noted that 
3/21/2003 6:03 O3HARARE58: Embassy Harare 
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a labor camp and the tomb of 


but on his next 


Pinheiro 


child soldiers and the 


Column 4 


he said 


but asserted that they would have only 


he hoped the 


she cited the March 16 release of 45 prisoners 
which local diplomats learned 


the SPDC announced the release of 115 


as a result 


the SPDC told him that 


15 women 
he has learned that 


the regime\'s failure to 


Column 5 Column 6 


he would go ahead with an 


some 


there has never 


and 15 politice but did not 


Column 4 
and the SPDC needs to know that the international 


noting that with the way small segments of 


in particular 


he should balance this with some 
SPDC efforts to block assistance 


specifically 


so far at least 


both of which he believes to 
and more balanced in its discussion 


most religious leaders 


Column 5 Column 6 


was a 


and the need for 


he 


it has been a one-way 


Column 4 


he anticipates that his relations with the 


he said 


3/21/2003 6:22 


the GOZ 


3/21/2003 7:53 


Senior General 


focused on trying to enhance the modest economic 


the two sides 


Column 5 Column 6 


but without any positive action b 
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Column 4 


Column 5 Column 6 
health 


and education as 


having previously come in 1995 


Prime Minister 


Than Shwe\'s entourage 
including: 


Major General Ne 


Lieutenant Colonel Pe 


and National Assembly Chairman Nguyen Van 


OFESSIONAL MEDIA AND 


Column 4 Column 5 Column 6 


Luan Thuy Duong Deputy 


less than a month 
she claimed. 
such as Cuba and 


while Than Shwe was 
he appeared \"rather 


trumpeting that 


the respective figures were only USD four 


with difficult structural problems.\" In 
\"payment mechanisms\" need to be developed; Duong 


Burma \"does not 

she added. Without citing 

Duong predicted that the bilateral focus would 
including exchanges between 


which she characterized as 


Column 4 Column 5 Column 6 
but noted that there are \"regular meetings\" 


both sides pledged further 

such as tourism 

culture forestry and agriculture. 
while the relevant ministers had discussed 

\"there are not yet 


Duong opined that Vietnamese and Burmese companies 


President Luong told his 


Laos Burma and Vietnam -- b 
which she labeled a \"parallel 


narcotics were also not raised during the 
according to Duong. This was probably because the 


she opined. Duong also noted 


NT, USAID WILL M 


Column 4 


Vietnam and Burma will 


Duong declined to 


these ties are 
a 
it is encouraging to 


in line with recent 
also 
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\"America must not be allowed to bully the 


Otto von Bismarck 
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that the leaders made 
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was once 


Column 4 


where he has 

we feel 

he has taken matters too 

which has since assumed the role 


has defied the United Nations - thus showing 


which is fighting 
has in the past lied to 


in a clear 
have said that they fear 


we do not wish them well. We 


3/21/2003 9:17 


AN \"AL- 


AN \"AL-ITTIHAD\" 
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CALLED TO AVOID AND URGED 


AND THE SHARP SPLIT IN DEALING WITH DANGEROUS 


HUNGER AND THIRST OF THE 
FORCED TO LIVE THROUGH THIS THIRD 


WILL NOT STOP AND WILL REMAIN SO AS LOI 


SHARJAH-BASED PAN- 


LARGE AND 
AND AS MILLIONS VOICED THEIR CONCERNS IN TENS OF Cl 


WHICH IN 
MEET WITH THOSE OF INTERNATIONAL ZIONISM 


THE MOTHER OF ALL BOMBS THE ELECTR AND 


AMERICA HAS ABANDONED ALL INTERNATIONAL NORMS AND 
AND THE ENTIRE WORLD HAS COME UNDER ITS CONTROL. WE DO 


AND FOR US ARABS IT WAS A SAD 
AND AT THE SAMI ONE OF THOSE 
DISABLED 


MAINLY THE YOUNGER GENERATIONS WHO KEEP 


Column 4 


WHO 
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Murerwa told us he has proposed raising the 


requesting Murerwa\'s intercession. The Finance 


blaming 


he is decidedly among 
more empirical than ideological 


Column 5 Column 6 
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who are 
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probably with mixed results. 
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coverage 


calling the military 


\" condemning the hostilities and \"strongly\" 
the language 


a throw-back to Cold War-era language that connotes an 


however that no disrespect or negative 
merely an effort to point to a few 

rather than the entire Administration.) 

the only other senior 

similarly referred to military 

security 


and claimed that the US purpose 


foreign diplomatic facilities and 


with about 20 officials 
students and workers having already dep 


Column 4 
a mix of high school and 


but 


a senior official of the 
claiming a sudden meeting on Iraq 


the MFA 


although numerous 


but it is not possible to 


3/21/2003 10:00 


but expressed anger at the Home Ministry\'s press 
General 


was not in custody. Devendra 


President of ANNISU-R 
and reportedly accused the 


and rehabilitate displaced people 


Column 5 Column 6 


O3KATHMANLI Embassy Kathm: 


accused the GON of lying 


particularly 


Column 4 Column 5 


senior-level Maoist leader and member 
told reporters on March 16 


declaring that they were ready to begin talks. 
Minister of Physical Planning and 

and said the GON was \"on the right track.\" 
because restoring the economy 


economics would be one of the prime topics of 


but that the Government of Nepal (GON) was 


and expressed concern that the major political 


for the 
an all-party meeting called by Prime Minister 


Column 6 


WEBSITE AND MAGAZINE IN 


Column 4 Column 5 Column 6 


said the arrests were a violation of 
thirteen Maoists were released from 


including a journalist and a 
and three from Sarlahi District were also released 


over a hundred people 


some of which was taken after 


however out of fear they will 


TO BE CONSUMED 


Column 4 Column 5 
and are 


and many people throughout the 


which included the release of all 


General Secretary of ANNISU-R; 


was not in custody nor were 
held a press conference on March 19 


and that army and police personnel had arrested 
2002. Parajuli also reportedly accused 


Assistant Secretary 


said in Kathmandu that the UN could play a pivotal 


Column 6 


Column 4 Column 5 Column 6 


bridges airports school buildings 
road repair and communication systems. J 


the children would receive free 
lodging and food while the widows would have the 


however have deemed it 


Krishna Bahadur Mahara member of the Maoist 
said on March 19 that the economy is the 


and his party has developed a 


Column 4 Column 5 Column 6 
but would give it to 
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respect them. Don\'t question 


V American commanders reportedly said. 


they 
has incurred significant political economic and 


has been deprived of the right to a military 

and has missed the chance of $26 

they stress. Concerned about the 

Ankara was readying to give the nod to the U.S. 
President Bush rejected further Turkish demands and 


V papers emphasize. Erdogan has suffered a 


and that aircraft 


but U.S. troops will not be stationed in Turkey. 


and the ongoing military equipment 


ONW flights will be suspended reports 
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by asking only permission for the 


closed the door for economic aid. . In sum 


Turkey 


Secretary 


the American sources say that 


but the 


and it was in fact a three- 


lots of things can change prior to the 
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in the mass appeal 

the transfer of US troops from Turkey to 
the US seems not consider such 

the authorization for the deployment 


militarily speaking. Oddly 
the AKP government is not aware of this fact 


the Washington administration is being 
Washington is making 
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but that his emergency operations center 


Post\'s operations center did not receive 


turning the skies over Kuwait City black for months 


so that we can notify our staff and the larger Amcit 
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that has prevailed and guaranteed 

to 

simply by ignoring the United Nations and the 
and to launch an aggressive attack 

world countries must 

but under the law of power and the 

their national 

for example may attempt 
expelling the people 


and carrying out other 
which we had believed that the 


influential 
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which would not 
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of such a size and such an importance to be 
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freedom 

peace justice and de and were it 
it would 


and it would have 


influential Arabic daily Al-Dustour 
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the local investors were not happy to 


further reducing 


which must in any case 


the current plan is for parliamentary floor 
March 23 and finish five days 

March 28. President Sezer will then have 
March 31 to ratify the budget law (though the 


to avoid 
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while now they are 27 
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but this time Turkish leaders 


but to no avail. V'Hurriyet" quotes Ankara 


the overall tone in the press 


and that 
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who admitted that they all believed that 


calling on the world to 


\" and predicts that 


citing PM Erdogan\'s visit to a small 


Tayyip Erdogan told his party members that there 


there is 
most 


what Turkey received from 


there is a serious `crackV in the way Washington 
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the healing 


we can conclude that 


for instance Incirlik airbase will 


CIA 


the 
as we have seen 


the war 
but it did not succeed. . The 
including the US. From the military standpoint 


there are big risks for the US both 


the US action is perceived as unilateral which 


the repercussions of the war will be on a global 
and weak economies will be most badly affected.\" 
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a former military airport. In order to keep 
\"investments up to 200 

Managing 

is under pressure from 


Fundel made 


Fundel would rather close the airport than 


all civilian airports in Baden- 
the 
for example lost 900 000 passengers 
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the smallest German state has the lowest 
Saarland was number eleven in 
today it is number five with 9.9 percent. 
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customs officers of the Singen customs office 
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Nigeria\'s national interest might be well-served by 


Agabi (Ref E) took 
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and promised to acquaint President Obasanjo with the 


Obasanjo became more 


he instructed his International Affairs Advisor (Ad\'Obe 


accompanied by DCM March 20 made a 


adding that he 
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progress in a positive 
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workshops and fora. 


among others. The project 
s countries to 


and the modernization of 
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153 men) from the public and private sector 


alternative methods of dispute 
occupational health and safety 


income and wages 
labor legislation 
international legislation 
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and social standards 


and how labor issues 
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economic and labor 
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the Secretary of Labor 


ata 
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six seminars and six video conferences 
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conservative 


one writer urges people to remain calm and 
the Kuwaiti Stock Exchange has 
and the Kuwait phone system suffered 


Dr. 
that the Kuwaiti military and their 
V and 
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and 


March 17 President Bush\'s ultimatum to « 
Al Watan reports. 


Retired former Chief-of-Staff 
Director of the Humanitarian Aid 


announced that refugee camps 
but not in Kuwait. 


Ministry of Defense spokesman Colonel 


in an interview with Saudi Okaz newspaper 
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under UN 
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the 


can you or the Arabs believe that Ki a dry 
would give water to the Iraqi people? . We and the 


so thank you very much." 


Saddam will be gone-- either killed or 


and who suffered from an ego complex. 
he attempted to make 


but he was not 
we 


oil 
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water and other 


there is the Iraqi oppositionist Anmad 


the US will take our silence as 
there is the chance for Arab 


the 


Washington will work hard to implement 


which support 


the religious scientific 


if Washington wants a liberal government in Iraq 


and which exists in the religious scientific 
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Ops Officer was 
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if the situation deteriorated. 


we confirmed through OMC-K that as of 1655 
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to 
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current results are insufficient to meet U.S. 
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and his government hosted a major U.S. 
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it 
as well as 
are prepared to press for 


or with a history of 
there has not been one significant conviction 
on corruption charges. It is still taken for 


and it is still very difficult for the GOH to manage any 


such as the fugitive bankers 
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corrupt practices. Since Maduro 
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something 


he has also laid the blame for the poor 


which does 


lack of action by the AG\'s office 
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the Supreme Court has been 
unlike any of 


the Congress seized 


he has 


the Court continues to 
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whatever political independence the Court has 
the credibility 

which has touted judicial 

is on the line. 


replacing a 
cases were resolved based on 


cumbersome not transparer and open to 
an 


increased protections for 
and overall changes intended to facilitate the 


if not the most 
issue for the Maduro administration and the public 
2002 President 


000 


despite the initial 
violent 
particularly homicides and kidnappings only fell 


create a model 
boost its counternarcotics efforts and 
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drug seizures have 


especially of children/young adults since 1998 


but allegations that rogue 


Mexico 


including a special prosecutor and four 


the police have few resources to work with in 


it remains unclear if the political will exists 


Honduras and Nicaragua have 


Column 6 


Column 4 Column 5 Column 6 


GOH officials were hopeful that Nicaraguan 


especially given the fact that 


and under pressure from Congress to 
Maduro recently announced plans for a retaliatory 


which was 


Honduras is falling further behind (ref G). 


and a limited effort in 2002 to enact 


GOH\'s economic 


and a draft civil 


thereby paving 
it has yet to 
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the completion point for Highly 


the 


Maduro has promoted U.S.-CAFTA as the road to 
the GOH was slow to prepare for 


protect sensitive agricultural products 


where protectionist instincts run high could be 


progress on his administrationVs 


although there has been a 
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kidnappings and 


such as reform of 
will not bear political 
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any mandate the president may 


he does respond and produce 


his efforts fall far short of receiving top 
despite his loquacious policy rhetoric. 


but will 
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and Italy will contribute Italian peace forces to 


he remembers perfectly said that the 


but 
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it is the force of might 


3/21/2003 22:57 


\"the Liberal Party opposes war between the US and 


Jeffrey 
was quoted as denying that the conflict between the 
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that prices for these products 
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THE HOISTING OF THE AMERICAN FLAG AT UM QASR PORT. 

\ VAL KHALEEJ V AND DUBAI- 
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IRAQ. 
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THEN DESTROYING THEIR COUNTRY AS A PRELUDE TO 


AS IF ISRAEL 


\"\"AL BAYAN\" EDITORIALIZED ON 03/22: 


THERE WERE NO INTERNATIONAL ORGANIZATIONS TO MAINTAIN 
AS OPPOSED TO NOW WHICH IS WHY IT WAS NOT 


AND INSTEAD OF SERVING AS A ROLE 
IT 


IF NOT ONLY FOR THE IRAQI PEOPLE THEN ALSO FOR THE 
WHICH HAS BEEN MORTALLY 


ABU DHABI-BASED 


WHO HAVE FACED THREE WARS DURING 


IT IS DEFINITELY THE UN AND ALL ITS COMPONENTS 
UK AND SPAIN HAVE 


NOT EVEN THE U.S. THE ONLY BENEFICIARY OF THIS IS 
WHICH ALWAYS LOOKS TO PROFIT FROM SUCH CRISES IN ORDER TO 
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WHO WANT THE U.S. TO TAKE THIS UNIQUE 
AND TO ASSUME THE 

WITH 


THEREFORE STARTED TO SEE BUSH AS 
AND THE U.S. 


THEIR 
\'WITH US AND 


IN THE EPICENTER OF CONFLICT. THERE IS A 


THE 
AND THE EVER-PRESENT ZIONIST 


DIGNITY AND FUTURE 


BUT IT HAS REACHED THE HEARTS 


OR AT 


WHICH WE APPROVED?" 
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ARAB LEADERS ARE IN THE SAME 


EXCEPT THAT WE HOPE AND PRAY THAT BUSH AND BLAIR 
WHILE OUR LEADERS 
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\"The U.S. wants a 


and the interview will be replayed throughout 


some of whom currently sit with 
into our front-line forces. UAE 


but many more journalists remain captive 
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particularly in the younger generation were 


and their focus remained almost 
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the King delivered a 


the 
\" and said 


saying \"| know 


and | share the feelings of every one of you." 


there appears to be some anxiety among moderates 


and that his message of the 


in general to 
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the populace is extremely angry and 
considered the King\'s message less important 


introduced in 
was well understood by Jordanians 
and probably made it 


much of the street\'s emotion 
as our reporting has indicated in 
traditionally pro-western circles here there is a 


and gain confidence that Iraq will truly prosper and 
before their trust in US intentions will return. 
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Office Director for the Minister 


starting 


but one of them he identified as a leading 


in light 
that the authorities will be 
and 
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and Sunaidar 


more personnel and 


including training for personnel and provision 


an 


as translated by Embassy in 


MFA finally responded to 


the MFA sent someone who knew Baghdad well to 


although other Yemeni diplomats remain in the 


and watchstanders detected no untoward activity 
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including killings of Americans 
mosque sermons 
serious Yemeni casualties in the 


bear close watch. EAC members concurred that no 
and that possible 


concentrating on Iraq and the upcoming 


including CNN 
reported the demonstration and showed 


Al Jazeera said 


000. This is a huge 
000 marchers and the 6-800 hard core 
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with much regret resulted in the death of 


a child and citizen and 14 security 


as well as nine civilians were injured. 


Sanaa 


at the official (government) 


ranging from killings 
as announced through reports by 
a violation of the law. As for today\'s 


despite the fact that government and 
contrary to other Arab 


we condemned the torture and terrorism of the people 
and we have condemned the terrorist actions 


the constitution law and order govern us. 


it does not aid anyone 


this is indeed 
we as Yemenis and as Arab 
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by all of us even those who have 


did not have permission to conduct a 


thus breaking 


the security forces defended against 


a behavior that prompted the 


\"14 policemen were injured three 
two demonstrators were killed and nine injured.\" 
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said that 


for an average Palestinian and the Palestinian 


by extension 


a former advisor to 
said that the U.S. war 


they said 


lift roadblocks between Palestinian towns 
and withdraw from West Bank cities 
Israel 

2000 


and engage in real negotiations. Both felt that 
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conservative government 


but at 


all responded that a 


clean and honorable campaign in lraq 


not surprised -- that the PresidentVs very positive 
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Ambassador Darrar Al-Rozougi 


retired General Ali 
said that Kuwait will be sending USD 10 million 


all newspapers report. 


in comments published in Al-Rai Al-Aam and 
questioned why there were no demonstrations in any 


Amr Moussa described Iraq\'s 
\" 


Al-Qabas and Al-Watan report. 


and we succeeded in dealing with them. This 
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our military institutions and ourselves.\" 


we need a distinctive media plan. to 
and 


the allied forces led by the US were able 


the 
realistic and 


which failed to establish justice democracy and 
the biggest 


in the dark ages. The war on Saddam is a 
which rejects globalization and the 
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\"the President said. In 
the COAS had augmented the Army\'s initial 


that battle would be 


which the President said he 
was another factor in the 


Obasanjo said he had chosen the path of 


hoping to hold them in 
this would 


the army and 


for the time being 
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seemed 
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COAS 

if 

ljaws are deeply 
the ability to 


evacuation operations in and around 


there were still approximately 800 people 
but most 


ljaw militia fired three mortar rounds 


who already claim that his 
that it has failed 


and that when he 
itis heavy-handed and too lethal. An 


Obasanjo 


the siege approach is not ideal in 


might not be successful in averting a 


however 
the territory the ljaws claim they 
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one 


the more likely a confrontation 
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CROWN PRINCE OF DUBAI AND MINISTER OF 


INCLUDING 57 IN HALABJA.\" (AL BAYAN) 


AL JAZEERA AND ABU DHABI TV WERE 


ABU DHABI-BASED SEMI-GOVERNMENT \"AL ITTIHAD\" 


VAL ITTIHAD\" 


Column 4 Column 5 Column 6 


DEAF AND PROUD THE RULERS O 
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ABU DHABI-BASED PAN-ARAB DAILY \"AKHBAR AL ARAB\" 
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SUCH AS 


DUBAI-BASED BUSINESS- 


AND WE ARABS DO NOT PREFER 


OUR HEARTS ARE WITH OUR PEOPLE IN IRAQ WE 
WOMEN AND MEN OF THE 
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FRANCE AND RUSSIA EXPECT THAT 
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while calling for sympathetic treatment for 


influential among the elite English daily 


especially ona 


progress and 


Bush cannot afford to 
put aside his chances for 
the United States at this stage does not 
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not a ‘crusade\'\" 


influential Arabic daily Al-Dustour 


and he 


Bush is fulfilling a mission given to him by 

such as those of 

to control the Iraqi oil by the 

such as Rumsfeld 

to effect an American military 

and finally by the right-wing 

such as Richard Pearl Douglas Feith 
to protect Israel and strike any 


Zionist oil- 
but definitely not a crusader 


all in 


but also on the cultural economic 
that is if they decide to 


Budhists Jews and other who took to the 
the 


implement Zionist plans 
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dismissive and derogatory terms. 


PSD reports that a number 


000 at Jordan 
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although rumors abound 
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joining Air 
which restored its service yesterday. Other European 


Ministry of Transportation 
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King Abdullah stressed the importance of 


PM Abul Ragheb 
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IOM reports that a total of 651 


the road from Baghdad 
they did not see 


however 


a group of South Africans who made the 


along with pictures 
rather than the speed and might of 
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report rumors of missile 
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and a mantra that the war is 
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Column 4 


Column 5 Column 6 
which reinforced all previous warnings to 
although most carriers have suspended or 
Kuwait Airways is flying at close to 
approximately 5 000 Arabs/Kuwaitis have crosse! 
which is down from a normal of 12 000 people 
if the situation 
we confirmed through OMC-K that as of 
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demand is minimal 


and the women who stayed 


as detrimental to the fight for equal rights. END 


Dean of the 


all newspapers report. 
Colonel 


which straddles the 


Sheikh Salem Al-Sabah 
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and that thirty thousand 


has 


Column 4 Column 5 Column 6 


according to Al-Qabas and 
000 expatriates and 4 000 Kuwaitis have 


according to Al-Qabas. 


Europe Iran Jordan 


Dr. 


they must depend on themselves and report to duty 
instead of staying at home to watch the war 


Director of Information at 
wrote in 


which will contribute to the 


controls the world economy... Some may wonder 


Column 4 Column 5 Column 6 


and pass it off as acceptable and 
Saudi Arabia 


\' allow me to 


we 


Faisal Al-Qanai wrote in independent Al- 


Kuwait has the right to 
China 


refused to support the 


Column 4 Column 5 Column 6 


but not the right of 


this is a source of joy. It 


but we would have been more pleased to see the 
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DINAMINA spoke of the \"Middle East war 
DIVAINA. The opposition English 
ISLAND SUNDAY criticized Sri Lanka\'s V'wishy-we 
an independent Sinhala daily called 


V the government-owned English 
SUNDAY OBSERVER said that the V'awe and esteem with 


SUNDAY TIMES called it an V'Un-holy war. V 
an independent Tamil daily said that 


the whole world is 


DAILY MIRROR (3/22) 


Column 4 Column 5 Column 6 


DINAMINA (3/22) 
\" over: 


initiated against the objections of the UN will 


and to fuel supplies. But our country is famous for 


and government steps to prohibit demonstrations 


DIVAINA (3/23) thought 
Vwhile the Sri Lankan government and the LTTE 
a bloody war commenced 


the future will 


steps to remove him should be taken 


ISLAND SUNDAY (3/23) 


but neither must 


Column 4 Column 5 Column 6 


as practitioners of real politik 
would surely have meant a payback....\" 


LAKBIMA called President 


John F Kennedy said: “If mankind does not put 
war will put a stop to mankind." 


the UK and the U.S. are members of the 


SUNDAY LEADER (3/23) delineated 


the prospect of Sri Lanka being relegated to runner-up 
must give the 


than to send some cash in 


Column 4 Column 5 Column 6 


negotiated settlement with 
installing a UN peacekeeping force in the 


\' both France and 
and 
too.\" 


and with it the right of veto.... Only new 


then this challenge is that challenge.\" 


SUNDAY OBSERVER (3/23) 


especially weapons of 
and Baghdad\'s propensity for aggression 


whether it is in trade ecological 


in the past half- 
to appreciate and uphold the United Nations 
along with other subsequently 


though yet imperfect source of global 


the awe and esteem 
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SUNDAY TIMES (3/23) called 


arguably the most powerful man in the world. In this 


long having lost the moral right to 
is now 


while the President of the United States settles old 


we are reduced to making see-saw 


3/24/2003 5:40 03COLOMBO: Embassy Colomt 
3/24/2003 6:56 03LAGOS624 Consulate Lagos 
3/24/2003 8:46 O3HANOI710 Embassy Hanoi 
DPM Vu Khoan MOT Tuyen and MPI Phuc 


the lack of a concrete response 


especially given its potential disastrous 


Minister of Trade 


SOMPLEX OWNERSHIP A 


EY WOULD MEMORIAL! 


Column 4 Column 5 
four recurring themes arose: implementation of 
auto 


Column 6 
textile negotiations 


and the future of Vietnam\'s 


especially pointing to the rise in 


and exports from the 


implementing some of 
such as insurance ahead of schedule. (Note: Altho 
it is in fact not exactly 


DUSTR Huntsman encouraged the GVN to 
including 


MOT Tuyen 


DPM Vu 


MPI Phuc 


DUSTR Huntsman further explained that this 
because 


many Vietnamese 
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DPM Vu 


but individual problems 


specifically citing the ongoing Tyco case (see 


DUSTR Huntsman explained that Ford has invested USD 
if the new policy is 

Ford fears that it will be forced out of the 

DUSTR 

the industry representatives should have the 


showing a lack of clear 


Column 4 Column 5 Column 6 


which are currently very high in Vietnam. As an 
DPM Vu Khoan cited the high level of protection 


DPM Vu Khoan noted that the Ministry of 


however that it did not violate 
he claimed make 
and 


they should be happy since it generates tax 


MPI Phuc responded by explaining that 


imported cars are 


the GVN must reconsider 
the GVN must decrease certain taxes 
and impose similar tax rates between 


DUSTR Huntsman again 


as the GVN negotiates to accede to the 
Vietnam should furthermore 


Column 4 Column 5 


but emphasized that 


but that the U.S. 


they argued Vietnam needs more time to fulfill the 
the U.S. should 


the value is still very small compared with the 


noting that 


Vietnam has undertaken to move many 
such as those 


MOT Tuyen claimed that 


Vietnam would have more 
such as aircraft 

as well as afford U.S. 
MOT 


DPM Vu 


DPM Vu Khoan added. 


Column 6 


Column 4 Column 5 Column 6 
there will be good 


such as improving IPR enforcement and 
DUSTR Huntsman 


which 


then 


and finally undertake a Free Trade Agreement (FTA). 


DUSTR Huntsman advised. There are 


Vietnam has only held these talks 
including the EU and New 
therefore looking forward to the 


which should help 


practical 


but 


the trend should be to work with 


Column 4 


Column 5 Column 6 
he noted some 
they must 
DPM Vu Khoan MOT Tuyen 
hitting 


the lack of an organized consistent or concrete 


especially given its potential 
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unfortunately U.S. President 


therefore constitute unlawful acts of 


Column 4 


already reeling from U.N. sanctions 


but 


3/24/2003 9:03 
3/24/2003 9:15 


if | may ask: ‘What the 


000 U.S.-led forces are already reducing Iraq to 


Mr. Blair knows 


the guns will be turned on his country. 
what 


another country they 
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Column 4 
no one really knows where the bombs 
but one thing that is certain is 


3/24/2003 9:51 
especially by 
is key for them. Third 


the sections of the north and east 


\" are bristling with 


and ready to go back to war if they could. 


LTTE leader V. Prabhakaran called 


\"for example 


which resulted in the deaths of 11 
the Tigers almost boycotted the Hakone 


he felt that civilian control over the 


Column 5 Column 6 
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the Tigers 


\" about a March 10 


Column 4 Column 5 Column 6 


and he was pleased in this regard that there 


the two 


key topics addressed at the talks included 


the two 


such as the March 10 incident. The two 


the two sides agreed \"to strengthen the 


Y the two sides 


Column 4 

including 

in a March 20 meeting 

Prime Minister Ranil Wickremesinghe 


Column 5 Column 6 


but promised 


Milinda we can\'t have a 


Balasingham was clearly hitting out at 


a 


proposes that the two sides agree 
and allow human 


the LTTE apparently did not sign on to the 
stating that it needed further 


but 


reports 


Column 4 Column 5 Column 6 


up to 17 crew on the Chinese boat are 
but some may be Sri Lankan.) The Sri Lankan 
which is conducting a search and rescue operation 


the Tigers have vigorously denied 


most 
per the available 
that the LTTE almost certainly sank the boat. 


however. Some speculated that the LTTE may have 


the LTTE did not dwell 


for one came away with increased 
at least for now. By taking a softer tack the 
no doubt 


the fact that the 


Column 4 


Japan 


which focused on such issues as 
we 


in June 


we 


of course 
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and PCS and other official travel by officials 


Mission sent the following update on the SARS 


Column 5 Column 6 


from March 18-21. 


and in July. We salute the 


deplore the loss of life and hope 


O3HANOI714 Embassy Hanoi 


Column 4 Column 5 Column 6 
we will begin a daily update 

in order to assure the peace of mind and safety 

especially those with children the 

and the State Department has approved 

if any intend to leave.) 


2003 
all SARS cases are being classified based on whether 


they may also pick up 


it will still take some time to develop a test that 


China Germany 
Italy Ireland 
Spain Switzerland 
and Vietnam. 


CDC\'s website indicates 37. 


was later medically evacuated back to Hong Kong 
died in Hong Kong.) 


Hong Kong Spec 
Singapore 
Taiwan 
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Mission 


the following correction is necessary. All official travel 


as well as the GVN indicate that the outbreak 


it does seem that the 
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which may 

the 


but reoccurring basis. 


but noted there 


probably owing to the 


which has presented balanced 
it has not shown the footage 


3/25. 


DCM RSO DAO 
USLO FCS FBI. 


Column 4 
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al-Haroun\'s statements 


where 
or wasta 


or simply make the country their regional 


on top of being taxed at 55%). If 
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improvements in legislation have 


\" which runs headfirst into one 
the tragic 


is not expected to face obstacles to its 


which 


who was under investigation for a letter 


Yurdatapan and over 1000 supporters 
thereby forcing the 
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a 


is the modus operandi. Even if 


O3ISTANBULS Consulate Istanb 


Column 4 Column 5 Column 6 
eventually resulting in dismissals for 
the movement replicated 


using prominent names as 


producers and distributors generally 


however film producers and distributors r 


one by the state) and a Higher RRC with 7 
2 by the state and one 


President of Belge Film 


only one film has been 


\"Big Man Small Love Y was subsequer 
although 


\" the film written and directed by Atom Egoyan about 


perhaps no more 


\" Cetin 

nor does he 

any problems or obstacles in bringing the film to 
a government minister personally 
\" Cetin said. 


Column 4 Column 5 Column 6 
but not for political reasons (Cetin 
upon hearing his concerns the film\'s director 


journalists and 


both said they had not detected any such 
many if not most of the 


continue to be used as a form of harassment. As for 
despite having prior approval from the RRCs Cetin 


\" for example were pulled from theaters in ser 


the latter for its portrayal of the 


it would indeed be a positive sign. However to 
it remains unclear whether recent reforms will lead to 


in 2002 the GOT opened 


the GOT took such action 
23 publishers and 38 writers. The GOT 
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which may 
the 


but reoccurring basis. 


but noted there 


probably owing to the 


which has presented balanced 
it has not shown the footage 


3/25. 

DCM RSO DAO 

USLO FCS FBI. 
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\" and \"an example of 1940s 


Column 4 


\" Pinheiro said that he found it hard to believe 


the guidelines 
including the complete confidentiality which 
is clear. Consequently 


and 


Pinheiro said that he reached 


Pinheiro indicated that mission\'s 


as well as allegations of rape. 


there appeared to 
as 
it continued to 


and all other security detainees. The GOB 
while 


200 to 1 


they made no commitment about a general 


Pinheiro noted that the political dialogue 


almost in the same exact words 


Column 5 Column 6 


he 


400 security detainees are politic 


Column 4 
allowing NLD 


Column 5 
ASSK said that the meetings had 
he said one 
V a term he 
and said he 


but nevertheless 
since the NLD found it 


the ball is now in the SPDOVs 


Pinheiro 


it will be necessary to have agreement in detail very 


Pinheiro said 


he would definitely 
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V UAE COLUMNIST AYSHA SULTAN COMMENTED THAT 
AND THAT IT WILL RESIST 


AS IT HAS ALWAYS DONE. AN EDITORIAL ENTITLED V'BACK TO 


V VAL BAYAN 


Column 6 
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V AND \"GULF NEWS" CARRIE 


VIOLENCE SHOCK 
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MILITARILY AND 
OCCUPIERS LOSE 25 


ABU DHABI-BASED 


ARMED WITH SHEIKH ZAYED\'S 
WHICH ASKS SADDAM TO STEP DOWN WITH SOME GUARANTEES. 


THEN TO SUBMIT IT TO BECOME THE INTERNATIONAL 


THE EDITORIAL IN ABU 


TORN BODIES AND FLOODS OF 
IN ADDITION TO PICTURES OF PRISONERS OF WAR WHO ARE 
IS SOMETHING WHICH 


IT WILL CREATE AN ATMOSPHERE OF HATRED AND REVENC NOT 
BUT ALSO AMONG PEOPLE 


SHARJAH-BASED PAN-ARAB DAILY \"AL-KHALEEJ\" 


EMBRACE VOLD EUROPE\' 
AND TARGET (AFTER IRAQ) 
IRAN AND OTHER AND EVEN RUS 
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\" SHARJAH-BASED PAN-ARAB WEEKLY MAGAZINE \"AL 

AND ALL THE INTERNATIONAL ATTEMPTS TO 

PEOPLE 

TO DOMINATE THE ENTIRE MIDDLE EAST 

WHO FOLLOW THE ANGLICAN- 

ALONG WITH THE AMERICAN GROUP WHO ARE 

AND 

HAVE LONG AWAITED THE ESTABLISHMENT 

HIGHER PRICE\" DUBAI-BASED 


EVERY WAR HAS A PRICE. AND THE LONGER THE 
THE HIGHER THE PRICE. IN THIS CASE IT IS A PRICE THAT WILL 


AS IT WON\'T TAKE LONG FOR THE U.S. TO FIND 


AL SAHHAF UAE COLUMNIST NASSER AL 


MODERATE 


SINCE HE IS SEEKING THE WORLD\'S SYMPATHY ...\" 


UAE COLUMNIST AYSHA 


WHILE THE OCCUPIERS\' ORDEAL IS 
AS IT HAS ALWAYS DONE IN THE FACE 


THE HEADQUARTERS OF DAR AL HIKMA AND 
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and 
Ali Abul Ragheb during a press conference 


influential Arabic daily Al-Rai 


then why are they dropping thousands of 


but the dropping 


a brutality never before witnessed by the 


but 
but instead has 
but instead became the biggest user 


but instead ended up bypassing 
ignoring its will and acted unilaterally. 
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influential Arabic daily Al-Dustour 


if the United States 


which already lacks 
the ugliest war. Such developments and 


which were destroyed as a 


the U.N. 


influential Arabic daily Al-Dustour 
bombings and military 


the United States Britain and 
have acted militarily and without Security 
to invade another country that 


then 


the Security 
then they can avoid 


then they must perform their 


Column 4 


influential Arabic daily Al- 


despite 


rather from fear of 


not only for the Americans 


in turn 


and their confusion is making them make more 


but resisted with all its 
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the primary surplus targets have been met 
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would not give 
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and looks forward to 


possibly as early as the March 24 pm Council 


Energy Minister Guler announced he was seeking Cabinet 
and 


the Public Works 


GOT spokesman (and Justice 


actions will be far more important than words.\" 


Column 4 Column 5 Column 6 
General manager of Turkey\'s largest private 
Akbank told us \"Erdogan said nothing n 


and he surmised 


since the banks\ lira 


and interest 


which would be affected by the F/X outflow. For now 


Star newspaper (tabloid-style owned by 


\"Stay in cash Keep your mo \" by 
a widely read columnist. The column warns 
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including a few to the United States. He added 
and said they were going for 
he said were bound for Lebanon or 


and that normal operations continued. 
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although still fewer than 


FM Muasher and Minister of Information 


MuVtah 
and Arab College in Amman. Lawyers are 
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with emphasis on the strength of lraqi 


and characterized the US-led assault on Iraq as 
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723 METRIC TONS OF PULSES VEGETABLE OIL 


2003 A BUDGET REVISION WAS APPROVED THAT 
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IO A/S HOLMES EUR/NE EUR/WE 


IO/EDA SWINNICK 

MCHAMBLISS AND RTILSWORTH 

AA/DCHA WINTER D/DCHA/OFDA 
D/DCHA/FFP LANDIS 


AORC UN PREF 


000 METRIC TONS 
000 METRIC TONS 


SPECIAL OPERATION (SO) 10257.0 
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CONSISTING OF CAPACITY 


AND INTENDED TO ENABLE WFP 


000 METRIC TONS OF FOOD 


EFFICIENT AND THE PRIMARY 


THE IRAQI MINISTRY OF 


000 FOOD AND FLOUR AGENTS (11 000 IN THE THREE NORTHERI 
000 IN THE CENTER/SOUTH). 


60 PERCENT OF THE IRAQI 


WFP 


Column 4 
WHO WOULD NO LONGER BE 


FOR WHOM 


WFP PLANS TO REACH UP 


IDPS AND THE 


Column 5 


Column 6 
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IO A/S HOLMES EUR/NE EUR/WE 
IO/EDA SWINNICK 

MCHAMBLISS AND RTILSWORTH 

AA/DCHA WINTER D/DCHA/OFDA 
D/DCHA/FFP LANDIS 


AORC UN PREF 


WFP ASSUMES THAT THE 
AND WILL 


2.8 MILLION INTERNALLY DISPLACED AND 
000 EXTREMELY VULNERABLE. 


SYRIA IRAN AND JORDAN ON 


INCLUDING INFANTS ARE THOSE CONTAINED 


WILL BE THE OBJECT OF CONSTANT REVIEW 
BASED ON THE EVOLUTION OF THE 


Column 4 Column 5 Column 6 


CYPRUS AND STAFF HAVE BEEN DEPI 


EVEN IF ONLY ON 
OPERATIONAL NORMS WILL BE INCREASINGLY 


INCLUDING IT 
COVERING THE 18 


BUT PRIMARILY WITHIN IRAQ UPON RE-ENTRY. THE 


000 NATIONAL STAFF OF WHOM 40 PERCENT 


TO SUPPORT EXTENSIVE 
INCLUDING LOGISTICS AND FACILITIES 
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IO A/S HOLMES EUR/NE EUR/WE 
IO/EDA SWINNICK 

MCHAMBLISS AND RTILSWORTH 

AA/DCHA WINTER D/DCHA/OFDA 
D/DCHA/FFP LANDIS 


AORG UN PREF 


WITHIN IRAQ WFP RETAINED TEAMS OF T 
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THREE 


COORDINATE 


AND ORGANIZE THE RECEIPT 


THE ABILITY OF THE FOOD AGENTS 


AND TO IDENTIFY POSSIBLE 


THEY WILL PARTICIPATE IN THE 


AND ANY OTHER OPERATIONAL MEANS INCLUDING 


WFP 


AND TO IDENTIFY 


WFP WILL EMPLOY NATIONAL STAFF IN EACH 


TO PROVIDE 
AS 


DIVERSION OF LONG-HAUL TRUCKS 
AND/OR WFP PROVIDING 


ITIS 


GIVEN THE 


609 500 METRIC TONS OF FOOD 


Column 4 
THE REGIONAL 


ROUTES AND MODALITIES AND A HIGH DEGREE OF 


WFP 


WITH PORT AND ROAD CAPACITY ASSESSMENTS 


AND STANDBY TRANSPORT CAPACITY NEGOTIATED. 


Column 5 


Column 6 
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IO A/S HOLMES EUR/NE EUR/WE 
IO/EDA SWINNICK 

MCHAMBLISS AND RTILSWORTH 

AA/DCHA WINTER D/DCHA/OFDA 
D/DCHA/FFP LANDIS 


AORG UN PREF 


JORDAN WILL MOST LIKELY BE THE LARGEST OF THE 


000 METRIC TONS PER 
FAR IN EXCESS OF THE NEEDS UNDER THIS EMOP. TURKEY 


INCLUDING ISKENDERUN AND MERSIN FORA 

000 METRIC TONS PER MONTH. THE USE OF SEA 

SYRIA KUWAIT AND IRAN ARE ALSC 
AND 


CONFLICT AND RE-ENTRY PHASES 
WFP IS DEPLOYING SECURITY OFFICERS 


Column 4 Column 5 Column 6 


PARTICULARLY INITIAL CASH CONTRIBUTIONS THAT WILL 
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rejecting as 


the GOB had prepared its offer for the February 15 
but it was withheld at the last minute by order of 
with the acquiescence of President 


Hees said he understood from 


he noted the GOB\'s very negative 
because 
including many key 


Hees used the opportunity to express frustration 


within plenary as 


the U.S. delegation described the U.S. 


Column 4 Column 5 Column 6 
\" but 

the Mercosul delegation 

Hees cited an 


this means 


without violating USG commitments. Hees 


if the exchanges between the U.S. 


he asserted 
without the benefit of a substantive 
forces 


taking a similarly rigid stance 
Hees said that 


noting that some negative list offers submitted by 


just as countries can also opt for keeping 


he opined. Furthermore he claimed 

at least according to the U.S. offer 

not more specificity regarding restrictions 
\" which 


but without indicating how 


Hees argued that there is 


Column 4 Column 5 Column 6 
pointing out that they will have to be able 


Hees asked that due respect be given 


he 
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Especially 
and Supplemental Protocol Against 
Sea and Air. 


including human rights 
immigration violations and labor 


namely the recently-released USDOJ OPDAT 


the Chief Prosecutor in Al 
Abu Dhabi Emirate attended the February 2003 


Column 4 


the Ministry of 


especially 
and the 


which they initially receive after passing a 


Column 5 


Column 6 


Column 4 Column 5 Column 6 


covering their causes 


the Ministry of Labor and Social Affairs 


whether individual or 


employment contracts and labor cards private 
work hours and leave 


labor disputes employment contract 
end of service benefits transfer of 


focusing on those with large 
and requested the 


the employee 


if the 


the dispute is referred to a 


Column 4 Column 5 


whose decision is final. 


the Government introduced a new law 


sometimes for months 


the Labor Ministry announced 


especially in companies that 
had 


in September 2002 the Labor Ministry 


the Labor Ministry announced it would not 


and increased 
the 


in June 


54 additional labor inspectors began work 


including payment of wages hours 
safety and health requirements. The 


the 


Column 6 


Column 4 Column 5 


which apply for and receive work permits 


a special committee appointed by the 


including stricter scrutiny 


Labor Ministry officials announced a 


private companies 
certified by 
showing regular payment of 


whether working for the 


may be required to submit these reports in 


the Ministry of Labor announced the 


the Ministry plans to 


Column 6 


Column 4 
Ministry of 
municipalities 
and 


including trafficking in persons. 


Ministry of Interior officials 


including trafficking 


the Ministry of 


in January 
the UAEG announced new regulations requiring a 


Column 5 Column 6 


and civil defense work 


Column 4 Column 5 


the Dubai police 


the Ras Al-Khaimah Emirate police and 


the officials reportedly ask the women how 
who assisted them in traveling 


the Dubai Police Department will host 


the Dubai Police Human Rights Department 


including victims of trafficking in 


the Human 


attended the State Department\'s 


the Dubai Police Human Rights Department 


which includes the creation of Victim 


Column 6 


Column 4 


Victim 


especially in cases 


the Dubai Police 


the hotline is open to all 


Saturday to 
but will take emergency calls on Thursday 


briefly 
including their objectives 


Column 5 


Column 6 


Column 4 Column 5 Column 6 
to promote women\'s 


the primarily government-funded UAE Red 
an affiliate of the 


among other activities 


divorced women 
orphans prisoners and students 


digging wells building healt and 


the UAE Red Crescent Authority and 
such as the Zayed Foundation 


conducted humanitarian 


including countries in the Middle East 


CIS Russia and Africa. UAE 
including 
clothing construction e 


heavy machinery 
transportation equipment 
ambulances medical suppl and medicines; 


Column 4 
refugee camps 
hospitals 


focusing on women and 

the Authority also sponsored 4 
Iraq 

Bosnia 

Mongolia and Ethiopia 


Afghanistan 
Chechnya 
Sudan 
Tanzania 
Bosnia 
Ethiopia 
and Iran. 


UAE First Lady Shaykha Fatima bint Mubarak 


which is managed by the UAE Red 


which maintains offices in 


NGOs 
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schools and orphanages; opera 


645 
Lebanon Palestine 
Ghana Indonesia 


at a cost of about 


Sudan Benin 
Kosovo Yemen 
Somalia Syria 
Ghana Indonesia 
Lebanon Algeria 


other relevant organizations anc 


Column 4 Column 5 Column 6 


especially if the there is suspicion of 
the UAE began 


the U.S. Immigration and Naturalization Service 


isa 
the Ministry of 


including an integrated federal data 


the use of false names and birthdays in 


in January 2003 the UAEG began 


allows persons who 


Column 4 


the UAEG is updating its immigration 


who 
what they 


etc. Immigration officials indicate that 


including trafficking in persons 


UAEG 


such as a 


the Ministry of Foreign Affairs led and 


the Ministry of Foreign Affairs 


Column 5 


Column 6 
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monitor or control 


Ministry of Interior officials 


including trafficking 


the Ministry of Foreign Affairs led and 


working in coordination 
created the 


the Ministry of Foreign Affairs 


Column 4 Column 5 Column 6 


posts should highlight in 


what is 
under what other laws can 
are there 


taken together adequate to cover the full scope 


including 


inducement or deceiving someone to commit 


Column 4 Column 5 Column 6 
000 
000 dirhams (about $2700) 


preventing or 


provide numbers of arrests 
plea bargains fines and convictions. 


why not? Please indicate whether the government 
and if not why not? 


and convictions. We will forward this 


are the 
small crime groups 


travel and tourism agencies or 
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terrorist 
judges banks etc.) 


with the typical size of the organized crime 


the focus should be on 


are 
undercover 
and mitigated punishment or immunity for 


likely out of 


and that 


and prosecute instances of trafficking? 


the senior 


to help law enforcement 
investigate 


Column 4 


Post presented the information to the 


the Dubai Police Department will host 


can post provide the 


Ministry of Interior officials 


Column 5 


Column 6 
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including trafficking 


is the government 


what is the government doing to modify its laws 


including India Sri Lanka 

Canada (for drugs and money-laundering 

China Saudi Arabia Tunisia 

Syria Somalia Jordan and ΕΟΥΓ 


253 suspected criminals were extradited 


extradition was 


UAEG authorities announced that the UAEG 


France Germany Australia 
the UAEG presented a 


UAE-Azerbaijan treaty 


UAEG authorities stated that the UAEG had 


the UAEG has not requested 


itis expected that the UAEG would request or 
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there is reportedly a clause in the UAE-India 
included at the UAEG\'s request 


on a local or 
please explain in 


whether on a local or 


what steps has the government taken to 


when available. 


it is expected that 


Column 4 


Child 

and Child Pornography? 
but has not ratified its 
and Child Pornography. 


Suppress and Punish 
especially Women and Children 


Suppress and Punish 
Especially Women and 


See and Air. 


Column 5 


Column 6 
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for 


by providing temporary to permanent residency 
relief from deportation 


shelter and access to 
medical and psychological services? If yes 


can post 


including victims of trafficking in persons. 


whether forced or otherwise 


the Dubai Police Human Rights Department 
which 


Victim Assistance 


Column 4 Column 5 Column 6 


the hotline is open to all 


Saturday to 
but will take emergency calls on Thursday 


or are 
or deported? If detained or jailed for how 


such as those governing 


such as those governing immigration or 
if commission of such offenses is 


law enforcement officials state that 


immigration 


Column 4 Column 5 Column 6 
for 
they overstayed in the country illegally 


is the victim permitted to obtain other 


especially in cases like sexual abuse and 


a victim may claim 
which is granted as 


including the special needs of 


Column 4 Column 5 Column 6 


to help law enforcement officials 
investigate 


Post presented the information to 


which forwarded the information to the 


the Dubai Police Human Rights 


such as 
shelter or financial he to its 


it is expected that the UAEG would 


if any work with trafficking 


iu 
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Abu Dhabi police officials have worked with 
a non- 


in providing shelter to 
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is heavily concentrated around Escravos and 
000 bpd from two other facilities. 
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the two Antonov transport aircraft 


CT was able to deploy a fleet of smaller aircraft. 


among other 


a mixture of Army Navy and Police (MOPOL) were 


Column 4 Column 5 Column 6 


for example that 


we pass along CT\'s request as we 


000 barrels of crude lost to U.S. and world markets. 


000 bpd would amount to just under one percent 


inter-ethnic tensions in the Niger Delta 
the 


if the GON fails to 


000 


Nigeria sells crude oil to Caribbean and Canadian 
sweet crude with heavier 


but estimates from 2000 suggested 


000-plus bpd range 
Nigeria will have to draw down its 


Column 4 Column 5 Column 6 
the GON 


the GON may have to 
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000 DPs in all of 
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the result will be the same: nothing will be 


contrary to what Bush and his 
Turkey\'s 


and cannot subvert 


advisers or bureaucrats ‘close to the AKP\' misled 
Turkey took the necessary 
but it was too late for them to do any good. There 


Column 4 


might not be as 


but for the next 


of course 


abandoned baby who nobody 


but in 
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saying 


Bush is 


he is ensnaring them into deeper 


with levels of poverty having already 
according to the 


the real objectives of this 
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would 
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\"Instead of fre he 
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which felt embarrassed about failing 
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it will affect this privatization 

\" Tekin said. He feels however that the lraq 

if any 


Tekin plans to hire a 
setupa 
and establish a tender commission 


the PA will give a public offering for 


and another public offering for the 


Tekin said the right 


\" he said. 
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THY has undergone two previous iterations of 
privatization was 
in early 2001 plans 


the GOT loosened price and regulatory 
allowing it to reduce or eliminate 


lay off 1 500 workers sell 
and pare down in-flight meals. In addition 


2001. 


a year in which many airlines struggled and two 
THY had it's most 


THY sales were $1.4 billion; in only the first nine 


sales were $1.2 billion. (Because THY is the 
it\'s 


and she anticipated 


Ozturk said THY was also concerned about its 


if not impossible to keep 

one THY 

he may 
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AND THUS 


A NEW REGULATORY FRAMEWORK (NRF) FOR 


AN OPERATOR IS PRESUMED TO 
HOWEVER NEITHER A NECESSARY NOF 


SUCH AS: THE 


AN SMP OPERATOR IS DEFINED AS AN UNDERTAKING 
E.G.) 


CONSUMERS. IN IMPLEMENTING SUCH A 
NATIONAL REGULATORY AUTHORITIES (NRAS) ARE 


USING 


AND IN DOING SO FULLY COMPLYING WITH ITS 


IS THAT THE GOI/THE COMMUNICATIONS AUTHORITY 


ONE IN WHICH THE NRF 


ULTIMATELY ΤΗΕ CONSUMERSY POINT OF 
AFTER A LONG DEBATE THE EUROPEAN COMMISSIO 


AND REQUIRE NRAS TO ANALYZE IF MARKET 


Column 4 Column 5 Column 6 


WHERE FOR A STAR 


WHICH COVERED BOTH MOBILE AND FIXED 


AT THIS MOMENT ANTICIPATE TO WHAT EXTEI 
WE 
WHILE THERE IS SOME COMPETITIVE 


SINCE OPERATORS ARE COMPETING WITH ONE ANOTHER TO 
THIS IS NOT THE CASE WHEN THE TWO NETWORKS 
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noting that severance of diplomatic 


its officials and its missions and 


the impending removal of the Iraqi 


Awadi stated that it would be very difficult to 
especially in light of Yemeni 
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like the 


their role has started to be exposed. 


they are confronted with bullets and 
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not to Saddam and his 


this was a very 
the Bank was not making 


the only 


but that it cannot move money outside of the system. 


Column 4 


as over-valuation had been a problem. 


CBJ Director of Banking 


attributing this to the 
currently 


which also made foreign banks comfortable dealing 


should 
a longer-than expected conflict will 
and 


Column 5 


for now 


Column 6 


help the sector w 


Column 4 
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but are 


Swithun Mombeshora 
Mugabe 


\"we shall not treat them (the MDC) with soft gloves 


it should be curbed and those 
justice and 


specifically the 
U.K 


herewith \"soldiers\" 
and six suspected CIO officers abducted Elias 
a retired military armory officer 


Viola Shamu 


who at first did not tell Poloff his real name 


and batons. 
took him to an 


Column 5 Column 6 
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on 


Netherlands a of paying the MD 


armed 


from his 


who is an MDC councilor in Har 


Column 4 
and subjected him to electric shock 
toes and genitals. 


bound 


unbound himself 


scarred 


her brother who is an MDC 
and their 55-year-old mother at their home in 


Crispin 


and kicked them repeatedly. The 
who was naked when the soldiers 
to spread her legs; one of them inserted the barrel 


backs 

his sister was 

and his mother was reportedly suicidal. The 
possibly broken. 


one raped her 


and demanded information about the 


Sharon Nell a 50-year old veterinary 
where 

came home to find five soldiers 
\"let\'s rape this white 

pushed her around the 


and beat her severely with leather straps. She didn\'t 


they suggested she report 


Column 5 Column 6 


and 


and cut over F and 


about fifty soldiers arrived in the 


arms legs and other ar 


and they forced her to 
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Nell had offered to treat victims 


Nell received a threatening 


soldiers and 


and 
beat him severely and then dumped him 


police arrested the entire 
about twelve people and beat 


Beat Attendees 


and 


Vas 


Column 4 


President 


at a minimum 


3/24/2003 16:08 
3/24/2003 16:27 


the two 


6 of the 10 wards of this local government were 
according to Fumodoh. The ljaw 


and they see government as the 


due in part to his Yoruba ethnic 


saying the Itsekiri actually \"speak Yoruba with 
VDespite Obasanjo\'s style to 


we believe he feels strongly about these issues 


though he 


Column 5 Column 6 
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the Army Chief of Staff is 
a 

asa 

are generally seen as 


although his mother is Itsekiri and 


Fumudoh has previously conceded to 


and that government provides their only alternate 
or until the 
the ljaw are 


long-term stability for oil 
property and the legitimacy of local govei 
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using as 
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and Italy will contribute Italian peace forces to 


he remembers perfectly said that the 


but 


so in place of 


the first force of the world 
this is what 


it is the force of might 
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V the body of which had exploded and 


jets did not fly and 


200 soldiers 


Column 4 


five people 


and one in Izmir 


the 


000 dollars in counterfeit U.S. currency into 


fake 100 U.S. dollar 
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HUMANITARIAN ASSISTANCE AND EVENTUALLY 


HE DID MENTION THAT SPECIAL FINANCIAL MEASURES 
BADINI 


Column 5 Column 6 


including an 


in connection with 
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SAYING \"WE 


AND REASSURANCES FOR IRAN AND SYRIA 

REF B). 

ALBEIT INA 
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BUT HE CLAIMED THAT 


MESIC SAID USG MILITARY ACTION \"LACKED 


AND ASKED RHETORICALLY WHAT 
FOR INSTANCE SECURITY 


THE U.S. COULD USE CROATIAN 
WHICH WAS \"MORE THAN OFFERED BY SOME 
\" 


Column 4 Column 5 Column 6 


THE SECOND LARGEST COALITION PARTY) TOLD THE 


THE PRIME MINISTER AND THE SPEAKER. TOMCIC 


INCLUDING THE UN NATO AND THE EU. \"IF THE 
WE WILL ALL COME OUT OF THIS LESS 

CONSEQUENCES FOR THE WORLD\'S 

V TOMCIC SAID. 


V EXPLAINING 


BOTH WITH 


V AS THE TITLE OF AMBASSADOR\'S 
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it has no way 


000 bpd of oil available at Yanbu and in 
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000 bpd from its share of 
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Guatemala would vote in favor of a resolution 


however Portillo said his main problem is 
who resents U.S. opposition to his 


Rios Montt could not expect warm relations with 


Column 4 Column 5 Column 6 


the 


drawn from ref a that explains the entire process 


saying aid to the military would violate the 


if true (and he noted 


moreover extremely prejudicial to Guatem 
as one of the most 


in this instance it is possible that military 

not police were responsi 

the Ambassador said repeating that this has to stop 
but the 


urging that he personally involve himself to 


and the system\'s 


Column 4 
said Labor Minister 


000 ex-civilian 


despite our deep misgivings over the appropriateness of 
especially in an election year 


by the URNG (former 

leading 

if they make 

could turn extremely violent. Hence the importance of 


prefaced 


with whom he thought he had had a strong personal 


but what about financial contributions and his other 


the 


would be funded and kept in operation (note: there 


Column 5 Column 6 


we had not 


Portillo has not come to 


Column 4 Column 5 Column 6 


showing no surprise 


though he equally understands 
Iraq and narcotics cooperation will come up in any 
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\"the Liberal Party opposes war between the US and 


Column 4 


Jeffrey 


Column 5 Column 6 


was quoted as denying that the conflict between the 
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and you\'re 


stating \"We don\'t regret 
we love you and President Bush 


and 


Column 4 


Kuwait City 


Bahrain and Doha 
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MINISTRY OF IRRIGATION 
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Qatar. 
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FOR 
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2003 
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Ministry of Irrigation April 


Regional 
Department of 


Forest 


State Development and 


Institution of Engineers Sri 
1982 


1986 
University of Roorkee 
1992 
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coordination 


designs and water balance studies and 


Mr. Seimon serves in the Technical 
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and we will not allow any party to use 


the King also denied that 
originally intended to 
through Jordan instead. He also 


were released on 


Column 4 


with only a dozen 


held 


000 Iraqi citizens -- the vast majority of 


the GOJ has been deporting out-of-status Iraqis 
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000) TO GET STARTED. ACCORDING TO TURNER 
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BUT SAID THEY HAD BEEN PUSHING THE 


BUT EVEN ΕΑΟΝ5 OWN ACCOUNTANTS 


WHO IS AWAY 


THE RESOLUTION WILL INVOLVE TRANSFERRING 
WHO MAY BE ABLE TO PAY 
THE FUNDS 


000 FROM FAO FAO DIRECTOR GENERAL 


2003 FAO PRESS 


THESE FUNDS WILL BE USED INTER ALIA TO DESIGN 
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especially those from the electronic 
covering the United States-led war against Iraq 


Column 4 


although quiet about live footage of Iraqis 


the tiny difference is immaterial 


both 


has been far more analytical and made 
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subsidized by more 


after 16 months in office 


with GSL having sold off full or 
telecom 
GSL has enacted 


GSL\'s performance to date indicates it has a credible 
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the United 


mass transit and insurance. 
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not trade. The LTTE rightly reasons that it is 
because it can control how and 


would require the LTTE to sacrifice some degree 


LTTE leader 


but that system rests entirely in its hands without any 


but its prohibitive taxation system - especially its 


much less 


\" but it has shown no interest in working with GSL\'s 


the LTTE does not have many economic 


infrastructure in the north was much less 


for instance is exactly the kind of harsh 


the economic policies of the LTTE since the 


it will share the poor 


but 
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a free market 

a centrally planned 

these divergent 

the south will continue to outgrow 

widening the prosperity gap between the regions. 


therefore that helped 
nor will the risk of 


the LTTE\'s unwillingness to open the 


it would welcome rather 


the LTTE\'s economic strategy is more 
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a former administrator in center-right DYP also 
his constituents are most concerned 


he 


parliamentary Deputy Speaker and Ankara 
party meeting -- but refused numerous entreaties 


but no one responds \" Kaya 


Column 4 


Kaya noted that "Iraq is a 


CHP 


V he said hopefully. \"How 


with some justification 


Balaban 


seeing Kemalism as 


where the EstablishmentVs 
AKVs confused quest for mainstream 
and its perceived submissiveness 


AKVs 


Islamist godfather Erbakan appealed to his erstwhile 


the crafty Hoca will 
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and 


that the 


and others over AK\'s 
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Y in its March 25 editorial. 


Tony Blair 


quashing hopes of a 


truly sick even by the 
contrast 
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DR. ABDULKHALEQ ABDULLA LISTS THE OPTIONS 


ABU DHABI TV AND AL ARABIYYAH SATELLITE TV 
ABU DHABI TV BROADCAST 


JASSEM AL SAQR 
COMPLAINED THAT ARAB 
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kill innocent civilians under the 
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KUWAITI 
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\" DUBAI-BASED 


SHACKLED 


WHICH IS 

IN ADDITION TO CHEATING 

WHICH IS THE FIRST OF THE PLANNED 
THE REGION IS 


UAE COLUMNIST DR. 


DESTRUCTION 


THEN THE BATTLE WILL BE VERY LONG 


THEN THE WAR WILL NOT 


WHERE THEY 


Column 5 Column 6 


AND CHAINED IN SIX-BY-EIGI 


DECEIVING 


AND KILLING THEY DO NOT \ 


AND THE U.S. TROOPS 


Column 4 Column 5 Column 6 


SINCE THE ARAB-MUSLIM INCLINATION IS CONSIDERED RETARDED 
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if | may ask: What the 


000 U.S.-led forces are already reducing Iraq to 


Mr. Blair knows 


the guns will be turned on his country. 
what 


another country they 


no one really knows where the bombs 
but one thing that is certain is 


Column 4 Column 5 Column 6 
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the \"shooting of demonstrators\" 


in contrast to previous media reporting 
an independent and usually pro-American 


Column 4 


Column 5 Column 6 
showed a large color photo of the slain boy on its 


the negative 
worldwide negative 
photos of private citizens injured in Iraq and 


an official daily and usually moderate to 


on the afternoon of March 23 printed 


both covered in blood. Post believes 


information received from several 


and that the risk of violent protest or individual 


in 
more individuals are contemplating acts of 
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there was an 
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in Colombo. Muslim parties and organizations 


but again no 


the government in line with its stated 


continues to underscore that it is ready to 


which is contained in 


itis 

the 

has not yet issued a coherent 

as of this 

some moderate-themed some extreme but the 


one third-tier PA official reportedly 


the 
has been vacationing in the UK of 
after postponing her planned return is not 


the group has 


the Maldives is also quiet. We have heard 


Sri Lanka\'s newspapers were full of 


Column 4 Column 5 Column 6 
as are most headlines. 
the 


bizarrely \"Apache 
Another U.S. Symbol Dented.\") In the meantime 


PAO asked ISLAND editor 


but they are a small minority 


for example perhaps local concerns will 
if the conflict takes many 
perhaps it will begin to hurt pocketbooks in Sri 


as we 
Sri Lanka remains largely focused 

most particularly its 

fragile peace process. END COMMENT. 
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\" summed up JP Morgan/Chase bond trader 


about 1 percent of 
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defense expenditures and debt payments. There 


and 


per IMF resrep. He 
\" but rather 


designed to generate cash now with an eye towards 


Turkish banks are currently borrowing 


and have an average loan maturity of 3 months). 


and Barclay\'s requirement that 


the Turkish Eurobond which 


which Vogel estimates 
he told us Disbank (a 


Column 4 Column 5 Column 6 


but rather to fund their 


and this will directly 
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causing poor visibility." Sarawi 


but acknowledged the 


contracted by the USG to fight 
predicted it might take as long 


Director of EPA\'s Marine Pollution 
told Econoff that his staff had not 


the GOK had feared that Iraq might use oil as a 


yet he was fairly confident 


however that oil particles from the 


Column 4 Column 5 Column 6 


this debris might then drop into the Gulf creating 


he said. 


Dr. Sarawi has 


while 


Kuwait's EPA established an Internet website 


however and somewhat 
as there is no explanation for viewers on the type 


including the 
Kuwaitis 
and we remain skeptical that the current crisis 


we might be able 


as a springboard toward 


Column 4 
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focuses on King 


whether you like it or not!\" 


influential Arabic daily Al-Dustour 


the border point 


whether they like it 
now is the 


influential Arabic daily Al-Dustour 


a confusion that cannot 
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Column 4 


the 


it is likely that the confusion is 


influential Arabic daily Al-Dustour 
the 


the credibility of the American media was 


because 


seeing dead people of any race or religion is 


and the American soldiers are 


human beings with hopes and dreams 


publishing those photos was 


and 
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for the first tim 


at the end 
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AND THE AMBASSADOR CRITICIZED IT IN TWO INTERVIEWS.) 
RACAN LAID OUT HIS MISGIVINGS ABOUT THE U.S. 


BUT HE BELIEVED THE IRAQ 


IN TAKING A PRO-U.S. STANCE AIMED TO 


HARPING ON FAMILIAR 
UNDERSCORED ONCE AGAIN HIS LACK OF STRONG LEADERSHIP 


PM RACAN 


THE GOC WAS COMPELLED TO DECLINE OUR 


AND THE AMBASSADOR\'S MARCH 19 INTERVIEW 


WITH HIMSELF AND FM PICULA AMONG THOSE 


RACAN SAID 
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RACAN EXPRESSED CONCERN THAT THE WAR WOULD HEIGHTEN 
THE REGION AND THE WORLD. APART 
RACAN WORRIED 


RACAN 


OF COURSE 


TROUBLING AGENDA THAT HE 


RACAN SAID: THE U.S. AS THE BIGGEST 
COULD CHOOSE WHICH UNSCRS IT FOLLOWED AND WHICH NOT. 
AND THUS THIS GOC IS 


HOWEVER WILL ARGUE THAT WHAT'S | 
WITHOUT 
COMPLY WITH SO-CALLED 


Column 4 Column 5 Column 6 


KAWC PGOV MARR 


BUT AVOIDING GIVING HDZ ARGUMENTS ANY 


RACAN USES THE SAME ARGUMENT TO 


BUT 
NO 


THE AMBASSADOR 
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HISTORIC 


WE 


GWOT COOPERATION AND CROATIA\'S STATED 
AND 


NOT LEGAL 


BUT ANOTHER TO 


RACAN AND THE GOVERNMENT HE LEADS HAD NOT 


SO 
RACAN PAINTED THE 
HIS OWN AND 


BUT NEITHER HAVE THEY 


WERE IT TO HAVE JOINED 
KNEW FROM \"INFORMAL 


IMPLICITLY INCLUDING DEPLOYMENT TO 


Column 4 Column 5 


FROM THE TIME OF OUR REQUEST FOR CIVIL AIR 
WE HAD BEEN \"TESTING CROATIA\" 


TO AVOID FANTASTIC MEDIA REPORTS OF IMMINENT U.S. 


IF THE USG ASKED FOR FURTHER 
THE GOC WOULD CONSIDER IT SERIOUSLY. 


Column 6 


Column 4 Column 5 Column 6 


KAWC PGOV MARR 


INCLUDING PRESENTING THEM TO THE 


AND 


BUT IT WOULD SERVE BOTH SIDES TO TURN 


AND 
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and has launched a month-long 


Shaykh Mohammed offered the 


Dubai Attorney 


Column 4 
as well as 


the Foundation made arrangements with 


he told the press. 
a 3-day 


a children\'s 
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the war against lraq has provoked a 


noting that \"The war against Iraq is not as clean as 
smart 
the number of which can 


it is likely 


likely to boost his position in Cairo. He opposes the war in Iraq 
but he 
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the 


due to the graphic media accounts 
the potential for violent demonstrations will increase as 
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China -- 


the Norwegian-run Sri Lanka 


SLMM 


based on the totality of the evidence 


but there is 
and the group has not 


in general 
however 


but potentially dangerous move 


head of the Tamil 
stated 


Column 5 Column 6 


03ICOLOMBO! Embassy Colomt 


the SLMM 


in the past. As 
the Sea Tigers (the LTTE\'s 
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but this is 


A. 
who was assassinated by the LTTE in July 


a second TULF MP 
N. Raviraj appears to be trying to 


Raviraj announced publicly on 


a post which he formerly held). (Note: The 


including the TULF which is its major 


who had 


Anandasangaree\'s decision to go public is a 
as highlighted by what 


the past week has seen multiple 


and abducting mainly Tamil opponents. On 
for example a former soldier in the Sri 


a city located just south of Colombo. Despite 


as usual denies involve there has 


Column 4 Column 5 Column 6 


additional allegations involving the LTTE 


which exploded and injured several 


especially the reports that they are killing 
in a recent 
asserted that the LTTE 


however and are difficult to 


the main Opposition 
and the radical Janantha Vimukthi Peramuna 


the parties are 
however one of the key issues dividing th 


the JVP is much much more anti- 


the PA leader in August 2000. 
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on the other hand has had a moderate approach 


weeks or months. END COMMENT. 


support for the process has remained relatively 


is seen as being impartial and effective by 


the Tamil-speaking community is much 


strident criticism 


the 

is 

as it sees its 

3/25/2003 14:01 O3KUWAIT107 Embassy Kuwait 
3/25/2003 14:12 O3SANAA597 Embassy Sanaa 
3/25/2003 14:44 O3ANKARA19: Embassy Ankara 


Diyarbakir Batman and Malatya -- a! 
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and the 


while a Greek government spokesman 
\"Radikal\" says that 


and PUK fighters 


and three 
and stresses that the AKP government still 


he now calls on others to 


Column 4 Column 5 Column 6 


the course of the action shows that the 


but none of the messages got 


which they 
or against the new superpower 


but also on the international agenda. . In an effort 
Turkey should be persuasive 


with some saying that Turkey would not object 


however because the northern Iraq issue 
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and apologized to the villagers for 
assuring them that such mistakes 


Column 4 


Hilmi Ozkok 


police from the 


blocking roads 
who were 


were 


but were later released. 
Hamit Ergin 


was given six months of 


announced that the 


y 


business had closed 
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will inspect Second Army 


burning tires and 


who had hung a 


and production had 
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made it 
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Attafuah said that 


he said 
NRC 


he further explained. Those testifying are asked 
allowing the accused 


Dr. Attafuah stated that the NRC has sent 


also inviting a response. 


and would not consider 


and would make a compelling witness. There 
he 
who would attest to their lives being saved by 


he commented 


a period when many abuses occurred. No testimony 


he said 
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but would only be used in the fir 


and led the PNDC government 1 


would significantly diminish the 
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and 


the former President said his legal team 


Rawlings said that if invited to appear before 
he would do so \"willingly.\" 


agitated and emotional said repeatedly that 

and later as Head of State 
he said as \'one more example 

should he appear he would have ample examples 


and many more killings V'could 


local journalist and political 
runs a local paper in which he attacks Rawlings in 


and raise 
in time examine in more 
the issue is now joined 


still a very skilled and charismatic speaker will 


and on abuses during his 

will make great political theater. If 

and 

the Commission may through 
and the testimony of the many victims who 

shed an accurate light on some very dark 

avoiding descent into 


Column 4 
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\" and denying that 


and said 


noting that he had not used \"words like killing 
bombing 


\"we need to show our people we are really doing 


Jordan was launching a new 


long before the outbreak of war 


had also made this point to Secretary 


is that Jordanians see pictures of people 
and they 


and he planned to meet with opposition 


but will crack down on 


saying that 
it is clear that Saddam Hussein and his 


and on the U.S. Backpedaling somewhat 


the GOJ continues to take more quiet steps to 


Column 5 Column 6 
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\" but instead had spoken of \"mi 


he 


now that 


Abul Ragheb 


Column 4 Column 5 Column 6 


although there is now some question about 


the Amman stock 
and three European air carriers 


and the lack of such scenes has 


the King has moved to 


and has considered launching a series of 


even if he 


that the King is determined to do nothing that 
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Burger 

Pizza Hut Popeye\'s and Kentucky Fried C 
who would 


he had heard 


Column 4 Column 5 Column 6 


CEO Samer Majali expressed an 


even repainting planes if 


there has been no 


although some exporters say shipping rates have 


and a QIZ company reported that investor 


including Hisham Hasan al-Majid brother 
and the son of the lraqi 


Uday Hussein and Izzat Ibrahim 


which had increased 


declined by 0.75% on Monday and by 


but 


Column 4 Column 5 Column 6 


evidently approved by PSD. Demonstrations 


bringing the total population of the 
Sudanese Malians Eritreans 


noting that their food 
March 
and that most likely the JRCS would be unable to handle 


GOJ Minister of Interior Majali 


they will be admitted to the transit camp until 


including a family of Iraqis laden down 


Embassy Information 
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IFAD AND WFP) AND SUBMIT THE FOLLOWING PAPER 


THEY EMPHASIZE AT 


IFAD AND WFP 
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O3ANKARA19! Embassy Ankara 
03ROME1268 Embassy Rome 


Column 4 Column 5 Column 6 


A/S PRM DEWEY IO A/S HOLM EUR/WE 
E FOR CPENCE 
MCHAMBLISS AND RTILSWORTH 


AA/DCHA WINTER D/DCHA/OFDA 
D/DCHA/FFP LANDIS 


AORC UN PREF 


WATER 
BASIC HEALTH) ARE ADEQUATELY ADDRESSED. 


Column 4 Column 5 


ENDORSED BY THE EUROPEAN 
FAVORS ADOPTING WHAT THE RUSSIAN 


GERMANY RUSSIAN 
ITALY - ALL SUGGESTED THAT THEY SUPPORTED 


APPENDING TO THE LATTER DOCUMENT A LISTING OF 


38 MILLION PEOPLE IN SUB- 
DUE TO CHRONIC 


HIV/AIDS CONFLICT 
NATURAL DISASTERS AND POOR 


THE G8 RECOMMENDS 


AT THE NATIONAL AND REGIONAL LEVELS. 
SUCH AS 


INCLUDING 


NUTRITIONAL STATUS MEASURES SHOULD BE INTEGRATED 


Column 6 


ERRATIC CLIM; 
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PERFORMED BY WFP FAO UNICEF 


REGIONAL ORGANIZATIONS AND STRENGTHENED 
WE ENCOURAGE THE UN 


ACCESS TO 
AND SOCIAL PROTECTION 


IN ORDER TO MAINTAIN 

FOOD DISTRIBUTIONS 

INFORMATION ON 

HEALTH AND NUTRITION. FOOD BASKETS TO 


A/S PRM DEWEY IO A/S HOLM EUR/WE 
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E FOR CPENCE 


MCHAMBLISS AND RTILSWORTH 


AA/DCHA WINTER D/DCHA/OFDA 
D/DCHA/FFP LANDIS 


AORG UN PREF 

AS WELL AS PREPARING AND SERVING IT SOLUTIONS ARE 

TOOLS VACCINES 

SCHOOL SUPPLIES TENTS ETC. THE G8 C 


GIVEN THEIR ROLE IN OVERCOMING THE IMMEDIATE 


GOOD GOVERNANCE 


GREATER TECHNICAL 


AS THERE WAS LACK OF GENERAL CONSENSUS. 


Column 4 Column 5 
HELP THEM STAY IN SCHOOL AND HELP THEM 


SUCH AS 


VACCINES AND AWARENESS PROGRAMS 


AND COORDINATED WITH OTHER UN AGENCIES IN 


AFTER THE FIRST INDICATIONS OF A POTENTIAL 
DONORS AND UN AGENCIES 
COMMUNITY-BASED GROUPS IN 


BUT THE 


NGO\S AND GOVERNMENTS OF THE 


ALONG WITH FOOD-FOR- 
STRENGTHEN LOCAL LEADERSHIP AND STRUCTURES AND IMPROVE 
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E FOR CPENCE 
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AA/DCHA WINTER D/DCHA/OFDA 
D/DCHA/FFP LANDIS 


AORC UN PREF 


OR WILL LOSE THE CAPACITY TO PROVIDE 
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AS WELL AS THROUGH THE MULTI- 


AND IMPLEMENTING 


FARMER-TO-FARMER UN 
LELAND HUNGER FELLOWS SISTER CITIE ETC.). 
EXPATRIATES OF SPECIFIC COUNTRIES SHOULD BE 


WATER 
LOW-COST PUMPS SMALL DAM PROGRAMS ANL 


INCLUDING ADDRESSING THE PLIGHT OF ORPHANS AND 


SHOULD BE ENHANCED. 


PARLIAMENTARIANS 
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ESPECIALLY THE LEAST DEVELOPED 


INCLUDING 
SUCH AS 
FOCUSED ON AGRICULTURE TO CULTIVATE CURRENT 


Column 4 
A/S PRM DEWEY 


Column 5 Column 6 
IO A/S HOLM EUR/WE 
E FOR CPENCE 
MCHAMBLISS AND RTILSWORTH 
AA/DCHA WINTER D/DCHA/OFDA 
D/DCHA/FFP LANDIS 
AORC UN PREF 


SUCH AS ROADS AND RAILWAYS. THIS SHOULD ALSO 
VALUE-ADDED 
STORAGE FACILITIES AND 


IFAD AND OTHER INTERNATIONAL FINANCIAL 


AIMED AT THE POOREST OF THE POOR. THESE EFFORTS 


GIVEN OUR SENSE OF 


THE EUROPEAN COMMISSION AND CANADA 


| REFUSED BECAUSE 


BEING SO 
V IT SIMPLY DID NOT ACCOMPLISH THE GOALS WE 
OUR FRENCH CO-CHAIR 


Column 4 Column 5 Column 6 


JAPAN AND ITALY WERE MOSTLY SUPPORTIVE 


WHICH SURPRISED THE FRENCH AMBASSADOR WHO 


THE UK AND CANADA DUG IN ON \"LESSER IS 
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adding that these plans have 


and that 


Al-Watan and Al- 


Column 4 Column 5 


Mohammed Al-Mahri has called on 


Dr. Musaed Al- 


March 29. Al-Qabas also reports that 
Mohammad Al- 


800 
000 thousand 


but said that those who do not 


and that Kuwait Airways will soon revisit 


reports Al-Watan on March 25. 


then we should stress our humanitarian role 


Column 6 


Column 4 Column 5 Column 6 


including the Pope himself. There is no doubt that 


Egypt and Jordan support the 


Al-Jazeera has proven that they are supporters 


especially 


Column 4 Column 5 Column 6 


your father made a 
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ACCORDING TO GOI) UNDER DIRECTION OF 
WHO WAS NOT EXPELLED. 


O3ANKARA19! Embassy Ankara 
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CALLED TO DISCUSS THE 


BUT IT CONCLUDED AFTER THESE REQUESTS\" ADDING THAT 


BUT AS \"AN ACT OF 
\" 


AS 


SUCH AS ESPIONAGE.\" 


IF SOMEWHAT MORE BLATANT 


AND WHO IS FOLLOWING WHOM. OPPOSITION 


AND IN OUR VIEW THEY ARE NOT BEING ENTIRELY 


Column 4 Column 5 Column 6 


THE POLITICAL OPPORTUNITY PRESENTED BY THE EXPULSIONS 
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USMISSION GENEVA 


PER THEIR MARCH 24 MEETING. 
THIS SEEMED AN APPROPRIATE AREA FOR GOC 
LIBYA 


IT WOULD EAT UP TIME OTHERWISE 


BUT HE 


Column 4 


THE 


AND CRITICIZING THE IDEA OF A NEW 
NOW ENDED. SUCH 


CROATIA\'S 
NODDED IN AGREEMENT. HE SAID HE HAD 


THE FACT 


AND THAT THE ANSWER WAS SO CAREFULLY HEDGED 


3/25/2003 17:43 
Onyia had rushed to the Villa claiming 


Obasanjo revealed. Based on Onyia\'s 

Obasanjo instructed him to convoke the Ambassador. 
\" Obasanjo remarked. 

if he had known the fillip behind the accusation was 
he would have bridled the Minister 

Obasanjo stated. Uncharacteristically 


Adobe earlier called the Ambassador 


Obasanjo instructed Obe to have Foreign Minister Sule 


the Mission is not aware of 
but some 


Column 5 Column 6 
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Obasanjo even 
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the letter simply restated existing policy that 


the letter was not 


unreliable partner. Wade 
and even suggested it 


upon his return to Dakar from 

his advisors convinced him the letter should not have 

| sign a letter. | am my 

that is his 

not mine \" Obasanjo scoffed. 


while he has a full menu of 

Obasanjo acknowledged. While wanting 

the President mentioned 

that he was troubled by a telephone call from a White 


he believed was moderate in tone and subsi 


Obasanjo seemed ready to end his foray 


he also realizes if he did not be that his words 


Obasanjo will do well to take 
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Mitee was increasingly voicing concerns 


the late South-South Zonal 


he has issued press statements about issues 


the 


Robert noted 


however 
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political and military hegemony over the 
the main project is FTAA 


the plan is to get rid of independent regimes 


this is \"a war without humanitarian 


one that \"strengthens imperialism.\" He also called 


Spanish and 


\"Latin America has taken a step 


especially those that 
and the United States.\" 
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are a means 
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through 


Column 4 


\"\"Enraged battles 
\"\"Russia 


\"\"War from different angles\" (this is a 


please.\" 


two of them 
and the third one supporting 


including the 

\"\"Burning Oil in 

\"\"U.S. Government is Unsure if Iraq Will Use Weapons 
\"\"The Day After in Baghdad 

\"\"ONU Expects More 

000 Refugees.\" 


focusing on the U.S. POWs as well as the demonstration 


with 
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\"\"Baghdad\'s V 


\" There 
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\"The Oscar goes to most stubborn \" shows 


who are partially covered by 
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but real compliance would involve verification 
and 


since the issues of seizures 


the first benchmarks under discussion 


not solely Executive responsibility. 
but he will propose that the GOG assign primary 


and name an individual responsible 


but wants to 


2003. Re-certification is important to the GOGVs 
the GOG\'s financial 


and also a national 


the Public 


Column 4 
progress will be difficult 


and 


and the DCM 
a meeting between GOG vice ministers 


to coordinate GOG policy and create a 
and 


which we to. 


the Embassy of the United States takes 


000 lives 


Column 5 Column 6 
and will require 


the DCM and 
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and 5.6 million meet the criteria for needing drug 


with reduced drug use noted among 8th 10th and 12th 


however 


we also place enormous 


if met will 


represent a series of concrete steps toward a 


within budgetary limitations the United States 


each country identified by the President as a 


the President determines based upon overall 


Column 4 Column 5 Column 6 
whether the country has 


with input from 


va 


cultivation/manufacturing; 


or a multilateral narcotics agreement; 


especially by senior government officials that 


processing or shipment of drugs 
or that discourages the 


bilateral agreements other multilateral 
and the elimination of corruption there are 


as well as mechanisms to promote greater 


Column 4 


Column 5 Column 6 
Arrests and 
which averaged 800 kilos or 
with a significant seizure at ports of entry 
and develop and implement 
evidence handling and drug 


the Government of Guatemala should 


and 
the Public 


and the Police who are battling narco-traffickin: 


Column 4 Column 5 Column 6 


that is part of the Superintendent of Banks (SIB) 


Guatemala City 
2003. 
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that no decision had 


however 
and did not rule out that the 


but the Foreign 


and said he would 
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with USD 981.12 million in foreign 


or 40 percent of the total 
there are approximately 66 


Sara Lee Russell Hugger 
or 31 percent of total industry investment. The 


Taiwanese and Chinese companies. 


net job losses in the sector and lower 


Column 4 Column 5 Column 6 
000 (approximately 26 


000 in 2000 and officials 


000 jobs. However that estimate has been substani 
000 by 2005. 


000 
000 
000 
000 
000 
000 
000 
000 


exports decreased to USD 2 287.6 billion compared 
Honduras is still 
following 


219.5 
659.0 
855.1 
158.3 
361.8 
344.2 
287.6 


Column 4 Column 5 
after passage of the Trade 


2003 written testimony by the 


the Honduran Embassy 


Central America 


or inputs 
or similar mechanisms that will allow the 


among other procedures dyeing 


in addition to the 
the country's success as the 


one of the 
y 
to continue to 


for 10 years. Note: Honduras still has a per 


it should be noted that international financial 


Column 6 


Column 4 


failure to meet IMF targets and the 
they 


a U.S.-CAFTA 


no matter how attractive other benefits 


over the years 


and capital goods exclusively related to 


intermediate goods and final goods to other 
free of sales tax. The beneficiaries can buy 


of which close to 100 
150 produce food products and 120 


which engage in 


but do not 


intermediate products 
and these do not need to be linked directly to the 


Column 5 


and capital 


Column 6 


Column 4 
and from municipal taxes 


the special free trade 


the 


the income tax 


it is 


many other 


even after 
lies in their negotiating goal of 


Honduran companies would want to continue 


Column 5 


Column 6 
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which specializes in quick 


and if possible initiation of a Container 


O3GUATEMAL Embassy Guaten 
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the 


4 and 5. 


technical) and legislative 
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attorney general\'s offices 


lumberjacks wood 
exporters 


but 


distribution etc.) There 


Column 4 Column 5 Column 6 
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Ambassador also raised the LDI freeze 


expressing appreciation for 
the Ambassador 


but noted that LDI had a U.S. auditor 
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\" and asked if 


had exhausted all possible means to avoid war and 


Adwan said that 


Column 4 


but that 


Jordanian Foreign 
Muasher 

\" adding 

Muasher said that the 


and noted that Jordan is 


which was 
noting 


Sabri states: \"You know that the 
in particular 

\" adding that \"we have no idea 
he states: \"This action is 


\" and points out \"we 


Column 5 


that Jordanian 


Column 6 


Column 4 Column 5 Column 6 
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UP TO 15 PERSONS 


HIS RECORD OF \"VALOR\" IN DEFENSE OF GOSPIC AND 


THE GOSPIC VERDICT WAS IN LINE WITH STANDARDS 


ICTY REACT 


\"HDZ PRESIDENT IVO SANADERS SAID 


SANADER MISSED AN OPPORTUNITY TO DEMONSTRATE 


BUT CALLED ON 


PRESIDENT OF THE TINY COALITION LIBERAL PARTY (LS) 


Column 4 Column 5 


ALTHOUGH IT WOULD REFRAIN 
AT THE VERY LEAST UNTIL IT HAS A CHANCE 


ICTY STILL MAY INDICT NORAC FOR HIS ROLE 


OSORIO SAID. ACCORDING TO 
THERE IS NO LEGAL OBSTACLE TO 


NOT TO DETRACT AT ALL FOR THE REAL COURAGE OF JUDGE 


GOSPIC REMAINS THE 
NOT THE RULE IN CROATIAN JURISPRUDENCE. 


OTHER WAR CRIMES CASES AGAINST 


Column 6 
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EUR/SCE INL/AAE EUR/ACE 


KAWC KJUS PREL 


GOSPIC AND SISAK. 


SHE WAS ABLE TO WITHSTAND 


MOST NOTABLY THE LORA WAR CRIMES TRIAL IN SPLIT. 


Column 4 Column 5 Column 6 
NORAC AND HIS CO-CONSPIRATORS 
THE MURDER OF 


DESPITE INTENSE INTIMIDATION. 


THE DOCUMENT TRAIL IN 
TO INCLUDE RECORDED BRIEFINGS 


THE CASE WAS TRANSFERRED FROM 
WHERE THE TRIAL COULD BE HELD INA 


THE GOC -- FOR DOMESTIC POLITICAL REASONS -- HAS 


ACCORDING TO HRAST AND SEPARATEL" 
IS THAT -- BARRING SIGNIFICANT 


THEY POINT OUT THAT THE GOSPIC CASE IS AN 


IS EFFECTIVELY OSTRACIZED FROM HER 


CROATIAN JUDGES ARE MUCH MORE LIKELY TO EMULATE 
CHIEF SUPREME COURT 
AND HE AND OTHER JUDGES 


Column 4 Column 5 Column 6 


EVEN WHEN IT IS A CASE AS EGREGIOUS AS 


THE GOC ALSO 


BUT THE DRAFT LAW AWAITS 


IF NOT LONGER BEFORE CROATIA HAS THE € 
THAT IS ASSUMING THAT 


EUR/SCE INL/AAE EUR/ACE 
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KAWC KJUS PREL 


INDEED WITHOUT ANY POLITICAL CC 


WE ARE SCHEDULED TO DISCUSS THE 


Column 4 Column 5 Column 6 
LOCAL PROSECUTION 


WE CAN EXPECT THAT 


IF CROATIAVS 
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WHICH CAME AS AN ATTACHMENT TO THE DIPLOMATIC 


AND EVEN 

THE GOVERNMENT EXPLAINED 

WHICH ARE CONTAINED WITHIN THE TEXT OF THE 
THAT WAS ITS PREROGATIVE. 

IT IS 

CROATIA AND 


WASTE IS STORED 
AND A PROGRAM FOR THE DECOMMISSIONING OF 


BUT WITH AN EXTENSION 
THEN WITHIN TWO YEARS OF THE PLANTYS 
BOTH PARTIES ARE OBLIGED TO STORE THE WASTE 


AND OUR CONTACT IN THE MINISTRY OF 
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but are disillusioned with the governmentVs 


Al Arabiya or 
people rush 


war weary Jordanians express dismay at seeing both 
and feel the 


and my 
my cousin and me against the enemy--Arabs must unite 


especially 
view Saddam as a tyrant and 
many use the exact words to describe 


now Iraq. Many Jordanians are 


Column 4 Column 5 Column 6 


and see the King as 
the King\'s 


the announcement of the rescheduling of 
and the last straw the expulsion 


where 


and the Arab 
are seeing the war played live and 


appearances by Senior Iraqi leaders 
and scenes 


Column 4 Column 5 Column 6 
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the war dominates Wednesday\'s (3/26) front-page 


however on 3/26 
see 
in recent 


the editor of a major English 
in Sri Lanka editorial and op-ed 


not war in Iraq. The Sinhalese majority he 
are more leery of the Tamil minority than of Saddam. 

in 

are focused more on the Sinhalese majority and the 


however. As we have reported on other 
Sri Lankans -- and not just the chattering 


\" the editor 
Sri Lankan opinion may grow ugly. End comment. 


\"Save the civilians \" which 


Arab nationalism and the bonds of 


Column 4 Column 5 Column 6 


however will suffer most. The many horr 
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about 70 percent of this 
000 residents are members of one 


Chi claimed. He and his colleagues indicated 


separately confirmed to poloffs that 


000 residents. Tay and Thai people comprise about half 


Nung and Cao Lan. 


minorities are scattered throughout the 


with 


Vanh added. 


Column 4 


Dao 


authorities claimed 


fertilizer 


and markets. Provincial branches of the 


now one of 
traditionally produced 


according to district 


they increasingly recognized tourism as a 


which leaves 


authorities are touting 
supplemented by 


Column 5 Column 6 


and some other ethnic minority 


members of 


and insecticides. Other 


Column 4 
soybeans 


when 
many fires were 


and there were recent signs of slash-and- 


only one rice 


but do not yield as much income or 
irrigation systems cover 


only 170 of 714 hectares of agricultural 
for example 
000 total hectares in Lao Cai Province\'s So Pa 


they 


but were learning 


more noticeably in Yen 


all of the farmers in So Pa and Viet Cuong 


Column 5 Column 6 
and other crops. Officials were 


or a little more than 100 hectare 


Column 4 Column 5 Column 6 


and only a handful of Viet Cuong\'s populace paid land- 
according to their respective commune heads. 


again following the ethnic Kinh norm in 


health care electricity access to 
electricity and other services much easier. 
instead stressing the use of the 

the 

Yen Bai\'s Vanh admitted with most level 

we are more 


who happen to be ethnic minorities. At the same 
these expanded roles and presence by officials are 


thereby they hope 
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but dismissed 


Mesrob 


and the Patriarchs of 


and in fact had been orches 


Mesrob doubted whether 


Mesrob told poloff that his 
000 and 


000 Orthodox Armenians in Turkey (Note: There are a few 


000 but 


Mesrob offered is the 


particularly the eastern regions 


Column 4 


Mesrob 


Mesrob 


Mesrob had met with local Armenians to decide 


a sympathetic March 23 article in 


however 


U.S. and 


he 
favor a more confrontational approach because they feel 


the Jews rely heavily 


most older Turks acknowledge 
but are unable to 
however 


Column 5 Column 6 


Mesrob was emphatic in 


is single-mindedly 


Column 4 Column 5 Column 6 
Mesrob assured poloff that he is personally 


an offer he claimed he recently made to the 


Mesrob remarked that they have been saying some 
but that he has not seen many tangible 


but the third coalition 
the Nationalist Action Party (MHP) had refused to 


the Greeks 


000) explicitly prefers a 
which they claim has enabled them 


on 
and the Turkish government and a nationalist 
on the other hand the Armenian community 


the three communities have cordial 


Column 4 


all three community leaders openly supported 
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labeling it an 


roundtable participants agreed that even moderate 


tactical bribes. Conversely 


ensuring 


the GOZ has 


and ones that 
however 


possibly triggering an escalation in 


maintaining the 
nonpartisan posture that a corporation 


although most avoided opposing 
neutrality has both appeal and 


though 
business or civil society can disentangle 
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our 


it\'s 


we do not believe anyone here 


Column 4 Column 5 Column 6 


we underlined problems with GOZ 


but observed 


in which at least 
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DR. 


V AN ΝΑΙ. BAYANV 
WHILE ANOTHER COLUMNIST COMPARES PRESIDENT BUSH TO WW2 


FEATURING PROMINENT EMIRATIS AS WELL AS EGYPTIAN AND 
WITH 


Y DUBAI-BASED 


POCKETS OF RESISTANCE ARE STILL BEING 
AS HAVE THE SO-CALLED 
Y DUBAI-BASED 


IT IS NOT FAR 
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AND IF THAT HAPPENS THE \'SHOCK AND 


SHARJAH- 


A WAR OF LIQUIDATION HAS BEEN WAGED USING 
AN AMERICAN-BRITISH WAR OF 


JUST AS BEFORE WITH THE MISSILES THAT FELL AND ARE STILL 


UAE COLUMNIST 


THE ISLAMIC WORLD ARE REGIONS INHABITED 
WHO NEED TO BE ELIMINATED TO REALIZE 


ON BEHALF OF 

A DANGEROUS CORNER; AN IDEA CONFRONTING A 

LIKE PALESTINE AND BEIRUT BEFORE 

AND JUST AS OTHER CAPITALS WILL STAND IN THE FUTURE ...\" 


UAE 


HE WAS ASKED: DID THE PEOPLE OF GERMANY WANT THE WAR? 


BUT IT IS THE POLITICAL LEADERS WHO 
IN HIS 


Column 4 
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FOLLOWED THIS SAME 


IF 


FACE THE AGGRESSORS 
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Shaykh Ahmed Al-Qubaisi 
V a Syrian actress well-known for her close ties to 


predicting that the U.S. is \"redrawing the 


like the emotionally-charged one held in April 2002 
is seen by the 


the American 


the buses will be 
but will be switched on a regular basis to alter busing 


two journalists from the 
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Al-Jazeera and Egyptian 


with the exception of Abu Dhabi 
the local Arabic papers are not 


Saturday 3/29. 

DCM RSO DAO 

and USLO. 
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and a source at the Ministry of Industry 
in reality one 


regardless of economic status. 
fuel prices in India were 


the Indian price per liter for kerosene was almost 11 


the disparity in prices caused the 


and the state-owned corporation has been 
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over the past few weeks industrial 
despite 


lined 


large quantities of cheaper fuel were flowing back 


reported to be about 17 
held by the NOC. 


on 


on 
the Supreme Court placed a temporary stay on the 
pending a final verdict on 


PoIFSN spoke to Bijendra Singh 

Chief of Distribution for NOC about the unfolding 
the NOC is almost completely out 

and is \"not in a position to settle its bill with 

for fuel 

is due on April 15. In the 

the IOC has already indicated that it 


contacted by PoIFSN on March 26 by the end of 


NOC will owe a total of 930 million Indian rupees 
and will make a partial 


of which the NOC plans to pay 800 million IRs (16.8 


Rudra Bahadur Khadka 
told reporters that the 


Column 4 
as the 
the 


and 


the 


but 


purchased at a loss 


it would be better for 
it will simply 


and prolong the NOC\'s inability to meet 


porous international border. Post 


either tied to the war in the Gulf or 
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and there is 


May 21 


with yesterday\'s 
analysts here see the 
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June 4 and June 18). We note 
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finishing the Fourth Review and 


he could 
with a 


and IMF staff seeking a Board date before the $3 


the IMF could issue 


in order to expedite consideration of the Fourth 


uncertain growth 
possible need to revise inflation targets) all 
he 


there are 


per Resrep. First the GOT must 


and then within five 


however these additional 2003 spending 


and the IMF won\'t agree to delay this 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.181416Z Mar ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


as well as 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


SR 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


O 182057Z MAR 03FM USMISSION USUN NEW YORKTO SECSTATE WASHDC IMMEDIATE 4465INFO IRAQ | 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


nullDiana T Fritz 05/24/2007 04:50:42 PM From DB/Inbox: Search ResultsCable Text: 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191256Z Mar C 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
O 192148Z MAR 03FM USMISSION USUN NEW YORKTO SECSTATE WASHDC IMMEDIATE 4503INFO IRAQ | 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable. The full text of the original cable is not available. 

This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


R 200620Z MAR 03FM AMEMBASSY MBABANETO SECSTATE WASHDC 8892INFO SOUTHERN AFRICAN DE 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.200727Z Mar C 


Column 9 


O 200728Z MAR 03FM SECSTATE WASHDCTO ALL DIPLOMATIC AND CONSULAR POSTS IMMEDIATESPEC 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 
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Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


O 201112Z MAR 03FM SECSTATE WASHDCTO ALL DIPLOMATIC AND CONSULAR POSTS IMMEDIATESPEC 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


O 201210Z MAR 03FM AMEMBASSY JAKARTATO SECSTATE WASHDC IMMEDIATE 1962INFO ASEAN COLLI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


O 201327Z MAR 03FM AMEMBASSY BEIRUTTO SECSTATE WASHDC IMMEDIATE 4054INFO IRAQ COLLECT 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.201352Z Mar C 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
O 201547Z MAR 03FM AMEMBASSY DAMASCUSTO AMEMBASSY AMMAN IMMEDIATE SECSTATE WASHDC 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


O 201731Z MAR 03FM SECSTATE WASHDCTO ALL DIPLOMATIC AND CONSULAR POSTS IMMEDIATESPEC 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


O 212209Z MAR 03FM SECSTATE WASHDCTO EU MEMBER STATES IMMEDIATEWESTERN HEMISPHERIC 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


nullDiana T Fritz 05/24/2007 04:48:42 PM From DB/Inbox: Search ResultsCable Text: 


Column 9 


ECON 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


nullDiana T Fritz 05/24/2007 04:48:11 PM From DB/Inbox: Search ResultsCable Text: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


nullDiana T Fritz 05/24/2007 04:48:01 PM From DB/Inbox: Search ResultsCable Text: 


Column 9 


ECON 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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ECON 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


ECON 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


KUNR 


KUNR 


KUNR 


KUNR 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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CONFIDENTIAL SECTION 01 OF 02 HARARE 000450 SIPDIS LONDON FOR CGURNEY PARIS FOR C 


Column 10 


SECRET SECTION 01 OF 05 ANKARA 001357 SIPDIS STATE FOR P, NEA/NGA, EUR/SE, PMAT, AND L; C 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 001359 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


UNCLAS SECTION 01 OF 07 ACCRA 000437 SIPDIS SENSITIVE DEPT FOR G/TIP, G, INL, DRL, PRM, IWI, A 


Column 10 


CONFIDENT IALANKARA 001360 SIPDIS DEPT. FOR P, EUR, EUR/SE, NEA AND NEA/NGA; NSC FOR 


SECRETAMMAN 001264 SIPDIS E.O. 12958: DECL: 03/03/2013 TAGS: PREL, AL, SA, EG, IZ, JO SUBJEC 


Column 10 


SECRET SECTION 01 OF 03 SANAA 000398 SIPDIS NOFORN DEPARTMENT FOR NEA, NEA/ARP, NEA/I 


Column 10 


UNCLAS SECTION 01 OF 02 GUATEMALA 000555 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, 
CONFIDENT IALANKARA 001364 SIPDIS E.O. 12958: DECL: 03/03/2013 TAGS: PGOV, PREL, TU SUB. 
UNCLAS SECTION 01 OF 02 ANKARA 001365 SIPDIS SENSITIVE STATE FOR E, P, EUR AND EB TREASUI 


Column 10 


CONFIDENTIAL OTTAWA 000587 SIPDIS E.O. 12958: DECL: 03/03/2013 TAGS: PREL, AORC, ASEC, P 
UNCLAS OTTAWA 000588 SIPDIS E.O. 12958:N/A TAGS: SENV, ECON, EAID, AORC, CA, UN SUBJECT: CAN 


CONFIDENTIALOTTAWA 000589 SIPDIS E.O. 12958: DECL: 03/03/2013 TAGS: PREL, PARM, MOPS, I: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KATHMANDU 000382 SIPDIS STATE FOR SA DAS DON CAMP, 84 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 000451 SIPDIS DEPT FOR INR/R/MR AND AF/PDPA DALTON, MITCH 


Column 10 


UNCLAS HARARE 000452 SIPDIS FOR INR/R/MR AND AF/PDPA DALTON, MITCHELL AND SIMS E.O. 1295: 


Column 10 


UNCLAS HARARE 000453 SIPDIS DEPT FOR INR/R/MR AND AF/PDPA DALTON, MITCHELLAND SIMS E.C 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001368 SIPDIS TREASURY FOR OASIA STATE FOR EB/TPP/MTA/IPC 


Column 10 


UNCLAS SECTION 01 OF 04 ROME 000876 SIPDIS AIDAC FROM U.S. MISSION INROME AMEMBASSY AL 


Column 10 


CONFIDENT IALANKARA 001374 SIPDIS DEPT. FOR P, EUR, EUR/SE, NEA AND NEA/NGA; NSC FOR 
UNCLAS ISTANBUL 000280 SIPDIS SENSITIVE STATE FOR P, E, EUR AND EB TREASURY FOR U/S TAYL( 


Column 10 


CONFIDENT IALSECTION 01 OF 02 COLOMBO 000364 SIPDIS DEPARTMENT FOR SA, DRL/CRA, INF 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001378 SIPDIS SENSITIVE STATE FOR E, P, EUR AND EB TREASUI 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001380 SIPDIS DEPT FOR PRM/ANE, EUR/SE, NEA/NGA, IO AND SA 
UNCLAS AMMAN 001283 SIPDIS DEPARTMENT FOR NEA, NEA/SA/EX AND NEA/ARN E.O. 12958: N/A TAG: 
UNCLAS SECTION 01 OF 02 ADANA 0059 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, IZ 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 0060 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, IZ, 
CONFIDENTIALSECTION 01 OF 02 ACCRA 000447 SIPDIS E.O. 12958: DECL: 03/01/2013 TAGS: ECO 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001386 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001390 SIPDIS SENSITIVE STATE FOR E, EB/IFD, ANE 


Column 10 


UNCLAS SECTION 01 OF 03 GUATEMALA 000571 SIPDIS SENSITIVE USDOL FOR ILAB:ROBERT WHOLEY 


Column 10 


UNCLAS OTTAWA 000591 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PASS NSC/WEUROPE 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 000592 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA: 


Column 10 


UNCLAS SECTION 01 OF 02 ROME 000896 SIPDIS AIDAC FROM U.S. MISSION IN ROME USAID KABUL Fi 


SECRET SECTION 01 OF 03 ANKARA 001391 SIPDIS NOFORN DEPT. FOR P, EUR, EUR/SE, NEAAND 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001392 SIPDIS SENSITIVE STATE FOR E, EUR/SE AND EB/IFD TRE 


Column 10 


UNCLAS ANKARA 001393 SIPDIS POSTS FOR ESTOFF AND PAO STATE FOR OES/PCI, EUR/SE, EUR/PPD 
CONFIDENT IALANKARA 001395 SIPDIS E.O. 12958: DECL: 03/05/2013 TAGS: PREL, IZ, XF, TU, Iraq: 


SECRET SECTION ΟἹ OF 03 ZAGREB 000470 SIPDIS CORRECTED COPY (ADDING PRISTINA) 91 


Column 10 


UNCLAS OTTAWA 000595 SIPDIS STATE FOR OES/OA (RWSMITH), EB/ESC (MCMANUS AND ERVITI), WH; 


Column 10 


UNCLAS TEGUCIGALPA 000583 SIPDIS GUATEMALA FOR COMATT: DTHOMPSON STATE FOR WHA/CEN 
UNCLAS GUATEMALA 000577 SIPDIS E.O. 12958: N/A TAGS: PGOV, KNNP, GT, NPT SUBJECT: GUATEMALA 
CONFIDENTIALSECTION 01 OF 04 BEIJING 002438 TREASURY FOR OASIA/INA - KEIDEL/DUPUY ST 


Column 10 


CONFIDENTIAL SANAA 000415 SIPDIS NSC FOR GORDON/BEERS E.O. 12958: DECL: 03/04/2013 TA 
UNCLAS E F T O SECTION 01 OF 07 ANKARA 001396 SIPDIS NOFORN SENSITIVE DEPT FOR G/TIP, G, II 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 000517 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, EAP/RSP E.O. 12! 


Column 10 


UNCLAS HANOI 000520 SIPDIS STATE FOR EAP/RSP AND EAP/BCLTV E.O. 12958: N/A TAGS: PREL, EAIE 


Column 10 


UNCLAS SECTION 01 OF 02 LAGOS 000470 SIPDIS E.O. 12958: N/A TAGS: ECON, ΕΕΙΝ, EINV, EAID, PINS, 


Column 10 


CONFIDENTIALSECTION 01 OF 04 COLOMBO 000374 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT, 


Column 10 


UNCLAS ANKARA 001401 SIPDIS DEPT. FOR NEA/NGAAND EUR/SE; NSC FOR AMB. KHALILZAD E.O. 12 
CONFIDENTIALSECTION 01 OF 02 RANGOON 000299 SIPDIS STATE FOR EAP/BCLTV, EB COMMEF 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001406 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


UNCLAS SECTION 01 OF 03 HARARE 000468 SIPDIS SENSITIVE STATE FOR AF/S NSC FOR SENIOR AFR 


Column 10 


CONFIDENTIALABU DHABI 001086 SIPDIS DEPT FOR NEA/RA, NEA/ARP, INR/EC, EB/IEP, EB/CBA U: 
CONFIDENT IALANKARA 001410 SIPDIS E.O. 12958: DECL: 03/05/2013 TAGS: PREL, PGOV, TU SUB. 


CONFIDENTIAL KUWAIT 000804 SIPDIS STATE FOR NEA/ARP, S/ES-O, DS, DSS, DS/IP/NEA, DS/DSS 
UNCLAS SECTION 01 OF 03 HARARE 000470 SIPDIS SENSITIVE NSC FOR SENIOR AFRICA DIRECTOR J. 


Column 10 


CONFIDENTIALABU DHABI 001088 SIPDIS DEPT FOR NEA/RA, NEA/ARP, INR/EC, EB/IEP, EB/CBA U: 
UNCLAS SECTION 01 OF 03 ANKARA 001411 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE; 


Column 10 


UNCLAS KUWAIT 000806 SIPDIS E.O. 12958: N/A TAGS: EAIR, KU SUBJECT: KUWAIT AIRPORT PLANS TO 
FOR THE BENEFIT OF ALL\" 


Column 10 


UNCLAS ABU DHABI 001091 SIPDIS DEPT FOR NEA, NEA/ARP, NEA/RA, DRL/CRA AND DRL/PHD E.O. 129. 
CONFIDENTIAL ROME 000906 SIPDIS Ε.Ο. 12958: DECL: 02/19/2013 TAGS: MCAP, PREL, IT, NATO SI 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 001092 SIPDIS STATE FOR NEA/ARP, NEA/PPD; NEA/RA, INR SEC 


Column 10 


CONFIDENT IALANKARA 001419 SIPDIS E.O. 12958: DECL: 03/05/2013 TAGS: PGOV, PREL, TU SUB. 


Column 10 


UNCLAS ANKARA 001420 SIPDIS STATE FOR DRL/IL(WHITE); LABOR FOR BRUMFIELD Ε.Ο. 12958: N/A 1 


Column 10 


UNCLAS ANKARA 001421 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREASURY FOR U/S TAY 
CONFIDENTIALSECTION 01 OF 02 ANKARA 001422 SIPDIS DEPARTMENT FOR EUR/SE AND EUR// 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KATHMANDU 000408 SIPDIS STATE FOR SA/INS LONDON FOR | 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 000300 SIPDIS STATE FOR EAP/BCLTV AND DRL LAE 


Column 10 


UNCLAS SECTION 01 OF 14 HANOI 000527 SIPDIS SENSITIVE BUT UNCLASSIFIED STATE FOR G/TIP, G, 


Column 10 


CONFIDENTIALAMMAN 001336 SIPDIS E.O. 12958: DECL: 03/05/2013 TAGS: PGOV, PREL, PHUM, SC 


Column 10 


CONFIDENTIAL RANGOON 000304 SIPDIS STATE FOR EAP/BCLTV USPACOM FOR FPA E.O. 12958: 
UNCLAS SANAA 000432 SIPDIS EB/ESC/ESP GLASS, S/CT, EUR/PGI, EUR/RUS, IO/PHO PEREZ AND TREA 
UNCLAS SECTION 01 OF 03 ABUJA 000440 SIPDIS SENSITIVE STATE PASS TO TRADE AND DEVELOPM 


Column 10 


CONFIDENTIALAMMAN 001344 SIPDIS E.O. 12958: DECL: 03/05/2013 TAGS: PREL, KISL, IZ, JO, OIC 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 000381 SIPDIS DEPARTMENT FOR SA, SA/INS; NSC 


Column 10 


UNCLAS ANKARA 001442 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREASURY FOR U/S TAY 


Column 10 


SECRET SANAA 000442 SIPDIS NOFORN FOR AMBASSADORS/DCMS E.O. 12958: DECL: 03/06/2012 T. 


UNCLAS ROME 000923 SIPDIS E.O. 12958: N/A TAGS: PHUM, OPRC, PGOV, IZ, IT, HUMAN RIGHTS SUBJE 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 ANKARA 001446 SIPDIS STATE FOR EUR/SE (SILVERMAN AND | 


Column 10 


SECRET SECTION ΟἹ OF 02 SANAA 000444 SIPDIS E.O. 12958: DECL: 03/06/2013 TAGS: PREL, IZ, YM, L 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001447 SIPDIS SENSITIVE STATE FOR E, EB/IFD/OMA AND EUR/SI 


Column 10 


UNCLAS SECTION 01 OF 02 ROME 000928 SIPDIS SENSITIVE DEPT FOR EUR/PRA, EUR/WE, PM/ISP ANI 


Column 10 


CONFIDENTIALAMMAN 001356 SIPDIS E.O. 12958: DECL: 03/06/2013 TAGS: PREL, ASEC, IZ, JO SUI 


UNCLAS SECTION 01 OF 02 AMMAN 001357 SIPDIS SENSITIVE PLEASE PASS FOR G/TIP, INL, DRL, NEA/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001448 SIPDIS STATE FOR E, EB/CBED, EB/ESC, EUR/ 


Column 10 


UNCLAS AMMAN 001358 SIPDIS SENSITIVE DEPARTMENT FOR PM/FCMPO E.O. 12958: N/A TAGS: MOPS 
UNCLAS ADANA 0062 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, IZ, TU, ADANA, Press Sum 


CONFIDENTIAL SANAA 000446 SIPDIS THE HAGUE FOR CWC DEL; ALSO FOR EMBASSY E.O. 1295 
UNCLAS TEGUCIGALPA 000606 SIPDIS SENSITIVE STATE FOR WHA/CEN, WHA/EPSC STATE PASS AID F 
CONFIDENTIALSECTION 01 OF 03 ZAGREB 000489 SIPDIS E.O. 12958: DECL: 03/03/2008 TAGS: PR 


Column 10 


CONFIDENTIALSECTION ΟΙ OF 02 VATICAN 000929 SIPDIS FOR EUR/WE (MENNUTI), NEA/NGA E.! 


Column 10 


UNCLAS ROME 000930 SIPDIS HHS FOR FDA VEEK, CARNEVALE, CARSON, BREWER USDA FOR DRITCH 
CONFIDENT IALANKARA 001454 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: DECL: 03/06/2008 


Column 10 
UNCLAS SECTION 01 OF 02 OTTAWA 000610 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA 


Column 10 


CONFIDENT IALABUJA 000448 SIPDIS E.O. 12958: DECL: 03/05/2013 TAGS: PGOV, ASEC, KDEM, NI 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 000612 SIPDIS STATE FOR WHA/CAN - PATRICIA NORMAN, EB/TRA 


Column 10 


CONFIDENTIAL ROME 000931 SIPDIS DEPT. FOR EUR/RPM AND EUR/WE Ε.Ο. 12958: DECL: 03/04/ 


Column 10 


UNCLAS ANKARA 001459 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREASURY FOR U/S TAY 


Column 10 


SECRETANKARA 001460 SIPDIS E.O. 12958: DECL: 03/05/2013 TAGS: TBIO, MARR, MASS, TU SUBJEC 
UNCLAS SECTION 01 OF 02 OTTAWA 000619 SIPDIS SENSITIVE STATE FPR WJA/EPSC; EB/IPC - WILSOI 


Column 10 


CONFIDENTIAL SECTION 02 OF 02 VATICAN 000933 SIPDIS STATE FOR EUR/WE Ε.Ο. 12958: DECL 
CONFIDENTIALSECTION 01 OF 02 OTTAWA 000629 SIPDIS E.O. 12958: DECL: 03/04/2013 TAGS: MC 


Column 10 


UNCLAS SECTION 01 OF 02 TEGUCIGALPA 000611 SIPDIS SENSITIVE STATE FOR WHA/CEN, DRL/PHD, | 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 000818 SIPDIS STATE FOR INR/R/M, NEA/ARP, NEA/PPD, PA, INR/NE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000387 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT, 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001461 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


UNCLAS SECTION 01 OF 05 RANGOON 000309 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, G/TIP, G, INL, 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 000541 SIPDIS SENSITIVE STATE FOR DRL/IRF, DRL, EAP/BCLTV PAS 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 000549 SIPDIS STATE FOR EAP/BCLTV; INL/AAE E.O. 12958: N/A TAG: 


Column 10 


UNCLAS HANOI 000550 SIPDIS SENSITIVE STATE FOR EAP/BCLTV; INL/AAE; L/LEI (Sandage) E.O. 12958: 


UNCLAS SECTION 01 OF 02 HANOI 000551 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND DRL/IRF Ε.Ο 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ZAGREB 000491 SIPDIS TREASURY FOR VIMAL ATUKORALA ST 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 000484 SIPDIS E.O. 12958: DECL: 03/07/2013 TAGS: PG 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 000485 SIPDIS NSC FOR SENIOR AFRICA DIRECTOR J. FRAZER LO 
UNCLAS HANOI 000554 SIPDIS STATE FOR INL/AAE; EAP/BCLTV; UNVIE FOR FISHER AND BARMON E.O. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KATHMANDU 000426 SIPDIS STATE FOR SA/INS LONDON FOR | 


Column 10 


CONFIDENT IALANKARA 001470 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: DECL: 03/07/2008 
UNCLAS SECTION 01 OF 02 ISTANBUL 000294 SIPDIS SENSITIVE STATE FOR E, EUR AND EB TREASUF 


Column 10 


SECRET SECTION 01 OF 02 KATHMANDU 000427 SIPDIS STATE FOR SA/INS LONDON FOR POL/REIDE 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001472 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


UNCLAS ANKARA 001473 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREASURY FOR U/S TAY 
UNCLAS SECTION 01 OF 03 LAGOS 000499 SIPDIS PARIS FOR OECD/IEA E.O. 12958: N/A TAGS: EPET, El 


Column 10 


CONFIDENT IALACCRA 000468 SIPDIS E.O. 12958: DECL: 02/18/2013 TAGS: PGOV, PREL, GH, ECOV 


Column 10 


UNCLAS SECTION 01 OF 09 GUATEMALA 000605 SIPDIS SENSITIVE DEPARTMENT FOR G/TIP, G, INL, DF 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001477 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


CONFIDENTIALHELSINKI 000262 SIPDIS E.O. 12958: DECL: 03/07/2013 TAGS: PREL, PGOV, IZ, CH, | 


Column 10 


SECRET SECTION 01 OF 03 ANKARA 001483 SIPDIS NOFORN DEPT. FOR P, EUR, EUR/SE, NEAAND 


Column 10 


CONFIDENTIAL ZAGREB 000501 SIPDIS STATE FOR EUR/SCE (NARDI) AND EUR/PRA (CAGAN) DOT 


Column 10 


UNCLAS SECTION 01 OF 03 ADANA 0066 SIPDIS DEPT FOR EUR/SE Ε.Ο. 12958: N/A TAGS: PREL, PGOV 


Column 10 


CONFIDENTIALSECTION 01 OF 03 LAGOS 000504 SIPDIS CAIRO FOR POL - MAXSTADT E.O. 12€ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 000505 SIPDIS CAIRO FOR POL - MAXSTADT E.O. 12€ 


Column 10 


UNCLAS GUATEMALA 000623 SIPDIS SENSITIVE GENEVA FOR JEFF DELAURENTIS DEPARTMENT PLEA: 
UNCLAS OTTAWA 000646 SIPDIS SENSITIVE ROME FOR MFO E.O. 12958: N/A TAGS: KMFO, PREL, MASS 
CONFIDENTIAL SECTION 01 OF 02 TEGUCIGALPA 000619 SIPDIS DEPT FOR WHA, WHA/CCA,WHA; 
UNCLAS SECTION 01 OF 03 TEGUCIGALPA 000622 SIPDIS STATE FOR WHA/CEN, WHA/EPSC, DRL/IL, EB 


Column 10 


CONFIDENTIAL TEGUCIGALPA 000625 SIPDIS FOR WHA/CEN E.O. 12958: DECL: 03/07/2013 TAGS: 
CONFIDENTIALABU DHABI 001100 SIPDIS STATE FOR NEA/ARP AND NEA/RA E.O. 12958: DECL:03, 


Column 10 


UNCLAS ABU DHABI 001101 SIPDIS SENSITIVE STATE FOR NEA/ARP, NEA/RA, EB/CBA AND EB/ESP USDI 
CONFIDENTIAL SECTION 01 OF 02 ANKARA 001485 SIPDIS E.O. 12958: DECL: 03/08/2013 TAGS: PF 


Column 10 


CONFIDENT IALANKARA 001487 SIPDIS DEPT. FOR NEA, NEA/NGA, EUR, EUR/SE; NSC FOR AMB. I 
CONFIDENTIALABU DHABI 001123 SIPDIS STATE FOR NEA/ARP - HEFFERNAN, NEA/RA - SUTPHIN 


UNCLAS SECTION 01 OF 02 ABU DHABI 001124 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR SEC 


Column 10 


UNCLAS ANKARA 001488 SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, TU SUBJECT: TURKEY: ERDOGAN / 
UNCLAS AMMAN 001405 SIPDIS FOR CA/OCS/ACS/NESA, NEA/ARN AND NEA/PA E.O. 12958: N/A TAGS: ( 
CONFIDENT IALABUJA 000457 SIPDIS E.O. 12958: DECL: 03/06/2013 TAGS: PGOV, ASEC, KDEM, NI 


Column 10 


UNCLAS ABU DHABI 001127 SIPDIS E.O. 12958: N/A TAGS: OPDC, TC SUBJECT: RESPONSE TO SECRETS 


UNCLAS SECTION 01 OF 02 RANGOON 000318 SIPDIS DEPT FOR CA/VO/L/C E.O. 12958: N/A TAGS: CV 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABU DHABI 001128 SIPDIS STATE FOR E - USEC ALAN LARSON, 
UNCLAS ABU DHABI 001130 SIPDIS FOR DINT/USGS/RGARMON, FOR USAID/DCHA/OFDA/JSMITH Ε.Ο. 1; 
UNCLAS HARARE 000489 SIPDIS SENSITIVE STATE FOR AF/S NSC FOR SENIOR AFRICA DIRECTOR JFR 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 000396 SIPDIS DEPT FOR INR/R/MR, |I/RW, I/REC; PA SA/INS (FOR 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 ANKARA 001496 SIPDIS NICOSIA FOR DRENZ/A/S DEWEY DEP” 
UNCLAS ABU DHABI 001136 SIPDIS STATE FOR IIP/G/NEA; NEA/PPD WMOONEY, CBOURGEOIS, JDAVIES 
CONFIDENTIALABU DHABI 001137 SIPDIS STATE FOR NEA/ARP - HEFFERNAN, NEA/RA - SUTPHIN 


Column 10 


CONFIDENTIALABU DHABI 001138 SIPDIS DEPT FOR NEA/RA, NEA/ARP, INR/EC, EB/IEP, EB/CBA U! 


Column 10 


UNCLAS HARARE 000492 SIPDIS SENSITIVE STATE FOR AF/S NSC FOR SENIOR AFRICA DIRECTOR JFR 


CONFIDENTIAL SECTION 01 OF 02 COLOMBO 000401 SIPDIS DEPARTMENT FOR SA, SA/INS, DRL; 


Column 10 


UNCLAS ANKARA 001499 SIPDIS SENSITIVE STATE FOR E, EB AND EUR/SE TREASURY FOR OASIA - M 


UNCLAS HARARE 000493 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS NSC FOR JENL 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 000494 SIPDIS DEPT FOR INR/R/MR AND AF/PDPA DALTON, MITCHI 


Column 10 


UNCLAS HARARE 000497 SIPDIS DEPT FOR INR/R/MR AND AF/PDPA DALTON, MITCHELL AND SIMS INFO 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001503 SIPDIS DEPARTMENT FOR EUR/SE Ε.Ο. 1295 
UNCLAS OTTAWA 000648 SIPDIS STATE FOR WHA/CAN,EB/TRA,L WHITE HOUSE FOR HOMELAND SECU 
SECRET SECTION ΟἹ OF 04 TEGUCIGALPA 000626 SIPDIS STATE FOR WHA DAS FISK, WHA/CEN, ANE 


Column 10 
UNCLAS SECTION 01 OF 04 ANKARA 001508 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


CONFIDENTIALAMMAN 001424 SIPDIS DOD FOR OSD - DR. KEITH DUNN E.O. 12958: DECL: 3/10/21 
UNCLAS SECTION 01 OF 02 ZAGREB 000517 SIPDIS STATE FOR EUR/ACE, EUR/SCE, INL/AAG STATE PAS 
UNCLAS AMMAN 001425 SIPDIS E.O. 12958: N/A TAGS: PREF, SENV, KWBG, IS, JO, NO SUBJECT: MIDDLE 


Column 10 


CONFIDENTIALAMMAN 001426 SIPDIS E.O. 12958: DECL: 03/10/2008 TAGS: EFIN, KU, JO SUBJECT: 
UNCLAS AMMAN 001428 SIPDIS SENSITIVE PM/RSAT FOR KLUNDER/COLETTA E.O. 12958: N/A TAGS: M. 
SECRETANKARA 001511 SIPDIS EUR FOR PASCOE; NEA FOR CROCKER; ALSO FOR EUR/SE AND NE 
CONFIDENTIALANKARA 001512 SIPDIS DEPT. FOR NEA, NEA/NGA, EUR, EUR/SE; NSC FOR AMB. | 


Column 10 


CONFIDENTIALAMMAN 001429 SIPDIS E.O. 12958: DECL: 03/10/2013 TAGS: PREL, PGOV, PINR, JO 


Column 10 


CONFIDENTIALSECTION 01 OF 05 ZAGREB 000519 SIPDIS DEPARTMENT FOR EUR (BOGUE) AND 


Column 10 


UNCLAS OTTAWA 000658 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PASS NSC/WEUROPE 


Column 10 


UNCLAS SECTION 01 OF 03 OTTAWA 000659 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA: 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 000660 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA: 


Column 10 


UNCLAS USUN NEW YORK 000633 E.O. 12958: N/A TAGS: PREL, UNSC, PARM, IZ SUBJECT: UN/IRAQ:SEC 


Column 10 


CONFIDENTIALUSUN NEW YORK 000634 E.O. 12958: DECL: 02/26/2008 TAGS: PREL, UNSC, PARM, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 GUATEMALA 000636 SIPDIS E.O. 12958: DECL: 03/10/2013 TAGS 
UNCLAS SECTION 01 OF 02 HANOI 000567 SIPDIS E.O. 12958: N/A TAGS: PREL, ETRD, MARR, SNAR, KCI 


Column 10 


CONFIDENTIALANKARA 001513 SIPDIS STATE FOR EUR/SE (SILVERMAN AND GOELLNER-SWEET 


Column 10 


CONFIDENT IALANKARA 001514 SIPDIS STATE FOR EUR/SE (SILVERMAN, GOELLNER-SWEET), DF 


Column 10 


UNCLAS HANOI 000584 SIPDIS STATE FOR EAP/BCLTV E.O. 12958: N/A TAGS: PREL, MARR, PTER, VM, | 


Column 10 


CONFIDENTIALANKARA 001516 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: DECL: 03/11/2008 


CONFIDENTIALAMMAN 001432 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: PHUM, PREL, PGOV, JC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001433 SIPDIS E.O. 12958: DECL: 03/09/2013 TAGS: PRE 


Column 10 


UNCLAS COLOMBO 000408 SIPDIS TREASURY FOR JOHN WINGLE, OFFICE OF QUANTITATIVE ANALYSIE 
UNCLAS COLOMBO 000409 SIPDIS TREASURY FOR JOHN WINGLE, OFFICE OF QUANTITATIVE ANALYSIE 
CONFIDENT IALSECTION 01 OF 02 COLOMBO 000410 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT, 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001528 SIPDIS STATE FOR EUR/SE, EUR/PGI, OES/PCI, OES/EGC S 


Column 10 


UNCLAS SECTION 01 OF 02 KATHMANDU 000440 SIPDIS SENSITIVE STATE FOR SA/INS AND DS/IP/SA L( 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 000235 SIPDIS SENSITIVE Department for EAP/BCLTV, DR 


Column 10 


UNCLAS ANKARA 001529 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREASURY FOR U/S TAY 
CONFIDENTIALSECTION 01 OF 02 ZAGREB 000523 SIPDIS E.O. 12958: DECL: 03/10/2008 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 000858 SIPDIS STATE FOR NEA/FO, NEA/ARN, NEA/AR 


Column 10 


CONFIDENTIALKUWAIT 000861 SIPDIS DEPT FORL, NEA/ARP E.O. 12958: DECL: 03/11/2013 TAGS 
UNCLAS SECTION 01 OF 02 ABUJA 000472 SIPDIS E.O. 12598: N/A TAGS: EPET, ENRG, PREL, NI, OIL SUE 


Column 10 


SECRET SANAA 000476 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: PREL, MARR, ER, YM SUBJECT: DI 
UNCLAS SECTION 01 OF 03 ANKARA 001533 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


UNCLAS SECTION 01 OF 04 OTTAWA 000679 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA: 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 000680 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA: 


Column 10 


CONFIDENTIAL GUATEMALA 000648 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: PREL, IZ, GT, UNS( 
UNCLAS SECTION 01 OF 03 HANOI 000592 SIPDIS DEPT FOR DRL/IRF, DRL, and EAP/BCLTV E.O. 12958: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001546 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: PR 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 000413 SIPDIS FOR SA,SA/INS,D PASS TO USAID AMBASSADOR 
UNCLAS SECTION 01 OF 02 HANOI 000593 SIPDIS SENSITIVE STATE FOR EAP/BCLTV; EAP/PMBS Ε.Ο. 1 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001462 SIPDIS DEPARTMENT FOR STATE ECA/A/L/W KERR/JENSON 
UNCLAS SECTION 01 OF 02 AMMAN 001477 SIPDIS DEPT FOR PRM AND NEA E.O. 12958: N/A TAGS: PRE 
CONFIDENTIALSECTION 01 OF 02 LAGOS 000519 SIPDIS FOR REFUGEE OFFICERS; CAIRO FOR 


Column 10 


UNCLAS SANAA 000481 SIPDIS SENSITIVE WHITE HOUSE FOR OGC TUCKER ESKEW; DEPARTMENT FC 
UNCLAS HARARE 000512 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS NSC FOR JENL 


Column 10 


UNCLAS HARARE 000513 SIPDIS DEPT FOR AF/S AF/PDPA FOR DALTON, MITCHELL AND SIMS NSC FOR 


UNCLAS COLOMBO 000418 SIPDIS FOR SA/INS E.O. 12958: N/A TAGS: PHUM, PREL, CE, MV, Human Rigt 
CONFIDENTIAL COLOMBO 000420 SIPDIS DEPARTMENT FOR SA, SA/INS, IO, NEA; NSC FOR E. MIL 


Column 10 


CONFIDENTIALSECTION 01 OF 05 COLOMBO 000421 SIPDIS DEPARTMENT FOR SA, SA/INS, SA/PI 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001565 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


SECRET SECTION 01 OF 02 HARARE 000516 SIPDIS NSC FOR SENIOR AFRICA DIRECTOR J. FRAZER 
UNCLAS SECTION 01 OF 03 ANKARA 001567 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


UNCLAS SECTION 01 OF 03 AMMAN 001495 SIPDIS DEPT FOR INL, NEA/ARN, NICOSIA PLEASE PASS TO 
UNCLAS HARARE 000517 SIPDIS SENSITIVE STATE FOR AF/S NSC FOR SENIOR AFRICA DIRECTOR JFR 
CONFIDENTIAL SANAA 000482 SIPDIS DEPARTMENT FOR L/LEI, S/CT DOJ FOR DAAG BRUCE SWA 


Column 10 


UNCLAS ABU DHABI 001204 SIPDIS SENSITIVE STATE FOR NEA/ARP, NEA/RA, DRL AND EB/CBA STATE F 
UNCLAS KUWAIT 000896 SIPDIS DEPARTMENT FOR NEA/ARP, INR/NESA E.O. 12958: N/A TAGS: PGOV, P 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001517 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS SECTION 01 OF 04 LAGOS 000524 SIPDIS E.O. 12958: N/A TAGS: ECON, EINV, EFIN, NI SUBJEC 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 000900 SIPDIS STATE FOR INR/R/M, NEA/ARP, NEA/PPD, PA, INR/NE 


Column 10 


UNCLAS SECTION 01 OF 02 GUATEMALA 000651 SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, KJUS, GT, C 


Column 10 


CONFIDENTIAL ROME 001030 SIPDIS Ε.Ο. 12958: DECL: 03/11/2013 TAGS: PREL, IT, LY, UNSC SUBJ 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001578 SIPDIS DEPARTMENT FOR EUR/SE Ε.Ο. 1295 
UNCLAS OTTAWA 000686 SIPDIS DEPT FOR EB/TPP/MTA ROBERT DOWNES GENEVA FOR USTR DAVID € 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 000687 SIPDIS SENSITIVE STATE FOR OES (WATSON), OES/EGC ( 


Column 10 


CONFIDENTIALANKARA 001579 SIPDIS E.O. 12958: DECL: 03/12/2013 TAGS: PREL, PGOV, ECON, E 


Column 10 


CONFIDENTIAL OTTAWA 000692 SIPDIS E.O. 12958: DECL: 03/12/2013 TAGS: PREL, PARM, MOPS, I: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ROME 001032 SIPDIS lO/EDA FOR WINNICK E.O. 12958: DECL: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 VATICAN 001033 SIPDIS E.O. 12958: DECL: 01/30/2008 TAGS: CF 


Column 10 


CONFIDENTIAL SECTION ΟΙ OF 02 RANGOON 000334 SIPDIS STATE FOR EAP AND INL TREASURY 
UNCLAS AMMAN 001525 SIPDIS SENSITIVE DEPARTMENT FOR NEA, NEA/EX, CA, PA, INR AND S/ES/O/C 


UNCLAS SECTION 01 OF 02 AMMAN 001526 SIPDIS COMMERCE FOR 4520/ITA/MAC/ONE/COBERG E.O. 1 


Column 10 


UNCLAS HARARE 000523 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS NSC FOR JENL 


Column 10 


CONFIDENTIALAMMAN 001529 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: PHUM, PGOV, JO SUBJ 


Column 10 


UNCLAS HANOI 000615 SIPDIS STATE FOR EAP/BCLTV; S/CT E.O. 12958: NA TAGS: PTER, PREL, VM, CT 


CONFIDENTIAL SECTION ΟΙ OF 02 AMMAN 001530 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: PGC 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001531 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS HANOI 000619 SIPDIS STATE FOR EAP/BCLTV, DRL E.O. 12958: N/A TAGS: PREL, PHUM, SOCI, F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001533 SIPDIS E.O. 12958: DECL: 03/02/2013 TAGS: ELA 


Column 10 
UNCLAS COLOMBO 000428 SIPDIS DEPT FOR INR/R/MR, I/RW, I/REC; PA SA/INS (FOR JWALLER); SA/PAE 


Column 10 


UNCLAS COLOMBO 000429 SIPDIS DEPT FOR OES/OMC DAVID HOGAN KATHMANDU FOR ENVIRONMEN 
CONFIDENTIALSECTION 01 OF 02 COLOMBO 000430 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT; 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001587 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


UNCLAS SECTION 01 OF 03 ADANA 0072 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, IZ 


Column 10 


UNCLAS SECTION 01 OF 02 VATICAN 001046 SIPDIS DEPT. FOR EUR/WE (MENNUTI); EUR/OHI, NEA/IAI E 


Column 10 


SECRET SECTION 01 OF 02 SANAA 000489 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, C 


Column 10 


UNCLAS ADANA 0073 SIPDIS SENSITIVE DEPARTMENT FOR EUR/SE AND DRL Ε.Ο. 12958: N/A TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001593 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


UNCLAS GUATEMALA 001254 SIPDIS STATE FOR WHA/CEN, WHA/PPC, AND PM/B DEFENSE FOR CHAIR: 


UNCLAS SECTION 01 OF 02 LAGOS 000543 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, ECON, SCUL, NI 


Column 10 


S E C R E T ANKARA 001595 SIPDIS E.O. 12958: DECL: 03/12/2013 TAGS: PREL, MOPS, TU, IZ, Iraq SUBJE 


Column 10 


UNCLAS SECTION 01 OF 02 SANAA 000491 SIPDIS E.O. 12958: N/A TAGS: SCUL, PGOV YM SUBJECT: AME 
UNCLAS SECTION 01 OF 03 SANAA 000492 SIPDIS E.O. 12958: N/A TAGS: SCUL, PREL, PGOV, IZ, YM SUB 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001544 SIPDIS SENSITIVE COMMERCE FOR 4520/ITA/MAC/ONE/COI 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 000695 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA: 


Column 10 


UNCLAS SECTION 01 OF 02 ABUJA 000495 SIPDIS STATE FOR AF/W STATE PASS ΟΡΙΟ, TDA, AND EXIM : 


Column 10 


UNCLAS ANKARA 001623 SIPDIS SENSITIVE STATE ALSO FOR E, EB/IFD AND EUR/SE TREASURY FOR 


Column 10 


UNCLAS HARARE 000527 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS NSC FOR JENL 


UNCLAS FRANKFURT 002231 SIPDIS DEPARTMENT FOR EUR/AGS SENSITIVE E.O. 12958: N/A TAGS: PG 
CONFIDENTIALSECTION 01 OF 03 AMMAN 001550 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: ELT! 


Column 10 


UNCLAS SECTION 01 OF 03 ABUJA 000496 SIPDIS USAID/W FOR AFR/WA, MICHAEL KARBELING LAGOS | 
CONFIDENTIALSECTION 01 OF 02 ANKARA 001624 SIPDIS DEPARTMENT FOR EUR/SE E.O. 1295 


Column 10 


CONFIDENTIAL ROME 001053 SIPDIS E.O. 12958: DECL: 03/10/2013 TAGS: EU, MARR, MK, PREL, N/ 


Column 10 


CONFIDENTIAL ROME 001054 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: PREL, IZ, UNSC SUBJEC 
UNCLAS TEGUCIGALPA 000652 SIPDIS SENSITIVE STATE FOR WHA/CEN, WHA/EPSC, AND EB STATE PA 
UNCLAS OTTAWA 000700 SIPDIS STATE FOR PM-MICHELE MARKOFF AND WHA/CAN E.O. 12958: N/A TA( 
UNCLAS TEGUCIGALPA 000653 SIPDIS FOR PD/WHA (MBUCKLEY); IIP/G/WHA DIPASQUALE; EB/EPPD DC 


Column 10 


UNCLAS TEGUCIGALPA 000654 SIPDIS STATE FOR WHA/CEN E.O. 12958: N/A TAGS: PBTS, PREL, ES, HC 
UNCLAS SECTION 01 OF 02 OTTAWA 000701 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA: 


Column 10 


CONFIDENTIAL OTTAWA 000702 SIPDIS PARIS FOR UNESCO OBSERVER; MARSEILLES FOR ΜΟΝ 
SECRET OTTAWA 000703 SIPDIS STATE FOR NP/RA, ΝΡ/ΜΝΑ, NEA/AGT, EAP/K, WHA/CAN AND IO/T BI 
UNCLAS ANKARA 001625 SIPDIS E.O. 12958: N/A TAGS: AORC, FR, TU SUBJECT: DEMARCHE DELIVEREL 
UNCLAS SECTION 01 OF 02 COLOMBO 000436 SIPDIS SENSITIVE DEPARTMENT FOR SA, SA/INS, PM, PI 


Column 10 


UNCLAS HARARE 000531 SIPDIS STATE FOR AF/S NSC FOR SENIOR AFRICA DIRECTOR JFRAZER USDC 


UNCLAS VATICAN 001055 SIPDIS FOR EUR/WE (MENNUTI) IO/T E.O. 12958: N/A TAGS: PREL, AORC, TBIC 


UNCLAS SECTION 01 OF 05 HANOI 000636 SIPDIS E.O. 12958: N/A TAGS: EFIS, SENV, OTRA, VM, APEC SI 
UNCLAS HANOI 000637 SIPDIS DEPARTMENT FOR EAP/BCLTV, DRL, DRL/PHD, and DRL/IRF E.O. 12958: 
CONFIDENTIALSECTION ΟΙ OF 03 KATHMANDU 000468 SIPDIS STATE FOR SA/INS LONDON FOR | 


Column 10 


UNCLAS SECTION 01 OF 03 HARARE 000537 SIPDIS USAID/W FOR DCHA/OFDA FOR KHANDAGLE AND lv 


Column 10 
CONFIDENTIAL SECTION 01 OF 02 HARARE 000540 SIPDIS NSC FOR SENIOR AFRICA DIRECTOR J 


Column 10 


CONFIDENTIAL ROME 001063 SIPDIS DEPT FOR EUR/SCE AND EUR/WE Ε.Ο. 12958: DECL: 03/14/2 


Column 10 


UNCLAS ANKARA 001630 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREASURY FOR U/S TAY 


CONFIDENTIALANKARA 001631 SIPDIS E.O. 12958: DECL: 03/14/2013 TAGS: PREL, PGOV, TU, IZ SI 


Column 10 


UNCLAS SECTION 01 OF 05 KATHMANDU 000471 SIPDIS STATE FOR SA/INS AND DS/IP/NEA STATE ALSO 


Column 10 


UNCLAS SECTION 01 OF 03 KATHMANDU 000472 SIPDIS LONDON FOR POL/REIDEL STATE FOR SA/INS ! 


Column 10 


CONFIDENT IALANKARA 001632 SIPDIS E.O. 12958: DECL: 03/14/2008 TAGS: PHUM, PREL, TU, UNF 


CONFIDENTIAL SECTION 01 OF 02 ANKARA 001634 SIPDIS E.O. 12958: DECL: 03/11/2013 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ABUJA 000502 SIPDIS CAIRO FOR MAXSTADT E.O. 12958: DEC 


Column 10 


UNCLAS ABUJA 000503 SIPDIS E.O. 12958: N/A TAGS: PREF, PREL, PGOV, NI, IV, LI SUBJECT: NIGERIA: R 
CONFIDENTIALSECTION 01 OF 02 ISTANBUL 000348 SIPDIS E.O. 12958: DECL: 03/13/2013 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 02 FRANKFURT 002252 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ISTANBUL 000349 SIPDIS E.O. 12958: DECL: 03/13/2013 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001635 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


CONFIDENT IALANKARA 001636 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: DECL: 03/14/2008 
UNCLAS ANKARA 001637 SIPDIS DEPT FOR EUR/SE, OES/OA E.O. 12958: N/A TAGS: EFIS, SENV, TU, IW 
SECRETANKARA 001638 SIPDIS EUR FOR PASCOE; NEA FOR CROCKER; ALSO FOR EUR/SE AND NE 
UNCLAS SECTION 01 OF 03 ROME 001069 SIPDIS AIDAC FROM U.S. MISSION IN ROME USAID FOR AA/L 
CONFIDENTIALANKARA 001660 SIPDIS E.O. 12958: DECL: 03/14/2013 TAGS: PREL, PGOV, TU SUB. 


UNCLAS SECTION 01 OF 04 GUATEMALA 000673 SIPDIS SENSITIVE DEPT FOR WHA/CEN AND WHA/PPC 


Column 10 


CONFIDENTIAL ZAGREB 000578 SIPDIS E.O. 12958: DECL: 03/12/2008 TAGS: PREL, PGOV, ECON, E 
CONFIDENT IALABUJA 000507 SIPDIS DAKAR FOR FAA; BRUSSELS FOR FAAAND TSA E.O. 12958 


Column 10 


UNCLAS SECTION 01 OF 03 ADANA 0075 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, IZ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ZAGREB 000579 SIPDIS E.O. 12958: DECL: 03/07/2013 TAGS: EC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 GUATEMALA 000678 SIPDIS E.O. 12958: DECL: 03/12/2013 TAGS 


Column 10 


CONFIDENTIAL OTTAWA 000708 SIPDIS E.O. 12958: DECL: 03/14/2013 TAGS: PHUM, PREL, CA, UNF 
UNCLAS SECTION 01 OF 02 TEGUCIGALPA 000663 SIPDIS SENSITIVE DEPT FOR EB/IPC WILSON DEPT | 
UNCLAS SECTION 01 OF 02 OTTAWA 000709 SIPDIS STATE FOR WHA/CAN, WHA/PDA WHITE HOUSE PA: 


Column 10 


UNCLAS OTTAWA 000713 SIPDIS E.O. 12958: N/A TAGS: AFIN, ABUD, AORC, USOAS SUBJECT: CANADA W 
UNCLAS SECTION 01 OF 02 OTTAWA 000714 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, CA, Liberal 


Column 10 


UNCLAS OTTAWA 000717 SIPDIS USDA FOR FAS/EAMED DEPT PASS USTR FOR BERNSTEIN, SILLS AND 


UNCLAS SECTION 01 OF 03 OTTAWA 000723 SIPDIS HOMELAND SECURITY FOR INTERNATIONAL AFFAII 


Column 10 


CONFIDENTIALSECTION 01 OF 02 USUN NEW YORK 000707 E.O. 12958: DECL: 03/13/2013 TAGS: P| 
UNCLAS SECTION 01 OF 02 ABU DHABI 001229 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR SEC 


Column 10 


UNCLAS ABU DHABI 001240 SIPDIS SENSITIVE STATE FOR NEA/ARP, NEA/RA, DRL AND EB/CBA STATE F 
UNCLAS ABU DHABI 001241 SIPDIS DEPT FOR NEA, NEA/ARP AND IO E.O. 12958: N/A TAGS: AORC, UNE: 
CONFIDENTIALKUWAIT 000918 SIPDIS STATE FOR EB/ESC AND NEA/ARP TREASURY FOR OASIA | 
UNCLAS SECTION 01 OF 03 KUWAIT 000920 SIPDIS STATE FOR NEA/ARP AND OES STATE PASS EPA AM 


Column 10 


UNCLAS KUWAIT 000921 SIPDIS STATE FOR EB/ESC/ESP (GLASS) STATE FOR S/CT STATE FOR NEA/ARI 


UNCLAS KUWAIT 000938 SIPDIS BRUSSELS PASS TO USDEL TO AFGHAN HIGH LEVEL STRATEGIC FORL 
UNCLAS ABU DHABI 001253 SIPDIS E.O. 12958: N/A TAGS: ECON, EAID, EFIN, PREL, TC SUBJECT: AFGHA 
CONFIDENTIALAMMAN 001579 SIPDIS E.O. 12958: DECL: 03/16/2013 TAGS: PREL SUBJECT: ATLAN 
CONFIDENTIALSECTION 01 OF 02 AMMAN 001580 SIPDIS E.O. 12958: DECL: 03/17/2013 TAGS: PRE 


Column 10 


SECRETAMMAN 001581 SIPDIS E.O. 12958: DECL: 03/17/2023 TAGS: PREL, MOPS, IZ, JO SUBJECT: (S 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001582 SIPDIS E.O. 12958: DECL: 03/17/2013 TAGS: PGC 


Column 10 


UNCLAS AMMAN 001583 SIPDIS USDOC FOR6350//TD/TM/OAA/JMCELROY Ε.Ο. 12958: N/A TAGS: BEXP, I 
UNCLAS SECTION 01 OF 02 AMMAN 001587 SIPDIS DEPT FOR PRM AND NEA/NGA E.O. 12958: N/A TAGS 


Column 10 
UNCLAS SECTION 01 OF 02 KUWAIT 000944 SIPDIS STATE FOR INR/R/M, NEA/ARP, NEA/PPD, PA, INR/NE 


Column 10 


UNCLAS HANOI 000647 SIPDIS E.O. 12958: N/A TAGS: PREL, ABUD, KNNP, TRGY, OVIP, OPDC, VM, IAEA € 
UNCLAS SECTION 01 OF 03 HARARE 000541 SIPDIS USAID/W FOR DCHA/OFDA FOR KHANDAGLE AND N 


Column 10 


SECRETANKARA 001666 SIPDIS DEPT FOR NP/CBM, EUR/SE, EUR/PRA, IO/PHO, NEA/NGA, INR/SPM 


Column 10 


UNCLAS ABU DHABI 001266 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR SECDEF FOR OASD/PA 


Column 10 


UNCLAS HARARE 000542 SIPDIS STATE FOR AF/S NSC FOR SENIOR AFRICA DIRECTOR JFRAZER USDC 


UNCLAS HANOI 000650 SIPDIS PHNOM PENH PASS USAID E.O. 12958: N/A TAGS: EAID, ECON, EFIN, VM 
UNCLAS KUWAIT 000949 SIPDIS E.O. 12958: N/A TAGS: EAIR, ETRD, KU SUBJECT: ICAO DEMARCHE DEL 


Column 10 


UNCLAS HANOI 000651 SIPDIS STATE FOR EAP/BCLTV E.O. 12958: N/A TAGS: PREL, PINS, ASEC, PTER, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 000348 SIPDIS STATE FOR EAP/BCLTV, EB COMMEF 


Column 10 


CONFIDENTIALABU DHABI 001267 SIPDIS STATE FOR NEA/ARP, NEA/RA AND EB/TPP/MTA/IPC STA 


Column 10 
SECRET COLOMBO 000447 SIPDIS DEPT FOR DS/IP/SA, DS/DSS/ITA AND SA/INS ISLAMABAD PLEASE 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 000450 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT; 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 000563 SIPDIS CAIRO FOR POL -- MAXSTADT E.O. 12€ 


Column 10 


SECRET SANAA000503 SIPDIS NOFORN STATE FOR EB/ESC/ESP (GGLASS), S/CT (FOX), NEA (GRAP 


Column 10 


UNCLAS AMMAN 001594 SIPDIS DEPT PASS USTR FOR HAFEMEISTER USDA FOR GRUEFF AND SCANDL 
UNCLAS SECTION 01 OF 04 ROME 001084 SIPDIS SENSITIVE COMMERCE FOR NTIA/GALLAGHER/SPEC 


Column 10 


UNCLAS ABU DHABI 001284 SIPDIS DEPT FOR NEA, NEA/ARP AMEMBASSY TUNIS HOLD FSI FOR OLIVE! 


Column 10 


UNCLAS ABU DHABI 001285 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, KDEM, KPAL, PHUM, 
CONFIDENTIALKUWAIT 000958 SIPDIS STATE FOR EB/ESC/ESP, S/CT, IO/PHO, NEA/ARP, IO/UNP T 
UNCLAS SECTION 01 OF 02 ADANA 0076 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, IZ, TU 


Column 10 


UNCLAS AMMAN 001598 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 000655 SIPDIS DEPT FOR CA/OCS/EMR FOR DGOODING, EAP/BCLTV 


Column 10 


SECRET SECTION 01 OF 02 ABU DHABI 001292 SIPDIS NOFORN DEPT FOR NEA/RA, NEA/ARP, INR/E( 


Column 10 


CONFIDENTIALUSUN NEW YORK 000716 E.O. 12958: DECL: 03/17/2008 TAGS: PREL, UNSC, PARM, 
SECRET ROME 001100 SIPDIS DEPT FOR NEAAND EUR E.O. 12958: DECL: 03/17/2013 TAGS: PREL, IF 
UNCLAS USUN NEW YORK 000718 E.O. 12958: N/A TAGS: PREL, PARM, UNSC, IZ SUBJECT: UN/IRAQ: ELE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 000546 SIPDIS LONDON FOR CGURNEY PARIS FOR C 


Column 10 


CONFIDENTIAL TEGUCIGALPA 000670 SIPDIS STATE FOR EUR, NEA/NGA, NP, AND PM STATE FOR 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001667 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


CONFIDENT IALANKARA 001671 SIPDIS STATE FOR EUR/SE (SILVERMAN AND GOELLNER-SWEET 


Column 10 


CONFIDENTIAL GUATEMALA 000696 SIPDIS E.O. 12958: DECL: 03/14/2013 TAGS: PBTS, PREL, PGO 


Column 10 


UNCLAS SECTION 01 OF 02 NASSAU 000577 SIPDIS SENSITIVE BUT UNCLASSIFIED STATE FOR G/TIP, € 
CONFIDENTIALSECTION 01 OF 06 USUN NEW YORK 000727 E.O. 12958: DECL: 03/16/2013 TAGS: P 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 000747 SIPDIS Ε.Ο. 12958: N/A TAGS: PARM, PREL, MOPS, IZ, CA SL 


Column 10 


UNCLAS LAGOS 000568 SIPDIS PARIS FOR OECD/IEA TASHKENT FOR BURKHALTER Ε.Ο. 12958: N/A TA 
UNCLAS SECTION 01 OF 03 HO CHI MINH CITY 000251 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLT 


Column 10 


CONFIDENT IALANKARA 001679 SIPDIS STATE FOR P, NEA/NGA, EUR/SE, PMAT E.O. 12958: DECI 


CONFIDENTIALKUWAIT 000965 SIPDIS STATE FOR EB/ESC AND NEA/ARP TREASURY FOR OASIA | 
UNCLAS KUWAIT 000966 SIPDIS STATE FOR EB/ESP USDOC FOR 3131, FCS/OIO REGIONAL DIRECTOR, 
CONFIDENTIALSECTION 01 OF 02 ZAGREB 000602 SIPDIS DEPARTMENT FOR EUR/SCE (NARDI) L 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KATHMANDU 000477 SIPDIS DEPT FOR SA/INS LONDON FOR P 


Column 10 


UNCLAS HARARE 000549 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS NSC FOR JENL 


CONFIDENTIALSECTION 01 OF 02 KATHMANDU 000480 SIPDIS DEPT FOR SA/INS LONDON FOR P 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 000550 SIPDIS STATE FOR AF/S, DRL NSC FOR SENIOR AFRICA DIF 


Column 10 


UNCLAS ROME 001105 SIPDIS FOR OES/SAT E.O. 12958: N/A TAGS: TSPA, IT SUBJECT: BEPPO SAX FAL 


Column 10 


CONFIDENTIAL SANAA 000511 SIPDIS TERREP E.O. 12958: DECL: 03/18/2010 TAGS: PTER, ASEC, C 
UNCLAS HARARE 000554 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS NSC FOR JENL 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001692 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


UNCLAS ADANA 0077 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, IZ, TU, ADANA, Press Sum 
UNCLAS SECTION 01 OF 03 ADANA 0078 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, IZ, TU 


Column 10 


CONFIDENTIALKUWAIT 000978 SIPDIS STATE FOR EB/ESC AND NEA/ARP TREASURY FOR OASIA | 
UNCLAS SECTION 01 OF 06 AMMAN 001620 SIPDIS SENSITIVE TREASURY FOR OASIA--MARSHALL MILL 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 HARARE 000557 SIPDIS LONDON FOR CGURNEY PARIS FOR Cl 
CONFIDENTIALANKARA 001701 SIPDIS E.O. 12958: DECL: 03/17/2013 TAGS: IZ, PARM, PREL, TU, Ir 
CONFIDENTIALSECTION ΟΙ OF 03 AMMAN 001621 SIPDIS USTR FOR SAUMS USDOC 4520/ITA/MA( 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001702 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001622 SIPDIS DEPT FOR NEAAND PRM; PLEASE PASS 


CONFIDENTIALSECTION 01 OF 04 TEGUCIGALPA 000674 SIPDIS STATE FOR WHA, WHA/CEN, EB, 


Column 10 


UNCLAS AMMAN 001623 SIPDIS ECA/PE/V/P; ECA/PE/V/G/N; NEA/PPD (CBOURGEOIS, DMACINNES); INF( 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ANKARA 001704 SIPDIS DEPT FOR PRM/ANE, EUR/SE, NEA/NG 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001705 SIPDIS DEPT PLEASE PASS USTR USDOC FOR ITA/MAC/DL 


Column 10 


CONFIDENTIALSECTION 01 OF 07 ANKARA 001706 SIPDIS SENSITIVE DEPT FOR PRM/ANE, EUR 
CONFIDENTIALSECTION 01 OF 03 ZAGREB 000617 SIPDIS CONFIDENTIAL PAGE 02 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001629 SIPDIS SENSITIVE DEPT FOR PRM AND NEA E.O. 12958: N/A 


Column 10 
UNCLAS SECTION 01 OF 16 ABUJA 000515 SIPDIS SENSITIVE DEPT ALSO PASS AID G/TIP, G, INL, DRL 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ROME 001117 SIPDIS E.O. 12958: DECL: 03/14/2008 TAGS: ECOI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NASSAU 000586 SIPDIS E.O. 12958: DECL: 03/17/2013 TAGS: BF, 


Column 10 


CONFIDENTIALANKARA 001709 SIPDIS E.O. 12958: DECL: 03/18/2013 TAGS: PREL, PGOV, PINS, Mt 


Column 10 


UNCLAS ROME 001119 SIPDIS DEPT PASS USTR FOR SCHAGRIN; EB/CIP - TFINTON; COMMERCE FOR N 
UNCLAS GUATEMALA 000705 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, PGOV, PREL, GT, OAS, UN 
SECRET SECTION 01 OF 03 SANAA 000516 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, C 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA001713 SIPDIS STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 000575 SIPDIS PARIS FOR OECD/IEA, TASHKENT FOR | 


Column 10 


CONFIDENTIAL GUATEMALA 000706 SIPDIS HARARE FOR BRUCE WHARTON E.O. 12958: DECL: 0: 
CONFIDENTIAL OTTAWA 000768 SIPDIS E.O. 12958: DECL: 03/18/2013 TAGS: PARM, PREL, IZ, CA, U 


Column 10 


UNCLAS USUN NEW YORK 000746 E.O. 12958: N/A TAGS: PREL, PARM, KPKO, UNSC, IZ SUBJECT: UN/IR/ 


Column 10 


UNCLAS GUATEMALA 000708 SIPDIS HARARE FOR BRUCE WHARTON E.O. 12958: N/A TAGS: PREL, PGC 
CONFIDENTIAL GUATEMALA 000710 SIPDIS E.O. 12958: DECL: 03/17/2013 TAGS: PGOV, PREL, IZ, G 
UNCLAS GUATEMALA 000711 SIPDIS E.O. 12958: N/A TAGS: PREL, GT, USOAS SUBJECT: GUATEMALA WI 


UNCLAS SECTION 01 OF 04 HANOI 000669 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND INL/AAE E.O 


Column 10 
UNCLAS SECTION 01 OF 03 AMMAN 001650 SIPDIS DEPARTMENT FOR STATE NEA ATTN. LIZ CHENEY, N 


Column 10 


UNCLAS AMMAN 001651 SIPDIS SENSITIVE STATE PASS USAID COMMERCE FOR 4520/ITA/MAC/ONE/CC 


Column 10 


UNCLAS HO CHI MINH CITY 000257 SIPDIS DEPARTMENT FOR EAP/BCLTV, IO/UNP, R, PA/OA E. O. 12958 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 000258 SIPDIS STATE PASS TO USTR FOR EBRYAN USDC 
UNCLAS HO CHI MINH CITY 000259 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLTV, DRL E. O. 12958: 
CONFIDENTIAL SECTION ΟΙ OF 02 VATICAN 001124 SIPDIS FOR EUR/WE (MENNUTI), IO/UNP, AND 


Column 10 


UNCLAS RANGOON 000355 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND DRL/IL USPACOM FOR FPA | 


Column 10 


UNCLAS COLOMBO 000456 SIPDIS E.O. 12958: N/A TAGS: MASS, PREL, PGOV, PTER, CE SUBJECT: SME 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 001720 SIPDIS STATE FOR E, P, EUR/SE AND EB; TRE/ 


Column 10 


UNCLAS KUWAIT 000985 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 
CONFIDENTIAL ZAGREB 000621 SIPDIS E.O. 12958: DECL: 02/06/2008 TAGS: PREL, PGOV, IZ, HR, | 


Column 10 


UNCLAS HANOI 000676 SIPDIS STATE FOR EAP/BCLTV, DS/DSS/ITA, AND DS/OP/EAP E.O. 12958: N/A TA 


Column 10 


CONFIDENTIALSECTION ΟΙ OF 02 RANGOON 000359 SIPDIS STATE FOR EAP/BCLTV USPACOM Εἰ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 001724 SIPDIS STATE FOR E, EB/CBED, EB/ESC, EUR/ 


Column 10 


UNCLAS COLOMBO 000458 SIPDIS DEPT FOR INR/R/MR, I/RW, I/REC; PA SA/INS (FOR JWALLER); SA/PD 


Column 10 


SECRET SECTION 01 OF 03 COLOMBO 000460 SIPDIS DEPARTMENT FOR SA, SA/INS, SA/PD, S/CT:CB 


Column 10 


UNCLAS ABU DHABI 001335 SIPDIS STATE FOR NEA/PPD WMOONEY; IIP/G/NEA RWINCHESTER; IIP/G/IR 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000462 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT; 


Column 10 


UNCLAS ADANA 0079 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: N/A TAGS: PGOV, PREL, PTER, TU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001732 SIPDIS SENSITIVE STATE FOR E, P, EUR/SEA 


Column 10 


UNCLAS AMMAN 001653 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


UNCLAS HARARE 000562 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS NSC FOR JENL 


Column 10 


UNCLAS HARARE 000563 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS AF/S FOR RAYI 


Column 10 


S E C R E T ABU DHABI 001337 SIPDIS NOFORN DEPT FOR NEA/RA, NEA/ARP, INR/EC, EB/IEP, EB/CBA, € 
CONFIDENTIALABU DHABI 001339 SIPDIS STATE FOR NEA/FO, NEA/ARP AND NEA/NGA ROME PA‘ 
UNCLAS ABU DHABI 001340 SIPDIS SENSITIVE STATE FOR NEA/ARP, NEA/RA, DRL AND EB/CBA STATE F 
UNCLAS SECTION 01 OF 02 ABU DHABI 001341 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR SEC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 000568 SIPDIS NSC FOR SENIOR AFRICA DIRECTOR J 
UNCLAS SECTION 01 OF 02 ROME 001134 SIPDIS SENSITIVE DEPT FOR EUR/WE AND DRL/IRF E.O. 12€ 


Column 10 


UNCLAS SECTION 01 OF 02 ABUJA 000526 SIPDIS SENSITIVE BUT UNCLASSIFIED DEPT FOR INL/AAE, 


Column 10 


UNCLAS AMMAN 001661 SIPDIS SENSITIVE COMMERCE FOR 4520/ITA/MAC/ONE/COBERG ATHENS FOR 


CONFIDENTIALABU DHABI 001344 SIPDIS SENSITIVE STATE FOR IRAQ TASK FORCE, ALSO NEA// 


Column 10 


UNCLAS ABU DHABI 001345 SIPDIS SENSITIVE STATE FOR NEA/ARP, NEA/RA AMEMBASSY TUNIS HOLD 
CONFIDENTIALABU DHABI 001346 SIPDIS STATE FOR IO AND NEA/ARP E.O. 12958: DECL: 03/19/2( 
CONFIDENTIAL SANAA 000518 SIPDIS DEPARTMENT FOR L/LEI, S/CT; DOJ FOR DAAG BRUCE SWA 
S E C R E T ANKARA 001737 SIPDIS NP/CBM, EUR/SE, IO/PHO, NEA/NGA, AND INR/SPM Ε.Ο. 12958: DEC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SANAA 000519 SIPDIS E.O. 12958: DECL: 03/18/2013 TAGS: PGO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 000570 SIPDIS E.O. 12958: DECL: 03/19/2013 TAGS: PG 


Column 10 


UNCLAS AMMAN 001664 SIPDIS DEPT FOR NEAAND PRM; PLEASE PASS TO USAID E.O. 12958: N/A TAG: 
CONFIDENTIALAMMAN 001665 SIPDIS E.O. 12958: DECL: 03/19/2013 TAGS: PREL, EFIN, ETTC, IZ, J 


UNCLAS ADANA 0080 SIPDIS SENSITIVE DEPARTMENT FOR EUR/SE AND NEA/NGA AND PRM E.O. 12€ 
CONFIDENTIALSECTION 01 OF 05 ANKARA 001739 SIPDIS DEPT FOR PRM/ANE, EUR/SE, NEA/NG. 


Column 10 
UNCLAS SECTION 01 OF 02 AMMAN 001667 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS HO CHI MINH CITY 000265 SIPDIS SENSITIVE Department for EAP/BCLTV, EAP/P - K. Bailes E. O. 


CONFIDENTIALSECTION ΟΙ OF 03 ANKARA 001742 SIPDIS Ε.Ο. 12958: DECL: 01/28/2012 TAGS: PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 OTTAWA 000773 SIPDIS E.O. 12958: DECL: 03/19/2013 TAGS: PA 


S E C R E T ANKARA 001743 SIPDIS DEPT FOR S/CT BLACK AND EUR A/S JONES E.O. 12958: DECL: 03/ 
CONFIDENTIALSANAA 000520 SIPDIS TERREP E.O. 12958: DECL: 03/20/2010 TAGS: PTER, ASEC, C 
SECRETANKARA 001744 SIPDIS STATE FOR P, NEA/NGA, EUR/SE, PMAT, AND L; OSD FOR ISA, ISP Al 
CONFIDENTIALSECTION 01 OF 05 ANKARA 001745 SIPDIS DEPT FOR PRM/ANE, EUR/SE, NEA/NG. 
SECRET SECTION ΟἹ OF 02 SANAA 000521 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, C 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 0081 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, IZ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001685 SIPDIS NEA/PPA, NEA/ARN E.O. 12958: DECL: 0 


Column 10 


SECRETAMMAN 001686 SIPDIS NOFORN FOR NEA ASSISTANT SECRETARY BURNS AND S/CT COFEI 
CONFIDENTIALSECTION ΟΙ OF 02 ZAGREB 000631 SIPDIS DEPARTMENT FOR EUR/SCE (NARDI) A 


Column 10 


UNCLAS ANKARA 001780 SIPDIS SENSITIVE STATE FOR E, P, EB/IFD AND EUR/SE TREASURY FOR OAS 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 0082 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, IZ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABUJA 000534 SIPDIS CAIRO POL FOR MAXSTADT LONDON FC 


Column 10 


SECRETAMMAN 001688 SIPDIS NOFORN E.O. 12958: DECL: 03/19/2013 TAGS: OPDC, PREL, MASS, JC 
CONFIDENTIALACCRA 000559 SIPDIS E.O. 12958: DECL: 03/18/2013 TAGS: PREL, PTER, GH SUBJE 


UNCLAS GUATEMALA 000723 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, IZ, GT SUBJECT: Gl 


Column 10 


UNCLAS TEGUCIGALPA 000692 SIPDIS STATE FOR IIP/G/WHA (CBARONE; GLLOYD); IIP/T/SV; WHA/PDA ( 


UNCLAS GUATEMALA 000724 SIPDIS HARARE FOR BRUCE WHARTON E.O. 12958: N/A TAGS: PHUM, PRI 


Column 10 


UNCLAS KUWAIT 000999 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 
UNCLAS SECTION 01 OF 02 USUN NEW YORK 000766 E.O. 12958: N/A TAGS: PREL, PARM, UNSC, IZ SUB. 


Column 10 


UNCLAS SECTION 01 OF 03 OTTAWA 000789 SIPDIS STATE FOR WHA/CAN, EB/TRA WHITE HOUSE FOR 


Column 10 

UNCLAS TEGUCIGALPA 000697 SIPDIS SENSITIVE STATE FOR G/TIP, INL, DRL, PRM, AND IWI STATE FOF 
CONFIDENTIAL TEGUCIGALPA 000698 SIPDIS STATE FOR EUR, NEA/NGA, NP, AND PM STATE FOR 
CONFIDENTIAL SECTION 01 OF 09 USUN NEW YORK 000768 E.O. 12958: DECL: 03/18/2013 TAGS: P 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 001001 SIPDIS STATE FOR INR/R/M, NEA/ARP, NEA/PPD, PA, INR/NE 


Column 10 


CONFIDENTIALKUWAIT 001002 SIPDIS STATE FOR TASK FORCE 1 - EB ACTION OFFICER STATE A 
SECRET KUWAIT 001004 SIPDIS EUR/PRA FOR CAGAN E.O. 12958: DECL: 03/19/2013 TAGS: MARR, MI 
UNCLAS SECTION 01 OF 02 KUWAIT 001005 SIPDIS E.O. 12958: N/A TAGS: EAIR, CASC, KU SUBJECT: KU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000475 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT; 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 000463 SIPDIS DEPT FOR INR/R/MR, |I/RW, I/REC; PA SA/INS (FOR 


Column 10 


UNCLAS MBABANE 000147 DEPT FOR AF/S(BARNES), AF/PD(DALTON), DRL(BRYANT) USTR FOR C.MOOI 


Column 10 


UNCLAS ANKARA 001782 SIPDIS E.O. 12958: N/A TAGS: MASS, MARR, TU SUBJECT: TURKS REPLY ON S 


SECRET SECTION 01 OF 02 COLOMBO 000468 SIPDIS DEPARTMENT FOR SA, SA/INS, SA/PD, S/CT, NE 


Column 10 


UNCLAS STATE 072939 E.O. 12958: N/A TAGS: AEMR, AMGT, ASEC, CASC, KPAO, OIIP, PREL, PTER, IZ SUI 
CONFIDENTIAL ROME 001144 SIPDIS Ε.Ο. 12958: DECL: 03/19/2013 TAGS: IZ, PARM, PREL, UNSC € 


UNCLAS ABU DHABI 001348 SIPDIS STATE FOR NEA/ARP - HEFFERNAN, NEA/RA - SUTPHIN, AND EB/TR/ 
SECRETAMMAN 001695 SIPDIS NOFORN E.O. 12958: DECL: 03/20/2013 TAGS: PREL, PGOV, IZ, JO SU 
UNCLAS AMMAN 001696 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: AEMR, AMGT, CASC, CVIS, IZ, JO SUB. 


UNCLAS COLOMBO 000465 SIPDIS DEPT FOR DS/IP/SA, DS/DSS/ITAAND SA/INS E.O. 12958: DECL: N/A T 
UNCLAS SECTION 01 OF 02 KUWAIT 001009 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR 


Column 10 


CONFIDENTIALSINGAPORE 001099 CINCPAC FOR POLAD E.O. 12958: DECL: 03/20/2008 TAGS: PR 


Column 10 


UNCLAS ABU DHABI 001349 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR SECDEF FOR OASD/PA 


Column 10 
UNCLAS COLOMBO 000467 SIPDIS DEPARTMENT FOR SA/INS E.O. 12958: N/A TAGS: PREL, PGOV, CE, E 
CONFIDENTIAL SECTION 01 OF 02 KATHMANDU 000507 SIPDIS STATE FOR SA/INS LONDON FOR I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001787 SIPDIS STATE FOR E, P, EUR/SE AND EB TREA 


SECRET STATE 072951 INFORM CONSULS E.O. 12958: DECL: 03/20/2013 TAGS: PREL, PINS, AEMR, M/ 


UNCLAS ANKARA 001790 SIPDIS E.O. 12958: N/A TAGS: EAIR, ETRD SUBJECT: TURKEY: DEMARCHE ON 
UNCLAS ANKARA 001791 SIPDIS STATE FOR EUR/SE, EB/TRA, OPERATIONS CENTER ROME FOR FAA, F 
UNCLAS SECTION 01 OF 10 FRANKFURT 002405 SIPDIS SENSITIVE BUT UNCLASSIFIED - NOT FOR INTE 


Column 10 


UNCLAS SECTION 01 OF 02 JAKARTA 003306 E.O. 12958: N/A TAGS: PREL, PGOV, IZ, ID SUBJECT: TFIZO1: 


Column 10 


UNCLAS ANKARA 001792 SIPDIS E.O. 12958: N/A TAGS: PARM, PREL, MOPS, MARR, XF, EWWT, PHSA, E/ 


UNCLAS SECTION 01 OF 02 ANKARA 001793 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001699 SIPDIS E.O. 12958: DECL: 03/20/2013 TAGS: AEN 


Column 10 


CONFIDENTIALBEIRUT 000795 D FOR BARRY E.O. 12958: DECL: 03/20/2013 TAGS: PGOV, PTER, LE 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 000579 SIPDIS AID/W FOR AFR/SD/HRD, G/PHN/DAA, G/PHN/POP, G 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 000268 SIPDIS DEPARTMENT FOR EAP/BCLTV DEPARTM 


Column 10 


CONFIDENTIAL KUWAIT 001010 SIPDIS STATE FOR TASK FORCE 1 - EB ACTION OFFICER STATE A 


SECRET SECTION 01 OF 02 SANAA 000567 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, C 
CONFIDENTIALSECTION 01 OF 04 ANKARA 001799 SIPDIS DEPT FOR PRM/ANE, EUR/SE, NEA/NG. 
UNCLAS SECTION 01 OF 03 ACCRA 000570 SIPDIS STATE FOR PRM, GENEVA FOR RMA E.O. 12958: N/A 
SECRET SECTION 01 OF 02 DAMASCUS 001684 E.O. 12958: DECL: 03/20/2013 TAGS: KREF, PGOV, PHU 


Column 10 


CONFIDENTIAL ROME 001168 SIPDIS DEPT. FOR IO, IO/SHA. DRL, DRL/MLA, SA/PAB AND EUR/WE 
CONFIDENT IALANKARA 001801 SIPDIS E.O. 12958: DECL: 01/28/2012 TAGS: PGOV, PREL, TU, Iraq 


CONFIDENT IALABUJA 000542 SIPDIS E.O. 12958: DECL: 03/19/2013 TAGS: AEMR, ASEC, CASC, ΚΕΙ 
CONFIDENTIALSTATE 073555 E.O. 12958: DECL: 03/13/13 TAGS: MOPS, NATO, PREL, YI, AL SUBJE( 


Column 10 


UNCLAS STATE 073569 Ε.Ο. 12958: N/A TAGS: AMGT SUBJECT: MESSAGE FROM SECRETARY POWELL 1 
CONFIDENTIALSECTION 01 OF 02 AMMAN 001701 SIPDIS E.O. 12958: DECL: 3/20/2003 TAGS: AEMI 


Column 10 


SECRET ANKARA 001802 SIPDIS NOFORN STATE FOR S/CT, EUR/SE, NEA/NGA E.O. 12958: DECL: 0 
SECRET ROME 001173 SIPDIS STATE FOR INR AND EUR/WE E.O. 12958: DECL: 03/20/2013 TAGS: PRI 
UNCLAS OTTAWA 000800 SIPDIS DEPT FOR EB/CIP TFINTON DEPT PASS USTR FOR KSHAGRIN AND JM. 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 001013 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR 


Column 10 


UNCLAS GUATEMALA 000746 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PINR, GT, IZ SUBJECT: MA 
SECRET STATE 073981 INFORM CONSULS E.O. 12958: DECL: 03/20/2013 TAGS: PREL, PINS, AEMR, M 


UNCLAS SECTION 01 OF 06 HANOI 000688 SIPDIS SENSITIVE STATE FOR E, EB AND EAP/BCLTV STATE 


Column 10 


UNCLAS HANOI 000690 SIPDIS STATE FOR EAP/BCLTV E.O. 12958: N/A TAGS: PREL, VM SUBJECT: OFF 


Column 10 


UNCLAS COLOMBO 000472 SIPDIS FOR ASSISTANT SECRETARY ROCCA AND SA/INS FROM ASHLEY WIL 
UNCLAS SECTION 01 OF 02 COLOMBO 000473 SIPDIS DEPT FOR INR/R/MR, l/RW, I/REC; PA SA/INS (FOR 


Column 10 


SECRET SECTION 01 OF 04 COLOMBO 000476 SIPDIS NOFORN DEPARTMENT FOR SA, SA/INS, SA/P 


Column 10 


CONFIDENTIALAMMAN 001702 SIPDIS E.O. 12958: DECL: 03/20/2013 TAGS: AEMR, AMGT, CASC, C\ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 000583 SIPDIS NSC FOR SENIOR AFRICA DIRECTOR J 
CONFIDENTIALSECTION 01 OF 03 RANGOON 000370 SIPDIS STATE FOR EAP/BCLTV AND DRL US! 


Column 10 


UNCLAS HARARE 000584 SIPDIS SENSITIVE STATE FOR AF/S, DRL NSC FOR SENIOR AFRICA DIRECTO! 


UNCLAS SECTION 01 OF 03 HANOI 000694 SIPDIS SENSITIVE STATE FOR EAP/BCLTV; EAP/RSP; INL/AAE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001805 SIPDIS DEPT FOR PRM/ANE, EUR/SE, NEA/NG. 
UNCLAS KUWAIT 001018 SIPDIS DEPT ALSO FOR USAID DCHA/OFDA GENEVA FOR UNDRO AND LRCS 
UNCLAS HARARE 000588 SIPDIS DEPT FOR AF/PD/PA FOR DALTON, MITCHELL AND SIMS IRAQ PD FOR 


Column 10 


UNCLAS ABU DHABI 001356 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR SECDEF FOR OASD/PA 


Column 10 


UNCLAS HARARE 000590 SIPDIS SENSITIVE STATE FOR AF/S NSC FOR SENIOR AFRICA DIRECTOR JFR 


Column 10 


UNCLAS HANOI 000702 SIPDIS STATE FOR EAP/BCLTV E.O. 12958: N/A TAGS: PREL, PINS, CASC, IZ, VM 


Column 10 


UNCLAS SECTION 01 OF 04 KATHMANDU 000515 SIPDIS STATE FOR SA/INS AND DS/IP/NEA STATE ALSO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 000591 SIPDIS NSC FOR SENIOR AFRICA DIRECTOR J 
UNCLAS SECTION 01 OF 04 ANKARA 001809 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


UNCLAS AMMAN 001704 SIPDIS E FOR U/S LARSON, SECOR TREASURY FOR OASIA--MILLS/CHANG USE 
CONFIDENTIAL KUWAIT 001020 SIPDIS STATE FOR TASK FORCE 1 ΕΒ ACTION OFFICER STATE A 
CONFIDENTIAL SANAA 000571 SIPDIS TERREP E.O. 12958: DECL: 03/21/2010 TAGS: PTER, ASEC, C 
UNCLAS KUWAIT 001021 SIPDIS STATE FOR NEA/ARP AND OES STATE PASS EPA AMMAN FOR ENVIRON 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001705 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS ANKARA 001810 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREASURY FOR U/S TAY 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 001811 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE; 


Column 10 


UNCLAS SECTION 01 OF 02 FRANKFURT 002451 SIPDIS SENSITIVE DEPT FOR EUR/AGS AND EB E.O. 1 


Column 10 


SECRET SECTION 01 OF 02 SANAA 000573 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, C 


Column 10 


CONFIDENT IALANKARA 001818 SIPDIS E.O. 12958: DECL: 03/21/2008 TAGS: PARM, PREL, IZ, TU, U 
UNCLAS ZAGREB 000657 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, HR, Political Parties/Elections 


Column 10 


CONFIDENT IALABUJA 000549 SIPDIS SENSITIVE E.O. 12958: DECL:20MAR2013 TAGS: ASEC, CAS 
CONFIDENTIAL ROME 001203 SIPDIS STATE FOR TFI201 - EB ACTION OFFICER; TREASURY FOR ( 


CONFIDENTIALSECTION 01 OF 02 ABUJA 000552 SIPDIS E.O. 12958: DECL:03/20/2013 TAGS: PREL 


Column 10 


UNCLAS GUATEMALA 000758 SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, IZ, GT, UNSC, HNCHR-1 SUBJE: 
UNCLAS SECTION 01 OF 04 GUATEMALA 000759 SIPDIS DEPARTMENT FOR WHA/PPCP, WHA/EPSC AND 


Column 10 


SECRET SECTION 01 OF 02 SANAA 000574 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, C 
UNCLAS GUATEMALA 000760 SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, IZ, GT, UNSC, UNCHR-1 SUBJE: 
UNCLAS SECTION 01 OF 03 KUWAIT 001022 SIPDIS STATE FOR INR/R/MR, NEA/ARP, NEA/PPD, PA, INR/N 


Column 10 


SECRET ROME 001205 SIPDIS STATE FOR INR AND EUR/WE E.O. 12958: DECL: 03/21/2013 TAGS: PRI 
UNCLAS KUWAIT 001023 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 


Column 10 


UNCLAS TEGUCIGALPA 000725 SIPDIS SENSITIVE STATE FOR WHA, WHA/CEN, WHA/EPSC, AND WHA/F 
CONFIDENTIAL OTTAWA 000825 SIPDIS E.O. 12958: DECL: 03/21/2013 TAGS: PHUM, AORC, CA, UNI 
CONFIDENTIALSECTION 01 OF 06 TEGUCIGALPA 000726 SIPDIS STATE FOR WHA, WHA/CEN, WH 


Column 10 


CONFIDENTIALSTATE 075175 E.O. 12958: DECL: 3/20/08 TAGS: PHUM, PREL, UNHCR-1, CU SUBJEC 


Column 10 


UNCLAS TEGUCIGALPA 000727 SIPDIS STATE FOR WHA/PDA(MBUCKLEY), IIP/G/WHA (DDIPASQUALE), ! 


Column 10 


UNCLAS TEGUCIGALPA 000728 SIPDIS FOR IIP/G/WHA(DDISQUALE);WHA/PDA(MBUCKLEY) E.O. 12958: 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001708 SIPDIS E.O. 12958: DECL: 03/20/2013 TAGS: AEN 


Column 10 


UNCLAS KUWAIT 001024 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 


UNCLAS SECTION 01 OF 02 ABU DHABI 001363 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001716 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


SECRET SECTION 01 OF 02 ABU DHABI 001365 SIPDIS NOFORN STATE FOR IRAQ TASK FORCE, ALS! 


Column 10 


CONS 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001718 SIPDIS NEA/ARN, NEA/PPD E.O. 12958: DECL: ( 


Column 10 


CONFIDENTIALABU DHABI 001366 SIPDIS STATE FOR IO AND NEA/ARP E.O. 12958: DECL: 03/22/2( 
UNCLAS ABU DHABI 001367 SIPDIS SENSITIVE STATE FOR NEA/ARP, NEA/RA, DRL AND EB/CBA AMEMB, 
CONFIDENT IALANKARA 001832 SIPDIS E.O. 12958: DECL: 03/21/2008 TAGS: IZ, MOPS, PARM, TU S 
SECRET SECTION 01 OF 04 SANAA 000576 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, C 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 001835 SIPDIS DEPT FOR PRM/ANE, EUR/SE AND NEA 
CONFIDENTIALSECTION 01 OF 02 AMMAN 001719 SIPDIS E.O. 12958: DECL: 03/20/2013 TAGS: AEN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001720 SIPDIS CENTCOM FOR POLAD E.O. 12958: DEC 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 001035 SIPDIS STATE FOR INR/R/MR, NEA/ARP, NEA/PPD, PA, INR/N 


Column 10 


CONFIDENTIAL KUWAIT 001036 SIPDIS STATE FOR TASK FORCE 1 ΕΒ ACTION OFFICER STATE A 
UNCLAS SECTION 01 OF 02 ABUJA 000554 SIPDIS SENSITIVE BUT UNCLASSIFIED CAIRO FOR MAXSTA 
CONFIDENTIALSECTION 01 OF 02 ABUJA 000555 SIPDIS NSC FOR JENDAYI FRAZER LONDON FO 


Column 10 


UNCLAS KUWAIT 001037 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 


UNCLAS KUWAIT 001040 SIPDIS DEPT FOR NEA/ARP, INR/NESA E.O. 12958: N/A TAGS: PGOV, PREL, PIN 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 001377 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001735 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


CONFIDENT IALKUWAIT 001044 SIPDIS TREASURY FOR TERRORIST FINANCE TASK FORCE STATI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABU DHABI 001381 SIPDIS STATE FOR IRAQ TASK FORCE, ALS( 


Column 10 


CONS 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001744 SIPDIS E.O. 12958: DECL: 03/23/2013 TAGS: AEN 


Column 10 


CONFIDENTIALAMMAN 001745 SIPDIS E.O. 12958: DECL: 12/12/2012 TAGS: PREL, IZ, AL, XF, JO SU 


S E C R E T ABU DHABI 001382 SIPDIS NOFORN STATE FOR NEA E.O. 12958: DECL: 03/23/13 TAGS: PRE 


Column 10 


CONFIDENTIALABU DHABI 001383 SIPDIS STATE FOR NEA AND D - BARRY E.O. 12958: DECL: 03/2 


S E C R E T ABU DHABI 001384 SIPDIS STATE FOR NEA AND EB E.O. 12958: DECL: 03/23/13 TAGS: PREL, 
SECRET SECTION 01 OF 02 SANAA 000579 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, C 


Column 10 


UNCLAS KUWAIT 001046 SIPDIS RETRANSMITTED TO CORRECT RIGHT MARGIN DEPT ALSO FOR USAI 


Column 10 


CONFIDENT IALKUWAIT 001047 SIPDIS E.O. 12958: DECL: 03/23/2013 TAGS: PREL, AL, XF, IZ, KU SL 


Column 10 


UNCLAS SECTION 01 OF 03 KUWAIT 001048 SIPDIS STATE FOR INR/R/MR, NEA/ARP, NEA/PPD, PA, INR/N 


Column 10 


CONFIDENTIAL KUWAIT 001049 SIPDIS STATE FOR TASK FORCE 1 - EB ACTION OFFICER STATE A 
UNCLAS AMMAN 001749 SIPDIS USDOC FOR 4520/ITA/MAC/ONE/COBERG USDOC FOR 4520/ITA/MAC/ON 
UNCLAS KUWAIT 001050 SIPDIS DEPT ALSO FOR USAID DCHA/OFDA GENEVA FOR UNDRO AND LRCS 

UNCLAS SECTION 01 OF 03 COLOMBO 000480 SIPDIS DEPT FOR INR/R/MR, |I/RW, I/REC; PA SA/INS (FOR 


Column 10 


CONFIDENTIAL COLOMBO 000481 SIPDIS FOR THE DEPUTY SECRETARY AND SA A/S ROCCA FRO 
UNCLAS LAGOS 000624 SIPDIS SENSITIVE BUT UNCLASSIFIED E.O. 12958: N/A TAGS: CASC, EPET, EN 
UNCLAS SECTION 01 OF 04 HANOI 000710 SIPDIS SENSITIVE STATE FOR E, EB, and EAP/BCLTV STATE 


Column 10 


UNCLAS HARARE 000594 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS IRAQ PD FOR š 


Column 10 


UNCLAS KUWAIT 001053 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 
UNCLAS HARARE 000595 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS IRAQ PD FOR š 


Column 10 


CONFIDENTIALSECTION 01 OF 04 COLOMBO 000485 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT, 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 000714 SIPDIS DEPT FOR CA/OCS/ACS/EAP (DGOODING, SLAWREN( 


Column 10 


UNCLAS COLOMBO 000486 SIPDIS SENSITIVE DEPARTMENT FOR SA/INS AND IO E.O. 12958: DECL: N/ 
CONFIDENTIALSECTION 01 OF 02 ABU DHABI 001397 SIPDIS STATE FOR IRAQ TASK FORCE, ALS( 


CONS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001056 SIPDIS STATE FOR NEA/ARP USDOC FOR 3131 


UNCLAS SECTION 01 OF 02 ISTANBUL 000386 SIPDIS E.O. 12958: N/A TAGS: PHUM, TK, Istanbul SUBJEC 


Column 10 


SECRET SECTION 01 OF 02 ABU DHABI 001399 SIPDIS STATE FOR IRAQ TASK FORCE, ALSO NEA/ARF 


Column 10 


CONS 


CONFIDENTIALSECTION 01 OF 02 RANGOON 000377 SIPDIS STATE FOR EAP AND DRL CDR USPA 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 001400 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 001769 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001905 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001770 SIPDIS E.O. 12958: DECL: 03/24/2013 TAGS: AEN 


Column 10 


UNCLAS SECTION 01 OF 05 ROME 001220 SIPDIS AIDAC UNCLASSIFIED PAGE 02 RON 


WFP 


WFP 


WFP 


WFP 


Column 10 


UNCLAS SECTION 01 OF 02 BRASILIA 000907 SIPDIS SENSITIVE GENEVA - PLEASE PASS TO USTR - ALI 


Column 10 


UNCLAS SECTION 01 OF 26 ABU DHABI 001414 SIPDIS SENSITIVE DEPT FOR G, G/TIP, INL, DRL, PRM, IV 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABUJA 000558 SIPDIS SENSITIVE S-ES/O PLEASE ALERT AF/F 


Column 10 


UNCLAS ANKARA 001907 SIPDIS DEPT FOR PRM/ANE, EUR/SE AND NEA/NGA DEPT PASS USAID FOR BI 


UNCLAS SECTION 01 OF 03 ANKARA 001908 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


UNCLAS HARARE 000599 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS IRAQ PD FOR š 


Column 10 


UNCLAS ABUJA 000561 SIPDIS SENSITIVE DEPT FOR DS/IP/AF, DS/DSS/ITA, DS/IP/FPO, AF/W, AF/EX LA 
UNCLAS SECTION 01 OF 02 ANKARA 001913 SIPDIS SENSITIVE STATE FOR E, EB, EB/IFD/OMA/TRA, EL 


Column 10 


CONFIDENTIAL SANAA 000583 SIPDIS E.O. 12958: DECL: 03/24/2013 TAGS: PREL, PGOV, IZ, YM, DE 
UNCLAS ROME 001226 SIPDIS DEPT PASS USTR FOR SCHAGRIN; EB/CIP - TFINTON; COMMERCE FOR | 


Column 10 


SECRET SANAA 000584 SIPDIS E.O. 12958: DECL: 03/24/2013 TAGS: PREL, PGOV, IZ, YM, DEMARCHE : 


CONFIDENTIALSANAA 000585 SIPDIS E.O. 12958: DECL: 03/24/2009 TAGS: PREL, YM, IZ SUBJECT: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001774 SIPDIS TFIZO1 FOR EB ACTION OFFICER E STA 


Column 10 


CONFIDENTIALSECTION 01 OF 03 HARARE 000600 SIPDIS NSC FOR SENIOR AFRICA DIRECTOR J 


Column 10 


SECRET ROME 001228 SIPDIS FOR NP/CBM AND INR/SPM E.O. 12958: DECL: 1.6 (X1,X6) TAGS: PARN 
CONFIDENTIALSECTION 01 OF 02 LAGOS 000630 SIPDIS CAIRO FOR POL -- MAXSTADT E.O. 12€ 


Column 10 


UNCLAS TEGUCIGALPA 000731 SIPDIS STATE FOR WHA/PDA(MBUCKLEY), IIP/G/WHA (DDIPASQUALE), ! 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 0083 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, IZ 


Column 10 


CONFIDENTIAL ROME 001230 SIPDIS Ε.Ο. 12958: DECL: 03/24/2013 TAGS: PREL, ECON, ENRG, EA 


Column 10 


UNCLAS ZAGREB 000664 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, HR, IZ SUBJECT: TFIZO1: Τι 


Column 10 


UNCLAS SECTION 01 OF 05 KUWAIT 001062 SIPDIS STATE ALSO PASS USAID/W STATE FOR PRM/ANE, E 
CONFIDENTIALKUWAIT 001063 SIPDIS STATE FOR NEA/ARP, NEA/FO E.O. 12958: DECL: 03/23/201 


Column 10 


CONFIDENT IALKUWAIT 001064 SIPDIS STATE FOR TASK FORCE 1 ΕΒ ACTION OFFICER STATE A 
CONFIDENTIALSECTION 01 OF 03 GUATEMALA 000770 SIPDIS E.O. 12958: DECL: 03/24/2013 TAGS 


Column 10 


CONFIDENTIALLAGOS 000631 SIPDIS CAIRO FOR MAXSTADT, TASKENT FOR BURKHALTER, PARI 
UNCLAS TEGUCIGALPA 000740 SIPDIS FOR IIP/G/WHA(DDISQUALE);WHA/PDA(MBUCKLEY) E.O. 12958: 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 001065 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR 


Column 10 


UNCLAS SECTION 01 OF 03 COLOMBO 000488 SIPDIS STATE FOR ECA/PE/V/P-ISABELLE ZSOLDOS/DEB' 


Column 10 


SECRETANKARA 001922 SIPDIS DEPARTMENT FOR NP/CBM AND INR/SPM E.O. 12958: DECL: 03/24/ 
CONFIDENTIALSECTION 01 OF 02 AMMAN 001776 SIPDIS E.O. 12958: DECL: 03/25/2013 TAGS: AEN 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 000725 SIPDIS SENSITIVE STATE ALSO FOR EAP/BCLTV, AND EB/TR/ 
UNCLAS SECTION 01 OF 02 ACCRA 000585 SIPDIS USDA PLEASE PASS FAS/ITP PSHEIKH AND EPURDY 
UNCLAS ROME 001234 SIPDIS FROMTHE U.S. MISSION TO THE UN AGENCIES IN ROME DEPT FOR OE 


Column 10 


UNCLAS ROME 001235 SIPDIS FROMTHE U.S. MISSION TO THE UN AGENCIES IN ROME L/PIL FOR HAL 
UNCLAS SANAA 000588 SIPDIS TREASURY TASK FORCE FOR TERESA RUTLEDGE E.O. 12958: N/A TAGS 
UNCLAS HARARE 000604 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS IRAQ PD FOR š 


Column 10 


UNCLAS KUWAIT 001068 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 
CONFIDENTIALSECTION 01 OF 03 COLOMBO 000495 SIPDIS STATE PASS USTR E.O. 12958: DECI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001931 SIPDIS Ε.Ο. 12958: DECL: 03/24/2013 TAGS: PF 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 000497 SIPDIS FOR SA, SA/INS/D PASS TO USAID AMBASSADOR, 
UNCLAS HARARE 000609 SIPDIS DEPT FOR AF/PDPA FOR DALTON, MITCHELL AND SIMS IRAQ PD FOR š 


Column 10 


CONFIDENT IALACCRA 000592 SIPDIS STATE FOR PRM, GENEVA FOR RMA, ROME FOR DHS, ABID. 
UNCLAS SECTION 01 OF 02 ABU DHABI 001431 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


UNCLAS HARARE 000610 SIPDIS NSC FOR JENDAYI FRAZER THE FOLLOWING TELEGRAM SENT ACTIC 


Column 10 


UNCLAS SANAA 000591 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, IZ, YM, UNSC SUBJECT: ROYG E 


UNCLAS SANAA 000592 SIPDIS E.O. 12958: N/A TAGS: PARM, PREL, MOPS, MARR, EWWT, PHSA, EAIR, Y 


CONFIDENTIAL COLOMBO 000499 SIPDIS DEPARTMENT FOR SA, SA/INS Ε.Ο. 12958: DECL: 03-2£ 
UNCLAS COLOMBO 000500 SIPDIS DEPARTMENT FOR SA, SA/INS; PARIS FOR U.S. UNESCO OBSERVER 
CONFIDENTIALSECTION 01 OF 02 SANAA 000593 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000502 SIPDIS DEPARTMENT FOR SA, SA/INS, SA/PI 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001936 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


UNCLAS SECTION 01 OF 02 SANAA 000595 SIPDIS E.O. 12958: N/A TAGS: ECON, PGOV, EAID, PINR, YM, V 
UNCLAS COLOMBO 000503 SIPDIS DEPT FOR DS/IP/SA, DS/DSS/ITA, DSERCC AND SA/INS E.O. 12958: D 
UNCLAS SECTION 01 OF 02 KUWAIT 001074 SIPDIS STATE FOR NEA/ARP AND OES STATE PASS EPA AM 


Column 10 


SECRET SECTION 01 OF 02 ABU DHABI 001437 SIPDIS NOFORN STATE FOR IRAQ TASK FORCE, ALS( 
UNCLAS SECTION 01 OF 02 AMMAN 001789 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ZAGREB 000669 SIPDIS E.O. 12958: DECL: 02/06/2008 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABU DHABI 001439 SIPDIS STATE FOR IRAQ TASK FORCE, ALS( 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DJIBOUTI 000536 SIPDIS DEPT FOR DS/IP/AF, DS/DSS/ITA, DS/IF 


Column 10 


CONFIDENTIALSECTION 01 OF 04 COLOMBO 000513 SIPDIS DEPARTMENT FOR SA, SA/INS, S/CT; 


Column 10 


UNCLAS KUWAIT 001075 SIPDIS E.O. 12958: N/A TAGS: SOCI, MOPS, PREL, KU SUBJECT: FLOOD OF SUF 
SECRET SANAA 000597 SIPDIS DEPARTMENT FOR NEA, NEA/ARP, NEA/EX, S/CT, CA, DS/DSS, DS/IP/N 
UNCLAS SECTION 01 OF 03 ANKARA 001946 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE. 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 0084 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, IZ 


Column 10 


UNCLAS ANKARA 001948 SIPDIS SENSITIVE STATE FOR EUR/SE, EB/TRA, OPERATIONS CENTER ROMI 
CONFIDENT IALANKARA 001949 SIPDIS E.O. 12958: DECL: 03/25/2013 TAGS: PARM, PREL, IZ, TU Sl 
CONFIDENTIALSECTION 01 OF 02 ACCRA 000598 SIPDIS E.O. 12958: DECL: 03/23/2013 TAGS: PGC 


Column 10 


CONFIDENTIALANKARA 001952 SIPDIS STATE FOR E, EB/CBED, EB/ESC, EUR/SE, NEA/NGA, OPS 
SECRET SECTION 01 OF 02 AMMAN 001798 SIPDIS E.O. 12958: DECL: 03/25/2013 TAGS: PREL, MOPS, 


Column 10 


CONFIDENTIALKUWAIT 001078 SIPDIS STATE FOR TASK FORCE 1 - EB ACTION OFFICER STATE A 
CONFIDENTIALSECTION 01 OF 02 AMMAN 001800 SIPDIS E.O. 12958: DECL: 03/24/2013 TAGS: AEN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 001954 SIPDIS STATE ALSO FOR E, EB AND EUR/SE TI 
UNCLAS SECTION 01 OF 05 ROME 001268 SIPDIS AIDAC FROM U.S. MISSION INROME SENSITIVE STA 


WFP 


WFP 


WFP 


WFP 


Column 10 


UNCLAS SECTION 01 OF 03 KUWAIT 001079 SIPDIS STATE FOR INR/R/MR, NEA/ARP, NEA/PPD, PA, INR/N 


Column 10 


CONFIDENT IALANKARA 001955 SIPDIS SECDEF FOR OUSD-P/ISP/TSPCP/CTR E.O. 12958: DECL: 
SECRET ROME 001270 SIPDIS Ε.Ο. 12958: DECL: 03/25/2013 TAGS: PREL, PGOV, IT, IZ, IRAQI FREEDC 


Column 10 


CONFIDENTIAL ZAGREB 000679 SIPDIS Ε.Ο. 12958: DECL: 03/25/2013 TAGS: PHUM, PREL, HR, IZ, | 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABUJA 000566 SIPDIS NSC FOR JENDAYI FRAZER LONDON FO 


Column 10 


UNCLAS SECTION 01 OF 05 KUWAIT 001080 SIPDIS STATE ALSO PASS USAID/W STATE FOR PRM/ANE, E 
CONFIDENTIAL SECTION 01 OF 02 LAGOS 000637 SIPDIS CAIRO FOR MAXSTADT, TASHKENT FC 


UNCLAS TEGUCIGALPA 000748 SIPDIS FOR WHA/PDA (BUCKLEY), WHA/CEN, PD TASK FORCE E.O. 129! 


Column 10 


UNCLAS KUWAIT 001081 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 
CONFIDENTIALSECTION 01 OF 04 GUATEMALA 000781 SIPDIS E.O. 12958: DECL: 03/25/2013 TAGS 


Column 10 


UNCLAS GUATEMALA 000783 SIPDIS SENSITIVE PARIS FOR U.S. UNESCO OBSERVER MISSION E.O. 12 
CONFIDENTIAL GUATEMALA 000784 SIPDIS E.O. 12958: DECL: 03/25/2013 TAGS: PHUM, PREL, CU, 


Column 10 


UNCLAS SECTION 01 OF 04 TEGUCIGALPA 000752 SIPDIS SENSITIVE STATE FOR WHA/CEN, WHA/EPSC 


Column 10 


CONFIDENTIAL GUATEMALA 000786 SIPDIS E.O. 12958: DECL: 03/25/2013 TAGS: PARM, PREL, IZ, G 
UNCLAS SECTION 01 OF 02 TEGUCIGALPA 000753 SIPDIS SECSTATE please pass USAID for CJohnson ST, 


Column 10 


CONFIDENTIALKUWAIT 001082 SIPDIS TASK FORCE 1 FOR EB ACTION OFFICER STATE FOR EB/E 
CONFIDENTIAL KUWAIT 001083 SIPDIS STATE FOR EB/ESC/ESP (GLASS) STATE FOR S/CT STATE 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001803 SIPDIS E.O. 12958: DECL: 03/24/2013 TAGS: AEN 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ZAGREB 000680 SIPDIS STATE FOR S/WCI, EUR/SCE, INL/AAE, 


Column 10 


UNCLAS ZAGREB 000681 SIPDIS E.O. 12958: N/A TAGS: ECON, ENRG, TRGY, SI, HR SUBJECT: KRSKO NI 


CONFIDENTIALSECTION 01 OF 02 AMMAN 001805 SIPDIS E.O. 12958: DECL: 03/26/2013 TAGS: AEN 


Column 10 


UNCLAS COLOMBO 000507 SIPDIS DEPT FOR EB/ESC/ESP (GLASS), S/CT, SA/INS TREASURY FOR GENE 
UNCLAS COLOMBO 000508 SIPDIS DEPT FOR INR/R/MR, I/RW, I/REC; PA SA/INS (FOR JWALLER); SA/PD 


Column 10 


UNCLAS KUWAIT 001086 SIPDIS DEPT ALSO FOR USAID - DCHA/OFDA GENEVA FOR UNDRO AND LRCS 
UNCLAS SECTION 01 OF 03 HANOI 000752 SIPDIS DEPT FOR DRL and EAP/BCLTV USDA/FAS for ICD and 


Column 10 


CONFIDENTIALAMMAN 001808 SIPDIS E.O. 12958: DECL: 12/12/2012 TAGS: PGOV, AL, IZ, EG, JO SL 
CONFIDENTIALSECTION 01 OF 02 ISTANBUL 000399 SIPDIS E.O. 12958: DECL: 03/24/2013 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 000615 SIPDIS SENSITIVE STATE FOR AF/S NSC FOR SENIOR AFR 


Column 10 


UNCLAS ANKARA 001964 SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, KWMN, SMIG, KFRD, PREF, ELAB, ` 
UNCLAS COLOMBO 000514 SIPDIS SENSITIVE DEPARTMENT FOR SA, SA/INS E.O. 12958: N/A TAGS: PF 
UNCLAS SECTION 01 OF 02 ABU DHABI 001459 SIPDIS STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/M 


Column 10 


SECRET SECTION ΟἹ OF 02 ABU DHABI 001461 SIPDIS NOFORN STATE FOR IRAQ PD TASK FORCE, | 


Column 10 


CONS 


CONFIDENTIALSECTION 01 OF 02 KATHMANDU 000549 SIPDIS STATE FOR SA/INS E.O. 12958: DE 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 001965 SIPDIS SENSITIVE STATE FOR E, P, EUR/SE AND EB TREA 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 001467 SIPDIS SENSITIVE DEPARTMENT FOR IRAQ PD TASK FC 


Column 10 


CONFIDENTIALABU DHABI 001469 SIPDIS STATE FOR NEA/ARP AND NEA/NGA E.O. 12958: DECL: ( 
CONFIDENTIALANKARA 001966 SIPDIS STATE FOR P, NEA/NGA, EUR/SE, PMAT, AND L; OSD FOR 


Column 10 


CONFIDENTIALANKARA 001967 SIPDIS STATE FOR E, EB/CBED, EB/ESC, EUR/SE, NEA/NGA, OPS 


UNCLAS OTTAWA 000869 SIPDIS DEPARTMENT FOR WHA/CAN (Running) OES/ENV (Matuzak) IO (Turak) ( 
UNCLAS AMMAN 001832 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


CONFIDENTIALAMMAN 001833 SIPDIS CENTCOM FOR POLAD E.O. 12958: DECL: 03/26/2013 TAGS 
UNCLAS HARARE 000619 SIPDIS STATE FOR AF/S NSC FOR SENIOR AFRICA DIRECTOR JFRAZER USDC 


SECRETAMMAN 001835 SIPDIS NOFORN E.O. 12958: DECL: 03/26/2023 TAGS: PREL, PTER, IZ, JO SU! 


Column 10 


UNCLAS AMMAN 001840 SIPDIS TREASURY FOR OASIA -- JOHN WINGLE E.O. 12958: N/A TAGS: EAID, JC 
UNCLAS TEGUCIGALPA 000754 SIPDIS STATE FOR TFIZ, WHA, WHA/CEN, WHA/PPC, AND DS/OP/WHA E 


CONFIDENTIAL SECTION ΟΙ OF 02 KUWAIT 001101 SIPDIS NOFORN STATE FOR TASK FORCE 1 - E 
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